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BBEOEHUE

[daHHaa MHCTpyKUMA npefHasHadyeHa Ons agMUHUCTpaTopa NporpaMMHOro npoaykta «EaumHbIn LeHTp
ynpasneHus Dallas Lock».

B wuHCTpykuum copepxatcsi cBefeHusi, Heobxogumble Ans nonydeHusa obuwiero npeacTaBreHus
O NMPOrpaMMHOM U3AeNuKM, ero PyHKUMOHAMNbHbLIX BO3MOXHOCTSAX, a Takke ANs YyCTaHOBKMW, HACTPOMKU
1 ynpaBneHus paboTon B COOTBETCTBUM C TpeboBaHnsiMKN 6e30nacHOCTMU.

Cant komnaHum-paspaboTtyumnka eguHoro ueHTpa ynpasneHus Dallas Lock OOO «KoHdwuaeHT» aoctyneH
no ccbinke: www.confident.ru.

MHgopmaumss o npogyktax nwuHenmkn Dallas  Lock npegctaBneHa Ha  CTpaHuue — cawnTa
http://www.dallaslock.ru/. Ha gaHHOM canTe MOXHO 3akasaTb KOMMMEKC YCIyr MO MPOEKTUPOBAHMIO,
BHEOPEHNIO U COMPOBOXAEHUIO MpoAykTa. Takke npu HeOOXOAMMOCTU MOXHO 00paTUTbCS B CNYxOy
TEXHUYECKOW NOAAEPXKKN NO aNEKTPOHHOMY agpecy: helpdesk@confident.ru.

TEPMUHbI

HekoTopble TEPMUHBI U COKpaLLEHNs], CoOOepXKallnecs B TEKCTE UHCTPYKUUN, YHUKambHbI A1 NPOAYKTOBOM
nuHenkn OO0 «KoHdwuaeHT», Opyrue ABMSOTCS OOLLEMNPUHSATBIMU U UCMONb3YOTCS U3 COobpaXeHus
KpaTkoCcTu u yaobcTaa.

TepmuH OnpegeneHune

Aemomamu3supogaHHOe BuUpTyanbHast unu duandeckas pabovas ctaHuusi, ucnonb3dyemas B ELLY
paboyee mecmo KaKk cnoco® npeactaBneHWsi COBOKYMHOCTU  HECKOSTbKUX — MoAyren
B KQ4eCcTBE €AMHON MaLUWHbI

Ipynna nornyeckoe obbeauHeHne Heckonbknx obwvektoB [OB (Hanpumep,
noarpynn, APM, mopgynenn WAF Dallas Lock u ceTeBbix yCTpOWCTB).
Moaynn ELLY B coctaBe APM yno6Ho 06beanHATL B rpynnbl €CNAnN Yy HUX
coBnagaloT napameTtpbl 6esonacHocTu. [onyckaeTtca cos3gaHue nwboro
yucna BrOXEHHbIX Fpynmn

LlosepeHHnbil domeH [omeH 6e3onacHocTu, Haxoaswwmncs ¢ b B 4oBepUTENbHBIX OTHOLLEHUAX
besonacHocmu

HomeH 6e3onacHocmu  COBOKYMHOCTb (KNacTep) OOHOro MM HECKONbKUX CEPBEPOB B peXunmMe

ELlY pennukaumMm KoHdurypauum. lNpeactaBnseTr cobol KOPHEBOW YPOBEHb
opraHu3aumm JorM4ecKkon rpynnUPOBKM MOAYMEN, CeTeBbIX YCTPOWCTB
M NoAYMHEHHbIX OOMeHOB ©OesonacHoctu ELLY, npegHasHa4yeHHbI
ONsi OCYLLECTBEHUS LleHTpanM30BaHHOro yrnpaBneHusi BCEMU
NoAYMHEHHbIMKN 06 bekTamu

Hepeso domeHa CTPYKTypupoBaHHoOe oTobpaxeHne oObEeKToB JoMeHa GesonacHoCTU
6e3onacHocmu B Bue nepapxum B koHconu ELLY
3adaHue HeKoTopoe OelCTBMe, Ha3Ha4YeHHoe aaMUHUCTpaTopom aAnga mogynsa ELLY,

KOoTOpoe MOAYMb AOMKEH BbIMOMHUTL NPU NEPBON Xe BO3MOXHOCTU. Tun
3agaHui: nony4nTb OTYeT, co3datb ann KoHdurypauum, OBHOBUTL
Kakoe-nmbo nporpaMmmHoe obecrneveHve u T.4.

Modyrib npegcTaenexHne oTAenbHOro npoaykra npons3BoaCcTBa 000
«KoHpumaeHT»:

e C3W Dallas Lock 8.0 pegakummn «K» 1 «C» (BKrntovas KOMMOHEHTbI
M3, COB);

C3W HC[ Dallas Lock Linux;

C3WM BU Dallas Lock;

CA3 Dallas Lock;

CO3 YB Dallas Lock;

wnto3 6esonacHoct WAF Dallas Lock;

ArenT ELLY.


http://www.confident.ru/
http://www.dallaslock.ru/
mailto:helpdesk@confident.ru

KoHconb ELY

Knacmep cepsepos [Ib

JlokanbHoe/YdaneHHoe
adMuHUCmpuposaHue
MOOyris

OnepamusHoe
yrnpasneHue

MoO0YyuHeHHbIU OoMeH
b6e3onacHocmu

Pennukauyus
KOHguzypayuu

CuHxpoHu3ayus

Cybwexkm docmyna

LleHmpanusosaHHoe
yrpasrneHue

COKPALLEHUA

CokpalueHue

AU

AUb
APM
A6

ABK
Acy
ELlY

Kaxapblii Moayrnb MOXeT UCNONb30BaTbCA HE3aBUCMMO OT APYrux

npunoXxeHwe, npegHasHadeHHoe anga ynpasnenus ELY Dallas Lock
1 npomeHom B6esonacHocTtu ELLY

pabota b moxeT obecneunBaTbCcs Kak ogHum cepBepom ELLY Dallas
Lock, Tak u Heckonbkumu. B nocnegHem cnydae roBopAT O Knacrtepe
cepsepoB [b. lNpeunmywectso Knactepa cepeepoB b B pennukauum
KOHGMrypawmm CcepBepoB, pacnpegeneHun Harpysku
N 0TKa30yCTOMYUBOCTHU

HacTporka, nNpOCMOTP BCeX MapameTpoB Moayns. [logkntoveHue
npousBoauTCcs 4depe3 ceTb. [nNs NoKanbHOro aAMWHUCTPUPOBaHUS
MCMoNb3yeTcsl MOAKMIOYEHNEe MO 3ape3epBUPOBaHHOMY  JTOKaNIbHOMY
IP-agpecy 127.0.0.1 unn gomeHHoMy umenun localhost

npoLiecc ynpaBneHnsa mMoaynem nytem oTrnpaBkum KOMaHA, BbINOMHAEMbIX
Ha CTOpOHEe MOoAyns, u He Tpebylmx nepegaym pesynbtatoB Ha ELLY.
Hanpumep, KOMaHga Ha BbIKIIOYEHNE MOAYNA

aomMeH 6GesonacHocTW, BxogdAwmin B OB Ha 6Gonee HU3KOM YpOBHe
nepapxum

noBTopeHne dyHKUMOHanbHocT cepBepoB ELYY pgna obecneveHus
OTKa30yCTOMYMBOCTU W pacnpefernieHns Harpyskm Mo BO3MOXHOCTU
Hanbonee onTMManeHbIM 06pasom

npouecc, B koTopoM ydacteyeT cepsep ELLY Dallas Lock n mogyns ELLY.
3aknoyaeTcs B NpuBedeHnn B COOTBETCTBME napameTpoB mogynsa ELY
(cnuckn nonb3oBartenew, NOAUTWKA, U T.4.) NapameTpaMm, 3agaHHbiv B 1B

COTPYAHUK NPeAnpusATUS, Yy KOTOPOro eCTb y4YeTHasd 3anvcb. Y4YeTHas
3anuce XapaktepusyeTcs NOrMHOM, naponem, annapaTHbIM
ngeHtudukatopom (AW), pacnmucannem, rpynnov n T.4. Y4eTHas 3anvcb
AormxHa 6bITb egnHOV Ana Bcex moaynen ELLY

COBOKYMHOCTb Takux (pyHKUMOHanbHbIX Bo3moxHocTen ELLY Dallas Lock,
Kak:

e OTCrexuBaHwe cTaTtyca moaynewm;

e yaaneHHoe pasBepTbiBaHMe moaynen Ha APM;

ynpaBreHne y4eTHbIMU 3anucamu, NnonutukamMm u napaMmeTpamm
6e30nacHOCTM (BKOYasi CUHXPOHU3ALMIO);

cbop, xpaHeHne, aHanm3 >xypHaros;

onepaTtuBHOe ynpaBlieHue;

BbINOMHEHNE 3aaHuin Ha MOAYNSX;

cuUrHanusauusi

MonHasa ¢hopmynupoBka
annapatHbIi naeHTudmkaTop
agMuHUCTpaTop MHopMauuoHHon 6e30nacHoOCTK
aBTOMaTM3MpOBaHHOE paboyee MecTo
AomeH 6e3onacHoctu ELLY
OaTyYvK BCKPbITMS Kopryca
OaTYMK CriyYariHbIX Yncen

EguHbin ueHTp ynpaenenus Dallas Lock



3ric 3aMKHyTas nporpaMmmHas cpega

KY KOHCOMb ynpaBreHuns

M3 MEXCEeTEBOW 3KpaH

HCA HECaHKUMOHMPOBAHHbIN JOCTYM

oC onepaLMoHHas cuctema

K nepcoHanbHbIA KOMMbIOTEP

ro nporpaMmHoe obecneyeHne

CA43 CpeAcTBO goBepeHHou 3arpy3kn Dallas Lock
CAO3 Yb CPeACTBO JOBEPEHHOM 3arpy3ku ypoBHsi 6a30BOI CMCTEMbI BBOA4A-BbIBOAA
c3u CPEACTBO 3alnThl MHOpMaLum

Cc3n B cuctema 3almnTbl MHopMaLumm B BUPTYarnbHbIX MHAPaCTPYKTypax
COB cuctema obHapyXeHUsi BTOpXKEHUIM

cy CeTeBOE YCTPOMCTBO

Cepsep Y/[] cepBep ynpaBneHus 4OCTYNnom

TC TEXHUYecKoe cpeCcTBO

oC dannoBasi cuctema

uioc LTaTHasi onepawluMoHHas cucrema

Ly c3un Bu LleHTp ynpasneHnus C31 BU Dallas Lock
AD Active Directory

DL8.0 C3U Dallas Lock 8.0

FQDN MMSA IOMEHa

SP (Service Pack) nakeT obHoBneHun ans OC

WAF web application firewall

NPEOCTABNEHUE MOAYNEW B UHTEP®EUCE ELLY

Moayne — npefcTasneHne otaenbHoro npogykta npomssogctBa OOO «KoHduaeHT», BKNovatoLee
o6o3HaveHue ntepaumm npogykra (MK) ¢ nopsakoBblM HOMEPOM (COOTBETCTBYET MOPAAKOBOMY HOMEpY
odyepegHon npouenypbl MPOXOXKAEHWS WCMbITAHU MPOAYKTOM, BbI3BaHHbIX BHECEHMEM W3MEHEHUN
B cepTucmumpoBaHHoe cpeacTBO 3aWwuTbl UHGOPMaLUK).

Mpoayktel npousBoactea OOO «KoHduaeHT» nonHoueHHo B3aumogenctsyloT ¢ ELLY Dallas Lock
B COOTBETCTBUM C HACTOSILLLEN MHCTPYKLMEN, HAaUMHAsA C BEPCUW, yka3aHHbIX B Tabnuue.

HaumeHoBaHue moaynsa

MpoaykT
OcHoBHOe 0603Ha4YeHue MopnepkuBaeTcs
C Bepcum (utepaumm)

C3W Dallas Lock 8.0 pegakummn «K» un Bepcus 8.0.689.0 (LK8)

Dallas Lock 8.0

«C» (Bkntoyas komnoHeHTsl M3, COB) " Bbllwe

C3W HC[, Dallas Lock Linux Dallas Lock Linux Bepcus 3807 (MK2) n Bbiwe
C3WM BM Dallas Lock C3U BU Dallas Lock Bepcus 4.68 (MIK4) u Bbiwe
C[A3 Dallas Lock C[A3 Dallas Lock Bepcus 348.1 (MK4) n Bbiwe

CO3 YB Dallas Lock CO3 YB Dallas Lock BCE BEpcUmn



EgouHbin ueHTp ynpasneHus Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

wnto3 6esonacHoct WAF Dallas Lock

Arent ELLY

Mo yMOJT4aHUIO COOTBETCTBYET
CUNCTEMHOMY MMEHU XOCTa,

MoXeT ObITb 3agaHo AVB BCE BEPCUN
BPYYHYHO
Arent ELJY BCe Bepcumn




1

HA3HAYEHUE U BO3MOXXHOCTU ELY DALLAS LOCK

EaovHbin ueHTp ynpaBneHus Dallas Lock — kpoccnnatopmeHHoe msgenve B NPOLYKTOBOW JIMHENKEe
Dallas Lock, npegHasHa4yeHHOe Ans peLleHus cneayoLwmx 3agaq:

co3faHve eduMHOro OTKasoycTondmBoro gomeHa 6esonacHoctn (ganee — [B) n opraHmsaums
LleHTpann3oBaHHOro ynpaBreHusa cpeactsamm 3almTbl nHdopmaumm nuHenkn Dallas Lock:

- C3U HC[ Dallas Lock 8.0 pepakumin «K» n «C» (nanee — DL8.0);

- C3WM HCA Dallas Lock Linux;

- C3UM BW Dallas Lock;

- CO3 Dallas Lock;

- CO3 Yb Dallas Lock;

- WAF Dallas Lock;
yAarneHHoro ynpasneHns pabounmm cTaHUuusSMy U cepBepamu;
yAaneHHasi HacTpoKKa, a Takke coop XXypHanoB 1 OTYETOB C paboymnx CTaHLMA U CEPBEPOB Npu
nomowm AreHta ELLY;
KOHTPOb LeNOCTHOCTU HacTpoek ceTeBoro obopynosaHus (no SNMP/SSH) u c6op cobbiTuii no
Syslog;
WHTErpaums co CTOPOHHUMY NPOAYKTaMMU:

- aHTUBUPYCHbIE CUCTEMBI;

- SIEM-cuctembl.

1.1 Crpykrypa ELlY

ELLY Dallas Lock cocTouT us cneayowmx OCHOBHbIX KOMMNOHEHTOB:

1. CepBepHbIi komnoHeHT ELY (Cnyx6a ELLY). BeinonHset ocHoBHble doyHKUmm ELLY:

obecneynBaeT LeHTpanM3oBaHHOE onepaTuBHOE yrpaBneHne n aygut Mmogynew;

obecneynBaeT KOHTPOIb M yNpaBneHne ceTeBbIMN YCTPONCTBAMU;

nossonseT o6beanNHATb HeCKonbko cepepoB ELLY B eanHyt0 normyeckyio eanHuLy — Knactep
HomeHa 6esonacHocTy;

obecneunBaeT paboTy MexaHM3mMa pennukaummn KoHurypauum B pamkax ogHoro knactepa [b;
nossonsieT o6beauHsATb Heckonbko [B B eAnHyl0 nornyeckyo eamHuLy, UMeELyo CTPYKTYpPY
BIMOXXEHHOCTU CO CBA3AMM TUNA «POAUTENb-MOTOMOKY.

2. KoHconb ELY. lNonb3oBaTensckuin MHTepdenc, npeHasHavyeHHbIn Ans ynpasreHns HacTponkamm
cnyx6bl ELLY, a Takke ana otobpaxeHus Ha akpaHe nHdopmauum o pabote cnyxobl.

1.2 BoamoxHocTtu ELY

I'IpM pa60Te C ceTeBbIM O60pyD,OBaHI/IeM OOCTYynNHbI crnegywuine BO3MOXHOCTU!

CKaHMpoBaHWe ceTu Ans obHapyxeHus obopyaoBaHus no npotokonam SNMP u SSH;

BBOJ CceTeBOro obopynoBaHusi o4 yrnpasneHne gomeHa 6esonacHoctn ELLY;

yAaneHHasi nepesarpyska ceteBoro obopyaoBaHus;

noagepxka cobCcTBeHHON paclumpsiemon 6a3bl dhannos KOHUrypaumm o6opygoBaHus;
COXpaHeHMe oTYeTa 0 KOHUrypaumm ceTeBoro obopynoBaHus;

HacTponka napaMeTpoB obopyaoBaHus, BepyLumnxcsa nog KOHTPOrb;

CpaBHEHMe TeKylMX 3HayYeHun napameTpoB KoHdwurypauun obopyaoBaHus C 3a4aHHbIM
3TanoHOM 3HayeHunewM;

CUrHanusaums o HapyLleHUn LenocTHOCTY;

npvem coobLeHn no npoTokony Syslog.

Mpu pabote ¢ mogynsamm C3U Dallas Lock 8.0 pemakuun «K» m «C» pgocTynHbl crnegyrowime
BO3MOXHOCTU:

3aBepLueHne paboTbl U Nnepesarpyska Moayns;

oTobpakeHne nHopMaLmMm 0 COCTOSSHUN MOLYNS;

CUHXPOHM3aLUUs NONUTUK/NonNb3oBaTenen;

yaaneHHoe pa3BepTbiBaHWe moayns Ha APM,;

yaaneHHoe obHoBneHne mopynsa Ha APM;

ynpaBreHne nonb3oBaTensamMm 1 rpynnamMm nonb3oBaTenen Ha Moayrne;



yrpaBneHue nonutMkamm 6e3onacHocTy;

yrnpaBneHue 3agaHnsiMu Ha:

e [onyyeHue KoHdurypauuu;

e MpUMEHeHMe KOHUrypauuu;

®  UN3MEHeHWe NapamMeTpPoB NULEH3NU U TEXHUYECKOW NOAAEPKKY;

e  MPOBEPKY LEeNOCTHOCTM KOHTPONMPYeMbIX OO bEKTOB;

cbop XypHarnoB Moayns;

oTnpaska curHanusauumn ob nHumaeHtax 6esonacHocTy;

BKITIOYEHWNE HEAKTUBHOMO pexunma paboTbl MOAYNSA NN KOMMOHEHTOB;
yrnpaeneHne mangaTHeiMu meTkamu (Tornbko ans Dallas Lock 8.0 pegakumm «Cy»);
HacTpoWka annapaTHbIX NAEHTUMNKaTOpPOB.;

yrpaBneHne MexceTeBbiM 3KpaHOM.

Mpun pabote ¢ mogynsamu C3U HCA Dallas Lock Linux gocTynHbl creayolmne BO3MOXHOCTMU:

3aBepLueHvne paboTbl 1 nepesarpyska Mogyns;

oTobpaxeHne nHgopmaLmn 0 COCTOSAHUN MOAYNS;

CMHXPOHM3aLMsa NONUTUK/Nonb3oBaTenewn;

yoaneHHoe passepTbiBaHue mogyns Ha APM;

yaaneHHoe obHoBneHne moaynsi Ha APM,;

yoaneHne moaynsa Ha APM,;

ynpasreHvne nonb3oBaTensaMu 1 rpynnamu nonb3oBaTenen Ha Moayne;
ynpasrneHue nonutukamm 6esonacHocTy;

ynpasneHne 3agaHnaMmn Ha U3MEHEHVe NapaMeTpPoB fIMLEH3NW U TEXHNYECKOW NOAAEPXKKY;
cbop XypHanoB Moayns;

oTnpaBka curHanm3aumm ob nHumgeHtax 6esonacHocTy;

HaCTpOWnKa annapaTtHbIX NAeHTUMMKaTopoB.

Mpu pabote ¢ mogynammn C3U BU Dallas Lock goctynHbl cnegytoLime BO3MOXHOCTU:

oTobpakeHne nHopMaLmm 0 COCTOSSHUN MOAYNS;

CUHXPOHM3auuMs NoNUTUK/Nonb3oBaTenen;

yrpaBneHue nosfb3oBaTensiMm 1 rpyrnnamMm nonb3oBaTenen Ha Mmoayne;
yrnpaBneHue nonutMkamm 6e3onacHoCcTy;

HaCTpOWKa HEaKTUBHOIO pexnma paboTbl Moayns;

yrpaeneHue 3agaHnsiMn Ha:

npoBepka 0GHOBMEHNI;

N3MeHeHNe napamMmeTpoB NNMLEH3UM N TEXHUYECKOW MOAAEPXKKMY;
nony4yeHve KoHdurypauuu;

NpUMeHeHne KoHurypaumu;

nony4eHne ot4yeTa o KoHdurypaumu;

cbop XypHarnoB Moayns;

oTnpaska curHanuaauumn o6 nHumaeHtax 6e3onacHocTy.

Mpu pabote ¢ mogynem CA3 Dallas Lock gocTynHbl crieqyrowime BO3MOXHOCTU:

3aBepLUeHne paboTbl 1 Nepesarpyska Mogyrs;

oTobpaxeHne wuHdOpMaUMM O COCTOSHMM MOAYNSA (MPOUEHT  3amnofHEeHus XypHana,
oTcnexusaHue cobbituin [OBK, koHTponb Bepcun ycTaHOBMEHHOW cOoOpku, WHGOopMaums
0 MoJenu nnatbl U T. A4.);

CYHXPpOHM3aLUus NoNUTUK/Nons3oBaTenem;

ynpaBreHne nonb3oBaTensaMmn 1 rpynnamMm nonb3oBatenen Ha Moayrne;

ynpasreHue nonutMkamm 6e3onacHocTy;

yrpaBneHue 3agaHusiMu Ha:

OYMCTKY XKypHana;

nony4eHve KoHdpurypauumu,

npUMeHeHne KoHurypaumu,;

nonyyeHve otyeta o6 annapaTtHom obecneveHunu;

nony4yeHve oTyeTa o KOHurypauuu;

cbop XKypHanoB MOAyns;

OTnpaBka curHanuaaumm ob nHumaeHTax 6e3onacHocTy;



B3ammMmopewncTaume ¢ areHtom LLOC;
HaCcTpoWka annapaTHbIX WOEeHTU(MKATOPOB.

Mpu pabote ¢ mogynem CA3 YB Dallas Lock gocTtynHbl cnegytoline BO3MOXHOCTU:

3aBepLUeHne paboTbl 1 Nepesarpyska Moayns;

cbop XypHanoB ayaunTta B €4MHYI0 cuctemy xpaHennst ELLY nnu 6a3y aaHHbix;

oTobpaxkeHve nHdopmaumm 0 COCTOSHUU MOAYNS (MPOLEHT 3anofiHEHNUs XXypHana, nocnegHee
noAkntoYeHne, KOHTPONb BEPCUN YCTAaHOBMNEHHON COOPKY, pedynbTaTt nocneaHen nposepku KL n
T.4.);

CVYHXPOHM3aUUs NONUTUK/Y4ETHbIX 3anncen;

ynpasreHne 3agaHvusamm Ha:

OYUCTKY XKypHana;

nony4eHue KoHdurypaumu;

NpUMEeHeHWe KOHUrypaumu;

nonyyeHve otyeta o6 annapaTtHom obecnevyeHnu;

nony4eHve ot4yeTa o KoHdurypaumu;

TecTupoBaHue yHKUMNIA;

pa3bnoKnpoBKa y4ETHbIX 3anncen;

curHanusauus o cobbitnax HCL B peansHOM BpemeHwU;

3anncb B NamsTb TOKEHOB MHpopmaumm o nonb3oBaTene B bopmare, nogaepxmsaemom CO3
YB Dallas Lock.

Mpun paboTte co wnto3om 6e3onacHoctn WAF Dallas Lock goctynHbel crnegyrolime BO3MOXHOCTH:

3aBepLueHne paboTbl 1 nepesarpyska Moayns;

oTobpaxeHne MHdOpMaLuM O COCTOSIHUM MOAYNS (COCTOsIHWE MOAKIOYEHUs, pexum paboTbl,
nms wrno3a 6esonacHocTy, IP-agpec wnto3a 6esonacHoctn, MAC-agpec noaknioYeHns Wwo3a
6esonacHocTy, AaHHble 06 annapaTtHoM obecneyeHun, Bepcus 10, Bepcna 6asbl peluaromx
npaswn, 06bem cBOBOOHOro MecTa Ha QUCKe, HOMEP NULEH3MKN, KOO TEXHUYECKON NOAAEMKKN);
cbpocC BpeMeHHbIX BITOKMPOBOK;

BKIIOYEHNE aBapyNHOIo pexnma;

BKIHOYEHME LUTAaTHOro Pexnma;

OTKpbITE BeD-nHTepdhenca ynpasneHus;

ynpasreHne 3agaHnsamn Ha:

0o6HoBMeHNe Gasbl pellaloLwmx NpaBus;

nony4eHne KoOHUrypaumu;

NpUMeHeHWe KOHGUrypaumu;

nony4eHue noros;

nonyyeHve otyeta o6 annapaTtHom obecneveHunu;

nonyyeHve oTyeTa o KOHurypauuu;

cbpoc K 3aBOACKMM HACTPOMKaM;

cbop >xypHanoB moayns;

oTnpaBka curHanu3aumm ob nHumaeHTax 6esonacHocTu.

Mpu pabote ¢ mogynem AreHT ELLY gocTynHbl cnefyrowime BO3MOXHOCTU:

3aBeplUeHne paboTbl M nepesarpy3ka ygarneHHoW pabo4vert CTaHUuM C  YCTaHOBIIEHHBLIM
ArenTtom ELLY;

yaaneHHoe pa3BepTbiBaHWe moayns Ha APM,;

yAaneHHoe noAkntyeHmne k paboyer cTaHumm ¢ yCTaHoOBMNEHHbIM AreHTom ELLY;

yrpaeneHne 3agaHusaMuy Ha:

e onyyeHue otyeTa o6 annapaTHOM obecneveHuy;

e [ONy4YeHMe oTYeTa O MPorpaMMHOM obecneyeHuy;

e ypaneHue AreHTa ELLY;

cbop XypHanoB ¢ pabo4yen CTaHUMM C yCTaHOBMNEHHbIM AreHTom ELLY;

cbop oTyeToB 006 anmapaTHOM W nporpaMmMHOM obecnevyeHun c paboyen crTaHUMK
C ycTaHoBneHHbIM AreHTom ELLY;

ayauT nogkniodeHun AreHta ELLY.

Mpu paGoTe c Kaspersky Security Center oCTynHbl criegytolime BO3MOXHOCTH:



e rnonyyeHuwe cBefeHUn o coctosHuM AHTMBMpYca Kaspersky Ha knueHTckux APM (Bepcus,
BKITIOYEH/BbIKIIOYEH, CTaTyc OBHOBNEHMS aHTUBMPYCHbLIX 6a3);

nonydeHue xypHanos AHTusnpyca Kaspersky;

nonyyeHvne nHgopmaumm o6 nHumaeHTax (cpabaTtbiBaHNsIX aHTMBUPYCca) Ha KnneHTckux APM;
3anyck npoiiecca 06HOBNEHNST aHTUBUPYCHbIX 6a3 AaHHbIX Ha KNnMeHTCkMx APM;

BbINONHEHWNE MPUHYAUTENBLHOrO CKaHMPOBaHWSA (MOMHOM NPOBEPKU) KNMeHTCkux APM.

1.3 PekomeHpgauum no npumeHeHuro ELLY

Huwxe (Tabnuua 1) npeacTtaBneHbl pekoOMeHAauuv Mo MPYMEHEHMIO CYLLECTBYIOLLMX MHCTPYMEHTOB
LueHTpanusoBaHHoro ynpasneHusa ELLY Dallas Lock B 3aBUCMMOCTU OT KONMYECTBA KIMEHTCKMX paboumnx
CTaHUMN.

Ta6nuua 1. PekoMeHOaLum No NpUMMeHeHUo

XpaHeHue
Bbirpy3ka
KonunuectBo Knactep MoAYnMHeHHbIe XXypHasnoB BO .
. coObITUN B
KnmeHTckux APM cepBepoB ELLY b BHewHewn Bl
SIEM-cuctemy
(PostgreSQL)
MeHee 500 =
500 — 5 000 = = + =
5000 - 10000 + = + =
10 000 — 50 000 n + + + +
bonee

=" — onyuoHarsnbHo, "+" — pekoMeHAyemcs rpuUMeHsimb



2 YCTAHOBKA U YOAJIEHUE ELY DALLAS LOCK

2.1 TpeboBaHusa K annapaTHOMY U NporpaMmMHOMYy ob6ecne4yeHunro

ELLY npegHasHayeH ons ucnonb3oBaHus Ha TC, TakMx Kak: NnepcoHanbHble KOMMNbIOTEPLI, MOPTAaTUBHbLIE
KomnbloTepbl (HOYTOYKKM, nnaHweTkl), cepBepbl 1 TC ¢ NnoaaepXkon BUpTyanbHbIX cpef (M0 TeXHOMNormm
VMware n np.) u TexHonoruun Live USB, paboTtatowmx Ha 64-GUTHOW apxXuTeKType npoLecCopoB nopg
ynpasrneHnem onepaumnoHHbIX cuctem cemerictea Windows (x64):
Windows 8.1 (Core, Pro, Enterprise);
Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);
Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);
Windows 10 (Enterprise, Education, Pro, Home);
Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

e Windows Server 2019 (Essentials, Standard, Datacenter);

e Windows 11 (Enterprise, Education, Pro, Home);

e Windows Server 2022 (Standard, Datacenter, Datacenter: Azure Edition);
n cemenctea GNU Linux! (x64):

e Debian 10.x;
e Debian 11.x;
CentOS 7.x;
Red Hat Enterprise Linux Server 7.x;
Ubuntu 18.04 LTS;
Ubuntu 20.04 LTS;
Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6;
Astra Linux Special Edition (CmoneHck) 1.7;
AnbT Cepsep 9;
AnbT Cepsep 10;
AnbT Cepsep 10.1;
AnbTt Paboyasa CtaHumsa 9.x;
AnbTt Pabovasa CtaHumsa 10.0;
AnbTt Pabovasa Ctanuma K 10.0;
AnbTt Paboyaa CtaHuma 10.1;
AnbTt Paboyasa CtaHuma K 10.1;
AnbT CI Paboyasa CtaHumsa 10;
AnbT CIM Cepsep 10;
PELO OC 7.3 Mypowm;
ROSA FRESH DESKTOP 12;
ROSA Enterprise Linux Desktop (RELD) 7.3;
¢ ROSA Enterprise Linux Server (RELS) 7.3.
Ha OC gomkHbl ObITb YCTAaHOBMEHbI BCE akTyarnbHble 0OGHOBMEHMS. B MPOTMBHOM Cry4ae MOXeT NosSIBUTLCSA
owmrbka ¢ NpocbOOoN yCTaHOBUTL OOHOBMNEHMS 1 NOBTOPUTbL YCTAaHOBKY ELLY.
TpebyeMbin 06beM cBOGOOHOrO AUCKOBOrO NpOCTpaHcTBa Ans yctaHoBku ELLY: 1 T6.
Onst OC cemelicTBa Linux Heobxoaumo HanuumMe cBOOOQHOrO MecTa B pasaerne /opt.

BHumaHue! Cama nporpaMmmMma 3aHMMaeT AOOoCTaTo4HO Majio Mecta Ha [Aucke,
HO Heobxoaumo 3apaHee  OONOJIHUTENbHO  3ape3epBUpoBaTb MeCTO Ha  Oucke
On4a opraHn3aunm XxpaHeHuA XKypHanoB.

1 Ansa nHctannaumm n pabotel ¢ ELLY nog OC cemeicTBa Linux TpebyeTtcs rpadmyeckas obonoyka.



MpumeyaHue. [Ina XxpaHeHUa >KypHanoB BO BHellHen 6a3e [aHHbIX Heobxoanmo
ucnonb3oBaTtb PostgreSQL Bepcun 13 unu Bobiwe.

ELY Dallas Lock no3sonser B KayecTBe cpeAcTBa OMNO3HaBaHWSA MNonb3oBaTenen WCnonb3oBaTb
crnegyowmne annapaTHble naeHTudmkaTopsl:

e  3neKTPoHHbIe knoym Touch Memory (iButton)2:

e DS-1992;
e DS-1993;
e DS-1995;
e DS-1996.
e USB-kntoun Aladdin eTokens;
e Pro/Java,
e T72K;

e cmapT-kapTbl Aladdin eToken Pro/SC;
o  USB-kntoun Guardant ID 2.0;
e  USB-kntoum u cmapt-kapTbl PyTokeH (Rutoken):
e PytokeH (Rutoken);
e PytokeH (Lite);
e Pytoken OUT;
e PytokeH 3L 2.0;
e PytokeH 3UIM 3.0;
e Pytoken OUI PKI;
e PytokeH S*
e  USB-kntoun n cmapTt-kapThl JaCarta:
JaCarta SF/TOCT;
JaCarta I'OCT;
JaCarta PKiI,
JaCarta PKI/Flash;
JaCarta LT,
JaCarta PRO;
JaCarta-2 PKI/TOCT;
JaCarta-2 I'OCT;
e  USB-kntoum u cmapt-kapTel ESMART:
e ESMART Token;
e ESMART Token F'OCT;
e ESMART 64K.

Mpu HacTpoiike annapaTHOro uaeHTUdMKaTopa pPeKoMeHAyeTcsl ycTaHaBnuMBaTb  ApanBepsbl,
nocTaBnsieMble B KOMINJIEKTE C MOEHTU(UKATOPOM, UK cKayaTb MX C cailTa NPOM3BOAUTENS.

Mpumeyanme. [nsg paboTbl aneKkTpoHHbIX krnoden Touch Memory (iButton) Ha APMax
¢ OC Windows Heobxogumbl gpamBepbl «Prolific USB-to-Serial Common Port» (gaHHble
apaviBepsbl yxke MoryT 6biTe B coctaBe OC, nnm nx MOXXHO ckayaTtb C carTa NPOU3BOAUTENS
Apansepos Prolific).

2 [Onsa OC Linux anekTpoHHbIA kntod Touch Memory (iButton) nogaepxvBaeTca TONbKO ANs YTEHUS,
TO €CTb MOXHO TOSIbKO HasHayMTb Monb3oBaTento. 3anucb yY4eTHbIX AAHHbLIX MOMb30BaTenNsl Ha TaKow
naoeHTnUrKaTop He NPOU3BOANTCA.

8 Ona USB-kntoya eToken 32K6 obecneunBaeTcsi TONMbKO BO3MOXHOCTb YCWUMEHUS MexaHu3ma
ayTeHTUdmKaumMu. 3anncb y4eTHbIX AaHHbIX NONb30BaTeNA Ha Takon NaeHTUdMKATOpP He NPOM3BOANTCS B
cuny orpaHmyeHHoro o6bema AOCTYNHOM NamMsATK annapaTHoro naeHTudumkarTopa.

40ns OC Linux HegocTynHo chopmaTpoBaHue Kroua.



MpumeyaHue. [ns paboTbl anekTpoHHbIX kntoder Touch Memory (iButton) Ha APMax
¢ OC Linux (kpome ALT Linux), HeobxogMmMo paspelnTb OObIMHOMY MONb30BaTEN!O
pabotatb ¢ COM-noptamu. [ns 3TOro [oOCTatodHO MNOMECTUTb MOMb30BaTens
B rpynny dialout, ¢ nomowbio komaHgbl sudo usermod -a -G dialout $USER, 3aTem
nepesarpy3ntbs APM.

MpumeyaHue. [na koppekTHOM paboTbl annapaTHbiX uaeHTMdukaTtopoB eToken
HeobxogMMo ucnonb3oBaThb gpanBepbl SafeNet. Bepcusa gpaneepa SafeNet onst pabothl ¢
annapatHbIMX ugeHTudumkaTtopamm eToken B oOnepauMoHHbIX CUCTEMax CeMencTBa
Windows gomkHa ObiTb He Bbiwe 10.0.43. [nsa onepauunoHHbIXx cuctem cemerictea GNU

Linux cnegyeT ucnonb3oBaTtb Bepcuto gpanBepa SafeNet — 10.0.37.

MpumeyaHue. MNpu ncnonb3oBaHMM annapaTHoro naeHtTudgukaTopa eToken COBMECTHO C
SafeNet Ha onepauuwoHHbIX cuctemax Linux Heo6xogMmo [OMOMHUTENBbHO YCTAHOBUTH
nakeTbl libssl-dev (deb based linux) nnu libssl-devel (rpm based linux).

MpumeyaHue. B cBaA3M C ocobeHHocTblo ycTponcTBa JaCarta-2 FOCT, onepauus
dopmMaTmpoBaHns annapaTHbIX MAEHTUPUKATOPOB AAHHOIO TUMa [OJMKHA BbIMOMHATHCS
Tonbko ¢ ucnonb3osaHnem MO «EamHbin KnuedTt JaCarta.

2.2 YcrtaHoBka ELY Dallas Lock

Ons ogHon Cnyx6bl ELJY MoxHO ycTtaHoBUTbL Heckonbko KoHconen ELLY Ha gpyrue APM ceTtn. Takum
obpasoM, MOxHO ByaeT ynpasnatb JomeHom 6esonacHocTn ELLY ¢ pasHbix yCTPONCTB.

BHumaHue! B DNS-cepsepe gomkHa 6bITb TONbKO ogHa 3anvucb 06 APM, Ha koTopom 6yaeT
pa3BepHyT cepBep ELLY.

BHumanue! [1ns naeHtudukauum cepsepa ELLY B ceTn no ymonyaHuio ncnonb3yeTcs nma

MK, Ha KOTOpbI OH ObIN YCTAaHOBMEH:

1. W3meHeHme umenu MK nocne yctaHoBkM Ha Hero cnyxbbl ELLY He gonyckaetcs.

2. [ns xoppekTHoro nogknoyeHus k cepepy ELLY mogynen, yctaHoBneHHbIx Ha K ¢ OC
Windows n OC Linux, cnyxby ELY pekomeHngyetca yctaHaenuBaTtb Ha [1K, ums
koTtoporo cootBeTtcTByeT kogumpoBke ASCIl. B npotnBHom cnydae noTpebyetca
BHECEHME M3MEHEeHUn Ha cTopoHe ucnonb3dyemoro DNS-cepBepa. Hanpumep, ecnu
B KOprnopaTtMBHOW ceTu ucnonb3yetca DNS-cepep Microsoft, To Ana koppekTHoro
paspeLLeHnsi UMeH co cTopoHbl Mogyrnen Ha MK ¢ OC Linux, Heobxogumo fobaBuTe A-
3anuck ¢ umeHeM cepsepa ELLY, 3akognpoBaHHbIM B MbloHUKOAE (punycode).

MpumeuaHue. MNepen yctanoskon ELLY TpebyeTtca npoBepuTb, YTO MPOMCXOAUT NOSyYeHMe
IP-agpeca komnbioTepa no ceteBoMy umeHn padHoro K. [Ons atoro Heobxognmo
BbINOMHUTE CreayLmne 4encTBus:

1. MNony4nTb ceTeBOE MMSA CepBepa, AN1A 3TOro 3anyCTUTb TePMUHAM U BbINONHUTL KOMaHOy
«hostnamen.

2. lMpoBepuTb AOCTYMHOCTbL NO CETEBOMY MMEHMU, BbINOMHUB KOMaHAY «ping <cemegoe UmMsi
TK>».

3. BeinonHute KomaHAay «traceroute <IP-adpec l1K>» (ana OC cemenctsa Linux) vnu
«tracert <IP-adpec NK>» (gna OC cemenctsa Windows) n npoBepuTb, YTO NOMy4YEHHOE
UM coBnagaeT C BbIBOAOM KOMaHAbl «hostname» Ha ware 1.

B cnyyae HecoBnageHuss UMeH cnegyeT OTKOPPEKTUpOBaTb MepeMeHHyto hostname,

Ansi 3TOro:

1. Onsa Linux: BbInonHUTbL koMaHay «hostnamectl set-hostname <cemeesoe umsi [K>».

2. Ona Windows: nepenMMeHoBaTb MMA KOMMNbKOTEPA C NOMOLLbIO NaHenn ynpasrieHUA.



MpumeuvaHue. Cnocob xpaHeHMs XypHanoB AonyckaeTcs BblbpaTb kak B npolecce
ycTaHoBku ELLY Dallas Lock, Tak n nocne ero ycTaHOBKW.

B ELY Dallas Lock peanusoBaHbl cnefyiooline BapuaHTbl CMEHbl MeCTa XpaHeHus
XKYpHarnos:

1. C BHyTpeHHeln cuUCTEMbl XpaHEeHUs Ha BHeELUHUW/nokanbHbIN PostgreSQL-cepsep
(BocTynHO TONMLKO ANs 0AMHOYHOro cepeepa ELLY);

2. C xpaHeHus Ha BHellHeM/nokanbHoM PostgreSQL-cepBepe Ha BHyTpeHHI010
CUCTEMY XpaHeHUsa (LOCTYMHO TOMNMbKO ANs OAMHOYHOro cepeepa ELLY);
3. Menartb B[l B pamkax ogHoro PostgreSQL-cepBepa;
4. MeHaTb oauH PostgreSQL-cepBep Ha Apyrowu;
5. BosBpawaTtbcs Ha ncnonb3yemble paHee B[] (Ha BHelwHem/nokansHoMm PostgreSQL-
cepBepe).
MoppobHee o HacTpoike cnocoba xpaHeHMs XXypHanoB onucaHo B pasgene «[lapametpbl
XPaHEeHWs XXyYpHanoB»

MpumeuaHue. [Ins noaknovyeHUs BHELLHEro cepBepa C 6asol gaHHbIXx PostgreSQL,
Ha CTOPOHE BHELIHEro cepBepa [AOMKHO ObiTb HACTPOEHO paspellarwee npasumo
dunbTpaummn Ha BxogsiLiee coeamHeHne. Heobxoammo oTkpbiTe TCP-nopT (Mo ymonyaHuto
5432).

2.2.1Nopsapok yctaHoBku ELLY Dallas Lock B OC cemenctea Windows

BHumaHume! YctaHaBnmeaTb ELLY Dallas Lock moxeT Tonbko nonb3oBaTens, obnagatmowmm
npaBsamMmyM agMuvHUCTpaTopa Ha [AaHHOM KOMMbkTEpe. ITO MOXeT ObiTb NOKarnbHbIN
UM JOMEHHbIN NOMb30BaTENb.

JlokanbHyl0 YyCTaHOBKY HeOob6XoOMMO BbIMNOMHATb TOMBbKO W3-NO4 CECCUU  TeKyLlero
aBTOPM30OBAHHOrO Mofnb3oBartens. 3anyck YCTaHOBKM OT MMEHW LPYroro nonb3oBaTerns
(Run as) He ponyckaeTcs.



MpumeyvaHue. B npouecce ycraHoBkm ELYY Dallas Lock ©yger npousBegeHa
aBToOMaTnyeckas HacTpomnka 6paHamayapa Windows (Windows Firewall).

IOna cepBepHbix Bepcun Windows npu BkntovyeHHom Windows Firewall Tpebyetcs
AONONHWTENbHaA HacTporka npasun Ang obecneyeHus KOPPEKTHOro B3avMOAENCTBUSA
cnyx6bl n koHconu ELLY. [1ns BbINONHEHMS HACTPOWMKM HEOBXOAMMO:

1. 3anyctutb obonouky Windows PowerShell ¢ noBbilwaowmmMmy NpuBUNErnsiMm OT Y4ETHOM
3anucu agMmuHucTtpatopa OC.

2. BbinonHutb cnegyrouwmne KomaHgbl B KOHCOJ1A:

e «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - exodsiwyue TCP" -
Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allowy;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL|Y - exodsuue UDP"
-Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
UDP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - ucxodsauue TCP"
-Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepeep EL]Y - ucxodsuwue UDP"
-Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
UDP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHcons EL]Y - exodsuwue TCP"
-Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -Protocol TCP
-Action Allow»;

e «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL]Y - exodswue UDP"
-Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -Protocol UDP
-Action Allow»;

e «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL]Y - ucxodswue
TCP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol TCP -Action Allowy;

e «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL]Y - ucxodsuwjue
UDP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol UDP -Action Allow».

Mpumeuanue. Ecnn B npouecce yctaHoskn ELLY Dallas Lock nnaHupyeTtcs ncnonb3oBatb
nvueHsuto, 3anucaHHyto Ha AW Rutoken Lite, To HeoGxogumo nepen ycTaHOBKOW 3apaHee
YyCTaHOBUTb ApanBepbl NPON3BOANTENS.

Ons yctaHoekn ELLY Dallas Lock B OC cemelictea Windows Heob6xoanmo:

1. 3anyctuTb YCTaHOBOYHbLIN (paln «ucclnst.exe», KOTOPbIA HaxoouUTCA B KOPHEBOW AMPEKTOpUMn
anctpnbyTtusa (unu BeibpaTb AaHHOE OENCTBUE B MEHIO OKHa autorun).
Ecnn ELY Dallas Lock yctaHaBnuBaetcsa Ha [1K, He oOCHalleHHbIn NPUBOLOM KOMMaKT-AUCKOB,
a gucTpmbyTurB nocTaBnseTcs MMeHHO Ha CD-aucke, TO MOXHO CKOMMPOBATb C AWCKA HEOOXOAUMBIN
yCTaHOBOYHbIV (hanin Ha gaHHbI MK nobbim yaobHeiM cnocobom: Yepes JIBC, USB-Flash Hakonutenb
v ap.
Mocne 3anycka NporpamMmmbl YCTAHOBKM HEOGXOAMMO BbINOSHSATL ENCTBUSA NO NOACKAa3KkaM Nporpammei.
BbinonHeHWe criefytoLLero wara yCTaHOBKM BbIMOMHAETCA C NOMOLLbIO KHONK «[danee». Ha kaxagom
lare yCTaHOBKM NpefocTaBnAeTCd BO3MOXHOCTb OTMEHbl YCTAHOBKU C BO3BPATOM MPOU3BEOEHHbIX
n3mMeHeHnn. [ng aToro crnyxumt kHonka «OTMeHa».

MpumeyaHmne. Ecnn paHee Obina yctaHoBneHa otgenbHas Kowconb ELLY, To ee Hapgo
yaanutb (cm. «Nopsagok yoanenus ELLY Dallas Lock B OC cemenictea Windowsy) n NnocTaBuTb
3aHOBO BMECTE C yCTaHOBKOM cryx0bl ELLY.




MpumeyaHue. BosmoxHo nopgkntoveHne mexay Konconbto ELLY n Cnyx6on ELLY pasHbix
BEpPCUA.

2. lNocne 3anycka NpuMnoxeHWs Ha akpaHe ByaeT BbiIBEAEHO OKHO ANsi NOATBEPXAEHMS onepaunu.
Mocne noateepxaeHus 3anycTutca mactep yctaHoBku ELLY Dallas Lock (puc. 1).

EJ MacTep ycranoekm - ELLY Dallas Lock, sepena 2,.0.211.1 o7 27.10.2023 x

YcraHoeka EavHoro LienTpa Ynpasnenuna Dallas Lock

Hobpo noxanoeats!

[ns Hauana ycraHoekn EamHoro Llewtpa ¥Ynpaenenua Dallas Lock
gepcum 2.0.211.1 HaxmuTe «danees,

ELLY DALLAS LOCK

OTMEHH

Puc. 1. OkHo Havana yctaHoBku ELLY Dallas Lock

[na npogonmkeHnst ycTaHOBKN HaxaTb KHONKY «[aneex.

3. BbibpaTb KOMMOHEHTBI, KOTOPbIE BYAYT yCTaHOBMEHbI (pUC. 2).

E’ MacTep ycranosku - ELLY Dallas Lock, sepena 2.0.211.1 ot 27.10.2023 X

BeiGop KOMMNOHEHTOB

BblﬁepMTE KOMMOHEHTBI, KOTOPEIE Ebl XOTUTE YCTaHOBWUTE

Cnyxc6a ELLY Dallas Lock

KomnoneHT ana ynpaeneHua mogynamn C3A HC,

< Hasaa Ommena

Pwuc. 2. Beibop komnoHeHTOB ang yctaHosku ELLY Dallas Lock




MpumeyaHue. Cnyxba ELLY ucnonbsyet nogkniodeHme TCP/IP no nopty 17900. YcTtaHoBKa
Heckonbkux ak3emnnapoB Cnyx6el ELLY Ha ogHom K He gonyckaeTcs.

4, Ha cnegytouiem Lware yCTaHOBKM HEOOXOAUMO NpeabsiBUTb annapaTtHblii KItod, BXOASALLMI B KOMMNEKT
NocTaBKW, OS5 TPUMEHEHUs NLEH3NW Ha ycTaHaBnnBaemeblin cepeep (puc. 3).

U MacTep yctanoskm - ELLY Dallas Lock

ﬂHLI.EHBHFIDBaHHE

MpeasAEUTE aNNaPaTHLIA KAKY

MoakaryeHHEIE TOKEHEI

Dallas Lock - UCC license A

MNapameTpbl AnueHsnm APM 099999 wr
CeTesble ycTpoiicTea 999999 wr

JoyepHne JoMEHEI 999999 wr

< Hazan Hanee > OtmeHa

Puc. 3. MpeabsBneHne annapaTHOro Knoya

5. BbibpaTb TN co3gaBaemMoro JOMeHa B 3aBMCMMOCTM OT uenu yctaHoBku ELLY Dallas Lock (puc. 4).
OnncaHne ycTaHOBKU nogvvMHeHHOro [JomeHa 6e3onacHOCTM 1 cepBepa pennukaumMm CM. B pasgenax
«BBoa [16 B nogunHeHne B npouecce ycTaHoBKM» U «[MapameTpbl knactepa [b» COOTBETCTBEHHO.

O MacTep ycranoekm - ELY Dallas Lock, sepcwn 2,0.211.1 o1 27.10.2023

Bbibop TUNa gomeHa

Bblﬁ&plﬂTE TN CO3daeaemMoro gonMeHa

@ AdomeH bezonacHocTn

Co3jaHne HoBOro JloMeH Be3onacHocTk
OgugC)
o) @] MogunHEHHLIH JlomeH BezonacHocT
® ® Co3gaHue Hoeoro JomeHa Ge30nacHoCTH, BKAKOMEHHOTO B COCTAR
L]
cylecTeyrowlero Jomena BesonacHoctn
0 O CepBep penankauumn
0‘.‘0 [JobaeneHne y3na e knacrep cepeepoe ELLY

< Hasaa lanee > OtmeHa

Puc. 4. Belibop Tuna cozgaBaemMoro gomeHa




EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

6. 3apgatb napametpsbl OB (puc. 5):
e B rnone «HassaHve [1b» ykasatb umsa b;

L] B nons «Kntou noctyna» u ((rlO,D,TBepJJMTe KIKOY OCTyna» BBECTU KIOY AO0CTyna.

ﬂ MacTtep ycranoeku - ELLY Dallas Lock

Mapametpbl JomeHa BesonacHocTi

YkaxuTe napametpel JomeHa bezonacHocTu

Hazeanwe [Jb: |,£|,0MEH BesonacHoCTH |

Knrou gocryna: |u. | MoaTEEpAMTE KAKOY JOCTyNE: | ses

e TR

OTmeHa

Puc. 5. Hactpovika napameTpos b

MpumeyaHue. Knou goctyna k [1b npegHasHaveH gns BBoAa HOBbIX 06bekToB B [1B 1 npu

noakntoveHun koHconu ynpaenenus (KY) k cepsepy ELLY.

7. 3apaTtb napameTpbl y4eTHOM 3anvcy agMmuHucTpaTopa Ob (puc. 6).

a MacTtep ycranoskn - ELLY Dallas Lock

Y4éTHble AaHHble aAMWHUCTpaTOpa

BeeauTe YJYETHLIE AaHHLIE aAMUHUCTpaTopa JomeHa BezonacHocTu

Vs |admin |

I'Iaponb: |...... | no,qTBEp,ﬂ,HTEI'IEpOHb: [ITTT 1]

| <mean | OESEE

OtmeHa

Puc. 6. HacTtpovika napameTpoB y4eTHOWM 3anncu agMmuHmuctpartopa b

19



8. OnumoHanbHO nocTaBuTb dnar 1 3anonHUTL Nonsa And ucnonb3oBaHua 6asbl gaHHbIX PostgreSQL
(puc. 7). Ecnn ncnone3syeTcs BHELWHUIN cepBep ¢ 6a3on aaHHbIX PostgreSQL (pekomeHayeTcs), Ha ero
CTOpPOHE J0/MKHO ObiTh HACTPOEHO paspeluatollee npasuno GunbTpaunm Ha BXxoasdliee coeguHeHne.
Heobxoaumo oTkpbiTe TCP-nopt 5432.

O Mactep ycranoskn - ELLY Dallas Lock, sepouna 2,0.211.1 ot 27,10.2023 *

XpaHeHWe KypHanos O
Mo YMOAYaHHMKD MCNONL3YETCA BCTROEHHAA CUCTEMA XPDaHeHMA

Wcnonezoeate Bazy ganHen PostgreSQL
Cepeep Basbl A3HHBIX
Mopt 5432
Basa gaHHBX
Mone3osatens

Mapone

< Hasag fanee > Otmena

Puc. 7 Hactpovika 6a3bl gaHHbIX PostgreSQL

BHumaHue! [lonb3oBaTenb, KOTOPLIN YyKasbiBaeTCA MpW MNOAKMOYEeHUN 0asbl AaHHbIX
PostgreSQL, gomkeH obnagaTtb NonHbIMU nNpaBamu Ha ucnone3dyemyto BI. Coenatb 3T0
MOXHO crnefytoLlein KoMaHaou:

o «GRANTALL PRIVILEGES ON DATABASE <database_name> TO <user_name>».

Mpumeyanmne. Ecnn npu nonbiTke yctaHoBuTb ELLY Dallas Lock ¢ BbibpaHHOW onuumen
«Wcnonb3oBaTh 6a3y gaHHbIx PostgreSQL» nosiBnaiTca Heuntaemble owmnbkm, 1o B OC
C NMOMOLLIbIO NAHENW yrpaBneHusl cnegyeT YCTaHOBUTL PYCCKUIA A3bIK AN napaMeTpa «A3sbIK
nporpamMmm, HernoaaepxunsaemMbix FOHMKOA» .

9. lMpoBepuTb NapameTpbl YCTAHOBKM U HaXaTb KHOMKY «YCTaHOBUTbY (puc. 8).



U Mactep ycranoskn - ELLY Dallas Lock ¥

MapaMeTpbl YCTAHOBKW

Moxanyiicta, npoeepkTe BelBpaHHLIe NapaMeTPs! YCTAHOBKHM.

HasmuTe =¥cTaHoBMTE:, YyToB6I NpoAcIHTE, KOK «Hazags, eCAM XOTUTE MZMEHWTE napamMeTpel YCTaHOBKW,

KomnonenT: CnyxBa ELLY Dallas Lock
Onepauwa: ycTaHoeka

Tun: Jomen besonachocti

Homep nopra: 17900

Wma AB: "Jomen GezonacHocTi”
AamuHuetpatop Ab: admin

Myt yeranoskm: CAProgram Files\UCC

KomnonenT: Koncoene ELLY Dallas Lock
Onepaums: ycTaHoBKa
Myt yeranoskm: CA\Program Files\UCC

< Hazan YeTaHoBKTR OTtmeHa

Pwuc. 8. MNposepka napameTpoB yCTaHOBKN

10.Janee Bo3moOXHO HabnogaTth 3a npoueccom yctaHoBku (puc. 9). Ecnum npouecc npowen 6e3 ownbok,
HeobxoaMMO HaxaTb KHoMKy «[daneey», 4Tobbl NepenTn K OKHY 3aBepLUeHns NpoLuecca YCTaHOBKM.

EJ MacTep ycranoekm - ELLY Dallas Lock, eepowa 2.0.211.1 o1 27.10.2023 X

YcraHoBKa

e ———e—— ey

Konupoeanue: C\Program Files\UCC\bin\translations\gt_hu.gm
Konupoeanue: C:\Program Files\UCC\bin'\translations\qt_it.qm
Konnposanne: C:\Program Files\UCC\bin‘translations\qt_ja.qm
Konnposanne: C:\Program Files\UCC\bin‘translations\qt_ko.gm
Konnposanne: C\Pragram Files\UCC\bin‘translations\qt_lv.gm
Konnposanne: C\Pregram Files\UCC\bin‘translations\gt_pl.gm
Konupoeanue: C\Program Files\UCC\bin\translations\gt_ru.qm
Konupoeanme: C\Program Files\UCC\bin\translations\gt_sk.qm
Konwposanne: C:\Pregram Files\UCC\bin‘translations\qt_uk.gm
Konnposanne: C\Program Files\UCC\bin‘translations\qt_zh_TW.gqm
HacTpoiika napameTpos

¥cranoeka Microsoft Visual C++ Redistributable

v

< Hasag [anee >

Puc. 9. NMpouecc yctaHosku ELLY Dallas Lock

11.Haxatb kHomky «3aBepwmnTby» (puc. 10).



EJ Mactep ycranoskn - ELLY Dallas Lock ¥
3aBeplUeHWe ycTaHOBKW EAnHoro LieHTpa ¥YnpasaeHua

Dallas Lock

HaxkmuTe «33BepLlunTes 4NA BEIXOAE M3 MACTEpa yCTaHOBKK
Eanroro Lentpa ¥npaenenwa Dallas Lock,

ELLY DALLAS LOCK

3aBepwKTs

Puc. 10. 3aBepLueHre npoLecca yCTaHOBKN

Mocne 3aBepLueHnsa npouecca yctaHoBku ELLY Dallas Lock Ha paboyem cTone un B MeHto «lyck» nosButcs
apnbik KoHconu ELLY Dallas Lock (Puc. 11).

KoHcone ELLY

Puc. 11. Apnbik koHconu ELLY Dallas Lock

2.2.2MNopspok yctaHoBku ELLY Dallas Lock B OC cemencTtBa Linux

MpumeyaHue. Ecnn paHee Gbina yctaHoBneHa otaenbHas KoHconb ELLY, To ee HyxHO
yaanutb (cM. «[Nopanok yaanenusa ELLY Dallas Lock B OC cemencTtBa Linux») 1 NoCTaBUTb
3aHOBO BMECTE C YCTAHOBKOM cry0bl ELLY.

ucnonosyetca C3M HCHO Dallas Lock Linux, To B HacTpoWkax MEXCETEBOro 3kpaHa
Heobxoammo oTkpbiTe TCP-nopT 17900.

Mpumevanue. Ecnn B npouecce yctaHoBku ELLY Dallas Lock nnaHupyeTca ucnons3oBaTb
nuueHsuto, 3anucaHHyto Ha AU Rutoken Lite, To HeoOxogumo nepepn ycTaHOBKOW 3apaHee
yCTaHOBUTb ApanBepbl NnponssoanTens®. [ina aToro:

1. CkayaTb 1 yCTaHOBWTb ApanBepbl C caiTa Npou3BoguTens.

2. YcTaHoBUTb COOTBETCTBYKOLWME Gubnuotekn PKCS#11 (6e3 sToro AencTBus macTep
YCTaHOBKMN HE CMOXET cYMTaTh NuueH3unio ¢ AW).

@J Mpumeyanue. Ecnin ELY Dallas Lock yctaHasBnuBaetca Ha TC, Ha KOTOpOM Takke

5 Ansa pa6otel ELLY Dallas Lock Ha Astra Special Edition (CmoneHck) 1.6 n Astra Special Edition
(CmoneHck) 1.7 B pexxume 3INMC HeobxoaMmMo ncnonb3oBaTth ApariBepbl nponssoantens sepcun 2.4.0.0.



BHumanume! lMNMpu ycraHoske ELLY Dallas Lock Ha APM ¢ OC «Astra SE» gna pasgenos,
kotopble ELLY Dallas Lock ncnonb3yet ans yHKLUMOHNPOBAHUSA, HEOBXOAMMO OTKMOYNTL
Takvne onuMm MOHTMPOBAHMS Kak: noexec, nodev, nosuid. B npoTMBHOM crnyyae ycTaHOBKa
ELLY Dallas Lock 6ygeT 3aBepLluatbcs ¢ OLUMOKOMN.

Ona yctaHoBku ELLY Dallas Lock B OC cemeiictBa Linux Heobxoaumo:

1. CkonupoBaTb B [AOMallHWA KaTanor MoNb30oBaTens YCTAHOBOYHbIA dpann «ucclnsty, KoTopbIn
Haxo4MTCsA B KOPHEBOW AMPEKTOpUn ANCTpnbyTunaa.

Ecnn ELY Dallas Lock yctaHaBnuBaetca Ha [1K, He ocHaweHHbIi NPUBOAOM KOMNAKT-AUCKOB,
a gucTpmbyTrB noctaBnseTca MMeHHO Ha CD-aucke, TO MOXHO CKOMMPOBATb C AWCKa HEOOXOAMMbIN
YCTaHOBOYHbI dhann Ha aaHHbIN MK nobbiM yaobHbiM cnocoboM: yepes JIBC, USB-Flash Hakonutenb
n ap.
2. lNpoBepuTtb, ABnaeTca nu ann «ucclnsty uCNonNHAEMbIM:
e nnbo Cc NOMOLLBLIO KOMaHAbI Is —I.
Mpumep:
Is -l <enter>
rw-rw---- oTobpaarTca nocnegosartensHo 6e3 npobenos cdnarn Bnageneua, dnarv rpynnsl, dnarum

BCEX OCTasnbHbIX Nonb3oBartenen. B gaHHOM npunmepe cbaﬂn HE ABNAETCA WUCNOJIHAEMbIM HU ONA
Bnagenbua, H1 angd rpynnbl, HA Ana BCeX OCTalbHbIX nonb3oBaTesnien.

e JInBo, MOXHO OTKpbITb CBOWCTBA (panna, nepentu Ha Bknagky «lpasa» n ybegutbcs, 4To B none
«BbinonHeHne» noctaeneH gnar (puc. 12).

Ecnu chann He aBnseTca mcnonHaemblM, HeOBXOAMMO MnocTaBwuTb hnar B none «BbinonHeHuex.
Wnun ucnonb3oBatb KomaHay chmod a+x <nyme K ¢ghadny>.run.

Ceo#McTBa ucclnst *

Mpasa
Bnapeneu: TekylWKWHA noNb3oBaTeNb
JocTym: YTeHHEe U 3aN1cb b
Ipynna: ubuntu hd
JocTym: YTeHHEe U 3aN1cb b
OcTaneHbIE
DocTyn: YTeHHe 1 3aNMch -
BeinonHeHwWe: 1 Pa3peLlmnTb BeINo/IHeHWe haiifia Kak NnporpamMmbi :
KoHTeKkcT 6e30MacHOCTH: HEM3BECTHO

Puc. 12. [loGaBneHne npae Ha BbiNofnHeHne daina nporpamMmmel

3. BanycTtutb chann guctpmbyTtmea.

4. Tocne 3anycka NpUNoXeHWs Ha 3kpaHe OyadeT BbiBEAEHO OKHO, B KOTOPOM HeobXoauMmo ykasaTtb
naponb nonb3oBaTens (puc. 13).



TpebyeTca aBToOpM3aUMA x

BeeauTe napons ANA g

| |
Xoue |

Puc. 13. 3anyck nporpaMmbl YCTaHOBKM

Mocne HaxaTtusa kHonkn «OK» 3anyctutca mactep yctaHoBku ELLY Dallas Lock (puc. 14).

MacTep ycTaHoBKHM - ELLY Dallas Lock, Bepcua 2.0.211.1 oT 27.10.2023

Ycranoeka EguHoro LienTpa ¥YnpaBnenua Dallas Lock

Aobpo noxanoeartb!

[nAa nHauana ycranoekw EgnHoro Uentpa ¥npaenenua Dallas Lock
gepcud 2.0.211.1 HaxmwTe «lanees.

ELLY DALLAS LOCK

Hanee > OTMeHa

Puc. 14. OkHo Havana yctaHoBku ELLY Dallas Lock

5. BblOpaTb KOMMOHEHTBI, KOTOpbIE ByAyT ycTaHoBneHsbl (Puc. 15).



MacTep ycTaHoBkHM - ELLY Dallas Lock, Bepcua 2.0.211.1 oT 27.10.2023

Bbibop kKoMnoHeHTOB

BI::I'E'IEPI»-'ITE' KOMMNOHEHTHI, KOTOpPEIE Bbl XOTWTE YCTAHOBHUTE

Cnyxba ELLY Dallas Lock

KOMNOHEHT 4nA ynpasneHua Mogyname T3 HC,

D ABTOMATHUYECKAR YCTAHOBHA HEQOCTAMI LMY NAKETOE

B Cnyyae BOIHWMKHOBEHWA HEYADBNETEODEHHLIX 3AEMCUMOCTEN, MACTER YCTAHOBKK NONBITASTLA YCTAHOBWUTE
HELOCTAHDWMWE NAKETEl AETOMATHAYECKK

- ﬂaja'ﬂ' m Ormena

Puc. 15. Bbibop komnoHeHToB ans yctaHoBku ELLY Dallas Lock

Mpumeyanue. Cnyxba ELLY ncnonesyet nogkntodeHne TCP/IP no nopty 17900. YctaHoBka
HecKonbKux ak3emnnspos Cnyx6el ELLY Ha ogHom IMK He gonyckaeTcs.

Hanee nopsagok ycraHoskn ELLY Dallas Lock aHanornyeH nopsgky yctaHoBKM JaHHoW nporpammbl B OC
cemeinctea Windows (cm. «[Nopsagok yctaHoBku ELLY Dallas Lock B OC cemeiictBa Windows»).

@J MpumeyaHune. BoamoxHo nogkntoveHne mexay KoHconbto ELLY n Cnyx6on ELLY pasHbix
BEPCUN.

B npouecce yctaHoBku ELLY Dallas Lock BbINOMHATECA npoBepka HanMuus HeoBGXOAMMbIX CTOPOHHUX
nakeTtoB. [1pn OTCYTCTBMM NAKeTOB, B XXypHane macTepa YCTaHOBKM MOSBMSETCH 3anucb C yKasaHuem
OTCyTCTBYIOLLMX nakeToB (Puc. 16).



MacTep ycTaHoBKHM - ELLY Dallas Lock, sepcua 2.0.211.1 oT 27.10.2023

YcraHoBKa @

m 1%

Mposepka Hanuuua BubanoTtex

Mposepka: libsasl2-modules-gssapi-mit,pescd libglib2.0-0 libsmbclient,dbus-x11
Owmbra: OrcycTeyor BnbnnoTteky, HeobxogMmele gnA ycTasoskun: poscd
Mol nor: femp/uccinst.txt

N Ha?a'a r':la«'ee N m

Puc. 16. Owmbka npu yctaHoBKe

Heobxoaumo NOBTOPHO 3anycTUTb MacTep YCTAHOBKW, B AMAINIOTOBOM OKHe BblOOpa KOMMOHEHTOB AriA
YCTaHOBKM HaxaTb YEKOOKC «ABTOMaTM4ecKasi yCTaHOBKa HeJoCTalLmuX MakeToB» WKW YCTAHOBUTb KX
CaMOCTOATENbHO:
— ana Red Hat Enterprise Linux Server 7.x:
o cyrus-sasl
o pcsc-lite
o glib2
o libsmbclient
— pansa Debian 10.x u Debian 11.x:
o libsasl2-modules-gssapi-mit
o pecscd
o libglib2.0-0
o libsmbclient
o libxkbcommon-x11-0
— anga CentOS 7.x:
o cyrus-sasl
o pcsc-lite
o glib2
o libsmbclient
o libxkbcommon-x11
— ans Ubuntu 18.04 LTS u Ubuntu 20.04 LTS:
o libsasl2-modules-gssapi-mit

o pecscd

o libglib2.0-0
o libsmbclient
o dbus-x11

— ansa Astra Linux Common Edition (Open) 2.12, Astra Linux Special Edition (CmoneHck) 1.6 n Astra
Linux Special Edition (CmoneHck) 1.7:



libsasl2-modules-gssapi-mit
pcscd
libglib2.0-0
libsmbclient
— ansa Anbt Paboyvas CtaHuus 9.x, Anbt Paboyvas CtaHumsa 10.0, Anbt Paboyvass CtaHuma K 10.0,
AnbT Cepep 9 u Anbt Cepeep 10:
o libsasl2-plugin-gssapi

O O O O

o pcsc-lite
o glib2
o libgio

o samba-libs
— ana PE[Q OC 7.3 Mypowm:
o cyrus-sasl
o pcsc-lite
o glib2
o libsmbclient
— ana ROSA FRESH DESKTOP 12:
o pcsc-lite
o lib64glib2.0_ 0
o lib64smbclientO
— ana ROSA Enterprise Linux Desktop (RELD) 7.3 n ROSA Enterprise Linux Server (RELS) 7.3:
o pcsc-lite
o glib2
o libsmbclient
— ansa Anbt CI Paboyas CtaHums 10 n Anbt CI Cepsep 10:
libsasl2-plugin-gssapi
pcsc-lite
glib2
libgio
o samba-libs.
Mocne 3aBeplueHusa npouecca ycrtaHoBkn ELLY Dallas Lock B cnucke NpunoXXeHUn MOSBUTCA APIbIK
KoHconu ELLY Dallas Lock «KoHconb ELLY» (puc. 17).

O 0O O O

KoHcone ELLY

Pwuc. 17. Apnbik koHconu ELLY Dallas Lock

MpumeyaHue. 1) Ecnn Ha APM c Linux yxe yctaHoBneHbl cTopoHHne C3U unu gpansepsbl Ha
Apyrue annapatHble naeHTugukaTopsl, 1 Npu 3ToM B npolecce yctaHosku ELLY npounsowna
owmnbKa yCcTaHOBKM, KOTOpas CBA3aHa C MakeTHbIM MEHEOXXepPOoM, TO MOXET MOMOYb KOMaHAaa
sudo apt --fix-broken install.

2) Ecnwn B npouecce yctaHoBku ELLY Ha Linux Bo3HukaeT owunbka Buga: "...error whiel loading
shared libaries: libxch-xkb.so.1: cannot open shared object file: No such file or directory”, T0
HeoOX0AMMO nepep YCTaHOBKOW BPY4YHYH YCTaHOBUTL nakeT "libxch-xkbl.

2.2.3Mopsapok yctaHoBku ELLY Dallas Lock Ha OC 6e3 rpacdhuyeckoro nHrepdenca
ELLY BO3MOXHO yCTaHOBUTb Ha onepaunoHHyto cuctemy (OC) 6e3 rpadmueckoro nHrepdgenca (GUI). B

KOMaHZHOW CTPOKe B Ka4yecTBe aTpnbyToB K koMaHAe ./uccinst MOXHO ykasbiBaTb CrieayloLume Knovm ans
yCTaHOBKM (NapameTpbl MacTepa ycTaHoBku) (Tabnuua 2):



Ta6nuua 2. ATpnbyTthl yctaHoBkMu ELLY Dallas Lock Ha OC 6e3 GUI

ATpubyT

--help

--version

--log=PATH

--no-gui

--force-update

--install-libs

--component=all

--component=console

--license=demo

--license=token

--domain-type=standalone
--domain-type=subdomain
--domain-type=cluster
--domain-name=TEXT

--access-key=TEXT
--admin-login=TEXT
--admin-password=TEXT

--journal-storage=internal

--journal-storage=pg

--db-server=USER:PWD@ADDRESS:PORT/DB_NAME

--parent-domain=ACCESS_KEY@ADDRESS

--cluster-server=ACCESS_KEY@ADDRESS

OnucaHue

BbiBO4 Ha 3KpaH crpaBKku Mo napameTpam
YCTaHOBKM

Mpuwmep:
Jucclnst --help <enter>
BosBpart Bepcumn macTtepa

MyTb k dpanny, kyaa bygeTt 3anucbiBaTbCS
nor ycTaHOBKM

3anyck wmactepa 6e3  rpadmueckoro
UHTepdenca

Ecnm Ha APM yxe ycrtaHoBneH ELY
npedblaoylwien Bepcuu, TO  BbINOMHSET
obHoBneHne (6e3 aToro dnara BepHET
oLmnbKy)

ABTOMaTM4eckas yCcTaHOBKa HegoCTaloLwmnx
naketoB ans OC cememnctsa GNU/Linux
Bbibop ycTaHaBnvMBaeMbiX KOMMNOHEHTOB —
yctaHoBka KoHconn u Cnyx6bl ELLY (no
YMOI4YaHuIo)

Bbibop ycTaHaBnMBaeMbiX KOMMNOHEHTOB —
yCcTaHoBKa Tosnibko KoHconn ELLY

Beibop nuueHsMm — gemo-nuueHsnst (no
YMOIYaHMHo)

Bbibop nuueH3un — mncnonb3yeT TOKEH ANs
nuueHsnposaHua ELY (npu oTtcyTcTBMM
TOKEHa C KOPPEKTHOM nuueH3uelr BblgaeT
oLmnbKy)

Bbibop TMna gomeHa — co3gaHue HOBOTO
HdomeHa BesonacHocTu (No ymonyaHumio)
Bbibop TMna gomeHa — co3gaHue HOBOTO
noa4YmHéHHoro [lomeHa besonacHocTu
Bbibop Tvna gomeHa — pgobasneHuve y3na B
knactep ELLY

YKaszaTb HasBaHMe HoBoro [lomeHa
Be3onacHocTn

YKkasaTb kN4 goctyna Hoeoro [lomeHa
BesonacHocTn

YkasaTb NorvH agMuHUCTpaTopa

YkasaTb naposib agMuHucTparopa

Beibop Tuna xpaHunuvwa KypHanoB —
BCTpoeHHas B[l (no ymonyaHuio)

Beibop Tuna XxpaHunuwa >KypHanoB —
cepeep PostgreSQL

YkasaTb napameTpbl noaknoveHns k b

YkasaTtb napameTpbl poanTENbCKOro
[JomeHa BesonacHocTu

YkasaTb napamMeTpbl OOHOMO U3 CEepPBEPOB
knactepa ELLY



2.3 Ypanenue ELY Dallas Lock

MpumevaHue. YoaneHve cepsepa ELLY Dallas Lock, sBnswolieroca uneHom knacrepa
pennmKaumMm unu cocTosawero B nogynmHeHumn y gpyroro [JomeHa, He gonyckaetcs. lNepen
yaaneHnem cepsep ELY Dallas Lock Heobxooumo BbIBECTM M3 KnacTtepa/nogynmHeHus
COOTBETCTBEHHO.

2.3.1MNopsapok ynanenua ELY Dallas Lock B OC cemenctBa Windows

MpaBom Ha yganeHue ELLY Dallas Lock obnagaeTt nonb3oBartens ¢ npaBamy agmuHnctpartopa OC.

B OC Windows Heobxoammo oTKpbITb «ITyck» — «[laHenb ynpaBneHusa» — «l1porpamMmmbl U KOMMOHEHTbI».
B nosiBuBWEMCA OKHE M3 cnucka BblbpaTb nporpammy «ELLY Dallas Lock», HaxatTb «YpanuTb»
W NoaTBEpPAMTbL yaaneHue (puc. 18).

[ lMNporpammel 0 KoMOICHEHTEI

« * 4 [ » Manensynpasnenna > Mporpammbl > Tporpammel v KoMIOHEHTEI v @

Manenk ynpaeneHua —

AOMALLHAA CTRaHMLA YaaneHwe Wan U3MeHeHue nporpammebl

[nA yaaneHna nporpammel BRIBEPUTE E€ B cNMcKe W WenkHuTe "YaanuTe", "Mamennts” unn "BoccTanoBuTy
MpocmoTp ycTaHoBAEHHBIX

oBHOBNEHWA

G BrntodeHne MAW OTKAKIYEHWE

.
) -
komnoHeHTos Windows ¥nopagounTs

-

ram zpatent YecTaHoeneE...
[55] Update for Windows 10 for x64-based Systems (KB50... Microsoft Corporation 06.10.2023
ﬁVMware Tools VMware, Inc. 24,01.2022
* Word Word 25.01.2022
wl Jpaiieepsl PyToken Komnanua "AkTie" 01.06.2023
O ELY Dallas Lock 000 "Konduaent" 10.10.2023
& Cpeaa eminonvequa Microsoft Edge WebView2 Runti..  Kopnopauws Maiikpocodt 09.10.2023

— YCTaHOENEHHbIE AporpamMmel Menneiid pasmep: 1,206
[‘] YcTaHoeneno nporpamm: 18

Pwuc. 18. Yaanenune ELY Dallas Lock

1. Mocne nogTBepxaeHus 3anycTutca mactep yganeHusa ELY Dallas Lock (puc. 19). nsg npogomnmkeHus
yAaneHus HaxaTtb KHOMKy «[anee».



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

ﬂ Mactep yaanenun - ELY Dallas Lock, eepcna 2.0.211.1 o1 27.10.2023 X
Yaanenve EguHoro Llentpa ¥npasnennsa Dallas Lock
Aob6po noxxanoeatsb!
Ans Hawana yaaneHwA Egmnoro Lientpa ¥npaenenwa Dallas Lock
gepcin 2.0.211.1 HaxmuTe «Janees,
ELLY DALLAS LOCK
" ome
Puc. 19. OkHo Hauyana yganenust ELLY Dallas Lock
2. BbibpaTb kOMNOHEHTBI, KOTOpbIE BYayT yaaneHs! (puc. 20).
a Mactep yaanenna - ELLY Dallas Lock ¥

BbIGOp KOMMOHEHTOB

BblﬁEpHTE KOMNOHEHTLI, KOTOPLIE BEbl XOTUTE YAaNUTL

CnyxBa ELLY Dallas Lock [nopT: 17900]

KomneHenT gna ynpaenenna mogynamn T3 HCA,

Koncons ELLY Dallas Lock

KomnonenT gna ynpaenenna cnyxboii ELLY Dallas Lock.

BT o BT

Puc. 20. Beibop komnoHeHTOB A yaanenusi ELLY Dallas Lock

3. MNopTBEpANTL yaaneHue KOHUIrypaLmoHHbIX darnnos (puc. 21).
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EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

a Mactep yaanenna - ELLY Dallas Lock

MapameTpbl yaaneHus

C BaWero KOMNeHITERE.

Mporparma yCTaHOEKMW roTOEa HadaTe yaaneHue EauHoro LleHtpa Ynpaenenws Dallas Lock

Jupertopua © ganHeimn CProgramDatat U CCT900 Gyper nearocTeio yaaneHal

| < Hazag

[ -

Puc. 21. MNapameTpsbl yaaneHus

4. [Nanee BO3MOXHO HabnogaTb 3a npoueccom yaganeHus (puc. 22). Ecnu npouecc npowen 6e3 owmnbok,
HeobxoaMMO HaxaTb KHomKy «[daneex», 4Tobbl NepenTn K OKHY 3aBepLueHuMs npouecca yaaneHus.

a MacTtep yaanenua - ELLY Dallas Lock

Ypanenue

YnaneHwe 3aBeplleHo

Y 0%

O T TG e O T T T T e TENOT TS IO CTOTTS

Yaanenne: C\Program Files\UCChstyles

Yaanenne: C\Program Files\UCC\snmp\configurations
¥naanenne: CA\Program Files\UCC\snmp

¥naanenne: C\Program Files\UCC\plugins

Yaanenne: C\Program Files\UCC\platforms

¥aanenne: C\Program Files\UCC\libs

Yaanenne: C\Program Files\UCChimageformats
¥aanenne: C\Program Files\UCChexecs

¥aaneHne: C\Program Files\UCC

Y¥aanenwe: ChlUsers\PublichDesktoph Koncons ELLY.Ink

Y¥paneHwe ZABEPLUEHD

Yaanenne: ChUsersiuser\AppData\Roaming Microsoft\Windows'\Start Menu'\Programsi\Koncone ELLY.Ink

Puc. 22. Mpouecc yaanenust ELLY Dallas Lock

5. HaxaTb kHonKy «3aBepwuntb» (puc. 23).
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EJ MacTep yaanenua - ELLY Dallas Lock X
3aBeplueHue yaaneHna EanHoro LeHTpa YnpaBaeHna

Dallas Lock

HamuTe «3aBEpLUNTE ANA BLIXOA W3 MACTEPE YIANEHWA
Eannoro Uentpa ¥npaenenwa Dallas Lock,

ELLY DALLAS LOCK

3aeeplumnTe

Puc. 23. 3aBepLueHre npouecca yganeHusi

2.3.2MNopsapok ynanenua ELY Dallas Lock B OC cemenctBa Linux

Ona ynanennss ELlY Dallas Lock Heobxogumo obnagate npaBaMy agMUHUCTpATopa OnepauuoHHOM
cuctemsbl (root) Ha gaHHom MK,

1. Ons ypanenns ELY Dallas Lock Heobxogumo 3anycTutb ncnonHaembin dann uccUninst, KoTopbin
pacnonoxeH B gnpekropun /opt/UCC/bin/uccUninst B TepmunHane. [Ansg 3Toro He06XoauMO BbIMOMHUTD
B TEPMUHAne KoMaHay:
sudo /opt/UCC/ bin/uccUninst

2. lMocne BbINOMHEHNst KOMaHAbI 3anycTUTCA OKHO MacTepa yaanexusa ELY Dallas Lock (puc. 24).

-~

MacTtep yaaneHus - ELLY Dallas Lock

Ypanenwe EguHoro LleHTpa ¥Ynpaenenusn Dallas Lock

Ao6po noxkanoeatb!

[na nauana yaanexswa EguHoro Lentpa ¥Ynpaenenua Dallas Lock
HaxMuTe «Janees.

ELLY DALLAS LOCK

Janee > OTtmena

Puc. 24. OkHo Havana yaaneHusa ELLY Dallas Lock




Hanee nopsagok yoaneHusa ELLY Dallas Lock aHanornyeH nopsiaky yaaneHus gaHHon nporpammel B OC
cemenctea Windows (cm. «Nopsagok yaanenus ELLY Dallas Lock B OC cemenctesa Windowsy).

2.4 CoxpaHeHue u npuMeHeHue KoHduUrypaumm

B EUY Dallas Lock cywectByeT BO3MOXHOCTb COXPaHWUTb TEKYLLYD KOHUrypauuio cepsepa
AN NPMMEHEHUS Ha HOBOM CepBepe Mocne YCTaHOBKM.

2.4.1 CoxpaHeHue koHdurypauum ELLY

IOna coxpaHeHus koHdwurypauumn ELLY Dallas Lock B OC cemenctBa Windows unu Linux Heobxogumo

OTKpbITb rMaBHoe MeHto KoHconu ELLY E 1 BblGpaTh NYHKT — «COoXpaHUTb KOHUrypaumio...».

MosiBuTCA OKHO «CoxpaHeHne KoHdurypauumy» (puc. 25), rae HyXHO 3aaatb NyTb K oainy KoHurypaumm
C MOMOLLbIO KHOMKM «...».

O CoxpaHeHne KoHdUrypaummn >

CoXpEHWUTE dalin Kak. ..

MyTe: ||

TpefyeTca cEoboaHoro MecTa: 484.0 Kb

CoXpaH1TE OTMeHa

Puc. 25. CoxpaHeHune KoHurypauum

MpumeyaHue. KonnuyectBo cBOGOOHOrO MecTa, KOTOpOe HeobGXoaMMO st COXpaHEeHMs
KOHUrypauum ykasaHo B okHe «CoxpaHeHve KoHdurypaumm» nof nonem «lyTb Kk danny
KOHUrypauuu...» (puc. 25).

Mpn He3aBepLUEHHOM npoLiecce MUrpaumM COXpaHUTb U NPUMEHUTb KOHMUrypaumo He
nony4yutca. KHonku 6ygyT HeakTUBHbI.

2.4.2NMpnumeHeHne kKoHdurypauum ELLY

BHumaHue! lNpumeHeHne KoHUrypaumm npuseneT K yOaneHUio BCeX AaHHbIX JOMeHa
6esonacHocTy.

Onsi npumeHenunsa koHdurypauum ELLY Dallas Lock B OC cemerictea Windows unu Linux Heobxogumo
OTKpbITb rMaBHoe MeHto KoHconu ELLY E N BbIGpaTh NYHKT — «[1pUMEHUTb KOHUrypaumio...».

MosiButCca okHO «lpumeHeHne koHdurypauumny (puc. 26). [anee HeoOxoaumMo ykasaTb MyTb K dhanny
KOHdUrypaumm, Ans 3TOro HY>XHO:

e HaxaTb KHOMKy «BbIbpaTb...»;
e HanTu 1 BbIbOpaTh COXpaHeHHbIV paHee dann koHdurypauumn ELLY (*.uconf);
e  HaXaTb KHOMKY «[1puMeHNTbY.



G MpumMeHeHne KoHgUMypaumm *

MyTe: ||'-.»":- i hainy KoHpUrypaLmm. .. |

CTmeHa

Puc. 26. NpumeHeHne KoHpurypauum

lMocne npumMeHeHusa koHUrypauum Mmogynm CcMoryT BeIMTU Ha CBA3b ¢ cepBepom ELLY Tonbko B cnyyae
cooTBeTCcTBMA nmeHn gomeHa (FQDN) n IP-agpeca ctaporo n HoBoro cepsepa ELLY.

2.5 O nporpamme

MHdpopmaumoHHoe okHO «O nporpamme» (Puc. 27), Bbl3blBA€TCSl MYHKTOM [fTAaBHOrO MeHio B KoHcomnu

ELlY N COOepPXMT crneaylolime gaHHble:
e  MOSIHOE HaVMEeHOBaHWe NPorpamMmbl;
e  HOMep COOPKM KOHCOMNM;
e [parta cOOpKM KOHCOMMK;
e Homep cbopku cnyxbbl ELLY;
e pfata cbopku cnyxbel ELLY;
e  KOHTaKTbl pa3paboTynka u TeEXHUYECKON NOAAEPKKM.

0 0 nporpamme *

EavHbIA ueHTp ynpaeneHus Dallas Lock
Koncons ynpasnenus ELLY

Homep cboprn: 2.0.211.1
Oata cbopru: 27.10.2023

Cnymba ELLY

Homep cbopri: 2.0.211.1
Nata cbopru: 27.10.2023

KoHTaKThI

Cant komnaHui: v, confident.ru
ELLY DALLAS LOCK CaifT npoaykToBoii nunelikn Dallas Lock: vavnw.dalaslock.ru
TexHuYecKan NoaaepKKa:
NuyHein KabuneT: helpdesk.dallaslock.ru
Tenedon: (812) 325-10-37 (gob. 7759, 7753, 7751, 7752, 7749, 7728)

Tenerpam-bot: L.me/DalaslockSupportBot

Puc. 27. OkHo «O nporpamme»



3 OBLWMUE NMPUHUUNDbI PABOTbI ELLY DALLAS LOCK

3.1 CuHXpoHM3auuA

CuHxpoHusauma — 3To kniodeBoe noHAtne B ugeonorum ELYY Dallas Lock. MNog cuHxpoHusaumen
NMOHMMAaeTCA MpPOLIEeCC CBEpPKM COOTBETCTBUSA MNapameTpoB C BHyTpeHHen 6ason paHHbix [omeHa
6esonacHoctn ELLY Dallas Lock n, npu oBGHapyxeHMM HECOOTBETCTBMSA, Moaudukauum napameTpoB
nog4YMHEeHHOro obbekTa.

JTioGble M3MeHeHns napameTpoB, NONUTKK, MONb30BATENEN UK rPynn, COBEPLUEHHbIE Ha NOAYUHEHHOM
06bekTe, MOCNe CUHXPOHU3auMn 6yayT NpMBeAEHbl B COOTBETCTBUE C MapameTpamu, 3agaHHbivu B ELLY
Dallas Lock. Ecnu napametpbl ocTtaBanucb 6e3 M3MeHeHusi (HanpuMmep, CNUCOK MNonb3oBaTenew),
CUHXPOHM3aLMA 9TUX NapaMeTpoB He NponcxoauT. PakTbl U pe3ynbTaTbl CUHXPOHU3ALMY PUKCUPYIOTCS B
XypHanax nogvmMHeHHbIx o6bekToB. HO ecnv B npoLecce CMHXpOHU3aUMM Ha NOAYMHEHHOM ODbEKTe He
ObINO U3MEHEHW, TO 3aNUCb B XXypHarn He 3aHOCUTCS.

CuHxpoHusaums moaynen CLO3 npoucxoaut npu Kaxaom BknoveHun moayns CO3 go MomeHTa

aBTOpU3aL N NONb30BaTens.

CuHxpoHusmpoBaTth ocTanbHble Moaynu ¢ ELLY Dallas Lock MoxHO cnegyrowmumm cnocobamu:

1. Nepuogmnyeckm wu3 KoHconn ELY. Heobxogmmo HacTpouTb NEPUOAMYHOCTbL CUHXPOHU3ALMK
C MOAynsiMK.

2. Mo komaHpe AWB un3 KoHconu ELY. Heobxogumo ucnonb3oBaTb KHOMKY «CUHXPOHU3MPOBATbLY,
KOTOpas pacrnofioxeHa Ha naHenu HcTpymeHToB «OnepaTmMBHOE ynpasreHue» Bkrnagkun «Ceoakay.

3. V3 060104k agMUHUCTPUPOBAHUA MOAYNS.

3.2 Pennukauus

Mop pennukaumen NnoHMMaeTcs npouecc yénmpoBaHns KoHdUrypauum (Cnnucka nog4ymMHeHHbIX 06 bEKTOB,
3HaYeHW NONMTUK, CIMCKa NONb3oBaTeNen 1 rpynn, 3anvMcen XypHaros 1 T.4.) CepBepoB B knactepe ELY
Dallas Lock ¢ uenbio MOBbILWEHUS OTKA30yCTOMYMBOCTU CUCTEMbl U MOBbILLIEHUS NPOU3BOAUTENBHOCTH
3a cYeT ropu3oHTanbHOro MacTabmpoBaHus.

PacnpepeneHue Harpyskum peanusyeTcss 3a CYeT PaBHOMEPHOro pacnpefeneHns Moaynen Mexay
cepBepamu knactepa (Mogynb nogknoyaeTcs K cepsepy BolOpaHHOMY CriydanHbiM 06pasom).

MpumeuaHne. Cepsepbl B Knactepe pennukauuum npakTU4ecku Mo BCEeM 3ajayam
pacnpenensitoT Harpy3ky (3To ogHa 13 3agad, peLlaeMblX Npy NOCTPoeHUm knacTepa). B Tom
yncrne 3TO KacaeTcsl aHanMa3a COCTOSIHUA OGbekToB B ceTW. [MoaTomy, ecnu o6bekT
CTaHOBWUTCHA HeOOCTYMHbIM A Kakoro-nMbo cepsepa, 3Ta WHgopMauus MoXeT ObliTb
CMHXPOHU3UpOBaHa ¢ Apyrumu cepeepamu B knactepe. Mpu obHapy>KeHN HECOOTBETCTBUI
dbaKkTU4Yeckon [OOCTYMHOCTU OOBLEKTOB C AuarHoCcTUpyemol criegyeT y0eauTbes, 4TO
B pennvkaumMn HeT cepBepa, KOTOpbli He MOXeT YCTaHOBUTbL C OGBLEKTOM ceTeBoe
CoefMHeHVe.

B cnyyae oTkasa ogHOro n3 cepBepoB B Knactepe paboTa NogYMHEHHbIX 0OBHEKTOB He ByaeT HapyLieHa
TaK Kak BCe HACTPOWKW, CAeNaHHble A5 OOHOro cepBepa, NPUMEHSIOTCA Ha BCe cepBepbl Knacrepa,
BBEJEHHbIE B JOMEH.

PeannsoBaHoO AnHamumnyeckoe npuMmeHeHune N3MEHEHNI HaCTpOEeK Ha CTOPOHHMNE cepBepbl.

Peanu3oBaHa cyHKkuus aybnuposaHus xxypHana ELLY Dallas Lock n cobpaHHbIX ¢ MOogynen >xypHanos

Ha BCe cepBepbl knactepa. CMHXPOHU3ALNS XXypHaANoB Mexay cepBepamu Knactepa OCYLLeCTBNSAETCH

B ABYX peXxumax:

1. O6meH nHdopmaumen, No KOTOPON MOXHO ONPedenvTb HEAOCTAOWME AaHHbIe, U Nepedaya LaHHbIX
naketamu pasmepom o 2 M6 (Mnv ogHow 3anuckio, ecnm oHa 6onbLue 2 M6).

2. OBbMmeH HOBbIMU OaHHbLIMW, nony4eHHbIMMN OT NOAYUHEHHbIX 00BbEKTOB, Mexay cepsepamu.

lMpu BBOAE HOBOrO CepBepa B CyLlecTBYHOLWMI knactep (cM. «[apameTpbl knactepa [16»), BCe cepBepbl
B knacTtepe ELLY, B TOM uncne He yyacTBylowme B HENOCPEACTBEHHOW perncTpauum HOBOro cepsepa,
aBTOMaTUYECKM OMOBELLAITCA O HOBOM «Y4YaCTHUKEY.



4  AOMUHUCTPUPOBAHMUE ELlY DALLAS LOCK

4.1 3anyck KoHconu ELLY

Banyck KoHconu ELLY ocywectBngeTcs npu ycrnoBuu, YTO KOMMNbIOTEP, HA KOTOPOM pacnosfioxeHa cryxba
ELLY, BkntoYeH 1 JOCTyneH no cetu.

Ons 3anycka KoHconu ELLY Heob6xoamMmMo 3anycTutb Spribik KOHCOMW, KOTOPLIV NOSIBUNCS NOCIE YCTaHOBKM
Ha pabouem ctone [1K.

Mpwn nepeom 3anycke KoHconu ELLY HeobxoamMmo BbINOMHUTL perncTpaunto aksemnnsapa KoHconum B ELLY.
[na atoro Heobxoammo ykasaTtb ceTeBoe ums K, Ha koTopom ycTaHoBneHa cnyx6a ELLY u kntoy goctyna
k JomeHy 6esonacHocTu (puc. 28).

O MogknHoYeHWe K cepEEpyY >

MoAKNYEHUE K CEPEEDY!

¥KA3aTE HOBLIA CEPBED v X

W KoHconu: |oBAD-WIN2016-34 |

CeTEBOE MMA CEPBEPE! | |

Knwow goctyna Kk A6: | |

|33peruv_—rpmpusaTb| OTMeHa

Puc. 28. Peructpaums koHconu ELLY B JomeHe Ge3onacHocTu

B kayecTBe MMEHM KOHCOMM Mo yMonuyaHuio 6yger wucnonb3osathea uMa [K, Ha KOTOpOM OHa
3aperucTpupoBaHa.

[anee B OKHe NOAKIIOYEHUS K cepBepy TpebyeTcsa 3anonHuTbL nons (puc. 29):
e [opgknioyeHue k cepBepy. M3 cnucka BbibpaTb OOCTYNHLIN cepBep, K KOTOPOMY HEoOXoanmo
BbIMOMHUTL MOAKIHOYEHME.
e Wmsa nonb3oBartens. YkasaTtb nms nonb3osatena [Ob.
e [laponb. Beectn naponb yyeTHou 3anncu nons3osatens Ab.
e AnnapatHbiv ugeHTUdukaTop. NpeabasuTe 1 BbIbpaTb U3 cnucka annapaTtHbIi MAeHTUMUKaTop
(ecnu HacCTpPoeHO Mcnonb3oBaHWe CpeacTB annapaTHoOn naeHTudukauun).

G MogknroYeHWE K CepBEpY >

MoaKnoYEHWE K CEpBEpY:

NoMeH BesonacHocTH {C5732ECE-0F52-024E-ADDA-BFOC ~ x

MMA none3oBaTensA: |a|:|min |

Maponk: |-" |

ANNapaTHelE MOEHTHMOWMKATOPE: 1

Ann.mgeHTMuKaTop: | AN MoeHTUGUKETOP He BelbpaH A
CHMEHWTE Napone |:|

MoAKNKYHTECA OTHeHE

Puc. 29. Beog napons y4yeTHou 3anucu ans Bxoaa B KoHconb ELLY




Mpn HEOBXOAMMOCTN CMEHUTb Naponb ANs YKa3aHHOW yY4eTHOW 3anucu, MOXHO MocTaBvB donar B none
«CmeHnTb naponb» [0 HaxaTtua kHonku «[lpogmormkutb» (puc. 29). 3aTem BBECTW HOBbIM Naposb
n noaTeepxaeHune napons (Puc. 30).

U ¥cTaHoBWTE Napone gna admin >

HoBklli naponk:

P
|-|||-|||- | =)

MoaTEemHAEHKE NApona:

CoXpaHWTE OTMEHE

Puc. 30. YcTaHoBKa HOBOro napons nonb3oBaTtens

4.2 OnucaHue KoHconu ELLY

"maBHoe okHo KoHconu ELLY cogepxut cneaytowme paboyme obnactum (puc. 31):
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Puc. 31. FnaBHOe OkHO KoHconu ELLY

KHonka rnasHoro meHto ELLY Dallas Lock.
3aronoBok OkHa (BEPXHAsI CTPOKa), COAepXaLun MMsi nporpammel, Ums [lomeHa 6e30nacHOCTM U UM

cepBepa.

ook w

HepeBo [JomeHa 6Ge3onacHoCTH.

Bknagkv ans ynpaeneHus oobektom gepesa ELLY Dallas Lock.

CopepxaHue paboyer obnactu Bknagku ynpaeneHuns obvektom ELLY Dallas Lock.
MaHenb UHCTPYMEHTOB.

KHonka rnasHoro meHto KoHconu ELLY E COOEPXKUT cnepytoLne nyHKTbl (puc. 32):

«BBoga/BbiBog B nogumMHeHue» (cMm. «Beog 16 B nogunHeHve nocne ycTtaHoBkuy» 1 «BbiBoa b u3
NoAYMHEHUS N3 COOCTBEHHOW KOHCOMNY);

«lMapameTtpbl knactepa Ab» (cM. «[NapameTpbl knactepa Ab»);

«MoakntoueHune k Kaspersky Security Center» (cMm. «[NoakntodeHve k Kaspersky Security Centery);
«3kenopT Ub» (cM. «BKCNopT MHUMOEHTOB 6€30MacHOCTUY);

«HacTpolika KoHUrypaunoHHbix arnnoB» (cm. «HacTporika KOHDUrypauMoHHbIX haninoBy);
«YcTaHoBka kntoya goctyna» (cMm. «Knoy goctyna K [16»);




C nomoubto KoHconu ELLY MoxHO HacTpouTb napameTpbl Ans cnegyowmnx oovekros Ab:

Ons o6bekToB AepeBa b, MOXXHO HACTPOUTbL COPTUPOBKY 1 UNbTPaLNIO:

_

«MpuHagnexHocTe K gomeHy Active Directory» (cMm. «[pvHaAnexHoCTb K [OMEHY

Directory»);

Active

«MapameTpsbl...» (cM. «[NapameTpbl paboTbiy);

«YTUNNTBI»:

«CoxpaHutb

CM.
CM.
CM.
CM.
CM.
CM.
CM.
e CM.

«YpaneHHoe obHoBneHne DL 8.0»;

«YpaneHHoe obHoBneHne DL Linux»;

«YpaneHHoe passepTbiBaHMe C3W Dallas Lock 8.0»;

«[NogrotoBka msi-guctpnodyTtusa DL8.0 ans ADy;

«YpaneHHoe pa3BeptbiBaHne C3M HCI Dallas Lock Linux» ;

«YpaneHHasi yctaHoBka AreHTa ELLY Windows»;

«YpaneHHasi yctaHoBka AreHta ELLY Linux»;

«Mwurpaums ¢ Cb Ha ELLY »;

KOHurypaumto...» (cM. CoxpaHeHnne koHdurypaumm ELLY);
«lMprMeHnTb KoHGUrypauuio...» (cM. [pumeHenne koHdurypaummn ELLY);

«O nporpamme» (cm. «O nporpammey);

«Bbixoay.

Beoa/BrlBca B NOAYMHEHWE

MapameTpel knactepa b

MoaknrodeHne k Kaspersky Security Center
3kcnopt Wb

HacTpoiika koHgurypaumonHe: daiinoe
YcTaHoBKa KNHOYA AOCTYNA
MpuHagnesxHocTe K gomeny Active Directory
MapameTpetl...

¥THANTEI L4
CoxpaHuTe KOHQUIYPaLMED..,

MpUMEHUTE KoHpUMYpaLKID...

O nporpamme

Brixog,

Puc. 32. [yHKTbI FMaBHOr0 MeH0

Ans Bcero flomeHa 6e3onacHOCTW, oNpeaenvB HAacTPOMKKM Npy Bbibope 06bekTa, 0603HavatoLLLero
Tekywmn JomeH 6esonacHoCTv B gepese;
ANs rpynnbl, onpeaenys HAacCTPOWKK Npu Beibope o6bekTa, 06o3HavatoLero rpynny B AepeBeE;

ana APM, onpenenve HacTpowiku npu Belbope obbekTa, obo3Havatowero APM B oepese;

AN oTAeNbHOro Moayns, Bbibpas ero B Aepese;
AN CeTeBOro YCTPOMCTBA, BbIGpaB ero B Aepese;
Ans noguynHeHHoro [b, onpegenvs HacTpoviku npu Bblbope ob6bekTa, obo3Havatowero rpynny

B Oepese.

COpTI/IpOBKa. I'Ipm HaXXaTun Ha KHOMKY NoABNAETCA MEeHI0O C BO3SMOXXHbIMU BapunaHTamMu

COPTMPOBKM:
rpynMbl MO YMOMYaHWo BBEPXY;
COPTMPOBKa B andaBMTHOM MOPSAKE;
COpPTUPOBKa B 06paTHOM andasBnTHOM MOPSAKE;

COPTMPOBKA MO BO3paCTaHUIO UHLMAEHTOB 6e30nacHOCTY;

COPTMPOBKA Mo Y6bIBaHMIO UHLMOEHTOB Ge30nacHoCTy.

Mpu HaxaTUM Ha KHOMKY MOXHO BblGpaTb OOMH W3 BapUaHTOB

dunbTpaums.
dunbTpaummn:
duneTpaumsa no tuny APM;
GunbTpaumsa no Moaynsm;
dunbTPaumsa No ceTeBbIM YCTPOUCTBAM;



punbTpaLmsa no nogaomMmeHam;
dunbTpaLmsa nNo BKIYEHHbIM OOBbEKTaM;
unbTpaums Mo BbIKMIOYEHHLIM 0O6beKTaM;
unbTpaums 00bLEKTOB, 4ABHO HE BbIXOAMBLUMX HA CBSA3b;
dunbTpaumst 06bEKTOB C HEMPOYMUTAHHLIMU NHUNAEHTAaMN 6Ge30MNacHOCTH.

[nsa cbpoca Bcex punbLTPOB, HYXXHO HaxaTb «COpocuTb hUNbTPLI».
[na noucka KoHKpeTHoro obbekta B AepeBe [1B, MOXHO BOCMOMb30BaTbCS MOWMCKOBOW CTPOKOWN,
pacnonoXXeHHoW npaBee KHOMKM hunbTpaLmm.
Ons kaxgoro u3 o6bLEKTOB B BEPXHEW YacTu AOMOMHWUTENBHOIO MEHIO KOHCONMM hOpMMPYEeTCH CMMCOK
BKNadoK Ans ynpaeneHus obbektom aepeBa. CnucoK BKNagok MeEHSieTCs B 3aBUCMMOCTW OT Tuna
BblbpaHHoro ob6bekta. [Mpyn BbIObOpe Bknagkm B pabodverr obnactu OTKpbIBaeTca CTpaHuua
C COOTBETCTBYHOLUUMU NapamMeTpamm 1 MEHIO.
3Ha4vkn 06bEKTOB, 0603HaYaLWme rpynnbl, B 3aBUCMMOCTM OT COCTOSIHWMA MOTYT NPUHMMaTb CriedyroLmn
BUA:

— CMUCOK BITOXKEHHbIX 00BbEKTOB rpynnbl CKPbIT;
m — CMUCOK BIOXXEHHbIX 06 bEKTOB rpynnbl 0T06pa>|<aeTcsl B AepesBe.

KoHTekcTHOe MeH OOBLekToB AepeBa KOHCOMM nossonseT [obaenaTb/yaanatb/mepenmeHoBbIBaThb
rpynnel, cosgasate APM B rpynne, nepemeLlaTtb 06beKTbI U3 rpynnbl B rpynny v Apyrue onepauumu.

B ELLY Dallas Lock npegycmoTpeHbl 3 6a3oBble rpynnbl, NpegHasHavyeHHble ans obecneyeHns CocTosaHNA
3almLeHHocTn 06bekToB [lomeHa 6e30nacHOCTH:

e HepacnpegeneHHble 06beKTbI;

e CeTeBble YCTPOWCTBA;

e yganeHHble OObEeKTHI.
YpaneHve n nepenmeHoBaHne 6a30BbIX rpynn HEAOCTYMHO.

3Haukn 06bekToB, 0603HAYAOLNX MOAYNN, 3aBUCAT OT TUNAa N COCTOAHUS MOAYIS.
Tak kak APM npeacraBnseTr cobov COBOKYMHOCTb Moaynen, coctosHue APM 3aBUMCUT OT COCTOSIHUS
Moayrnen. 3Ta cBA3b ONMUCbIBAETCA CreayroLwmmMm o6pasom:

ecnu xoTa Obl oanH u3 moaynen B coctaBe APM HaxoanuTcst B COCTOAHUM «TOAKIHOYEHY,
cocTtosiHne APM — «BKITHOYEHY;

ecnu HuM oauH u3 moaynenm B coctaBe APM He Bbixogun Ha cBaA3b ¢ ELLY cBblwe
YCTaAHOBMEHHOro napameTpom «OnoBeLieHnMs npu OTCYTCTBUU CBSA3U C OOBEKTOM
(B OHSIX)» BpemeHM (Npy YCrOBWM, YTO HACTPOEHO NUCbMO 06 OTCYTCTBMM CBA3U
¢ 06bekToM), cocTtosiHne APM — «0mnro He BbIXOAMWIT HA CBA3bY.

- — ecnu Bce moaynu B coctase APM He nogkntoyeHbl, coctosiHue APM — «BbIKIHOYEHY;

B uensx ontumusauumn npoussogmntensHoctn ELLY nposepsiet APMbl Ha fonroe OTCyTCTBUE CBSA3WU He
yaule, Yyem pas B yac. Ecnu B pamkax gaHHOW NpoOBEpKM CBsi3b OTCYTCTBYET, TO B KOHCoNu ynpaBneHus
ELLY nosBuTCA nHuMaeHT 6e3onacHocTu ¢ pesynbTtatom «IpogomkntensHoe oTCyTCTBUE CBA3NY.

B nepeBe HanpoTvB o6bekTa, HA KOTOPOM MPOU3OLLMN WHUMAEHTHI 6€30MacHOCTU MHAMLMPYETCS KX
konum4yecTtBo (puc. 33).

* [ TEST
* @ Linux-ARM
@ Dallas Lock 8.0 VK8

& Dallas Lock Linux MK2

Mikrotik 10.10.102.244

Puc. 33. Uhgukaumsa nHumaeHtToB 6e30nacHOCTY B AepeBe

Mpy aTOM ONS YPOBHS BbilLe No nepapxum b cymMmmupyeTca KonmyecTBO UHLMAEHTOB HAa BCEX BITIOXXEHHbIX
obbekTax. Hanpumep, Ha ypoBHe APM oToGpaxaeTcsi cymMma KonmMdecTBa WHUWOEHTOB Ha MOAYMSIX,
BXOASLLMX B €r0 COCTaB.



4.3 Knrwou poctyna k 1B

KoHcornb no3BonseT ycTaHOBUTL KN4 JocTyna K [15, KOTopbIv Hy>KeH Ang BBOAA MOAYMNEN U NOAYUNHEHHbIX
AOMeHOB B Tekywmi 6. Mo ymonyaHuio Koy goctyna — nycTomn.

Ona unameHeHust kntoda goctyna k b Heobxoammo OTKpbiTb rnmaBHoe MeHw KoHconu ELLY E —
«YCcTaHOBKa Kroya goctyna.
MosiBuTCA okHO «CmeHa kntoya goctyna k [Ab», rae Heobxognmo 3anonHuTb Tpebyemble nons (puc. 34).

U CreHa knrova goctyna k b >

BEEOWTE HOBRIA KNKIY: |

nDD.TBEFIH{.IJ.EHME KNDHa:

MpHMEHKTE OTmMeHa

Pwuc. 34. Knioy goctyna k b

MpumeyaHue. lMonutukn cnoxHoctn naponen B ELY Dallas Lock pacnpoctpaHsitoTcs
Ha yCTaHOBKY 3Ha4yeHun krtoda goctyna k [b. YTobbl Bbina BO3MOXHOCTE 3agaTb NycToe
3HadeHue goctyna Kk b, Heobxogumo, 4yTobbl B KoHconu ELLY nonutuka «MuHumaneHas
AnvHa napons» u3 kateropun «lNonutukmn naponen» nvena sHavyeHne «He ncnonbsyeTcay».

MpumeyvaHue. [encTBre NOMUTUKM CAOXHOCTU naponsa «Heobxoaumo mameHeHne napons
He MeHbLUe YeM B» He pacnpocTpaHseTcs Ha Koy goctyna K [b.

4.4 HacTpoWKMU NMULEH3NPOBaHUA

JlnueHsna Ha EUY Dallas Lock yctaHaBnvMBaeT KOMUYECTBEHHbIE OrpaHWYeHUss MO  crneayoLlnm
NOAYMHEHHBIM OOBbEKTaM:

e 3awmaembie APM;

e CceTeBble YCTPOWCTBA;

e  MOOYVHEHHbIE JOMEHbI.
YnpasneHue nuueHsnen Ha ELLY Dallas Lock ocyuiecTBnsieT nonb3oBaTenb C ponbio «AAMUHUCTPATOP»,
Ha3HayeHHon Ha ypoBHe [b (cMm. «PoneBagd mofenb y4eTHbIX 3anucen [Aby).

Wudopmauus o napameTpax TekyLwen nuueH3nm 4ocTynHa Ha ypoBHe [lomeHa 6e30nacHOCTY Ha BKnaake
«CBogka» — «MHdopmaumsa 06 obbekTe» (puc. 35).

Wudropmanmna o6 obbekTe v

Cepsepel nomeHa besonacHocT desktop-imaufgd.isc. confident.spb.ru: 17900

PoouTensckuit aomeH Het

MAPAMETPbI TMLIEH3HH MoapofHes

I [Jemosepoa
APM 2/8
CeTeBble yCTpoicTEa of4
MoaYvMHEHHBIE AOMEHBI of2

MCnone3yeMele [ BCero

EULY DALLAS LOCK MPOLIECC MMIPALIMK Monpofines




Puc. 35. MHdopmaumsa o napameTpax nvueH3num

Mpu Haxatum kHoMku «[logpobHee» nosiBnAetca okHo «CoctosiHve nuueHsum» (puc. 36), KoTopoe
COOEPXUT MHPOPMaLUN O COCTOSIHUM NMULEH3MM OIS OAaHHOIO cepBepa, a Takke OJIS Kaxaoro cepsepa
B knactepe [Ob.

D Cocronnue auuerzm X

Hwma cepsepa Pexunm paboTol cepeepa NMnyEeHSHoHHB KoY

desktop-imaufgd.isc.confident.spb.rul7900  Pesxnm dyHKUMOHNpOBaHNA B pamKax .. Jemoeepons, APM: 6, Cetesbie yorpoiictea: 4, ...

Mposeputs AnULEHzIMID 3akpeiTe

Puc. 36. OkHo «CocTosiHue nuueH3nm»

Ona pob6asneHus\obHoBNeHMs nuueH3un Ha cepep ELYY Dallas Lock Heobxogumo npeabsasutb
annapartHbIA KIMoY U HaxaTb KHOMKy «[1poBepuTb nuueH3nioy», nubo nepesarpy3utb cepBep. B cnyvae
YCMELUHOro NPUMEHEeHUs1, B cTonbue «JIMUEH3VMOHHBIN KoYy MOSABUTCA COOTBETCTBYHOLLAs HAAMUChb C
YCTaHOBMEHHBIMU KOJIMYECTBEHHBIMW OFPaHUYEHUSIMM MO MOAYMHEHHBIM 0ObekTaM. Takke Ha BKNagke
«CBogka» nsMeHuUTCs MHdopmauusa o napameTpax TekyLen nuueHsum (puc. 37).

MH®OPMALIMA Ob ObbEKTE

Cepeepa wnactepa ELLY obad-win2016-34: 17900
PoauTensckui goMeH  HeT

NMAPAMETPH NMULEH3ZHH MNoapobHee

APM 4999399

CeTEBkIE YCTPOWCTBE 1 /993939

MNoAYHMHEHHBIE AOMEHBI 0 /993333
ELLY DALLAS LOCK MEnonesyeMele | Boero

Puc. 37. NHdopmauus o napameTpax nuueH3nm

Ecnu npegbsaBneHo 6onee ogHOro annapaTtHOro naeHTudmnkaTopa, To NPUMEHSIETCA annapaTHbIN KIoY ¢
MaKCMMarsibHbIMU OrpaHNYEeHNAMN. Tak Kak JIMLEH3NOHHBIE KITK4YM XpaHATcsa Ha AU 1 He coxpaHATca Ha
cepeep ELLY, To yaanaTte HeakTyasnbHble NULEH3UW HE HYXKHO.

Mpouenypa NpoBepku NMapamMeTpoB NULEH3UM [AOMOMHUTENBHO OCYLLECTBMSIETCA NPU KaXaoM cTapTe
cnyx6el ELLY.



4.4.1 OcobeHHOCTN NUUeH3npoBaHuA knactepa [1b

Mpn opraHmsaumm pabotbl [JomeHa Ge3onacHocTu B pexume knactepa (cMm. pasgen «[lapameTpebl
knactepa [b») cnegyet o6paTuTb BHUMaHME Ha OCODEHHOCTU pacnpeaeneHnst NULEH3MOHHBIX
OrpaHUYeHun: B KacTepe MNPUMEHSIOTCA MaKCUManbHble  OrpaHuYeHust U3  NpeabsiBIIEHHbIX
Ha annapaTtHbIX Kryax. OTU OorpaHNYeHus pacnpenensioTcs Mexay cepBepaMy B COCTaBe Kractepa
(nyTem HasHa4yeHUs «KBOT» AN AoMeHa). Bce cepBepa B cocTaBe ogHoro knactepa [1b nmeroT paBHble
KBOTBbI.

Hanpwumep, nmeetcs koHpUrypaums ns M pennmumpoBaHHbix cepBepoB. KonnyecTBeHHbIE OrpaHUYeHus
B annapaTHbIX kntoyax knacrepa 0603HayeHbl criegylowmnm o6pasom:

e N — konun4yecTBO 3alyuiaemMbix APM;
e K — KONMMYECTBO CETEBbLIX YCTPOWCTB;
e L — konn4yecTtBO NOAYMHEHHbIX JOMEHOB 6e3onacHoCTH.
B npaHHOM cny4yae KBOTa KnacTepa paccymTbiBaeTcs crnegyowmm obpasom:

o MAX(N)/M = kBoTa Ha 3awuwaemole APM;
o MAX(K)/M = KBOTa Ha ceTeBble YCTPOUCTBA,;
e MAX(L)/M = kBoTa Ha nog4mHeHHble [b.

CooTBETCTBEHHO, YeM BonbLUe pennMuUpOBaHHbIX CEPBEPOB, TEM BbiCTpee pacxoayroTcs kBoThl Ans Ab.

MpumeyvaHue. Ecnu B pe3ynbTate aeneHns nonyyaetcs ApobHOe YnUCo, KOTOpoe:
e >1, TO OKpYrNneHne OCyLLECTBISAETCA B MEHbLLYIO CTOPOHY;
e <1, TO OKpyrneHne Npon3BOAUTCS 4O €AUHMULbI.

Mpwn kaxgom 3anycke cnyx6bl ELLY ocyllecTBnseTcs npoBepka Ha3Ha4YeHHbIX KBOT AN AOMeHa.
Hanpumep, nmeetcsa crnegytowas KoHurypaums:
e X — KONMMYECTBO PennNMUMPOBaHHbIX CEPBEPOB;

e Y — KONMUYECTBEHHble OrPaHUYeHMs MO MNOAYMHEHHbIM OObekTaMm B annapaTHOM Kroue,
NPUMEHEHHOM B 3anyckaemoMm cepBepe;
o MAX(Z)/X — KOnMMYeCTBEHHblE OrpaHWYeHnss MO MOOYMHEHHbIM OObekTam, AencTByoLme

B knactepe ELLY.

1. Ecnu no mToram npoBepKku napameTpoB NULLEH3MM OOHapyXeH KOPPEeKTHO paboTalowmi KoY, npu
atom (MAX(Z2)/X 2 YIX) — cnyx6a ELLY 3anyckaeTcs B LUTATHOM peXnme C Ha3HA4YEHHbIMU B JOMEHE
KBOTaMMU.

2. Ecnu no utoram npoBepku napameTpoB NUUEH3NM OBHapyKeH KOppPeKTHO paboTalowmi KoY, npu
atoMm (MAX(Z)/X < YIX) — npoucxogut nepepacnpegeneHve KBOT Mexay cepBepamu knacrepa,
cnyx6a ELLY 3anyckaeTcs B LUTaTHOM pexuMe Ha 4aHHOM cepBepe.

3. Ecnu no utoram nposepku cepeepom ELLY He oBHapyxeH Koy unm knoy pabotaeT HEKOPPEKTHO —
TekyLwun cepsep B [1b nepeBoanTCcs B peXxmmM orpaHnyeHHon yHKLMOHaNbHOCTU 0 npeabsaBreHus
KOppekTHO paboTaloLwero annapaTHOro kno4va. Pexum  orpaHnyeHHON  (OYHKUMOHANbHOCTH
(«OrpaHuYeHHbIN pexmumM») — 3To pexxum paboTsl cepsepa ELLY, npu koTopom:

e ayauT, YynpaBfeHWe W  CUHXPOHM3auuMss C  MOAynsMKW, CeTeBbiMM  YCTPOMCTBaMM
W MOAYVHEHHBLIMU (JOYEPHUMIN) JOMEHAMU HE OCYLLIECTBNAETCS;

e ayaut u agMmunHucTpupoBaHue b knactepa u3 koHconu ELLY He ocyliecTensieTcs;

e pennukauma n oOOMeH [aHHbIMW MeEeXAy cepBepaMu B paMkax Krnactepa npogosnkaet
dYHKUMOHNPOBAaTb.

Ha ypoBHe [Ob Ha Bknagke «CBopka» BbIBOAMTCA npegynpexaeHne ob owubke C nuueH3nen
Ha cepBepe.

MHuumaumsa HoBOM NPOBEPKM NULIEH3UN OCYLLLECTBIISIETCA NMOBTOPHOM NOMbLITKON 3anycka cnyxobl ELLY.

4.5 MexaHu3M aBTOMaTU3MpPOBaHHOU murpauum ¢ Cb Ha ELY

MexaHn3m murpaumnm cosgaH ans obneryeHus nepeHoca gaHHbIx npu nepexoge ¢ Cb Ha ELLY.
Ons nopkntodernns Kk CBb M nonydeHust CTPYKTypbl OepeBa KIWEHTOB, MOMUTUK U YYETHbIX 3anucen

HeoOX0AMMO 3aiTU B rNaBHOE MEHI0 koHconu ELLY — «YTnnutbl» — «Murpauusa ¢ Cb Ha ELLY» (Puc.
38).



O MacTep rmurpauum ¢ Cepeepa Besonachoctu Dallas Lock va ELY Dallas Lock - O *

MacTep MUrpaumu
[AnA MPOAOMKEHWUA HEXMUTE KHOMKY «[lanees

MacTep MurpauMW nossoadT nonyunte oT Cepeepa besonacHocTw cTpykTypy Aepesa [lomera
BesonacHoCTK, 3HaueHWe MOAMTHK, YUYETHbIE 3anuck, a Takke NepeBecTM Bcex kiveHToB M3 Cepsepa
BesonacHocTy B ELLY.

B npouecce mwrpaummn aammuHuctpatopy ELLY He pexkomenayeTca meHATs kakou goctyna ELLY m K
Cepeepy besonacHocTw.

Puc. 38. OkHO macTepa murpaumm

Mocne o3HakoMneHWs agMuHWCTpaTopa € MHdopmaumen, HeobxoanMMo HaxaTb KHoOMKy «[anee» ans
nepexofa K okHy «PelLueHne konnuani HeyHuKanbHbIX NOAUTUK». B AaHHOM okHe npegocTasnseTcs Belbop
TMNa KIneHTa, MOSUTMKM KOTOPOro AOSKHbl OblTb MPUOPUTETHLIMW MPU BO3HUKHOBEHUWM KOMMMW3WUNA MNpK
Has3Ha4YeHWN NONUTUK Ha ypoBHE rpynn B npouecce murpauun (Puc. 39). Ha BbIGop AOCTYMNHbI KNMEHTHI
Dallas Lock 8.0, Dallas Lock Linux n CA3 Dallas Lock.

O MacTep murpaumm c Cepeepa BesonacnocTu Dallas Lock Ha ELLY Dallas Lock - O d

Pewenne KoNnusnil HEYHHKaNbHbIX NOMMTHK
BeIGEpMTE THN KIMEHTA, 3HAYEHMAMW NONMTHK KOTOPoro BYAET 0TASBATECA NPMOPHTET MPH HE3HAYEHHHM NOMMTHI
H& ypoBHE rpynn

Twn KnneHTa: o

@ Dallas Lock 8.0
O Dallas Lock Linux
'C) CA3 Dallas Lock

< Hazag Nanee > OtmeHa

Puc. 39. OkHo «PelueHre Konnunauin HeyHVKanbHbIX NONNTUKY

Mocne BbIGOpa TUNa KNMEHTa, MNONUTUKN KOTOPOro OOSDKHbI ObITb MPUOPUTETHLIMU, HEOOXOOUMO HaXaTb
KHOMKy «[anee» Ans nepexoga K okHy nogkntoyeHms k Cb (Puc. 40).



O MacTep murpaumn ¢ Cepeepa Bezenacnocti Dallas Lock va ELLY Dallas Leck - O d

Noaknrouenue k Cb
Ina noakniodyeria K CB 3anonHWTE BOe NONA W HEXKMWTE KHONKY «lanses

Ma uan IP-agpec: ||

Koy CB:
NorwH agMuHucTpaTopa Ch:

Mapons aaMMHKCcTpaTopa C6:

< Hazan Danee > OTMeHa

Puc. 40. NogkntoyeHne k Cb

Ona nogkntoyeHns k Cb gomkHbl ObITb 3aNoONHEHbI cnegyoLwmne Nons U HaxkaTa KHonka «[aneex:
e Uwmsa unu IP-agpec;

Kntou CB (ecnu 6b1n 3agaH);

JloruH agmuHucTpatopa Chb;

Maponb agmuHnctpaTopa Chb.

Ecnn k Cb He yganocb NoakmniouMTbCH, TO B OKHE MOAKMIOYEHMS MOSABNAETCA COOOLieHne ¢ OLMBKOMN.
OsHakoMUBLUMCL C oLnbKown, crieayeT HaxaTb « OK» 1 NoBTOpWTL NONbITKY nogknioyveHus (Puc. 41).

OwinBra )4
®

Owwnbka murpauywn ¢ Cb! YrkazanHoe nmAa He HAWAEHD B CETK

Puc. 41. Owmnbka nogkntodeHunsa k Cb

B cnyuae, ecnu nogkntoveHve k CB BbINONHEHO ycnewHo, cneayeT OKHO Npouecca MUrpaummn AaHHbIX CO
CMUCKOM BbINOMHAEMbIX OeWCTBMA. 10 Mepe BbINOMHEHWS OEWCTBUI ranoykM B CMUCKe CTaHOBATCA
3eneHoro useta (Puc. 42). [ins 3aBepLUeHns npouecca HyXKHO HaxaTb KHOMKy «[danee».



O MacTep murpaunn ¢ Cepeepa besonacHoctu Dallas Lock va ELLY Dallas Lock — O *
NMpouecc MUrpaLHn
[NA 33EEPWEHHA NPOLECCE A0KANTE BRNOMHEHMA BCEX ASACTEMA W HEMMUTE KHOMKY <lanses
MoayueHwe cTpyKTYpel joMeHa BesonacHooTk
MonyyeHre NOANTAK
MonyqeHne yHETHBIX 3aNWCed
Co3ganue CTpyKTYpBl JoMeHa BE3ONACHOCTI
PErncTpauma yHeTHbIX 3anuced

TMpUMEHEHWE SHAYEHNA NOANTHE

O & 0 & 0 0 0

OTnpasxa pervcTpaunoHHbX AaHHbIX Ha Ch

Puc. 42. MNpouecc murpauun ¢ Cb Ha ELLY

Mocne Toro, kak ELY oTnpaBuT pernctpaumnoHHble gaHHble Ha Cb, 0TKpoeTcs OkHO BBOA4A KNMeHTOB (Puc.
43). Ans Toro, 4Tobbl 3aKPbITb MAcTeEP MUIPaLIMK, HYXKHO HaXaTb KHOMKY «3aBepLUnTbY.

O MacTep murpaumm ¢ Cepeepa BesonacHoctw Dallas Leck Ha ELY Dallas Lock - O *

Beog KNHEHTOB
[na Toro, 4Tobbl 33KPEITE MECTED MMMDALMH HEKMUTE 33BepLUIMTE

Hauanca $oHOBbIF Npouecc BBoAa KAMeHTOB B ELLY, KOTOpbIFA MOXET 3aHATh ANMTENbHOE BpemA. BBoa
KAMEHTOB OCYLUECTBAAETCA UYEpes MexaHWMsm CHMHXpoHusauwmw. [pu aieayroweld cuHxpodmsaumm c Cb
knueHT EyneT eeiBened w3 b Cb v eeeger B A6 ELLY.

Ecnw Ha Cb He HacCTpoeHa nepuojvueckans  CHMHXPOHWM3aLUMA, HE‘DED(D,B,HMD 3anycTiuTe nNpouecc
CHHXPOHWM3aUMK NMPWMHYAWTENBHO. HPDLLECC EBOAA KIMEHTOB MOXHO OTCIedWMTe Ha BKNaake «CBOAKa» Ha

ypoeHe [b.

Puc. 43. OkHo BBOJA KITMEHTOB

Beopg knueHTOB ByaeT ocylecTBnAaTbCA B POHOBOM pexunme. Ha koHconn ELLY gaHHbIM npouecc MOXHO
oTcrneautb Ha Bknagke «Csogka» Ha ypoBHe OB (Puc. 35). HaxaB «lMogpobHee», OTKpbIBA€TCA OKHO
«CoctosiHme murpauumn» (Puc. 44). laHHOe OKHO coaepXuT Tabnuuy ¢ nonsamu:
e «CosgaHo» — coaepXuT MHopMauuo 0 AaTe M BpeMeHU Havana murpauun, Takke B JaHHOM
nore COAepXuUTCS UKOHKa, KoTopas yKkasblBaeT Ha cTaTyCc Murpaumu;

o @_ MUrpaums 3aBepLUeHa YCMEeLIHO UMW NPUHYAUTENBHO;

o — Murpaums B npowecce;
e «BbInonHeHo» — coaoepPXUT MHpopMaLMo 0 AaTe U BpEMEHN OKOHYaHUs Murpaumu;
e «WNwmsa Cb» — ums cepBepa 6e3onacHOCTH, C KOTOPOrO NPOUCXOAUT MUIPaLIMS;



«KonnyecTtBo knveHTOB, Murpupytowmx Ha ELIY» — nokasbiBaeT KONMYECTBO MUMPMPOBABLUNX
KIUEHTOB K obLLemMy ymcny knueHtoB Ha Cb;

«CTtaTyc» — nokasbIBaeT COCTOSHME npoLecca murpauun: «YcneLuHo 3aBepLueHay, «B npouecce»
unu «lMprHyauTensHoe 3aBepLUEHnEY.

[aHHbIN NpoLecc MOXHO NMPUHYAUTENBHO 3aBEPLUUTL, HaXaB KHOMKY «[1puHyaMTensHoe 3aBepLueHue». B
crnyyae npVHYOUTENbHOrO 3aBepLUeHus npouecca Murpaumuv, ewé He BBedéHHble B ELY knmeHTh
ocTaHyTcs B coctaBe gomeHa Cb, a Bce Hencnonb3oBaHHbIe WaboHbl C HAaCTPOMKamMu KNMeHToB ByayT

yaaneHbl.
O CocToAHne Murpauumn >
Cozpano *  Boinonneno Wma Cb Konunuecreo kamentos, murpupyrowmx Ha ELLY Cramyc

DESKTOR-IMALIEOD 0 1z 1 Mo
VESR TUF-IMIAUTUZ W HE L Rk

DESKTOP-IMAUFQS 0 u=1 B npouecce

3akpbiTh

Puc. 44. OkHO COCTOSIHUS MUrpauunmn

Mpu HaxaTum KHoMKU «[loapobGHee» OTKPbIBAETCS CMUCOK KIIMEHTOB C AeTanbHON MHdOopMaLmen o tune
MOZYMs M 0 pe3ynbTaTe MUrpaLumn Kaxaoro KnmeHTa, B T.4. B 3TOM crnivcke OyayT oTobpaxaTbCsi KNUEHTHI,
KOTOpble Murpauuio He nogaepxmeatoT (Puc. 45). [laHHOe OKHO coaepXnT Tabnuvuy ¢ nonamu:

«CocCTosIHME» — COAEPXKMT UH(OPMALMIO O AaTe U BPEMEHM TEKYLLENO cTaTyca MUrpauum, Takke
B JaHHOM Mofe COAePXUTCS MKOHKa, KOTopas ykasblBaeT Ha cTaTyC MUTpaLuu:

o @ MUrpaLms KNneHTa 3aBepLUeHa YCNELLHO;
o — MUrpaLusi KnmeHTa B NPOLEecce;

o o _ MUrpaLms KNMeHTa He 3aBepLueHa Mo Npu4MHe NPUHYAMTENBHOMO 3aBEPLUEHMS CO
CTOPOHbI aAMUHUCTPATOPa UM MUrpaLms KNMEHTa He NogaepKMBaeTCs U3-3a BEpCUN;
«Mmsa APM» — 1Ms MUrpUPYIOLLIETO KIUEHTa;
«Mogynb» — HasBaHne moaynsa C3U;
«CTtaTyc» — nokasbliBaeT COCTOsIHME npouecca murpauum: «Murpauus ycnewHo 3aBepLueHay,
«OxngaHue murpauun», «lMpuHyouTEnbHOE 3aBeplueHne Murpaumm» unun «Tekywasi Bepcus
KIMEHTa He noaaep>XMBaeT MUrpaumio».

KHonka «CoxpaHuTb» NO3BONSAET BbIrPy3nTb B dann CN1COK KNUEHTOB ¢ nHdopmaLmen o murpauuu. MNone
«llouck...» No3BoNSET OCYLLECTBUTL NOUCK N0 uMeHn moaynsa n APM. MHdopmaumio MoxxHO dunnbTpoBaTh
no TUNy MoAyrnemn n ctaTycy Murpauun, a Takke CopTupoBaTb Mo ctonbuam.



O Cocroanme murpauyun X

CNELLHO 33BEPLUEHA

Cocrosnmne ¥ Wms APM Craryc

& 150 17 Murpauus ycr

O 15,0 uc Mwurpaums ycnewHo 3asepLueHa
0 1 ucc-lin-4 Murpauus ycnet

& 15 Murpauus ycnet

O 5 Murpauns

@ 15 Murpauus

Q Murpauums

Q 15 Murpauus ycnet

& 15 yCMELIHO 33BEPLUEHA
& 15 yCMELLIHO 33BEPLLEHE
@

o

o 15

o "

CO:.'PSH“Tb m 33’(!3'3"“:

Puc. 45. CocTosHne murpauunn. Bknagka «lMogpobHee»

4.6 MapameTtpbl ELLY

4.6.1 HacTtpownka MHUMAEHTOB 6e3onacHOCTU

MpumeyaHue. Hactponka uHUuaeHTOB 6e30nMacHOCTM AOCTYNHA Ha pasHbiX YPOBHSAX
aepesa [domeHa 6esonacHocTu. [py u3MEHEHWM HacTponkn OTobpaxeHuss Ha nobom
ypoBHe [1B, naMeHeHns pacnpocTpaHaTCcs Ha oToOpaXkeHne Bcex ypoBHel [b.

B ELY Dallas Lock npegycmoTpeHa BO3MOXHOCTb MOSb30BaTENbCKOW HACTPOWKUM BU3yanusaumu
avarpaMm WHUMAEHTOB ©e30MacHOCTM U yNpaBrieHWst OMOBELLEHUSIMA B 3aBMCMMOCTM OT MnpuoputeTa
M TMNa cobbiTUA, a Takke peanu3oBaHa BO3MOXHOCTb 3KCMOpTa MHUMAEHTOB Ge3onacHocTu B hann

no KHomnke «3JkcnopTt» (puc. 46).

[na HacTpoMKM M ynpaBneHWsi OMoBEeLLUEHUAMWU, HeOOXOOUMO HaXaTb Ha COOTBETCTBYIOLLYIO KHOMKY

Ha Bknagke «CBoaka» — «HacTpovika nHuugeHToB 6esonacHocTuy (puc. 46).



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

VHLWAEeHTBI BesonacHOCTH

3a neprog,: CeroaHa

I|:| Tonsko HEI‘IDDHHTaHHbIEI

1/2

He MpoWATaHO/BCero

17.03.2022

. SKCnopT . HACTPOFiKM MHUKAEHTOE BEZ0NACHOCTH

Mo KOMHYECTEY 38 NEpHO.

= KonHdecTeo

W

Puc. 46. HacTpovika nHUMaeHToB 6e30nacHOCTH

MpK HaXXaTUM KHOMKK, NOSBMSETCA OKHO «HacTpoiku nHumaeHTos GesonacHocTn» (Puc. 47).

w HacTpofkn MHUKWAEHTOE BEICNACHOCTH

|:| Cucrema
|:| Dallas Lock 8.0 |:| Dallas Lock Linux
[] £n3 Dallas Lock || Dallas Lock €34 B
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|:| CA3 ¥6 Dallas Lodk MKD |:| Lntos besonacHocT WAF Dallas Lock |:| ArendT ELLY Dallas Lock
|:| Kaspersky Security Center

| OYHCTUTE

PaRoTa NP HAPYLWEHWW LENOCTHOCTH

IP sabnokmMposaH. BelcokMit ypoBeHE yrposkl

IP zabnokMpoBaH. HUSKMA ypoBEHE yrposbl

IP safnokMpoBaH. CpeaHWid YpoBEHs Yrpaosbl
Syslog

¥poBeHE Cepbe3HOCTH: 0, Ype3BbiMaiHanA T YaLUMA

YpoEeHb CEpbesHOCTH: 1. Tpeeora

¥poBEHE CEpEESHOCTK: 2, KpuTuueckoe colbimme

YpoBeHE cepbesHoCTI: 3. Owubka
Kaspersky
BupycHan aTaka

Opyrue kpuTruecaae cobbimiA Kaspersky

NMueHzMoHHDE OrpaHKYEHME NPEBbILEHD

OfHoBNEeHWA Moaynefi nporpamt “NabopaTopuk Kanepckoro™ oTo3BaHk

PEA4M OMPEHWMHEHHON DYHKLUMOHANEHOCTH
Cpoik QeACTEMA NMUEHZMM CKOPO MCTEKAET
Cpok 0elcTEMA CepTUGMKETE MCTEK

CTATYW wTnolrTRA HNuTuYerkmi™

Ormena

Puc. 47. OkHo «HacTpoviku nHumaeHToB 6e30nacHOCTU»
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B BepxHen 4acTu OkHa pacnosioXeHo nosne ¢ gunbTpaumen MHUMAEHTOB MHGOpPMaLMOHHOM 6e3onacHOCTH
no moaynsm. Hwxke pacnonoxeHa Tabnuua, cocTtoswas M3 4veTblpex cTonbuoB. B npasom cmonbue
NPUBELEH Criucok docmyrHbIX UHUUOeHmMo8 be3onacHocmu, ANisi KOTOPbIX OCYLLIECTBMASIETCA HAaCTPOMKa.
B rnesom cmonbuye npousBOAUTCS Hacmpolka [puopumemosg npaBuil KOHTPOMS MPUINOXEHUN.
[Ons kaxxgoro mHumpgeHTa 6e30nacHOCTU MOXHO U3MEHUTb NPUOPUTET BbIOOPOM OOHOrO U3 3HAYEHUN.
HocTynHbl npruopuTeTbl cobbITUn: «HM3knny, «CpegHuny» n «BbiCokmMny.

HacTpoviku npMopuTeTOB BNMAIOT Ha BHELWWHWI BUA Anarpammbl «[o npuoputeTy» (Bknagka «Ceogka» —
«VMHUMaeHTLI 6e3onacHOCTY).

B cmonbue «lleem» npousBoanTCa Hacmpolka ueema ceameHmos OJduazpammbl «[1o  Tuny»
(oTobpaxaeTca Ha Bknagke «CBogka» — «MHUnaeHTbl 6e3onacHocTM»). [ns CMeHbl LBeTa MHUuAeHTa
©e30NacHOCTU HYXXHO HaXaTb fEeBOM KHOMKOW MbILIW MO HaBuraTopy LBeTa u BbibpaTh LUBET U3 NanuTpbl
(puc. 48).

Moy
D BriBop ugera *

|

Ton: | 317 |+ KpacHesi: | 201

HHZKMA  cped

»

OCHOBHEIR UEETE

B3ATb UBET C 3KpaHa

L

Nonb30BaTENLCKHE UBETE

Ll

Hac: | 132 |=| JenéHwii: | 97

iF

ke 201 |3 Cumwi: | 170

Ap
HTML: |#c95laa

L] [] . WHWAREHT 3arpy3sM -

MpYMEHKTE OTMeHa

Puc. 48. Bbibop uBeTa nHumaeHTa 6esonacHocTu

QLDEBEIMTb K NoNb30BaTENbIKKMM LUEETaM

<

MHumnpeHTbl 6e30nacHOCTU Ha MOAYNsiX OTCMEXMBAKTCA U COMPOBOXAAKTCHA cuUrHanusauuen Ha ELLY
Dallas Lock. Ha MK c 3anyweHHon KoHconbto ELLY BOCnpousBoanMTCsi 3BYKOBOW CUrHam O COObITMM
©esonacHoCTM 1 BbIBOAUTCS BCMMbIBatoLLee coobLieHne B obnactu ysegomneHun (puc. 49).

CobkiTMe 6e30nNacHOCTH

Puc. 49. YBegomneHue o cobbiTnn 6€30nacHOCTM Ha Moayne



[ns exnoyeHUs coobleHUs, B CTPOKE, OTHOCSALLENCS K JAHHOMY TUMy COBbITUI, HY)KHO NOCTaBUTb doniar
B cTonbue «OnoseweHue» (OKHO «HacTpomkM WHUMOEHTOB 6e3onacHocTwu»). s omkoYyeHus
coobLeHus Heobxoaumo y6pams ¢hrae.

Mo ymonuaHuio Npu OTKPbLITUM OKHa OTobpakalTcs BCe KaTteropuu B andaBuTHOM nopsigke. [pynnbl
kateropun «Kaspersky», «Syslog» Bceraa HaxoaaTcs B KOHLLE CnMCKa.

4.6.2 MapameTpbl knactepa Ab

Mepen Tem, Kak co3gaBaTtb knactep cepeepoB b, AIB HeobGxoaMMo MpoM3BECTU MOArOTOBUTESNbHbIE
JencTBus:

1. Y6eantbcs, 4TO Ha Bcex OyaywimMx cepBepax kKnactepa MnpaBUNbHO HACTPOEHO MNOAKMYeHne
K DNS-cepsepy.

2. KoppekTtHo HacTpouTe DNS-cepBep — Ha KaxxgoMm OyayLuem cepBepe Knactepa SOJIKHO BO3BpaLLaThCs
KOPPEKTHOe, NOMHOCTLIO onpedeneHHoe, uvs gomeHa (FQDN) kaxxgoro cepeepa, N0 KOTOPOMY NOTOM
OyayT BBOAMTBCS U paboTtate mogynu DL.

3. PekomeHOyeTcsi MpPOU3BECTM CUHXPOHU3ALMIO BPEMEHU CEPBEPOB KracTepa (BPYYHYH wWnnv npu
ucnonb3oBaHun cepeepoB NTP).

4. Hactpoutb 6a3y AaHHbIX PostgreSQL Ha BHeLHWe NOAKMYEHUs, a Takke HacTpouTb CBA3b Mexay b4
n Bcemu APM, koTopsle ByayT BxoauTb B knactep. [4na aToro Heo6xoanmo:

e pnobasuTtb B chann pg_hba.conf (koTopbin HAXOOUTCSA B OAHOM M3 KaTaroroB, KyAa yCTaHOBIEHa
6a3a gaHHbIX) crnegyoLLyo CTPOKY:

«# IPv4 local connections:
host all all 0.0.0.0/0 password»

OT0 no3BonuT paspelwnTb nogknodeHne kK PostgreSQL ¢ nwoboro agpeca, Ans NOAKIHOYEHUS
c IPv4 apgpecoB k niobon B[], nobbim nonb3oBatenemM (MM HACTPOUTb OFPaHUYEHHbIN OOCTYnN
Tonbko ¢ cepeepos ELLY Dallas Lock);

e packoMmMmeHTMpoBaTb B hanne postgresql.conf cnegyoLyto CTPOKy:
«listen_addresses = "*"»

9710 no3sonut PostgreSQL oTBeyaTtb Ha noboM MHTepderice cepepa (UnNu HacTpoutb paboTy
Ha onpefeneHHOM CeTeBOM MHTepderice, AOCTYNHOM Mno ceTu ¢ cepsepa ELLY Dallas Lock);

e co3gaTb OTAeNbHYl 0a3y OaHHbIX M ydeTHy 3anuck B PostgreSQL gna ELYY Dallas Lock,
BbINONTHWMB KOMaHAbl B kKOMaHaHoW ob6onoyke SQL Shell (psql):
«postgres=# create database <6asa_0aHHbIX>;»;
«postgres=# create role <admuH_6a3bl_0aHHbIx> with login;»;
«postgres=# \password <admuH_6a3bi_0aHHbIX>;»;
«postgres=# grant connect, create on database <6a3a_daHHbix>to <aOMuUH_6a3bl_0aHHbIX>;».

MpumeyvaHue. [aHHble OEWCTBMA MOXHO CAenaTtb, YCTAHOBMB rpadUuecKylo yTUnuTy
pgAdmin, npegHasHadeHHyto Ang 6onee ygobHoro agMuHucTpuposaHus PostgreSQL, uem
KOMaHAHasi CTpoKa.

Mocne cosgaHuna knactepa cepsepoB b AUB gomxeH y6eantbcs, uto B KoHconun ELLY otobpaxatotcs
KOPPEKTHbIE MMEHa cepBepoB knactepa. Ecnu xe B KoHconu ELLY oTobpaxatotca HekoppekTHble FQDN
UMeHa CepBepoB, TO HE0HBX0AUMO:

1. BbiBecTu npobnemHbIn cepBep 13 knacTtepa Ob.
2. KoppekTHo HacTpouTb DNS 1 npoBepuTb HAaCTPOMKN CEPBEPOB KracTepa.
3. lNoeToOpHO BBECTU cepBep B knactep Ab.

BHumanue! CosgaHue knactepa cepepoB [1b BO3MOXHO TOMbKO NpU UCMNOMb30BaHUM 6a3bl
AaHHbIX PostgreSQL.



!
!

MpumevaHue. [locne pasBopaumBaHus knactepa cepsepoB ELY Dallas Lock
He JonycKalTCs U3MEHEHUs1 HacTpOoeK CeTeBbiX adanTepoB, CETEBOr0 MMEHW CepBepa,
FQDN wmeHn B3anvcn DNS-cepBepa u pobaenenHne DNS-3anucelt, cBsi3aHHbIX
¢ cepsepamu ELLY Dallas Lock, T.k. 3T0 MOXeT noBne4yb HepaboTOCNOCOOHOCTL KnacTepa.

MpumeyaHue. Ecnu B knactepe ELLY Dallas Lock HeKOppeKTHO HAacTpOeHO pacno3HaBaHue
FQDN wumeH cepsepoB ELLY Dallas Lock — nepeHoc n coxpaHeHue KoHdwurypauuu
ELLY Dallas Lock moxeT He paGoTaTb.

[lna BBOOA cepBepa B COCTAB KnacTtepa AOCTaToO4YHO, 4ToObl AV ¢ nuueH3nen Obin NOAKITOYEH:

K OOHOMY 13 CEPBEPOB, BXOASLLMX B COCTaB Knacrepa;
unm
K TOMy CepBepy, KOTOPbIi BBOOUTCSA B COCTaB knacrepa.

Beopa B knactep [1b B npouecce yctaHOBKMU

!
!

MpumeyaHwme. lpu co3pgaHmm knactepa OB Heobxooumo wucnonb3oBaTb OOUHAKOBbIE
Bepcun ELLY Dallas Lock.

Mpumeyanwme. Ecnun Ha yganeHHoM cepBepe ELLY, kK koTOpomMy Npon3BoanTCA NOAKMYEHne,
yCTaHOBMeHa AemMoBepcust NpoaykTa, To gobaeneHune y3na B knactep cepsepos ELY Dallas
Lock ©6yaeTt HegocTynHO.

Ons pobasneHns yana B knacTtep cepeepoB [1b B npouecce ycTaHOBKM HEOBXO0AMMO:

1. 3anyctutb npouecc yctaHosku ELLY Dallas Lock.
2. Ha ware «Bbibop Tuna gomeHa» BbiGpaTb NyHKT «CepBep pennukauun» (Puc. 50).

O Macrep ycranoskwm - ELLY Dallas Lock bt
Buibop Tna gomeHa @
BriBepuTe TMN cozgaEaemoro 4oMeHa

() Aomen BezonacHoctk

CozaaHwe Hoeoro JomeH BezonacHocTu

O NoguvHEHHLIA AomeH BezonacHocTH

CozjaHne HOBOro JloMeHa Be30NacHOCTH, BKNHIYEHHOID B COCTAE
CyLLecTEyHOLWEro [ameHa Ge3onacHocTi

O
OgugC)
O
OgugO)
0 ® Cepeep pennukaymu
0‘_‘0 JoGaeneHwe y3na B KnacTep cepeepok ELY

< Hasap Hanee > Otmena

Puc. 50. Bbibop Tuna co3gaBaemMoro JomMeHa




3. Bapatb napameTpbl rnasHoro A6 (puc. 51):
e agpec rnasHoro [1b;
e kntod goctyna k Ab.

O Macrep ycranoekm - ELY Dallas Lock *
MapameTpbl yaan&éHHOTo cepBepa @
YKaxuWTe NapamMeTpsl yianéHHoro cepeepa

Appec rnaenore [JB:

Knru goctyna:

< Haszag OTmeHa

Puc. 51. MapameTpbl yaaneHHoro cepeepa

4. [Nanee npogomkutb yctaHoeky ELLY Dallas Lock.

5. lNocne 3aBeplleHNsi YCTAaHOBKM Ha cepBepax knactepa ELY Dallas Lock Ha Bknagke «CBogka» —
«NHdopmauns 06 obbekTe» nosaBMTCA MMs 4obaBneHHOro yana.

Beopa B knactep [1b nocne yctaHOBKU

BHumaHume! NMpu BBoAE B knacTep b Tekywero cepepa ELLY Dallas Lock 6yayT notepsiHbl
paHee pgobaBneHHble B HEro MOAYNN N HAaCTPOWKKU, U Ha3HAYEeHbl HACTPOMKN CepBepa Unu
knactepa cepsepos ELLY, B [1b kOTOpbIX NponcxoauT BBOA,.

Ona wnameHeHus HaCTpoOeK Knacrtepa IOb nocne YCTaHOBKMU Heobxoanmo OTKPbITb J1aBHOE MEHI0

KoHconun ELLY E — «[lMapameTpbl knactepa Ab».

B okHe «[apametpbl knactepa Ob», BBecTu Tekywun cepsep ELLY Dallas Lock B knactep OB ang
pennukaumm (puc. 52).

U MapameTpel knactepa Jb X
MmA gomeHa:

OomeH BesonacHocTh

Beoa B knacTep Ab:

Cepsep: || |

Kno4 gocTyna:

Beectn

3aKpeiTe

Puc. 52. NapameTpbl knactepa b



Mocne 3anonHeHusi AaHHbIX rnaBHoro cepBepa [B Haxatb kHomky «Bsectuy». [danee nosiBuTCS
WHpopmaLmoHHoe coobLleHne o6 ycnewwHon peructpauum cepeepa (puc. 53).

U Pervcrpauma B knacrepe B >

Cepeep yCNELWHD 33pErMCTPWPOEAH,
KoHcone BygeT nepesanyLyeHa.

Puc. 53. CoobLyeHne o peructpauun B knactepe b

KoHconb ELLY 6yget nepesanyuweHa. 3ateM Heobxooumo 3apeructpupoBath ak3emnnsp KoHnconu ELLY
Kak npu nepeom 3anycke (CM. «3anyck koHconu ELLY») 1 nogknioumTbCs K cepBepy.

Ha yposHe [1b (Bknagka «CBogka» — «MHdopmaumusa o6 obbekTe») 0ToOpasaTcs MMeHa BCEX CEPBEPOB
knactepa ELY Dallas Lock, a Takke OyayT paccuyuTaHbl KONMMYECTBEHHbIE OrpPaHUYEHUs NULEH3UN,
cornacHo ocob6eHHOCTAM Ha3HayeHus KBOT AN gomeHa (cm. «OcobeHHOCTH NNLEH3MPOoBaHNs knactepa

OB6») (puc. 54).

MH@OPMALINA Ob ObbEKTE

Cepeepa knacTepa ELLY WIN-1QEA18DUV11: 17300, obad-win2016-34: 17300

FPoguTensckmia gomed  Het

NAPAMETPBI NMLUEHZHHA MNoapobree

ARM 0 /499333

CeTeBble YWTPoHCTEa 0/ 493939

MogYKHEHHBIE AOMEHbI 0 /493939
ELLY DALLAS LOCK Mcnonesyemsle | Bcero

Puc. 54. Hopmauus o knactepe cepBepoB
BbiBog cepBepa us knactepa Ab

Ons BbiBOga cepsepa u3 knactepa [Ob Heobxognmo oOTKpbITb rnaBHoe MeHio Kowconu ELLY E —
«[lMapameTtpel knactepa Ob».

MosiBuTCA OKHO «[apameTpbl knacTepa [b», U3 cnucka cepBepoB KnacTepa BbibpaTb cepBep AN BbiBOAA
n HaxaTb «BbiBecTu» (puc. 55). Nosasutca coobuieHne o6 ycnelHom BbiBoge cepBepa u3 knactepa ELLY
Dallas Lock n ganee KoHconb ELY nepesanyctutcs.

) [NapameTphl knacrepa /b

Wma pomeHa:

[omeH BesonacHoCTK

CrnucoK CEpeepoe:

Cepeep Cratyc
obad-win2016-34:17900 Jocrynen
WIN-TOEATEDUVIETTI00 doctyned

BeisecTH

3aKPpEITE

Puc. 55. Cnucok cepepoB knactepa b



Mpu wraTtHOM BbIBOAE cepBepa ELLY n3 knactepa ocyliectsnseTcs:

e onoBelleHne cepepoB ELLY B cocTaBe knactepa o BblBOAE CepBepa;

e nepepacnpegeneHne KBOT Mexay cepBepaMy B KfacTepe B COOTBETCTBUM C OCOBEHHOCTAMU
HasHayeHus KBOT Ans AoMeHa (cM. «OcoBeHHOCTN NuLeH3npoBaHus knactepa [16»);

* [epexoq CUCTEMbl XPaHEHUS XXYPHANOB BbIBOAWMOIO cepBepa B NOKamNbHbIA PEXUM;

e cbpoc norvHa v napons y4eTHon 3anvcu admin, a Takke Koga AocTyna K cepsepy;

* 1CYe3HOBeHVe Bcex OBLEKTOB 13 AepeBa OOBLEKTOB.

Ecnu nocne BbiBOAa cepBepa u3 knactepa [1b B pesynbtaTe pacnpegeneHuns KBOT OCTaBLUMECS CepBepbl
nony4yatoT KBOTY Ha [1b Ha MeHbLLee YMcno NogyYnMHEHHbIX OOBEKTOB, YEM yKe 3apermctpupoBaHo B [B,
Takas kBoTa He npumeHsietcs. Knactep OB yHKUMOHMPYET B OrpaHMYEHHOM pexume OO0 MOMEHTa
NPYMEHEHNS NULEH3uNn, obecneynBaroLLier JOCTAaTOUHYO BENWYMHY KBOTbI Anst gaHHoro Ob.

4.6.3 9KCNOPT MHLNAEHTOB 6e30MNacHOCTU

Ons 9KCMNOpPTUpPOBaHUA MHUMNOEHTOB ©e3onacHoCcTu B SIEM-cuctemy HeobxoaAnmo OTKPbITb IMaBHOE MEHI0

KoHconu ELLY — «OkcnopT UNB».
MosiBuTCA OKHO «OkcnopT MB» (puc. 56).

& 3kcnopt B >

JKCNOPT MHUWMAEHTOE BesonacHocT B SIEM-cMCTeMy

DopmMaT; Syslog (RFC 3164) -

Cepeep: localhost
MpoTokon: PN =
MopT: 514 -

Puc. 56. OkcnopT nHuuaeHToB 6e3onacHocty B SIEM

B okHe Heobxoaumo:

MoctaBuTb dnar «AKCNopPT UHUKNAEHTOB 6esonacHocTu B SIEM-cnctemy».
Bbibpatb hopmart akcnopTa.

YKasaTb ceTeBoe NMs cepBepa.

BbiGpaTb NpoOTOKON U MOPT NOOKMOYEHMS.

HaxaTb kHomky «[1puMeHNTbY.

agrwNE

Ecnn npouecc npowen ycnewHo, 4epe3 HEKOTOpPOe BpeMs WHUMAeHTbl 6e3onacHoctn 6ygyT
3KCMopTUpPOBaHLI B BbibpaHHOM chopmaTte Ha SIEM-cepBep.

4.6.4HacTponka KoHdUrypaumMoHHbIX ¢hannos

B ELY Dallas Lock cyuecTByeT BO3MOXHOCTb BbiOOpa HeOOXOAMMbIX TMMNOB 0OBLEKTOB Ans paboThl
B J@HHOM  3K3eMnnspe KkoHcomu. [Insa  HacTpomkm HeobxoguMMO  OTKPbITb  [MTABHOE  MEHH

Konconu ELLY E — «HacTtpolika kKoHUrypaunoHHbix ¢annosy.
MosiBuTCA OKHO «HacTponka KoHUrypauuoHHblx dannos» (Puc. 57).



O Hactpoiika kondurypaunontex ¢aiinos *

BrifiepuTe HeofxoAMMbIE MOAYNM ANA paBoTEl B KOHCOMM:

Common

~ [ Dallas Lock 8.0 VK8
peaakuma-C
MesceTesoid 3kpan
CucTema oBHapy:KEHNA BTOPHKEHNIA
~ [ Dallas Lock 8.0 VK9
peaakuma-C
MesceTesoid 3kpan
CucTema oBHapy:KEHNA BTOPHKEHNIA
~ [ Dallas Lock 8.0 VK10
peaakuma-C
MesceTesoid 3kpan
CucTema oBHapy:KEHNA BTOPHKEHNIA
/13 Dallas Lock MK4
C/13 Dallas Lock MIK5
CA3 ¥E Dallas Lock MKD
~ [ Dallas Lock Linux VK2
MesceTesoid 3kpan
CKH
~ [ Dallas Lock Linux VK3
MesceTesoid 3kpan
CKH
b Dallas Lock C311 BM WK4
CrangapTHan pesakums
PaclumperHan pesakums
Lntoz GezonacHocTn WAF Dallas Lock KD
Lntoz BezonacHoctn WAF Dallas Lock WK1
Arent ELLY Windows
Arent ELLY Linux
Kaspersky Security Center
Kaspersky Endpoint Security

MpHMEHKTE OTMeHa

Puc. 57. HacTporika KoHurypaumoHHbIX annos

B okHe Heobxoammo NpoCTaBUTb qmarm paaoom C obbektamu, c KOTOpbIMU NpeanonaraeTca pa60Ta
B JaHHOM 3K3eMnnApe KOHCOJN.

4.6.5MpuHagnexHocTb K aomeHy Active Directory

Ons obecneyeHns BO3MOXHOCTM peructpauum B [lomeHe GesonacHoctu ELLY Dallas Lock yyeTHbIx
3anucen gomeHa Active Directory 4OmKHbI BbINOMHATHCS CneayoLmne yCroBus:

1. MK ¢ OC Windows, Ha KOTOpOM ycTaHoBrneHa cnyxba ELY, normkeH 6biTb BBeaeH gomeH AD uvnu
ABNATLCHA KOHTpONnepom goMeHa AD.

2. Ha TK ¢ OC Linux, Ha koTopom ycTaHoBneHa cnyxba ELlY, Heobxooumo ykasaTb MOMHOCTbIO
onpegeneHHoe ums JoMeHa.

[nsi npocmoTpa MHopMauum o ToMm, K kakoMy aomeHy AD npuHagnexut ELLY Dallas Lock, Heobxogumo

OTKpbITb rmaBHoe MeHto KoHconu ELLY — «[pnHagnexHocTb k gomeHy Active Directory».
MosiBuTCA okHO «[lMpuHagnexHoCTb kK AomeHy Active Directory» (puc. 58).

U MpuHagnexHooTe K aomery Active Directory x

MoNHOCTED oNpedenEHHoE MMA AoMeHa (FQDM)

secdomain,ad

OTMEHa

Puc. 58. NpunHagnexHocTb kK aomeHy Active Directory



B okHe OynmeT ykasaHO MNOMHOCTbIO onpedeneHHoe umsi gomeHa AD (FQDN). Ecnu cnyxba ELY
passepHyTa Ha K ¢ OC Linux, none ¢ MMeHeM AOMeHa MOXHO OTpe4aKkTUpOBaTb.

4.6.6 MapameTpbl paboTbl

MapameTtpbl pabotbl ELlY Dallas Lock HacTpauBatotca B rnaBHOM MeHio KoHconu ELY E —
«lMapameTpbl...» (puc. 59).

0 Hacrpoiikn X

D MonHoE AOMEHHOE MMA

Cetesoe obopygosaHue
PyA O IP-appec
Moaynm @ Oba cnocoba
Kaspersky
Hyprano OnoBeULEHMA HEADCTYMHOCTH 00bekTa

L1

HacTpoiika yBegomnerii ONOBELWEHWE MPM OTCYTCTEMM CBAZM € obbekTom (B anax): |90

D CHHXPOHW3ELMA CUCTEMHOMD BPEMEHM B AOMEHE fesonacHocTH

Monone3yeMeiil YacoBai NoAc:

@ Cepeepa [ Moayna

D KoHcon
O 3anaHHbIA

MoKasEIBaTE YSCOE0A NOAC B OTMETKEX EPEMEHK

MpeqynpemraeHIaA:

MpeaynpexaeHuii apermo: 0 BocecTanoBnTe NpeaynpesaeHra

Puc. 59. Obwue napameTpsl

O6wme napameTpbl paboThbl

Ha Bknagke «O6wme» HacTpanBaroTca napameTpbl, 06Lwme ans Bcex oobekToB [b.
B naHHOM okHe gocTyneH Bbibop ucnonb3dyemoro cnocoba nogkntoyeHus k cepsepy ELLY Dallas Lock:

e  MOSIHOE JOMEHHOE NMS;
e |P-agpec;
e 06a crnocoba ¢ NPMoOPUTETOM NOAKMHYEHUS NO:
e  MOJIHBIM JOMEHHBbIM UMEHaM;
e |P-agpecam.
B okHe npou3BoamTcHa HacTponka napameTtpa «OnoBeLLeHne HegOCTYNHOCTM 0ObeKTa» C BO3MOXHOCTbIO
OTKINIOYEHUSA/BKIIOYEHNST JAHHOrO MapamMeTpa U YCTaHOBKM 3HaYeHWs Cpoka B [HSX, MO UCTEYEHUIO
KOTOPOro nocTynaeT OnoBeLleHne 06 OTCYTCTBMM CBSI3N C OOBEKTOM.
YcraHoBka chnara ang napameTtpa «CUMHXpPOHM3aUMsi CUCTEMHOIO BPEMEHU B AOMeHe 6e30nmacHOCTM»
BKIMOYaeT CUHXPOHM3ALIMI0 CUCTEMHOIO BpEMEHU Ha BCcex Moaynsx, Bxoasuwmx B coctas b ELLY Dallas
Lock.
MapameTp «Mcnonb3yembili 4acoBOM NOSIC» MO3BONSAET BblIOpaTh MCTOYHUK YACOBOro nosica ¢ NMOMOLLbHO
paguokHONkKM co 3HadeHunamu: «Cepsepa/moaynsa», «KoHconmm» un «3apaHHbii». Takke napameTp
«Mcnonb3yemMbii  4YacoBow MNoOAC» NO3BONSET 3adaTb BMA OTODOpaXeHUs BpPeMEHW B KypHanax
KoHconu ELLY.



Takke ecTb BO3MOXHOCTb BOCCTAHOBWUTbL CKPbIThble NMpeaynpexaeHusl, HaxaB Ha KHOMKy «BoccTtaHoBuTb
npeaynpexaeHns».

MapameTpbl ceTeBOro o6opynoBaHus

Ha Bknagke «CeTeBoe obopygoBaHue» 3agaeTcsl NepuMoanyHOCTL MPOBEPOK CETEBOro 06opynoBaHMS
no npotokony SNMP n SSH (puc. 60).

©J Hacrpoiikn X

OBuwme MeprodWHEckan NPOBEPKa AOCT YTHOCTI

. MepUogMYHOCTE NPOBEPKK AOCTYIHOCTH (B MUHYTaX): | 60

MeproaMHECcKan NPOSEPKE LENOCTHOCTH

ik

Moaynn
MepUogMYHOCTE NPOBEPKK LENOCTHOCTH (B MuHYyTax): | 360 =
Kaspersky
Kyprano OBHoBNEHWE KOHBMI YPALMOHHEIX Baiinos CeTeBsIX YCTPOHCTE

Hactpoiika ysegomnesui

Syslog-cepeep:

i»

Mpuem UDP-coofuyeHmiil, nopT: 514

D Mpuem TCP-cooBueHwid, NopT:
DUNLTPELMA COoBLLEHKMA N0 BEKHOCTH
[¥posetb 0] YpessbbaiiHan ciTyaLms
[¥posexb 1] Tpesora
[¥poBeHb 2] KpuTHyeckoe cobbimie
[¥poEeHe 3] Owwbka
[¥posexs 4] MpegynpexaeHne
[¥poBeHs 5] YEegomneHme
|:| [¥poseHb 6] MHbopMalwoHHoe coobieHme

I:I [¥posets 7] OTnaaoqHoe coobluenmre

m OTrYIIEHa

Puc. 60. MNapameTtpbl SNMP 1 SSH

JocTynHbl cnegytowue napameTpbl:
e MEepPUOAMNYHOCTb NPOBEPKU AOCTYNHOCTU (B MUHYTax). JaHHbI napameTp nNpuvHUMaeT 3HaYeHUs
oT 10 MunHyT 00 31 gHA (44 640 MUHYT), 3HaYeHWe No yMmon4aHuio: 60 MUHYT;
®  NEepuoaMYHOCTb MPOBEPKM LENOCTHOCTU (B MUHYyTax). [aHHbIN napameTp NpuHMMaeT 3HayeHus
oT 10 MmuHyT 8o 31 gHA (44 640 MUHYT), 3HaYeHne No ymon4yaHuio: 360 MUHYT.

MononHuTte Basy koHdwurypauun ELLY Dallas Lock, T.e pobaButb He ykasaHHble B ELLY Dallas Lock
COOTBETCTBUS WNOEHTUUKATOPOB ceTeBbIX YcTponcTB (SysObjectiD OID) u ux mopenerh MOXHO
cnegylwmumm cnocobamu:
1)OTtpepakTupoBaTb BpyyHYyto dhann extra-ids.ucNetworkCfg, koTopbii pacnonaraeTcs:
e B OC Windows: C:\Program Files\UCC\share\snmp\extra-ids.ucNetworkCfg;
e B OC Linux: /opt/lUCC/share/snmp/extra-ids.ucNetworkCfg.
2)[Mo 3anpocy B cnyxbe TexHuyeckon nopaepxkn (helpdesk@confident.ru) MOXHO nonyyYnTb
o6HoBrneHnss basbl koHdurypaumii ELLY Dallas Lock. [Ons npyMeHeHUs1 MNOMny4YeHHbIX OOHOBMEHWUNA,
HeoOXoOMMO yKa3aTb K HMM NyTb B pasgene «OGHOBReHWe KOHMUrypauuoHHbIX (anroB CeTeBbIX
YCTPOWCTB».

Hwxe JocTynHbI cnegytolme HacTpokn Syslog-cepsepa:

e  BKIIOYEHME/BLIKMIOYEHME C NOMOLLbIO Yekbokca npuema Syslog-coobeHnii no UDP-npoTokony
N Ha3HayeHe cooTBeTCcTByOWero nopta. o ymMonyaHuio 4ekDOKC BKITHOYEH, MOSie «MNopT»
aKkTUBHO, ycTaHoBnNeH 514 nopr;

e  BKIOYEHUE/BBLIKIMIOYEHNE C NMOMOLLBLIO Yekbokca npuema Syslog-coobuweHunii no TCP-npoTtokony
M Ha3HayeHve cooTBeTcTByOWeEero nopta. Mo ymonyaHuio 4YekDOKC BbIKIMIOYEH, MOMe «MnopT»
HeakTUBHO, ycTaHoBneH 1468 nopr;

e HaACTpOWKa YPOBHEN BaXXHOCTM coobuieHnn (Tabnuua 3), 06paboTKy koTopbix ELY Dallas Lock


mailto:helpdesk@confident.ru

OOIKeH ocylecTBNATh. [10 yMonyaHuio BKIOYEeHbl YeKDOKChI Ans ypoBHewn 0-5.
Ta6bnuua 3. Knaccuduvkaumsa ypoBHen BaxXHOCTU coObiTun B Syslog
3HayveHue YpoBeHb cepbe3HOCTH OnucaHue

UpesBblyanHasa cuTyaums

0 . Cuctema He paboTtocnocobHa
(emergencies)
1 Tpesora (alerts) Heobxoanmo cpovHoe BMeLIaTenbLCTBO
Kputnyeckme cobbitns
2 v Kputunueckme cobbitna o coctosHum CY
(critical)
CoobLeHuns 06 owmbkax
3 Hl YcnoBus owmbku
(errors)
BceBo3amoxHble
4 . YcnoBusi npegynpexaeHuns
npegynpexaeHus (warning)
HopmanbHble, HO BaxHble YCrioBuS (He SIBNSAOTCA
5 BaxHble yBeaoMneHus OLUMBOYHBIMWU COCTOSHUSIMU, HO TpebytT ocoboro
(notifications) ’ pedy
BHMMaHWS)
6 WHdopmaLmoHHbIe WHble MHOPMAaLIMOHHbIE coobLLeHus, He
coobuweHus (informational)  Tpebyowme ocoboro BHUMaHNS
7 OTnagoYHble COOBLLEHNS CoobeHus cogepxar nHopmaumio,
(debugging) NCMNonb3yeMyto TOMbKO Npu OTNaake

MapameTpbl paboTbl Moaynen

Ha Bknagke «Mopgynu» 3agaeTtcsi nepuognyHocTb cbopa KypHanoB u cuHxpoHusaumm ELLY Dallas Lock
¢ mogynsmu (puc. 61).

) Hacrpoiikn X

Obwme MNepuog chopa #yPHANos © Moaynei:

Kaspersky 3 HiH.
Kyprane!

HacTpoiika ysegomaeHnid

m O rena

Puc. 61. NapameTpbl Mogynen

Mepuopa cbopa KypHanoB ¢ MOgYrNen U NepPUOA CUHXPOHM3AUMM MOTYT NPUHUMATL 3HAYEHUs OT 5 MUHYT
no 1 Hegenu n «Hukorga». 3HayeHne No ymonyaHuio — «Hukorgar.

3HauyeHns gaHHbiX napameTpoB AVB gomkeH 3agjaBaTb B 3aBMCUMOCTM OT Harpysku CeTu, 4acToTbl
BHOCUMBbIX U3BMEHEHUN 1N KONTMYECTBA NOOKITFOYEHHBIX MOAYIEN.



Mocne ycTtaHoBkM ¢hnara «PaboTa ¢ oTdyeTamu» BO3MOXHO HACTPOUTb MEPUOOMYHOCTbL NPOBEPKM
LenocTtHocTn otyeToB moaynen AreHT ELLY. Nepuog npoBepkn MOXET NPUHMMATb 3HAYEHUS OT 5 MUHYT
0o 1 Hegenw. No ymonyaHuio pyHKUMs «PaboTa ¢ oT4eTaMmn» — OTKIMoYEHa.

MapameTpbl Kaspersky

Ha Bknagke «Kaspersky» (puc. 62) 3apgaetcs nepvogvyHOCTb cOopa KypHanoB W CUHXPOHWM3ALUM
c cepBepoM Kaspersky Security Center (KSC). lNMepuog cbopa xypHanoB ¢ cepBepa KSC u nepuopg
CVYHXPOHM3aUUM MOTyT MPUHMMAaTb 3HadyeHus oT 5 muHyT go 1 Hegerm u «Hukorga». 3HadveHue
no ymonyaHuio — «1 4.».

J Hacrpoiikn x
OBwme Mepwoa chopa ypHanoe © cepeepa KSC:
Cetenoe obopygosanne TMEpHoa CHHXPOHM3ELAM © cepeepom KSC: SRER w
Mogynu
KypHane!

Hactpoiika ysegomnerni

Puc. 62. NapameTpbl Kaspersky

MapameTpbl XpaHeHUst XXypHanoB

Ha Bknagke «>KypHanbi» (puc. 63) oTobpaxaeTcs MHpopmauus o TekyLem cnocobe xpaHeH s XXypHanos,
BbIGpaHHOM B NpoLecce yCTaHOBKM, a Takke BO3MOXHOCTb peAakTMpoBaHus crnocoba xpaHeHu s XXypHanos
yXe Ha yctaHoBneHHoM ELLY Dallas Lock.

Mpu BbIGope «Mcnonb3oBaTth PostgreSQL» HEOBXOAMMO 3anoNHUTL MONs:

agpec cepBepa,;
nopT NOAKIHOYEHMS;
uMs 6a3bl OaHHbIX;
UMS1 Nonb3oBaTens;
naporb.

Mpu BbIGOpe «Mcnonb3oBaTh BHYTPEHHIOK CUCTEMbI XPAHEHMWSI» 3aMOIHATL MOMS HE HYXXHO.
Mo ymonyaHuto BbibpaHo 3HaveHne «cnonb3oBaTb BHYTPEHHIOK CUCTEMY XPAHEHUSI».



J Hacrpoiikn >

Dfwme (®) Nnonb30BaTh BHYTPEHIOK CUCTEMY XPEHEHUA

':::' WcnonbsoBate PostgreS0L
CeTesoe ofiopynosaHie
Moaynm
Kaspersky

HacTpolika yeeaoMneHmMi

MPHUMEHKTE OTHEHE

Puc. 63. NapameTpbl XpaHeHMs XypHanos

Hactponka yBegomneHun

Ha Bknagke «HacTtpoiika yBegomneHuny (puc. 64) MoXHO onpefenutb KOMy 1 OT Koro OyaeT oTnpaBrneHo
nncbMo, Takke 3agatb TEMY NMUCbMa U €ro TekcT. [iNs peAakTupoBaHus BKNagku Heobxoaumo yCTaHoBUTb
donar HanpoTuB cTpokn «OTNpaBnATb yBeJOMIIEHMA» (MO YMOMNYaHuio orar He BbiCTaBneH). Tema u TekcTt
nnucbMa 3aaHbl N0 YMOMYaHUIo.

B none «KntouyeBble cnoea» Heob6XxoAMMO 3anofHWUTb NOMS:

e cepBep;
e 1opT (N0 ymonyaHuio — 25);
e nonb3oBaTerb;
e Maponeb.
B ctpoke «llndpoaHne» BbIOpaTb HEOOXOANMbBIN BapuaHT N3 NpeasioKeHHbIX:
e SSL/TLS;
e STARTTLS;
e Her.

npOBepVITb MMCbMO N TOYHOCTb YKa3aHHbIX OaHHbIX, MOXHO C MNMOMOLUbK TECTOBOro nuncbma, HaxaB
Ha KHOMKY «OTFIpaBVITb TecToBoe nNnucbMo». lNocne Bcex HaCTpPOEK HaXaTb ((rlpl/IMeHI/ITb».



EgouHbin ueHTp ynpasneHns Dallas Lock

MHCprKLWIFI no ncnosib3oBaHUKO

g HacTpoiikn

| Obwme

| CeTesoe oGopygoBaHne

| Kaspersky

|
|
| Moaynn |
|
|

| KypHansi

Hactpoiika ysegomaeHi

OTNPaENATL YEEAOMNEHWA

Konmy: |

OT Koro: |

Tema:

|I'Ip0|430Luen MHLILEHT Bes0nacHocT |

TexcT nuceMa:

MpoU3oWEN MHUMAEHT BE3onacHoCTK:

MMa aomeHa: YouMA AoMeHa Yo

OnucaHme cobbmua: Yocobemue %

BpemA perMcTpaUMd CoBeITHA: YRBpEMAY:

APM: YoAPM %

Moayne: YeMogyns%s

PezyneTaT: %epesyneTat %

[ononHuTensHas MHbopMawa: Yeaon, uHd, %
MpropuTeT cobbmua: YenpHopuTeT Y

Knio4essie Cnosa

Cepsep: |

| MopT: |25

-

MNonbsoBaTens: |

MNapone:

@ |

LUbpoBEaH1e:

OTnpasuTe TECTOBOE NNCBMO

() sstms () sTARTTLS (@) Her

OTtmena

Pwuc. 64. Hactpoiika ysegomneHumn
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5 [OOMEH BE3OINACHOCTMU ELLY

Ha ypoBHe 16 B aepeBe ob6bekToB KoHconn ELLY dopmmpyetcs Habop BkNagok ans obuiern HacTpomkm
napameTpoB 6e3onacHocTn ans Bcero b n ona Bcex nogyYnHeHHbIx o6bekToB gaHHoro [b. MNpu BuiGope
onpegeneHHon BKMagku MNOSIBRSieTCS BO3MOXHOCTb NpocMaTtpuBaTh WM pedakTMpoBaTb NapameTpbl
6esonacHocTu. [lpu BbigeneHun Bknagok 4depes Ctrl/Shift MmoxHO coBepLUMTb rpynnoBble onepauuu
0BHOBNEHNs UK yaaneHus.

5.1 Csopka gnsa b

[ns ynobctea paboTbl BO3MOXHO y3HaTb obLiee coctosiHue Beero [1b, AaHHble cBeaeHus otobpaxaroTcs
Ha Bknagke «Csogka» (Puc. 65).

9 o Y Q Ceofka
[LlOMEH BE30NacHoCTH
. WNHdopmauns 06 obbekre v
v (3 HEPACTPEMENEHHBIE OBbEKTHI AEficTBYA
= DESKTOP-IMAUFQY Cepeepel aonena desktop isc.confident. spb.ru: 17900
PouTensaiui gowen Her eI
L A NepennenoBate
= CTPOVIC NAPAMETPbI fIMLIEHSUN Moapo
* [ CETEBbIE YCTPOACTBA o oapoires Cospare rpynny
" § 1. fevosepain
x S APM 2/6
_ Ceresie yorpoiicrsa 3/4
p Mogumentsie A0HeHs! 0/z Cranmposats cen
Menons3yemsie | scero
k mik [obacus cetenoe ycrpoiicroo
B YIANEHHBIE OBBEKTH ELIY DALLAS LOCK NPOLIECC MHTPALIMM Moapobree
VHUMeHTBI GesonacHocTn v NpoBEpHTE ACCTYNHOCTE
Nposepurs yenocTHOCTS
S— - S -, [P
[ Toneko HenpoumarHsie
o KomecTsY 3 mepuon
5

OMNEPATUBHOE YNPABMIEHWE

Boinounts

0/0 -

1 CobpaTb Myphan:

He npounTano/Bcero

Pa36noKNpOBATE NOALSOBATENE]
CHHXPOHUSHPOBAT b

 Komusecrso

TNlepecunTaTe uenocTHocTe

Puc. 65. «CBogka» [lomeHa 6e3onacHoctn ELLY

HocTynHbl cnegyrowne genctens ¢ [1b Ha naHenu MHCTPYMEHTOB:

O6HoBUTL MHOopMaLnto 06 obbekTe Ha Bknagke «CBoakay;
MepenmeHoBaTb Tekywun OB;

CospaTb HoBYyto rpynny o6bekToB B [b;

CkaHvpoBaTb ceTb Anst obHapyxeHuss Moayrnemn n ceTeBbIX YCTPOWCTB;
[obaBnTb HOBOE ceTeBOe YCTPONCTBO;

[MpoBepuTb OOCTYMHOCTL CETEBLIX YCTPOWCTB;

[MpoBepuTL LENOCTHOCTL CETEBLIX YCTPOWCTB.

NogakwdE

[MepeyncneHHble Bbie AEWCTBUMA TakKke [OCTYMHbI U3 KOHTEKCTHOro MeHo y3na [Bb B pgepese
obbekToB [1B.

KomaHgbl onepaTMBHOrO ynpaBneHust Ha naHenM MHCTPYMEHTOB (Habop KOMaH4 3aBUCUT OT OOBEKTOB,
Bxoaswmx B coctas [B):

BbikntounTs;

MepesarpyaunTb;
PasbnoknpoBaTtb nonb3oBaTenem;
lMepecuntaTb LLENOCTHOCTD;
CobpaTb XypHanbl;
CVHXpPOHN3MPOBATb;
CucTemHbIn XypHan;

BkniounTb aBapUnHbLIA PEXUM;

. OTKNOYNTb aBapuUHLIN PEXNM;
10.YpaneHHoe BKNIOYEHUE;
11.C6pocutb GOKNPOBKY;
12.06HOBUTD.

B paGoueli o6nactu Bknagku «CBoaka» pacnornoXeHbl criedyrolne pasaensb:

©CoNoOUA~AWNE



1. «NHdopmaums o6 obbekTe» (puc. 66).
B naHHOM pasgene BbiIBOAUTCS MHDOpMaUUs:

e 0 CcepBepax, BBEAEHHbIX B KracTep AoMeHa 6e3onacHocTy;

e O Hanuynm poanTenbCKoro AOMeHa;

e 0 COCTOSIHMM U napameTpax nuueHaun Ha ELLY Dallas Lock (onvcaHue HacTpoiku napameTpoB
NULIEH3UN NpUBEAEHO B pasaerne «HacTponku NMLEH3NPOBaHUSY).

[nsi oGHOBNEHUsI MHOpPMaLUK, NPeACTaBNEHHON B JaHHOM pasgerne, CriefyeT HaxkaTb pPacrofnoXeHHYo
Ha naHenu «[encTeus» KHonky « OGHOBUTb» UMK NepeiTy Ha Nobyto Apyryto BKNaaKy U BEPHYTLCS Hasag,.

NHO®OPMALINA Ob OBBEKTE

PoguTenbokuii gomed  Het

ELY DALLAS LOCK

Cepeepa wnacTepa ELLY obad-win2016-34.isc.confident. spb.ru: 17300, obad-win2016-34: 17900, win- 1gea18duv 1j.isc.confident.spb.ru: 17900

NAPAMETPbBI MHLIEH3HH MoapobHes

APM 37333333
CeTeBble yCTPORCTEE 1/333333
MoAYMHEHHEIE 0OMEHEI 0 /333333

MoMonbsyemesie | Bcero

Puc. 66. Pasgen «MHdopmaums 06 obbekte»

2. «MHUmnpgeHTbl 6esonacHocTuy (puc. 67).

B pasgene BbiBoAWUTCS MHAOPMALMA O KONUYECTBE MHUUAEHTOB 6e30MacHOCTU Ha BCeX MOAYMHEHHbIX
obbektax [b 3a BblGpaHHbIi Nepuod B chopmaTte: He MpoYUTaHO/BCEro MHUMAEHTOB Ge30nmacHOCTU.
Mpv aKTMBHOM dbrare «TONbKO HENpPOYMTaHHbIE» HA MHOPMALMOHHOW naHenu GyaeT oTobpaxaTbes
MHpopMaLMSl TONbKO O HEMPOYUTAHHbIX MHLUMAEeHTax 6e30MacHOCTy.

MHumpaenTsl 6esonachocn

— 20002023

[T —

1/1 :
He npouuTaHo/Bcero

0
00:00.. 0200.. O0400.

Mo Tuny

HapyLuerwe nonnTi sxona

COOBLUEHNA

Bpemn ~ APM Moyne. Cobuine

06

00

08:00 ...

Pesyabrat

v

O [T —

Mo konuuecTsy 32 nepuoa

10:00.. 12:00... 1400.. 16:00.. 18:00...

= Kommecteo

Mo npuopuTeTy

By

= Bocowti
[] He keuruposats npu npactioTpe
Yhanurs soienertoe
MomerwTs esigenenmoe npouMTZHMEIL
TIOMETHTS BbiAENEHHOE HEMpOUITaHHBIM
BoiaenuTs Bce -
Chiams Bbigenenite

150 28.09.2023 16:17 DESKTOP-IMAUFQ9 Dallas Lock 8.0 MK10 Hapywenne noantni 6xoaa NOoNbiTKa BXupw v srvisprus racsus e seprsereim wwnseered

20:00 ...

22:00 ..

Jlononnmtenshbie caeper

Ha wamerte npoirzaunc ¢

Puc. 67. Paspgen «MHUnaeHTbl 6e3onacHoOCTU»

Mepuoa BpeMEHW MOXHO MW3MEHWUTb B BEpXHeW 4acTu WHGOPMAaLMOHHOW naHenm

«MHUMOEHTHI

©e3onacHOCTUY» C MOMOLLIbIO BbiMadatowero cnucka «3a nepuong». Bo3MOXHbI cneaywwme BapuaHTbl:

e  CerogHs;
e BuYepa,;
e Hepens;



mecsiL,;
rog,

3a BCe BpeEMS;

BblbpaTb CBOM — Mnpu BbIGOpE AaHHOIO MyHKTa B NOSIBUBLLEMCS OKHe (puc. 68) BO3MOXHO 3aaaTb
HeobxoOUMbIN OTPE30K BPEMEHM.

U BeiGepuTe neprog Bpemern x
Nepuog
[ 28.09.2022 - || 16:20 =
Mo: | 28.09.2023 > || 1520 -

Puc. 68. Bbibop nepvoaa BpeMeHU

B ueHTpanbHOM 4YacTM wHGOpMauMoHHOW naHenn «WHungeHTbl 6Ge3onacHOCTU»  pacnonoXeHa
rmctorpamma, Kotopas oTobpaxaeT KOnM4ecTBO MHUMAEHTOB 6e30nMacHOCTM BCeX TUNOB 3a BblOpaHHbIN
nepuoa BpeMeHu ¢ onpegerneHHbIM warom (puc. 67). MNMpun HaxaTny Ha anemMeHT rucTorpamMmel, B Tabnuue
OTOBpPaXalTCA MHUNAEHTHI 3a BblIOPaHHbIN Liar BpeMeHMU.
Moa rmcTorpammon pacnonoXeHsl KPYroBble AvarpaMmmei:

e Mo TUNy — oTobpaxaeT KONMMYECTBO MHLMAEHTOB 6€30MacHOCTM OnpeaenieHHoro Tmna;

e [0 NPUOPUTETY — OTOBpaKaeT KONMYECTBO MHLMAEHTOB 6€30MacHOCTM NO UX NpUopuTETaM.
MoppobHee o HacTporike oTObpaxeHUs nHopMaLMoOHHOW naHenu «NHumaeHTsl 6e30nacHOCTM» onMcaHo
B pasgene «HacTponka MHUnaeHToB 6e30MacHOCTmY.

B HwkHen 4actM p[aHHOM MHAOPMALMOHHOW nNaHenu pacnonoxeHa Tabnuua ¢ cooblieHuamu
006 nHumaeHTax 6esonacHoCcTU. C MOMOLLbIO KOHTEKCTHOIO MEHKO MOXHO yNpaBnsaTb CIMCKOM MHLUMAEHTOB
©e3onacHocTu (puc. 67):

e He KBUTMPOBATb MpU MPOCMOTPe (ecrnm 4ekbBOKC YCTaHOBMEH — MNPOCMOTPEHHbIA WHUWOEHT
He OyaeT aBTOMaTUYECKM NMOMEYEH KaK KBUTUPOBAHHbIN);
yAanuTb BblAENEHHOE;

NOMETUTb BbIAENIEHHOE MPOYMTAHHbIM;

NOMETUTb BblAENEHHOE HEMPOUYUTAHHbBIM;

BblOENUTb BCE;

CHATb BbleNeHune.

[BOMHON KNWK MO COOBLUEHNIO C MHLUMAEHTOM OTKPOET OKHO C AaHHbIMK 06 3TOM mHuuMaeHTe (puc. 69),
B Tabnuue BbiOpaHHOe cooOOLEeHNE KBUTUPYETCA KaK npoynTaHHoe (Mpu  OTCYTCTBUM Yekbokca
B KOHTEKCTHOM MEHI0 «He KBUTMpOBaTb Npu NPOCMOTPEY). Haxkumas Ha KHOMKN «BBEPX» N «BHU3» MOXHO
oTMeYaTb COObLLEHNS KaK NMPOYNTaHHbIE, MpOCMaTpMBasi NpeablAyLLNe UK Criefyolmne MHUNOEHTHI.




O MpocmoTp

Bpena
APM
DLl

Moayne
Dallas Lock Linus: WMEZ

CobbiTHe

PesynbTart

¥Ia3aH HEBEPHEI Naponk.
MpuopuTeT

Hhztmi

User authentication

KevTHpOBan
admin

BpeMA KBUTHPOBAaHKA

2022-03-17 14:44:36 (GMT+03:00)

MoneITka EX044a © HENPAEHMNEHBIM NAPONEM

ﬂDﬂD]’IHMTE]’IbeIE CBEAEHHMA

2022-03-17 14:45:25 (GMT+03:00)

KOoMMeHTapuH

-]

3aKpEITE

Puc. 69. Cnucok yyeTHbIx 3anuncen Ab ELLY

Peann3oBaHa BO3MOXHOCTb 3KCMopTa oT4eTa 00 uHumgeHTax 6GezonacHoCTM B dann No KHOMKe
Mocne HaxaTns «3KCMOPT», B MOSBMBLUEMCS OKHE, HYXHO YyKasaTb MyTb
ANs coxpaHeHus otyeTa (B dopmare .txt) ¢ AaHHbIMK 13 Tabnuubl C MHUMAEHTamMn 6e30nacHOCTW.

«3kenopT» (puc. 67).

U CoxpaneHwe daina

CoXpaHuTe dalin Kak. ..

MyTe: ||

Ormena

Pt

Puc. 70. 3kcnopT nHumMaeHToB 6e3onacHoCcTv B dhaiin

Mpumeuanue. B Tabnuue ¢ coobLieHnsmm o6 nHungeHtax 6e3onacHoOCTn Bpems cobbiTus
NpoCTaBnseTcs B 3aBUCMMOCTM OT MOAYMEeN, KoTopble AaHHOe cobbiTue npucnanu — unu
BpeMsi BO3HMKHOBEHWS Camoro cobbiTua Ha Moayne, unv Bpems nonyyeHus coobLueHus
0 cobbiTumn Ha ELLY Dallas Lock.

5.2 MNonb3oBatenu u rpynnbl Ab

Bknagka «lMonb3oBatenu u rpynnbl» Ha ypoBHe B no3BonseT ynpaBnATb nobanbHbIMU YY4ETHBIMM
3anucamu u rpynnamm none3sosatenen b ELLY Dallas Lock (Puc. 71).



a @ Y Q MonbzoBaTeNH U rPyNMbi

lonbsosaTenm Mpyrnel

v 3 HEPACMPEOENEHHLIE OBHEKTHI ONEPAUMN C NONb3OBATENAMH

CocrosHne ™ YueTHan sanuce Tun yuernoii sanucn ELLY Monwoe uma Onucar

B DESKTOP-IMAUFGS admin Bee AMUHIACTPTOP N0 yMOAHMID —
B chws-test anonymous Cucrema, DL8.0 MIK8, DL8.0 MIK9, DL8.0 MK10, C3M BU VK4 Anonymous user MIcNonb3YeTca ANA CETEBbIX BXOAOB ¢

v [ CETEBBLIE YVCTPOWCTBA

® Hewlett-Packard npi267f09.isc.col

© Hewlett-Packard npiSebcds.isc.co
@ Mikrotik mikrotik hex lite 304_1 (rv

 YIANEHHBIE OEBEKTbI

Puc. 71. Cnucok yyeTHbIx 3anucen Ab ELLY

5.2.1MapameTpbl nonb3oBaTenen

Kateropus «[lMone3oBatenu» Ha ypoBHe [1b cogepxuT cnucok rmobanbHbIX yyeTHbIx 3anucen Ob.

Cnuncok yyeTHbIX 3anucen nonb3oBaTenen Ha yposHe [1b npeacraenset cobou Tabnuuy ¢ nonsmu:

1. «CocTtosHne» — cogepxut donar BKIOYEHUS/BLIKMIOYEHNS y4eTHOM 3anncu nonb3oBaTens Ha AaHHOM
ypoBHe. None «CocTosHne» NpUHUMaeT criefyoLwmin Bua;

__ OTMeu4eHHoe hriarom rnosie o3HavaeT, YTO AaHHas y4eTHas 3anvcb nonb3osartens MMeeT 4oCTyn
Ha ypoBHe [b;

|:| — NycCTOoe€e noJie o3Ha4vaeT, YTo y4eTHaa 3anncb OTKIHOYEHa aAnd pa60TbI Ha ypoBHE 06

MpumeuyaHue. 3HayeHne nonst «CoCTOsIHME» HE OTPaXkaeT COCTOsIHME YYEeTHOW 3anucu
nonb3oBaTenen Ha BrOXeHHbix obbektax [b. Hanpumep, ydeTHas 3anmcb MoxXeT ObiTb
oTKntoYeHa ans pabotbl Ha ypoBHe b (none «CocTosiHne» — nycToe), HO UMeTb A0CTynN
Ha ypoBHE BKITto4YeHHoro B Hero APM (ctouT cpnar B none « CoctosiHne»).

Ecnu n3amMeHnTbL COCTOSIHME YY4EeTHOW 3anucu Ha YpOBHE BbllLE B AepeBe, Ha BIOXEHHbIX
obbekTax — COCTOSIHWE M3MEHWUTCS NPUHYAWUTENbHO. Hanpumep, nocne oTknYeHus ang
paboTbl yyeTHOWM 3anucy Ha ypoeHe [1B, pabota yyeTHOM 3anuncu OTKMYaeTcs Anst BCEX
BNoxeHHbIX rpynn, APM (mogynen B coctase APM), mogynen 6e3 APM 1 MHbIX 0BG EKTOB.
2. «Y4eTHas 3anucby» — COOEPXKUT UMS YYETHOM 3anucu;
3. «Tun yyeTHom 3anucu ELY» — copepxuT uwHpopmauuto o TOM, ANA MOAYMEN Kakoro Ttuna
NPUMeHSeTCA AaHHasa y4eTHas 3anuckb. BoamoXHble 3Ha4YeHUs:
e Bce — y4yeTtHas 3anucb npumeHnmMa Ansa Bcex moaynen (kpome mogynsa WAF);
e DL 8.0 — y4yeTtHas 3anuce npumeHuma ansa mogynsa C3U Dallas Lock 8.0 (cm. MOAYJ1b C3U
DALLAS LOCK 8.0-C/K);
e DLL — y4eTHas 3anucb npumeHnma and mogyns C3M HCL Dallas Lock Linux (cm. MOOYIb
C3M HC[ DALLAS LOCK LINUX);
e DL 8.0 C3M B — yueTHasa 3anucb npumeHuma ana moaynsa C3W BU Dallas Lock (cm.
MOLYIb C3 B/ DALLAS LOCK);
e C[3 — yyeTHas sannck npumeHuma ana moaynsa CO3 Dallas Lock (cm. MOOYJ1b CO3 DALLAS
LOCK);
e C[O3 Yb — yyeTHas 3anucb npumeHuma anga moaynsa CA3 Yb Dallas Lock (cm. MOAYIb CO3
YB DALLAS LOCK).
4. «[IMonHoe NMsi» — COAEPXUT NOJTHOE UMS Y4ETHOW 3anucuy;
5. «OnucaHue» — cogepmT onMcaHne y4eTHOWM 3anucu;
6. «Brnageneu» — ykasbiBaeT Ha kKakoM ypoBHe aepea ELLY Dallas Lock Obina cosgaHna yyeTHas 3anmce;

MpumeyaHume. YueTHble 3anncu He 0TOOpaxaloTcsa Ha Bknagke «lMonb3oBaTenu un rpynnbi»
B KaTeropum «llonb3oBaTenny Ha ypoBHe BbilLe, YeM YPOBEHb, HA KOTOPOM Obina co3gaHa
yyeTHasa 3anucb. Hanpumep, Ha ypoBHe [B Henb3s nocMmoTpeTb YyYeTHble 3anucw,
CO3[aHHble Ha YPOBHE rpymnmnbl 0OGbEKTOB.



MNpumevaHue. Ecnv ydeTHas 3anuck Gbina cosaaHa Ha yposHe OB, To:

e Ha ypoBHe [1Ib — none «Bnageneu» O6yaet umeTb 3HaveHue «JlokanbHbIA», N B
CMu1CKe y4YeTHasi 3anncb OyaeT BblAeneHa XXMPHbIM HavYepTaHNEM;

e Ha ypoBHe rpynnbl (nogrpynnel) A6, APM (Mmogynewn B coctaBe APM), moaynen 6e3
APM v nogunHeHHbIX JOMeHOB — none «Bnageneuy 0yaet umeTb 3HavyeHue «[b
*Nma_[0B*».

AHanorn4yHo, ecnu y4eTHas 3anvcb bbina cosgaHa Ha ypoBHE rpynnbl 06beKToB, TO:
e Ha ypoBHe rpynnsl none «Bnageneuy» 6ynet uMeTb 3HaYeHne «JlokanbHbINY;
e Ha ypOBHe MoAayrewn 3TOW rpynnbl, Ha KOTOpPoW Bbina co3gaHa ydyeTHas 3anuch,
none «Bnageneu» 6ygeTt umeTtb 3HaveHue «Ipynna *Mms_rpynnbi™».

7. «Ponb agMuHUcTpupoBaHua» (cMm. «Ponesasa Mmofenb y4eTHbIx 3anucent [by).

[na npMMeHeHnsa n3aMeHeHu CnmMcka y4eTHbIX 3anucen Ha Moaynsax HeobxoaMmMa CUHXPOHM3aLMS.

MpocMoTp M HacTpolika NapamMeTpoB MNosb3oBaTene AOCTYNHbI:

Nno ABOVHOMY LUEMNYKY NNEBON KHOMKOW MbILUW Ha NOMb30BaTens B CrIUCKE;

npu Bblbope nyHkTa «CBOWCTBa» M3 KOHTEKCTHOrO MEHI0, BbI3BAHHOTO LLENYKOM MPaBON KHOMKK
MbILLW Ha Nonb3oBaTene B CNUCKE;

e npv BblgeNeHUn y4yeTHOW 3anmmMcu B cnucke u Bblbope nyHkTa «CBoWCTBa» Ha MaHemnu
UHCTpyMeHTOoB «Onepauun ¢ nonb3osatenamu» (Puc. 71).

MpumeuaHmne. HacTpoiika napameTpoB MNonb3oBaTenei OOCTyMHa TONMbKO Ha YPOBHe
Briagenbla y4eTHOl 3anvcu Nnonb3oBaTtens.

lMocne BbINOMAHEHNA OQOHOMO W3 3TUX [OEWCTBMA OTKpbIBAaeTCAa OKHO «PepakTmpoBaHue nonen
nonb3oBartens» (puc. 72).
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Puc. 72. PegaktnpoBaHue nonen nonb3oBaTtensi

Ha Bknagke «O6wwue» npegnaraeTcs 3anofiHUTb YYeTHble [aHHble W NapameTpbl Mofib3oBaTernen

(Tabnuua 4).

Ta6bnuua 4. O6wue napameTpbl NoNb3oBaTenen

3anonHsieMble AaHHble U NapamMeTpbl

Mone «AnnapaTHbIM maeHTUdMKaTOpP» MNo3BONsieT BblOpaTb
annapaTtHbI UAEHTUdUKATOP NoNb3oBaTeNs.

B none «OnucaHme» MOXHO BBECTU IHOGON KOMMEHTapPUN.
OnuHa kommeHTapuss He Oonee 95 cumBonoB. Bsoautb
KOMMeHTapuii He 0b6s13aTenbHO

B none «lMonHoe umMaA» ykasbiBaeTCH NOSIHOE MMSA NOSb3oBaTenNs.
3anonHsaTb Heobs3aTenbHo. Mo ymonyaHuio none MMeeT nNycToe
3HayeHue.

NMpumeHeHune

ELLY Dallas Lock;

C3W Dallas Lock 8.0;

CA3 Dallas Lock;

CO3 Yb Dallas Lock;

C3M HC[L Dallas Lock Linux
ELY Dallas Lock;

C3W Dallas Lock 8.0;

CA3 Dallas Lock;

CO3 Yb Dallas Lock;

C3W/ BW Dallas Lock

ELY Dallas Lock;
C3W Dallas Lock 8.0;
C3W BW Dallas Lock



ATpubyT «Tun yyetHomn 3anmcu Windows» nossonset BblbpaTtb
OOWH M3 TWMOB YYETHbIX 3anucen: BHYTPEHHWI, BHELUHWN,
CUCTEMHBIWA, NPUNOXEHNE, FOCTEBON (AHOHMMHbLIN), BPEMEHHbIN.
Ons Tuna «BpemeHHbI» 06s3aTenbHbIM YCNOBUEM SIBNSAETCA
HacTponka pacnucaHus paboTbl nonb3oBatens. o ymonyaHuo
TWN y4eTHOW 3anucu nomnb3oBaTtens OyaeT umeTb 3HaveHne «He
yKasaH»

3HayeHne «[a» B none «CnyxeOHbIM nonb3oBaTenb
Windows»  npegocTtaBnseT  AaHHOW  Y4YEeTHOW  3anucu
nonb3oBatensa ocobbii cTaTyc. TpebyeTcs ANA KOPPEKTHOMW
paboTbl nporpamm, Mpu YCTaAHOBKE KOTOPbIX CO34alTCH CBOMU
yyeTHble  3anuMcu  nonb3oBaTenem UM OCyLecTBrnsieTcd
aBTomaTuyeckunm Bxoa npu 3arpy3ke OC. Hanpumep, Takown
cTtaTyc HeobxoauMm npu mcnonb3oBaHum nporpamm VipNet unm
VMware. 1o ymonyaHuio none nmeeT 3aHayeHne «Het»

3Hayenne «[da» B none «He CUHXPOHU3UpPYEMLIN
nonb3oBaTefiby YCTaHaBNMBaET CTaTyC, NPU KOTOPOM LaHHasi
yyeTHasd 3anvcb MOMb30oBaTens He CUHXpoHusnpyetca c [B.
Mo ymon4yaHuio none nmeeT 3HayeHme «HeT»

Cuctema 3awmTbl obecneunmBaeT MpPOBEPKY LENOCTHOCTM
nporpammHo-annapatHon cpegpl K, obvektoB ®C n peectpa.
Ecnv gna  nomb3oBatens  onuuA  «3anpeT  BXxopa
Npu HapyweHUUn LenoCcTHOCTU» akTUBM3MpoBaHa, TO Mpu
obHapyxeHum HapyLUueHust LLeNoCTHOCTH BblOaeTcs
cooTBeTCTBYlOLLEE nNpeaynpexaeHne n Bxog B OC 6nokmpyetca
0O Tex Mnop, noka agMWHUCTPAToOp He pas3briokMpyeT y4eTHYHo
3anucb. Ecnin e aTta onuusa He BKNoYeHa, TO Npu obHapyxeHnn
HapylweHns  LenocTHocTM  OyaeT  oToOpaXeHo  TOMbKO
npegynpexgeHue. Mo ymonyaHuio none uMmeeT 3HadeHme «Het»

B none «Karteropuio nonb3oBatens CO3» MOXHO BbiGpaTb
porb nonb3oBaTens: MNonb3oBaTtens, Ayoutop mnm
AgmMuHucTpatop. 3HayeHne nond  NO  yMOMYaHuwo  —
«[Nonb3oBaTenb»

MpumeyaHue. LraTHble nonb3oBaTtenu,
AonyLeHHble K paboTe Ha 3alUmMLLEHHOM KoMMbloTepe,
He [JOMMKHbl MMEeTb KaTeropuio «AIMUHUCTPATOPbI»
nnn « AyamTopbl».

Atpubyt «ABtoBxog B C3U HCO» no3BomnsieT HacTpouUTb
astoBxog B C3W Dallas Lock 8.0. Mo ymonyaHuio napameTpsbl
aBTOBXO4a He 3a4aHbl.

B none «Ums» ykasbiBaeTcst Nonb3oBaTenb, aTpubyT Heobxooum
Ana cuHXpoHusaumm 1 Beoga moayns B ELY. Mo ymonyaHuio
nosie UMeeT NyCcToe 3Ha4YeHue.

B none «®amunua» ykasbiBaeTcs Monb3oBaTenb, aTpubyT
HeoOxoOMM AN CUHXpOHM3auuu 1 BBoga mogyns B ELLY. To
YMOIYaHUIO Norfe UMEeET NyCToe 3HaYeHue.

B none «OTtyecTBO» yKasbiBaeTCs MOfb3oBaTENb, aTpubyT
HeoOXoOMM ONns CUHXpOHM3auuu 1 BBoga moayns B ELLY. Mo
YMOMYaHM1IO None UMEET NYCToe 3HAYEHNE.

B none «OcHoBHas rpynna» ykasblBaeTcs HauMMeHOBaHWe
OCHOBHOMI rpynnbl nonb3oBatens. MNone 3anonHsieTcss BO BpeMst
CO3[laHusl y4eTHol 3anucu. o ymonyaHuio none MMeeT nycroe
3HayeHue

C3W Dallas Lock 8.0;
C3WM BW Dallas Lock

C3WM Dallas Lock 8.0;
C3W BW Dallas Lock

C3W Dallas Lock 8.0;
C3W BW Dallas Lock

C3WM Dallas Lock 8.0;
CA3 Dallas Lock;

CO3 Yb Dallas Lock;
C3WM BW Dallas Lock

CA3 Dallas Lock;
CA3 Yb Dallas Lock

CA3 Dallas Lock;
CA3 Yb Dallas Lock

C3W HC[O Dallas Lock Linux;
C3WM BW Dallas Lock

C3W HC[O Dallas Lock Linux;
C3WM BW Dallas Lock

C3M HC[L Dallas Lock Linux

C3M HC[L Dallas Lock Linux



3HauveHne «[a» B none «CuUcTeMHbIN nonb3oBaTenb Linux»
yKasblBaeT Ha TO, YTO y4YeTHasi 3anuncb nonb3oBaTens aensetca C3U HC[ Dallas Lock Linux
cucteMHow. o ymonyaHuto none nmeeT 3HaveHne «Het»

Mone «WHTepnpeTaTop» yKasblBaeT Ha WHTepnpeTarop
KomaHgHow cTpokn. ObsizaTenbHbil atpubyT ydetHon 3anmcn  C3UM HC[ Dallas Lock Linux
nonb3oBartens. o ymonyaHuio nmeet 3HadeHne «/bin/bashy.

B none «[domawHAA AOMpeKTopuUsA» YykKasblBaeTcs NyTb
K AOMalLHeln aupekTopun nonb3oBatens. o ymonuyaHuto none C3W HC[ Dallas Lock Linux
UMeeT NycToe 3HavyeHne

3HaveHne «[a» B none «Co3paTb OAUPEKTOPUIO» yKasbiBaeT
Ha HeobXoaUMOCTb co3aaHus JomallHemn anpektopum
none3oBatensd. Ecnu npu co3gaHum  ydeTHOM  3anucu
nonb3oBatensa He OydeT co3gaHa [OOMAaLUHAS OUpeKTopus,
TO BXOA B CUCTEMY A5 9TON YY4eTHOW 3anmcn ByaeT HEBO3MOXEH.
Mo ymon4yaHuio napameTp umeet 3HadveHve «[ay.

C3M HC[L Dallas Lock Linux

3Havenne «[a» B none «AgmuHuctpatop C3U HCQO Dallas
Lock Linux» ykasblBaeT Ha TO, YTO Monb3oBaTenb SBNAETCS
agmuHuctpatopom C3U HCL Dallas Lock Linux. o ymonyanuto
nomne nmeet 3HayeHne «Het».

C3W HCL Dallas Lock Linux

B none «AdomeH ansa Linux» ykasbiBaeTcst nmsa gomeHa Active
Directory. ATpnbyT obsizaTeneH ans 4OMeHHbIX y4eTHbIX 3anucenn  C3UM HC[ Dallas Lock Linux
none3oBaTtenen. 1o ymMonyaHuio None UMeeT NycToe 3Ha4YeHne

B none «Ponb agmuHuctpupoBaHus C3U Dallas Lock Linux»
MOXHO Ha3HauuTb KaTeroputo nonb3oBaTtens: [lonb3oBarens,
AyauTtop unm AgMmuHucTpaTtop. 3HaveHre Nons N0 yMOMYaHuio —
«[lMonb3oBaTtenby.

C3W HCL Dallas Lock Linux
MpumeyaHue. LLTtaTHbIE nonb3oBaTenu,

JonyLleHHble K paboTe Ha 3aLUMLLEHHOM KOMMbIOTEpE,
He [OOSMKHbl MMeTb KaTeropuio «AOMUHUCTPATOPbI»
unu «AyguTopsbi».

B none «e-mail» YKa3blBaeTCA ANIEKTPOHHaA no4Tta

C3W BW Dallas Lock
nonb3oBaTens. 3anonHATb nofe Heobs3aTernbHO.

B none «Tun y4yeTHoun 3anucu (ans C3U BU)» moxHO BbIOpaTh
nonb3osatenen runepsusopa. [lo ymonuyaHuio none wumeetr C3U BU Dallas Lock
3HayveHue «[lonb3oBatens Windows (Dallas Lock)».

B none «Ponb nonb3oBaTtens koHconu C3U BU» ykasbiBaeTcs
ponb nonb3oBatend B koHconu C3W BW. Mo ymonyaHuio none
nUmeeT 3Ha4YeHne «Het goctynar.

BHumaHue! Bce nonb3oBaTtenu, cos3gaBaeMmblie

nocpeactsom ELY B LleHTpe Ynpasnenus C3U BU

MO YMOMYaHuio BbiktoueHbl. C Lenbto HacTponku LIy ~— C3W BU Dallas Lock
C3W BU (Hanpumep, pacnpeaeneHus nonb3oBaTtenem

MexXay — KNueHtammu C3n BW)  Heobxogumo

ucnonb3oBaTb  NOMb3oBaTeNen, Ons  KOTOPbIX

3HaueHne nons «AgmuHuctpatop C3U BU» umeer

3Ha4veHune «a».

Mone «Pa3spewntb NnokanbHbin Bxoa B OC ¢ LY C3U BU» no

C3W BW Dallas Lock
YMOIYaHMo NMeEeT 3HadeHne «HeTt».

Ha Bknagke «[laponu» npegnaraetca 3anofiHUTb YYeTHble [aHHble U napamMeTpbl norib3oBaTesien,
OTHOCSLUMECS K HacTpovkam naponewn (Tabnuua 5).

Ta6nuua 5. MapamMeTpbl Naponen nonb3oBaTenen



3anonHsieMble faHHble U NapamMeTpbl

3Hauenne «[da» B none «[Mpu cnegywowem Bxoae TpeboBaTb
CMeHy naponf» O3HayaeT, 4YTO eauHOBpemeHHOo 6yaet
HanpaBsreH 3anpoc Ha CMeHy Napons Npu BXOAe Nonb30oBaTens B
cuctemy. o ymonyaHuio none nmeeT 3HaveHne «Hetr.

Mone «3anpeT u3MeHeHuUA naponsA». [1o ymonyaHuio none
numeeT 3HayeHne «Het».

3HaveHne «[a» B none «lMaponb 6e3 orpaHM4YeHUs cCpoka
OencTBUA» OTMeHsieT aencrtene NONUTUKN BXxoaa
«MakcumanbHbIN CPOK AeNCTBUS Naponen», pacnpocTpaHaemMon
Ha Bcex nonb3oatenewn. 1o ymonyaHuio none MMeeT 3HavyeHune
«HeT».

Mone «MuHMManbHbIN CPOK AENCTBMA napons (B AHAX)»
yKasblBaeT Ha MWHMMAaInbHbIA CPOK AENCTBUS Mapons B AHSX.
O6sizatenpHoe none. MNpuHMMaeT 3HadYeHus oT «1» Ao «180»S,
YcTraHoBKa 3HaveHus «He ncnonb3yeTtcs» ob6o3Ha4vaeT, vYTo Ans
AaHHOW y4eTHOM 3anMcu Nonb3oBaTens orpaHnYeHnin Ha nepmog
€e Hencnonb30BaHMsA HaknagpiBaTbcs He 6yaeT. o ymonyanuio
umeeT 3HayeHne «He ucnonbayetcs».

Mone «MakcumanbHbIA CPOK AENCTBUA napons (B OHAX)»
yKasblBaeT Ha MaKCMMarsbHbI CPOK AENCTBUSI NMapons B AHSIX.
Ob6sizatenbHoe none. MNpuHMMaeT 3HadeHus oT «1» Ao «180»S.
YcTaHoBKa 3HayeHust «He ncnonb3yeTcs» 0603HavaeT, 4To Ans
[aHHOW Y4eTHOW 3anvcu Nonb3oBaTensi orpaHUYeHNiA Ha nepuos
ee Heuncrnonb3oBaHWs HaknaabiBaTbcs He byaeT. Mo ymonyaHuio
umeeT 3Ha4YeHne «He ncnonbayetca».

Mone «lMpenynpexpeHne o cmeHe naponsi (B AHAX)»
yKasblBaeT Ha 3HayeHune (B AHAX) Nocne KOTOporo nosib3oBaTento
OyayT BblgaBaTbCA yBeOOMIIEHMS O HeobXOoAMMOCTUM CMEHbI
napons, C ykasaHuMem KonuyecTBa AHEW OO0 MCTEYEHUs Cpoka
genctena napond. ObsasatenbHoe none. NpuHMMaeT 3Ha4YeHus
oT «1» po «180». YcTaHoBka 3HayeHus «He ucnonb3ayeTca»
obo3HavaeT, YTo Ona OAHHOW YYEeTHOW 3anucu nonb3oBaTens
OrpPaHNYEHUN Ha Nepuog ee Heucnorb30BaHWS HaknagblBaTbCH
He GygeT. Mo ymonuyaHuio meeT 3HaveHue «He ncnonb3yeTcs».

Mone «daTa nocnegHen cMeHbI naponsay». 1o ymonyanuio none
umeeT 3HavyeHue «He onpegeneHo».

MpumeHeHune

C3W Dallas Lock 8.0;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3WM BU Dallas Lock

C3W Dallas Lock 8.0;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W BU Dallas Lock

C3WM Dallas Lock 8.0;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3WM BW Dallas Lock

C3W Dallas Lock 8.0;

CO3 Dallas Lock;

CO3 Yb Dallas Lock;

C3WM BW Dallas Lock;

C3W HC[ Dallas Lock Linux

C3WM Dallas Lock 8.0;

CA3 Dallas Lock;

CO3 Yb Dallas Lock;

C3W BW Dallas Lock;

C3W HC[L Dallas Lock Linux

C3W Dallas Lock 8.0;

CA3 Dallas Lock;

CO3 Yb Dallas Lock;

C3WM BU Dallas Lock;

C3W HC[L Dallas Lock Linux

C3W Dallas Lock 8.0;

CA3 Dallas Lock;

CO3 Yb Dallas Lock;

C3W BU Dallas Lock;

C3W HC[ Dallas Lock Linux

Ha BKIlagke «MaH,D,aTHbIIZ OOCTyn» npegnaraeTcAa 3anoJfiIHUTb y4YeTHble aHHble N NMapaMeTpbl, OTHOCALLMe
K pa60Te nonb3oBaTend C YpOBHAMU OCTyNa U MaHOATHbIMU METKaMi B ,D,omeHe 6e3onacHocTu (Ta6n|/|u,a
6).

BHumMaHue! Ecnv HapylleHO COOTHOLUEHME MAaKCUMarbHOTO WM MWHUMMArIbHOMO CPOKOB
aencteust napons (MUMHMMAarbHBLIA CPOK OOnblle MakCcUmarnbHOro), TO MpPUM CUHXPOHU3ALMM
cnucka none3oBaTenert ¢ mogynamm C3M HCO Dallas Lock Linux Bo3HMKaeT oLMOKa,
co3faHne/uameHeHne napaMeTpoB TakuxX yY4eTHbIX 3anucen He OCyLLeCTBRseTCS.



Ta6nuua 6. MaHAaTHbLIN 4OCTYN NoJfib3oBaTenen

3anonHsieMble AaHHbIE U napameTpbl anIMeHeHVIe

Heobxognmo BbiOpaTh «MaHAAaTHbIN YpPOBeHb» (TONbLKO [A5s
Dallas Lock 8.0 pepakumm «C»), nog koTopbiM nonb3oBatens C3W Dallas Lock 8.0
CMOXeT paboTaTb.

Heobxogumo ykasaTe «MaHgaTHble MeTKu» (Tornbko Ansa Dallas
Lock 8.0 pepakumn «C»), ¢ koTopbiMn nonb3oBaTens cmoxeT C3U Dallas Lock 8.0
paboTtarb.

Ha Bknagke «CeaHcbl M pacnucaHue» npeaniaraeTcs 3anofiHUTb YYeTHble AaHHble W MnapameTpbl,
OTHOCALLMECS K OrpaHMYeHnsIM paboTbl Mofib3oBaTens no BpeMeHu (Tabnuua 7).

Tabnuua 7. CeaHcbl M pacnucaHue nNonb3oBaTenien

3anonHsieMble AaHHbIEe U napameTpbl anIMeHeHVIe

Onpegenutb  «Yucno  paspelweHHbIX ceaHcoB». [lpu

YCTaHOBIEHHOM 3HAYeHUU Ons Kaxgow yvyeTHon 3anucy 6ypgetr C3U Dallas Lock 8.0;
NpoBEPSATLCS KONMMYECTBO OAHOBPEMEHHbIX MHTepakTuBHbix 1 C3W HC[ Dallas Lock Linux;
ceTeBbIX ceccui (BxogoB) Ha mogyrne. o ymonyanuio none C3U BU Dallas Lock

nmeeT 3Ha4veHne «He ncnonb3yetca»

Heobxognmo 3apatb «PacnucaHue paboTbl» Nonb3oBaTens,
BbibpaTb nepuoa M Bpems. BHe ykasaHHOro nepuoga
nonb3oBaTenb He CMOXeT 3anTM Ha Moaynb. 1o OKoH4aHWK
BpemeHn paboTbl K nonb3oBatensa 6yget 3abnokvpoBaH npu
YCNOBUWN BKIOYEHUSA NONUTUKK «[1puHYanTEnbHOE 3aBepLUeHne
pabotel no  pacnucaHuo»  («lMonutmku»  —  «[paBa
nonb3osateneny). [lo ymonuyaHuio wumeeT 3HadveHne «bes
OrpaHN4eHns ».

C3W Dallas Lock 8.0;

CO3 Dallas Lock;

CO3 Yb Dallas Lock;

C3W HCL Dallas Lock Linux

MpumeyaHue. «PacnncaHme paboTbi» nonb3oBaTens
MOXeT ObITb onpeaeneHo ¢ ANCKPETHOCTbI0 30 MUHYT.

YkasaTb gonyctumeli «lepuoa Heucnonb3oBaHUs (B AHAX)».

Ecnn nepvoa, B KOTOpbI MNO4 YY4eTHOM 3anucbld  He

Npou3BOAMIICA BXO4 B CUCTEMY, MpEBbIWAET BbIOpaHHbIN

JONyCTUMbIA  Mepuog — y4veTHass 3anucb OnokupyeTtcs.

Ob6si3aTenbHoe none. lMNMpuHuMMaeT 3HayveHust ot «1» go «180». C3W HCQ Dallas Lock Linux
YcTaHoBKa 3HayeHus «He ncnonb3yeTtcs» obosHavaeT, YTto Ans

AaHHOW y4eTHOM 3anuncu nonb3oBaTtens orpaHUdeHnin Ha nepuos

€€ Heuncnonb30BaHusa HaknagpiBaTbCca He OyaeT. 1o ymonuaHuio

nmeeT 3HayveHne «He ncnonb3yeTcsa».

3apaTtb gaty «McTteyeHne cpoka [enNCcTBUS YHeTHOM 3anucuy.
Mo ymonyaHuio none nmeeT 3HaveHue «bes orpaHnyeHnny. MNMpu
CHATOM pnare «bes orpaHu4eHnn» CTaHOBUTCS akTMBHbLIM nore
Anst Bolbopa patbl. B none ykasbiBaeTca garta, korga AaHHas
y4yeTHas 3anuck 6yaet 3abnokupoBaHa cuctemon. B atom cnyyae
none obs3aTenbHO ANs 3anonHeHus. MNpu akTMBHOM donare none
ANs YyCTAHOBKM [JaTbl HEeakTUBHO, BPeMs AENCTBUS YYETHOW
3an1cu He orpaHuyeHo.

C3W HC[L Dallas Lock Linux

Ha Bknapgke «3anpet paboTbi» nNpeanaraeTcs 3anonHuTb yYeTHblE AaHHbIE U NapaMeTpbl, OTHOCSLLUECS
K orpaHuyeHunio paboTbl MNOMb30BaTeENsl MNPV  HaCTYMNNEeHUM OnpederneHHbiX CcobbiITuA B cucTeMe
WM yCTaHOBKM 3anpeTta agMuMHMCTpaTopoMm (Tabnuua 8).

Ta6nuua 8. 3anpeT pa6oTbl nonb3oBaTenen

3anonHseMble AaHHble U NapamMeTpbl MpumeHeHune



3HaveHne «[a» B norne «Y4yeTHas 3anucb OTKMIOYEeHa» faeT
BO3MOXHOCTb OTKMNIOYNUTb y4YeTHYI0 3anncb noboro
nonb3oBaTens, Nocre 4Yero nonb3oBaTellb HE CMOXET BOWTU
Ha APM go Tex nop, noka agmuHnctpatop ELLY He geaktusmnpyet
3Ty onumto. o ymonyaHuio none nMmeeT 3HavyeHne «Het».

C3W Dallas Lock 8.0;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W BW Dallas Lock

Mpu 3HayeHnn «[da» nonsa «3anpeTuTb paboTy Npu coobITUAX
BCKPbITUA  Kopnyca» BXxog B cuctemy 6Bnokupyetcs
npu cpabateiBaHnn [BK. Ha akpaHe npurnaweHus B cuctemy
oTobpaxaeTcsi cooTBeTCTBYloLWee coobueHne. o ymonyaHuio
none nmeeT 3Ha4deHne «Hety. CO3 Dallas Lock

MpumeyaHue. [aHHbIi aTpubYT HE NpUMeHUM Ans
BapuaHToB mcnonHeHus nsgenusa NeHA.501410.003-
02 n MNM®HA.501410.003-04 (nnatel CO3 Dallas Lock
dopmaTta PCle «KT-521» n M.2 «KT-550»).

3HayeHne «[da» B none «bnokupoBaTb  3arpysky

HewTaTHon OC» ycTaHaBnuMBaeT 3anpeT Ha 3arpy3ky OC

c HocuTensl, oTnuyalweroca OoT  ykasaHHoro B none C[A3 Dallas Lock;
«3arpysoyHoe ycTponcTBo» Bknagku «lMapameTtpbl» obonoudkn C[O3 Yb Dallas Lock
agmunHuctpatopa CA3 Dallas Lock. Mo ymonuaHuio none umeet

3HayeHue «Het».

Mpn 3HaveHun «fa» nona «3anpeTuTtb paboTy npwu
CNIOMaHHbIX WM HEHAaCTPOEeHHbIX Yacax» BXO4 B CUCTEMY
OnoknpyeTca  nNpu  HeWcnpaBHOCTM 4YacoB. Ha  akpaHe
npurnawieHnss B cuUcTeMy oTobpaxaeTcsa COOTBETCTBYyHLLEE
coobueHue. Mo ymonyaHuio none umeeT 3HaveHne «Het». C[3 Dallas Lock

MpumeyaHue. [JaHHbIi aTpUOYT He MPUMEHMM Ans
BapuaHToB ncnonHenns nsgenus NMNOHA.501410.003-
02 u MNM®HA.501410.003-04 (nnatel CO3 Dallas Lock
dopmaTta PCle «KT-521» n M.2 «KT-550»).

Mpu 3HaveHun «fa» nons «3anpeTuTb paboTy npwu

HeucnpaBHocTM [CY» Bxog B cuctemy OnokupyeTcs npw

HeMcnpaBHOCTM AdaTtdmka cnydavHbix yncen nnatel C3[ Dallas C[O3 Dallas Lock
Lock. Ha akpaHe npurnaweHuss B cucTemMy oTobOpaxaeTcs
cooTBeTCcTBYylOWEee coobuweHne. o ymonuyaHuto none umeet

3HavyeHune «Het».

Ha Bknagke «Cnuvcok rpynn» C NOMOLLbIO KHOMKM «[06aBuThb...» afMUHUCTPATOP UMEET BO3MOXKHOCTb
BKITIOYMTb MONb30BaTeNs B onpeaeneHHyto rpynny. B ocHoBHol paboyeit 06r1acTi oToGpakeHbl Ha3BaHus
rpynmn, B KOTOpble BKIOYEH nomnb3oBatenb (puc. 73). MNpu BbiGope rpynnbl U3 OCHOBHOI paboyeli obnactu
ee BO3MOXHO yAanuTb U3 Crmcka ¢ NMoMOoLLbH KHOMKK «YOanuTby.



U Pepaktuposanve noned nonssceartens bt

WMA nonssosaTens admin

m Hazeanue rpynner™ Onucanmne rpynnel

naponn Yuratenn HypHana... YneHer sToi rpynnel MOMYT HATATE XY pHANBI coBbITUIA C NOKANBHOro KOMMOBHOTEPA

= Monesceatenn MoAb3eEaTENM HE MMEDT NPAE HA MSMEHEHWE NAPAMETHOE CMCTEMBI M MOTYT 33MyCKaTE
ManagartHeid goctyn

AgMuHuCTpaTopel | AAMUHWCTPATOPE] MMERDT MOJHBIE, HAHEM HE OrPAHWHEHHBIE NPAEa 40CTYNE K KOMMBHOTERY WK ...
CeaHcbl W pacnucaHme A parop A patap & P paga focTy! By

3anpet paboTel

Puc. 73. Cnucok rpynn nonb3oBartenst

I'IpwmeanMe. Bknagka «Cnuncok rpynn» HegoCTynHa ans yquH0|7| 3annucm anonymous.

5.2.2MapameTpbl rpynn nosnb3oBaTesien

Kateropusa «[pynnbi» Ha ypoBHe b coaepXuT cnncok rnodanbHbiX y4eTHbIX 3anucen Jb.
Pabouas obnacTtb kaTeropum «[pynnbi» npeacrasnseT cobon Tabnuuy ¢ nonsamu:

1. «CocTosiHMe» — coaepPXuUT donar BKIOYEHUS/BbIKITIOYEHMS Fpynnbl Nonb3oBaTenei Ha 4aHHOM YPOBHE.
Mone «CocTosiHMe» NPUHUMAaET creayoLwuin BUa;

___ OTMeueHHoe (pnarom rosie O3HayaeT, YTO [aHHas rpynna nonb3oBaTenen uMeeT [OCTyn
Ha yposHe [15;

D — NyCcTOe nosie 03HavyaeT, YTO JaHHas rpynna nonb3oBaTenen He MeeT AocTyna Ha ypoBHe [b.

MpumeyaHue. 3HayeHne nonsa «CocTosiHME» He OTpaxaeT COCTOSHME TIpynnbl
nonb3oBaTenie Ha BIIOXEHHbIX B rpynny obbektax. Hanpumep, ydyeTHas 3anucb MOXeT
ObITb OTKMNIOYEHa A1s paboTbl HA ypoBHe rpynnbl (nore « CocTosiHne» — MycToe), HO UMETb
OOCTYM Ha ypoBHe BKMoYeHHoro B Hee APM (ctout donar B none «CoctosaHmey).

Ecnu n3mMeHnTb COCTOSIHME YYETHOW 3anvcu Ha YpOBHE BbilLEe B IEpEBE — Ha BIIOXEHHbIX
oObeKkTax COCTOsIHME WM3MEHWUTCH NpuHyauTenbHO. Hanpumep, nocne oTknoYeHus Ans
paboTbl rpynnbl Mofb3oBaTenen Ha YpoBHe rpynnbl, pabota rpynnbl MNonb3oBaTenen
OTKMYaeTcsa s BCex BroxeHHbIx noarpynn, APM (moaynen B coctase APM) n mogynen
6e3 APM.

2. «HasBaHve rpynnbi» — COAEPXUT UMS TPYMIbI NOMb3oBaTenen.

3. «Tun» — coaepXnT UHpopmauno, 0 TOM ANd MOAYIEeN Kakoro Tuna npuMeHseTcs AaHHasa rpynna
rnonb3oBaTenen.

4. «OnuncaHue rpynnbl» — COAEPXKMUT ONUCaHWE rpynmbl MONb30BaTENEN.



5. «Bnapeneu» — ykasbiBaeT Ha kakom ypoBHe paepeBa ELLY Dallas Lock 6bina cosgaHa rpynna
nonb3oBaTenemn.

MpumeuaHue. [pynnbl nonb3oBaTenem He oToGpaxalTca B kaTeropum «[pynnbiy»
Ha Bknagke «[llonb3oBaTenu v rpynnbl» Ha YPOBHE Bbille, YEM YPOBEHb, HAa KOTOPOM Obina
cosgaHa rpynna none3oBaTenen. Hanpumep, Ha ypoBHe [B Henb3d nocmoTpeTb rpynnbl
nonb3oBaTtesien, co3gaHHble Ha ypoBHe rpynnbl [b.

MpumeuaHue. Ecnu rpynna nonb3oBaTenen bbina cosgaHa Ha yposHe 16, To:
e Ha ypoBHe [Ib — none «Bnageneu» 6yaet umeTb 3HaveHue «JlokanbHbIN», N B
cnucke rpynna nonb3oBartenen 0yaeT BblaeneHa XXUpHbIM HavepTaHueM;
e Ha yposHe rpynnbl (nogrpynnel) 4B, APM (moaynen B coctaBe APM), moaynen 6e3
APM 1 nogynHeHHbIX JOMeHOB — none «Bnageneu» 6yaet nmetb 3HaveHue: «Jb
*msa [B*».

AHanornyHo, ecnu rpynna nonb3oBarernen 6bina co3gaHa Ha ypoBHe rpynnbl o6bekTos b,
TO:
e Ha yposHe rpynnbl [1b none «Bnageneu» 6yget umeTb 3HayeHne «JlokasnbHbIU»;
e Ha ypoOBHE MoAynen 9TOW Trpynnbl, Ha KOTOpoW Obia co3gaHa rpynna
nonb3oBatenen, none «Brnageneu» ©GygeT uWMeTb 3HauveHue «[pynna
*Yimsi_epynnbi™».

Ons NnpUuMeHeHnd N3MEHEHWIN CNncka rpynn nonb3oBaTenien, Ha mMoaynax Heobxoauma CUHXPOHM3aLUun4.

B kateropumn «pynnbi» Ha Bknagke «lonb3oBatenu v rpynnbi» A4OCTYMNHO TOSMbLKO:

e CcO3[aHue 1 yaaneHue rpynn (yaaneHne HEBO3MOXHO Af1si TPYNM MO YMOMYaHuIo);
e  pefakTMpOBaHMWE ONMCaHWs rpynn (HEBO3MOXHO AN rpynmn no yMonyYaHuio);
e  W3MEHEeHWe Tuna rpynnoil.

MpocMOTp 1 HacTpolika NapameTpoB Py AOCTYMHbI:

e 0 ABOMHOMY LLEMYKy fIeBOW KHOMKOW MbILLM MO rpynne B CUCKE;

e npu Bbibope nyHkTa «CBONCTBa» M3 KOHTEKCTHONO MEHIO, BbI3BAHHOIO LLENYKOM NpPaBOn KHOMKK
MbILLW Ha rpymnne B CMUCKe;

e NpuV BblAENeHUN rpynnbl B cnucke W BblIbopy nyHkTa «CBOMCTBa» Ha MaHenuM WMHCTPYMEHTOB
«Onepauun ¢ rpynnammy.

lMocne BbINOMHEHWS OOHOrO U3 3TUX OEWCTBUN OTKPbIBAETCH OKHO «PefakTupoBaHue nonen rpynnbi»
(puc. 74).

O Pegaktnposarmne nonei roynnet X

HassaHwe rpynnsl  test;

T o conne oy
Dallas Lock Linux A grmHncTpatopsl C3U B Her

Tun ydetHod sanuck (ana C3K BK) | Tpynna Windows (Dallas Lock)

CoxpaHuTs Otmena

Puc. 74. PegaktnpoBaHue nonewn rpynn




Ha Bknagke «O6wue» npegnaraetcst ocTaBUTb KOMMeEHTapun B norne «OnucaHue rpynnei», 0603Ha4YnTb
ABNAIOTCA N y4acTHWUKKU rpynnbl AgmuHuctpatopamu C3U BU v BeibpaTh TN ydyeTHown 3anucu (ana C3U
BU)».

Ha Bknagke «Dallas Lock Linux» npeanaraetcsa BbibpaTb 3HaveHue atpubyta «CucteMHas rpynnay.
ATpnBYT NpuHMMaeT 3HaveHus «a» n «HeT». Mo ymonyaHuio 3HaveHvne atpnbyta «Het».

MpumeuaHue. Bknagka «Dallas Lock Linux» gocTynHa Tonbko Ang rpynn nonb3oBaTenen,
npumMensowmxca Ha mogyne C3W HC[ Dallas Lock Linux (none «Tun» MoXeT NpuHMMaTh
3Ha4veHus «DLL» unu «Bcey).

HasHaunTb Bce HeoOxogumble MONMMTUKKM GesonacHocTM Ans rpynnbl MOXHO, penakTupya noJIMTUKN
©e3onacHocTu pPa3sIN4YHbIX KaTeropvu7|.

MNpumeyaHme. BknoveHVe W UCKMOYEHWe nonb3oBaTener u3 rpynn OCyLeCcTBASeTcs
B napameTpax nonb3oBartenen Ha Bknagke « Cnmcok rpynny.

5.2.3Co3aaHue nonb3oBaTtenen b

Cnncok yyeTHbix 3anucen OB Ha Bknagke «lonb3oBartenu u rpynnei» — «lonb3oBatenuy» dopmupyetcs
M3 YYETHbIX 3anMcen No yMosn4aHuio 1 3aperncTpupoBaHHblx Yepes KoHconb ELLY.

Mo ymonyanuio B ELLY Dallas Lock Bcerga npucyTcTBytoT criegyrowime rnobanbHble y4eTHbIe 3anucu:
e anonymous — y4veTHas 3anuMCb WCMOMb3yeTCs ANS CeTeBbIX BXOAOB C He3alULLEHHbIX
KOMMbIOTEPOB;

e agMMHUCTPATOpP MO YMONMYaHUIO — y4yeTHas 3anncb, perncTpupyemasi B Npouecce yCTaHOBKU
ELLY Dallas Lock.

B ELLY Dallas Lock BoamOxHa pernctpaumsi nonb3oBaTenen cneaywmx BUaoB:

1. Mob6anbHble Nonb3oBaTenu, cosgaHHele cpeactsamm KoHconu ELLY.

2. OomeHHble nonb3oBaTenu, co3gaHHble cpeactBamu cnyxbbl AD (ecnu OB Haxogutca B JIBC
noA ynpaBneHNeM KOHTporfiepa AOMeHa).

Yucno 3aperMctpuvpoBaHHbIX Mornb3oBaTernen Ha kaxgom APM orpaHudMBaeTcsl TONMbKO pasMepoM
€cBOOOOHOrO AMCKOBOIo MPOCTpaHCTBa.

[nsa co3ganns rnobanbHbIX Nonb3oBaTtenei ¢ nomolbto KoHconu ELLY Heobxoammo:
1. OTkpbiTb BkNagky «lonb3osatenu v rpynnbl» B KoHconu ELLY.
2. Bbibpatb kateroputo «lMonb3oBatenmy.

3. Ha naHenu MHCTPYMEHTOB B onepaundax C nonb3oBaTteiaMmn HaXaTb «Cosgatb» unn Bbl6paTb
COOTBeTCTBYIOLU,VIﬁ NYHKT N3 KOHTEKCTHOIo0 MEeHH0.

4. Ha akpaHe NosiBUTCS OKHO cOo3faHus Nonb3oBatens (puc. 75).

U Co3a3aTe NONL3CEATENA — x

MCTouHME: Twm:

c

IMA Nonb30BaTENA Tun yuetnoin sanncn ELLY

Otmena

Puc. 75. CosgaHue nonb3oBaTtens

5. B none UcTo4HuK BblOpaTb «nobanbHbIn».



6. B none «Mms nonb3oBaTtens» BBECTU NOMMH (MMS1) perucTpupyemoro nonb3osatens. [pn BBoge nMeHu
B CMCTEMe CYLLEeCTBYIOT cneayoLume npasuna:
e MakcumanbHas onvHa umeHn — 20 CUMBOSOB;
e VMS MOXET cofepXaTb NaTMHCKME CMMBOSIbI, CUMBOSIbI KUPUINULbI, Lndpbl U crneuuanbHble
cumBonbl (kpome 3anpeweHHbx OC: "/\[]:|<>+=;,?2 @ *);
e paspellaeTcs WCNOMb30BaTb pasfuyHble perucTpbl KnaeBwaTypbl, MpW 3TOM perncTp
He yuuTbiBaeTcs (User 1 user ABNSIHOTCA 0QUHAKOBBIMU UMEHaMM).

Mpumeyanue. MNpn Hanmuum B [JomeHe GesonacHocTtu (K, pabotatowmx nog OC Linux,
He peKkOMeHAYeTCA WCMOoNb30BaTb KUPUIIIMYECKME CUMBOSIbI B MMEHAxX Morib3oBaTenen
W rpynn B CBA3U C OTCYTCTBUEM rapaHTum obecneyeHnsi KoppekTHon paboThbl.

MpumeyaHue. NMsi yueTHOM 3anmMcu CUMTAETCH YHUKaNbHbIM B pamkax oaHoro [lomeHa
©e3onacHocTu.

MpumeuaHue. Nocne co3gaHvs HOBOrO MoOMb3oBaTeNs U3MEHUTb €ro UMsi NMOCPELACTBOM
KoHconu ELY HEBO3MOXHO.

= &0 &

7. Bbibpatb «Tun y4yeTHOM 3anucu» B 3aBUCUMOCTW OT TOro, Afs MOAYNEeW Kakoro tvna npuMeHseTcs
AaHHas yYyeTHas 3anvcb Nonb3oBaTens.

M3MeHUTb TN Y4ETHOM 3annUcy MOXHO, UCMOSb3Yst KHOMKY « CMEHUTb TUM» Ha NaHenu MHCTPYMEHTOB
«Onepauun ¢ nonb3oBatensaMm» Unu Boibpas AaHHOE OENCTBUE N3 KOHTEKCTHOIO MEHHO.

8. lMocne HaxaTusA ((ﬂpOﬂ,OJ'I)KVITb» NOABUTCA OKHO ANA pefakTupoBaHUA napamMmeTpoB yquH0|7| 3anmcu
nosib3oBaTena (CM. «[NapameTpbl Nonb3oBaTenemny).

M3mMeHUTb napameTpbl YYETHOW 3anucu MOXHO, UCNoNb3ysa KHOMKy «CBoOMCTBa» Ha naHenu
WHCTPYMeHTOB «Onepaumm ¢ nonb3oBatensiMmy» Unu BbIopae JaHHOE AENCTBME U3 KOHTEKCTHOIO MEHIO.

9. 3aBeplatowien onepauuen No CO34aHMK YYETHOM 3anucu Monb3oBaTens SABMSETCS Has3HadeHue
napons (cM. «HasHayeHve napons»). HasHayeHne napons npegnaraeTcs nocne 3anofHeHWs BCeX
H606X0,D,I/IMbIX napameTpoB B OKHE CO3aHuA yquH0|7| 3arnncu n Haxxatna KHOMKu «COXpaHI/ITb».

Y4yeTHas 3anvcb byaeTt co3gaHa Ha mogyre nocne cuHxpoHusauum ¢ ELLY Dallas Lock.

5.2.4Ha3HayeHue annapaTHoro ugaeHTudukaropa

Mepen HasHayeHMeM annapaTHOro WAEHTUdMKaTOopa pPeKoMeHAyeTCs YycTaHaBnuBaTb [panBepbl,
nocTaBnsieMble B KOMMIEKTE C MOAEHTUMUKATOPOM, UMM ckavaTb UX C caWTa npousBoauTens. Takke
pekomeHayeTcs opmatupoBatb AW neped ero HasHauyeHWeM MoOnb3oBaTeMto, Kak Mpu HOBOM
HasHa4YeHuW, Tak U Npu U3MeHeHnn cnocoba 3anucy B Nnamsite AV Ans TOro xe nonb3oBaTensi.

MpumeyaHue. Pabota annapaTHbIX MAEHTMdUKATOPOB Yepesd nodknoveHne tuna shared
k KY ELLY B BUupTyanbHbix MawmHax VMWare Workstation He rapaHTupyeTcsi. Heobxoanmo
ucnone3oBaTtb 0bbluHOE nogkntoveHune unu KY ELLY 3anyckatb ¢ nokansHbix APM.

[na Ha3HaveHWs annapaTHOro naeHTudgmMKaTopa nonb3oBaTento Heobxoaumo:

1. OTkpbITb OKHO «PefakTnpoBaHue nonen nosnb3oBaTensy».

2. Bbibpatb Bknagky «O6wme».

3. [OBaxAbl LWENKHYTb NIEBOW KHOMKOW MbILIK NO napamMeTpy «AnnapaTtHbin naeHTudmkaTop».
4. OTKpoeTcs OKHO «HasHayeHue annapaTHoro ngeHtTudunkaTopa» (puc. 76).



D HasHaueHne annapaTtHoro naeHTUUKATORa 4AA q >

MpeaLAsnEHHEIE 3NN, MAEHTHOMKETOPEI: 0

LLEIE T Ty s s Bl Ann. MAEHTHDMKETOP He BulbpaH ~
Tun: D

CepuiiHeii HoMep: |:|
MeTica:

Mone3oBaTENs!

HazHaYeHHE SETOPMIALMOHHEIX JaHHE!X LeficTEMA C MAEHTUdMKSTOPOM

Puc. 76. OkHO Ha3Ha4yeHus annapaTHOro naeHTudmkaTopa

MpeaobaBuTb annapaTtHbli MaeHTUdUKaTop, BCTaBMB ero B cooTBeTcTByowun USB-nopt wnu
NPUKOCHYBLLUWCb K CYUTBIBATENIO (B 3@BUCUMOCTY OT Tuna ngeHtudurkaropa).

B cTtpoke cocTtosiHua «lpeabsBneHHble ann.MaeHTudukaTopbl» OygeT yKaszaHHO KONU4ecTBO
NpeobsaBIEHHbIX B [AaHHbIA MOMEHT WAEHTUMUKATOPOB, a B CMNUCKE BbiNadaloLero MEHI0
«MaeHTndukaTop» NOSABATCA UX HAMMEHOBAaHWS.

BbibpaTb HeoOXoaUMbIN naeHTUdMKaTop U3 crmcka.

[anee B nonsax c napamMmeTpamMmu AW nosBaTCcsa: TV, CepMVIHbIVI HOMEpP, N AnA HEeKOTOpPbIX BUOOB

WOEHTUMKATOPOB CTaHYT [JOCTYNHbI AOMOMHUTENbHbIE yHKUMM (puc. 77). KHomka | *

OTKPbITb OKHO C MHbOpMaLmen o0 napaMmeTpax BbIbpaHHOro ngeHTudukaTopa.

no3BondeT

G HasHadeHue annapatHoro WaeHTMKATOpa 4NA q X

MpeabABNEHHEIE ann.WaeHTUMKaTOpE!! 1

[GLE e Ty s Bl Rutoken ECP <no label = f
Tun: Rutoken D MNapone ¥paHuTCR B
naeHTudMKaTOpE
CepuitHeni Homep: | 349B7E0B D I?IET;;EMMMMEH
MeTka: Rutoken ECP <no label>
MNonbsoBaTens:
HasHaqYeHNE BETOPMIELMOHHEIX AEHHBIX HJefcTBHA C MAEHTHOHMKETOPOM

Puc. 77. NapameTpbl Ha3Ha4YeHHOro naeHTuduKkaTopa

9. I HasHayeHMsi nonb3oBaTento BblOpaHHOro annapatHoro wuaeHTUdumkaTopa HeobXxooumo

HakaTb «[pumeHUTb» 1 Aanee «CoxpaHUTb.

Mocne HasHauyeHus AU yuyeTHonm 3anuncu (ona Bxoga B OC Ha mogynsx unv Ans NoAakmoYeHns K cepBepy

ELY Dallas Lock), momumo BBOga aBTOPU3AUMOHHOM MHOpPMaLuUu,
Ha3Ha4YeHHbIN annapaTHbIn naeHTUdMKaTop.

notpebyetca npegobsiBUTHL



MpumeyaHue. MNMpn nameHeHun napameTtpos goctyna A/ n cuHxpoHusauum yepes ELLY Ha
C3M HC[ Dallas Lock Linux BbinonHsieTcs cbpoc «Tuna goctyna» AV go 3HadeHus ELLY:
«UCC» gnsa rpadmueckon obonoykm n « SET FROM UCC» ans KOHCONbHOW.

Mpu nocneaytollen asTopmsaumm nonb3oeatens B Linux, B C3 HC[ Dallas Lock Linux
npuceavBaeTCcs COOTBETCTBYIOLLMIA TUM AOCTYNa, 4To 1 Ha ELLY.

HasHayeHune dBTOPU3ALUUNOHHbLIX AdHHbIX

3anucatb B NaMsATb annapaTHOro naeHTudukaTopa aBTopmu3aLMoHHbIe JaHHbIe (FTOTMH U Naposb) y4eTHOM
3anncu nosb3oBaTesisi, KOTOPOMY OH HasHa4aeTcsl, MOXXHO TpeMmsi cnocoGamu:

1. 3anucaTb B namsiTb I/ILI,eHTVIq)I/IKaTOpa JI02UH U rnaporsib nonb3oBaTenAa U XpaHeHne AaHHbIX 3awWumumsb

PIN-ko00om.
[na aToro HeobxoaAMMO BbINONHUTL CneayoLlee:

e BblOpaTb B BbiNagatoLlemM Cnncke HeobxoaumMbl MOeHTMAMKATOP;

e oTMeTUTb cnarom none «Maponb XpaHUTCA B uAeHTUUKaTOpPe».

Mone «Maponb

sawmweH PIN-kogpom» BblgenuTca asTomatudecku. [danee HaxaTtb KHOMKy «3anucatb»

(puc. 78);

U HazHaueHwe annapaTHore MAEHTUGUKATORA 40A q

MpeatABNEHHEIE EMN.MAEHTHDUKATOPLI:

Rutoken ECP <no label=

MaeHTUbKUKETOP:

Tim: Rutoken

CepuitHeIi HoMep: | 345E7E0B

MeTka: Rutoken ECP <no label =

MonbsoBaTens:

HasHa4eHue asTopM3aLMOHHEIX AaHHBIX

3anwucats

AefCcTEMA C MaEHTMGMKATOPOM

x

i

Maponk XpaHUTCA B
uaeHTUdMKETOpE

Mapons 3alMLLEH
PIM koaom

OtmeHa

Puc. 78. 3anuck aBTOpM3aLMOHHON NHGOpMaLnM B naeHtudmkaTop

. B NnosABMBLUEMCA OKHE BBECTU:

PIN-kog wageHTUdukaTtopa U naponb

noJsib3oBaTena

c noarteepxaeHnem (puc. 79), HaxaTtb «1pUMEHNTbY;

D Beoa AaHHBX ANA MAEHTMgKUKATOPA

X

PIN-+0a maeHTUdMKETOpa ||

Mapone NonNLz0BaTENA

MNoaTEEMKAEHHE Napons

Otmena

Puc. 79. BeBog 4ononHUTENBHON MHopmaLmmn

e B OKHEe napameTpoB YY4ETHOW 3anucu CUCTEMbI 3anTbl HaxaTb «[1pumMeHnTb» 1 « OK».
lMocne aToro B namsATb AaHHOro ngeHtudmkatopa dyaet nponucaH NorvH 1 Naposib Y4eTHOW 3anucu



nonb3oBaTtens, npudem naponbs 6yaet sawmiieH PIN-kogom camoro ngeHtudukatopa.
Tenepb anst Bxoga B OC, nocne npeabsiBrieHnss uaeHTudumkatopa, nonb3oBaTento Heobxoammo

3anonHuTe Tonbko none BBoda PIN-koga (norMH v maponb  cyuTalTcs  aBTOMaTMYeCKW,
Ang cunTbiBaHMA napons notpebyetcsa seos PIN-koga).

2. 3anucaTb B namMaTb naeHTudmKaTopa /102uH U Naposib Y4ETHOW 3anncu.
[nga aToro HeobXxoANMO BbINONHUTE CReayoLLee:

e cHATb chnar ans nonsa «lMaponb 3awmweH PIN-kogomy;

e 3anucaTtb aBTOPM3aUMOHHbIE JaHHbIE (KHOMKa «3anucatby).
B atom cnyyae nmaponb y4yeTHOW 3anucu B MAEHTUPUKATOPE — He3alWLeH, U cucTemMa BblgacT
npegynpexagexuve.
Takum obpasom, ans Bxoga B OC nonb3oBaTentio CTaHeT [OCTAaTOMHbIM TOMbKO NpeabsBreHne
naeHTndurkaTopa (TOrMH 1 Naponb CYNTAKOTCS aBTOMATUYECKN).

3. 3anucatb B namsaTb I/IJZI,eHTVICbI/IKaTOpa MOJIbKO J10eUH yquHon 3anncu nofib3oBaTens.

Ons atoro He TpebyeTcHa BblaeneHwe nonen xpaHeHus naponen. [JoctaTtoyHo HaxaTb «3anucatby.
Cuctema noTpebyeT BBecTM fononHutenbHo Tombko PIN-kog nonb3oBatens  gaHHOro
naeHTudmkaTopa.

Mpu Bxoge B OC nocne npeabsBreHUs WaeHTUdMKaTopa ydyeTHas 3anucb GydeT OAHO3HA4YHO
naeHTUULMpoBaHa ¢ NTOTMHOM JaHHOTO KOHKPETHOrO MoJib30BaTensl, ocTanbHble aBTOPU3aUMOHHbIE
nonsi nonb3oBaTento Heobxoanmo ByaeT BBECTU CaMOCTOSTENBHO.

Ans Toro, 4ToGbl ydanumpb asmopusayUOHHY UHGbopMauuo u3 namsmu udeHmugbukamopa, HyXHO
BOCMOJ1b30BaTbCS OAHUM U3 CrieaytoLmx crnocobos:

e HaxaTb «OunCTUTb» B NONe Ha3HaYeHWs aBTOPU3ALMOHHbBIX AaHHbIX;

e oTcbopmaTMpoBaTb WAEHTUMUKATOP MeEeTOAOM, OMnuWCaHHbiIM B MyHKTe «JlencTBua  c
ngeHtudukatopomy». B aToM cnyyae noMumo yaaneHus CUCTEMOMN 3almUTbl aBTOPU3aLMOHHbIX
AaHHbIX U3 NamMaTn ngeHtudurkatopa agmuHuctTpaTopy 6e3onacHocTM HeobxoanMmMo U3MEHUTb
PIN-koabl naeHTudukaTopa.

ABTOpI/I3aLLI/IF| C 3annCaHHbIMM OaHHbIMM BO3MOXHa MNMpu BXoAde B OC nocne BKIOYeHus KoMnbloTEpa,
a TakKkxke npu pa36J'IOKI/IpOBKe KOMMNbOTEPA N TEPMUHAINTbHOM NOAKITHOYEHNN.

OencTBua ¢ upeHTUPMKaTOpOm

Ona paboTbl ¢ HEKOTOpPbIMK annapaTHbiMU MAEHTUdUKAaTOpaMM HeobXOoAMMbl UX asmopu3auuoHHbIe
PIN-kodbi: PIN-kog agmuHucTtpatopa u PIN-kog nonb3oBaTtens, KOTOpble Y)Ke YCTaHOBMEeHbl B NaMATU
caMux MaeHTUMKaTopoB MO yMOMYaHuio (Tak HasblBaeMble «3aBOACKME HacTpowkuy). MHdopmaumio
O HUX MOXHO MOSyYnUTb U3 OOKYMEHTauuKn, NocTaBnsgemMon BMecTe C annapaTHbiMU ungeHTudumkaTopamm
n gpansepamu.

BHumaHue! [1Ina obecnedeHuns Tpebyemoro ypoBHs 6e3onacHocTy PIN-KOAbI N0 yMOMYaHuio
ANsi annapaTtHbIX aeHTUrKaTopoB cnegyeT U3MeHUTb.

M3meHuTL naporb annapaTHOro WAaeHTUMUKaTopa MOXHO C MOMOLLLIO YTUNUTLI AN uaeHTudukatopa
(ckavaTb C canTa npowusBoauTensd), MMBO UCMOMb3ys OKHO MapamMeTpoB Ha3HAYE€HHOro MONb30BaTento
ngeHtudmkaropa (puc. 77). Onga atoro B none «enctemsa ¢ ngeHtudmkatopomy» Heobxogmmo BbIOpaThb
kHornky «CmeHa PIN-koga» nnm kHonky «dopmaTnpoBaTby.

Mo HaxaTtuio kHonkn «CmeHa PIN-koga» OTKpPOETCS OKHO, B KOTOPOM HEeOOXOAMMO BBECTM 3HAYeHWs
PIN-koga nonb3oBaTens: ctapoe (Tekywiee) 3Ha4YeHUe, HOBOE 3HAYEeHWEe U MOBTOP HOBOMO 3HAYEHUS.
JononHuTernbHble KHOMKM pSAAOM C MonsiMyM BBOAA MO3BONAT U3MEHUTbL CKPbITble CMMBOJSbI Ha SIBHbIE,
noeTop BBoga PIN-koga B aTom criyqae He noTpebyeTcs (puc. 80).



O Beoa PIM koga x

CTapbii PIM | | L5

HoBkii PIM | | L5

MoeTop PIMN koaa | |

Puc. 80. OkHo cmeHbl PIN-koaa

Ona dopmaTnpoBaHua annapaTtHOro uaeHTudgukatopa HaxaTb «dopmaTnpoBaTb» OTKpoeTCs
OKHO (puc. 81), B KOTOPOM HEODXOAMMO 3aMONHUTL CrieayroLme nons:

o Tekywutl PIN-k00 admuHucmpamopa JaHHOro annapaTtHOro uageHtudgukaTopa, HeOOXOAMMbIN

Onsa neranbHoro opmaTnpoBaHusa naeHTudukaTopa.

BBecTn HOBble AaHHbIE:

o  Memka — nioboe HanmeHoBaHMe.

e  Hoenbili PIN-k00 agMyHMCTpaTopa u noBTop.

o  Hoenili PIN-k00 nonb3oBaTens n nosTop.

Ecnu gBa panHbix PIN-koga coBnagatot, To ¢onar B none «PIN-kog agMuHucTpaTtopa v nonb3oBatens
coBnagatT» no3sonnt BBectn PIN-koa TONbLKO B 04HO Nose.

BHumaHue! NapameTpbl cumBonoB PIN-koga ons waoeHtudumkatopa (Hanuuve umdp, Oyks
v gpyrue) onpegensitotcd  HacTPOWKOM napameTpoB B YTUIUTE COOTBETCTBYIOLLErO
naeHtTudmkaropa. lNpexage yem nameHsTb PIN-Koabl naeHTndukaTopa, cnegyeTt HacTpouUTb
AaHHble napaMeTpbl B yTUNUTE (N0 YMONYaHWUIO 8bIK/THOYEHbI).

O PopMaTUpoEaHWE aNNapaTHore WeHTUdMKaTopa >

Teryuil PIN Koa aaMMHUCTpaTopa | | L5

HoBble AaHHbIE

MeTka | |
PIM koA aaMUHWCTPaTOPE PIM koA nons3oBaTenA
PIMN kog | | 5 PIM kog | | L5
MosTop PIN kooa | | MosTop PIN kooa | |

[ ] PIN koA aaMWHMCTPETOPAE W NONL30BATENA COBNAASIOT

DOpMaTUPOBaTL OTMeHa

Puc. 81. OkHO hopmaTtupoBaHns ngeHTudmkaTopa

MpumeyaHue. [Ing annapaTHbIX MUAEHTUDUKATOPOB PyTOKEH:

1) ®dopmatupoBaTb MAEHTUDUKATOP HYXKHO B yTunute npoussogutensa («MaHenb
yrpaBneHns PyTOKEH»).

2) Ecnu Ha PyToKeH paHee Obinu 3anucaHbl kakve-nnbo AaHHble Anst annapaTHOM
ayTeHTUuKaumm, nepes TeM Kak 3anucatb Ha AW ayTeHTUdMKaLMOHHYIO
nHcpopmaumo B KY ELLY, Heobxoammo npoussecty hopmaTnpoBaHue gaHHoro AU
B YTUNUTE NPOU3BOANTENS.



CHATMe annapaTHown naeHTudgpmukaymm

Onsi Toro, 4Tobbl CHATL Ha3Ha4YeHMe annapaTtHOro MAaeHTUdUKaTopa AN YY4EeTHOM 3anncyu OTAENbHOro
nonb3oBaTtensi, HeOOX0AMMO B OKHE MapameTpoB y4yeTHou 3anucu B none «MaeHtudukatop» (puc. 77)
BbIOpaTh 3Ha4YeHne «AnnapaTHbIi AEHTUMMKATOP HE Ha3HaveH», HaxaTtb «[pumeHnTb» 1 «OK».

Cam ngeHtndmkaTop Ang nocrneayowero NpUMeHeHNs pekoMeHayeTcst OYUCTUTb OT aBTOPU3ALIMOHHbBIX
OaHHbIX, €eCcnM OHM ObinM  HasHayeHbl (cM. «HasHayeHve aBTOPU3ALMOHHBLIX  OAHHbLIXY),
unun otchopmaTupoBaThb.

5.2.5YpaneHue nonb3oBaTtenen [1b

BHumaHue! CnegyeT BHUMaTENbHO OTHOCUTLCS K yaaneHuio nonb3oaTtenen B [b. Ecnn
Ha KakoM-1Mbo 13 ypoBHew [JomeHa 6e30nacHOCTM He OCTAHETCHA HM O4HOTIO NoNib3oBaTenNs
Cc ponbto «AgmuHuctpatop» (cMm. «PoneBas mogenb yyYeTHbix 3anucen [Bb»), goctyn
K HacTpolrkam Ha 3TOM ypoBHe OydeT orpaHuM4eH 4O MOMEHTa MOSIBIIEHUS MONb30BaTENS
C AOCTaTOYHbIM HabopPOM MpPUBUNETUIA.

Ons yoaneHusa none3oBaTens n3 lomeHa 6e30nacHOCTU BHE 3aBUCUMOCTM OT TOrO, KakKUmu cpeacrsamu
OH CO3daH unu 3aperncTpupoBaH B camom [1B, Heo6xognmo BblAENUTL €ro MMSA B CUCKE Ha YPOBHE
«Brnagenbuay, HaxaTb KHOMKY «YganuTb» unun BoldpaTb COOTBETCTBYIOLLEE AENCTBME U3 KOHTEKCTHOrO
MeHI0. YueTHas 3anuck bygeT yganeHa ¢ mogynewn nocrne cuHxpoHusaumm ¢ ELLY Dallas Lock.

5.2.6 HaszHauyeHue napons

[ns HasHayeHus naponsi nosib3oBaTento HeobXoOaMMO BbIAENUTb €ro MMS B CMIUCKE W HaXaTb KHOMKY
«3anatb naponby». [osiBATCS OKHO, rae TpebyeTcs BBECTU HOBBIV Naporb U NOATBEPAUTL ero (puc. 82).

U ¥cTaHoBWTE Napone ana test >

HoBklli naponk:

nDD.TBEFIH'UlEHME napona:

CoXpaHWTb OTmMeHa

Puc. 82. dopma BBOgA Nnapons

I'IpM BBOAE naponA HeobxoaMmMo PYKOBOACTBOBATbCA CrieayrLwnMn npasunamm:

e MakcuMmanbHas gnivHa napons cocrtaensieT 31 cumeor;

e Maposfb MOXET coaepxaTb NlaTUHCKNME CUMBOJbI, CUMBOJIbI KUPUANULbI, Ldpbl U cneumanbHble
CUMBOIbI;

e CMNOXHOCTb Mapons (Hanuune onpefaeneHHbIX CUMBOMOB, AMNWHA, CPOK OEWUCTBUA U Mpoune)
perynvpyeTcsi cneumanbHbIMU MONMTUKAMKU, KOTOPbIE YCTaHaBMMBAOTCA agMUHUCTPATOPOM
(cm. «HacTporika naponbHbIX NOANTUKY).

Mocne BBOJA HOBOTO MApPOMs BO3HWKHET JONONHUTENbHas kHonka . MkoHka @ n3MeHuT ckpbiTble
CcMMBOIbl Ha siBHble. [NoaTBepXkaeHve napons B 3TOM criydae He noTpebyeTcs 1 cooTBETCTBYIOLLEE Nofe
OyaeT cKpbITO.

Mpu 3agaHum napons rnobanbHoW yyeTHom 3anucu OB Heobxogmmo, 4TOObI Maponb COOTBETCTBOBAN
naposnbHbIM nonutukam 6GesonacHoctn OC Windows Ha wmopynsx. Ecnmn TpeboBaHue He Oyger
cobntogeHo, TO BO3HMKHET owwubka «Onepaumns 3abnokmposaHa OC Windows» B npouecce
CUHXPOHM3ALMKM YYeTHbIX 3anucen. V13-3a gaHHOM ownbKn MoxXeT HabntoaaTtbest cneayoLlee:

e npobnema co3aaHns y4eTHOM 3anmcu ¢ HEAOCTATOYHO COXHBIM NaponeM;
e npobnema CUHXpPOHM3aLMW Napons YYETHOW 3anucu, ecnv Nonb3oBaTerb ObiN co34aH paHee.



Bo usbexaHue OLIMOKM CUHXPOHM3ALUWN YYETHbIX 3aNUCEN, PEKOMEHOYETCS] OTKIMOYUTL NapOribHblE
nonutnkn OC Windows. [laHHas dyHKUUOHanNbHas BO3MOXHOCTb peanunsoBaHa B C3W Dallas Lock 8.0
He3aBucMMo oT mexaHuamoB OC.

5.2.7 Peructpaumsa AoMeHHbIX nonb3oBaTteneu B [1b

O4yeHb 4acToO KOMMbHOTEPbLI C YCTAHOBIIEHHOW CUCTEMOW 3awWuTbl OObEAWHEHbI B JIOKamNbHYK CeTb,
PU3NYECKYIO U FTOTMYECKYHO CTPYKTYPY KOTOpO 00beauHseT cnyxba katanoroB Microsoft Active Directory.
OT0 No3BoOMsieT LEHTPanNM3oBaHHO agMUHUCTPMPOBaTb BCE PECYPChI, BKMYasi nofnb3oBatenen, annel,
nepudepunHble YCTPOMCTBa, AOCTYNn K cnyxbam, ceTeBbiM pecypcam, Beb-y3nam, 6aszam [aHHbIX
1 npoyue. 'pynna KOMMNbLIOTEPOB, COBMECTHO UCNONb3yOLWNX 00Lyt0 6a3y gaHHbIX KaTanora, obpasyeT
OOMEH.

Takum obpasoM, C y4eTHbIMM 3anNUCsMK MONb30BAaTENEN, CO34aHHBIMU B AOMEHE, MOXHO MpPOBOAMTH
onepauum Ha pabounx cTaHUMAX, 3apPErMCTPUPOBAHHbLIX B 3TOM JOMEHE, N B TOM YMCHe PErMcTpupoBaThb
B8 ELLY Dallas Lock.

Mpumeyanue. [na 6e3owmnboyHon paboTbl pernctpaumm AOMEHHbIX YYETHbIX 3anvcen
B ELlY Dallas Lock, ycraHoBneHHom B OC cemelictBa Linux, Heobxogumo Ha DNS-
cepBepax, kK kotopbiM obpawaetca APM c¢ ELY Dallas Lock, KOppekTHO HacTpouTb
obpaTHyl0 30HY (TO eCTb JOSbKHa MPUCYTCTBOBaTb ObpaTrHasd 30Ha, cogepxkawas PTR-
3anucu Bcex KoHTponnepos AD).
Insa npoeepkn aaHHoro TpeboBaHuss AUB HyxHo Ha APM c ELLY Dallas Lock BbInOnHUTL
cnegyroLine KoMaHabl:
e «nslookup <ums_JdomeHa>» — ybeanTbcs, YTO BbiBOAUTCS IP-agpec;
e «nslookup <mosy4eHHbIl ip-adpec>» — ybeanTbCsl, UTO BbIBOAUTCS KOPPEKTHOE
FQDN-uma koHTponsiepa AD.

Mpumeuanwme. lNMpu pernctpaummn B ELLY Dallas Lock gomMeHHbIX yyeTHbIX 3anucen Active
Directory Heobxogmmo, 4Tobbl Bpemsi cepeepa ELLY Dallas Lock 6bin0 CMHXPOHM3NPOBaHO
C BpemeHeM KoHTponnepa aomeHa Active Directory.

Ona pernctpaumm B JomeHe GesonacHoctn ELLY Dallas Lock gomeHHbIX nonb3oBaTenen B KavyecTBe
rnobarnbHbIX, HEOOXOANMO BbINONHUTL CneayloLlee:

1. Y6egutbes, uto [JomeH 6e3onacHoctn ELLY Dallas Lock npuHagnexuT gomeHy Active Directory (cm.
«[MpuHagnexHocTb K goMeHy Active Directory»).

2. |-|OJ'Iy‘-Il/ITb CMNCOK AOMEHHbIX Nosnb3oBaTenen. [1ns atoro npwn co3gaHnn nonb3oBaTesAd B Bbllagatolem

!

cnvcke nons «MICTouHMK» HeobxoaMmo BbIGpaTh UMSA AOMEHa U HaxaTb KHOMKY noucka -+ (puc. 83).

D Co3aTe Nnone30BaTEnA - X

WeTouHMK: Tuan:
SECDOMAIN ~ C

Tun yueTHOA anuan ELLY
¥MA nonk3oBaTena

|superadm; | e,
Y4YeTHan 3annch Monvoe nMA Onncanme
DefaultAccount Y4yeTHanA sanuce NonL3osaTen

krbtgt YueTHan zannce cny*bel KDC

AgmMuHKCTpaTOR BcTpoeHHaA yUETHARA 33NNCE .

locte BCTpDEHHEH YHYETHAA 3annce g

| Mpoaom«uTs I OTmeHa

Puc. 83. 3anonHeHue yyeTHON 3anucu nonb3oBaTensi


http://ru.wikipedia.org/wiki/Microsoft

MpumeyaHue. [lpyn perucTpaumMm [OMEHHOW YYETHOM 3anncu HeobXoOuMO HaxaTb

Ha KHOMKy «OBHOBUTLY Cc ANa BBOAA aBTOPM3aLMOHHLIX AaHHbIX AD, nanee BbiOpaTb
B none «WMcTouHnk» ums gomeHa AD 1 NpoM3BECTM MOUCK YYEeTHbIX 3anunceit BbIGpaHHOro
JomeHa.

Ons  nonyyeHuss cnucka Y4YeTHbIX 3anuceil OoMeHa HeoOXOAMMO — OOMOSIHMTENbHO  BBECTM
aBTOPM3aLMOHHbIE AaHHble aAMUHUCTpATOpa AOMEHA B NOSIBUBLLEMCS OKHe (puc. 84).

WcToqHuk: D Ayrentudukauma nonssoeatens s secdom... X
SECDOMAIN
Norud | |
MK ELLY
MMA Nonb3oBaTenA Mapone | |
] Ommeia
MpoaomsKTs OTMeHa

Puc. 84. ABTOpuM3aLMOHHbIE AaHHbIe agMUHUCTpaTopa gomeHa AD

3. Bbl6paTb YYETHYIO 3annCb NoJib30BaTENA U HaXaTb ((”pOﬂ,OJ'I)KVITb». MoXHO BbIAENUTL HECKOSIbKO
YYHETHbIX 3anucen, nmetowwmxcs B OC, n 3aperncrtpumposaTtb X O4HOBPEMEHHO.

B [16 aBTOMaTmnyecku C(bOpMVIpyeTCFI y4yeTHaA 3anncb nosib3oBaTesid C TeM Xe MMeHeEM AOMEeHa, JNNTOrMHOM
n naponewm. Y4yeTHaa 3anucb Nofb3oBaTens B CNMUCKe YYETHbIX 3anucen 6yp,eT MMETb BUA. «UMA
AoMeHa/vs nonb3oBaTens».

Mmerowmxcs AOMEHHbIX Mornb3oBaTtenen MoxHo 3apeructpuposatb B ELYY Dallas Lock, HO ux Hemnb3s
co3paTb cpeacteammn KoHconn ELLY. Ecnu Hy>KeH HOBbI JOMEHHbIV NoSb3oBaTe b, €ro NpuaeTcs cos3gaTtb
cpeAcTBaMn aAMUHUCTPUPOBAHMSA Ha KOHTPOSepe AOMEHA U TOSMbKO MOCNe 3TOro 3aperMcTpupoBaTtbh
B ELJY Dallas Lock.

Cnuncok oOMeHHbIX nonb3oBaTenein u rpynn kawmpyetca KoHconbio ELLY B cBoen namsatu. MNoatomy, ecnm
HOBLIN MONb30BaTeNb CO34aH Ha KOHTpOMfepe OOMEHa, OH MOXeT nosiBuTbcs B cnmucke KoHconn ELLY

c

He cpa3sy. Heobxoaumo 0GHOBUTL CMMCOK C MOMOLLIbIO KHOMKU «OBGHOBUTLY

MpumeyaHue. [lpouecc nonyyeHust CnMcka [OMEHHbIX Monb3oBaTenen MoxeT ObiTb
JOCTaTo4YHO AnuTenbHbIM. Bo Bpems 3Toro npolecca BO3MOXHO NosiBfieHMe AnanoroBoro
OKHa C NpocbboW BBECTU NOEHTUMMKALMOHHYI0 MHAOPMaLMI0 agMUHMcTpaTopa.

C 3apeructpupoBaHHeiMy B ELLY Dallas Lock gOMEHHBIMM MOMb30BaTENSAMM MOXHO NPOBOAUTL NOObIe
onepauuv no peanusauum NonMTUK 0e30MacHOCTWN, OJHAKO Hemnb3s MEeHATb naponb cpeacTtBamu ELLY
Dallas Lock. Npw nonbiTke n3amMeHWTb Naponb 6yaeT BbiIBEAEHO NpeaynpexaeHme.

MpumeyaHmne. AnnapaTtHbii aeHTUdMKaTOp MOXET BbITb Ha3HaYeH TONMbKO ANst OTAENBHO
B3ATOM JOMEHHOM YYeTHOW 3anncu 3apernctpupoBaHHon B 16 6e3 macku.

Takke cpeactsamu ELLY Dallas Lock HEBO3MOXHO M3MEHUTbL CMIMCOK rpynn, B KOTOPble BXOAUT JOMEHHbIN
nonb3oBaTtenb.

5.2.8 Peructpaunsa oOMeHHbIX Nofnb3oBaTernien no macke B A1b

B cucteme ELY Dallas Lock peanu3oBaH MexaHu3M perncrpauum AOOMEHHbIX YYeTHbIX 3anvcen
nonb3oBaTenemn CUCTEMbI C UCMONb30BaHMEM MAaCOK Mo CUMBOIY «*». B 3TOM KOHTEKCTE CMMBON «*» umeeT
3HaueHue «Bce». YueTHas 3anucb «Mms_gomeHa\*» o3HavaeT BCeX Nnornb3oBaTenen AaHHOro JoMeHa.

Mo Takom Macke BO3MOXHa permcTtpaumna TOJIbKO [OOMEHHbIX Y4YeTHbIX 3anucen, Ans nokKanbHbIX
3TO HEBO3MOXHO, U Kakaas 3anucb AOMKHA ObiTb CO34aHa OTAeNbHO.



MexaHuam peructpaumm OOMEHHbIX YYETHbIX 3anncer CUCTEMbI C UCMOMb3OBaHMEM MacoK Mo3BonseT
NPUBECTU CUCTEMY BXOAAa K CTPOromy Buay.

[ns paspelleHns Bxoda B CUCTEMYy BCeX AOMEHHbIX Mofb3oBaTenen (B TOM 4ucre nonb3oBaTenen
poBepeHHbIx gomeHoB) B ELLY Dallas Lock pomkHa 6biTb 3apernctpupoBaHa yyeTHasi 3anmcb «*\*».

[nsi aTOro Heo6Xx0AMMO MpPU CO34aHWM HOBOTO MOfb30BaTenNst ykasaTb UCTOYHUK «*» U HaXaTb KHOMKY
«lMpooonmxnTb».

MpumeyaHue. Y4yeTHasa 3annck «*\*» cosgaetca Ha mopyne C3U Dallas Lock 8.0 Ha TK,
ABnAlLLMMcS YneHoM gomeHa Windows, npu ycTaHOBKe C KOHUrypauuen no ymonyaHuio.

Kaxxgas yyeTHas 3anucb MOXeET ObiTb B COCTOSIHUM «BXOZ paspelleH» U «BXOh 3anpeleHy». YToObl
3anpeTuTb BXOA MO COOTBETCTBYHOLLEN YYETHOM 3anucbio HEOOXoAMMO, YTOObl B CBOMCTBaX Yy4e€THOM
3anucu Ha Bknagke «3anpet paboTbi», ANA napameTpa «YJyeTHas 3anucb OTKNOYeHa» Obino BbibpaHo
3HayeHune «[a» (puc. 85).

U Y¥uETHARA 3aNKCE OTKAHIYEHA >

o
]

) na
@ HeT

Puc. 85. YueTHas 3anncb oTkoYeHa

Ecnn onsa cywecteyowen y4eTHOW 3anvcu Buaa «*\*» 3anpeTmtb BXO4 B CUCTEMY WU OOQHOBPEMEHHO
paspelnTb BXo4 ANst yY4eTHbIX 3anucen Tuna «ZCB\*», To B cuctemy 3awuTbl Nonb3oBaTenn JOMEHOB
BXOOUTb HE CMOTyT, HO CMOTYT BXOAUTb TONbKO Monb3oBaTenu gomeHa ZCB. [pyroi npumep: ecnu
3anpeTuTb BXOA B cuctemy ans 3anucu «ZCB\*» n paspewwmntsb ansa «ZCB\admin1», «ZCB\admin2y», To aTo
OyaeT o3HauaTtb, YTO U3 gomeHa ZCB Ha 3aWMLEeHHbI CUCTEMOW KOMMbIOTEP CMOTYT BXOAWUTb TOMbKO
nons3oatenu admin1 u admin2.

Takum 06pasoM, cucTeMy MPOBEPKM MNOnb3oBaTeneil MOXHO Nerko MpUMBECTU K «CTPOroW» cucteme,
[LOCTaTOYHO OTKMIOYNUTL YYETHYIO 3anuck «*\*» 1, ganee, B SBHOM BUAE PEFMCTPMPOBATL YYETHbIE 3aMuCK
HeoBGX0AUMbIX JOMEHHbIX NOMb3oBaTENeN.

Mpumevanue. Ecniv B ELY 3apeructpypoBaHa OOMeHHas yyeTHasa 3anucb «*\*» wunm
«Mma_pomeHa\*», TO Ha3HayaTb MapameTpbl MOMb3oBaTenen MOXHO Kak Ans y4eTHON
3anmcn «*\*» (nnn «ima_gomeHa\*y), Tak U Ans Kaxgow MHAMBMAYanbHOW YY4EeTHON 3anmcu
AomeHa, BbiIOpaB ee U3 cnucka.

5.2.9 Co3paHue rpynn nonb3oBateneun [1b

pynnbl NpegHa3HaveHbl Ans 06beguHEHUS NoNnb3oBaTeNew, Y KOTopbiX NpaBa 6€30nacHOCTU MOryT ObITb
CXOXMMU. Takoe 0ObeaVHEHNE MOXET YNpoCTUTb paboTy agMMHMCTpaTopa Npu BbINMOMHEHUN HACTPOEK
HomeHa 6e3onacHocTy.

Mpynnbl 6e3onacHOCTX yNpoLLaoT ynpaBreHue 4OCTyNnom Kk pecypcaM. MoxHo o6aBnsaTb nonb3oBaTenen
K rpynnam 6e3onacHocTy, a 3aTeM NpPeAoCTaBnsaATb 3TMM rpynnam npasa AoCTyna, U yaanaTb ux oTTyga
B COOTBETCTBUM C NOTPEOHOCTSIMM 3TUX NOSMb30BaTENEN.

[nst npocMoTpa 1 pefakTMpoBaHWst cnucka rpynn cuctembl 6e3onacHoctn B KoHconm ELLY Heobxogumo
BbiOpaTb Bknagky «lMonb3oBatenu u rpynnbl» — «pynnbi». B okHe KoHconu ELLY aBTtomaTtnyecku
nosiBNsieTCA psif NpegBapuTenibHO CKOHUIypuMpoBaHHLIX rpynn B nokanbHo OC, B KOTOpPblE MOXHO
BKItOYaTh rmobanbHbix nonb3osartenewn (Puc. 86).
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Puc. 86. pynnbl nonb3osaTenen

BHoBb co3paHHble ¢ nomouwlbto ELLY Dallas Lock rmoGanbHble rpynnbl aBTOMaTtU4ecku co3gagyTcs
1 B NOAYUHEHHBIX MOAYIISIX MNOCIE CUHXPOHM3aUWK. Y aaneHHble rnobdanbHble rpynnbl NponagyT U3 CNMCKoB
rpynn Ha MOAynsX NOCne CUMHXPOHM3aLNK.

MpumeyaHue. B paHHble rmobanbHble rpynnbl, copmmpoBaHHble B ELLY Dallas Lock,
MOXHO [00aBnaTb TOMNbKO rrnobanbHbiX W MOAYMNbHbLIX Monb3oBaTenen. [1omeHHbie
nonb3oBatenu Ao6aBnsOTCS B rpynnbl Ha KOHTpOMfepe AOMeHa. Takke npu HacTpomnke
nonutnk GesonacHocTM npu [obaBneHun rpynn MNOSIBNSETCA BO3MOXHOCTb Bblbopa
rno6anbHbIX U MOAYMbHBLIX FPYMM.

[ns co3gaHusa rmobanbHbix rpynn ¢ nomoLbio KoHconu ELLY Heobxoammo:

1.
2.
3.

5.

OTkpbITb BKNaaky «lonb3oBatenu u rpynnbi» B KoHconu ELLY.
BeibpaTtb kaTeroputo «[pynnbiy».

Ha naHenu WHCTpPyMEHTOB B onepauusix C rpynnamu HaxaTb kHonky «CosgaTb» unu BblbpaTb
COOTBETCTBYIOLLYIO U3 KOHTEKCTHOrO MEHIO, HaXKaB NpPaByto KHOMKY MbILLW.

Ha skpaHe nosBMTCA OKHO co3gaHusd rpynnbl (puc. 87).

O Co3aate rpynny Nene3oEaTenei — >
Tun:
HassaHue rpynne
|| Twun yuetHoi s3anmewn ELLY
Otmena

Puc. 87. Co3pgaHune rnobanbHon rpynmbl
B none «HasBaHwue rpynnbi» Heobxo4nMo BBECTM HA3BaHWE PETUCTPUPYEMOW rpynnbl.

MpumeuaHue. MNpn Hannuum B domeHe 6e3onacHoctu [K, paboTtatowmx nog OC Linux,
L He peKOMeHOYeTCA WUCMONb30BaTb KUPUNIIMYECKME CMMBOMbI B MMEHaxX MNofb3oBaTenemn
W rpynn B CBA3M C OTCYTCTBMEM rapaHTMm obecneveHns KOppekTHOM paboTbl.

MpumeyaHue. HassaHne rmobanbHOWM rpynnbl CYATAETCH YHMKaNbHbIM B pamMkax OOHOrO
lu JomeHa 6e3onacHoOCTW.

BeibpaTtb « Tvn yueTHOM 3anncn ELLY» B 3aBUCMMOCTM OT TOro, Ans MOAYNen Kakoro Tuna npMMeHseTcs
AaHHas rpynna nonb3oBaTenen.

N3MeHUTb TUN y4ETHOW 3amnnMcu MOXHO, UCMOSb3yst KHOMKY « CMEHUTb TUM» Ha NaHenu MHCTPYMEHTOB
«Onepauuu ¢ rpynnaMmm» unu Bbibpae gaHHOe AeNCTBME U3 KOHTEKCTHOIO MEH!HO.

Mocne Haxatna «lMpoJomKkMTb» MOSBMTCA OKHO ANs pefakTMpOoBaHUSA nNapaMeTpoB Tpynnbl
nones3oBaTtenemn (cM. «[lapaMeTpbl rpynn Nornb3oBaTenemny).




N3mMeHnTb napameTpbl Ipymnnbl MOXHO, WCMOMb3yA KHOMKY «CBOWMCTBa» Ha NaHenM WHCTPYMEHTOB
«Onepauun ¢ rpynnamm» nnu Bolibpas AaHHOE OEeNCTBUE N3 KOHTEKCTHOrO MEHIO.

5.2.10 YpaneHue rpynn nonb3oBarteneun [1b

Ons yganexnus rmobanbHonm rpynnbl M3 [domeHa ©e3onacHOCTM HeobxoOMMO BbIAENUTH €e Ha3BaHue
B CMMCKe Ha ypoBHe «Bnagenbua», HaxaTb KHOMKY «YaanuTb» UIv BbibpaTb COOTBETCTBYHOLLEE AEACTBME
13 KOHTEKCTHOro MeHto. ['pynna nonb3oBartenen 0ygeT yganeHa ¢ Moaynen nocrne cMHXpoHusauum ¢ ELLY
Dallas Lock.

5.3 PoneBas mopenb yyeTHbIX 3anuceu [1b

HacTpoviku no npaBam agMuHUCTpupoBaHus B [B ocywectBnswTcs B paboyen obnactv gns BKNagku
«lMonb3oBaTenu u rpynnbl» B kKateropun «lonb3oBaTtenu» B none «Ponb agMUHUCTpMpoBaHus» (puc. 88).

e © Y Monb3oBarenu u rpynnbi
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Puc. 88. Ponb agMnHuCTpmpoBaHus

Ponb npeacraenset cobo COBOKYNMHOCTb NPUBUIErMn — MOMTHOMOYNIA MO BbINOMHEHNIO EVNCTBUIA B 4acTu
agMuHucTpuposaHus [b.

Ha ocHose rpynn npueunerui B ELLY Dallas Lock cdoopmmnpoBaHbl crnegytoime ponv agMUHUCTPUPOBaHMS:

(] ((ALI,MVIHI/ICTpaTOp» — MaKkCcumMalibHble nNpuBuUNeErMn Ha ynpaslieHune OB wnn ero yactblo,
B 3aBMCUMOCTU OT YPOBHA Ha3Ha4YeHUA poru,
(] «Ay}J,I/ITOp» — B 3aBUCMMOCTU OT YPOBHA Ha3Ha4YeHUA posnu, Ayﬂ,l/ITOp MOXeT WMETb

onpeaeneHHbIn Habop nNpuBuiernin Ha NPocMoTp nHdopmaumm o b nnu ero yactu:
e COCTOsIHME 3aLLMLLEeHHOCTH;
e MPOCMOTP CruCKa Mosb3oBaTernen, UX napaMmeTpoB U Ha3HAYEHHbIX POnew;
e NPOCMOTP 3HaYEeHW NonMTKK 6esonacHoCTy;
e YTeHue XypHaros.
e «Het npaB» — nonb3oBaTenu 6e3 npae Ha agMUHUCTpUpoBaHue n ayaut Ab;
e «He HasHauyeHO».

Mo YMOI4YaHMK HOBbIM Nosfb3oBaTenamM Ha3HavyaeTCd posib «He HasHayeHo».

Y HasHayeHus Ha ponb ecTb napameTp «Brnageneu» — ypoBeHb Ha KOTOPOM Oblna Ha3HayeHa faHHasi
ponb. Ecnu Ha ypoBHe «Bnagenbua» y4eTHOM 3annucuy nosib3oBatens onpegeneHa posnb «He HasHayeHo,
TO MO YMOMYaHWIO Takown nonb3oBaTenb He ByaeT obnagatb NpuBMNernssMyM Ha agMmmHucTpuposaHve Ob
Ha JaHHOM YpOBHE, NMpn 3TOM, eClih Ha NOAYMHEHHbIX y3naxX:

e ponb He nepeonpegeneHa (3HavyeHne «He HasHaveHo»), TO nonb3oBaTenb GyaeT HacnegoBaTb
ponb ¢ 6onee BbICOKOro ypoBHs gepesa [b;

e ponb MOMb3oBaTens nepeonpegeneHa (3HayeHWe OTNMYHOE OT  «He HasHayeHo»),
TO nonb3oBaTenb OyAeT UMETb HA 3TOM NOAYNHEHHOM YPOBHE M YPOBHSIX HUXE 3TOro NPUBMIErnm
B COOTBETCTBUM C HA3HaYeHHOW POrbio.

BHumaHue! CnegyeT BHMMATENbHO OTHOCUTBCS K CO3L4aHUIO M yAAnNeHWo HasHa4YeHun
pornen nonb3oBaTenen Ha agMuHucTpupoBanne OB. Ecnn Ha kakomM-nubo u3 ypoBHEN
[domeHa Ge3onacHOCTM He OCTaHETCA HW OAHOrO MOoNnb3oBaTend C  Pofbio
«AOMUHMCTpATOP», OOCTYM K HACTPOVKaM Ha 3TOM ypoBHe OyaeT opraHnyeH 4O MOMEHTa
NOSsIBIIEHUS MOMb30BaTENs C AOCTATOYHBIM HABOPOM MPUBUNETUIA.



5.4 Monutuku Ob

lMocne ycTaHOBKM cucTeMbl yrnpaBneHus, HeobxooMmMo NpPOM3BECTU ee HacTponky. [Mog HacTponkon
CUCTEMbI MOHUMAETCA YCTaHOBKa 3HayeHun nonutuk [omeHa 6Ge3onacHOCTH, YOOBNETBOPSHOLLNX
nonutnkam 6e3onacHoCcTn opraHn3aumm.

Bknagka «[onuTukn» no3sonsdeT peaaktupoBaTtb napameTpbl 6e3onacHoCcTU Ha ypoBHe Bcero 16, nocne

CUHXPOHM3aUMN Ha BCEX MOAYMHEHHbIX 0bbekTax B 15 NpMMeHSATCa ycTaHoBNeHHble HacTponku (Puc.
89).
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Pwuc. 89. Bknagka MNonutukn OB

OTKpbITb peaakTop NONUTUKMA MOXHO crnefyloLwumm cnocobamm:
e [BaXAbl LLENKHYTb JIEBOW KHOMKOW MbILLW MO U3MEHSIEMOWN NONNTUKE;
e  BbI3BaTb KOHTEKCTHOE MEHIO U3MEHAEMOWN NONUTUKKN N BbibpaTh «CBOMCTBAY;
e HaxaTb KHOMNKy «CBoncTtea» Ha naHenu «encrteus».

5.4.1 HacTtponka naponbHbIX NONIUTUK

HacTtpoiiku, kacawuwmecss 3Ha4YeHUM NaposibHbIX MONUTUK, pPerynupytloTcss B kateropum «llonuTukm
naponew» Ha Bknagke «l1onmMTukn».

B cootBeTcTBMM C TpeboBaHWAMM NONUTUKM Ge30MacHOCTU OpraHusaummM HeobxoaMmMo HacTpouTb Bce
napameTphbl, PacrnosioXXeHHbIE B CNIUCKE NOSUTUK Naporsien.

MpumeyaHue. Cnegyet ydecTb, 4to B OC Windows ecTb CBOMW, HE3aBUCUMMbIE MOMUTUKU
CNOXHOCTM napons. N B HEKOTOPLIX Cryvasx Nnaposfib MOXET YAOBMETBOPATb MNONMTUKAM
Dallas Lock, Ho He ygoBnetBopsaTb nonutukam Windows. B gaHHOM crnydae Takoun
naporsb YCTaHOBUTb HE yaacTcs.

Ta6nuua 9. MNaponbHble NONUTUKKN

vSphere: MuHumanbHaa gnvuHa napons

[daHHOW nNONMWTMKOW  yCTaHaBNMBaETCA  OFPaHUYEHUMEe Ha  MUHUMAanNbHYKW  ONWHY  napons
Ans runepsunsopos vSphere.

Monutuka npnHumaeT 3HadeHus oT 1 go 30 cumsonos. 1o ymonyaHuio 3HayeHune: 1 cumeon.

Mpun pernctpaumm HOBOWM y4€THOW 3anucu n npu nameHeHun ctaporo napons B LIY C3U BU Dallas Lock
KOHTpONMpyeTcs AnMHa BBOAUMOro naporns. Ecnv ymcno cMMBOoB B Naporie MeHbLUe YCTaHOBIMEHHOro
3HavyeHus, TO Ha 3KpaHe nosBUTCA npegynpexaeHve «Beoa mapons: BBeAEeH CIULLKOM KOPOTKUN
naponb».

CnepyeT umeTb B BMAY, YTO €CnK B npouecce paboTbl U3MEHWUTb 3HAaYEHWE AUHBI Naporns (Hanpumep,
YBEMNWYNTB), TO Y 3apErnCTPUPOBAHHbBIX YYETHBIX 3anMcet OHa OCTAHETCS NMPEXHEN A0 NepBOW CMEHbI
naponsi.

Monntuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock.

'vnepBusopbl: MMHMManbHOE KONMYeCTBO KIacCoB CUMBOJIOB

[aHHas nonuTrka onpegensieT KoNMYecTBO KaccoB CUMBOIIOB (OyKBbI B BEPXHEM U HUXKHEM PETUCTPE,
undpbl 1 cneumanbHble CUMBOIbI), KOTOPbIE AOMKHbI NPUCYTCTBOBATL B Napore, Anst y4eTHON 3anvcu
Cepsepa suptyanusauuu B LIY C31 BU Dallas Lock.

Monutuka NnpuHUMaeT 3HayeHus ot 1 0o 4 n «He ncnonb3yetcay». 3HavyeHue «1» 03Ha4vaeT, 4YTo Naporb
MOXET cofepKaTb ftobble CUMBOSbI, HANPUMEP, TONbKO LMdphI. [0 yMonyaHuio 3Ha4YeHre NonmMTukK: 1
CUMBOI.

MonuTtunka npumenseTca Ha moagynsx C3U BU Dallas Lock.



MakcumanbHbIN CPOK AeCTBUA Napons

Monutuka yCTaHaBMBaeT MaKCUMarnbHbI CpPOK OencTBums napons nonb3oBatenen. o ucreyeHumn
CpokKa OencTems nosib3oBaTesito aBTOMaTU4YeCKU 6yu,eT npennoxeHo CMEHUTb  MNapoJsib.

He pacnpocTpaHsieTca Ha ydeTHble 3anuMcy nonb3oBaTenen C yCTAHOBMEHHbIM aTpUbyTOM
«BbeccpoyHbIn naponb».

Monntnka npuHMmaeT 3HadveHns ot 1 gHa go 25 Hegenb (180 gHen) n «He wmcnonb3yetcs» —
MaKCUMarbHbIA CPOK OAENCTBUS Maponsi He yCTaHoBMeH. 10 ymMonyaHuio nonuTuka MMeeT 3HayeHue
«6 Hen. 0 gH.».
MonuTtuka npumeHsieTca Ha:
e cnyxby ELLY;
e MOAynAaX:

e C3W Dallas Lock 8.0-K/C;

e (C[3 Dallas Lock;

e C[H3Yb Dallas Lock;

e C3WV BW Dallas Lock;

e C3W HC[ Dallas Lock Linux.

MuHumanbHas gnvHa naponsa

JaHHOM  MONMWMTWMKOM  yCTaHaBNMBAETCA  OrpaHWYeHUMEe Ha  MUHMMAarbHYl  AfWHY  napons.
Mpu pernctpaumum HOBOro Mofb30BaTeNsi U NPU U3MEHEHUU CTaporo Maposnsi cMcTeMa KOHTPOnupyeT
ANVHY BBOAUMOrO naponsi. Ecnun yicno cmBoroB B naposie MeHbLUEe YCTAaHOBIIEHHOIO 3HAYEHUs!, TO Ha
3KpaHe nosiBUTCA npeaynpexaeHve «Beoa napons: BBeAEH CrMLLKOM KOPOTKWUIA Naporiby.

Monutuka npyHumaeT 3HayYeHust oT 1 oo 14 cumsonos u «He ucnonbayetcs». 1o ymonyaHuto nonutmka

nMeeT 3HayeHne «He ucnonbayeTtcsa». Mpu BoiGope 3HaYeHns «He ncnonbayeTcs» ycTaHaBNMBaeMbIN
naposib MOXeT UMEeTb MyCToe 3HaYyeHue.

[encTBrne NnonMTUKMN pacnpocTpaHaeTcsa Ha 3HadeHusa naponen, PIN-KogoB 1 Kno4ven.

CnepnyeT MMeTb B BUAY, YTO €Cnu B npouecce paboTbl M3MEHEHO 3HAYeHWE ANvHbI Napond (Hanpumep,
YBEMWUYEHO), TO Y 3aperncTpmpoBaHHbIX MOMb30oBaTerNe OHa OCTAaeTCs MpPeXHen A0 NepBON CMEHbI
3HaYeHus.
MonuTunka NnpumeHsieTca Ha:
e cnyx0y ELLY;
e MOAynAaX:
e C3MW Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 YB Dallas Lock;
C3M HC[L Dallas Lock Linux;
C3W BU Dallas Lock.

MunHuManbHbIN CPOK AEUCTBUA Napons

[aHHOoM NoNUTUKON ycTaHaBNMBaeTCAa MUHMMasbHbLIN CPOK AeNCTBUA Napona Angd Bcex nonb3oBaTtenen.
[o ncreveHus yctaHoeneHHoro cpoka C3U He no3BONUT NoOMb30BaTENO CMEHUTL CBOW MNaposib.

MonuTtuka npuHMMaeT 3HadeHus oT 1 gHa go 30 gHen n «He ncnonb3yetcax. [Npn Beibope 3HaYeHMA
«He ncnonb3yeTtcsi» MUHMManbHbIA CPOK AENCTBUSA Naposs He OrpaHNYeH.

o ymon4yaHuto nonmTmka umeet 3HavyeHme «10 gH.».

3apaHHbIN napameTp He siBrnsieTcs npuoputeTHbIM. OH OeNcTBYeT TOMbKO ecnu Ans nonb3oBaTens
He yKa3aHO HMKaKMX MHbIX 3HAYeHWIA cpoka AeNcTBMS Naponsi.

MuVHUManbHbLIA CPOK AENCTBUA MNapons AN KakOoro KOHKPEeTHOro nornb3oBaTens onpegensercs
no crneaytoLlein cxeme:

e Ecnv agMunHMCTpaTOp YCTAHOBWI ANSA KOHKPETHOTO NOSb30BaTeNs NPUHYOUTENbHYI0O CMEHY Napornsi
npu cnegytouiemM BXxoae Ha KOMMboTep, TO B NpoLecce o4epeaHor 3arpy3km KoMmnboTepa nog aTum
nonb3oBaTefnieM cucTema 3alWuTbl 00s3aTenbHO MNOTPeOyeT CMEeHWTb napornb  (HauBbICLLWIA
NPUOPUTET).

e Ecnu otcytctByeT TpeboBaHWe cmeHbl naponst npu crnepytouwem Bxoge, To C3M He nossonut
CMEHUTb Naposib €CNN HE UCTEK YCTAHOBMEHHbIN MUHUMAITbHbBIN CPOK AeNCTBUSA napons. [pu aTom
Ha aKpaHe oTobpa3uTcsa coobLeHne «llaponb He MOXET OblTb USMEHEH Y.



e ®nar B none «lMaponk 6e3 orpaHMyeHns cpoka AENCTBUSI», YCTAHOBMNEHHbI B HACTPOMKaX y4eTHOM
3anucu B Kateropum «[llaponuy», He [acT BO3MOXHOCTM CMEHWUTb MNapofib OO0 OKOHYaHus
YCTaHOBEHHOIO0 MUHMMAINbHOro Cpoka AEeNCTBUA Naponsi.

MpumeyaHue. Ecnv HapyLLeHO COOTHOLLEHNE MAaKCUManbHOro 1 MMHUMAarbHOIO CPOKOB
AEeNCTBNA Naporns (MMHUManbHbIV CPOK AEUCTBUSI Napons Gonblue MakCMMarbHOro), TO
C3W npourHopupyeT 3HayeHne MMHUManbHOro cpoka AencTBms Napons.

Monntrka NpuMeHsieTcst Ha:
e cnyxby ELLY;
e MOAynsaX:
e C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3M BU Dallas Lock;
C3M HC[ Dallas Lock Linux.

HanomuHatb 0 cmeHe naporsnsa 3a

C nomoubto gaHHoro napamMmeTpa cuctemMa 3allnTbl NO3BOJIUT HANOMUHATL NOJ1Ib30OBATENIO O TOM, 4YTO
Yyepeas onpeagerieHHoe Konn4ecTtBeo OHen HeobXoaANMO CMEHUTL naporsb.

Monutuka npuHumaeT 3HaveHust oT 1 go 15 gHen n «He ncnonbayetca». 1o ymonyaHuioo nonutuka
nveet 3HadeHne «3 gH.». Ecnu BbiOpaHo 3HaveHne «He wucnonb3yetcA», TO HaNOMUHAHWA
0 HEODXOAMMOCTM CMeHbI Napons He 6yaerT.

HanomwuHaHue o npeacTtosien cMmeHe napons bygeTt nosaBAaTbCA Ha akpaHe npu 3arpy3ke C3M gaHHbIM
nonb3oBaTeneM, HauMHas C TOr0 MOMEHTa, Korga A0 CMeHbl napons (aktmyecku A0 UCTeyeHus

MaKCUMarbHOro BpeMEeHW AEeNCTBUsSi Maporsl) ocTanochb KONMYECTBO AHEN, paBHOE YyCTaHOBIIEHHOMY
3HaAYEHMIO ANst STON NONUTUKN.

MpumeyaHue. [MapameTpbl, yCcTaHaBMNMBawLIME CPOK OENCTBUS Napons, OEWCTBYHOT
He3aBMCMMO OT aHanornyHblx napametpos OC Windows. B Windows gencTteytoT cBou
nonutukM 6e3onacHoOCTM, KOTOpble Takke MOryT noTpeboBaTb CMeHbl MNapons
HesaBucumo ot C3U Dallas Lock 8.0.

B C3U Dallas Lock 8.0 1 OC Windows cosnagatoT criefytoLime naposbHble NOAUTUKU:

MaKcuMMarbHbIN CPOK AENCTBUA Napons;

MUHUManbHasa AnNuHa nNapons;

MWHUMarbHbIV CPOK AENCTBUS Napons;

e naponb AO/MKEH OTBeYaTb TPeOOBaHUSAM CITOXHOCTMW.

YTto6bl He BO3HMKANO KOHGMKTa napornbHbix nonutuk OC Windows n C3U Dallas Lock
8.0, Hy)XHO caenaTb AaHHble NONUTUMKN naeHTu4HbIMM B OC n C3U, nubo oTkmounTb
nonutuku B OC.

Monntnka NpuMeHsieTcs Ha:

e cnyx0y ELLY;

e MOAynAaX:

e C3W Dallas Lock 8.0-K/C;

CO3 Dallas Lock;

CO3 Yb Dallas Lock;

C3WM BU Dallas Lock;

C3W HC[ Dallas Lock Linux.

Heobxoaumo nsmeHeHue naponsa He MéHblle, YeM B

[laHHOW NONMUTMKON 3a4aeTcs KONMYECTBO CMMBOSIOB, Ha KOTOPOE, Kak MUHUMYM, OOIMKEH OTNMYaThCs
HOBbI MapPOsb OT CTAPOro MpPU ero CMeHe.

Monutuka npuHuMaeT 3HayveHuns ot 1 go 10 cumBonos 1 «He ucnonebsyetca». 1o ymonyaHuio nonuTunka
nmeeT 3HayeHne «He ncnonbayetcs».



MpumeyaHue. Ecnn pgaHHas nonuTtuka BkoveHa pgns OC Windows (3HaueHwme,
OTnM4YHOEe OT «He ncnonb3yeTcsi»), TO NpM CMeHe Napons 4Yepe3 KOMOMHaALMIO KnaBuLl
«Ctrl + Alt + Dely», HOBbLIN Naponb AOMKEH OTNMYaTbCA OT CTApOro He MeHee, YeM Ha
yKka3aHHOe Konm4ecTBo cumBonoB. CBepka CTaporo M HOBOIO Maporisi OCYLLECTBAETCS
NMOCUMBOJSBLHO.

Mpn cmeHe naponsi yepesd obonouky agmuHuctpatopa C3U Dallas Lock 8.0 gaHHbIN
napameTp He y4YuUTbIBaETCS.
Mpumep. Y nonb3oBartens uUMeeTcs Naponb «password1y», ecnu B Bbllle ONUCAHHOW ONUUKN KONUYECTBO
CYMBOMOB yKa3aHo 2, TO Npu cMeHe napons «password1» Ha «password2» BbiBegeTcs cooblieHune
«lMaponb gormKkeH curbHee OTnUYaTbCs OT npegplaywiero». [NpaBunbHONM OyoeT cmeHa naponsi ¢
«password1» Ha «Password2».
MonuTuka NnpuMeHsieTca Ha MoaynaX:
e C3W Dallas Lock 8.0-K/C;
e C[H3 Dallas Lock;
e C[3 Yb Dallas Lock;
e C3U BW Dallas Lock.

Heo6xogumo Hanuumne cneucuMBOSIOB

Ecnn paHHas nonutuka BkItodeHa (3HadeHue «[a»), TO nMpyu co3gaHuM naponst B HEM LOSKHbI
NpucyTCTBOBaTb CreuumanbHble CUMBOSbI U3 crieaytowero cnucka: ™", "~", "I", "@", "#", "$", "%", "\", "&",
ll*ll, ll(ll, ll)ll, |l_|l7 ll_ll, ||+||, ll{ll, |I}|l7 ll[ll, ll]ll, Il\ll Il|ll n.n m.n monoann ll<ll ||>|I nn ll-ll ll?ll ll/ll.

Mo ymonyaHuio nonuTuka MMeeT 3HaveHne «HeT».
[encTtBrne nonMTUKM pacnpocTpaHsaeTcsa Ha 3HadeHusa naponen, PIN-kogoB 1 kno4den.
Mpumep. Y nonb3oBatens uMMeeTcsa naponb «password1», ecnu Bbille OnMMcaHHas onuus
aKTMBMPOBaHa, TO MNPV CMEHE Maponst Ha «password2» BbiBegeTca coobleHne «B napone AomkHbl
coaepxartbcs cneucmMMBonbly. MNMpaBunbHoM 6yaeT cMeHa napons ¢ «password1» Ha «password#».
Monntrka NpuMeHsieTcs Ha:
e cnyxby ELLY;
e MOAynAaX:
e C3MW Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3M HC[ Dallas Lock Linux;
C3W BW Dallas Lock.

Heo6xogumo Hanuuune CTPOYHbIX U NPONUCHbIX 6yKB

Ecnu paHHas nonutuka BkMoveHa (3HadveHue «[a»), TO Npu co3haHUM Mapons B HEM OOMKHbI
MPUCYTCTBOBATb CTPOYHbIE U MPOMUCHbIE DYKBbI.

Mo ymonyaHuio nonuTuka nMeeT 3HadeHne «Het».
[enctere NoNUTUKN pacnpocTpaHaeTcsa Ha 3HaveHns naponen, PIN-kogoB u knoyen.

Mpumep. Y nonb3oBaTens uMeeTcs nNaponb «password1», ecnu Bbllle oOnucaHHas onuus
aKTMBMpOBaHa, TO MNPV CMeHe napons Ha «pacsword1» BbiBegeTcs coobleHne «B napone AomkHbI
copepXaTbCsl M CTPOYHbIE, U NponucHble GykBbI». [paBunbHon 6GyaeT cMeHa napons ¢ «password1» Ha
«paCsword1».
Monutnka NpuMeHsieTcs Ha:
e cnyxby ELLY;
e MOAynAX:
e C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3W HC[ Dallas Lock Linux;
C3W BW Dallas Lock.

Heobxogumo Hanuume umndp

Ecnn paHHas nonutuka BKMoveHa (3HadeHve «[ax»), To npu co3daHuM Napons B HEM [OOMMKHbI
MPUCYTCTBOBATL LMPBbI.



Mo ymonyaHuio nonuTuka nMeeT 3HavyeHne «Het».
[lencTBre NONMTUKM pacnpocTpaHsaeTcs Ha 3HadeHus naponein, PIN-KOOOB 1 KIHOYen.
Mpumep. Y nonb3oBaTtens UMeeTcs Naposib «passwordy, ecnmn onucaHHas Bbille OMuMs akTUBUPOBaHa,
TO NpW MOMbITKE CMeHbl napons Ha «passwordd» BbiBegeTca coobuieHne «B napone [OMKHbI
coaepxartbcs undppbl». MpaBunbHOM OygeT cMeHa napons ¢ «password» Ha «password12».
Monutnka NnpnMmeHsieTcst Ha:
o cnyx0y ELLY;
e MOAynAaX:
e C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CLO3 Yb Dallas Lock;
C3M HC[ Dallas Lock Linux;
C3W BW Dallas Lock.

Heo6xoaumo otcyTcTBME LMdpbl B NePBOM U NOocriegHeEM CUMBOJIax

[aHHOM NONUTUKON yCTaHaBNMBaETCa OrpaHNYeHne Ha UCNONb30BaHWE LMdP B NEPBOM M NOCNegHEM
cYMBOMax napons.

Ecnn pgaHHast nonuTuka BKOYeHa (3HaveHue «[a»), TO nNpu co3gaHun napons B HEM He [OJMKHO
coaepxartbcs uudp B NepBOM 1 NOCNeAHEM CUMBOSaX.

Mo yMonyaHuio NonmMTnka MMeeT 3HadeHne «Hety.

[encTBrne nonMTUKN pacnpocTpaHseTcs Ha 3HadyeHus naponen, PIN-kogoB 1 knio4ven.

Mpumep. Y nonb3oBartens UMeeTcs Naporib «passwordy, eCnu onucaHHas Bbille OMuMs akTUBUPOBaHa,
TO NpW nonbiTke CMEHbl napons Ha «passwordl», «lpassword» unuM «lpasswordl» BbiBegeTcs
coobueHne «Heobxogmmo oTcyTCcTBME Lndpbl B NIEPBOM 1 NOCEAHEM CUMBOMaxy. [paBunbHon byaeT
CMeHa napons ¢ «password» Ha «passwordd ».
MNonuTtuka npumeHsieTca Ha:
e cnyxby ELLY;
e MOAynAaxX:

e C3W Dallas Lock 8.0-K/C;

e (C[3 Dallas Lock;

e C[3 YE Dallas Lock;

e C3M BW Dallas Lock.

Pa3pewunTb reHepauuto napons
Ecnu paHHas nonutuka BblkMOYeHa (3HayeHune «HeT»), To nonb3oBaTeNnb HE MOXET CreHepupoBaTb
CrnyYavHbI naposb, eMy Heo6X04MMO camoMy 3adaBaTh Naposib.

Mo ymonyaHuio NonmMTuka umeeT 3HadeHne «[ay.
Monutuka npumeHsieTcs Ha moaynax CA3 Dallas Lock u CO3 YB Dallas Lock.

CepBep Buptyanusauuu: KonmyecTso npeabiayumx naponeu, KOTopbie nonb3oBaTtesb
He MOXeT UCNOoSIb30BaTh

[aHHOM nonuTMKOM ycTaHaBnMBaeTCA KONMWYECTBO npeablaylmnx naponen Kaxaooro norb3oBaTens,
KoTopble He MOryT ObiTb BbiOpaHbl UMK MpU CMeHe napons, Ana ydeTHow 3anucu CepBepa
BupTyanusaumu B LIY C3W BU Dallas Lock.

Monutuka npuHumaeTt 3HaveHus ot 1 go 10. Hanpumep, 3HayeHne «5» 3anpeLyaeT UcnonsL3oBaTth NATb
npeablaywmx naponen ans sbibpaHHoro nonb3osartens. 1o yMonyaHuio 3Ha4YeHne NOnNTUKK; «1».

Monntuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock.
CepBep BupTtyanusauun: MakcumanbHas AnvHa napons

[laHHOM NOMUTMKOM yCTaHaBNMBAETCH OrpaHMyeHMe Ha MakCUMmarnbHy AfVHY Napons ons y4eTHou
3anucu Cepaepa BupTyanusaumm B LIY C3U1 BU Dallas Lock.

MonuTtuka npMHUMaeT 3HayeHns ot 1 oo 40 cumBonos 1 «He ncrnonedyetcar. o ymonyaHuioo 3HadeHve
OaHHOW NonuTukn: «He ncnonbsyetcay».

Monuntuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock.



CepBep BUpTyanu3aunn: MakcumanbHoe gonyctumMmoe Kosimn4eCctBO OAMHAKOBbIX CUMBOJOB,
cTOoAWNX pAaOM
ﬂ,aHHOVI NOSNIUTUKON yCTaHaBnMMBaeTCA MakCMMmalribHO 40NyCTUMOE KOJNM4eCcTBO OANHAKOBbLIX CUMBOJIOB,

KOTOpble MOryT NPUCYTCTBOBATb NPW 3aaHumK Napons, Ansa ydyetHom 3anucu Cepsepa BUpTyanusaumm
B LIY C3M BUW Dallas Lock.

Monutrka NnpuHMMaeT 3HadeHus oT 2 4o 5 cumeonoB 1 «He ucnonbayetca». o ymonyaHuio 3HavyeHne
OaHHOW NOnUTUKN: «He ncnonb3yeTtcs».

Monntuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

CepBep Buptyanusauun: MmHumanbHoe KONM4eCcTBO NPONUCHbLIX OYKB

[laHHOW NoNMUTUKONM yCTaHaBNMBAETCS MUHMMAbHOE KONMYEeCTBO NPONMCHbIX (Gonblunx) BykB, KOTOpbIe
OOMKHbI MPUCYTCTBOBATL MpU 3adaHuK naporns, Ans y4eTHou 3anvcu Cepeepa BupTyanusauuu B LIY
C3W BW Dalllas Lock.

MonuTtunka NnpuHUmaeT 3HadveHus ot 1 4o 9 cumeonos u «He ncnonb3yetcs». o ymonyaHuio 3HayeHne
AaHHOW nonutukn: «He ncnonbayetcsay.

MonuTtunka npumenseTca Ha moagynsax C3U BU Dallas Lock.

CepBep BUpTyanunsauunun: MuHumanbHoe KOfIM4ecTBO CUMBOJIOB aﬂdJaBVITa

[aHHOM nonWTUKOM yCTaHaBMMBAETCA MWHUMArbHOE KONMMYECTBO CUMBOMOB andasuTa, KOTopble
OOMXKHbI MPUCYTCTBOBATL MpKW 3adaHun napons, Ansa yd4etHoun 3anucu Cepsepa BupTyanusauuun B LIY
C3W BW Dallas Lock.

MonuTtuka npuHumaeT 3Havenns ot 1 4o 15 cumeonos u «He ncnonbsyetcay. [1o ymonyaHuio 3HaveHne
AaHHOW nonuTukn: «He ncnonbayeTcsy.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

CepBep BUpTyanusauunn: MuHumMmanbHOe KOnM4yecTBO cneymnaribHbIX CAMBOJIOB

[aHHOM NONUTMKOW yCTaHaBNMBaETCs MUHMMAanNbHOE KONMMYECTBO crneumanbHbelix cumsonos (", "~", "I",
ll@ll, Il#ll, Il$ll, II%II, II/\II, Il&ll, ll*ll, ll(ll, ll)ll, Il_ll, lI_lI, Il+ll, Il{ll, ll}ll, II[II, II]II, II\II’ Il|ll, Il:ll, ll;ll, llllll, lIIlI, II<II, Il>ll1 Il,ll, Il.ll, ll?ll,
"/"), KOTOpble [AOMXHbl MPUCYTCTBOBATb MpW 3adaHun napons, Ans ydeTHow 3anucu Cepsepa
BupTyanusauuu B LIY C3U1 BN Dallas Lock.

Monutuka npuHMMaeT 3HayeHus ot 1 o 9 cumeonoB U «He ucnonb3yetca». o ymonyaHuio 3HadeHne
JaHHOW NonuTukK: «He ncnonb3yeTcs».

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.

CepBep Buptyanusaumu: MMHMManbHOe KONIMYECTBO CTPOYHbIX OYKB

[aHHOW NONMTUKON yCTaHaBNMBaETCA MUHMMAanbHOE KONMMYECTBO CTPOYHBIX (MarneHbKknx) OykB, KOTopble
OOIMKHbI MPUCYTCTBOBATL MpU 3adaHun naponsi, Ans y4eTHoun 3anvcu CepBepa BupTyanusauumn B LIY
C3W BW Dallas Lock.

MonuTtuka NnpuHUMaeT 3HayveHus ot 1 4o 9 cumeonoB n «He ucnoneayetca». 1o ymonyaHuio 3HaveHve
OaHHOW NonuTukn: «He ncnonbsyetcay».

MonuTtunka npumenseTca Ha moagynsax C3UM BU Dallas Lock.

CepBep BUpTyanu3auunun: MunHumanbHOe KONMM4eCcTBO YMCIIOBbIX CUMBOJIOB

[laHHOW MONMUTMKOW YCTaHaBNMBAETCS MWHMMANbHOE KOSNIMYECTBO YMCIIOBbIX CUMBOJSIOB, KOTOpbIE
OOIMKHbI MPUCYTCTBOBATL MpU 3adaHun naponsi, Ans y4eTHon 3anvcu Cepsepa BupTyanusauumn B LIY
C3W BW Dallas Lock.

Monutuka npuHMmaeT 3HadyeHus ot 1 Ao 9 cumsonos 1 «He ucnonbsyetca». o ymonyaHuio 3HadeHne
OaHHOW NonuTukn: «He ncnonbsyetcsa».

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.



5.4.2 HacTpouka NnONUMTUK aBTOpU3aLumn

Ha Bknagke «[lonutukm» B Kateropum «llonnTukM aBTOpu3auMM» HacTpaMBalTCs MNapameTpbl,
KacarLlimecsi BXoga B CUCTEMY.

B cootBeTcTBUM C TpeboBaHUsMK NONMUTUKM ©6€30MacHOCTU opraHm3aumm HeobxoanMmo HacTpouTb BCe
napamMeTpbl, PpacrnosioXXeHHbIe B CINCKE NONMUTMK aBTopuU3aumu.

Ta6nuua 10. MonuTukn aBTOpPU3aLUK

KVM: BnokupoBatb goctyn k Cockpit Web Interface

Bo3moxHoe 3HaveHne nonutukn: «Ja/Het». o ymonyaHuio 3HavyeHne gaHHOW NONUTUKN: «dax.
[aHHas nonuTuka No3BONsIET HAaCTPOUTb pa3peLLeHus Bxoaa Ha Web-knueHt Cockpit Web Interface.
Monntuka npumeHsieTcst Ha mogynsax C3U B Dallas Lock.

KVM: BnokupoBaTb npoTtokon SSH

Bo3aMoOXXHOe 3Ha4eHmne NOSITUKMN: «,El,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHOWN NONUTUKK: «HeT».

3HaveHne «[a» pgaHHOW nonuTukM OBrokMpyeT yganeHHbln goctyn k CepBepy BupTyanusaumm
no npoTtokony SSH.

MonuTtunka npumenseTca Ha moaynsax C3U B Dallas Lock.
vCSA: bnokupoBatb npoTtokon SSH

Bo3amoxHoe 3HadyeHne nonutukn: «da/HeT». 1o ymonyaHuio 3HavyeHne AaHHOW NONUTUKK: «HeT».
MonuTunka koHTponupyeT yaaneHHol goctyn B VCSA no npoTtokony SSH.
MonuTtunka npumenseTca Ha moagynsax C3U B Dallas Lock.

vCSA: Pa3pewuntb Bxog Ha Web-knueHt vCSA Management Interface

Bo3aMoXHOe 3Ha4eHne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NONUTUKK: «HeT».

[aHHaa nonutuka No3BONsSieT HACTPOUTb paspelleHne Bxoga Ha Web-knneHt VCSA Management
Interface.

MonuTtunka npumenseTca Ha moagynsax C3UM BU Dallas Lock.
VCSA: Pa3peluuTb foKanbHbIA BXO4 C KOHCONU

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukun: «Het».
[laHHasa nonnTMka NO3BONSIET HACTPOUTL pa3peLleHne NOKanNbHOro BXo4a C KOHCOSN.
MonuTtunka npumenseTca Ha moagynsax C3UM BU Dallas Lock.

vSphere: 3anpeT Ha pa6oTy Yepe3 Web-knueHT

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne 4aHHON NonuTukmn: «Het».

[aHHas nonuTuka no3sonsieT 3abrokMpoBaTb BO3MOXHOCTL NoAkntodeHus kK CepBepy BMpTyanusauuu
unu runepsusopy ESXi yepes Web-knueHt VMware vSphere.

MonuTtunka npumenseTca Ha moagynsax C3UM B Dallas Lock.

ABTOMaTM4eckui BbIOGOp annapaTHOro ngeHTudurkaropa npyu aBTopusaumm

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHe AaHHOW NONUTUKK: «HeT».
BkntoyeHne [aHHOW MOMUTMKM MO3BOSNUT aBTOMATUYECKM BbIOpaTb MOAKIMHYEHHLIN annapaTHbIf
noeHTndmrkaTop Npu aBTopm3auumn.

MonnTrka NpUMeEHsIETCS Ha MOLYNAX:

C3U Dallas Lock 8.0-K/C;
CO3 Dallas Lock;

CO3 YB Dallas Lock;
C3WM BW Dallas Lock.

ABTOMaTU4eckoe GHOKMPOBaHMe HEaKTUBHbIX Y4eTHbIX 3anucen

Monutuka npuHumaeT 3HadeHus oT 1 go 90 gHen un «He ucnonebsyetca». Mo ymonyaHuio 3HaveHue
OaHHOW nonutukn: «He ncnonbayeTcsay.



[aHHas nonuTuka no3BondeT HacTPOUTb W BbIMNOMHUTb aBTOMAaTUYECKYHD ONOKMPOBKY HEaKTUBHbIX
(Hemcnonb3yeMmbix) y4eTHbIX 3anMcen nonb3oBaTtenei nocre nepuoga BpeMeHn Heucnonb3osaHus. MNMpu
akTMBauumn AaHHoW nonutukn Ha ELLY BbinonHaetcs OGnokupoBka HEaAKTMBHOW YYEeTHOW 3anucu
nonb3oBartenen Ha otaensHom moayne C3U Dallas Lock 8.0-K/C.

Monutuka npumeHsieTcst Ha moaynsx C3U Dallas Lock 8.0-K/C.
BnokupoBaTb KOMNbLIOTEP B Crly4yae BBOAa HeNpaBUIbHbIX Naponen

BoamoxHoe 3HadeHune nonutuku: «da/HeT». Mo yMonyaHuio 3HaYyeHne AaHHON MNONUTUKK: «HeT».

[aHHas nonuTuka no3BonsaeT HacCTpOUTb BNOKMPOBaHME KOMMbIOTEPA B Cryvyae BBoAa NOMb3oBaTenem
HenpaBUIbHbIX Naponen.

MonuTtunka npumenHsaeTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

BHOKMPOBaTb KOMNbIOTEP NpU OTKIMKO4YEeHUN annapaTtHoOro VI.CI,eHTVI(*WIKaTOpa

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHne AaHHON NONUTUKK: «HeT».

Mpn BKMIOYEHUM [aAHHOW MNOMWTUKM BCEM MNOfMb30BaTensaM, KOTOPbIM HasHayeH annapaTtHbii
naeHtudpmkatop, pabora Ha gaHHom [1K npu oTknoyeHnn ngeHtudukatopa byget 3abnokuposaHa.
MonuTuka He pacnpocTpaHseTcs Ha uaeHTUdUKaTopbl, NPeabABASEMbIE MO KACaHWIO.

MonuTunka NnpuMeHsieTca Ha MoaynsaX:
¢C3W Dallas Lock 8.0-K/C;
«C3U BU Dallas Lock.

BrnokupoBaTtb NOAKIOYEHMEe He3aperncTpMpoBaHHbIX HakonuTenen USB-Flash

Bo3moxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHne gaHHOM NONUTUKK: «HeTy.
[aHHas nonuTnka no3sonsieT 6roknpoBaTb HesapernctpupoBaHHble USB-Flash HakonuTenu.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

BrnokupoBaTb hann-guckun npu oTKNOYEHUN annapaTtHoro naeHTudukaTopa

Bo3moxHoe 3HaveHune nonutuku: «Ja/Het». Mo ymonyaHuio 3HavyeHne nonutuku: «Het».

Ecnu npu co3ganum dann-gucka NoMMMO Naposs UCNonb3yeTcst annapaTtHbIvi MAeHTUdUKaTop, To Npu
OTKMNoYeHun ngeHTudukatopa ot MK, dann-guck Takke 6yaeTt oTknoveH. CTOUT yunTbiBaThb, YTO MpU
N3MEHEHNN HacTpOeK annapaTHOro uaeHTudukatopa HeoOXoOuMO Ha4vaTb HOBbIA ceaHC paboTbl
nonb3oBartens [Ans BbINOMIHEHUS KOPPEKTHOW OnokmpoBku. [lonuTuka He pacnpocTpaHaeTcs
Ha NOeHTUPUKaTOpPbI, NPeabaBNAEMbIe MO KacaHuo.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

BeecTtu B gomeH Active Directory

Monntka nos3BonsieT BBECTM HAaUMEHOBaHWE AOMEHa, AN KOTOPOro HacTPOEHO B3aumoOencTsune
¢ mogynamm C3M HC[ Dallas Lock Linux.

Mo ymonyaHuio 3Ha4YeHne gaHHoW NonuTukn: «He ncnonbayeTcs».
MonuTtunka npumenHsaeTca Ha moaynsax C3M HCQ Dallas Lock Linux.

Bpems 6e3nencTBus, nocre KOToporo 6yaeT 3abnokupoBaH ceaHC focTyna

HaHHas nonutrka onpegenseT Bpemsi 6e30encTBuS Nonb3oBaTens, Mo NPOLECTBMU KOTOPOro ceaHc
[0CTyna JaHHOro nonb3oBaTens 6yget 3abroknpoBaH.
Bo3MOXHO ycTaHOBUTL BpeMsi 6e3aencTBus oT 1 MuHyThI 4o 5 yacos. Mo ymonyaHuio 3Ha4eHe 4aHHOro
napametpa: «He ncnonesyetcs».
MpumeyaHnue. Ecnv paHHas nonutmka wmcnonb3yetca gnss OC Linux (3HaveHue,
OTNNYHoe oT «He ncnonb3yeTcs»), cnegyeTt yunTbiBaTh, YTO GrIOKMpOBKa rpadonuveckomn
ceccumy Takke AOCTYMHA K UBMEHEHMIO C MOMOLLbIO CTaHAAPTHbLIX YTUNUT HacTporkn OC.
Takoe nameHeHne He otobpasntcs B obonoyvke agmuHucTpuposaHus C3M HCL Dallas
Lock Linux n ELJY Dallas Lock.

Monntuka npuMeHdeTCcAa Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3MHCQO Dallas Lock Linux.



Bpems 6nokMpoBKM y4eTHOM 3anvMcu B criyyae BBoAa HenpaBuUIibHbIX Naponen

[aHHaa nonuTuka No3BoNnseT YCTaHOBWUTb, CKOMbKO BPEeMEHW y4eTHas 3anucb BygeT 3abrokvpoBaHa
nocrie Toro, Kak rnofib3oBaTeNlb BBEN HeBepHbl naponb Gonblie AonycTMMOro uucna pas. B aTtor
BPEMEHHOW MHTepBar NoJib30BaTeslb HE CMOXKET 3arpy3uTb kKomnbtloTep 1 OC, gaxe npu BEpHOM BBOAE
naponsi.

Mo ncteveHmn ykazaHHOro BpeMeHM y4eTHas 3annucb aBToMaTuyeckn pasbnokupyeTcs, 1 nonb3oBaTerb
CHOBa MNONY4YNT BO3MOXHOCTb BBECTU napofb. COpOCUTbL aBTOMAaTMYECKYHD OMOKMPOBKY OOCPOYHO
MOXET TONbKO agMuHUcTpatop GesonacHOCTM wnM  nonb3oBaTenb, obragawowmn  npaBoMm
pefakTMpoBaHUs YY4ETHbIX 3anucen.

Bo3amoxHoe 3HadeHue napameTpa: oT 1 MuHyTbl 0o 5 yacoB n «He ucnonb3yetca». Ecnu BbibpaHo
3HayeHne «He ucnonbayetcsi», TO pa3bnokMpoBaTh YYETHYIO 3anUCb MOXET TOMbKO agMUHUCTPaTop
BesonacHocTu. Mo ymonyaHuio 3Ha4YeHne JaHHOW NONUTUKN: « 15 MUH.».
MonuTunka NnpumeHsieTcs Ha:
e cnyxby ELLY;
o MOAynsax:
e C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3U BU Dallas Lock.

Bpems oxugaHus aBTopy3auuu nonb3oBaTtens

Monutuka NPUHNMaeT 3Ha4YeHund oT 1 00 10 MUHYT U «He NCNOJ1b3yEeTCA» — BpeMd OXXnaaHunAa BBOoAa
aBTOPN3aUNOHHbIX AaHHbIX HE OrpaHN4Y€eHO. Mo yMOJ14aHUo 3Ha4yeHne AaHHOWN NOSNIUTUKK: 2 MUHYTbI.

3HayeHne [aHHOM  MOSUTUKM onpegendetr Bpemd, O0TBOAMMOE Ha BBOA MNOJib3oBaTesiemM
aBTOPN3aUNOHHbIX OaHHbIX (OT Ha4dana Ha60pa OaHHbIX 0 HaXXaTud KHOMKN ((OK»). Ecnu nonb3oBaTternb
He ycne 3aBepwnTb BBOO aBTOPU3ALUMOHHBLIX AaHHbIX, TO BBE€AEHHblIE JaHHblIE O4YULLIAOTCA.

MonuTtuka npumenseTca Ha moaynax CA3 Dallas Lock n CO3 Yb Dallas Lock.
MinepBusopbl: BrnokupoBatb npoTtokon SSH
Bo3moxxHoe 3HayeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukK: «Hetr.

Ecnu paspeweHo wcnonb3oBaHme ESXi Shell, To ero mMoxHO 3anycTuTb HeNocpeacTBEHHO
Ha runepsusope ESXi uyepes DCUI wnn yganeHHo no SSH. [aHHasa nonuTuka 6GnokvpyeT Takyto
BO3MOXHOCTb.

MonuTtunka npumenseTca Ha moagynsax C3UM BU Dallas Lock.
MMnepBu3opbI: BKNOYNTBL OTNPaBKYy CUCTEMHOrO XXypHasna no SSL

Bo3moxxHoe 3HauyeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukK: «Hetr.

HdaHHas  nonuTuka  nos3BonseT  BKNYaTh  WnpoBaHne  uMHoOpmauuu,  nepegaBaemMon
no npoTokony syslog.

MpumeyaHue. [aHHass nonuTMka paboTaeT ToOnMbkO C Ao6aBNEHHbIM KOPHEBbLIM
ceptudukatom C3M B/ B goBepeHHble kopHeBble cepTudmkatel VMware PSC.

MonuTtunka npumenseTcsa Ha mogynsx C3U BU Dallas Lock.
F'vnepBusopbl: Bpems, B TeueHMe KOTOPOro AonycKaeTcs BbIMOMIHUTL OAHY MOMbLITKY BBOAA
napons
Monutuka NnpuHMMaeT 3HadeHus oT 1 Ao 29 MuHyT. o ymonyaHuio 3HaveHue: 1 MuHyTa.

[aHHas nonutvka NO3BONSIET YCTAHOBWUTb KONMMYECTBO BPEMEHW, B TEYEHME KOTOPOro AomnyckaeTcs
BbINONHUTL OAHY NONbITKY BBOAA Napons Ha moayne C3UM BU Dallas Lock. Ecnuv npounsowna HeygayHas
nonbITKa BBOAA Naposs, TO BbIMOSIHUTL HOBYHO MOMbITKY BBOA4A NMNApOISi BO3MOXHO OyaeT TOMbKo vyepes
YKa3aHHbIV Nepuog BPEMEHN.

Monuntuka npumeHsieTcs Ha mogynsax C3UM BU Dallas Lock.



MvnepBu3opbl: 3anpeTuTb BO3MOXHOCTbL aBTOopu3auumn (Lockdown Mode)
[daHHas nonutrka No3BonseT HacTPOUTb 3anpeT BO3MOXHOCTU aBTopusauun. Bo3aMOXHO ycTaHOBUTL
3anpeT Npu yganeHHOM NOAKMYEHMN, MPU NPSMOM U yaareHHOM NOAKITIOYEHNN.
Mo ymonyaHuio 3Ha4yeHne gJaHHOW NonuTukKn: «He 3anpeLuatby.
Monntuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.
'vnepBu3opbl: KonnyecTBO NonbITOK BBOAA HOBOro Napons, yA0BleTBOPAOLWEro TeKyLwmm
NnaposibHbIM NONUTUKaM
3HaveHune, yCTaHOBMNEHHOE ANS 3TOW MONMUTUKKU, pPernameHTMpyeT, CKOMNbKO pa3 nonb3oBaTernb UMeeT
npaBo owmnbaTbCs Npy BBOAE HOBOIO Naporsisi.
MonuTtunka npuHumaeTt 3HadveHus ot 1 go 10. Mo ymonyaHuio 3HayeHne AaHHOW NONUTUKK: «1».
Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

MinepBusopbl: NMepnon Hencnonb3oBaHUA
MonuTtuka npuHumaeT 3HaveHust ot 1 go 180 aHen n «He ncnonb3yetcsa». 1o ymonyaHuio 3HavyeHne
AaHHOW nonuTukK: «He ncnonbayeTcsay».

[daHHOW nonuTUKOW YyCTaHaBNMBaeTCA Mepuod BpemeHu, Yepe3 KOTOopblii OyayT OTKMYEHbI
Heucnonb3yemble yyeTHble 3anucu runepsudopa Ha wmogyne C3W BW Dallas Lock. Cbpocutb
aBTOMaTUYECKy0 BMOKMPOBKY AOCPOYHO Ha MOAYNE MOXET TOMNbKO agMUHUCTpaTop 6e3onacHoOCTM unm
none3oBarternb, obnagatLwnii NpaBoM pefakTUPOBaHNS YYETHbIX 3anncen.

MonuTtunka npumenseTca Ha moagynsax C3UM B Dallas Lock.

3a|1peTVITb BbIXOA4 U3 cnsdLwero pexunmMma

[aHHas nonuTuka No3BossieT BKIMHYUTL/BbIKIIOYNTL 3anpeT BbIXOAa U3 CSLLEro pexvumMa.
Mo ymonyaHuo 3HayeHne AaHHOW NonuTuKK: «HeT».
MonuTtnka npumensieTca Ha mogynax CA3 YbB Dallas Lock.

3anpeTuTtb Ucnosib3oBaHWe NaposibHOro nHTepdenca Bxoaa

Bo3moxxHoe 3HauyeHune nonutukn: «da/Het». Mo ymonyaHuio 3HayeHne AaHHOW NONUTUKK: «HeT».

Mpu ncnonb3oBaHWM cMapT-kapT ansg asTopu3aumn B OC BO3MOXHO OTKMIOUUTbL MHTEpdenc Bxoaa
Mo MMEHM NONb30BaTENSs U NAapPOsto, BKIMHYEHNEM AaHHON MONUTUKM (3HaYeHne «[ax).

Monutuka NPpUMEeHAETCA Ha MOoA4YIAX:

e C3U Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

3anpeTMTb NMOBTOPHOE UcnoJsib3oBaHne NMeHu nosib3oBartesid B Te4yeHune

Monutuka NPUHMMAaET 3Ha4YeHnAa oT 1 roga go 2 net n «He NCnonb3yeTcar. Mo YMOJI4aHUo 3Ha4YeHune
AaHHOro napamMeTpa: «He NCNonb3yeTcar.

BkrntoyeHne [OaHHOW MOMUTUKM yCTaHaBnMBaeT 3anpet Ha noOBTOPHOE WUCNOoNb3OBaHNE WMEHU
nonb3oBaTesid npn perncrtpaudnm HOBOW yquHon 3anuncu.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

3al'lpeTVITb CMeHYy nonb3oBaTtens be3 nepes3arpys3kum

Bo3moxHoe 3HayeHune nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3HadeHne — «BblIkn.».

[aHHas nonuTuka No3BONSAET NPefoTBPaTUTb TEOPETUYECKYHO BO3MOXHOCTb U3BIIEYEHUST KaKOM-NMbo
nHcpopmaumm n3 onepatusHonm namath K, octaBwytocsa Tam nocrne 3aBeplleHus ceaHca paboThbl
OpYyroro nonb3oBarens.

Mpu BKMOYEHUN JAHHOW NONUTUKM (3HaYeHMe «Bkn.»), akTUBMpyeTCs 3anpeT Ha OCYLLECTBIIEHNE CMEHbI
nonb3oBartens 0e3 nepesarpy3ks komnbtoTepa. [1pn BKMHOYEHHOM 3HAYEHUU MONMUTUKM NpU BbibOpe
nyHkTa «3aBepLueHne paboTbi» B okHe «3aBeplieHre pabotel Windowsy, KOMNbOTEP aBTOMAaTUYECKM
ynoeT B nepesarpysky.

Monuntuka NpuMeHsieTcs Ha MoayNAX:

e C3W Dallas Lock 8.0-K/C;



e C3U/ BW Dallas Lock.
UcknioveHns ons KOHTPOSA NPUNoXeHUn, neYatv U MU30NMpPOoBaHHbIX NPOLLECCOB

[aHHas nonuTMka No3BONSET HACTPOWUTL CMUCOK hannoB, ANt KOTOPbIX HE MPOM3BOAUTCHA KOHTPOSb
NPUNOXEHWIA, NeYaT U N30NIMPOBAHHbIX NPOLIECCOB.

Cnncok coaepXmMT UMEeHa WM Ha3BaHUA WCKIIOYEHUIN, NepedvucrneHHble yepes «;». ImeHa moryt He
copjepxaTtb nyTu, NMOO BKMoYaTh B cebsi NOCneaHio 4acTb NyTW MMW MNOMNHbIA NyTb (3TOT BapuaHT
Hanbonee 6e3onaceH). Popmar 3HayeHUs NapameTpa: «<Mms (MyTb), UCKIIOYEHNE; ».

CnncoK UCKIYEHNIA:

— all — ons BCex KOMMOHEHTOB;

— ips —pgna COB;

—  print — ons nevarty;

— clipboard — ansa nsonnpoBaHHbIX NPOLECCOB.

Ecnu B ntobom anemeHTe cnmncka B Ka4ecTBe MMEHM YKa3aHO «*» — HacTpounka OyaeT akTUBHOW Ansi
BCEX UCKITIOYEHUN.

Mo ymonyanuio 3HavyeHne — He ucnonbayetcs.
Ucnonb3oBaTb aBTOpU3aLMOHHY MHcopmauuto ot CA3 Dallas Lock

Bo3amoxHoe 3HauyeHne nonutukn: «da/HeT». 1o ymonyaHuio 3HavyeHne AaHHOW NONUTUKK: «HeT».

Mpwn BKOYEHM AAaHHOW NONUTUKK (3HadYeHne «[ay») aBToMaTuyecKkn NCNonb3yeTca aBTopu3aLnoHHas
nHdopmaumsa ot CA3 Dallas Lock. [Nonutuka npumeHseTcs TONbKO Npyv yCTaHOBEHHOW annapaTHOM
nnate. [ing pabotbl nonutukm Heobxoammo B OC ycTtaHoBuUTh gparisep ans CO3.

Monutuka npumeHsietcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
KonuyecTBO NonbITOK HeBepHOro BBoAA Naposisi

3HaueHue, yCTaHOBJ1IEHHOE ANnA 3TON NOSMUTUKM, pernamMmeHTupyeT, CKOJIbKO pa3 noJjib3oBaTeslb umeeT
npaeo owmnbaTtbes npwu BBOAE napons.

Ecnun uncno owmnbok Gonblue aoonycTtuMmoro, yd4etHada 3anumcb 6yp,eT 336ﬂOKVIpOBaHa, 1 noJsib3oBaTesib
HEe CMOXEeT 3arpy3nTb KOMNbOTEP U OC.

Bo3moxxHoe 3HauyeHune napametpa: ot 1 go 10 n «He ucnonb3yetca» — nonb3oBaTeNlb MOXET BBOOUTb
HEBEPHbIV Maposib HEOrpaHUYEHHOE YMCNo pas. 1o yMonyaHuio 3Ha4YeHNe AaHHOW NONUTUKN: «8».

Monntnka NpuMeHsieTcs Ha:
e cnyx0y ELLY;
o MOAynsax:

e C3WM Dallas Lock 8.0-K/C;
C3M HC[L Dallas Lock Linux;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W BW Dallas Lock.

MakcumanbHOe KONM4ecTBO Ceccum

,U,aHHaFI NONMNTUKa YyCTaHaBMBaeT MaKCUMalibHOE KOJIM4YeCTBO aKTUBHbIX ceccum Ha AaHHOM MK.
Bo3amoxHble 3HauyeHuss ot 1 go 20 ceccunm n «He ucnonb3yetca» — 0O3HayaeT, 4YTo napameTp Gyger
OTKMOYEH. [10 yMOn4YaHu1Io yCTaHOBAEHO 3HaYeHne «3».

Monuntuka npumeHsieTcs Ha mogynax C3U HCL Dallas Lock Linux.

OGLee: BknounTb CMHXpOHU3aLuio BpemeHu no NTP

Bo3amoxxHoe 3HauyeHune nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHOM NonuTukK: «Het».

OaHHasa nonuTuka no3sonseT ucnonb3oBatb NTP-cepBepa 13 3agaHHOro cnucka Anst CUHXPOoHU3auum
BpemeHn mexay cepsepoM Y[ n areHtamum C3U BU.

Monuntuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock.

0T06pa)KaTb UMA nocnegHero Boweuero nosfiboBartens

Bo3moxxHoe 3HayeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHre AaHHON NonuTukK: «dax.



B 3HauveHuun «[la» B okHe aBTOpU3aumu none «lonb3osarenb» 3anofHAETCA UMEHEM Y4ETHOWN 3anncu
nonb3oBaTens, OCyLLeCTBUBLLErO NocnegHui ycnewHbin Bxoa. MNpu 3HadeHun «HeTt» none octaeTtcs
NyCTbIM.

Monutuka NnpuMeHsieTcA Ha MOAYMAX:

C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W BW Dallas Lock.

OTo6paxaTb MH(OPMaLMIO O NOCNeAHEM YCMellHOM BXxoae

Bo3moxxHoe 3HauyeHne nonutukn: «da/HeTt». Mo ymonyaHuio 3HayeHne AaHHON NONUTUKK: «HeT».

Mpwn BkNtOYeHUM gaHHon nonutukmn ans mogynsa C3W Dallas Lock 8.0 u C3U BU Dallas Lock (3HauyeHne
«[da») nocne 3arpysku OC B obnactu yBegomneHun Windows Ha naHenu 3agad GyaeT nosiBnsTbCA
coobuleHne ¢ nHdopmaumen o gate nocrnegHero Bxoga nonb3oBaTens Ha OaHHbIN KOMMbKOTEpP, TUMe
BXO/a: CeTEBOW, NoKarnbHbIA, TEPMUHASbHbIA, HEYCMNELLHbLIX NOMbITKAX BXOAA U COCTOSIHUM NapaMeTpoB
YY4eTHOW 3anucu nonb3oBaTernsi.

Mpun BkMOYeHMn gaHHon nonutukn ana mopynst CO3 Dallas Lock (3HauyeHne «[a») npu ovyepegHoOM
BXOOEe MOnb30BaTenslt BO BPEMS BbIMNOMHEHMS Mpoueaypbl KOHTPOMS LENOCTHOCTU 0O0bekToB
oTobpakaeTcs gaTa M BpeMsi NocregHero ycnewHoro Bxoga 4aHHOro nonb3oBarens.

Mpu 3HayeHUn «HeT» — NMHPopmaLms He oTobpaxkaeTcs.

MonuTuka NnpumMeHsieTcs Ha MoaynsaX:

C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3W BM Dallas Lock.
MpuHyauTenbHoe 3aBepLieHne paboTbl No pacnucaHuio (Linux)

D,aHHaﬂ NoNMTMKa MO3BOMSET  BKITHOYUTL/BLIKMOYNUTL npunHyanTenbHoe 3aBeplleHune pa6OTbI
nonb3oBaTesnid No pacnncaHuio.

Mo ymonyaHuio 3Ha4yeHne JaHHOW NONMUTKKK: «BbIKM.».
MonuTtunka npumenHsaetca Ha moaynsax C3M HCQ Dallas Lock Linux.

PaspewnTb aBTOpM3aLmio BCEM NOJb30BaTeNIAM AOMEHa

BoamoxHoe 3HaueHue nonutuku: «[da/HeTt». Mo ymonyaHuio 3HaveHue nonutukn — «Hetr.

Mpu ycTaHOBNEeHMU 3HaveHust «[da» y4eTHble 3anucu, 3apermcTpupoBaHHbIE Ha KOHTpomnepe AoMeHa
Active Directory, pans paboTtel ¢ koTopbiM HacTtpoeHo C3W HC[ Dallas Lock Linux, noka
He 3apeructpupoBaHHblie B C3W HC[I Dallas Lock Linux, 6yayT peructpMpoBatbCsi B HEM MO Mepe
npoxoxaeHus npouecca astopmsaumm B C3M HCL, Dallas Lock Linux.

Monutuka npumeHsieTcs Ha moaynax C3U HC[ Dallas Lock Linux.

Paspemmb ncnonb3oBaHWe CMapT-KapT

Bo3moxxHoe 3HauyeHune nonutukn: «da/HeTt». Mo ymonyaHuio 3HadeHne AaHHOM NONUTUKK: «HeTy.

BknoyeHre OaHHOWM MOMUTMKM paspellaeT MCMoNb30BaHWE MMUKPOMPOLIECCOPHbIX CMapT-KapT aAns
aBTopusaumm B OC Windows npu pabote MK B kopnopaTMBHOM AoMmeHe. CMapT-KapTbl MPUMEHSII0TCS
BMeCTe C NMYHbIMU UAEHTUUKaLMOHHBIMU HoMepamu (PIN-kogamn).

Monutuka NpUMEeHAeTCA Ha Mo4ynAaX:

e C3W Dallas Lock 8.0-K/C;
e C3M/ BW Dallas Lock.

CepBep BUpTyanu3auunun: BpeMﬂ, B Té4eHue KOToporo noac4yYmMTbiBarOTCA owunbKM BBOAA napons



MonuTtuka npuHMMaeT 3HadeHnsa oT 1 MUHYTLI 40 4 YacoB 59 MUHYT. 1o ymOon4aHMio 3HaYeHne AaHHON
NONUTUKK: 1 MUHYTA.

[aHHas nonutrka No3BonsieT yCTaHOBUTb KONMYECTBO BPEMEHMU, B TEYEHUE KOTOPOro NOACHMTBIBAOTCA
ownbkm BBOAa napons Ha moayne C3U BU Dallas Lock. Ecnu 3a gaHHbIM Nneproa BpeMeEHN KONUYECTBO
HeyaaudHbIX MOMNbITOK BXOA4a AOCTUTHET MakCUMarbHOro KOnMyecTsa OWMOOK BBOAA Mapons, yyeTHas
3anucb byaeTt 3abnokmpoBaHa Ha BpeMsl, 3a4aHHOE B NONMTUKe «Bpemsi 6rIoKMpOBKM y4ETHOW 3anucu B
cny4vae BBOAA HenpaBWSlbHbIX Naposien».

B cnyyae, ecnu 3a ycTaHOBMEHHOE BPEMsi KOMMYECTBO HeyAauHbIX MOMbITOK BXOAAa HE OOCTUIIO
3a0aHHOr0 MakCUMarbHOro KonuyecteBa OWWMOOK BBOAA MApOfsi — CYETYMK HeyAauHbIX MOMbITOK
obHyngeTcs.

Monntuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

CuutbiBaTb dBTOPU3ALNOHHYHO VIH(*)OpMaLIVII'O C annapaTHOoro Krir4a

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHon nonutukmn: «dax.

B sHaueHun «[Ja» BO Bpemsi aBTopu3auum nHdopmaums aBToMaTUY4eCKN CYATLIBAETCS C annapaTHOro
naeHTudukaTopa. B sHaueHun «HeT» aTOro He NponcxXoauT.

[aHHas nonutmMka gocTynHa Tonbko B 6a3oBoM pexume paboTbl moayna CA3 Dallas Lock u CO3 Yb
Dallas Lock.

TeKkcT coobLeHusa npu Bxoage

B okHe pepakTMpoBaHWS OAHHOWM MONUTUKU MMEETCsl BO3MOXHOCTb MpOCTaBuTb dnar «BeiBoguTb
coobLleHne npy Bxode», BBECTW 3arofioBOK M TEKCT NpegynpexaeHus, kotopoe byaeT otobpaxaTbes
nonb3oBaTtesnto 4o Bxoaa B OC. Cmbicn 4aHHOrO TEKCTa AOSKEH Npeaynpexaatb 0 peanvsaumm Mep no
obecneyeHuto 6e3onacHOCTU MHpOpMaLUn, U 0 HEOBXOAMMOCTU cOBNIOAEHNS YCTAHOBMNEHHbIX NpaBui
obpabotkn wuHpopmaumm. Haxatne «OK» nonb3oBatenem OyayT oO3HayaTb MNOATBEPXAEHUE
03HaKOMIIEHMSI.

Mo ymonyaHuio AaHHas NonNUTMKa He UCMOMb3yeTCs.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

5.4.3HacTtpouka nonuTuK ayauTta

Ha Bknagke «[lMonutuku» B KaTeropun «AyguT» HacTpauBalTCs napameTpbl, Kacawwmeca BedeHus
XKYpHaroB, B KOTOPbIX OCYLLECTBNSAETCA permctpaums cobbITUi, CBA3aHHbIX C 6€30NacHOCTLIO.

B cooTtBeTcTBMM C TpeboBaHMsMM MOMUTUKM 6€30MacHOCTM OpraHusaumm HeobxoaMmOo HaCTpPoOUTb BCe
napameTpbl, pacnofoXXeHHble B CNUCKe NONNTUK ayauTa.
Ta6nuua 11. MonuTtuku ayaura

VMM: Bnokupoatb SC VMM

Bo3moxHoe 3HauyeHne nonutuku: «da/HeTt». Mo ymonyaHuio 3HadeHne gaHHOM NONUTUKK: «HeTy.
[aHHas nonutyka no3sonsieT 3abnokMpoBaTb BO3MOXHOCTb MOAKMOUNTLECSA K cepepy VMM.
MonuTtunka npumenseTca Ha mogynsax C3UM BU Dallas Lock.

Ayant USB-HakonuTtenemn

Bo3amoxHoe 3HadeHue nonuTukn: «He wucnonb3yetca», «3apernctpmpoBaHHble USB-Hakonutenuy»,
«HesapeructpupoBaHHble USB-Hakonutenuy», «Bce USB-Hakonutenu». o ymonyaHuio 3HayeHue
OaHHOW nonuTukn: «HesapernctprpoBaHHble USB-Hakonutenmy.

HdaHHasa nonuTuka no3BOMsieT BECTU Pernctpauuio CobbITUi, CBSI3aHHbIX C nogknioyaembivMn USB-
yCTpoOMCTBaMu.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
AyOuT cUCTeMHbIX Nonb3oBaTenen

Bo3moxxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».



BkntoyeHne OaHHOM NOSMMTUKM NO3BONSET BECTU ydeT AEeNCTBUA CUCTEMHbIX MOMb3oBaTenen mMoayns
(SYSTEM, LOCAL SERVICE, NETWORK SERVICE u np.) B XXypHane pecypcoB (npu ycrosun, 4to
XXypHan pecypcoB BkoYeH). B 6onblIMHCTBE cnyvaes, ayauT 9TUX nornb3oBaTenen He TpebyeTcs.

Monutuka NPUMEeHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
C3M BU Dallas Lock.

AyauT coObITUI 3a4UCTKN

Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3Ha4yeHne JaHHON NonuTukun: «Bkn.».

BkntoyeHve OaHHOM NONUTUKM NO3BONSIET PErMCTPUPOBaTh Ha Moayre CoObITUS 3a4UCTKM OCTaTOYHO
MHbopMaLMK B CrieaytoLmnx cryyasix:

®  MpW BKITKOYEHHbIX NapameTpax 3a4McTkn ocTaTouHON uHpopmaumm B C3M moayns;
e [pM 3a4UCTKE OCTATOYHOWM MHPOPMAaLMK Ha MOAYIE MO 3anpocy NoNb3oBaTenNs;
®  MpW 3a4UCTKE HaKoNuTensa Ha mMoayne.

Monutuka NPUMEeHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
C3W/ BU Dallas Lock.

AyouTt ycTponcTB

Bo3amMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no YMOJI4aHUIO: «BbIkn.».

BknoyeHne gaHHOM NONWUTMKWM MO3BOMSET PEerncTpupoBaTtb COBLITUA MO AOCTYNY K NOAKMOYaeMbIM
Ha mogyne ycTporcTBam B XKypHane pecypcoB (Mpu yCNnoBuK, YTO XXypHan pecypcoB BkroveH). Camu
cobbITNA HacTpaMBalTCA HENocpedCcTBEHHO B KOHCOMM agmuHucTpupoBaHus C3M moayns B OkHe
peaakTUpoBaHWsA napaMeTpoB AeCKpUNTopa YCTPONCTBa (Krnacca yCTPONCTB).

MonuTuka npuMeHdAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.

BecTu xXypHan Bxonos

Bo3moxxHoe 3HauyeHune nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3HayeHne JaHHOW NONUTUKKL: «Bkn.».

BkntoueHune xypHana no3sonsieT NpoTOKONMPOBaTb B HEM COObITUS, CBA3AHHbLIE C BXOO4OM, BbIXOAO0M,
pa3bnoknpoBkon nonb3oBaTenen Ha [1K, BkMyas kak NokarnbHble, Tak U CeTeBble, B TOM 4ucne
TepMUHarbHble BXOAbl U BbIXOAbl HA MOAYIe.

Monutuka NPUMEHAETCA Ha MOoA4YIAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock;
e C3MHC[O Dallas Lock Linux.

BecTn cucteMHbIN XypHan

Bo3moxHoe 3HaveHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuo: «Bblkm.».

BkrtoueHve faHHOM NonuTukM (3HadYeHue «Bkn.») No3BonsieT NpoTOKONMPOBaTh Ha Moayre B XypHane
COGbITUS CUCTEMHOTO XXypHana onepaunoHHon cucteMbl (SysLog).

Monutrka npumeHsieTcst Ha mogynax C3UW HC[, Dallas Lock Linux.

Bbirpyska xxypHanoB

HaCTpOVIKa [aHHOM NOMUTUKM B AOMNONTHUTENTbHOM OKHE MO3BOSISIET:

e 9kcnopTupoBath XypHansl C3U Dallas Lock 8.0 B xxypHan cobbitun Windows;

e akcnopTupoBaTtb XypHansl C3M Dallas Lock 8.0 B SIEM cuctemy ¢ BO3MOXHOCTbIO Bblbopa
13 BbiNagawLlwmx cnuckoB dgopmarta Bbirpy3ku (Syslog, CEF nnun LEEF) n kogupoBku BbIrpy3ku
(UTF-8 unn CP1251).

Ons oboux TUMOB 3KCnopTa BO3MOXHO 3adaTb CMNMCOK 3KCMOPTUPYEMBIX XYPHanoB M OnpeaenvTb
nepuoa BbIrpy3ku XXypHanoB B AnanasoHe oT 10 cek. Ao 24 yacos.

Mo ymonyaHuo nonuTuka MMeeT 3HavyeHue «Bblkn.»
Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.



XKypnan M3

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HayeHne no YMOJT4aHUIO: «BbIkn.».

Monntuka no3BonseT ynpaenaTb BeaeHMeM xypHana naketoB M3 Ha knneHtax Cb BU «Dallas Lock»
(BKNIOYEHME/OTKIIOYEHNE XKypHana).

MonuTtnka npumenseTca Ha moaynsax C3U B Dallas Lock.
XypHan ayTeHTUdhMKauum

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHunio: «Bkn.».

BknoyeHme xxypHana (3HayeHve «Bkn.») no3BonsgeT NpoToKoNMpoBaTh Ha MOAYNE B XXypHane cobbiTus
ayTeHTUmkaumn.

MonuTtnka npumenHseTca Ha moaynax AreHt ELLY Linux.

XypHan 6e3onacHocTu

Bo3amoxxHoe 3HaueHne nonutukn: «Bkn./Bbikn.». Mo yMOJ14aHUo 3Ha4yeHune OaHHOW NONUTUKK: «BKn.».

BkntoyeHne nonutukn (3HadeHne «Bkn.») No3BoNAEeT NPOTOKONMPOBATL COOLITUS U3MEHEHMS MONMUTUK
BesonacHoCTH B XypHane.

MonuTtuka npumeHsieTca Ha moaynsx AreHT ELLY Windows.

XypHan gocTtyna K ycTpocTBam

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «Bbikm.».

BkntoyeHve OaHHOW MONMUTUMKM (3HaveHue «Bkn.») no3BonsieT akTMBMpoBaTb (hUKCALMIO COOLITUIA,
CBSI3aHHbIX C HaACTpoWkamMu MpaBwui pasrpaHnyeHns Joctyna, u obpallieHus K NOoAKNioYaeMbiM
YyCTPOMCTBaM B XypHane JOCTyna K yCTPOMCTBam Ha MoAayne.

Monutuka npumeHsieTcst Ha moagynsax C3UM HC, Dallas Lock Linux.
XypHan 3anycka/3aBepLieHUs NPoLieccoB

BoamoxxHoe 3HaueHne nonutukn: «Bkn./Bbikn.». Mo yMOJ4aHuio 3Ha4eHne OaHHOM NonUTUKK: «Bkn.».

BkrtoyeHmWe »kypHana no3sossieT NpoTOKONMpoBaTh B HEM COOLITUSI 3anyckoB/3aBepLUeHns1 MPoLEeccoB
B OC Ha moayrne.

Monutuka NPpUMEeHAETCA Ha MOoA4YIAX:

e C3W Dallas Lock 8.0-K/C;
C3W BW Dallas Lock.

XypHan naketoB M3
Bo3moxHoe 3HayeHne nonuTukn: «Bkn./Beikn.». o ymonyaHuio 3HavyeHne AaHHOW NONUTUKK: «BbIkn.».

BkntoueHune xypHana no3BoNsdeT MNpPOTOKONMMPOBaTb B HEM MHOPMaUMio O BXOOALLMX/MCXOASLLNX
naketax MO.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
XypHan neyatm

Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». 3HayeHne no ymonyaHuio: «Bbikm.».

BkntoyeHmWe XypHana no3sosnsieT NpoTOKONMPOBaTh B HEM COOLITUS MevaTu Ha fokanbHbIX U CETEBbIX
neyaTaroLLmx ycTponctaax (npuHTepax, MOY, nnotrepax v np.) Ha mogyne.

Monntuka npuMeHdeTCcAa Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3M HC[L Dallas Lock Linux.
XypHan neyatu

Bo3moxHoe 3HavyeHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuio: «BbIkm.».

BknoyeHme XypHana no3sonsieT NpoTOKONMPOBaThL B HEM CODLITMS NeYyaTh Ha noKarbHbIX U CETEBbIX
neyaTaroLLmx ycTponctaax (npuHTepax, MOY, nnotrepax u np.) Ha mogyne.

Monutuka npumeHsieTcs Ha moaynax AreHT ELLY Linux.



XXypHan nonb3oBaTeNnbCKUX COOOLLEHUN

Bo3amoxHoe 3HayeHne nonuTuku: «Bkn./Beikn.». 3HayeHue no YMOJ1HaHUIO: «Bkr.».

BknoyeHmne xypHana (3HayeHve «Bkn.») no3BonsgeT NnpoTokonuposaTb Ha MOAYIE B XXypHane cobbiTus
MONb30BaTENbCKUX COOBLLEHNI.

MonuTtunka npumenHseTca Ha moaynax AreHt ELLY Linux.
XKypHan npunoxeHumn

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Beikn.». 3HayeHue no YMOJ1HaHUIO: «Bkr.».

B paHHOM xypHane dukcupyoTca cobbiTns 06 akTUBHOCTU MPUMNOXEHUIA, NX LLENOCTHOCTM 1 Habopa
3arpy>xaemMblX UMW KOMMOHEHTOB.

MonuTtuka npumeHsieTca Ha moaynsx AreHT ELLY Windows.
XypHan pecypcoB

Bo3amoxxHoe 3HauyeHne nonutukn: «Bkn./Bbikn.». Mo yYMOJ4aHuio 3Ha4eHne OaHHOM NonUTUKK: «Bkn.».

BknoyeHne XypHana no3BonsieT NpOoTOKONMpPOBaTb B HEM CoBbITMA Mo gocTyny kK pecypcam ®C,
nporpaMmHo-annapaTHOW cpeabl U K YCTpoMCcTBam (Npw BKIMNKOYEHHOM napameTpe «Ayaut yCTPONCTB»
CM. HUXe). A TarKke COBbITUS OYUCTKM OCTATOMHOM MHAOopMauun (Mpu BKMOYEHUU «AyAuT: COBbLITUN
3aunctkn»). BosmoxeH ayauT JdencTBui nonb3oBaTener Kak C JokanbHbIMW pecypcamu, Tak
n ¢ ceteBbiMu. Ctoaa e 3aHOCATCH COObITUS HEeNoCcpeACTBEHHO MO yNpaBneHnto AOCTYNOM K pecypcam
(8 cnyyae, korga Ha o0ObekT HasHavaeTca nwboM AeckpunTop AOCTyna, ayauTa, KOHTPOns
LLeNOCTHOCTH).

MonuTuka npuMeHdAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3MHC[O Dallas Lock Linux;
C3W BW Dallas Lock.
XypHan coeanHeHun M3

HacTpolika gaHHOM NONUTUKM B JOMNOSTHUTENBHOM OKHE MO3BOMNAET:

e yKa3aTb NepeyveHb NPUNOXEHWUN, ANA KOTOPbLIX GyAEeT NPUMEHSATLCS NMPaBUIIO;
e yKkasaTb HanpaefieHue nepedayu, Habop NopToB;
e yKasaTb pacnucaHvie v nonb3oBaTene.

BknoyeHmne xypHana no3somnseT NPpoTOKONMPOBaTb B HEM MHAOPMAaLMIO O coeamHeHnax M3.
Mo ymMonyaHuio nonmTnka nMeeT 3HadeHne «Bbikn.»
MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

XypHan areHTa runepBusopa

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukun: «Het».
[aHHas nonutMka Mo3BONSIET BKMOYUTL PErNCTpaumio COObLITUIA, MPOUCXOASLMX Ha rMnepBu3ope
Hyper-V.
Monutuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock.

XKypHan Tpacmka counbTpaumm M3
Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3HayeHne JaHHON NONUTUKKL: «Bkn.».
BkntoyeHune xxypHarna no3sonsieT NpoTOKONUMPoBaTh B HEM MHGOPMaLMIO O Tpaduke puneTpauyun M3.
Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.

)Kypl-lan ynpaBneHusa nosiuTUKamMmu 6e3onacHocTun

Bo3moxHoe 3HavyeHne nonutukn: «Bkn./Beikn.». 10 ymonyaHuio 3HayeHne JaHHON NONUTUKK: «Bkr.».

BkrntoyeHue nonuTumku (3Haqu|/|e «BKJ'I.») NO3BOJIAET NMPOTOKOJINPOBATb COoObITMS U3MEHEHNSI NONUTUK
Ge3onacHocT B XypHane.

Monntuka npuMeHdeTCcAa Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3MHCQO Dallas Lock Linux;



e C3U/ BW Dallas Lock.
XypHan ynpaBneHusi nonb3oBaTensaMu 1 rpynnamu

Bo3amoxHoe 3HauyeHne nonutuku: «Bkn./Bbikmn.». Mo YMOJI4aHuio 3Ha4yeHne OaHHOW NonUTUKK: «Bkn.».

KypHan cogepXnTt cobbiTus, CBA3aHHbIE C HACTPOMKamMu, Co3aaHneM U yaaneHueM yyYeTHbIX 3anuncemn
nonb3oBaTenen, rpynn yvyeTHblX 3anucen. BknwoyeHue nonuTuku (3HadeHue «Bkn.») nossonsieT
NPOTOKONUPOBATH B XXypHane AaHHble COBbITUS.

Monutuka NPUMEHAETCA Ha MoaynaAx:

e C3U Dallas Lock 8.0-K/C;
e C3MHC[ Dallas Lock Linux;
C3W BW Dallas Lock.
XypHan ycTtaHOBOK

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyanuio: «Bbikn.».

B paHHOM XypHane dukcupytoTcs cobbiTusi, CBsi3aHHble C MHCTannsuuen obHoBneHun Windows,
OOMOSNTHUTENBHBIX NPUNOXEHNUA.

MonuTtuka npumenHseTca Ha moaynsax AreHt ELLY Windows.

3abnokuMpoBaThb BbIrpy3Ky XypHanoB syslog B SQL

Bo3aMoXXHOe 3Ha4YeHmne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NonuTUKK: «HeT».

3HaveHne «[a» gaHHOM MONMMTUKM Mno3BonseT 6nokmposaTb BbIFPY3KY >XypHanos syslog B SQL
ANs npefoTBpalleHns nepeaayn cnyxebHbIX aHHbIX.

MonuTtunka npumenseTca Ha moagynsax C3U BU Dallas Lock.
3aHoOCUTb B XKypHan ucxogsiume NonbITKA BXoAa Ha yaarneHHble KOMMNbITEPbI

Bo3aMoXXHOe 3Ha4YeHmne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHOWN NONUTUKK: «HeT».

BkntoueHne gaHHoOW nonuTuky (3HaveHue «[a») no3BOnsieT perncTpupoBaTb Ha MoAyne cobbiTus
NCXOsILLEN MOMNbITKM BXoAa Nonb30oBaTensl Ha yAaneHHbIn koMnbioTep Yepes JIBC B KypHane BXo4oB
(Np¥ ycrioBuUw, YTO >XypHan BXOOOB BKITHOYEH).

MNonntuka npuMeHAeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.

3aHocuTb B XKypHan owmnbkn Windows

Bo3moxHoe 3HavyeHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuo: «Bblkm.».

BknoyeHne OaHHOWM MONUTMKM MO3BONSIET BecTu yyeT owmnbok goctyna OC Windows B xypHane
pecypcoB (Mpu ycroBun, YTo XXypHan pecypcos BkrtoyeH). Tak kak C3U Dallas Lock 8.0 He nogmeHseT
MexaHu3Mbl KOHTpons goctyna k pecypcam OC, a pobasnset cBou, To ntoboe gewnctene Hag OC
BHavarne nonagaet Ans NnposBepku B Apamsep 3awmntel C3U, 1, ecnn aToT ApariBep paspellaeT gaHHoe
Aenictene, oHo nepefaetcsa ganbwe OC Windows. OC moxeT oTkasaTb y»Ke N0 CBOUM NPUYMHaM — 3TU
0TKa3bl M NPOTOKONMPYHOTCH. B 6onblUMHCTBE cnyvyaeB ayauT 3Tux owmnbok He TpebyeTcs.

Monutuka NpUMEeHAeTCA Ha Mo4ynAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

3aHoCUTb B XXypHar cobbITusi 3anycka u octaHosku OC

Bo3moxxHoe 3HauyeHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHoN nonutukun: «dax.

BkntoyeHre gaHHOW MonuTukM (3HadeHue «[a») no3BonsieT perucTpypoBaTb Ha Mopgyne cobbiTus,
CBsI3aHHble C 3anyckom/3aBeplieHvem pabotel OC, cobbiTns 3anycka/ocTaHOBKM sigpa 3awmTel C3U
Dallas Lock, B xxypHane ynpasneHusi nonutukamu (nMpu ycrioBum, YTO AaHHbIV XXypHaI BKITHOYEH).

Monutuka NpUMEeHAeTCA Ha Mo4ynAaX:

e C3W Dallas Lock 8.0-K/C;
e C3M/ BW Dallas Lock.

3aHocuThb B XypHan coObITUA 3anycka u OCTaHOBKU MOAyﬂeﬁ agMuHUcTpupoBaHua DL



BoamoxHoe 3HayeHue nonutuku: «[da/HeT». Mo ymonyaHuio 3HauyeHne gaHHON NonuTukK: «dax.

BknoyeHne gaHHOWM NOMUTUKM (3HauveHue «[a») no3BonsieT perucTpupoBaTb COObLITWSA, CBA3aHHbIE
C 3anyckom/3aBeplueHnemM pabotbl moaynen agmuHuctpupoBaHuss C3W Dallas Lock B xypHane
ynpaBneHust NoNnTukamu (Mpu yCroBuW, YTO AAHHbIN XypHar BKITHOYEH).

MonuTuka NnpUMeHAeTCA Ha Mo4ynAaX:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

Ucnonb3oBaTtb Yackl nnatbl CAO3 Dallas Lock

BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HayeHne AaHHON NONUTUKK: «HeT».

BknoyeHne gaHHon nonutuku (3HaveHne «[a») no3sonseT ncnonb3oBatb Bpems u3 Yyacos CA3 Dallas
Lock. MNMonuTtuka npumeHsieTcs Tonbko npu yctaHoBneHHon Ha APM annapatHon nnate. [Anga paboTbl
nonutnkn Heobxogmmo B OC moayns ycTtaHoBUTbL Apavisep ons CO3.

MonuTtuka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MakcumanbHoe Konn4ecTBO 3anucen B XypHane
HacTpovika pQaHHOM MNOMUTUKM NO3BONSIET YCTAaHOBUTb MaKCMMarnbHOE KONMMYECTBO 3anucen
B OnpeaerneHHoM XypHarne Moaynsi.
Monutrka MoXeT NpuHMMaTh 3HavYeHne «He mncnonbayetca» nnu «100-20000».
Mo ymonyaHumio B AaHHOW NOMNUTUKE ANS KaXAoro XypHana 3agaHo 3HaveHne 20000 3anucen.
MonuTnka NnpumeHsieTca Ha MogynAX:
e C3W Dallas Lock 8.0-K/C;
C3W BU Dallas Lock.
O6uwee: ESXi Shell
Bo3moxHoe 3HavyeHune nonutukn: «da/Het». Mo ymonyaHuio 3HavyeHne AaHHOW NONUTUKN: «HeT».

[aHHas nonuTuka No3BoNsieT BKMOYUTL Ha runepBusope vSphere pervctpaumio cobbiTMiA U 3anucen
BCcex BBeAeHHbIx komaHg B ESXi Shell.

MonuTtunka npumenseTca Ha moagynsax C3UM BU Dallas Lock.
Oo6uwee: USB-ycTponctBa

Bo3moxHoe 3HauyeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukK: «Het».

[daHHas nonuTuka no3BONSAET BKMOUUTL (3HadveHne «[a») pervctpaumio cobblTUA, CBA3aHHbIX
¢ nogkntodaembimn USB-ycTponcTtBamu K runepsusopy vSphere.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
O6wee: AreHT ESXi

Bo3moxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHOM Nonutukn: «Het».

[aHHas nonuTrka No3BONAET BKMOUYUTL (3HaYeHMe «[ay) pernctpaumio cBegeHun 0 JENCTBUSX areHTa,
KOTOpbIN ynpaBnseT n KoHUrypmpyeT runepsusop VSphere BupTyanbHble MaLLWHbI, @ TakKe BKIYUTb
permcTpaumio cobbiTum ayteHTndukaumm Ha runepsemsope vSphere.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
O6uwee: AyteHTUduKauus
Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHe AaHHOW NONUTUKK: «HeT».

[daHHas nonuTuka no3BONSAET BKMOYUTL (3HadeHne «[a») pervctpaumio cobblTvA, CBA3aAHHbIX
C ayTeHTMdMKaLMen Ha rmnepBusope.

MonuTtnka npumenHseTcsa Ha moagynsx C3U BU Dallas Lock.
OO6uee: BupTtyanbHblie MalUUHbI
Bo3moxxHoe 3HaueHne nonutuku: «da/HeT». Mo ymonyaHuio 3HayeHne AaHHON NONUTUKK: «HeT».

[aHHaa nonuTuka NO3BONAET BKIHOYUTL (3HaquV|e «ﬂa») perncrtpauuto cobbITUI, CBSI3aHHbIX
C BMpTYyalbHbIMN MallnHamMmn n rmnepBnu3opamMmu.

MonuTtunka npumenHseTcsa Ha mogynsx C3UM BU Dallas Lock.
Ob6uwee: 3aunctka ®C



Bo3amoxxHoe 3HaueHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHON NonuTukun: «Het».

[aHHasa nonuTMka nO3BOMSET BKIOYUTL (3HaveHue «[a») peructpauuio CcobbiTMN, CBS3AHHbLIX
C 3a4nCTKOM hannoBow cuctemsl rmnepsunsopa vSphere.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.
O6uwee: CuctemMHble cOObLITUA

Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON Nonutukmn: «Het».

[aHHas nonuTuka no3BonsieT BKMOYUTL (3HadeHue «[ax») Ha runepsBusope vSphere pervctpaumto
obwmx coobuweHn xypHana (Syslog), koTopble MOryT ObiTb WCMOMb30BaHbl ANS YCTPaHeHWs
Henonagok.

Monntuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.
O61Bbem xypHanoB B M6 (100-10000)

Monntrka yctaHaBnMBaeT orpaHu4eHms obbema xypHanoB B guanasoHe ot 100/M6 go 10000/M6 gns
apxvBauuu.

Mo ymonyaHuio nonuTunke yctaHoBneHo 3HaveHme «100/M6».
Monutuka npumeHsieTcst Ha mogynsax C3UM HC[ Dallas Lock Linux.
MNMepuogmnyeckas apxmBaumsa XKypHana
paHMuUbl BO3MOXHOIO BPEMEHHOrO MHTEpBana apxvBauuy BapbupytoTcs oT 1 vaca go 1 roga.
Mo ymonyaHuto nonuTuke 3agaHo 3HaveHne «He ncnonbayetcs».

BkntoyeHne p[aHHOM MNONMMTUKM MO3BOMSET YNpaBnATb Nepuogamum  aBTOMATUYECKOM apxvBauuu
XypHanos. lMocne HacTpoWKu OaHHOW MOMUTUKW BCE XypHanbl MO pacnucaHuio apxXmBUPYKOTCH, Bce
3anuncK N3 HUX coxpaHstoTes B doann B cucteMHom nanke Ha APM ¢ yctaHoBneHHbiM C3U Dallas Lock 8.0
«C:\DLLOCKSBO0\Logs», 3an1cu xXypHarnoB O4ULLAKTCS, U OHU HaYMHAOT BECTUCh 3aHOBO.

MonuTuka npuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3W BU Dallas Lock.
MyTb K apxuBam xypHanos
Bo3moxHoe 3HaveHue nonutukn: «He ncnonbsyetca» / «[nyms k apxugam]». [NyTb K apxXuBy XypHanos
niweTcs B OAHY CTPOKy, OTAENnss Kaxayl nanky 3HakoM «/», 3HayeHWe Mo YMOMNYaHWIo:

«/var/log/dll_archive/». BknitoyeHne AaHHOW MOMMTWKM NO3BONSAET (PUKCMPOBaTb MyTb K apxmsam
XKypHaros.

Monutuka npumeHsieTcs Ha moaynax C3U HC[ Dallas Lock Linux.

CucTteMHbIN XypHan

Bo3moxHoe 3HayeHune nonutukn: «Bkn./Beikn.». 3Ha4yeHne no ymonyaHuto: «Bkn.».

BknoyeHne gaHHOM NONUTUKKM (3HaYeHne «Bkn.») No3BonsieT NpOTOKONMPOBaTb Ha MoAyne B XypHane
COBbITMA CUCTEMHOrO XypHara onepaunoHHoOn cuctemsl (SysLog).

Monutuka npumeHsieTca Ha moaynsax AreHt ELLY Windows.

CuUCTeMHbIN XypHan

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Beikn.». 3HavyeHne no ymonyaHuio: «Bkn.».

BkrtoueHne gaHHON NONUTKKK (3HaveHne «Bkn.») No3BonseT NPOTOKONMPOBaTb HA MOAYNe B XypHane
COBbITMA CUCTEMHOTO XXypHara onepaunoHHon cuctemsbl (SysLog).

Monutuka npumeHsieTcs Ha moaynax AreHt ELLY Linux.
CnyxeOHbIN XypHan M3 (3abnokupoBaHHbIe NakeTbl B hopmaTte Pcap)
Bo3moxHoe 3HavyeHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuio: «BbIkm.».

BkntoyeHve oaHHON NONUTUKM NO3BONSIET BECTU yYeT 3abroknpoBaHHbIX NakeToB B oopmaTte Pcap.
Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.



CobupaTb TONbKO yKa3zaHHble COObITUS

Bo3moxHoe 3HaveHune nonutuku: «He ucnonbayetcsa» / «[kod cobbimus]». 3Ha4YeHNE NO YyMONYaHWIO:
«[Kk00 cobbimus]». BknioyeHne gaHHOM NOMUTMKM NO3BONSET PUKCMPOBATL TOMbKO T€ COBbITUSA, KOoabI
KOTOPbIX YKa3aHbl B CUCKE COBLITUN.

MonuTtuka npumeHsieTca Ha moaynsx AreHT ELLY Windows.

CobGupaTb TONbKO yKa3aHHbIe YPOBHU COOOLEHNIA

Bo3moxHoe 3HaveHue nonuTukn: «He umcnoneayetca» / «[kod cobbimus]». Cnvcok npasun oTbopa
nueTcs B OOHY CTPOKY, ANIeMEHTbl CNUcKa pasfensaoTcs 3ansaTbiMu, 3HaYeHne no ymonyaHuo: «He
ucnonb3yetca». BknoyeHne gaHHOW MOMUTMKM MO3BONSET (PUKCMPOBATb TOMbKO Te€ COObITMSA, KOAbI
KOTOPbIX YKa3aHbl B CUCKE COBLITUN.

MonuTtuka npumeHsieTca Ha moaynsx AreHT ELLY Linux.

Co3paBaTb TEHEBbIEe KONMUKU pacne4vyaTtbiBaeMbIX JOKYMEHTOB

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHON Nonutukun: «Het».

[daHHas nonuTuka nos3BonseT BKMNOYUTb (3HaveHue «[la») coxpaHeHue KOonui pacnedaTtbiBaembix
OOKYMEHTOB B OTAENbHYI nanky Ha moayrne no nytu «C:\DLLOCKB80\Logs\PrintCopy». B gaHHowm nanke
npu Kaxkgon nevaty 6yayT cosgaBatbCs nognanky ¢ dhannamm, Ha3aBaHMs KOTOPbIX COCTOAT U3 BpEMEHNU
neyaTu u MeHM neyaTaroLLero ycTpomcTBa.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0.

CpoK XxpaHeHUs! XXypHarnoB B MecsiLax

JdaHHasa nonuTuka NO3BOMSIET YNpaBnsATb CPOKOM XPaAHEHWUS XKypHanoB Ha Mogynsx. Mo ncreveHuo
3aJaHHOro B MONUTMKE CPoKa, (POPMMPYETCA apXMB, W XypHarnbl Ha4YMHaKT 3anOSHSATHCA HOBbIMU
AaHHbIMU.

Monutuka nNpuHUMaeT 3HadeHna oT 3 o 6 mecdueB. 1o ymonuaHuio A8 AaHHOW MOMUTUKK
YCTaHOBIEHO 3HaYeHue 3 mecsua.

Monutuka npumeHsieTcs Ha moaynax C3U HCL Dallas Lock Linux.
YBepomneHus: XypHan cobbitun BU Hyper-V (onepauumn VMM)

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON Nonutukmn: «Het».

JaHHaa nonuTvka nNO3BONSIET BKMOYMTL (3HayeHue «[ax») pernctpauuio cobBbITUA, CBS3aHHBLIX
C ynpaBneHnem XxocTamu, knactepamm 1 06nayHbIM CepBUCOM BUPTYanbHOW MHppacTpykTypbl Hyper-V.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
YBepomneHus: CobbiTusa ynpasneHna BM

Bo3moxxHoe 3HauyeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukK: «Hetr.

[daHHas nonuTuka no3BONSAET BKMOYUTL (3HadveHne «[a») peructpaumio cobblTUA, CBA3aHHbIX
¢ ynpasrneHuem BM runepsusopa Hyper-V.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
YBepomneHus: CobbiTusa ynpaBneHusa kKoHdurypauven BM

Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne JaHHON NonuTukn: «Het».

[daHHas nonmuTvka no3BONSAET BKMOUUTL (3HadeHne «[a») peructpaumio cobblTWA, CBA3AHHbIX
C ynpasrneHuem KoHdurypaumen BM.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
YBepgomneHusi: CobbITUA ynpaBrneHUsa KOHduUrypawumen runepsmusopa

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHne JaHHON NonuTukn: «Het».

[daHHas nonuTuka no3BONSAET BKMOUUTL (3HadveHne «[a») peructpaumio cobbiTWA, CBA3aAHHbIX
C ynpasrneHuem KoHdurypauven BM BupTyansHon uHdpacTpykTypbl Hyper-V.

MonuTtnka npumenHseTcsa Ha moagynsx C3U BU Dallas Lock.

YBegomneHusi: Co6bITUA ynpaBreHUs CeTbio



BoamoxHoe 3HayeHue nonutuku: «Lda/HeT». Mo ymonyaHuio 3HauyeHne aHHON NonuTukK: «HeT».

[daHHas nonutyka No3BONSET BKIYUTbL PEerncTpauuio cobbiTUi, CBA3aHHbIX C yrNpaBlEeHUEM CeTbio
BUpTYyanbHOM MHGPacTpyKTypbl Hyper-V.

MonuTtnka npumenseTca Ha moaynsax C3UM B Dallas Lock.
YBepgomneHusi: CobbITUA ynpaBneHusa coctossHuem BM

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON Nonutukmn: «Het».

[daHHas nonuTuka no3BONSAET BKMOYUTL (3HadeHne «[a») pervctpaumio cobblTUA, CBA3aAHHbIX
C ynpasrneHuem coctoaHna BM BuptyanbHon nHdpacTpykTypbl Hyper-V.

MonuTtnka npumenseTca Ha moaynsax C3U B Dallas Lock.
®duKcuMpoBaTh B XXypHarne HenpaBuribHble Naponu

BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HaYyeHne AaHHON NONUTUKK: «HeT».

Mpn 3HayeHun «[a» HeBepHbIN Naponb, BBEAEHHbIV Mofb3oBaTenem, oTobpaxaeTca B KypHane
B cTonbue «HeBepHbI napornby. MNMpu 3HayeHun «HeT» — He oTobpaxaeTcs.

BHumaHue! [Mpn 3HaveHun nonutukm «[da» BO3HMKAET PUCK MCMOMb30BaHMS
WHpopmauun, copepxallencs B ctondue «HeBepHbI naposnb», AN CKPbITON
KoMnpomeTauun naponen none3oBaTtenen. OwunbKM nonb3oBaTenen npu BBOAE
naposnst HEMUHYEMO MPUBEAYT K PAcKpPbITUIO YaCTW NApOrs, YTO MOXET 3HAUYUTENbHO
obnerunTb 4N 3NoyMblLlUNIEHHWKA 3a4ady ero nogbopa.

Monutuka NMPUMEHAETCA Ha MoaynaAx:

C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3WM BU Dallas Lock.

5.4.4HacTtponKa NONUTUK NpaB nonb3oBatenen

Ha Bknagke «[Monutukn» B KaTeropum «[llpaBa nonb3oBaTenen» HacTpauBaloTCs MapameTpsl,
Kacalolmecss MOfHOMOYMI MOoNb3oBaTenen Ha aAMWHUCTPUPOBAHME CUCTEMBbl 3alnThl, a Takke
ynpasnsoLme paspeLlleHneM 1 3anpeToM MHTEpPaKTUBHOIo 1 yaaneHHoro exonos B OC.

B cootBeTcTBUM C Tpe6OBaHMﬂMI/I NoNUTUKM ©e30nacHOCTU opraHunsauun HeobxoamMmo HaCTpouUTb BCe
napamMeTpbl, pacnosioXXeHHble B CrNCKe MOJINTUK npaB nonb3oBaTenemn.

Ons Toro, u4ToBbl HekoTOpbIM nomnb3oBaTenlb N UMen BO3MOXHOCTb MNpPefocTaBnAaTb  APYrUM
nonb3oBaTensM NOfHOMOYMS HA aAMUHUCTPUPOBAHME CUCTEMbI 3aLUUTLI, HeobxoanMo cobnogeHne gByX
YCIoBWIA:

1. MNonb3osaTtens N gomxeH 6bITb HAageNeH NONHOMOYNEM Ha U3MEHEHNe napaMeTpoB 6e30NacHOCTU.

2. Monb3oeatenb N gomkeH cam obnagatb TeM MOSIHOMOYMEM, KOTOPOE XO4YeT NPenoCcTaBuTb APYrum
norib3oBaTernsM.

B cucTeme 3awuTthl peanu3oBaH MexaHW3M KOHTPONA 33 pacnpoCTpaHeHWeM  MOSTHOMOYMIA.
OcyLeCcTBNEHNE 3TOTO KOHTPOMS MO3BONSET MOMb30BATENO NPEAOCTaBNATb APYIMM MONb30BaTENSM
TOMbKO TE MOMHOMOYUSA, KOTOPbIMU OH HageneH cam. Hanpumep, ecnu nonb3oBaTenlb He HafdeneH
MONHOMOYMEM Ha YrnpaBneHue ayautoM, TO W HWKakoMy [pyroMy rMonb3oBaTento OH He cymeeT
NpegocTaBuTb 3TO MOMHOMOYME.

Mpu nonbITke NPefoCTaBUTL APYroMy NoSb30BaTENO NOMHOMOYNE, KOTOPLIM AAHHBIV NONb30BaTENbL CaM
He obnafaeT, cucTeMa 3aluThbl BIBEAET npenynpexaeHune. Monb3oBatenb He CMOXET Ha3HauYMTb cam
cebe JoNoNHUTENBHOE NOMHOMOYME, MOBLICUTL YPOBEHb AOCTYNA, BKIOYUTL cebs B rpynny, obnagatoLuyo
pacLUMpPeHHbIMY MO CPaBHEHWIO C AaHHbIM NONb30BaTENEM NpaBamu.



BHumaHue! HasHayaTb nonutvkum M npaBa crieqyeT o4YeHb BHMMAaTenbHo. Ecnn npwu
npegocTaBneHnn noboro nonHoMoums BbIbpathb rpynny «Bcey», TO AaHHBIM MOSTHOMOYNEM
OyaoyT obnagaTtb BCce Nonb3oBaTeny, B TOM YUCHE U TOT NONb30BaTESb, KOTOPbIA YCTAaHOBUI
OaHHbIM napameTp. Tak, Hanpumep, €cnv aAMWHUCTPATop NpW 3anpeTe foKarnbHOro
(vHTepakTmBHOro) Bxoaa B OC BbiGepeT rpynny «Bce», To cam OH Takke He CMOXeT 6onbLue
ocywectBuTb Bxog B OC. WcknioveHne OGyaeT COCTaBNSATb TONMbKO Yy4yeTHas 3anvcb
cynepagMmuHucTpartopa Ha mogynax C3U Dallas Lock 8.0-K/C.

Takke cnegyeT  y4yecTb, 4TO  Mofb3oBaTenb, obnagawwuin  NOMHOMOYMEM
Ha pegakTupoBaHue napaMeTpoB 6e3onacHOCTU, MOXET NUWKUTb JHobbIX Monb3oBaTenewn
nobbIX NONTHOMOYNIA, AaXe Tex, KOTOpbIMU OH cam He obnagaeT. Ecnv nonb3oBaTtens cam
cebs NN Kakoro-nMbo NOMHOMOYMS, TO BOCCTAHOBUTbL 3TO NMOSIHOMOYME OH HE CMOXET.

BHumaHue! NMpaBuno paspellennst 1 3anpeTta AenCcTBUIA CyObeKTOB cnegytoulee:

YcnoBue PesynbTart

HeT Hukakmx 3anpeToB 1 paspelleHnn  [lencteme 3anpeLueHo

Ectb 3anucb o paspeweHun un HeT [lelncTBue paspeLleHo
3anucu o 3anperte

EcTb 3anvchk o 3anpeTte [eiictBre 3anpeLleHo, HEeCMoTps
Ha Hanuuve WnM OTCYTCTBME  3amnucu
0 paspeLueHmn

B cnuncke cyGbekToB, AN KOTOpbIX YCTaHaBNMBaEeTCs 3anpeT WU paspeLueHue,
onpeaenseTcs nepapxus B Nopsiake Bo3pacTaHus: rpynna «Bce» — uHamBuayanobHas
rpynna — yyeTHas 3anucb (QOMeHHas y4eTHasi 3anncb «Mo Macke») — Mosb3oBaTelb.

Takum o6pasom, 4Tobbl CybbekTy (Hanpumep, nonb3oBaTento) gencreve 6bino
pa3peLueHo, TO OH He JOSKeH BXOAUTb B cOCTaB cybbekTa (Hampumep, rpynnbl), Ans
KOTOPOro 9T0 AeNCTBME UMEeET ABHbIN 3anpeT.

Mpumep:

Tpebyetca HacTpouTb 3anpeT Bxoga B OC pgng nokanbHblX Mofib3oBaTtenen
(B LOMEHHON apxUTEKType).

[na 3anpeta Bxoga NokanbHbIX MoMb3oBaTenei Heob6XoaMMO M3MeHWUTb napameTp
«MHTepakTMBHbIA BxoA: paspelleH» ybpaTb y4eTHyl 3anuck «Bce» u OoGaBuTb
yyeTHylo 3sanucbk «*\*». EcnM  ecTb HeoBGXOAMMOCTb  paspelleHus  Bxoaa
ANs Nonb3oBaTternei onpedeneHHoro AoMeHa, TO MpeaBapUTeNbHO HYXXKHO cosfaTb
y4eTHYy'o 3anuck B Buae «Mma_gomeHa\*».

Ta6nuua 12. MonuTukn npaB nonb3oBaTtenemn
AyaunT: NMpocmoTp XXypHanos

C nomoLLbio JaHHOW MOMMTUKM MOXHO AaTb MpaBO OnpeAeneHHbIM Monb3oBaTensaM unu rpynnam
Ha NPOCMOTP TONbKO XypHanoB B o6onodvke agmuHmuctpatopa C3U.
Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
AyauT: NMpocMoTp TeHEBbIX KONUIM pacneyaTbiBaeMbiX AOKYMEHTOB
C nomoLLblo AaHHOW NOMUTMKN MOXHO AaTb NpaBo OnpeferieHHbIM Nob30BaTeNsaM Uiv rpynnam Ha

NMPOCMOTP TEHEBbIX KOMWUIA pacneyaTbiBaeMbIX AOKYMEHTOB (KOMWM CO3[Al0TCS NPW YCIOBUM, YTO
BKIOYEH napamMeTp ayanta «Co3gaBaTh TEHEBbLIE KOMWMKU pacnevaTbiBaeMblX JOKYMEHTOBY ).

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
Ayaut: NpocmoTp TeHEBbLIX Konun ¢annos
C nomoLLbio JaHHOW MONMTUKM MOXHO AaTb MpaBO OnpeAernieHHbIM MoNnb3oBaTensam unu rpynnam
Ha NPOCMOTP TEHeBbIX KONuin hannos.
Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

Ayaut: YnpaBneHue



C nomoLLbio AaHHOW NMOMUTMKM MOXHO AaTb MpaBO onpeaefieHHbIM MOoNb30BaTensM Uiu rpynnam
Ha ynpaBneHue ayauToMm (HasHa4YeHne 1 pegakTUpoBaHWe Ha3HaYeHHbIX NapaMeTpoB).

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
HeakTBauus cucteMbl 3alUTbI

B 3HayeHWe gaHHO NONUTUKX NPOMNUCLIBAETCA UMS YYETHON 3anucu Nonb3oBaTerns, UMetoLLLEero NpaBo
Ha ynpaBneHue [eakTuBauuMen cuCTeMbl 3aliMTbl (CMeHa nuueHsuu, yaaneHne C3MU,
BKIMIOYEHUE/BBIKIIOUYEHNE «MSITKOTO» PEXNMa, «PEXMma oBy4eHnsI» N «HEaKTUBHOIO pexuman).

MonuTuka NnpUMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

A3meHeHne cuctemHoro BpeéMeHU N 4HacoBOro nosca
C nomoLLbo AaHHOW NOMNTUKN MOXHO 3anpeTnTb nonb3oBaTtesiaM yCTpOVICTB, BXxoadwmx B coctas [1b,

N3MEHSITb YCTAaHOBIEHHbIE ATy U BPEMS.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

UHTepakTMBHBLIN BXxoA: 3anpeLueH
C nomoLbi0 AaHHOW MNOMUTMKM BO3MOXHO 3anpeTuTb BO3MOXHOCTb WHTEPaKTUBHOIO BXoAa
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTtuka NnpuMeHsieTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
e C3M/ BUW Dallas Lock.

MHTepakTuBHbIN BXxoA: Pa3pelueH
C nomowpblo [aHHOM MOMUTUKA BO3MOXHO pPas3pellnTb BO3MOXHOCTb WHTEPAKTUBHOrO BXxoAa
onpeaeneHHbIM none3oBatensm u rpynnam B OC.
MonnTrka NpuMeHsieTCa Ha MOLYNAX:

e C3W Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.

MapameTpbl 6esonacHocTu: NMpocMoTp

C nomMoLLb0 JaHHOW MOMUTUKM MOXHO AaTb NpPaBO OnpedefieHHbIM MOoNb30BaTensM uUnm rpynnam
Ha NPOCMOTP YCTaHOBIEHHbIX NApamMeTPOB ayanTa (B TOM YMCHe XypHanoB) u AOCTyna.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

MapameTpbl 6e3onacHocTU: YnpaBreHue

C nomouwbio [aHHOW MNOMUTUKA MOXHO [OaTb onpeaeneHHbIM noNb3oBarendaMm wunun rpynnam
NOJNTHOMOYNA Ha ynpaBlieHne napamMmeTpamm ©e3onacHoCTMW.

Ecnu nonb3osatento (rpynne rnonb3oBaTeneil) paspeLleHo N3MeHeHne napameTpoB 6e30nacHOCTH,
TO OH MOXeT [JenerMpoBaTb BCE CBOW MOSTHOMOYMS OPYrMM MOfb3oBaTensM C y4eToMm OelCTBuS
KOHTPOIS 3@ pacrnpocTpaHeHNem MOTHOMOYUIA (CM. BbiLLe).

Ecnu nonb3oBaTtento npeanocTaBlieHO NpaBo Ha ynpaslieHne napamMmeTpamun 6e3onacHocTu, To npaeo
Ha NMPOCMOTP YCTaHOBJ1EHHbLIX HACTPOEK npenocrtaBnAaeTCAd aBTOMaTU4eCKn.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
MevaTtb 3anpeLeHa

C nomowlblo OaHHOW MNOMUTUKM MOXHO TMOKO HacTpOWUTb CMMUCOK YYETHbIX 3anucer, KOTOpbIM
3anpeLleHa neyaTb C AaHHOro KOMNbloTEpa.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
MevaTb pa3pelueHa

C nomoulblo OaHHOW MOMUTUKM MOXHO TMBKO HAaCTPOUTb CIMNUCOK Y4YeTHbIX 3anucen, KOTOpbIM
paspelleHa ne4yaTb C JaHHOro KomnbroTEpPa.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.



MpuHyauTenbHoe 3aBepLueHUe paboTbl NO pacnucaHuLo

[aHHas nonuTtnka No3BONSiET HACTPOUTb CMUCOK YYETHbLIX 3anncen 1 rpynn, Ans KOTOpbIX COrfnacHo
HacTponke «PacnucaHve paboTbl» MO OKOH4YaHMIO BpemeHn pabotbl MK nonb3oBaTtens OGyper
3a0/10KMpPOBaH.

MonuTuka NnpuUMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

Pecypcbl: YnpaBneHue AUCKPELUUOHHbLIM AOCTYNOM
C nomoLpblo JaHHOW NONIMTUKU MOXHO Ha3Ha4YUTb yYeTHbIE 3anncy Nornb3oBaTenen ans ynpasneHms
ONCKPELMOHHBIM JOCTYMOM.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Pecypchbl: YnpaBrneHue KOHTpPosieM LiefIoCTHOCTU
C nomoLblo 4aHHOW NONIMTUKN MOXHO Ha3Ha4nTb yYeTHbIe 3anncy nonb3oBaTtenen Ans ynpaeneHus
KOHTPOMEM LLeNTOCTHOCTMW.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
Pecypchbl: YnpaBneHue MaHgaTHbIM JOCTYNOM
C nomoLblo JaHHOW NONIMTUKN MOXHO HA3HaYUTb YYETHbIE 3anmncy Nonb3oBaTenen Ansa ynpaeneHus
MaHZaTHbIM JOCTYMOM.
Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
YpaneHHbIW Bxog: 3anpeLueH
C nomowpbl daHHOW MOMMTUKM BO3MOXHO 3anpeTuTb BO3MOXHOCTb YAaneHHOro Bxopa
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTunka NnpumMeHsieTca Ha MogynAX:

e C3W Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.

YaaneHHbIn BxoA: PaspelueH
C nomoLWbi0 [AaHHOW MNOMUTUMKM BO3MOXHO paspelinTb BO3MOXHOCTb yAaneHHoro Bxoga
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTunka NnpumeHseTca Ha MogynAX:

e C3W Dallas Lock 8.0-K/C;
C3W BW Dallas Lock.

YyeTtHble 3anucu: MNMpuHyautenbHaa AByxdakTopHas ayTeHTUdUKauua
Ecnn B 3HayeHUU OaHHOM NOSMIUTMKM CTOUT oOnpedeneHHas ydeTHad 3anucb MW rpynna, To npu
perncTpaumm HOBOW Yy4yeTHOW 3anucu (B COCTaBe [JaHHOW rpynnbl UAW WHAUBUAYANbLHO) WNK

penaktupoBaHun B C3W npuceoeHve uaeHTUdMKaTopa OyoeT o6sizaTenbHbIM, MHade Oynet
BbIBeAEHO NpeaynpexaeHne ob owuntke.

MNonntuka npuMeHdeTCcAa Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3W/ BW Dallas Lock.

Y4yeTHble 3anucu: YnpaBrieHue
Ecnn B 3HauyeHMM [JaHHOW MNOMUTUKM CTOUT Yy4YeTHasa 3anucb unu rpynna, TO OHa obnagaer

MOSTHOMOYMSIMU MO CO34aHMI0, yAArNeHWIo U U3MEHEHMIO YYETHbIX 3anMcelt nonb3oBaTenen B cucteme
3aLUThI.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
5.4.5HacTpoika nonMTUK KOHTPOJISl LIeNTOCTHOCTHU

Ha Bknaake «MonuTuku» B kateropum « KOHTPOnb LenocTHOCTU: MOoNUTUKMY HacTpanBaloTCa napameTpsbi
MPOBEPKM LIENOCTHOCTU OTAENbHO AMS:



e o0b6bekToB PC;
e 00BLEKTOB NpOrpaMMHoO-annapaTHoOn cpeapbl;
e peecTpa.

Mo yMOIn4aHuKO npoBepka LeflIoCTHOCTN yCTaHOBI1E€HA TOJMTbKO NPU 3arpy3ke Mmoaynsa.

B ocTanbHbIX crnyyasx, Ons KOppekTHOM paboTbl MOMUTUK, HEOBXOAMMO HACTPOUTb KaxkAblii napameTp
MOSNUTUK KOHTPOSS LIeNIOCTHOCTM B COOTBETCTBUM C TPEBOBaAHMSIMU NONMUTUKM GE30MacHOCTM OpraHm3aunm:

e YCTAHOBWUTb pPEXWM MPOBEPKU (NpW 3arpyske, NEPUOAUYHbIA  KOHTPOSlb WM  KOHTPOSb
Mo pacnucaHuto);
e yKasaTb anropuTm pacyeTta KOHTposnbHoM cymMbl (CRC32 nnn Xaw MD5).

MpumeyaHue. Ecnn pna npoBepku OOBLEKTOB MNpOrpaMmmHo-annapatHoW cpegbl
He BblibpaH anropuTM pacyeTa KOHTPOMbHOW CyMMbl, TO MpOBepKa LenoCTHOCTU
Ons faHHOro Tuna o6beKTOB BLINOMHATCS He Byaer.

ABTOMaTmyecknn BbIGOp anroputma pacyeTa KOHTPOMNbHOM CYMMbl MO YMOMYaHWUIo
He NpeayCcMOTpPEH.

Ta6nuua 13. MoNMUTUKN KOHTPOA LEeNTOCTHOCTHU

Bnokupyemble pacwmpeHus ¢gpannos

MonuTrka No3BoNseT YNpaBnsTb CMUCKOM pacluMpeHuid, paboTa ¢ KoTopbiMu GyaeT GnokupoBaHa.
3HayeHne no ymonyaHuio: «He ncrnonbayeTcar.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

FeHepaumsa cob6bITMIA ayauTa annapaTHOW LeNTOCTHOCTH

Bo3moxHoe 3HauyeHne nonutukn: «da/HeTt». Mo ymonyaHuio 3HadeHne 4aHHOM NONUTUKK: «HeT».

BkrnitoyeHne [aHHOW NOSMUTUKK (3Haqume «,D,a») no3BonisieT OTcrexmnBaTb COObITUS HapyweHuna
annapaTHon LI€JNTOCTHOCTW.

MonuTtnka npumensaetca Ha moaynsax C3M HCQ Dallas Lock Linux.

N3meHeHne hpannoB ¢ Ha3HaY€HHbIM KOHTPOJIEM LIeNTIOCTHOCTHU

JaHHaa nonutuMka nossonseT ynpaenaTb BO3MOXHOCTbIO WU3MEHEHUA q.')aIZJ'IOB C Ha3Ha4eHHbIM
KOHTpOJ1IEM LeNTOCTHOCTMW.

MonuTtuka moxeTt NnpuHMMaTb OOHO U3 3HAYEHUN:

«Pa3pewmntb» — npu HapyweHun uenoctHoctu C3U He 6GnokupyeT gocTyn K OOBekTy,
AN KOTOPOro HasHayeH KOHTPOIb LleNOCTHOCTY;

«3anpeTnTb» — Npu HapyLweHun LenoctHocTn C3U GnokmpyeT JOCTYN K OOBbEKTY, AN KOTOPOro
Ha3Ha4YeH KOHTPOIb LIeNOCTHOCTY;

«[lMpoBepATb UMAPOBYIO NOAMUCL UCNOSMHAEMbIX )annoB» — OCYLLECTBSETCA NpoBepKa
3NEKTPOHHON MOoAMUMCUM AN MUCMOMHAeMbIX annoB (CNUCOK pacluMpeHnin annoB MOXHO
OOMOMHUTB).

Mo ymonyaHuio 3Ha4yeHne JaHHOW NonnTUKKU: «PaspeLlmnTby.
MonuTunka NnpumeHsieTca Ha MoaynaX:

C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

N3meHeHne (baﬁnos C Ha3HA4Y€HHbIM KOHTpPOJIEM LEeJIOCTHOCTU

Bo3amoxHoe 3HauyeHne nonuTukn  «PaspewmnTtb»/«3anpetuTb». 3HAYEHME MO YMOSYaHUIO:
«3anpeTnTtby.

[aHHas nonuTuka Mo3BOMSeT KOHTPONMPOBATb BO3MOXHOCTb MONb3oBaTens W3MeHATb dannbl ¢
HasHa4YeHHbIM KOHTPONeM LenocTHoCTU. Mpu 3HaveHun «PaspelinTb» Npy HapyLIEHUM LeNoCTHOCTH
C3W He 6nokmpyeT JocTyn K 06bekTy, 4115 KOTOPOro Ha3Ha4YeH KOHTPOJIb LLEeNOCTHOCTU. [pn 3HaveHum
«3anpetntb» npu HapyweHun uernoctHoctn C3W GrokmpyeT JOCTyn K OOBbEKTy, Ons KOTOPOro
Ha3Ha4eH KOHTPOSb LIENTOCTHOCTW.

MonuTunka NnpumMeHsieTca Ha MogynAX:
C3W Dallas Lock 8.0-K/C.



KoHTponb ®C no pacnucaHuio
[laHHaa nonnTrka NO3BONSET BKIHOUYNTL KOHTPOMb LIENTOCTHOCTU (halnoBOi CUCTEMbI MO pacnucaHuto
W HACTPOUTb pacnmcaHme KOHTPOnNS.
Mo ymonyaHuio gaHHas NonuTMka He NCMONb3YeTCs.
MonnTrka NpUMeHsieTCs Ha MoLYNAX:

e C3W Dallas Lock 8.0-K/C;
C3WM BW Dallas Lock.

KoHTponb nporp. ann. cpeabl N0 pacnncaHuio

[aHHaa nonuTuka no3BonsieT BKOYUTb KOHTPOJ1b LENNOCTHOCTU nporpaMMHo-annapaTHon cpenbl
Nno pacnmncaHunio N HaCTpouTb pacnncaHne KOHTpoJiA.

Mo yMOn4aHunio aaHHaa NoJfinTuka He UCNoNb3yeTCA.
Monutuka NPUMEHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
C3W/ BW Dallas Lock.

KoHTponb peecTpa no pacnmcaHuio
[aHHas nonuTuka NO3BONSET BKMIOYMTb KOHTPOSb LIENOCTHOCTU peecTpa Windows no pacnucaHuto
M HacTpouUTb pacnncaHne KOHTPOons.
Mo yMmonyaHuio AaHHas NnonuTMKa He UCMoSb3yeTCs.
MonuTunka NnpumMeHsieTca Ha MogynAX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

KoHTponb uenoctHocTy nporp. ann. cpeabl: BIOS

[laHHasa nonuTrKa No3BONISET BKIHOYNTL KOHTPOMb U3MEHEHUIA napameTpoB BIOS.
Mo yMmonyaHuio AaHHasi NONUTHKA BbIKIOYeHa.
MonnTrka NpUMeHseTcs Ha MOAYNsX:

e C3W Dallas Lock 8.0-K/C;
e C3U BW Dallas Lock.

KoHTponb LenocTtHocTu nporp. ann. cpeabl: USB-ycTponcTBa
[aHHas nonutuka no3BonsdeT BKMAYUTL KOHTPOSb M3MeHeHun B USB-KoHTponnepe, noaknioveHus
1 oTkntoyeHnss USB-nopTos.
Mo ymonyaHuio gaHHas NonuTMKa BblKIHOYEHa.
MonnTuka NpuMeHsieTcs Ha MoayNAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTpornb LenocTHOCTM nporp. ann. cpenbl: Aucku
[aHHaa nonutuka no3BOMsAeT BKMOYUTb KOHTPOMb M3MEHEHW KOHTPOMMEpoB rMBKUX OWUCKOB,
[MCKOBO/OB M AVNCKOBbIX YCTPOWCTB.
Mo yMmonyaHuio AaHHasi NONUTUKA BbIKIOYeHa.
MonuTrka NpuMeHsieTcs Ha MOaYNsIX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

KoHTponb LenocTHOCTH nporp. ann. cpefbl: [ipaiBepsbl
[aHHasa nonuTrka ynpasnaeT KOHTPONeM LeNOCTHOCTU YCTAHOBKM U yaaneHus pansepos.
Mo yMmonyaHuio AaHHasi NONUTUKA BbIKINOYeHa.
MonuTrka NpUMeHaeTcs Ha MOAYNsX:

e C3U Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.



KoHTponb uenoctHocTu nporp. ann. cpenbl: Kogekn

[aHHasa nonuTtmka ynpaendaeT KOHTpOoNeM YyCTaHOBKMN UM yaaneHua KoaekoB Ha MK.
Mo YMOJ4aHUO AaHHaaA NoJyIMTUKa BbIKITKO4YEHa.
Monutuka NPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTponb uenocTtHocTu nporp. ann. cpeabl: OnepaunMoHHas cuctema
[aHHas nonutuka ynpaBnseT KOHTponem nameHeHui ceoncte OC gaHHoro TMK: nameHeHuin MMeHu,
IP-agpeca v np.
Mo yMonyaHuio AaHHasa NonuTHKa BbIKITOYEHa.
MonnTuka NpuMeHsieTca Ha MOaYNAX:

e C3W Dallas Lock 8.0-K/C;
e C3U BW Dallas Lock.

KoHTponb LenocTHocTM nporp. ann. cpeAbl: Manku obwero goctyna

[aHHasa nonutuka ynpaBldeT KOHTPOJIEM CO34aHNA Unn yganeHna nanok obuero AocTtyna Ha JaHHOM
MK.

Mo yMOn4aHuio aaHHaaA NnofmMTuka BblKIo4YeHa.
Monutuka NMPUMEHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
e C3M/ BW Dallas Lock.

KoHTponb uenoctHocTu nporp. ann. cpeabl: MNpuHTepsbl
[daHHas nonutuka ynpaBnsieT KOHTPONEM Cnucka Bcex yCTaHoBreHHbIX Ha MK npuHTepos, dhakcos,
M®Y un gp. neyaTalowmnx yCTPOMCTB.
Mo ymonyaHuio AaHHasa NoNMTMKa BbIKITIOYEHa.
MonuTuka NnpuMeHsieTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTponb LenocTHocTH nporp. ann. cpeabl: Mporpammbi

JaHHas nonuTuka ynpaenseT KOHTPONEM YCTaHOBKM UMW yaaneHus nporpaMm Ha aaHHom [MK.
Mo ymonyaHuio AaHHasi NONUTHKA BbIKIOYEHA.
MonuTuka NpuMeHseTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
e C3W BW Dallas Lock.

KOHTpO.I'Ib LeJsIOCTHOCTHU nporp. anmn. cpeabl: Paspgenbl gucka
[aHHaa nonutuka ynpasndeT KOHTpoJleM N3MEHEHNN pa3gerioB XKeCTKoro Ancka, q)OpMaTMDOBaHMVI
Ancka, NnoaKNr4YeH HOBbIX ANCKOB.
Mo yMOn4aHuio AaHHaaA NnofiMTuka BblKIo4YeHa.
Monutuka NpUMEeHAeTCA Ha Mo4ynAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTponb wenoctHocTy nporp. ann. cpeabl: CeTb
[daHHas nonutuka ynpaBnseT KOHTPOSIEM CETEBbIX MOAKIOYEHWIN U CETEBbIX KapT.
Mo ymonyaHuio AaHHasa NonNuTrKa BbIKITHOYEHa.
MonuTuka NnpuMeHsieTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.



KoHTponb uenocTtHocTu nporp. ann. cpeabl: Cucrema
[aHHasa nonutvka NO3BONSET BKMNIOYUTbL KOHTPOMb MOPTOB, MOHUTOPOB, LUMH, 3BYKOBbLIX YCTPOWUCTB
W OPYrMx CUCTEMHbIX YCTPOMNCTB.
Mo ymonyaHuio gaHHas NONUTUKa BbIKIOYEHA.
MonuTunka NnpumMeHsieTca Ha MogynsAX:

e C3W Dallas Lock 8.0-K/C;
C3WM BW Dallas Lock.

KOHTpOﬂb LeJsioCTHOCTU Mnporp. anmn. cpeAabl: Cnucok nonb3oBaTtenen

[aHHas nonuTuka ynpaBnseT KOHTPONEM Cnucka nonb3oBaTtenen, Co3aaHHbIX B fiokansHon OC.
Mo yMonyaHuio AaHHasa NonuTrKa BbIKITHOYeHa.
MonnTuka NpuMeHsieTca Ha MOaYNAX:

e C3W Dallas Lock 8.0-K/C;
e C3U BW Dallas Lock.

KoHTpornb LienilocTHOCTM Nporp. ann. cpepgbl: YCTponcTBa BBoAa
[aHHaa nonuTvka ynpaBnsieT KOHTPONEM MOOKMIOYEHHbIX YCTPOWCTB BBOAa Ha pgaHHoMm [1K:
KrnaBuaTypbl, MbILLW.
Mo yMonyaHuio AaHHas NoNuUTUKa BbIKNOYEHa.
MonuTrka NpuMeHsieTcs Ha MOAYNSIX:

e C3W Dallas Lock 8.0-K/C;
e C3M/ BW Dallas Lock.

Mepuoagunyeckum KoHTponb PC

Monutuka NPUHNMAaET 3HA4YeHunA oT 1 MWHYTbI 00 5 vacoB n «He NCNOJb3yeTCa». Mo YMOJ14aHUIo
3Ha4YeHme gaHHoM NoNuTUKK: «He NCNOoJIb3yeTCA».

[aHHaa nonnTtnka no3sonseT BKHYNTD I'IepI/IOD,VI‘-IeCKVIﬂ KOHTPOJ1b cba|7|n030|7| CUCTEMbI U HACTPOUTb
nepnoanyHOCTb MPOBEPKU.

MNonntuka npuMeHdaeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3W BW Dallas Lock.

Mepuognyecknini KOHTPOIbL NPOrp. ann. cpeabl

MonuTtuka npuHMMaeT 3HadveHus oT 1 MuHyTbl Ao 5 yacos n «He ncnonbsyetcax». Mo ymonyanuio
3HaveHue faHHoW nonuTuku: «He ncnonbayeTcsa».

[aHHaa nonuTuka No3BoNsAeT BKAYUTb I'Iepl/IOD,VI‘-IGCKVIﬁ KOHTPOJ1b nporpaMMHo—annapaTHon cpenbl
N HaCcTpouTb NeEpUoanN4HOCTb NMPOBEPKN.

Monutuka NPpUMEeHAETCA Ha MOoA4YIAX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

Mepuognyecknini KOHTPOIbL peecTpa

Monutuka npuHUMaeT 3HayeHus oT 1 MUHYTHLI 4o 5 yacoB 1 «He ucnonb3yeTcar». o ymonyaHuio
3Ha4veHve faHHOW NONUTUKK: «He ucnonbayeTcs».

JaHHas nonutuka No3BOMSET BKMHOYUTL NEPUOANYECKUI KOHTPOSb peecTpa Windows 1 HacTpouTb
NepuoauYHOCTb NPOBEPKM.

Monutuka NpUMEeHAeTCA Ha Mo4yndaXx:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

MpoBepka uncpoBon NnoaNUCHU UCNOJTHAEMbIX (hannos

Bo3moxHoe 3HaveHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuo: «BbIkm.».



[daHHas nonuTMka no3BonsieT onpeaensTs HeobXxOAMMOCTb MPOBEPKM UUPOBON nognucu
ucnonHaemblx ¢annos. MNpu 3HayeHun «Bkn.» HeobxoAMMO ykasaTb pacLUMPEHUs] UCMONMHAEMbIX
hannos Ang NpoBEPKM LMPPOBOM NOANUCHK.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

MpoBepatb uenoctHocTb ®C npu 3arpyske OC

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Beikn.». 3HavyeHne no ymonyaHuo: «Bbikm.».

[daHHas nonuTyvka No3BOMSET YNpPaBnsATb BKITHOYEHUEM/OTKIIOYEHNEM aBTOMaTUYECKOW MPOBEPKU
LenocTHoCTK dannoBor cuctembl npm 3arpyske OC.

MonuTuka NnpuMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

MpoBepATb LEeNOCTHOCTbL NpoOrp. ann. cpeabl Npu 3arpy3ke OC

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Beikn.». 3HavyeHne no ymonyaHuo: «Bbikm.».

[aHHasi nonuTuka Mo3BONSIET YMNPaBnATb BKHOYEHWMEM/OTKIIOYEHMEM aBTOMAaTUYECKOW MPOBEPKM
nporpaMmHo-annapaTHoON LenocTHocTu npu 3arpyske OC.

Monutuka NPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3MHC[O Dallas Lock Linux;
C3W/ BU Dallas Lock.

MpoBepATb LENOCTHOCTbL peecTpa npu 3arpyske OC

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no YMOJI4aHUIO: «BblIkn.».

[aHHaa nonuTvka No3BOMAET YNpaBnsaTb BKMOYEHWMEM/OTKMIOYEHMEM aBTOMATUYECKON MPOBEpPKU
LenocTHocTu peectpa Windows npu 3arpyske OC.

Monutuka npuMeHdAeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

5.4.6 HacTtponka nonuTuK pexuma pa6otbl C3U

Ha Bknagke «[Monutukn» B kateropmm «Pexum paboTtel C3UW» HacTpanBaloTca napameTpbl HEAKTUBHOIO
pexuma C3U ana mogyna C3U Dallas Lock 8.0 u C3U1 BU Dallas Lock.

B cooTtBeTcTBUM C TpeGoBaHMAMU MOMUTUKM GE30MacHOCTM opraHM3auuM HeoBGXxoOMMO HacTpOUTb Bce
napameTpbl, pacnofioXeHHble B CMCKe NONMUTUK pexuma paboTtel C3U.

Ta6nuua 14. MonuTtukm pexxuma padotbi C3U
MexceTteBou aKkpaH

Bo3moxHoe 3HaveHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHmio: «Bkn.».

[daHHas nonuTnka No3BonsieT yNpaBnATb BKOYEHMEM/BBIKMIOYEHEM Moayns «MexceTeBow aKpaH»
C3W Dallas Lock 8.0.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
HeakTMBHbIN pexum

C nomoLbio AaHHOW MOMUTUKUA MOXHO NPOU3BECTUM MOKYIO (TOYEYHYI0) HACTPOMKY HEaKTMBHOIO
pexvMa. B okHe HacTpowikn HaxoauTcsa cnucok pyHkuun C3U, anst KoTopbIX JOCTYMHA 6NoKMpoBKa.

Monntuka npumeHsieTcs Ha mogynax C3U Dallas Lock 8.0-K/C MK10.

HeaktuBHbIn pexxum C3U Dallas Lock

Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». 3HadeHne no ymonyaHuio: «Bbikm.».

[daHHas nonnTmka No3BONSET ynpaBnsATb BKAOYeHMeM/BbIKMoyeHnem «HeaktuBHoro pexuma C3M»
B C3U Dallas Lock 8.0.



Monuntuka npuMeHseTca Ha Moaynax npeabiaymnx ceptuduumnpoBaHHbix Bepcusax C3U Dallas Lock
8.0-K/C.

HeaktuBHbIN pexxum C3U BU Dallas Lock

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuio: «Bbikm.».
[aHHas nonutnka nNo3BonseT ynpaBnsTb BKNOYEHMEM/BbIkNoYeHnemM «HeaktusHoro pexuma C3U»
B C3/ BU Dallas Lock.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

Cuctema obHapyXeHUsi BTOPXKEHUMN

Bo3amoxHoe 3HauyeHne nonutukn: «Bkn./Bbikn.». 3HadeHne no ymonyaHuio: «Bkn.».
ﬂ,aHHaﬂ NoNMNTUKa no3sondeT ynpaenAaTb BKIHOYEHNEM/BbIKITIOYEHNEM moayna «Cucrema
obHapyxeHus sBTopxeHun» C3U Dallas Lock 8.0.

Monutuka npumeHsieTcst Ha moaynsx C3U Dallas Lock 8.0-K/C.

5.4.7 HacTponka NOSIMTUK OYMUCTKU OCTaTOYHOU UHpopmauumn

BonbwuHcTBo OC npu yoaneHuu channa He ygansioT codepxumoe davina, a yaansioT fullb 3anucb
o chavine us gupektopumn ®C. Tak cgenaHo Ans yCKOpeHUs paboTbl CUCTEMBI.

PeanbHoe cogepxvmoe hanna octaeTcs Ha 3anomuHaloLeM YCTPOMCTBE, U ero MOXHO MPOCMOTPETb
A0 Tex nop, noka OC 3aHOBO He NCMONb3YeT 3TO NPOCTPAHCTBO AN XPaHEHUst HOBbIX AaHHbIX. OcTaTovHas
uHdopMaumMs MOXeT MpMBECTM K HenpeaHamMepeHHOMY pacnpoCTpPaHEHWIO KOHMAEHLUManbHON
N CeKpeTHON uHdopmaumm.

Ha Bknagke «[Monutukmn» B Kateropmm «O4mcTka 0OCTaToOHHON MHAOPMaLMUy HacTpanBaroTCa napameTpbl
OYNCTKM  OCTaTOYMHOW WH(popMaumu, KOTOpble MpefHas3HaveHbl [Ans  obecneyeHuss rapaHTumn
no NpeaoTBpaLLEHMI0 BOCCTAHOBMNEHNS YAANEHHbIX HA MOAYNAX AaHHbIX.

B cooTtBeTcTBMM C TpeboBaHMsSMM MOMUTUKM 6€30MacHOCTM OpraHusaumm HeobxoaMmo HacTpouTb BCe
napameTpbl, PacnosiIoKEHHbIE B CMIUCKE NMOMUTUK OYUCTKM OCTaTOYHOM MHGbOpMaL .
Ta6nuua 15. MonUTUKM OUYUCTKM OCTAaTOYHOM MHd OpMaLMK
3aTuparowas nocnenoBaTenibHOCTb

[aHHOWM nonuTukowm onpegensieTcs MeTon 3aTMpaHusi OCTaTOYHOW MHAOPMaLMK NyTeM YCTaHOBKU
yncnoBbix H6anToBbIX 3HadeHun (o1 0 oo F) Ans kaxgoro n3 YeTbipex UUKMNOB 3aTupanuda. Ecnm atu
3HA4YeHUs1 HEe YCTAHOBMEHbI WM YCTAHOBMEHbl HE [ANs KaXAOoro uukna, TO MO YMOSYaHuio
Onsa 3atmpatoen nocrnegoBaTefibHOCTH LMKITOB nucnornb3yeTcs nocrnegoBaTenbHOCTb,
ycTaHoBneHHasa B C3U Dallas Lock 8.0.

YCTaHOBMNEHHbIN MeToA 3atnpaHma UCnosnb3yeTcAaA npu BCEeX YCTAHOBJIEHHbIX BuMAaxXx OYUCTKAU
OCTaTOYHOW I/IH(bOpMaLI,VIMZ no KomMaHae agMUHUCTpaTtopa, B aBTOMAaTU4YECKOM  peXunme,
N Npun 3a4NCTKE HakonmuTen4.

Monutuka NPpUMEeHAEeTCA Ha MOA4YIAX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

KonunyecTBO LUKNoB 3atn paHuA

Monntuka «Konn4ectso UMKMIOB 3aTupaHua» nos3sondeT Bbl6paTb OT OOHOrNo A0 4eTblpex UUKNoB
3aTnpaHnga MH(*)OpMaLI,I/II/I Ha moayne. 3Ha4yeHune no yMOJT4aHUIO! «1».

YCTaHOBNEHHOE KOMWYECTBO LIMKIIOB 3aTupaHma KUcnosnib3yeTca npu BCeEX YCTAHOBJIIEHHbIX BMOaAX
OUYMCTKM OCTATOYHOM VIHqDOpMaLWII/IZ no KoMaHae agMUHUCTpPaTopa, B aBTOMaTU4YeCKOM pexume, 1 npu
3a4YnNCTKe HakonuTend.

Monutuka NpUMeHAeTCA Ha MOo4YyINnAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

OuuwaTb 0CBOGOXAAEMOE JUCKOBOE NPOCTPAaHCTBO

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHOM NonuTukun: «Het».



BkntovyeHne paHHOM nonuTukM (3HayveHwe «[a») no3BonsieT aBTOMaTUYECKM 3aTupaTb BCHO
OCTaTO4YHYI0 UHpopMaLmio Npu ocBobOXaAeHUM obnacTen Ha guckax, To eCTb Npu yaaneHun dannos
UNU npuv YyMeHblleHUM pa3mepoB ¢annosB Ha moayne. 3aTvpaHue npou3BOAUTCH 3anuUChbio
MackupyloLlen nocnegoBatenbHOCTU (MonuTuka «3aTuparolas nocnenoBaTenbHOCTbY) MOBEpX
0CcBOBOXAaeMOro NpOCTpaHCTBa 3aaHHbIM KONMYECTBOM LIMKMOB 3aTupaHus (nonutuka «KonmyecTtso
UWKNOB 3aTtupaHusi»). BknioueHne p[faHHOro napametrpa MOXET 3aMeTHO CHU3UTb CKOPOCTb
BbINOMHEHNs hannoBbIx onepawumin, 0COGEHHO NPU KONMMYECTBE LIUKIOB 3aTnpaHus 6onblle eauHuLbI.
MonnTuka NpuMeHsieTcs Ha MOaYyNAX:

e C3W Dallas Lock 8.0-K/C;
C3M BU Dallas Lock.

OumwaTb TONbLKO KOH(hMAaeHUManbHble JaHHbIe

BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HayeHne AaHHON NONUTUKK: «HeT».

BknoyeHne gaHHoW nonutuku (3HaveHne «[da») no3BonseT ocyLecTBNSATb aBTOMATUYECKYHO 3a4MCTKY
ocBoboxgaemMoro OMCKOBOrO MPOCTPaHCTBa TOMbKO NpW  yaaneHuu/nepemeLleHnn/ymeHbLeHnn
pa3mepa obvektoB ®C npu paboTte nog maHAaTHOW METKOW MW ypOBHEM AOCTyna bonbLue Hyns Ha
mogyrne. [aHHas nonmuTuka YHKUMOHMPYET MpU YCAOBUWM BKMKOYEHHOW nonmuTukn «Ouunwatb
ocBoBoOXdaemMoe ANCKOBOE NPOCTPAHCTBOY.

MonuTtunka npumenseTca Ha moagynsax C3U Dallas Lock 8.0-C.
Oumnwartb dann nogkavykm BUPTyaribHOM NamMaATU

Bo3MoXXHOe 3Ha4YeHmne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NONUTUKK: «HeT».

BknoyeHne paHHOM nonuTuMkM (3HadveHne «[a») no3BonseT aBToMaTMYecku 3aTvpaTb BCHO
ocTaTouvHyl0 MHopmauuto B danne nogkavkm Windows Ha mogyne. 3aTupaHve Npous3BOAUTCS
3anMcbi0 MackupyloLen nocrnefoBaTenbHOCTU noBepx danna nogkadkn. OyncTka MpoM3BOAUTCS
npu 3aBepLueHnn paboTbl (3akpbiTUK hanna nogxKayk1) n, ecrnv o4mcTka Obina npepeaHa, npu ctapte
cucTembl (OTKPBITUK banna nogKaykm).

MonnTuka NpuMeHsieTcs Ha MOaYNAX:
e C3W Dallas Lock 8.0-K/C;
e C3UM BW Dallas Lock.
lNMpoBepsATb 3a4NCTKY OCTaTOYHOM UHhopMaLumn

Bo3moxHoe 3HauyeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHON NonuTukun: «Hetr.

Ecnn pgaHHaa nonuTuka BKIOMEHa, TO nocne npoBeaeHnA OYUCTKU obbektoB ®C Ha moayne,
OONOJNTHNTENTIbHO BbINOJTHAETCA NpoOBEpPKa TOro, 410 O4YUCTKa OEencTBUTENBHO ocyuiecTBlieHa.
B Tom Cny4ae, ecnu npoBepka BbisABUITa, YTO O4YMUCTKa HE OCyLleCcTBIIEeHa Ui 3aBepLueHa C owmnbKon,
TO B XXYypHal pecypcoB MoayJ1A 3aHOCUTCA COOTBETCTBYHOLLIEE cobbiTue.

lNpoBepka ocyLlecTBNAETCA MPU OYUCTKE OCTaTOMHOW MHGOpPMauuu, BbINOSHAEMOW MO KoMaHae
agMVHUCTpaTopa, B aBTOMATUYECKOM PEXUME, U MPU 3a4YUCTKE HaKoMUTEens uernukom (dyHKuus
«3auncTka gnckar).

MNonntuka npuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

5.4.8 Hactpouka nonutuk JCHY

Ha Bknagke «lMonuTtukmy» B kateropumn «lMonutukm OCY» HacTpamBaloTca napameTpbl paboTbl gatymka
cnydvarHbIn Yucen ansa mogynen CA3 Dallas Lock.

B cooTtBeTcTBMM C TpeboBaHMsSIMM MOMUTUKM 6E30MacHOCTM OpraHu3aumm HeobxoaMmMO HaCTPOUTb BCe
napamMeTpbl, pacnofioXXeHHble B cnucke nonutuk OCY.
Ta6nuua 16. Nonutnkn OCH

TectnpoBatb [1ICY npu Bxoge

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeTt». Mo ymonyaHuio 3HadeHne gaHHOW NonuTukn: «dax.

B 3waueHun «[a» ocywectBnserca TtectupoBaHne [OCY npu Bxoge. [pu 3HayeHun «Het»
TectupoBaHue [CYH npu Bxoge OTKMHYEHO



Monutuka npumeHsieTcs Ha moaynax CAO3 Dallas Lock.
Yucno nonbiTok camoTtecTupoBaHma ACY

Bo3moxxHoe 3HauyeHne napametpa: oT 1 go 3. 3HavyeHme No ymonyaHuio: «1».

YCTaHOBNEHHOE 3Ha4YeHWe AaHHOW MOMNMUTUKN pernaMmeHTUpyeT YMUCro nonbITOK CaMOTeCTUPOBaAHUA
ACH.

Monutuka npumeHsieTcst Ha moaynsax CO3 Dallas Lock.

5.4.9 HacTporika nonUTUK MaHgaTHOro AocTyna

CornacHo maHgaTHOMY MPUHLMMY YNPaBNeHUs OCTYMNOM, KaXaoMy 06BbeKTy MOXKHO MPUCBOUTb YPOBEHb
AOCTyNna v maHaaTHyto MeTKy. [Ins y4eTHOW 3anncu nosib3oBaTens Takke HasHayaeTcsl YpOBeHb AOCTyna
M MaHOaTHasi MeTKa, KOTopble OnpeaenstoT OObeKTbl, K KOTOpbIM MOXeT ObiTb gocTyn. MaHgaTHbIN

npuHUMN ynpaesneHna 4OCTynoM OennTCcAa Ha ABe KaTeropuun:

1. Nepapxuyeckass KaTeropusi — OCYLIECTBMSIETCA CpaBHEHWE YypOBHeW pJocTtyna obbekTta
n nonb3osatens. B mogyne C3W Dallas Lock 8.0-C yposHu goctyna nmetoT Homepa ot 0 go 7. Yem
bonblue HOMep, TeM BbilLe ypoBeHb AocTyna. Ecnu He ykasaH ypoBeHb AOCTyna, TO CYMTaeTcs, YTo
obbekT mmeeT ypoBeHb poctyna 0 («OTkpbiTble AaHHble»). Ecnu ypoBeHb JocTyna npucBOUTb
poauTenbckomy obbekTy (nanke, AUCKY), TO BCe 0ObeKTbl, HAXOAAWMECS BHYTPU, OyayT NMeTb TOT xe
ypOBEHb AOCTYNa, 38 UCKITIOYEHEM TeX Criy4aeB, Koraa UM SIBHO MPUCBOEH APYron ypoBeHb JOCTyna.
Onsa yonobctBa paboTbl, ypOBHSAM AOCTYNa MOXHO npucBanBaTb MMeHa. [1o0 ymonyaHuio nepebiM NATH
ypoBHsiM gocTtyna (o1 0 4o 4) NpucBOEHbl HAMMEHOBaHMS:

e 0 (OTKpbITblE AaHHBIE);
1 (KoHdwmaeHumanbHble AaHHbIE);
2 (MepcoHanbHbIe AaHHbIE);
3 (CekpeTHble AaHHbIE);
4 (CoBepLUEHHO CEKPETHO).
CornacHo paHHOMY MPWCBOEHUIO YPOBHEW [OCTyna, Mofib3oBaTtefb, MMEeLWni OOMNYCK YPOBHS
«KoHuaeHumanbHble [daHHbIe», HE MOXET MOoMy4YuTb AOCTYyn K OOBbeKTy C ypoBHeM [ocTyna
«CekpeTHble gaHHble». B To e Bpemsi, monb3oBaTtenb C A0MNYCKOM ypoBHSA «CeKkpeTHble AaHHble»
UMeeT NpaBo AOCTYyna K 06beKTY ¢ ypoBHEM «KoHpUAeHUManNbHbIE AaHHbIEY.

Heunepapxuyeckas KaTeropuss — OCYLLIECTBNSAETCA CpaBHEHMEe MaHAaTHbIX MeToK obbekTa
n nonb3oBatens. B cnyyae coBnageHus MaHaaTHbIX METOK OBbekTa M Monb3oBaTens, NonbL30BaTernb
nonyyaet A4ocTyn kK o6bekTy. B cnyyae HecoBnageHns MaHOaTHbIX METOK OO6beKTa 1 nonbL3oBarTens —
pocTtyn bnokupyetcs. Hanpumep, nonb3oBaTtenb, MMeEOLWMI MaHaaTHy0 MeTky «MeTka 1», He MoxeT
nonyyYnte OOCTYN K 0ObekTam ¢ MaHgaTHbIMM MeTkamn «MeTka 2», «MeTtka 3» u 1. 4. [aHHbInA
nonb3oBaTenb MOXeT MNOMy4YnTb AOCTYN TONbKO K oObektaM C MaHgaTHon meTkon «MeTka 1».
Mo ymonyanuio Ha mogyne C3U Dallas Lock 8.0-C maHgaTHble METKM OTCYTCTBYIOT.

Ha Bknagke «[Monutukuy» B kaTeropum «MaHgaTHbIM OOCTYyn» HacTpauBaloTcA napameTpbl paboThbl

C YPOBHSAIMMW JOCTYMNa U MaHAaTHbIMU MeTkaMmu B [lomeHe 6e3onacHoCTy.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTukn 6e3onacHocTn opraHusauunun Heo6xoaMmMo HacTpouTb BCe

napamMeTpbl, pacnoJyioXXeHHble B CMUCKe NOJINTUK MaHOaTHOro AocTyna.

Ta6nuua 17. MonuTukn maHgaTHoro goctyna

Bxopa: BbIGOp MaHAaTHOM MeTKM npu Bxoge B OC

Bo3moxxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».

BkntoyeHne gaHHONM NONUTMKN paspeLlaeT Ucrosfb3oBaHWe MaHOaTHbIX MeToK Ans aBTopusauun B OC
Windows.

MonuTtunka npumenseTca Ha mogynsx C3U Dallas Lock 8.0-C.
Bxopa: 3anpeT oAgHOBpeMeHHOW paboThbl Nonb3oBaTenein ¢ pasnUYHbIMUA YPOBHSMU
M MeTKaMuM MaHOaTHOro gocTtyna

Bo3moxHoe 3HavyeHune nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuio: «BbIkm.».

I'Ipw BKIMIOYEHUN 3anpeta Oﬂ,HOBpeMeHHOVI paGOTbI nonb3oBatenen c pa3nnyHbiIMKU  YPOBHAMU
nnn mMeTkamm MaHgaTHoOro p[ocrtyna Ha [OaHHOM MK 6yp,eT BO3MOXHa OJHOBpeMeHHadA pa60Ta



HECKOMNbKUX MHTEPaKTMBHbIX MOMb3oBaTenen, 3awealnx TONbKO Mo4 OAHMM YpPOBHEM [OoCTyna unuv
MaHOaTHOW MeTku. lNMpuyem OaHHbIA ypoBeHb ByaeT onpeaendatbCs MO YPOBHIO UMW METKe NepBoro
nonb3oBartens, 3aweaLero Ha AaHHbIN KOMMbIOTEP.

MpumeyaHne. Ecnn npu BKMAOYEHUM 3anpeTa, €CTb YKe 3anyleHHble Cceccun
C pas3nuyHbiMW YPOBHSIMW OOCTyNna WM MaHAaTHbIMM MeETKaMu, peKoMeHOyeTcst
BbINONHUTL Mepes3arpysky KomnbloTepa. Ecnu He cnepoBaTh AaHHOW pekoMeHaaumm,
MOXET MONYYUTbCH, YTO CynepaaMMHUCTPaTop Npu 6rIOKMpOBaHUN CBOEN 3anyLleHHOW
Ceccum He CMOXET ee pa3brokMpoBaTb B BUAY BCTYMNEHUS B AEACTBUS UMEIOLLErocs
OrpaHN4eHus.

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-C.
MaHpgaTHbIe MeTKM

[aHHaa nonutuka npegHa3HadeHa and penaktunpoBaHuda Cnncka MaHgaTHbIX METOK OJ1A OopraHun3auunn
Henepapxm4ecKkoro npuHuuna ynpasjieHna maHgaTtHbIM OOCTYINOM B [0b6.B penakTope NnosmMTUKn MOXHO
Cco3aaBaTb HOBble MaHOATHbIE METKU U yaanATb CylecTByoLlmne.

MonuTtunka npumenseTca Ha moagynsax C3U Dallas Lock 8.0-C.
YpoBHM focTyna

[JaHHas nonuTuka npefHasHavyeHa Ans pefakTUpoBaHUsSi CMMcKa YPOBHEN AOCTyna Ans opraHv3auum
nepapxmyeckoro NpuvHUMNa ynpaeneHUs MaHgaTHelM gocTynom B ABb. B pegaktope NOMUMTUKM MOXHO
NpUCBOUTL/OTPEAAKTUPOBATL MMsI, COOTHOCMMOE C OnpefeneHHbIM ypoBHeM AocTyna. Becero goctynHo
8 ypoBHew goctyna (0T «0» Jo «7»).

Monutuka npumeHsieTcst Ha moaynsix C3M Dallas Lock 8.0-C.

5.4.10 HacTpouka nonuTUK aocTtyna

Ha Bknagke «[Monutmkm» B kateropum «[JOCTyn» HacTpauBalTCA napameTpbl ONokMpoBkuM paboTbl
¢ charinamu onpeaeneHHbIX pacluMpPeHnin n BITIOKMPOBKKN aBTo3anycka NOAKMIOYEHHbIX YCTPONCTB.

B cooTtBeTcTBMM C TpeboBaHWsIMU MONUTMKM 6E30MacHOCTM OpraHusauum Heobxoaumo HacTpPouTb Bce
napameTpbl, PacnosioKeHHbIE B CNUCKE NOMUTUK JOCTYnNa.



Ta6nuua 18. MonuTuku gocTtyna
BrnoknpoBaTb aBTO3anycK NOSKIOYEHHbIX YCTPOUCTB

Bo3aMoOXXHOe 3Ha4eHmne NOSITUKMN: «,El,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHOWN NONUTUKK: «HeT».

Mpwn BKNOYEHUN AAHHOW NONUTUKM aBTOMaTMUYECKN BNOKMpyeTCsi BO3MOXHOCTb 3anycka 6e3 KomaHab!
nonb3oBartens (aBTo3anycka) ycTponcTea npu nogKknioveHun.

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Briokupyemble paclumpeHus

[aHHaa nonuTuka mcnonb3yeTcs Ang paboTbl CO CNMCKOM 3anpeLueHHbIX pacluMpeHun gannos
(nocnepoBaTenbHOCTM  CUMBOMOB, [AobaBngembix K UMeHW anna un  npegHasHayYeHHbIX
ans ngeHtndvkauum dopmarta ganna). [No ymonyaHuio gaHHasi NonMTUKa He Ucnornb3yeTcs.

Cnuncok 6noknpyemblx pacLumpeHuii painoB NULLETCS B OAHY CTPOKY, 3NeMeHTbl Cnucka pasgenstoTcs
TOYKOM C 3aNATON.

®yHKUMS «BrnokMpyeMble pacluvpeHusi» ByoeT pacnpocTpaHATbCS Ha BCeX Mosfb3oBaTerneit kKpome
cynepagmuHuctpaTtopa. [lpu nonbiTke nonb3oBaTens OTKpbiTb hain c¢  3abIoKMPOBaHHLIM
paclLuMpeHneM, NOSBUTCS COOTBETCTBYIOLLIeE npeaynpexaeHue.

BHumaHue! Cnenyet yyecTb, UTo Jo6aBneHne B CNMCOK BroKMpyeMbIX pacLUMpeHUH,
Takmx kak exe, dll, sys, moxeT npuBectn Kk HepaboTtocnocobHoctn OC (MCKknoYeHue
cocTaBuT paboTa noz y4eTHOM 3anucblo cynepagMuHMcTparopa).

MonuTtuka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Bpemsa oxunagaHma nogknroyveHna no VNC(cekyHA)

MNonutnka nossonseT YCTaHOBUTb BpeMA OXUOaHuA yaarneHHOro noakrntoYeHnda K pa6oqe|v|y cTony
KOoMMbloTepa no cetu. Bo3amoxHble 3HaveHuss napameTtpa oT 5 go 600 cekyHa. 3HadveHue no
ymonyaHuio: «120».

Mo ncTeveHMmn ycTaHoOBNEHHOIO BPEMEHNM 3arpocC NpepbIiBaeTCs.

MpumeyaHwme. MNpu MHMUMMpoBaHuM nogkntodeHusa no VNC koHconb ELLY 6rokupyeTcs
40 MOMEHTa NoAKnyeHns/oTkasa B NOOKMIOYEHNN.

Monutuka NPpUMEeHAEeTCA Ha MOoA4YIAX:

e Arent ELY Windows
e Arent ELLY Linux

5.4.11 HacTpouka nonuTuK cetu

Ha Bknagke «[lonutukn» B kKateropun «CeTb» HaACTpaMBalTCA MapamMeTpbl paboTbl CETEBOro
B3aMMOAENCTBUA.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTnkn 6e3onacHocTn opraHusauuun HeOGXOﬂ,I/IMO HaCTpouTb BCe
napamMeTpbl, pacnosyioXXeHHble B CMUCKE NOJINTUK CETU.

Ta6bnuua 19. MNonuTtukM cetn

Bpems xpaHeHus ceTeBOro Kalia

Monutuka npuHUMaeT 3HayeHus OoT 5 MuUHYT Ao 14 gHen n «He ucnonbayeTcar». Mo ymonyaHuio
3HaveHWe JaHHon nonuTuku: «He ncnonbayeTcsa».

Ons yBenuyeHus ckopocTu padotel no cetn C3U Dallas Lock 8.0 npegoctaBnsieT BO3MOXHOCTb
COXpaHeHUs1 CETEBOro kawa ¢ MHopmauneln 06 MMEIOLWNXCA B CETU TEX KOMMbIOTEPOB, KOTOpblE
sawmuenbl Dallas Lock 8.0, 1 k koTopbIM yXe 6bino npon3sefeHo obpatleHune ¢ gaHHoro MNK. JanHas
NonmnTMKa No3BosisieT BoiOpaTb BPpEMS XpPaHEHUSI TaKOro CETEBOIO K3LLa.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.



CnuUCoK He3alULeHHbIX CepBepoB

C nomoLllblo OaHHOW MOMUTUKM ONis YBENMYEHUs CKOPOCTM paboTbl MO ceTu, 4ToDObl COKpaTUTb
konudecteo obpaweHuin, C3M Dallas Lock 8.0 npegocTaBnsieT BO3MOXHOCTb COXPaHUTb NOCTOSIHHbIN
cnuncok K, kotopbie He 3awuweHbl C3U. BeogaTtca umeHa MK n cepsepoB nnun nx IP-agpeca 4epes
TOYKY C 3ansiTon.

Monutuka npumeHsieTcst Ha moaynsx C3U Dallas Lock 8.0-K/C.

5.4.12 HacTtpouka nonuTUK annapaTtHon uaeHTudpukaumm

Ha Bknagke «[lonutukm» B kateropum «AnnapatHas wuaeHTudurkaums» nNPoOu3BOAUTCA BKIIOYEHWE
cumTbIBaTENEN annapaTHbixX naeHtTudukatopor ans mogynen C3U Dallas Lock 8.0-K/C.

B cootBeTcTBUM ¢ TpeboBaHWAMM MOMUTUKM Ge3onacHOCTM OpraHu3aumm HeobXoAMMO HacTpouTb BCe
napameTpbl, pacrnosyiIOXEeHHbIE B CMINCKE NMOMUTUK annapaTHON naeHTudmrkaumm.

MonuTukn annapaTHOM MAEHTUUKALMM NPUHUMAIOT 3HaYeHns «Bkn.» n «Bbikn.».

[locTynHa HacTpolika criegyroLmx TUMOB annapaTHbIX MAEHTUUKATOPOB:

e CuuntbiBaTENN PYTOKEH;

e CuutbiBaTenu eToken;

CuuntbiBaTenm TM COM-P (DS9097);

CuuntbiBaTenm TM COM-A (DS9097V);

CuutbiBaTenu KT-TM;

CuuntbiBaTenu JaCarta PKI;

CuutbiBatenu JaCarta GOST;

CuutbiBaTenu HID lronLogic Z-2;

CuutbiBaTEnM Guardant ID;

CuutbiBaTENNM ESMART;

USB flash drive;

NFC-MeTKku n cmMapT-KapThl.

Ha npoBepky wnaeHTUMUKALMOHHOW WHOpMaUMM nonb3oBaTens HacTponka MOAUTUK annapaTHON
naeHTndrkauum He BnusaeT. Noatomy, ecnu, Hanpumep, HACTPOUTb CYUTbIBATENb, 3a4aTb MOMbL30BATEN
annapartHbIi MAeHTMUKAToOP, a Nocrne U3MEeHUTb 3HaYeHUe MONMUTMKU ANA AaHHOro Tuna annapaTHbIX
cumTbIBaTENENn Ha «BbIkn.», TO NpW BXoAe AaHHOro nons3oBartens annapaTHbli UaeHTUdUKaTop Bce paBHO
OyaeT npoBepATbCs, U, COOTBETCTBEHHO, OH HE CMOXET BOMTU B cuctemy. Ecnm nonb3oBatento 3agaH
annapartHbIn ngeHTudukaTop, cuctema 3awmtbl 00si3aHa ero NpoBepuTb, a €CNu NPOBEPUTb HENb3s,
TO AOMYCTUTb NONb30oBaTeENs A0 MHAOPMALNOHHBIX PECYPCOB CUCTEMA 3aLUUTbI HE UMEET Npasa.

5.5 MexceTeBOM 3KpaH

lMocne HacTPONKM CUCTEMBI YpaBreHUsi, HEOOXOAMMO NPOM3BECTM HACTPOINKY MEXCETEBOIO akpaHa. Nog
HaCTPOWMKON MEXCETEBOro 3KkpaHa NOHUMaeTCs YCTaHOBKa 3HaYeHWn NONUTUK NS MEXCEeTEeBOro akpaHa,
YOOBMETBOPSAOLNX NONMTUKAM 6e30nacHOCTM opraHu3aumm.

Bonee nogpobHo 0 MexceTeBOM akpaHe B PykoBoacTse no akcnnyatauum C3W Dallas Lock 8.0 rmasa 15
MexxceTeBoW aKpaH.

Bknagka «MexceTeBon aKkpaH» MO3BONSAET pefakTnpoBaTb napameTpbl NONUTUK Ha yposHe Bcero AB,
nocrne CUHXPOHM3aUMM Ha BCeX MNOAYMHEHHbIX 0ObekTax B [OB npuMeHsiloTca yCTaHOBMEHHLIE
HacTpowku (Puc. 90).

e o v MexceTeBoii skpan

B HEPACMPEAENEHHDIE O6... LEfCcTBUA
Nonnmnka 3nauenne Tun moayan

B CETEBbIE YCTPOMCTBA
DL8.O K10

DL8.O K10

OrwntouaTs nokansHsie npaeinia M3 npw aeTonepexnroucmn npoduna M3 Ja
wanuza HTTP tpaduca

B8 YANEHHbIE OBBEKTHI

Orenouats GZIP

DLED MKIO
DL8.O MK10 QUNbLTPbI
DLE.O WK10

MakenmansHii pasuep hitp-saronoexa

epexsa:

ABIX MCXOAALLUX MIOPTOB

Mexcereeoi

an

o - ~ - . Viws nomumin =
OToBpaKaTh COOBLEHHE 0 326/1OKUPOEZHHOM COEAMHENMN (cailTe: Her DL8.O HKID

BeAOMAEHIR Mo COBBTHA OTCyTCTEWS armuampyca 1 oBHoeenui OC u DL Yacrwurii ouiBop DLBO MKIO
Biounts dunstpaymio Her DL WKID

BK/HONHTS YEEAGMACHUE B TRER NPH GNOKHPOBKE COEAMHEHUA fa DL HKIO

Puc. 90. Bknagka «MexceTeBoun sKkpaH»

OTKpbITb peaakTop NofUTUKA MOXHO creayoLmmMmm cnocobamu:



e [BaXAbl LLENKHYTb NIEBOM KHOMKON MbILIW MO U3MEHAEMOWN NONUTUKE;
e  BbI3BaTb KOHTEKCTHOE MEHIO U3MEHAEMOM NONNTUKM U BbibpaTb « CBONCTBAY;
e HaxaTb KHOMKy «CBoncTBa» Ha naHenu «[encreus».

5.5.1 HacTtpouka nonutuk M3

HacTtporiku, kacatwowmecsa 3HadeHun nonutuk M3, perynupytotca B kateropum «Hactporkun M3» Ha
BKknagke «MexceTeBown aKpaH».

B cootBeTcTBUM C TpeboBaHUsMK NONMUTUKM 6€30MacHOCTN opraHusaumMm HeobxoaMmo HacTpoOuUTb BCe
napamMeTpbl, pacrnofioXXeHHble B cnucke nonutuk M.

Ta6nuua 20. Hactpoikun M3
BnokupoBaTtb npotokon QUIC

Bo3moxHoe 3HaveHune nonutuku: «Ja/Het». Mo ymonyaHuio 3HavyeHne AaHHOW NONUTUKN: «HeT».
Mpwn BkNtoveHUn gaHHow nonutukn M3 BnokupyeT npotokon QUIC.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

BknioyaTtb yBegomrieHne B Tpeun Npu 6110KMpoOBKe coeauHeHUs
Bo3moxHoe 3HavyeHune nonutukn: «Ja/Het». Mo ymonyaHuio 3HavyeHne AaHHOW NONUTUKN: «HeT».
Ecnu BKkNOYMTb JaHHYO NONUTUKY Npy BIOKMPOBKE COeaMHEHUS ByayT NPUXOAUTL YBEOOMIEHMS.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
HoBepeHHble npaBuna M3

Bo3moxHoe 3HavyeHune nonutukn: «Bkn./Beikn.». 3HavyeHne no ymonyaHuio: «Bbikm.».
BknoyeHne gaHHOM MNONMUTUKX paspeLlaeT UCnonb3oBaHne A0BEPEHHbIX npasun M3.
Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-C.
Ucnonb3oBaTb 6e3onacHbIN Be6-cepuHr
[aHHas nonuTuka mcnonb3yetcsa AN HacTponku 6esonacHoro Be6-cepdmHra. Mo ymonyaHmio AaHHas
NonMTUKa He NCMOoNnb3yeTcs.

B Hell MOXXHO MPOU3BECTU YCTAHOBUTL, YTO AeNaTb C BpeAOHOCHbIM MO, KOHTEHTOM ANsi B3POCHbIX U1
u1wnHroM (6noKnpoBaTh, XypHanupoBaTh, OTKIHOUYNUTD).

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MakcumanbHbIn pa3mep http-3aronoBka
MonuTuka nos3BoMnsieT YCTaHOBWUTb MakCuUManbHbIi pa3mep http-3aronoska. Bo3amoxHble 3HaveHus
napameTpa oT 128 go 16384. 3HayeHune no ymonyaHuio: «2048».
MonuTtuka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MexxceTeBoW 3KpaH

Bo3moxHoe 3HavyeHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuo: «Bbikm.».
BkntoveHne faHHOWM NONUTUKKU BKToYaeT pabdoty MO.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-C.

OTtknovatb GZIP ana aHanu3a HTTP Ttpaduka

Bo3moxxHoe 3HaveHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHmio: «Bkn.».
BblkntoyeHne gaHHOM NONUTUKN paspeLuaeT ncnonb3oBaTb GZIP anga aHanm3a HTTP Tpaduka.
MonuTtnka npumenHseTca Ha moagynsax C3U Dallas Lock 8.0-C.

OTkntoyaTb NokanbHbie npaBuna M3 npu aBTonepekniovyeHuu npocduna M3
Bo3moxxHoe 3HaueHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHoN nonutukm: «dax.

BbiknioyeHne [OaHHOW MONMUTUKM  paspellaeT WCMonb3oBaTb JoKamnbHble npaBuna MO  npwu
aBTonepekntoyeHnn npocuns M3.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
OTobpaxaTb coobLieHne o 3a6NnoKMpoBaHHOM CoeAVHEHUM (canTte)

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON Nonutukun: «Het».



BkntoyeHne JaHHOM MNONUTUKN paspeLlaeT yBeAOMIIEHNS O TOM, YTO OaHHbIA CaiT 3abrokMpoBaH.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
MeproanyYHOCTb NPOBEPKN 3aLUNLLEHHOCTU CUCTEMbI

[aHHas nonutruka ncnonb3yeTcs Ans HaCTPOMKU NEPUOAMYECKON NPOBEPKN 3ALUMULLIEHHOCTMN CUCTEMBI.
MepuoamyHocTb NpoBepku No ymonyaHuo 1 pas B yac. [loctynHble 3HayeHusa ot 10 MyuH 0o 1 gHs.

Takke MOXHO HacTpouTb onoBelleHne 06 OTCyTCTBUM OOHOBIEHU AN Takux o6bekTos, kak OC (no
ymon4anuto 20 gHen), aHTUBMPYCbI U ceTeBble curHaTypbl (o ymonyaxuio 20 aHeir). Ans OC mn ceTeBbIX
CUrHaTyp OOCTYMHble 3Ha4YeHnsa ot 1 o 60 aHen.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

MpoTtokonupoBaHue cobbiTun M

[daHHas nonutuka Mcnonb3yeTcs AN HAaCTPOWKU MPOTOKONMpoBaHus cobbitnii M3. Mo ymonyaHuio B
3TON NonuTUKe BblOpaHbl BCe aneMeHTbl. [1ns Toro 4tobbl BbibpaTh COOLITUS HEOH6XO0ANMO 3aATH B OKHO
NpOTOKONUPYEMbIX COObITUN M BbiIGpaTe M3 OETEPMUHUPOBAHHOIO ChNMCKa (yCTaHOBKa napameTpoB
HeaKTUBHOro pexumMa, usmeHeHne Hactpoek M3 v np.)

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

Pexum obyueHuns M3

[daHHas nonuTuka ncnomnb3yeTcs AN HacTpomku pexuma obydveHns MO. 3HayeHve Mo ymonyaHwuio:
«BblkntoyeHo». B okHEe HacTpPOWMKM MOMUTUMKN MOXHO BblOpaTb aBTOMATUYECKUN UMM MHTEPaKTUBHbLIN
pexuM obydeHus.

[ns aBTomaTnyeckoro Heob6xoauUMo HacTpPoOUTbL Nepuof obyveHusi, Bpems 1 AaTy OKOHYaHWs 0byyeHus,
a Takke pexum nocne obyuyeHus: nponyckaTb MMM 3anpewartb naketbl. Kpome TOro, B 9TOM OKHE
HacTpamBaeTCd MakCMMmarnbHOe KOnM4ecTBO MopTtoB B opgHom npaswune (10-100), makcumanbHoe
KonmnyecTBo agpecosB B ogHom npasune (5-100) n MakcumManbHOE KOMMYecTBO CO34aBaeMblX NpaBumn
(10-1000). Ecnu B KY ELLY BBECTU MeHbLUEE 3HAYEHME B NOfe BBOAA, TO MPU COXPAHEHNN 3HAYEHME He
COXpaHWTCs, a BEpHETCs K ucxogHomy. Ecnu ato cpenate Ha knveHte DL8.0, TO none npumet
MWHUMarbHO BO3MOXHOE 3HaveHne (C MakcMmasibHbIM 3Ha4YeHWeM NoBedeHNe aHanornyHo).

Ona nHTepaKkTUBHOro pexuma HeobxoaMmo BbIOpaTb OEWCTBME MO YMOMYaHWIO ANst COEAMHEHUS:
pa3peluaTb uUnm 6nokMpoBaTh COEAMHEHNE.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
Pexum paboTbl hunbTpauum

[daHHas nonutuka ncnonb3yeTcs Ang HaCTPOWKN pexxuma paboTel hunbTpaummn. 1o ymonyaHuio B 3101
NonMTUKEe Hu4ero He BblOpaHo. [ocTynHble 3HadeHus: «PUNbTPOBaTb BCE, KPOME MWCKITHOYEHUAY,
«dnnbTpaLmnsa akTMBHA TOMBKO AN XOCTOB-UCKITHOYEHNAY.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
CoxpaHsTb NoKanbHble npaBuna M3 npu cuHxpoHusauum ¢ ELLY
Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHoN nonutukun: «dax.
BblknoueHne gaHHOW NONUTUKM OTKNIOYAET COXpaHeHue nokanbHbIX npasun M3 npyu CUHXpPOHU3aUmK €
ELLY.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Cnucok nepexBaTbiBaeMbIX UCXOASALMX NOPTOB

MonuTuka no3BOMSIET YNPaBnsATb CMAMCKOM MCXOAsWMX nopToB, pabota c KoTopbiMu Oyget
unbTpoBaThCs. 3HaYeHne no ymonyaHuio: «80,8080,3128,443».

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
YBeaomrneHus No cobbITUSIM OTCYTCTBUSA aHTMBMpYca n obHoBneHun OC u DL

HdaHHasa nonutuka ucnonb3yeTcs AN onpeaeneHus Mecta, kyaa 6yayT NpuxoauTb yBeOOMIIEHUS NO
cobBbITUAM OTCYTCTBUS aHTMBUPYCca 1 obHoBneHun OC 1 DL. 3HavyeHne no ymonyaHuio: «YBedoMreHume
B XypHan». [ocTynHble 3Ha4YeHusa: «YBeOOMMNEHue B CUCTEMHbIN tray», «YBegomneHue B ELY»,
«YBefoMneHne B XXypHan».
Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

PunbTpauyna SSL



BoamoxHoe 3HayeHune nonutukn: «da/HeT». Mo ymonyaHuio 3HavyeHre AaHHON NonuTukK: «dax.
BknioueHve gaHHOM NONUTKKK BKNoYaeT dunnbTpaumio SSL.
MonuTtnka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.5.2 HacTtpownka npasun M3

Ha Bknagke «MexceTeBown akpaH» B kateropum «[pasuna M3O» nponssogmTca HacTporka npasmun M3 gns
moaynen C3U Dallas Lock 8.0-K/C.

Heobxoanmo HacTpouTb BCe MpaBuna, pPacnosioKeHHble B cnucke npasun M3, B COOTBETCTBUMU C
TpeboBaHNAMM NONUTUKM BE30MacHOCTM OpraHM3aunm.

B aTom kateropum MOXHO cCO34aBaTb, pefakTMpoBaTb, YAansTb, aKTUBMPOBATb, AEeaKTUBMPOBATh,
KOMMpoBaTb, NOBLICUTb UIM NOHU3UTbL NPUOPUTET, COXPaHATb U 3arpyaTb npasuna M3. Takke MOXHO
CKpbIBaTb OTOOpaXXeHMe HEKOTOPbLIX CTONOLIOB HACTPOWMKM NpaBus.

Mo ymonuaHuio npornyckawTCca BCe nakeTbl. HoO B OkHe AaH Cnucok OCHOBHbIX npasun M3, koTopbie
Haxo4aTCs B A€aKTUBUPOBAHHOM COCTOSIHUM.

Cnmncok npegycTaHOBMEHHbIX AeaKTUBUPOBAHHbIX Npasun M3:

o DNS «knueHr;

o ARP;

e DHCP knueHrT;

e HTTP /HTTPS knueHT;

Internet Explorer HTTP /HTTPS;

IGMP;

yandex.ru;

BHelLHWe ceTeBble nanku;

JlokanbHble ceTeBble Nanku;

DL yganeHHoe ynpasneHue (BxogsLuee);

DL yganeHHoe ynpaBneHue (Mcxoasiiee);

DL npoBepka goctynHocTu knueHToB (ICMP ping);

DL Cb (Bxoasiuee);

DL Cb (ncxogswee);

DL CJl (Bxogsuee);

ICMP no ymonuaHuio (ncxogslee);

ICMPV6 no ymonuyaHuio (ncxogsiiee);

ICMP no ymonuaHuio (Bxoasiee);

ICMPV6 no ymonyaHuto (Bxoasiuee);

MSRPC,;

LDAP.

B kateropuu «[lpaBuna M3» MOXHO Ha3HauYnTb OENCTBUSA, KOTOpble ByayT BbINOMHATLCS C NakeTamu, He
nonasWwuMMM HW NoA OAHO NpaBuNo (NponyckaTb MW 3anpellaTb NakeTbl). Takke MOXHO ykasaTb, Kyga
OyayT npuxoauTb yBeAOMIEHMSA O AENCTBUAX C TAKUMW NakeTamun: «YBeAOMIIEHME B CUCTEMHbIN tray»,
«YBegomneHue B ELLY», «YBegomneHue B XypHan nakeToBy.

5.6 3apaHusa Ob

KomaHgpl, otnpasnsemble ¢ ELLY Dallas Lock Ha mogynu, ¢ oxuaaembiM pesynbTaToM BbINONTHEHUS
CO CTOpOHbI Moayn4a Ha3biBatoTcs B ELLY Dallas Lock 3agaHuamu.

YnpaBneHne 3agaHusiMmn OCyLLIECTBIISIeTCA Ha Bknagke «3agaHusay (Puc. 91).
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Puc. 91. Bknagka «3aganunsa»

Cnucok 3agaHun Ha ypoBHe 16 npeacrasnsaet cobon Tabnuuy ¢ nonsamu:

1.

o gk wh

7.

«CosgaHo» — coaepxnT Vchbopmaumo O JaTte un BpeMeHn co3gaHuna 3agaHud, Takke B JaHHOM none
COOEPXNTCA MKOHKA, KOTOpasd yKa3blBa€T Ha CTaTyC BbINOJIHEHUA 3adaHUA!

0 — 3adaHune BbINOJIHEHO;
— 3adaHne oXngaeTt BblIMOJIHEHUA;

0 — NPW BbINOJTHEHUN 3aaHNA nNpousoLuna owinbka.

«BbInonHeHo» — coaepXxuT gaTty 1 BpeMsa BbiNOJTHEHNA 3aaHUA.

«Tuvn» — COAepPXXMT Ha3BaHWe 3adaHus.

«ABTOpP» — COOEPXKUT MMA Y4eTHOM 3anucu nonb3osaTtens ELY, cosaaswero 3agaHuve.
«APM» — copepxut nmsa MK, 4na BbINONHEHNS HA KOTOPOM CO3[4aHO AaHHOE 3agaHue.

«Mopaynb» — cogepXuT nHpopmaLmio 0 TUNe Moayns, ANs BbINOMHEHUSI HA KOTOPOM CO34aHO AaHHOoe
3agaHue.

«CTaTyc» — yKkasblBaeT Ha CTaTyC BbINOMHEHWS 3a4aHus.

5.6.1 Co3aaHue 3apaHun

[na cosgaHnsa HOBOro 3adaHusa Ha ypoBHe 1B Heobxoaumo:

1.
2.
3.

4.
5.
6.

BeibpaTtb [1b B oepeBe koHCONM 1 NepenTn Ha BKNaaky «3agaHusy.
BbibpaTtb nyHKT «[J0o6aBuTbL 3agaHve» Ha NaHeny UHCTPYMEHTOB.
Ha skpaHe nosBUTCA OKHO MacTepa co3faHus HOBOro 3afaHus (puc. 92).

G MacTep cosaaHna 3aaaHna x

BelbepuTe TMA MOAYNA

Dallas Lok 8.0 MK 10 -

BeibepuTe THN 3a8aHMA

Mony-yeHKe KoHpUrypaum -

Puc. 92. MacTtep co3gaHunsa 3agaHus

BeiGpaTtb TMN Mogynsa 1 TN 3agaHus.
Haxatb kHonky «Co3gatby.
Mpy HeoBXx0AMMOCTM YKa3aTb AONONHUTENBHYIO MHAOPMaLMIO, HeO6X0ANMYIO AN CO3AaHNA 3a4aHus.

Ouyepenb co3gaHHbIX 3agaHui OOCTyrnHa npu Bblbope obbekTa B AepeBe W MEpexofe Ha BKIIAaLKy
«3apaHusa».

CospgaHHoe 3agaHune accouunmnpyeTca C KOHKpeTHbIM MoayneM B JoMeHe, MO3TOMY NMpu co3daHnn 3agaHuA
Ha ypoBHe b B cnucke nosiBATCA 3anucu O 3agaHusix no KonnyecTtBy B JOMEHe Monyneﬁ TOro Tuna,



KOTOprIZ YKasaH npu co3gaHnn 3agaHus. Tunbl 3agaHnii oNs Kaxgoro oTaenbHoro Moayna nepeyvyncneHol

B Tabnuue Huxe.

Ecnn B [JlomeHe ©e30nacHOCTU He 3apermctpmpoeaHo H1M 0gHOro MoaynAa Toro Tuna, KOTOprVI YKa3aH npu
COo34aHun 3agaHuA, 3aaHne He co3gaeTcqa U He nonagaeT B ovepenb.

Mpu co3gaHumn gybnukata He BbINOMHEHHOTO 3a4aHus ANg MOAYNs BO3HUKaeT npeaynpexaeHue (puc. 93),
npoucxoguT obHOBNEHVE 3adaHus, MpyM 3TOM CTapoe 3afaHue ydanseTcs U ocTaeTcs Tonbko Gonee

HOBOE.

U CooBueHue

IMAUFQS

o 33AaHKA AaHHOTO THNA Y3E CYLLECTEYHOT Ana cnegyrowpn: APM: DESKTOP-

s

Puc. 93. MNpeaynpexaeHne o co3gaHum gybnukata 3agaHus

HanvmeHoBaHue MoAayna

C3W Dallas Lock 8.0-K/C

C3M HC[L Dallas Lock Linux

Dallas Lock C3V BA

CO3 Dallas Lock

CO3 Yb Dallas Lock

WAF Dallas Lock

Arent ELJY

Ta6nuua 21. Tunbl 3agaHnn

Twunbl 3agaHun

e 3MEHEeHMe NapaMeTpoB NULEH3NN (M3MEHSAET HOMEpP NULEH3NM
1 KOf, TEXHWUYECKOW NoaaepKKn);

e MlonyyeHne KoHgUrypaumu;

e MpUMEHeHNe KoHUrypaumu;

e NpoBEpPKa LIeNoCTHOCTH

¢ 3MEHeHMe NapamMeTpoB NIULEH3UN (M3MEHSIET HOMEP NULEH3NN
N KOA TEXHNYECKOWN NOAOEPXKKM);
e ynaneHne C3M HC[ Dallas Lock Linux

¢ 3MEHeHMe NapamMeTpoB NIULEH3UN (U3MEHSIET HOMEP NULEH3NN
N KOA TEXHNYECKOWN NOAOEPKKN);

® oNy4yeHne KoHgurypaumuu;

e [ofy4yeHue oTyeTa o KoHdurypauumn (gpopmam *.rtf);

¢ NPUMEHEHNE KOHUrypaumu;

¢ npoBepka 06HOBNEHMN

e O4NCTKa XypHana;
e NonyyeHne KoHdurypauuu;

¢ nony4eHue otyeta o6 annapaTHoM obecneyeHunu;
e NoNy4YeHne oT4yeTa No KoHUrypauuu;

® NpMMeHeHne KoHurypaumu,;

e cobpoc [BK;

e TecTupoBaHue yHkunn CA3

e O4KCTKA XXypHana;
e rony4yeHue KoHdurypauuu;

e ony4yeHue otyeTa o6 annapaTHom obecneveHuu;
e MoslydeHne oT4yeTa No KOHUrypauuu;

¢ NPUMEHEHNe KoHdUrypaumm

e BOCCTAHOBUTb PE3EPBHYI0 KOMUIO;
e 06HOBEHMe Gasbl paspeLlatoLLmx NpaBusT;
¢ cbop >xypHanos;

e cOpOC K 3aBOACKMM HaACTpoMKawMm;

e CO3/aTb PE3EPBHYIO KOMUIO

e 0T4eT 06 annapaTHOM obecnevyeHuy;
e ynaneHue Arenta ELLY;
e OTYET O NporpamMHOM obecneyeHnn



e OOHOBIIEHNE aHTMBUPYCHbIX 0a3;

Kaspersky Endpoint Security e CKaHMpoBaHue KnmeHTckmx APM

5.6.2 PesynbTaT BbINONIHEHUA 3aA4aHUA

Moaynu BbINOMHSAOT NONyYEHHbIE 3afaHns NPU NEPBO BO3MOXHOCTM U OTNPAaBNSAT pe3ynbtaT Ha ELLY
Dallas Lock.

[na coxpaHeHust pesynbTaTa BbINOSHEHMS 3adaHnsi HeoOXOAMMO BbIOpaTb BbLIMOSIHEHHOE 3adaHue
B CMMNCKE M HaXaTb Ha MaHenu MHCTPYMEHTOB koMaHAay «[llokasaTb pe3ynbTaT» UM ABaxdbl LLUENKHYTb
JIEBOW KHOMKOW MbILLW MO 3a4aHuto.

5.6.3YpaneHue 3apgaHun

Ons yoaneHust 3agaHus U3 cnucka HeoOXO4MMO BbIOpaTb 3afaHMe U HaxaTb Ha NaHenn MHCTPYMEHTOB
KoMaHay «YOanuTb BblaeneHHble 3a4aHunsy.

Takke Ha naHenu WHCTPYMEHTbI AOCTYMNHbI KOMaHAbl AndA yoaneHna HECKOJIbKUX 3agaHui:

e «Y[OanuTb BbIMOMHEHHbIE 3a4aHuAY;
e «YpanuTb Bce 3aJaHusA».

5.7 Xypuan b

Bknagka «KypHanbl» Ha ypoBHe [omeHa 6e3onacHOCTM MNO3BONSAET NpocMaTpvBaTb Crneaylolime
kateropuu xypHanos b (Puc. 94):

«>KypHan ELLY» — oTobpaxatoTcs permctpupyembie cobbiTusi, CBA3aHHbIE HEMOCPEACTBEHHO C paboTon
Tekywero [16 ELLY Dallas Lock;

«XypHan ceccuit» — oToGparkaeTcs MHhopMaumMs O CO34aHuUM 1 3aBepLueHUn ceccumn Ha APM;

«KypHan Syslog» oTobpaxatoTCsi  peructpupyemble COObITUS,, CBS3aHHbIE C WU3MEHEHUEeM
KOH(pUrypaumm ceteBbIX YCTPONCTB, 3aperncTpmpoBaHHbix B 6.

e LOIRTY MypHanbi
v 5 Jlomen GezonacHocTn [ KypHan ceccuii I KypHan Syslog
B HEPACTIPEAENEHHDIE OB... OUNLTPBI
—— NMonbsosarens  Cobmirne O6mexr Pesyasrar
D @@ 3:00) admin Yaanenue sagarmna Ana Mogyns APM "DESKTOP-IMAUFQS", Mogyns "Dallas Lock 8.0 MIK10" OK KeniecTee zanpauneag
B YA/IEHHbIE OB BEKTHI JloBagneHue 3343H1A ANA MOAYNA APM "DESKTOP-IMAUFQ3", Mogyns "Dallas Lock 8.0 VIKL0" O
YAGNEHUE S2A8HHA 417 MOAYIA APM "DESKTOP-IMAU Mogyns "Dallas Lo [ ovnerp o spenen
JloBaBneHne 3303HIA ANA MOAYNA APM "DESKTOP-IMAUFQQ", Moayns "Dallas Lock 8.0 VIKIO" OK
Cosnatine yuéTHoR 3anucn nonssoeatens [pynna "HEPACTIPEAENEHHBIE OBBEKTHI oK
Mogratouenne KoHCoN ynpasneHns Koncons "DESKTOP-IMAUFQ9' oK
Vkupanusauns noacuctensi ayaura 6 “Jlomen GesanachoeTi oK [ —

. Bknagka «XXypHanel» [lomeHa 6e3onacHocTh

MpumeyaHue. [N KOPPEKTHOW perncrpauum BpeMeHu cobbiTui B XxypHane OB pomkHa
paboTaTb CUHXPOHM3aLMA BPEMEHM, Kak Ha OTAENbHOM CepBepe, Tak U Ha KaXkaoM cepBepe,
Bxogsuem B knactep ELLY.

MpumeyvaHune. [na XpaHeHUsS >XypHanoB BO BHelHel 0ase p[AaHHbIX Heobxoanmo
ncnonb3oBaTtb PostgreSQL Bepcun 13 nnu Bbiwe.

CnpaBa pacnonoxeHbl NnaHeslb MHCTPYMEHTOB ((CDMJ'IprbI» M naHesib MHCTPYMEHTOB «[encTtBus».

MapameTpbl UNbTPaLMK 3aBUCAT OT KaTeropum xypHana. Copoc 1 npumeHeHue BbiGpaHHbIX (UNbTPOB
ocyllecTBnsieTcs no komaHae «C6pocuTb» U «MPUMEHUTb» COOTBETCTBEHHO.

OT(unbTpOBaHHbIE  3aMWUCKM  KypHana MOXHO COXpaHUTb B BblbpaHHOM Tune cpanna (TXT,
CSV) ¢ noMoLLbio KOMaHAbl «AKCNOPTUPOBATL XYpHan» Ha naHenu nHcTpymeHToB «enctausa» (Puc. 95).
OKCMopTMPOBaTh KypPHan MOXHO YYMUTbIBasi TEKYLLY COPTMPOBKY, ANsi 3TOr0 HeobXoOUMO YCTaHOBUTb
COOTBETCTBYIOLLNI chrar B OKHE «OKCMOPT XypHana.

Ana ouncTkn BbIBPAHHOrO XypHana Moayns ucnonb3yeTcs komaHAa «OuncTUTb KypHan» Ha naHenm
WHCTPYMEHTOB «[lencTBus».



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

& 3kcnopt syprana *

COXPEHWTE DEin Kat. ..

MyTe: | |[-.. ]

|:| YUWTBIBSTE TEKYLLYHD CONTHDOBKY

CoxpaHuTh Otmena

Puc. 95. OkHO «3KcnopT >xypHana»

[1BOVMHOM KNWK NO MYHKTY XXypHarna OTKPOeT OKHO C NoapobHocTaMM 3anncu (puc. 96). Haxxmumas Ha KHOMKK
«BBEPX» M «BHU3» MOXHO MpocMaTpmBaTh 3anucu xypHana.

© Mpocmorp X

N2
92

Oatan spema
2023-09-28 18:05:58 (GMT+03:00)

NonvsoBaTens

CobbiTie
Yaanexue 3anaH1R AnA MOAYNA

Obbekr
APM "DESKTOP-IMAUFQS", Moayne Dallas Lock 8.0 MK 10"

Pesynbrar
OK

KommeHTapwmii
Mony4eHie KoHOUrypaLwm

I |
v 3akpbiTb

Puc. 96. NpocmoTp nogpobHOCTM 3anucu XypHana

129



6 TPYMNMNbl AOMEHA BE3OMNACHOCTU

6.1 bBbasoBble rpynnbl

B pepeBse obvektoB KoHconu ELY Bcerga npucyTtcTByiOoT 6as3oBble rpynnbl, npegHasHavyeHHble
ans obecnevyeHnss COCTOAHMS 3alUuLLEHHOCTN 06bekToB [lomeHa 6e3onacHOCTU:

e HepacnpegerneHHble O0bEeKTbI;

e CeTeBble YCTPOWCTBA;

e yaaneHHble 06beKTbI.

YnaneHue, nepeMmeHoBaHue 1 nepemelleHe 6a3oBbIX rpynn HEAOCTYMHO.

MpumeyaHwme. Npn gobasneHnn HoBoro moayns B [Jb oH Bcerga nomellaeTcsd B rpynmny
«HepacnpegeneHHble 06bEKTBI» 1 NPU ATOM:

1. Mogaynb BkrntoyaeTca B rpynny B coctaBe APM (3a nckntoveHnem moaynen 6es APM).

2. 3HayeHus NONUTWK AN HEro HacneaylTcs M3 NOMUTUK rpynnbl «HepacnpeaeneHHble
00BEKTBIY.

3. Cnuckn y4yeTHbIX 3anucer KOMUPYKTCA M3 cnucka rpynnbl «HepacnpeageneHHble
00BEKTBIY.

MpumeyaHue. [pn pobaBneHnnm HOBOro ceTeBoro yctponctea B b oOHO Bcerpa
nomewyaetcs B rpynny «CeTeBble yCTPOMUCTBAY.

MpumeyaHue. pynna «YaaneHHble oObEKTLI» NpeAHa3HayeHa AN nonydeHus gocrtyna
K XypHanam obbekTta nocne yganexus n3 [1b. BocctaHoBneHne o6beKTOB, NepeMeLLeHHbIX
B rpynny «YganeHHble 06beKTbl», HeAOCTYMHO.

oo & &=

B panbHenwem agmwuHuctpatop ELY Dallas Lock moxeT nepeHectn mMoaynb n3 6a3oBon rpynmbl
«HepacnpegeneHHble obbekTbl» B Mobyo apyryto rpynny (nogrpynny). lMoarpynnbl Takke MOXHO
nepemellatb B gpyrve rpynnbl. [Ang 9Toro MOXHO nepetawmntb 3Ha4YOK HYXKHOro 06bekTa KHOMKON MbILLN
B none apyroro 3Ha4ka («Drag-and-drop»).

6.2 HacTtpowka rpynn

Cosgartb rpynny/noarpynny MOXHO HECKOMbKMMK cnocobamu:

e BblbpaTb anemeHT Aepesa b (ans pacnonoxeHuss HOBOW rpynnbl), HaxaTb kHonky «Co3gatb

rpynny» Ha NaHenu UHCTPYMEHTOB «[JencTBuA»;

e BbIbpaTb NyHKT «Co3gaTh rpynny» B KOHTEKCTHOM MEHIO HY)XKHOIo ypoBHS Aepesa [b.
BBegeHHoe Ha aTane co3faHns HanmeHoBaHWe rpynnbl, MOXXHO BNOCNEACTBUN U3MEHUTD.
lMepemelyeHne rpynnbl B AepeBe OCYLLECTBMSAETCH MepeTackMBaHMeM 3Hauyka KHOMKOW MbIln B none
apyroro 3Hauka («Drag-and-drop»). lNepemelueHne rpynnbl OCYLLECTBSAETCH CO BCEMU BIIOXEHHbLIMU
obbekTamm.
Ypanutb CyLLEeCTBYIOLLYIO rPYMNy MOXHO C MOMOLLbI KHOMKW «YAanuTb rpynny» Ha NaHernm MHCTPYMEHTOB
«[enctBna» wMNU BOCMOSMb30BaBLUNCL KOHTEKCTHbIM MeHo B gepese [b. YpaneHwuwe rpynnbl
OCYLLIECTBMISIETCA CO BCEMM BMOXEHHBIMU OOBbEKTaMM.
Kaxxgas rpynna (mogrpynna) B AepeBe OOBHEKTOB COAEPXKUT OAMHAKOBbIE BKIAOKW ANS MHOUBMAYaNbHON
HacTpoWku napameTposB Ana moaynen, APM, ceTeBbix yCTPOUCTB M NOArpynn B coctase AaHHOM rpynmbl
(kpome 6asoBbix rpynn «CeTeBble YCTPONUCTBa» M «YAaneHHble OObekTbl», ANA HUX AOCTYMHA TOMbKO
Bknagka «CBoakay).

6.2.1CBoaka gnsa rpynnbil 1B

Bknagka «CBogaka» ans BbibpaHHOW rpynnbl B AepeBe 06bekToB oTobpakaeT obLuee COCTOsHNE Moaynen
N ceTeBbIX YCTPONCTB, Bxoadawumx B rpynny (Puc. 97).
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Puc. 97. Bknagka «CBogka» ang rpynnel 4B

YnpaeneHve gaHHOW BKNagKoM aHanormyHo ynpaeneHunio Bknagkm «Ceogkay» Ha yposHe [b.
Ha naHenu MHCTpPYMeHTOB AOCTYMHbI criegyowmne 4eNCcTBUsS C rpynnon:

1. O6GHOBUTL MHpOPMaLMIO O rpynne.
MepevmeHoBaTh rpynmny.
[o6aBuTb B cocTaBs rpynnbl (MOArpYynnbl) HOBYHO Noarpynmny.

Ypanute rpynny u3 b (Bce BROXeHHble OObeKTbl rpynnbl nepemelyatoTcs B 6asoByto rpynny

AW

«YOaneHHble 06BbeKTbI»).
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Cos3pgaHne APM B cocTaBe rpynnbl.
CkaHvpoBaHue ceTu Ans obHapy>KeHUs Mogyrnen n ceTeBblX YCTPONCTB.
[obaBneHne ceTeBoro ycTponcTaa.

MpoBepuTb JOCTYNMHOCTb CETEBLIX YCTPONCTB.
MpoBepuTb LLENOCTHOCTL CETEBbLIX YCTPOWCTB.

Ha naHenu WHCTpYMEHTOB OOCTYMNHbI Creaylolime KOMaHAbl OnepaTMBHOIO YyNpaBreHus Ans rpynnbl
(Habop komaHza 3aBUCUT OT MOAYNEN, BXOAALWMNX B COCTaB rpynmbl):

1. BbIknouuTsb.

Mepesarpy3uTsb.

PasbnoknpoBaTtb nonb3oBaTeneu.
lMepecuntaTb LENOCTHOCTD.
Cobpatb XypHanbl.
CuHXpOHM3MpoBaThb.

CuncTemHbIN XXypHan.

BknounTb aBapuinHbIN peXUM.

. OTKIMIOYNTL aBaPUNHBIN PEXMM.
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10.C6pocnTb GIOKUPOBKN.

11.06HOBUTB.

12.YpaneHHoe BKNHOYEHME.

MpumeyaHue.

PesynbTtar

BbIMOJTHEHUA

KOMaHA

onepaTuUBHOIO

ynpasneHus

He oTpaxaeTca B XXypHanax ELLY. Takke He npegycmoTpeHbl BChbiBaloLme 1 npoyve
yBeJOMIIEHMS O pe3ynbTaTax BbIMOMHEHNS KOMaH OrnepaTMBHOIO yrpaBiieHus.




6.2.2Monb3oBaTtenu v rpynnel Ans rpynnel b

Bknagka «[lonb3oBatenu u rpynnbl» Ha ypoBHe rpynnbl B cogepxuT cnucku rnobanbHbIX y4eTHbIX
3anucen u rpynn nonb3osatenen rpynnel Ab.

YyeTHble 3anucu rpynnel 1B

Kateropus «lMonb3oBatenun» cogepXut CNMCOK yY4ETHbIX 3anucen nonb3oBatenen rpynnel b (Puc. 98).

e ©® Y Monb3oBaTenu U rpynnbi
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Puc. 98. Cnuvcok y4eTHbIX 3anuncer nonb3osaTenen rpynnsl Ab

YnpaBneHne nosfb3oBaTeNs MM Ha ypoBHe rpynnbl [OB Npov3BOAUTCS aHanorM4yHo ynpaBfieHUIo
nonb3oBatensamu ansa b (cm. «[MapameTpbl nonb3oBaTenemny).

Mone «CocTosiHne» Ha ypoBHe rpynmbl NPUHUMAET CreayLwun Bua;

OoTMeYeHHoe (hriarom rnosie 03HavyaeT, YTo AaHHas y4eTHas 3anucb Mosib3oBaTens MMeeT A0CTY
— Ha ypoBHe rpynnbl B, npu aTom «CocTosiHMe» 3adaHo (nepeonpederneHo) Ha AaHHOM YpOBHe
faepeBa;

__ OTMeYeHHoe hnarom none o3HayaeT, YTo AaHHas yyeTHas 3anucb Nonb3oBaTens UMeeT AoCTyn
Ha ypoBHe rpynnbl OB, npu atom «CocTosiHMe» HacneayeTcs C YpoBHS Bhille B AepeBe;

D __ MycToe rosie 03Ha4aeT, YTO y4eTHas 3anucb OTKIOYeHa AnsA paboTbl Ha yposHe rpynnbi [B,
npu atom «CocTosiHme» 3agaHo (nepeonpefeneHo) Ha AaHHOM YpOBHE OePEBa;

__ MycToe roJsie 03Ha4aeT, YTo y4eTHas 3anucb OTKMoYeHa Ans paboTtel Ha yposHe rpynnbl B,
npu aToMm «CocTosiHME» HacnegyeTcs ¢ YpoBHS Bbille B Jepese.

MpumeyvaHue. 3HadeHne nomns «CocTosiHME» He OTpaXkaeT COCTOsIHME YYeTHOW 3anucu
nonb3oBaTenier Ha BIIOXEHHbIX B rpynny obbektax. Hanpumep, ydyeTHas 3anucb MOXeT
ObITb OTKNOYEeHa Ana paboTbl HA ypoBHe rpynnbl (none « CocTosiHne» — MycToe), HO MMEeTb
JOCTyn Ha ypoBHe BKMoYeHHoro B Hee APM (ctout donar B none «CoctoaHue»).

lMpn 3TOM, NPU U3MEHEHWW COCTOSHWUS YYEeTHOW 3anncu Ha ypOBHe Bbile B Aepese,
COCTOSIHME NPUHYOUTENbHO M3MEHAeTCA Ha BOXeHHbIX obbekTtax. Hanpwumep, nocne
OTKIMIOYEHMS Ans paboTbl y4eTHOWM 3anvMcu Ha ypoBHe rpynnbl, paboTa y4yeTHOW 3anvcu
OTKNIOYaeTes Ang Bcex BnoxeHHblx noarpynn, APM (mogynei B coctase APM) u moaynen
6e3 APM.

Ha yposHe rpynnbl [1b B kaTeropumn «llonb3oBaTenu» Ha Bkrnagke «lonb3osatenu 1 rpynnbi» JOCTYMNHO:

e co3gaHue rnobanbHbIX nonb3oBaTtenen (cMm. «CosgaHue nonb3oBatenen [Oby», «Perncrpauums
OOMeHHbIX nonb3oBaternen B [1by», «Perncrpauns AoMeHHbIX Norib3oBaTenen No Mackey);

e yaaneHue rnobanbHbIX U JOMEHHbIX Nofb3oBaTenen (CM. «YaaneHve nonb3oBarenen Aby);

e MPOCMOTP M HacTpoWka napameTpoB rnobanbHbIX U JOMEHHbIX Monb3oBaTtenen (cM. «apameTpbl
nonb3oBaTenemy);

e CMeHa Tuna y4eTHOW 3anucu nonb3oBaTens, B 3aBUCMMOCTM OT TOro, AN MoAyren Kakoro tuna
NPUMEHSETCA AaHHasa y4eTHas 3anucb nonb3oBaTens;

e BO3MOXHOCTb Bblbopa: «CMHXpPOHM3UPOBATb» WUNN «He CUHXPOHW3MPOBAaTb» YYETHYH 3anucb
C MoAynsMu;

e CMeHa napons y4eTHoW 3anucu nonb3oBatens (cMm. «HasHayeHve naponsay).

Fpynnbl nonb3oBaTtenen rpynnbi b

JononHUTenbHbLIM MHCTPYMEHTOM YNpaBrieHns npaBaMu y4eTHbIX 3anucen rpynnbl b — «pynnbi». 10T
WHCTPYMEHT PYHKLMOHMPYET aHanornyHo «JlokaneHeiMm rpynnam» B OC cemerictBa Windows n goctyneH
B kaTeropumn «[pynnbi» Ha Bknagke «llonb3oBatenu v rpynnbi» (Puc. 99).



eav

Jlomen GesonacHocTu [ Monbzosatenn

MonbaoBaTenwu u rpynnb

e ]

¥ 3 HEPACTIPEJIENEHHBIE O6...
[[] Cocrosnme ™ Hassanme rpynnet
* [ 0BAN

ARMHHRCTpaTOpI

B DESKTO 29 Anmmnncrparope: Hyper-V

W CETERBIE focm
Kpumiorpadhuuecme oneparopui

M YIANEHHbIE OBbEKTHI

Onepatops: apxusa

Oneparope: nactpoiikn cem

Tan Onucanme rpynnb

Cucrema, DL8.0 MIKE, DLE.0 MIK9, DL8.0 MK10, C31 BV MK4 ALMMHWCTPATOpb! MMIEOT ONHBIE, HUYEM HE O
Cucrema, DL8.0 UK8, DL8.0 UK9, DL8.0 UK10, C3W BU UK4 Ynenbi 370if rpynnbi MMEIOT NOAKBINA 1 HEOTpak
Cucrema, DL8.0 MK8, DL8.0 K9, DLE.0 UK10, C3M BU UIK4 Tocti no ymoauaHuio MMEIOT Te e Npaga, 4to +
Cucrema, DL8.0 MK8, DL8.0 MK, DLE.0 UK10, C3M BU UK4 “nenam pazpeweno BLINOAHEHNE ONEPaLmi KE
Cucrema, DL8.0 VK8, DL8.0 MIKS, DL8.0 MK10, C31 BM VK4 O apxusa moryr orp
Cucrema, DL8.0 VK8, DL8.0 MIK9, DL8.0 VK10, C31 BV VKA nens: 3107 rpynnki MOryT MMeTh HekoTopsie 3

OMNEPALIUM C TPYTINAM

Cospas

Oneparopsi nomouy no koRTpoAte yueTHbx sanucei Cncrema, DLS.0 VK8, DL8.0 MK9, DLS.0 MK10, (311 BU VIKA “neno: 10 rpynnbi moryT yaanemno 3anpawns
Cucrema, DL8.0 MIKS, DL8.0 MK9, DLS.0 MK10, (311 BU KA KaTeropus ONBITHEIX ROAB3OBATENeH OCTaBAEH:
Monbsosatenn Cucrema, DLS.0 MKS, DLB.0 MK9, DLS.0 MK10, C311 BU VIKA MMonb30BaTEniA He MMEHOT NPaB Ha M3MEHEHME |

OnbITHBIE NOAB3OBaTENN

n. DCom Cucrena DIS0 VKR DIE0WKO DIE0UKI0 C2 BUUKA Ynes a1oi rovoni son 3amuears awrusuat

Puc. 99. Cnucok rpynn nonb3oBatenen rpynnel b

YnpaBneHve rpynnamu nofb3oBaTenen Ha ypoBHe rpynnbl b Npon3BOAMTCSH aHaNOrMM4HO yrnpaBreHuto
rpynnamu none3oartenen ans Ab (cm. «[MapameTpbl rpynn nonb3oBaTenemny).

Y mogynewn cyllecTBYeT Takke CBOW CMNUCOK rpynn nornb3oBaTernien, B KOTOPOM TakkKe MOXHO BbibpaTb
HeoOxoavMble Ans goctyna k pabote Ha moayrne.

3a paHHyo dyHkuuio otBevaeT none «CoctosHue». one «CocTosiHME» Ha YpOBHE rpynnbl JOMEHa
BesonacHoOCTV NpUHMMaeT cneayoLwmn BUA:

OoTMe4YeHHoe (*)J'IaFOM none oO3Ha4YaeT, 4YTO AaHHaA rpynna nonb3oBaTtenen umeet Ooctyn
— Ha yposHe rpynnsbl OB, npu atom «CoctosHue» 3agaHo (nepeonpeneneHo) Ha AaHHOM YPOBHE
aepesa;

__ OTMeYeHHoe brarom rnone O3Ha4yaeT, YTO AaHHas rpynna nonb3oBaTeneil MMeeT AOCTyn
Ha ypoBHe rpynnbl OB, npyn aToM «CocTosiHMe» HacneagyeTcs C YPOBHS BhilLe B AEPEBE;

1 — nycToe none o3HavaeT, YTo rpynna rnonb3oBaTernen oTKMoYeHa ans paboTbl Ha YpOBHE rpynnbl
B, npu atom «CocTosiHMe» 3adaHo (nepeonpeaerieHo) Ha JaHHOM YPOBHE AEPEBa;

__ mycToe norne o3HayaeT, YTo rpynna nonb3oBaTernien OTKMYeHa Ana paboTbl Ha ypoBHE rpynmbi
B, npu aTtom «CocTosiHME» HacrneayeTcs C YPOBHS BbilLe B AEPEBE.

MpumeyvaHune. 3HadeHne nons «CocTosHWe» He OTpaxaeT COCTOsHWe rpynnbl
nonb3oBaTenen Ha BMOXeHHbIX B rpynny obbekTtax. Hanpumep, yyeTHas 3anncb MOXeT
ObITb OTKMNOYEHa Ana paboTbl Ha ypoBHe rpynnbl (none «CocTosHne» — nycToe), HO UMETb
OOCTYMN Ha ypoBHe BKMoYeHHoro B Hee APM (ctout donar B none «CoctosHuey).

[Mpun aTOM, NPY U3MEHEHMN COCTOSHUA IPYNMbl NONb30BaTeNen Ha YypoBHE BbilLE B AepeBe,
COCTOSIHME MPUHYOAUTENbHO W3MEHSETCH Ha BIOXeHHbIX obbekTax. Hanmpumep, nocne
OTKMYeHMs Ang paboTbl rpynnbl MNONb30oBaTenen Ha ypoBHe rpynnbl, paboTa rpynnbl
nonb3oBartenen OTKNIOYaeTcs ANs BceX BroxeHHblx noarpynn, APM (mogynen B coctaBse
APM) n mogynei 6e3 APM.

Ha yposHe rpynnbl 6 B kateropumn «pynnbl» Ha Bknaake «llonb3osaTeny u rpynnbi» OOCTYMHbI:

e co3gaHue rmnobanbHbIX rpynn nonb3oBatenen (cm. «CosgaHve rpynn nonb3oBarenemny);

e yaanexuve rnobanbHbIX rPynn nofb3oBaTenen (CM. «YaaneHue rpynn nonb3oBaTenemn»);

e MPOCMOTP M HacTpoWka MapameTpoB rpynn nomnb3oBatenen (cM. «[MapameTpbl rpynn
nonb3oBaTeneny);

e CMeHa Tuna YYeTHbIX 3anucen rpynnbl, B 3aBMCMMOCTU OT TOro, ANsi MOAYMEWN Kakoro Ttuna
NPUMEHSIETCA JaHHas rpynna nosnb3oBaTenew;

e yCTaHOBKa HacnegoBaHWs C NMOMOLLbLO NapameTpa «Hacnenosatby;

e BblOop: «CUHXPOHM3MpPOBATbL» UK «He CUHXPOHM3MPOBATLY» YYETHYHO 3annChb C MOOYISIMU;

e MPOCMOTP CBOWCTB rpynn.

6.2.3Monutukn ansa rpynnsl Ab

Bknagka «MonuTukn» Ha ypoBHe rpynmnbl NO3BONSAET peAakTMpoBaTh NnapameTpbl 6e30nacHOCTU Ha ypoBHe
rpynnsl (nogrpynnsi) (Puc. 100).
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Pwuc. 100. Monutukn ana rpynn fJlomeHa 6e3onacHocTn

Hactponka nonuTuk Ana rpynnel (NOArpynmnbl) NPOM3BOAUTCA aHanorMyHo HacTpowike nonuTuk ana Ob
(cm. «MNonutukm [B»). ns npuMeHeHns napameTpoB Ha MOAYNAX HEOBX0AMMa CUHXPOHM3aLUMS.

MonMTMKM MOryT HacnenoBaTb YCTAHOBMEHHblE HacTpolku (oT OB unu oT rpynnbl, B COCTAB KOTOPOW
BXOOWT AaHHas rpynna (noarpynna)) unm npuHMMaTe UHOUBUAYATbHbIE 3HAYEHNS crieayoLmm oGpa3om:

1. Monntukn, AONs  KOTOPbIX OTMEYEHO HacnegoBaHue, MPUMYT  3HAYEHUsl, YCTAHOBIEHHbIE
anga poauntensckoro obbekTa B aepese obbekToB ELLY: 3HaueHns ana OB vinu rpynnel. B atom cniyyae
nonNuTUKM ByayT oTobpaxaTbCst HEYETKUM CEPbIM LIBETOM.

2. MNonutnkn, Ansa KOTOpbIX BblOpaHbl U YCTAHOBEHbLI OPUTMHASIbHbIE HACTPOWKK, OyayT oTobpaxaTbcs
YETKMM YepHbIM LIBETOM.

[nsi Toro, 4YTo6bl YCTAHOBUTL MMM CHATb HacrnegoBaHMe HaCcTPOEK, MMEIKOTCS CrieayroLme BO3MOXKXHOCTY:

1. Ons Toro, 4ytobbl BCce napaMeTpbl HacregoBanu 3HA4YeHWs, YCTAHOBIEHHbIE AN POAUTENbCKOro
obbekTa gepeBa, HeobxoamMmo noctaBuTb dnar B none «Hacneayetcs» (puc. 101).
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Puc. 101. BkntoyeHne HacnegoBaHUs NONNTUK 00beKTa

2. Ecnu cHaTb dnar u3 nons «HacnegyeTca», To BCe napameTpbl OAHOBPEMEHHO CTaHYT 0B03HaYEHbI Kak
WHAMBUAYanbHO HacTpoeHHble (puc. 102).
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Puc. 102. BbikntoyeHne HacnegoBaHUs NONUTUK 00bekTa

3. Ona oTaenbHO BbIGPAHHOW MOMWUTUKA MMEETCS BO3MOXHOCTb BblOpaTb OpUIrMHanNbHOE 3Ha4veHwue,
cHaB/nocTtaBuB donar B none «Hacnegyetcsi» B CTPOKE C AAHHOW MOMUTUMKOW UNN U3MEHWB 3HadYeHue



NOSINTUKN B peaaKkTope.
Ecnu 4acTb NONUTUK HacrneayeTcs, a YacTb UMeeT OpurMHanbHoe 3HadeHune, none «Hacneayercs» umeet
3HayeHue W),

6.2.4 MexceTeBoM 3KpaH ans rpynnbl 1B

Bknagka «MexceTeBOW 3kpaH» Ha YPOBHE rpynmnbl MO3BONSAET YNpPaBfsiTb MEXCETEBbIM 3KPaAHOM Ha
ypoBHe rpynnbl (noarpynnbl) JomeHa 6esonacHoctu (Puc. 103).

e @ v MesxceTeBoil 3kpaH
* = flomen GezonacHoctn [ Hacrpoitkn M3 ] Mpaewna M3
v [0 HEPACTPEAE/EHHBIE OF... AECTBUA
N Hacneay... ™ N2 Wus npasuna Hanpasnenve nepepauv  Tun npasua Mapamerpei npotokoos
*[O OBAA
1 DNS kawent TioBbie nakersi TCP/UDP-npasuno NokanbHsie TCP-noptsi: Bee: Brewuri
& DESKTOP-I\ ARP MhoBbie nakersi ARP-npasuno  IP-aapec omnpasurens: Bee; P-agpec t
M CETEBbIE YCTPOI DHCP knues ThoBeie nakersi TCP/UDP-npasuno Nokanewsie TCP-noprs: Bce; Bxeturn
. ) 4 HTTP/ HTTPS knves Vicxoanume naetsi TCP/UDP-npasuno MokanbHsie TCP-noptsi: Bee: Breturi
M YIANEHHBIE OBbEKTDI - :
5 Internet Explorer HTTR/ HTTPS MhoBsie naxersi TCP/UDP-npasuno Mokanswsie TCP-noprs: Bee; Buewun
1GMP ThoSeie nakersi 1GMP-npasuno  Bce
andex.ru Vcxosume nakeror IP-npasune Nokanbrbiii IP-aapec: Bee; Briewrmii 1

Puc. 103. MexceTteBow akpaH anga rpynn [JomeHa 6e3onacHoCcTy

YnpaBneHve mexceTeBbiM 3KpaHOM Ha ypoBHe rpynnbl 1B nponsBogutcs aHamorM4yHo ynpasBreHuio
MexceTeBbIM 3kpaHoM ans b (cm. MexceTeBon akpaH).

6.2.53apganuna gnsa rpynnol Ab

Bknapgka «3agaHusi» Ha ypoBHe rpynnbl MO3BOMSIET YNpaBnsaTh 3aJaHWsSIMU Ha YPOBHe rpynnbl (nogrpynnbl)
HomeHa 6e3onacHocTu (Puc. 104).

e ® Y Q 3apanus

v = [omen Ge3onacHoCTH Cosgawo ¥ Bumonwero Tan Astop APM Mogyne Cratyc
el = = Ens] @ 17.052023.. 17.05202318:28 Monyuenue o admin DESKTOP-IMAU... Dallas Lock 80 .. oKk YNPAB/EHUE 3ANAHUSIMU
chws-test NobaenTs sananme
v OBAL
v B DESKTOP-IMA YANT b BLINONHERHbIE 3aAaHNA

YpamuTs e sapanun

Puc. 104. 3apanua ansa rpynn [JomeHa 6e3onacHocTm

YnpaeneHve 3agaHvsMu Ha ypoBHe rpynnbl 1B npou3BoaMTCcA aHamorMyHo ynpaBneHuo 3agaHusamu
ans Ob (cm. 3aganua OB).



7 APM OOMEHA BE3OINACHOCTU EUY

B ELLY Dallas Lock APM ncnonb3yeTtcs Kak cnocob npeactaBneHnsi COBOKYMHOCTM HECKOMbKUX MOAYyIen
B KayecTBe eaMHON MawmHbl (puc. 105).

APM-1

Dallas Lock 8.0 MKS

Dallas Lock C3K B K3
Puc. 105. APM B gepese ELLY Dallas Lock

APM moxeT BKkNntouaTth B cebs Moaynv cnegyroLwmnx TUMNoB:

C3W Dallas Lock 8.0-K/C;
C3W1 HC[ Dallas Lock Linux;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;

C3W BW Dallas Lock;

e AreHt ELLY.

7.1 HacTtpowuka APM

Cospgate APM B KoHconm ELY moxHO ¢ nomoubto kHonku «Cosgate APM» Ha naHenun MHCTPYMEHTOB
«[encTBusi» nnv BOCNONb30BaBLLMCL KOHTEKCTHLIM MeHio B gepese [b. MNpu cosgaHun APM notpebyetcsa
BBECTW HaUMEHOBaHWE, KOTOPOE MOXHO BNOCMNEACTBUN U3MEHUTD.

MepemeweHne APM B oepeBe OCyLLeCcTBSAETCA NepeTackMBaHNEM 3Ha4YKa KHOMKOW MbILLY B MOMe Apyroro
3Hauka («Drag-and-drop»). NepemelyeHne APM ocyliecTBnseTcs co BCEMU BIOXKEHHBIMU MOSYNSIMUA.
Ypanute cywectyiowiee APM MOXHO C MOMOLLbIO KHOMKU «YAanuTb» Ha MaHenn WHCTPYMEHTOB
«[Jencteunsi» unm BOCNOMNb30BaBLUNCH KOHTEKCTHbIM MeHI0 B aepeBe [16. YaaneHne APM ocyuiectensietcs
CO BCEMMU BIIOXKEHHbIMU OO beKkTamu.

Kaxxgoe APM B gepeBe 0OBbEKTOB COOEPXKWUT OAMHAKOBbLIE BKMAOKW AN WHAMBUMAYaNbHOW HACTPOWKU
napamMeTpoB ANs MoAaynen B coctaee gaHHoro APM.

7.1.1CBopgka APM

Bknagka «Csogka» anga BelbpaHHoro APM B fepeBe 06bekToB oTobpaxaeT obLiee COCToAHME Moayren,
Bxoaswmx B8 APM (Puc. 106).

e @ v Q Caonka

v [omen DesonacHocTH
VHUMIeHTBI GE30NACcHOCTH v
v [0 HEPACMPEOENEHH REiicTBUA

B Y [P —

+ [ OBAL [ Tonbro Henpowurartsie

O6nosurs

Nepenenosars
Mo KonuecTBy 33 nepHon

v @ DESKTOP-IMA 5

2
© Hewlett-Packard r 0 / 0

(] tik mikrotik h He npouuTaHo/Bcero

W YIANEHHBIE OBbE

0
00:00... 0Z00... 0400.. 06:00... 08:00. 10:00. 12:00... 1400, 1600,  18:00.. 20:00.. 2200,

= Komwecrso
Mo Tiny. Mo npvopuTETY YpanuTe
ONMEPATUBHOE YNPABNEHUE

Nepesarpysure

Buicmount

Cobpars »ypnans:
Pas6nokupoBaTh nonb3osatened
CHRXpOHISHPOBATE

Nepecuntars yenocTocrs

Puc. 106. Bknagka «Ceogka» APM



Ha naHenu nHCTpyMeHTOB AOCTYMNHbI cnegyowune aenctensa ¢ APM:
1. OGHOBUTD.

2. MNepenmeHoBaTs APM.

3. Ypanutb APM.

Ha naHenu nHCTpyMeHTOB OOCTYMHbI CrieAylolme KoMaHabl onepaTtuBHoOro ynpasneHusa ans APM:
BbikniounTb.

Mepesarpy3uTsb.

PasbnoknpoBaTtb nonb3oBaTenen.

MepecumTaTh LEMOCTHOCTD.

Cobpartb XypHarnbl.

CWHXpOHM3MpOoBaTh.

. YaaneHHoe ynpasneHuve.

Habop komaHa onepaTuUBHOMO ynpaBneHus ansi kaxgoro APM 3aBucuT OT BXOOALWMX B HEFO MOAYNEN.

No o~ wbdE

MpumevaHune. Pe3ynbTaT  BbINOMHEHUS  KOMaHL  OMEpPaTUBHOrO  ynpasreHus
He oTpaxaeTtcda B XKypHanax ELlY. Tawkke He npeaycMOTpeHbl BCMfbIBalOWME U Npo4dne
yBeJOMIIEHMS O pe3ynbTaTax BbIMOMHEHWUS KOMaHA OnepaTUBHOIO yrpaBneHus..

7.1.2MNonb3oBaTtenu u rpynnsl APM

Bknapgka «[lMonb3oBatenu v rpynnei» ans BeibpaHHoro APM cogoepXuT cnvcku rnobanbHbiX U JOMEHHbIX
y4YeTHbIX 3anucewn v rpynn none3osatenen APM (Puc. 107).

e @ Y Monb3zoBaTenn U rpynnol

Jlowmen BezonacHoctn e ——— [ Tpynne!

v O3 HEPACTIPEAENEHHBIE OB.. OMEPALIUN C MOJb30B,
Cocromme ~ Yuerwan 3. Tanyuer... Nomoe uma  Onncanne Bnageney  Ponb aaMuHACTpMpOEaHMA

v [ OBAA

admin Bee Ammisncrparop o ymonsamio flomen - flo... Cospam

v @ DESKTO 9 anonymous Cucrem... Anonymous user Mcnonssyerca yns ceressixs... fomen - flo...

® o 3 auditor  CA3UKS Jomen - flo...

user CA3 WKs Jomen - flo...

B CETEBbIE YCTPOWCTBA q Bee Hepacnpesi.
B YNANEHHBIE OBBEKTH Bee Howe - flo..

Pwuc. 107. Bknagka «lMonb3osatenu v rpynnbsi» APM

HacTtpoiika none3osatenen ansg APM npon3BoanTcst aHarnorm4Ho HacTponke nornb3osBaTenen n rpynn Ans
rpynnbl B (cm. «[Nonb3oBatenu u rpynnel Ans rpynnsl Ab»). Ang npyuMeHeHrs napameTpoB Ha Mogynsix
HeobxoaMMa CUHXPOHM3aLNS.

7.1.3Nonutnkn APM

Bknagka «[Monutukn» ansa BbibpaHHoro APM noseonsieT pefaktupoBaTb napameTpbl 6e3onacHocTu
Ha ypoBHe APM (Puc. 108).

e © v Nonutukm

Bowen sesonacrocry s [ emoeemem | T | e

v [J HEPACMPEAENEHHBIE OB...

m

NEicTBUA

KoHrponk uenococti: Mommnkn | Pexim padoTs 3K ) [ ounca ocrarooii ungopaum | | Mo ACH ]
v OBAL ]

T I T I = I

Hacreayercn  Monumika 3nauenme Tan moayns

I8 CETEBbIE YCTPOWCTBA

B YIANEHHBIE OBbEKTHI

OUNbTPBI

Vs nonvmian =

Buibpars nce o

Crcrena
Dallas Lock 8.0 K8
Dallas Lock 8.0 K9

LEHSR B I R<Rl<J<J<J<N< iomiom

Puc. 108. Bknagka «[Monutukn» APM



Hactporika nonutuk ana APM npou3BoAUTCA aHanormyHo HacTponke nonutuk ansa rpynnsl OB
(cm. «Monutnkn _anga  rpynnel [AB»). [Ona npuMMeHeHus napamMeTpoB Ha Mogynax Heobxoauma
CUHXPOHM3aLUS.

7.1.4MexceTteBou 3kpaH APM

Bknagka «MexceTeBoin akpaH» ans BblopaHHoro APM no3BonsieT ynpaBnsTb MEXCeTeBbIM 3KPaHOM Ha
ypoBHe APM (Pwuc. 109).

e @ Y MexceTeBoii IKpaH
v (3 HEPACMPEAENEHHBIE OF.. NEACTBUA
- A M Hacneny... © Ne Wms npasuna Hanpaenenve nepeaaun  Tun npaenia Mapamerpui npoTokenos
Sl 1 DNS knmerr Nrobie naxets: TCP/UDP-npaswne Slokanshsie TCP-nopr: Bee; Brewrn
ARP MiobLie nakeTs! ARP-npasuno 1P-aapec oTnpaswTenn: Bee IP-aapect
DHCP kament NioBbie nakeTsi TCP/UDP-npan lokanshsie TCP-nopre: Bee: Brewtn
4 HTTR/ HTTPS kamert Vooaaume naxers: TCP/UDP-npatwo Jlokansmsie TCP-noprs:: Bee; Brewunn
5 Intemet Explorer HTTP/ HTTPS NioBbie nakeTsi TCP/UDP-npan lokanshsie TCP-nopre: Bee: Brewtn
M YANEHHBIE OBBEKTHI IGMP Mobsie nakeTsi IGMP-npasinc  Bce

Puc. 109. Bknagka «MexceTeBoit akpaH» APM

YnpaBneHve MexXceTeBblM 3KpaHOM Ha ypoBHe APM npou3BOAUTCS aHarormyHo ynpasrieHuio
MexceTeBbIM 3kpaHoM ans OB (cm. MexceTeBon akpaH).

7.1.53apaHusa APM

Bknapgka «3agaHusa» ansa seibpaHHoro APM nossonseT ynpasnsaTb 3agaHuamu Ha yposHe APM (puc. 110).

e @ v 3ananns
o e e Cospano + Bummoaweno  Tun Astop APM Mogyns Crarye
* O HEPACTIPEAENEHHBIE O... Monyuenue ko... admin DESKTOP-IMAU... Dallas Lock 8.0 .. Oxuaanue ssinoameris YNPABMIEHWUE 3AJAHUAMU

* [ 0BAA Dobaswn saganve
v B DESKTOP-IMAUFQ9

Yganwms oce sapanmn

M YAANEHHBIE OBbEKTHI

Puc. 110. Bknagka «3apganusa» APM

YnpasneHve 3agaHuamu Ha yposHe APM npousBoguTcs aHanorn4yHo yrnpaeneHuto 3agaHusmun ana b
(cm. 3agaHua OB).



8 Moaynn JOMEHA BE3OMNACHOCTWU ELlY

8.1 HacTtpownka moayns

Ona nobaBneHusa HoBoro moayns B [lomeH 6e3onacHocty ELLY nytem ckaHMpoBaHWs guana3oHa CeTeBbIX
agpecoB (aaHHasa yHkums goctynHa ans mogynen C3U Dallas Lock 8.0, C3M HC[ Dallas Lock Linux,

Arent ELJY), Heobxoammo:

1. Ha ypoBHe [omeHa GesonacHocTu wnu rpynnbl (noarpynnbl) Ha Bkragke «CBogka» Ha naHenwu
WHCTPYMEHTOB «[1efiCTBUA» HaaTb KHOMKY « CKaHMPOBaTb CeTb» UMM BOCTONb30BATLCH KOHTEKCTHBLIM

MeHIo B aepese [1b.

2. lMosButcsa okHo «CkaHMpoBaHUe ceTuy», B KOTOPOM Heobxoaumo BbibpaTth Bknaaky «Moaynby, BBeCTH

AvanasoH IP-agpecoB Ans ckaHMpoBaHUs 1 HaxkaTb KHOMKY «CkaHnpoBatby» (puc. 111).

D Crennposarine cem

Ceresoe ycTpoiicTso

@ Cnpaska

m]

Otmena

*

Puc. 111. OkHo «CkaHMpoBaHWe ceTu»

3. Mo 3aBepLieHUO MpoLecca CKaHMPOBAHWS M3 Cnncka OBHapYKEeHHbIX OBBLEKTOB MOXHO BbIGpaThb
Te MoAynu, KoTopble Heobxoanmo 3apernctpuposaTb B [1b, nnbo yctaHoBUTH chnar Bo3ne cronbua

«APM», ons Beibopa Bcex 06HapyXeHHbIX Moaynen (puc. 112).

QD Cranuposanue cetn - O
—
Ceresoe ycTpoiicTso CraHupoBaHKe ceTH.., 40%
OBHapYHEHHBIE DB bEKTHI
\:‘ APM Moayne Homen Appec
\:‘ CZIOTIS001-2.isc.confident.spb.ru Dallas Lock 8.0 MKE OrcyTereyer 192168131.14
\:‘ cziotis406-001.isc.confident.spbaru - Arent ELLY Dallas Lock Windows  Jomen ELLY: OTIS-OBAD 192168.131.14
\:‘ Deploy2012R2.difw.org Dallas Lock 8.0 K10 OrteyTerayer 1921681315
\:‘ WINZ2012.difw.org Dallas Lock 8.0 K10 OreyTcTeyer 19216813117
\:‘ DEPLOYT#64.dIfw.org Dallas Lock 8.0 K10 OTcyTcTRyeT 1921681319
\:‘ 1s2012Web5E.dl.local Dallas Lock 8.0 K10 OreyTereyer 192168.131.27
\:‘ alt9sa.dl.local Dallas Lock Linux MK3 OreyTeTeyer 192168.131.20
\:‘ WIN-3U75MOGLEPC Dallas Lock 8.0 MK10 OrcyTcreyer 192168.131.34
\:‘ DESKTOP-E3033VK. difw.org Dallas Lock 8.0 K10 OreyTereyer 192168131.25
\:‘ DESKTOP-OV14PNH.difw.org Dallas Lock 8.0 K10 OrcyTcTeyer 192.168.131.41
\:‘ localhost.localdomain Dallas Lock Linux MK3M OrtcyTereyer 192168131.54
\:‘ DEPLOYEX64.dIfw.org Dallas Lock 8.0 K10 OreyTcTeyer 192168.131.44
\:‘ DESKTOP-CEF2QU5.difw.org Dallas Lock 8.0 VK10 OTcyTcTeyeT 192.168.131.64
\:‘ bds-winll-fizstend Dallas Lock 8.0 K9 OrcyTerayer 192168.131.68
\:‘ win2016.difw.org Dallas Lock 8.0 K10 OreyTeTeyer 192168.131.76
\:‘ torwinl02004:32.dllocal Dallas Lock 8.0 K10 OTcyTcTeyeT 192.168.131.90
</_| 152012WebSE.dl.local Dallas Lock 8.0 MK10 OTcyTeTever 102168.131.91
Hasag

Crary;

-~

Puc. 112. Beibop o6bekToB ans permctpauun B [1b




Mocne Bbibopa perncTpmpyemblx Moaynen HaxaTtb KHOMKY «3apernctpnpoBatby.
4. TosiBUTCA OKHO «PerncTtpaums mogyneny», B KOTOPOM HYXHO BBECTU aBTOPWU3aLMOHHbIE AaHHble
agMuHUCTpaTopa Moayns u kntod goctyna k b (puc. 113).

G PervcTpauma mogynei >

Knod goctyna Ab: b
MMA nonezoBaTENA: !
Mapono:

ANMapaTHele MOEHTHDMKETOPRE: 1 i

LA RSyl o=y o il AN EHTUQMEETOD HE BoldpaH
|
Hauate perucrpaumo Otmena |

Puc. 113 BBoa AaHHbIX ANg perucrpaumm

Haxatb kHOMKy «HavaTb peructpaumio» nocne BBoAa BCEX AaHHbIX.

5. Ecnn BBeAeHHble [JaHHble BepHbl, TO B cTaTyce perncrpauum otobpasutca pesynbtat «OKy,
W 3aperucTpMpoBaHHble MOAyNu nosiBaTca B AepeBe [lomeHa ©GesonacHoctu B 6GasoBouw rpynne
«HepacnpegeneHHble 06bEKTbIY.

MpumeuaHue. 3apernctpmporatb mogynu B b ELLY nonyuynTcs, TONbKO Npu yCrnoBuwm,
yto Ha APM, rge ycTaHOBMEHbl AaHHble MOAYNW, HACTPOEHO paspeluatrollee npasBuro
dunbTpaumm Ha TCP-nopTel 17901 n 17903 Ha Bxogsee coegnHeHmne.

MepemelleHne mMoaoyna B AepeBe OCYLLECTBNSAETCA NnepetackvBaHMEM 3Hayka KHOMKOW MbIW B nore
apyroro 3Hadka («Drag-and-drop»).

MmeeTca BO3MOXHOCTb [00aBWTb KOMMEHTapUA K MOAYMIO, ANS 3TOM0 HYXHO HaxaTb KHOMKY
«KommeHTapuin» Ha naHenm «[encrteusa» unm BOCMONb30BaTbLCA KOHTEKCTHbIM MEHI
B Aepese b (puc. 114). [NobaBneHHbin KOMMeHTapum oTtobpasutcs B pasgene «WHdopmauus o6
obbekTe» Bknagku «Ceoaka.

MpumeyaHune. MakcumanbHas AnvMHa KOMMEHTapWS K MOAYM0 cocTaBnsieT 256 cMMBOIOB.

[na BeiBOga moaynst 3 [lomeHa 6esonacHocTu ELLY Heobxognmo:

1. BbibpaTb NyHKT «YAanuTb MOAYMNb» U3 KOHTEKCTHOIO MEHIO AaHHOro moayns B aepese b (puc. 114),
UNM BOCMOMb30BAaTbCA KOMaHOOW «YOanuTb» Ha NaHenu WHCTPYMEHTOB «[leNncTBusi» BKNagKku
«CBogka» Ha ypoBHe moayns B aepese OB (puc. 115).

v 3 DESKTOP-OV14PNH

KommenTapuii

¥aanuTe

Beipesate Ctrl+ ¥

Puc. 114. YaaneHne Mmoaynsi NOCPEACTBOM KOHTEKCTHOTO MEHH0
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XK

\ [Jomen BezonacHocTn

v 0 HEPACMPEAENEHH
*[3 0BAL

v B DESKTOP-IMA

@ Dallas Lock

B CETEBbIE YCTPOWC

M YAANEHHBIE OBbE

CBoaka

Nudopmaums 06 obbekre

Bsoa s A6

MocneaHee noaKnOueHe

IP-aapec

MAC-aapec

AHTUBMPYCHbIe Basel

Bepaus

Bepaus aHTuBMpyca

KONnMuecTso aKTUBHbIX Ceca
KoMnoHeHTb!

MexceTesoin 3kpar (M3)
HeaxTuBHbIN PeXmM

PesynbTaT nocnearen nposepiku KU
Cucrema ObHapyxerus Bropxxerwit (COB)
TexHu4eckan NoaaepxKa

Yacosoit nosc

KoMMeHTapuit

UHumaeHTol 6esonacHoctn

2023-09-28 16:15:36 (GI]
2023-09-28 17:15:42 (G
192.168.131.155
00:0C:29:93:E8:C6
HEU3BECTHO
10.1.0.786-dev-C

5

HCA /M3 /COB / CKH-N
Bxn.

Boikn,

Hapyweri HeT

Bxn.

Qeicrsutensta no 07.0
GMT+03:00

AENCTBUA

ObnosuTs

Kommentapuit

Yaanurs

Puc. 115. YganeHue nocpeactBom naHenu «[encreusa»

2. YpaneHHbli Moaynb nepeMecTutcs B 6a3oByto rpynny «YaaneHHble oobekTbl» Aepesa [Ob.

Kaxnapblii Mmoaynb B iepeBe 06BbEKTOB COAEPXKUT BKNAAKM ANS UHANBUAYaNbHON HACTPOIKM NapameTpoB
B 3aBMCMMOCTM OT €ro Tmna.

Mpumeyanme. B ELLY peannsoBaHa BO3MOXHOCTb paboTbl C MOGYISIMU, pacnonOXKEeHHbLIMN
3a NAT, B pamkax ogHon ceccuu. Kak TOMbKO ceccusi 3aBepLUUTCs, CBA3b C Moaynem
pasopBeTcs. B cneaytowun pas ELLY cmoxeT cBazaTbCca ¢ mogynem, Korga Moayrnb co3gact
HOBYIO CECCUIO.

8.1.1CBoaka moayns

Bknapgka «CBogka» Ha ypoBHe Moaynsi oTobpaxaeT obLiee coctosiHve Moaynsa (Puc. 116).

€ v

qQ

CBoaka

v Lowmen GezonacHoCTH

¥ OO HEPACMPEAENEHH

*[O OBAL
v B DESKTOP-IMA

I CETEBbIE
B YIANEHHBIE OBbE

Beon s A6

Mocnenree nogKnKuEHHe
P-anpec

MAC-anpec

AHTHBMDYCHElE Gaskl

o EBepors

Bepaun aHTHBMDYCa
KoMMUeCTBo SKTHBHBIX CecoHit
KomMnoHeHTs!

MexceTesolt Sxpan (M3)
HeakTHEHLI pexim
PesyneTaT nocneawei nposepiw KU,

TexHU4ECKER NOAAEPHKE

Yarosoi NoAc

KommerTapmit

[ Tonsro HerpowTaree

WNudropmaums o6 obbekre

HMHUHAEHTEI 6e30NacHOCTH

2023-09-28 16:15:36 (GI|
2023-09-28 17:15:42 (G|
192.168.131.155
00:0C:29:93:E8:C6
HEM3BECTHO
10.1.0.786-dev-C
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HCAL /M3 [ COB } CKHA
Bicn.

Boikn.

Hapywetuii HeT

Cucrema ObHapyxeHua Bropkeniid (COB) Brn,

LeficTauTensHa no 07.0
GMT+03:00

1]

AEACTBUA

ObnosnTs

Kommentapuii

Yaanuis

OMEPATUBHOE YNPABNEHUWE

Buiicnounts
Nepesarpysums

Cobpary xvprang

Puc. 116. Bknagka «Csogka» moaynsi




Bknapgka cBogka Ha ypOBHe MOAYNs BKMOYaeT B cebs pasgenbl:
e  VH(opmaunsa o6 o0bekTe;
e  VHUMAEHTbI 6e30MacHOCTH.
CocTtaB napameTpoB, BbIBOAMMbIX B pasgene «MHdopmaumsa 06 obbekTe» 3aBUCUT OT Trna Moayns.

WHdbopmauus B pasgene «MHUmMpeHTbl HesonacHoCTM» opMupyeTcsi MO aHanorMm ¢ ocTanbHbIMU
obbektamu gepea b (cMm. «MHUMOEHTLI 6€30NacHOCTUY).

CocTtaB kOmMaHpg, onepaTtuBHOIo ynpaslieHUdA 3aBUCUT OT TuUNa MmoaynsA.

MpumeyaHue. Pe3ynbTaT  BbINOMIHEHUA  KOMaHg  OMepaTMBHOIO  ynpasrieHus
He oTpaxaeTca B XXypHanax ELLY. Takke He npegycmoTpeHbl BChnbiBaloLme U npoyve
yBEeOMINEHNS O pe3yrbTaTtax BbINOMHEHWUSI KOMaH OnepaTMBHOrO yrpasneHus.

8.1.2MNMonb3oBaTenu u rpynnbl MoAyns

Bknagka «[lonb3oBaTenu v rpynnbi» Ha YpOBHE MOOYNS COAEPXWUT CMMCOK rnobanbHbIX U OOMEHHbIX
nonb3oBaTenen v rpynm, HacnegyeMbiX C YPOBHEW BbILLE MO NEPapXUnN U CO3aaHHbIX HAa YPOBHE OAHHOIO
MOoAyns, a Takke MOAYIbHbIX nonb3oBaTenen (Puc. 117).

e o v MonbzoBaTenwu u rpynnbi

v (3 HEPACTPEAENEHHBIE OB... OMEPALLIUM C NONb30BATENAMU

Cocrossme ~ Yuersaszanwce  Kateropws  Tun yuemwod 3anucu ELLY Nontoe uus Onmcanme

v[O 0BAL

admin Tnobanbhan  Bce ANMHHUCTRATOP NO YMONH3HNID Cospare
anonymous Tno6ansman  Cucrema, DL8.0 KB, DL8.0 MK9, DLB.0 K10, C311 BM UK4 Anonymous user Vicnonnzyerca gns cetensix sxon
q Tnoanwhan  Bee

denisyuke Mopyntman  DL8.0 K10 Apmmnmcrpatop Gesonacocu Agmunmcrpatop Gesonacsoctn

<] <]

B CETEBbIE YCTPOICTBA secServer Mogynenan  DL8.0 MK10 secServer user Micnonk3syetca Ana cuHKpoHM3aLI

Puc. 117. Bknagka «[lMonb3oBatenu v rpynn» Moayns

YnpasneHuve rnobanbHbIMU U JOMEHHbIMW MOMNb30BaTENSAMM U rPYNNamMn Ha ypoBHE MOAYSsi NPOM3BOANTCSH
aHarnorn4yHo ynpaBfieHUO MoNb3oBaTeNAMM W FPynnaMu Ha YPOBHe rpynnbl AomeHa 6e3onacHocTu
(cm. «[Nonb3oBaTenu v rpynnbl Ang rpynnst AB»).

MpumeyvaHue. [MobanbHbEIM y4eTHBIM 3anMcaM, CO3gaBaeMblM Ha YpOBHE MOAYNS,
aBTOMaTN4yecKkun npuceameaeTcs none «Tun y4etHon 3anvcu ELLY», cooTBeTCcTBYIOWNIA TUNY
AaHHOro moaynsi.

[ns nonb3oBaTenen u rpynn Ha ypoBHe mogyns none «Kateropusa» otobpaxaetca B obuiem cnucke
nonb3osaTtenen u rpynn. Mone «KaTteropusa» npuHuMaeT 3HayeHus «nobanbHas» n «MoaynbHas».

N3meHnTb KaTeropuro nosfib3oBarena unn rpynnbl cpencrtesamMm KOHCOSN EU,y Helb34.

CyuwecTtBytowime oo momeHTta Beoaa B [1b ELLY Ha mogyne nonb3oBaTtenu v rpynnbel Nocrne BBoga Moayns
nog ynpasneHue ELLY pernctpmpyloTcs B kayecTBe MOAYrbHbIX Nofb3oBaTtenen v rpynn.

Mma moaynbHOro nonb3oBaTens WAM HasBaHWe MOOYMNbHOW rPynnbl MOXET coBnajaTb C UMEHEM
CyLLeCTBYIOLLMX B AoMeHe 6e3onacHOCTM rnobanbHblX M JOMEHHbIX Monb3oBaTtenen u rpynn. B takom
cnydyae npuopuTET MpU  CUMHXPOHM3auum OyaeT wMeTb MOAYMbHbLIA NOMb30OBaTENb WNKU  rpynna
COOTBETCTBEHHO. [1prMopuTEeT NPU CUHXPOHM3aUMN NoApa3yMeBaeT, YTO TakoW Nosib3oBaTeslb Unn rpynna
OyayT nepefaHbl Ha MOA4YMb C NapameTpamun, HACTPOEHHBIMU AN MOAYSIbHOIO MONbL30BaTENS UMW rPYNMbI
cooTBeTCTBEHHO. B uHTepderice koHconu ELLY Takue moayrbHble y4eTHble 3anncu 1 rpynnbl BblaereHbl

3Ha4yKoM A (puc. 118).

Cocrosnmue Yuyernan zanuce “ Kareropmsa Twn yuernown 3anucwm ELLY
— —_— == = = —_— —_— I==1 —_— —_— == =
I admin lnobanbhas Bce
I A admin Moaynbhas DL8.0 K10
= =1 j==-} L} == =1 =} P} = =1 =} =
anonymous nobanbvhas Cucrema, DL8.0 UKS, DLS.(

Puc. 118. CoBnageHne UMeH MOAYNBHOTO 1 rmobanbHoro nonb3oBaTens



MpumeyaHue. ocne BbiBoga moayna m3 [b Bce rpynnbl U nonb3oBaTenuM ocTalTCcs
B cnuckax Ha moayne. Npu noBTopHOoM BBOAE Moayns B [1b Takne nonb3oBartenu u rpynnbl
6yayT 3apeructpupoBaHsl B ELLY ¢ kaTteropuen «MoaynbHas» 1 6yayT UMeTb NpUopuTeT Npu
CVHXPOHM3aUnK.

[na moaynbHbIX Nonb3oBaTenen He MOXET OblTb HAa3HavYeHa ponb Ha agMuHUCTpupoBaHue [1b.
MoaynbHble y4eTHbIE 3anMcy MOTYT ObITb BKITHOYEHBI B rnobarnbHble rpynnbl Nofib3oBaTenen.
[nsi npyMeHeHns NnapaMeTpoB Ha MOAyne HeOOX0AMMa CUMHXPOHM3aLUS.

8.1.3Monntnkn moayns

Bknagka «lMonutmknu» ansa BbibpaHHOro mMoayns NO3BOMseT pedakTMpoBaTbh napameTpbl 6e3onacHoCcTm
Ha ypoBHe moayns (Puc. 119).

e @ v MonuTHKK
" Roven Gesonzaiocn [ e | T T | O I eemwees
~ O3 HEPACMPEAENEHHBIE OF... [ kompons uenocmocr: Mommmn | | Pesxim paborsl €31 ][ oumena ocrarouron wipopuaumn | | MatgarHuiii gocyn ] LEACTBHA
* & DESKTOP-IMAUFQY
Hacreayerca  Monurua Jnauenme Tun mogyna

B YA NEHHBIE OB bEKTHI

OWIbTPbI

Vi ronnTan

Puc. 119. Bknagka «lMonuTtukm» mogyns

Ha ypoBHe mMoaynsi B CnncKke AOCTYMHbI TOMBLKO NONUTUKK, akTyanbHble AN AaHHoro Tuna moayns ELLY.

HacTtpoivika nonutuk Ana moayns npovu3BOAUTCS aHarormyHo HacTpowke MonuTuk Ana rpynnel OB
(cm. «MNonutrkm ans rpynnbl OB»).

Ons NnpuMMEeHeHnA napamMeTpoB Ha MO YNAX Heobxoamma CUHXPOHN3aUUnA.

8.1.4 MexceTeBOM 3KpaH moAayns

Bknagka «MexceTeBown 3kpaH» Ha ypoBHe MoAyns no3sonseT ynpasnsate M3 ansa moaynsa (Puc. 120).

e o v MesceTeBoii 3kpan

HacTpoiikn M3 ] Mpasuna M3

NEIACTBUA

v =) Lomen GeonacHocTn

* 3 HEl EAENEHHBIE OF...
oE) G Hacneay... © N2 Vims npasina Hanpacnenne nepegaun  Tan npasuna NapawueTpe: npotoxonon
1 DNS knnert lioGeie naxers: TCP/UDP-npaguno Nokansheie TCP-nopret: Bee: Brewrm
ARP flroBeie naxere: ARP-npasuno  IP-agpec omnpasutens: Bee; IP-agpec 1
DHCP nment MioBeie naxers: TCP/UDP-npasuno Slokanswsie TCP-noprat: Bee; Brewrm
4 HTTP/ HTTPS ket VicxopaLLme nakeTst TCP/UDP-npasuno lokanshbie TCP-noprat: Bee: Brewrm

M CETEBbIE ¥CTP

5 Internet Explorer HTTP/ HTTPS MroBeie nakers: TCR/UDP-npaguno Nlokansweie TCP-noprer Bee; Brewmn

(I Bl <J<J<N<Mem

B YAANEHHBIE OB bEKTHI

IGMP MioBbie NakeTs! IGMP-npasuno  Bee

Puc. 120. Bknapgka «MexceTeBon akpaH» Moaynsi

Ha ypoBHe mMopynsa AoCTynHbl HAacTporkn M3, akTyanbHble Ans gaHHoro Tvna mogyns ELLY.

YnpasneHve M3 Ha ypoBHe MOAYNs NPON3BOAUTCS aHaNOrM4HO yrNpaBneHNo MeXCeTeBbIM 3KpaHoOM ANs
OB (cm. MexceTeBoM 3KpaH).

8.1.53apaHunsa moayns

Bknagka «3agaHusi» Ha ypoOBHE MOAYNs NO3BOMSET ynNpaBnsaTh 3agaHuamm and moayns (Puc. 121).



e ® Y 3apanua

Lomer Besonacroctn Cospa ~ Bunonneno Tun Astop. APM Mogyne CGrarye =

v 3 HEPACTIPEAENEHHDIE OF.. Monyserue ko..  admin DESKTOP-IMAU... DallasLock80.. Oxnaarime soinonmera YNPABJIEHME 3ANAHUAMWA

[ OBAA BobasuTe 3agaHne

Lock 8.0 MK10

I CETEBbIE YCTPOUCTBA Ynanmts sce saganns

M YAANEHHBIE OBbEKTHI

Puc. 121. Bknagka «3agaHus» mogyns
Ha ypoBHe moaynsa AOCTYnHbl 3agaHuns, akTyanbHble Ans JaHHOro Tuna moayns ELLY.
YnpaeneHve 3agaHusMn Ha ypoBHE MOAYNSA NPON3BOANTCSA aHaNorMyHo ynpasneHuo 3agaHnsamum ansa b
(cm. 3apgaHua OB).

8.1.6 XKypHanb!l moayns

Bknagka «KypHanbi» ans BbIbpaHHOrO MOAYNs MO3BOMNSET MpocMaTpuBaTth XypHanbl 6e3onacHocTu
moaynsa (Puc. 122).

e o Y MypHanbi

[ 5 Howen Gesonacsoc [ s IR i T I i T, ) B

¥ [3 HEPACMPEZENEHHBIE OF... [

SKypHan yrp. NONMTUKaMI ] [ KypHan npoueccos ] [ JKypHan naketos M3 ] [ KypHan coeguHenmii M3 ] OUNbLTPBI

MEReY [ [r—S I Kopran ceconi ] T

100 Mocne

peun Nonb3esatens OC Wcrousmk Boctyn Mangatian merka  Pesynbrar Hesephbiii napont [ —

15:48 (GMT+

enisyuk.c Bxoas OC 0 (Orxpormie ganrbie) Bes memon oK

enisyuk.e Bions OC OrvparTsie fartbie) Bes meriar Yicazan HepepHsiit napons.

Vindow Manage\DWM-1 Bxoa s OC
0) Font Driver Host\UMFD-1 Bxoa s OC
01 Ennt Diriver Hash LIMEN-0 Bunn e OC 0 (Orenermie ravie) B ueren oK

OrkpaTHie fatHbie) Bes MeTkw oK

M YIANEHHBIE OBBEKTBI MT +

Orxpersie annbie) Bes uerm oK

[] @mnetp o napametpan

Puc. 122. Bknagka «>KypHanbi» mogynsi

KaTeropuu xypHanoB Ha BKNagke COOTBETCTBYIOT Ha3BaHMUSIM XypHarnoB Ha MOAYNSIX.
CnpaBa pacnonoxeHbl NaHeNb MHCTPYMEHTOB «PUMbTPbLI» U NaHENb MHCTPYMEHTOB «[1eicTBuSI».

MapameTpbl punbTpauumn 3aBUCAT OT KaTeropum xxypHana. Cépoc 1 npumeHeHue BbibpaHHbIX OUNbLTPOB
ocywecTanseTcs no komaHge «CépocnTtb» u «MpUMEHUTE» COOTBETCTBEHHO.

OTpMnbTpOBaHHbBIE 3aNUCK XXypHana MOXHO COXpaHUTb B BbIBpaHHYto nanky B Hy>kHOM Tune channa (TXT,
CSV), ¢ NOMOLLbIO KOMaHAbl «OKCMOPTMPOBATL XXypHany» Ha NaHenu NHCTpyMeHToB «[dencTus».

[na ounctkm XypHana Mmoaynd Ucnosib3yeTtcd KoMmaHaa «Oumnctntb XypHan».



9 MOAYIb C3U DALLAS LOCK 8.0-C/K

9.1 BBopg moaynsa B [1b

Beectn mogyne C3U Dallas Lock 8.0 B [JlomeH 6e30nacHOCTU MOXHO crneayoLmMmn cnocobamum:

e B npouecce yctaHoBkm C3U Dallas Lock 8.0;
e 4epes obonouky agmuHucTpatopa C3U Dallas Lock 8.0;
e C nomoupbto koHconu ELLY (cm. «HacTporika moaynsy).

BHumaHume! NMpu BBoge moaynst C3U Dallas Lock 8.0 B [1b gomkeH ObiTb cobntogeH psa
YCIOBUIA:
e B JIBC gomkeH 6bITb paboTtatowmin cepeep ELLY;
e Mexay moaynem u cepepom ELLY pomkeH OblTb CBOGOAHBIN OOMEH NakeTamu
no TCP/IP nopty 17900.

BHuumanue! Nocne Beoga moayna C3W Dallas Lock 8.0 noa ynpasneHue ELLY 3HayeHus
napameTpoB 6e30nMacHOCTM noanexar CUHXPOHU3auuuM CO 3HaveHusamu nomutuk ELY
Ansi 6azosow rpynnebl «HepacnpegeneHHble 06bEKTbIN.

9.1.1Beoa moaynsa B [1b B npouecce yctaHoBku Dallas Lock 8.0

B npouecce yctaHoBku Dallas Lock 8.0 B okHe BBoga napamMeTpoB NPUCYTCTBYIOT NOMs Afsi BBoAa MOAyns
B [1b Ha aaHHoM aTane (puc. 123).

MapameTpbl KoHhUYpaLuK

[“|BeecTi komnbioTep E Aomen BesonacHocTy!

@ [omeH Cepeepos DE30MacHOCTH

() fomen EAWHOrO UEHTPa YNpaEneHuA

Cepeep: | |

Knwoy gocTyna: | |

DESKTOP-OV14PNH

Dallas Lock

KoHburypawma; CTaHoapTHas w

default

MpUMEYEHUE: BBOA KOMMBIOTEPE B A0MEH BE30NacHOCTH 1 MPUMEHEHWE
hafNoE KOHPMMYDALIM MOPKET OCYLLECTENATECOA NOCNE YCTaHoEkH T34

< Hasan YCTaHOBUTb OTMeHa

Puc. 123. NapameTpbl yCTaHOBKM CUCTEMbI 3aLLUThI

Heobxogumo noctaButek ¢nar «Beectn komnbioTep B AomeH GesonacHocTu». [anee, Heobxoammo
BblIOpaTb NyHKT «[omeH EgnHoro ueHTpa ynpaeneHusi». B cooTBeTcTBYOWME Nonst HE06XoaANMO BBECTU
ums cepsepa ELLY, kntou goctyna k b n uma APM, B cocTtaBe KOTOpPOro HeoOXoauMO BBECTM MOAYIb,
M HaxaTb kHonky «[danee». Ecnn umsa cepsepa ELLY BBeaeHO HEBEPHO, TO MO 3aBEPLLUEHUIO YCTAHOBKU
C3M B obGnactn yBegomneHui nosiBATCA coobuieHne o6 owunbke BBOAa KomnbkoTepa B [domeH
©esonacHocTn (puc. 124).



52|
I, Dallas Lock 8.0

| KomnewTep sawmwen C3l14 Dallas Lock 8.0 X |

Owwnfka BE0QA KOMNLOTERE B goMed GesonacHocT! X
(¥kasaHHbll CcEpBEep HEJOCTYNEH)

Puc. 124. Ownbka BBoga komnbtoTepa B b

Ecnu npouecc Beoga moayns B [1b npowen ycnewHo, To B gepeBe obbektoB [JomeHa 6e3onacHocTu
B rpynne «HepacnpegeneHHble ob6bekTbl» MosABUTCA HOBbI APM ¢ ykasaHHbIM MMEHeM, B KOTOPOM
3apeructpuposaH moayns C3W Dallas Lock 8.0.

9.1.2BBopa yctaHoBneHHoro moayns Dallas Lock 8.0 B 1B

[na BeBoga moayna B 16 yepe3 060n04ky agMmMHUCTpaTopa Heobxoanmo:

1. Y6eauTbes, uto cepBep ELLY goctyneH no cetw.

2. 3anyctutb obonoyvky agmuHucTpartopa Dallas Lock 8.0 Ha moayne.

3. OTkpbITb BKNagky «lMapameTpbl 6e3onacHocTM» — KaTeropusi «Bxoa». BeibpaTe napameTp «[omeH
©e3onacHoCTU» U HaxaTb Ha «CBolcTBa» naHenn «dencteus». OTKpoeTcs OKHO «HacTponkn gomeHa
©esonacHocTun» (puc. 125).

Hactpofikn gomera GesonacHocTH *

Wma gorena:

| | af

Cnu1cok cepsepos AOMEHE:

Cepeep GesonacHoCTH Cratyc

BeecTk B AoMeH | 3aKpbITh

Pwuc. 125. Hactponku 1B

4. HaxaTtb kHomnky «BBecTu B gomeH». OTKpoeTCcs OKHO BBOAA KNMEHTa B AOMeH 6e3onacHocTu (puc. 126),
roe Heobxooumo:
e BblbpaTtb NyHKT «[JoMeH EAnHOro ueHTpa ynpaBneHusy;
e BBeCTU UMs cepsepa ELLY;
e yKasaTb KN4 Jgoctyna k gaHHomy [1b;
e ykasaTb umMst APM, B cocTaBe KOTOPOro Heob6XxoaAMMo BBECTU MOLYIb.

Beog knweHTa B gomeH Be3onacHoCTH >

O [LomeH Cepeepos DesonacHoCTH

(®) [lomer EAMHOMO LEHTPa YNpaBneHts

Cepeep: ‘ 192.168.122.155 |

Knoy aocTyna: ‘ e |

s APM: ‘ APM_DL_8.0| |

Omnera

Puc. 126. Beog komnbtoTepa B 1B ELLY




Hanee Heobxoanmo HaxaTb kHoMky «OK», n, B criyqae ycnexa, Yepes HekoTopoe BpeMsi MosiBUTCH
coobLeHne 0 ToM, 4TO Moadynb ycnewHo BeeaeH B [1b (puc. 127).

Dallas Lock 8.0-C >

BEbIMOAHWTE NEPE3arpysKy, yToBEl BCE M3MEHEHKWA BCTYMWAK B

o KomneoTep BEEAEH B 40MeH Be30nacHoCTH, PekomeHayeToa
cHAY,

Puc. 127. CoobueHne o6 ycnewHom Beoge moaynsa B b

5. MNepesarpy3ntb MK ana noakntoyeHnsa u cuHxpoHmsaumm moayns ¢ Ob.

B nepese obbekToB [JomeHa 6e3onacHocTu B rpynne «HepacnpegeneHHble 06beKTbI» MNOSABUTCH HOBLIN
APM c ykasaHHbIM nMeHeM, B KOTOpOoM 3apermctpuposaH mogynb C3U Dallas Lock 8.0.

9.2 BbiBOoa moaynsa us 1b

BeiBect moagynb C3W Dallas Lock 8.0 ns lomeHa 6e30nacHOCT MOXHO criegyoLwwmmMmm cnocobamu:
e c nomoubto koHconu ELLY (cm. «HacTporika moaoynsi»);
e 4epes obonouky agmuHucTpatopa C3U Dallas Lock 8.0.
[nsa BbiBOga Moaynst Yepes 000104Ky agMUHUCTPUPOBaHUS HEOOX0AUMO:
1. 3anyctuTtb 060104KYy aAMUHUCTPUPOBAHMS HA MOAYIIE.
2. OTKpbITb BKNagky «[MapameTpbl 6e3onacHocTM» — kateropus «Bxog». BeibpaTe napametp «[omeH

©es3onacHoCcTU» U HaxaTb Ha «CBorcTBa» naHenn «dencteusi». OTKpoeTcs okHO «HacTponkn gomeHa
©esonacHocTun» (puc. 128).

Hactpoiikn gomena BesonacHooT >

Wma pomeHa:

| OomeH_BesonacHocTi

Cnwcok. cepeEepos AoMEHA!

Cepeep Ge30nacHOCTA Cratyc
Elf| ohad-win2016-34: 17500 NoakmoYeEH
BriBECTH M3 AoMeHa JaKpeITE

Puc. 128. Hactponkun [1b

3. Haxatb «BbiBecTn u3 gomeHa». OTKpoeTCA OKHO Afs NoATBepxAeHus BbiBoga moayns u3 Ob
(puc. 129).

Dallas Lock 8.0-C

Bl yE2peHEl, 4TO XOTHTE BLIESCTH KAMEHTA M3 40MEHa
BezonacHoCTK?

ber

Puc. 129. BeiBog moaynsi us b




4. HaxaTb «[a». [NoasuTcs cooblieHne o ToM, 4To Moaynb ycnewHo BeiBeaeH ns b (puc. 130).
Dallas Lack 8.0-C hod

o KoMOeiTEp YCNEWHO BRIBELEH W3 JOMEHE BE3IONACHOCTH.

Puc. 130. CoobuieHune 06 ycnelwHom BbiBoAe moayns u3 [1b

B koHconn ELY ypmaneHHbln moaynb nepemectutcda B 6asoBylo rpynny «YAaneHHble O6beKTbi»
nepesa [b.
MpumeyaHume. MNpu oTCyTCTBUM CETEBOrO NoakNtoyYeHns k Cnyxbe ELLY, mogynb moxeT 6biTb
BbiBegeH n3 [lomeHa 6e3onacHoctn ELLY npuHyguTensHo. MNpu atom, B KoHconu ELLY Takon
MOZYyIb NPOJOIIKUT OToBpaxaTbCs, HO ero ctaTyc 6yaeT «HegocTtyneH».
MoaTtomy, Kaxadblh MOAynb, BbiBEAEHHbIM M3 cocTaBa [1b BO Bpems OTCYTCTBMA CBSA3U
co Cnyx6own ELLY, Heobxoamnmo AoNonHUTENLHO yaansaTb BpyyHyto n3 KoHconu ELLY.

9.3 YpaneHHoe pa3BepTbiBaHue C3U Dallas Lock 8.0

CyllecTByeT BO3MOXHOCTb BbINOMHUTL YycTaHoBky Dallas Lock 8.0 uUeHTpanu3oBaHHO Ha OAMH WK
HeCKOJbKO KOMMbIOTEPOB, PacnosioKeHHbIX B ogHoi JIBC.

YpnaneHHas YCTaHOBKa BO3MOXHa B CleayoLlmnx BapnaHTax:

® LIeHTpann3oBaHHO — AOnd rpynnbl KOMNbOTEPOB, MMEKWLWKUX OAMHAKOBble MMEHa W naponu
agMmuHucTtpatopa OC;

e [ON1S1 KOMMBIOTEPOB, MMEILLMX MHANBMAYANbHbIE MMS U Naponb agMuHucTpaTopa OC, yaaneHHyo
YCTaHOBKY CrieflyeT BbINOMHATL OTAENbHO OT APYruX.

9.3.1YpaneHHoe pa3BepTbiBaHMe C NOMoOLLbLIO KoHconu ELLY

MpumeyaHue. Mo ymonuyaHuio B onepaumoHHbIX cucteMax HadmHas ¢ Windows 7 goctyn
K yAaneHHOMY KOMMbKTEPY Mog JOKanbHOW Y4eTHOW 3anucbio 3anpelleH. MoapobHyto
MHpopMmaumo 06 3TOM OrpaHMYEHUN MOXHO HaWTW Ha oduumanbHomM canTe CnpaBku
n nogaepXku komnaHum Microsoft no apgpecy https://support.microsoft.com/kb/951016
(Ha aHrnunckom A3bike).

Ona paspelweHns yaaneHHoOro nOAKNIOYEHNS MoA4  NOKarnbHOW YYETHOW  3anucbio
HeobxoaMMo B pefakrope peecTpa no nyTu
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Syste
m co3gatb kntod Tuna dword ¢ nmeHem LocalAccountTokenFilterPolicy co 3HavyeHnem «1»
(«LocalAccountTokenFilterPolicy»=dword:00000001) 1 nepesarpy3antb  KOMMNbIOTEP.
B kpynHbIx ceTax ¢ AD gaHHOe 3HaYeHue MOXHO pacrnpoCTpaHUTb Yepes NOMUTUKU.

BHumaHue! Mo ymonuaHuio yganeHHoe pasBepTbiBaHME BbINOMHAETCA Yepe3 nopt 445.
Ons atoro Ha ueneBbix TC B bpaHgmayape Windows Heobxoanmo paspelumnTb Bxogsime
nogkrtoyeHus onga noprta 445.

BHumaHue! [ns Heckonbkunx uLeneBblXx TC UeHTpanM3oBaHHY0 yAaneHHyl YCTaHOBKY
MOXHO OCYLLEeCTBUTb TOSNbKO MPU BbIMOMHEHUW CAEAYOLWUX YCIOBUNA:

e uenesble TC BxoaaT B 10T e gomeH AD nnn LDAP, yto n APM ¢ ELJY Dallas Lock;
e U3BECTHbl UMS MOMb30BaTENS U Naposib AOMEHHOW YyYeTHOW 3anucu C npaBaMu
agMVHUCTpaTopa JOMeHa.


https://support.microsoft.com/kb/951016

BHumanue! [1na BBoaa knveHTa B AomeH 6e3onacHoctn ELLY B none onpeaenenuns gomeHa
yKa3sblBaeTCsi UMs NMoSib30BaTeNs U JOMEH, B CBSA3M ¢ YeM Ha knneHTe C3W HC/ Dallas Lock
8.0 He gonyckaeTcsa Hanmuue npobena B umeHun nonb3oBatens OC.

BHumanue! Ha knneHte C3UM HC[ Dallas Lock 8.0 He nogaepxuBatoTcs NosfHbIe MeHa
OOMeHa — He [onyckaeTCs Hanmunme TOYKM B UMeHU gomeHa. [lpu HeobxogmmocTu

yKasaHMW JOMEHHOIo NorMHa B MacTepe paseopadneaHusa DL8.0 ncnonb3ayite 3anuck Buaa
domain\user.

IOnsa yonaneHHon yctaHoBkn C3UM HC[ Dallas Lock 8.0 Ha knvMeHTe ans y4eTHOW 3anucu agMmHucTparTopa
pornxkeH 6blTb 3agaH nNapornb. YCTaHOBKY Heo6XxoAMMO OCyLecTBRATb No npoTtokony IPv4, Ha MOMEHT
OOHOBNEHNsI N YCTAHOBKU MoAynen HeobxoomMmo OoTknunTe npotokon IPv6 Ha APM c¢ koHconbto ELLY.
[anee HeobxoaAUMO BbINOMHUTL CnegyroLiue Lwarm:

1. MNepea UeHTPanNM3oBaHHOW YCTAHOBKOW HEOOXOAMMO pa3MeCcTWTb Ha KOMMbKOTEPE, Ha KOTOPOM
3anyweHa koHconb ELLY, anctpnbytns C31 HC[ Dallas Lock 8.0.

2. 3anyctutb KoHconb ELLY oT umeHn agMuHucTpartopa.

3. Janee HeobGXx0AMMO OTKPbITb [MaBHOE MEHI KoHcomnu ELLY E — «YTUnutel» — «YaaneHHoe
pasBepTbiBaHue DL 8.0».

B oTkpbiBLLEMCS OKHE Heobxoanmo A06aBuTh Lenesble TC aAna yaaneHHoro passeptbiBaHus. TC MOXHO
[06aBUTb OOHUM M3 CcriedyloLLMX crnocoboB, Yepes:

e pYYHOW BBOA agpeca — [Ana 3TOro HyXHO 3anonHuTb nons «[lopt» n «Beeaute IP-agpec
UNN ceTeBOe MMS KOMMblOTEpay, 3aTemM HaxaTb kHonky «[JobaButb komnbtoTep» (puc. 131);
e MMMOPT M3 hanna — Haxatb «MMnopT u3 anna» n NPUKPenuTbL TEKCTOBLIN darin co cnmckom |P-
agpecos uenesbix TC.
MpumeyvaHue. [inga danina c IP-agpecamv BO3MOXEH crneayoLwwmin gopmat Cnmncka: B Kaxaomn
CTpoke harina moxeT BbiTb ykasaH TONbKO oauH IP-agpec 6e3 4ONONHUTENBHBIX CUMBOIIOB.
Mpumep:
192.168.0.1
192.168.0.35
10.10.112.55

O Mactep yaanenHoii ycranoskn Dallas Lock 8.0 — O *

CNUCoK KOMNbIOTEPOB
YCTEHOBKS CNMCKS KOMNBKOTEPOE ANA NOAKAKCYEHHA

MopT 445 |3

BeenuTe IP anpec MK CETEBOE MMA KOMMLIOTEPE

“ )

Puc. 131. Cnucok ueneBbix TC ansa yganeHHoro passeptbiBaHus C3UW HC[ Dallas Lock 8.0

KHonka «YganuTb» Heobxoamma anga yaaneHusa nobaesneHHbIx paHee |P-agpecos.
Mocne pobaesneHus uenesbix TC B CNUCOK, HEOBXOANMMO HaxaTb KHOMKY «[aneex.
4. 3anonHuTb NapaMeTpbl YCTaHOBKWU, KOTOpble OyoyT NPUMEHEHbI K MOAYNAM B MPOLECCE aKTMBaLMM
C3U HCL Dallas Lock 8.0 (puc. 132):
e IOrvH u napone agMuHuctpaTtopa OC Ha uenesbix TC;
e IIOTVH U Naporib cynepnonb3oBaTens (ONuUUoHanbHo).



O MacTep yaanennoi ycranoekn Dallas Lock 8.0 - [m| X

BBO[ aBTOPH3ALHOHHBIX [AAHHBIX
WUETHBIE AaHHLIE AAMUHWUCTPaTOPa oc KOMNEIOTEPOE KNMEHTOE

Wma

Mapone

D Co3aaTh HOBOro NONb30GETENA § KAHECTEE agMiHucTpaTopa MB

< Hasag fanee > OTmeHa

Puc. 132. MapameTpsbl yctaHoskm C3W HC[ Dallas Lock 8.0

Mocne 3anonHeHust Bcex HeobxoauMbIX Nonen HYXXHO HaXXaTb KHOMKY «Janee».

5. B cnegytowem okHe (puc. 133) Heobxoanmo ykasaThb:

e NyTb K ucxogHomy auctpmndytmey C3W HC[ Dallas Lock 8.0;
e  HOMEp NULEH3UN, KOTOPbLIV YKka3aH Ha obnoxke yTnaApa;
e KOO TEXHUYECKOW NoaaepKKM, KOTOPbIN yka3aH B NMCbMe, OTNPaBNEeHHOM Ha SMEKTPOHHYIO MOYTY.

Mpu Heo6xoAMMOCTM NPUMEHEHNS ONpeaeneHHon KoHurypaumm ona guctpnbytrea, MOXHO NOCTaBUTb
dnar «CoxpaHaTb HAaCTPOMKM OT MpedblayLien yCTaHOBKUY UNK ykasaTb NyTb K dhanny KoHurypaumm
ans C3U Dallas Lock 8.0. Ecnin none He oTmMeyeHO hnaroMm 1 He ykasaH nyTb K hanny koHdurypaumm,
npumeHsaeTcst KoHpurypaums «I1o ymonyaHuo», 4TO MMeeT CMbICI TONbKO Npu 0GHOBMNEHWMW.

Onsi BBoga mogynen B [lomeH 6e3onacHocTn ELLY cpa3sy nocne yctaHOBKM, MOXHO NocTaBuTb cpnar «Beog
B AoMeH 6esonacHocTu ELY», ykasaTtb umsa cepsepa ELLY v kntou goctyna k 6. 3atem Haxatb «[Janee».

Ecnu pgaHHble ans BBoga moaynsa B OB ELLY (B Tom uucne kntoy goctyna) ObinM ykasaHbl HEBEPHO,
TO ycTaHoBKa OyaeT npuoctaHoBneHa. KHonka «[anee» OygeT HeakTMBHa A0 TeX MOp, MoKa AaHHble
ansi eoga B [1b ELLY He 6yayT BBeaeHbl BepHo. UTOObI NpodomkmTh ycTaHoBKY 6e3 BBoga moaynsa B b
ELLY HeoBGxoanmo cHATb donar «Beoa B goMeH 6e3onacHocTn ELLY ».



O Mactep yaanennoi yeranosin Dallas Lock 8.0 - ] X

MapaMeT pel yCTaHOBKH
Beifiop ycTaHosouUHoro Gaiing M NapaMeTpoE YCTAHOBKA

McxoaHeIR AMCTpUEYTUE

Homep nrueHsm

Kon Texnoanemsin

COXPEHATE HACTPOMKK 0T NPEALIAYILEA YCTEHOBKN

BriGpats

D Bson B nomer hiesonacrocTy ELLY

< Hasap fanee > Otmmera

Pwuc. 133. Beibop yctaHoBouHoro dparna C3M HC Dallas Lock 8.0

6. B cneaytowem okHe (puc. 134) MOXHO HACTPOUTb AOMOSNTHUTENbHBLIE MAapaMeTpbl YCTAaHOBKW, TakMe Kak:
e nepesarpyska yOaneHHOro KOMMblTepa Mocrne YycTaHoBKW. [locTaBneHHbI B OkHe dhnar
no3BofsieT aBTOMATUYECKN Mepe3arpy3nTb KOMMbIOTEP MOcMne 3aBeplleHnsl YCTaHOBKU
C3MW Dallas Lock 8.0 no ncreuyeHunto ycTaHOBEHHOIO BPpEMEHU, MHA4Ye KOMMbIOTEP AOSMKEH ObITh
nepesarpyxeH nonb3oBaTenemM CaMOCTOATENbHO;
e coobueHne ansa nonb3oBatenen. CoobLieHne, ykazaHHOe B AaHHOM OKHe, ByaeT noBTopATbCA
C 3aflaHHbIM MHTEPBAoM, AN NoNb30BaTeNeNn, Ha YbNX KOMMbIOTEPAX MPOM3BOAUTCS YCTAHOBKA
C3W Dallas Lock 8.0.

3aTteM HaxaTtb KHOMKY «YCTaHOBUTbY.



U Macrep yaanentoi ycranoskn Dallas Lock 8.0 — X

[lononHNTENbHBIE NAPaMET Dbl YCTaHOBKH
Biifiop AONOAHUTENLHLIA NAPEMETPOE YCTAHOSHK

ArPYSUTE YAANEHHEI KOMNHOTED MoCne YCTaH

MepesarpyanTe Yepes (MuH.) 15

Ananasor oT 1.40 999999

CooblueHue AnA nons3osaTensi

MoBTopATE coofiuleHue yepes (MuH.) 05

Auanazon or 0 o trepesanpyswa, O - He MosTopATS

< Hazan YcTaHosnTs OTMeHa

Pwuc. 134. NononHutensHble napameTpsbl yctaHoBkn C3U HC[ Dallas Lock 8.0

7. Danee MOXHO NnpocMaTpuBaTbh COCTOSIHUE NpOLLeCca YCTAHOBKM ONSA KaXXAoro knueHTta (puc. 135).

O MacTep yaaneHHoii yetaHosku Dallas Lock 8.0 — x

Mpouecc ycTaHOBKK

IP agpec DMS uma Mpouecc

192.168.12.133 ESKTOP-... ABTOpPWZALMA NOB3CEATENEM

3aBEpUWHTL OTHEeHa

Puc. 135. NIHopmauust o xoae LeHTpannu3oBaHHOW yCTaHOBKM cpeacTBamu ELLY

8. o OKOHYaHMIO Mpolecca LEeHTPanM3oBaHHOW YCTAHOBKU MOSBATCA COOTBETCTBYHOLME KOMMEHTapWM
YOAYHOTO UMW He yAa4yHOro 3aBepLUEHNUs onepauuu.



9.3.2 leHTpanu3oBaHHas yctaHoBKa cpeactBamu Active Directory

CpeactBamn Microsoft Windows Bo3moOxHa LieHTpanu3oBaHHas yctaHoBka Dallas Lock 8.0 Ha paboune
CTaHumu, Bxoaswume B coctaB KoHTponnepa gomeHa. Heobxoanmble ons yCTaHOBKM AENCTBUS BKIOYAOT
B cebs:

dopmumpoBaHue danna yctaHoBku B KoHconu ELLY.

CospgaHune Toukn pacnpocTpaHeHus Ha KoHTponnepe AoMeHa.

Cos3paHue 06bekTa rpynnoBor NONUTUKM ANA LLEHTPanM30BaHHOMW YCTaHOBKM cpeacteamu AD.
KoHcpurypaums n npumeHeHne rpyrnnoBov NOMUTUKN.

9.3.2.1 NoparoToBka msi-guctpuoyrmnesa DL8.0 ana AD

B ELLY cywectByeT BO3MOXHOCTb noarotoButb amctpmbytms C3W Dallas Lock 8.0 gna yctaHoBku
cpencteamu Active Directory.

Mepen Hayanom NOAroToBKM ANCTPMOYTUBA HEOHXOOUMO Ha KOMMbIOTEPE, HA KOTOPOM 3anyLLeHa KOHCOMb
ELY, pasmectutb anctpudytus C3UM Dallas Lock 8.0.

MpumeyaHue. Bo3moxxHocTb co3gaHms auctpmbytmea C3U Dallas Lock 8.0 ans yctaHOBKM
cpeagctBamm Active Directory B koHconn 3anyweHHon nog OC Linux 3abnokupoBaHa.
CospaHne guctpubyTtrnsa Bo3mMoxHO Tonbko nog OC Windows.

[ns BbINOMHEHWs NOArOTOBKM ANCTPMOYTMBA HEOBXOAMMO OTKPbITb FMaBHOE MeHo koHconu ELY E -
«YTmnutel» — «[logrotoBute auctpubytme DL8.0 ans AD». lNosaButcs okHO «Mactep noaroTtoBku
anctpubyTtusa Dallas Lock 8.0 ans Active Directory» (puc. 136).

O Mactep noarotoskmn guctpuiytuea Dallas Lock 8.0 gna Active Directory — O *

BBo[, aBTOPH3aLMOHHBIX [aHHbIX
Y4eTHblE AaHHBIE AAMMHMCTPaTOPa OC KOMMLIOTEPOB KIMEHTOB

Wma ||

Mapone

D Co3aaTh HOBOMO NOMb30BATENA B Ka4ECTEE aAMMHMCTpaTopa MB

lanee > Otmena

Puc. 136. Hayano nogrotosku guctpmubytnsa C3U Dallas Lock 8.0 ans AD

B okHe obsi3aTenbHO YKa3aTb y4€THble JaHHble aMUHUCTPaTopa oC KOMMNbOTEPOB KITMEHTOB.

Takke CylLUeCTByeT BO3MOXHOCTb MocTaButb ¢nar «Cos3gaTb HOBOrO MOMb3oBaTens B KayecTse
agMuHucTpatopa By, 3agatb UM y4eTHO 3anvMcu agMUMHUCTpaTopa MHopMaLUMOHHON Ge3onacHoCTM



W napornb Ang Hee. B pesynbTaTe 6yaeT NnpMHyaANTENbHO CO3aHa y4eTHas 3anncb Nonb3oBartens, kKotTopasi
OyaeT BbICTynaTb B pONnu cynepagMmHucTpatopa nocne ycraHosku (o6HoBneHust) C3U Dallas Lock 8.0.
Mocne 3anonHeHns Bcex obs3aTenbHbIX NOSen B MPaBOM HKHEM YIily CTaHeT AOCTYMHa KHonka «[anee»
ONd nepexoaa K creyoLlemy Lwary noarotoBku AncTpubyTtuea.

O MacTep nogrotoekn guctpubytuea Dallas Lock 8.0 gna Active Directory - m} X

NapaMeTpbl yCTAHOBKH
Brifiop ycTaHoBouHOro $aiina v NapaMeTpos YCTaHoEKK

WoxogHeiA ancTpubyTre

HoMep nMUEeH3MIK

Koa TexnogaeprkM

COXpEHSATE HACTPOIKKM 0T NPEALILYLLER YCTAHOBKN

BriGpats

D Beon B nomer GesonacHocTi ELLY

< Hasag [anee > OTtmena

Pwuc. 137. Beog napameTpoB Ans anctpnbytusa

Ha BTOpOoM Liare NOAroToBkM AUCTpMOyTMBa HEOOXOAMMO yKasaTb napameTpbl YAaneHHOW YCTaHOBKM,
KoTopble 6yoyT npumMeHeHb k LenesbiM TC nocne aktneauum C3U Dallas Lock 8.0 (puc. 137):

e [lyTtb k ucxogHomy anctpmbytuey C3U Dallas Lock 8.0.

e HOMEp NULEH3UN, KOTOPLIN yKka3aH Ha obnoxke yTnapa;

e  KO[ TeXHUYEeCKOW NOAAEPXKKM, KOTOPbIM yKa3aH B NUCbMe, OTNPaBNeHHOM Ha 3NEKTPOHHYIO MOYTY.
Mpu HeobxoOMMOCTM NMPUMEHEHUS ONPeaEeNeHHON KOHUrypaumm ans guctpmbytmea, MOXHO NOCTaBUTb
dnar «CoxpaHATb HACTPOWMKM OT Npeablayllein YCTaHOBKM» UMK yKasaTb NyTb K hanny KoHdurypaumm
ana C3U Dallas Lock 8.0. Ecniv none He oTMeyeHo ¢raroM M He ykasaH nyTb K danny KoHpurypauumu,
npumeHsieTcs KoHgUrypaums «Io ymonyaHuo», YTo MMEET CMbICH TONbKO NpU 0GHOBINEHUN.
Mpun HeobxoammocTn BBoAa B AoMeH ELLY moxHo noctaBuTb chnar «Beog B gomeH 6e3onacHocty ELLY »,
ykasaTb ums cepsepa ELLY u kntou goctyna k AB.
Mocne 3anonHeHus Bcex 00a3aTenbHbIX MOMEN B MPAaBOM HUXKHEM YrIy CTaHET AOCTYyNHa KHonka «danee»
ANsi nepexofa K cneayoLemy wary noaroToBku aucTpmbyTtuea.



O MacTep nogroToskm gnctpubytuea Dallas Lock 8.0 gna Active Directory - X

[lononHNTENbHBIE NapaMeT pbl YCTaHOBKH
Brifiop AONONHUTENEHEI NAPEMETPOE YCTEHOBKK

[[] NMepesarpysuTs yaaneHHsIi KoMNLHOTEP NOCTE YCTAHOBKM

MepesarpysuTh 4epes (MH.) 1+

CoofileHne AnA nonb3oeaTensd

OBTOPATL O

Puc. 138. Hactponka napameTpoB nepesarpysku

Ha cnegywowem ware noAroToBkM  AUCTPUMOYTMBA  yKasblBAlOTCS  NapaMeTpbl  Nepesarpysku
npu nHctannauum (puc. 138).

MocTaBneHHbIn B okHe dnar «llepe3arpy3antb yOaneHHbI KOMMbIOTEP NOCIe YCTAaHOBKW» MO3BOMNSET
aBTOMaTUYeCcKu nepesarpy3mTb KOMMbOTEp nocne 3aseplueHusa yctaHoBku C3WM Dallas Lock 8.0
MO UCTEYEHUID  YCTAHOBMEHHOIO BPEMEHW, WHa4ye KOMMbIOTEP [OOIMKEH OblTb  nepe3arpyxeH
nonb3oBaTefnieM CaMoOCTOATENbHO.

Takke B AaHHOM OKHE 3afaeTcsd MPOWM3BOJSIbHOE COOOLEHVME U MHTepBari, Yepe3 KOTopbI OHO Gyaet
NOBTOPATLCSA, AN NONb30BaTENEN, HAa YbMX KOMMbIOTEPaX NPoM3BoAMTCA ycTaHoBka C3U.

[nsi npodormkeHns NoAroToBKUM ANCTpMOYTUBa HaxaTtb «[1ogrotoBWTb», NMOCre 4Yero NosiBUTCA OKHO, B
KOTOPOM HeoOBX0OMMO yKka3aTb ANPEKTOPUIO ANsl COXPaHEHUS OANCTPMOYTUBA.



O MacTep nogrotoekn gucrpuBytuea Dallas Lock 8.0 gna Active Directory - X

PeszynbTaTt noAroToBKuM

OBHOBNEHWE MSi YCMEWHO 3EBEPLIEHD
BAMHO: Mpu HECTPOIKE rpyNNOB0i NONMTHKK Ha KOHTPONNEPE AOMEHE,
OUCTPUEYTHE ANA YCTSHOBKKM HeobxoaMMo A0GEEMTE B pazaen "KoHbUrypaLwma KoMneoTepa”,

LMcTpuBYTHE PACTIONOKEH:
C:Users/Public/Documents/DallasLocks. OK-AD . msi

< Hazaa 3aBepLMTE OTtMeHa

Puc. 139. 3aBepLueHne noaroToBkM ANCTpubyTMBa

MosiBMTCA OKHO C coobleHnem o6 ycnewHoM O6GHOBMEHUM AOUCTpUOYTMBa [AONs ycTaHoBku AD.
OncTpubyTne GyaeT pacronoXxeH no nyTu, ykazaHHOMY B okHe (puc. 139).

MoaroToBNeHHbIV AMCTPUBYTMB HEOBXOAMMO MnepeHecTM Ha KoHTpornnep gomeHa Windows Server,
C KOTOpOro ByaeT NpoM3BOAMTLCS YAaneHHas yCTaHOBKa.

Hanee Heobxo04UMO NPUCTYNUTbL K HACTPOMKaM HENOCPeACTBEHHO Ha KOHTpornepe AomMeHa B cnyxbax AD.

9.3.2.2 Co3paHue ob6beKTa rpynnoBoun NOSIUTUKMN

Ha koHTponnepe AgoMeHa Heobxoaumo co3gaTtb OOBLEKT FpynmnoBOW MONMUTUMKM ANS pa3BepTbiBaHMSA
Dallas Lock 8.0.

1. Ons storo B cnyxbax AD Heobxoammo OTKpbITb ocHacTky «Active Directory — nonb3oBaTtenu u
KoMnbloTepbl». [lanee HanTM nnu co3gaTb noAapasgeneHue, Kotopoe byaet cogepkaTb KOMMbIOTEPSI,
Ha KoTopble TpebyeTcst yCTaHOBUTL cucTemy 3awwmTsl (puc. 140, puc. 141).



| Active Directory - nonbsoEaTenn n KoMNBHOTEDB

@aiin  Jdeiictene  Bug  Cnpaska

e HE OB HEI T aETER

] Monesosatenn i komnsroTepbi |
| Coxpanennbie zanpoce
9 secdomair

Wiran Tun

Jenernposanne ynpasaeHns..,
HaiiTu...

CMEHWTE AOMEH...

CMEHUTE KOHTPONNED AOMEHA. ..
MosbickTe pexknm paboTol 4oMEHE..

Xo3nesa onepauii...

Cozgate

Bece zapaun
Bua

QbHoBNTE

3KCNopTUPOBaTE CINCOK. ..
Ceoiictea

Cnpaska

< >

CoszgaHue HoBoro obbekTa...

[ Builtin builtinDomain

ae

Onucanne

Default container for up...
Default container for de...
Default container for sec...

Default container for ma...
Default container for up...

KomneroTep

KoHTakr

Mpynna

InetOrgPerson
msDS-ShadowPrincipalContainer
mslmaging-P5Ps

Mcesaonum ouepean MSMQ
Moapaspenchne

MpuHTep

Menssceatens

OBLuan nanka

Puc. 140. Co3gaHue nogpasgeneHus B AD

Hoeblii obwexT - MNogpasgeneqne

~ Cospats B: secdomain.ad/

Wnn:

|maDu

ZAWLMTUTE KOHTERHED OT CNTYYaiHoro YOAneHA

Cmvexa Crpaexa

Puc. 141. ms HoBoro nogpasaenennsa B AD

2. B aTo nogpasgeneHue nepeHecT Heobxoanmble KOMMbOTEPLI C MOMOLLbI DYHKLMM U3 KOHTEKCTHOMO

MeHio «lMepemecTutb» (puc. 142, puc. 143).




| Active Directory - No/B30EaTENN W KOMIETERE

Qaiin  Jeiictene  Bug  Cnpaexa

e« 253 4 XEHmEl 1

BETER

: Monesosatenn KOMMBHTEDDI i
| CoxpaHeHHsie 3anpockl
v F3 secdomain.ad
| Builtin

Tun Onucanue

JoBasnTb B rpynny.

OTentounTte YHETHYH 3anUCk

| Computers
= | Domain Controllers BrnrounTs yuethyto 3annce
| ForeignSecurityPrincipal: MepemecTuTs. ..
| Managed Service Accour Ynpaenerue
| Users
37 InstDL Bce 3agauqn
Beipesats
Yaanute
CeoicTea
Cnpaexa

Pwuc. 142. TTyHKT KOHTEKCTHOro MeHto «lepemecTuTb...»

MepemecTuTs >

MepemecTiTs 06bEKT B KOHTEAHED:

[=-3 secdomain
| Builtin
Computers
Domain Controllers
ForeignSecurityPrincipals

Managed Service Accounts
| Users

OmasHa

Puc. 143. MepeHoc pabounx cTaHuuin B nogpasneneHve

B cosgaHHOM noapasgeneHumn NosiBUTCSA CNUCOK C HEOOX0AMMbBIMY KOMIMbOTEPaMMU.
Takum o6pas3oM, cosaaH 0ObEeKT rpynnoBoii NONMUTUKN AN pa3BepTbiBaHus M0.

BHumaHue! [N KoppekTHOW ypaneHHoOW ycTaHoBku msi-cpaina C3U Dallas Lock 8.0,
nogpasfgeneHune cnegyeTt co3faBaTb MMEHHO Arsi KOMMbIOTEPOB, a HE A1 MoNb30BaTenen.

9.3.2.3 Co3aaHue rpynnoBOW NOJIUTUKU

Tenepb Ansi BbIOpaHHOro nogpasfeneHnss HeobxoaMMo €o34aTtb FPYMNMOBYH MOMMTUKY, C MOMOLLbIO
KOTopow 1 6yaeT NponcxoanTb yaaneHHas yCTaHOBKA CUCTEMbI 3aLLUThI.

Co3gaHue M pefakTMpoBaHWe rpynrnoBbIX NonuTuk o6bektoB AD B Windows Server ocyllecTBnsieTcs
U3 OTAENbHOW KOHCONMW.

1. [Onsa cosganusa rpynnoson nonutukm B Windows Server Heo6X0AMMO OTKPbITb OCHACTKY (UITM KOHCOSb)
«YnpaBneHve rpynnoBon nonutukow». B pgepeBe koHconn HeoOXOAMMO pas3BepHyTb Yy3en
HeobxoaMMOoro JomeHa 1, BbibpaB co3gaHHoe nogpasaeneHune, NpaBon KHOMKOW MbllW HaXXaTb MYHKT
MeHo «Co3gaTb 0OBbEKT rpynnoBoOv NONIMTUKA B STOM JOMEHE U CBA3aTh ero...» (puc. 144).



=L Ynpaenenne rpynnosoii nonutukoi — O X
_.é ®aiin  [eicreme  Bug  Owno  Cnpaska - &
=% |m & H

' ¥npasnenue rpynnogoii nonutikoil || YnpaeneHwe rpynnoEoi NONMTUKONM
v _ﬁ Nec: secdomain.ad

Comepxumoe
v
-] ,ﬁ-lOMEHbI . -
w 3 secdomain.ad Wra
5 . .

az Default Domain Policy _i\‘ﬂec:secdomain.ad

2 | Domain Controllers

j Co3aaTe 0GBEKT rpynNNoBoi NOAMTHKW B 3TOM AOMEHE W CBA3ATE EMC..,

= CEA3aTE CYLLECTBYHLLMIA 0OBEKT rpynNoBoi NoAMTHKM...

=i EnokMpoBaTk HacneqoBaHNE

{1 Caii OBHOBNEHNE rPYNNCEOI NOAMTHKN. ..
e Moae 3
& Pesyn MacTep mogenupoesaHna rpynnoecid NoAWTHUEN...
Cozgate nogpazaencHne
Hoeoe okHo oTcroga
Yaanute
Mepenmenoeate
OBHOBNTE
Ceoiictea
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Pwuc. 144. KoHconb ynpasneHus rpynnosow nonuTtukon Ha Windows Server

2. B nosBuBLlIEMCHA OkHE HeobXxoouMMO BBECTU MMsS HOBOW rpynnoBowW nonutuku. B none ¢ ucxogHbim

00BLEKTOM rpynmnoBON MOMUTUKM Hu4Yero Bblibupate He criegyeT. B cnvcke 06bekToB nosiBUTCH
cosgaHHas rpynnosas nonutuka (puc. 145).
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Puc. 145. HoBbIn 06bEKT rpynnoBOW NOSIMTUKK, CBA3AHHbIV C NogpasaeneHmem

3. Takum obpa3om co3gaHa rpynnoBas nonuTMka Ang noapasgeneHnss komnbiotepos B OC
Windows Server.

9.3.2.4 Co3paHue UCTOYHMKA YCTaHOBKMU

Tenepb H606XOL|,I/IMO onpepnenntb Tak Ha3blBa€MbI UCTOYHUK pacnpocTpaHeHua naketa uin yCtaHOBKU
cchopmumpoBaHHoro msi-chavina Ha cepepe Windows. 310 gomkHa 6bITk 00LLas ceTeBas nanka, K KOTopon
paspeLleH AOoCTyN CneayowWwmm rpynnam nonb3oBaTenei:



e  agMUHUCTPATOPLI;

e npoLlueallne NpoBeEPKY;

e [onb3oBaTenu JoMeHa.
PekomeHayeTcs MCNOMb30BaTh B KAYECTBE TOYKM PACNpPOCTPaHEHUS KOHTENHEDP MECTOHAXOXAEHMS CaMOM
rpynnoBon nonutnkni. OnpegennTb NyTb K Narnke co CKpUnTamm rpynnoBO NOSAUTUKN MOXHO PasfnyHbIMA
cnocobamu.
1. BHauane Heobxoammo onpefenvTb YHUKanbHoe Ums rpynnoBOn NOAUTUKM.

B OC Windows Server onpegenntb yHUKansHoe MMs (yHUKanbHbIA KOA) rpynnoBON NONIMTUKA MOXHO
yepe3 KOHCONb YyMnpaBrieHUsi rpynnoBbIMA MOSIUTUKAMW, BbiAENUB HeobXoaMMyK MNOMAUTUKY
M OTKpbIB BKNagky ceoncts «CegeHusa» (puc. 146).
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Puc. 146. HoBbIn 06EKT rpynnoBOW NONUTUKKU, CBA3AHHbIV C nogpasaeneHmem

Mankn-koHTEeNHepbl FPYNMoBLIX MOMUTUK pacnonaralTcs B cucteMHon nanke «SYSVOL». Ota nanka
aBnaeTca obLier nankom B cOCTaBe O4HOro AoMeHa crnyxbbl katanoroe AD. lNMoatomy ee cBowncTBa
COOTBETCTBYIOT €QMHON TOYKE pacnpoCTpaHeHus.

2. Oanee HeoOxoouMO oMNpefenuTb CETEBYHD MNanky C CO30aHHOW COOTBETCTBYIOLLEN TIPYMNnoBOn
NONUTUKON ANSA YAaneHHOW YCTaHOBKN CUCTEMbI 3aLLUmThl (puc. 147).

| 1+ = | {95DC953D-BCRE-41EA-BDE0-6TD3AIF02225)
InasHaA MogennTeca Bug

< A AWin-Stmth6d2dfhSY SV O L\secdomain.ad\Policies\{ 330 C9530-BCB6-H EA-BDGD-67D3A3IR02229
# BuicTpelii gocTyn Wman [ara nameHenna Tun
I PaGounii cton Machine 24.03.2020 11:11 Manka c dainam
; 3arpysku User 20.03.2020 21:10 Manka c daidnam
2 Aokymese ] GPT.MI 24.03.2020 11:18 MapameTtpel KoH

=| MzoBpaxenna

System32

I PaBounii cron
& superadm
[ 3rot komneroTep
share (192,168.173.131 (testpcwing))
o sysvol (WIN-STMTHBDZDFD)
B Buaeo

=

Puc. 147. PacnonoxeHue nankn-KoHTenHepa rpynnoBon NOAUTUKN



B nankax rpynnoBbix MNONUTWUK pacnonaraeTtca katanor Adm, cogepxawmin wabnoHsl *.ADM,
ucnonb3yemble B obbekTax rpynnoson nonutuku, a take nankmu MACHINE n USER, Bkniovatowme
B cebs palnkl co cneumanbHbIMU NapaMeTpamu.

3. B nanke MACHINE HeobxogMmo pacnonoxuTb co3gaHHbii  Ha  ELlY  guctpubyTtue
ana C3U Dallas Lock 8.0 (msi-cpaiin) (puc. 148).
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Machine

User

scripts

Pwuc. 148. MNMepeHoc msi-gucTpubyTrea B Nanky rpynnoBoi NONUTUKN

Taknm obpa3som, OblfT co3aaH UCTOYHUK YAarneHHON yCTaHOBKM cucTembl 3awmTbl Dallas Lock 8.0, koTopbiin
B kKOHTekcTe Microsoft umeeT Ha3BaHue « Touyka pacnpocTpaHeEHUN».

9.3.2.5 HacTtpo#uka rpynnoBow NOSIMTUKU

Tenepb HEOOXOAMMO U3MEHUTb CO3[aHHbIN 0GBLEKT rPYNMNOBOI NMONMUTUKKN AN passepTbiBaHus 0.

1. B Windows Server pegaktop 06bEKTOB rpynnoBOM MOMUTUMKA OTKPbLIBAETCA B KOHCOMNMW YnpaBneHus
rpynnosbiMu nonuTukamu. Heobxogmmo BbIOGpaTb CO3OaHHYK MOMAWUTMKY MPaBbiM LUEMYKOM MbILLK
N HaXkaTb B MOSABUBLUEMCS] KOHTEKCTHOM MeHI0 «3meHuTb» (puc. 149).
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Pwuc. 149. BbI30B KOHTEKCTHOrO MeEHI0 B KOHCOMNU ynpaBrneHns rpynnoBoi NONUTUKON

OTkpoeTcs HeobxoamMmMoe OKHO pefdakTopa. B gaHHOM okHe B AepeBe napameTpoB TpebyeTcs BbibpaTb
yCTaHOBKy nporpamm (puc. 150).
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Pwuc. 150. OkHO pegakTopa rpynnoBOn NONUTUKA

2. Janee B npaBoM none OkKHa YCTAHOBKM MPOrpaMm C MOMOLLbIO KOHTEKCTHOrO MEHI0 co3aTtb nakeT
YCTaHOBKW: HaXaTb nocregoBatensHo «Co3aatby, «lMakeT...» (puc. 151).
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Puc. 151. Co3gaHue naketa KoHUrypauum

3. C nomoubto nposogHuka Windows fo6aBuTb CeTeBOW MyTb K pacnpocTpaHAeMOMY YCTaHOBOYHOMY
nakeTy B obLlew nanke (NakeTy yCTaHOBLUMKA B TOYKE pacrnpoCTpaHeHus1), KOTOPbIN Bblnl pacnonoxeH
Tam paHee (puc. 152).
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Puc. 152. Bbibop pacnonoXeHnsa naketa yCTaHOBKM

4. BblbpaTb msi-nakeT n HaxaTtb KHOMKY « OTKPbITbY.

5. B guanoroBoMm OKHe BblOOpa mMeToda pasBepTbiBaHMS MporpaMMm Heobxoaumo BbIOpaTb BapuaHT
«Ha3Ha4YeHHbIV» N HaxaTb «OK» (puc. 153).

PazeepTeieaHle nporpamm x

BeiGepwTe MeToL pESEEDTRIEEHMA

My G NMuHBIR
() HasHAYEHHEI

() ocobibiil

BriGepuTe 3T0T NapaMeTn ANA HESHAYEHMKM ADNEIKE NPMN0XEHW
Ges uaMeHeHMA,

Omera

Puc. 153. Bbibop MeToaa pa3BepTbiBaHWUS Nporpamm

Cuctema pasBepHeT chOPMUPOBaHHbLINA (hann yCTaHOBKW. BbiBpaHHbIA 06LWNIA YyCTaHOBOYHLIN NakeT
NosIBUTCSA Ha NpaBoW NaHenu pegaktopa 06BbEKTOB rpynnoBON NONUTUKKM (pyc. 154).
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Puc. 154. NosiBneHne HasHa4YeHHOro nakeTta YCTaHOBKU B OKHE KOHCbVIpraLI,VIVI

Takum 06pasom, nponsBeaeHa KoHUrypaums ans rpynnoBon NONUTUKN yOaneHHON YCTaHOBKN CUCTEMb
3awmTbl Dallas Lock 8.0.

Tenepb ycTaHOBOYHbLIN MakeT OygeT ycTaHaBnMBaTbCcsA M3 oOLLel CeTeBOW Mankym Ha KOMMbTeps,
BXOAsILLME B COCTaB NoApasaeneHunsi C Ha3Ha4YeHHOW rpynnoBOM NONUTMKOW, yaaneHHo, npu 3arpyske OC.
YctaHoBka OyaeT npoucxoauTb C ABYMS nepesarpy3kamu 3TMx KomnbtoTepoB. lepas Heobxoguma
ANs NPYUMEHEeHNs Ha3HayeHHoW nonutukn. BTopas — kak ycnosue yctaHoBkum Dallas Lock 8.0 —
NpyHyAuTenbHas nepesarpyska.

lMocne  BTOpoOM  nepesarpy3km  Bxon ke  OygeT  OCywlecTBnATbCA  Ha  3alUMLLEHHbIV
cuctemon Dallas Lock 8.0 komnbtoTep.

9.4 YpaneHHoe obHoBneHune C3UN HC[ Dallas Lock 8.0

LleHTpanu3oBaHHOoe o6HOBNeHMe npegHa3HavyeHoO Ans OOHOBMEHWs 3aperncTpupoBaHHbIx B ELY
knueHToB Dallas Lock 8.0 (HaunHas c obHoBneHnus UK9 Ha WK10 u 1.4.). MonHomoumsaMKn Ha 3anyck
LeHTpanu3oBaHHOro 0o6HOBNeHUst obrnagaeT TOMbKO YMONHOMOYEHHbIV nonb3oBaTens ELYY ¢ ponbto
«AOMUHUCTPATOPY.

Mocne LEeHTparin3oBaHHOIo Unu JfiokaribHOro o6GHOBNEHUS Moayna Ha CﬂG,EI,leLLI,VIVI MK Ha CTOpPOHE KInneHTa
COXpaHAKTCA:

e Tekylliee pacrnonoxeHve moayns B gepese [1b;

e BCe paHee cobpaHHble XXypHansbl;

e  HACTPOEHHbIE NONUTUKM Be30onacHoOCTY;

e napameTpbl Y4ETHbIX 3arnmcen.
YcTaHOoBKY HE06X04MMO OCYLLECTBNATL NO NPOTOKONY IPv4, Ha MOMEHT OGHOBMNEHWSI U YCTAHOBKU MOAYIEN
HeobxoaMMo OTKNI4YUTL NpoTokon IPv6 Ha APM c koHconbto ELLY.
Ona yopaneHHoro o6HoeneHusa C3W HC[ Dallas Lock 8.0 He06x0aMMO BbINONHUTE CReaytoLmne warmu:

1. Heobxoaumo oTKpbITb rMaBHOE MeHto koHconn ELLY E — «YTUnuUTbI» — «YaaneHHoe obHoBneHue
DL 8.0».

2. B oTkpbiBLLEMCSI OKHE HEOHXOAMMO BbIOpaTh KIMMEHTOB, MOAYIM KOTOPbLIX HeobxoamMmo o6HoBUTL (Puc.
155). Heobxoanmbin 06BbEKT MOXHO HaWTXM MO MMEHM 4Yepe3 MOMCKOBOK CTPOKY MM MpY MOMOLLM
aepesa knneHToB Dallas Lock 8.0, noctaBuB HanpoTUB HYXXHOIO KNMeHTa pnaxok.
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Pwuc. 155. OkHo BbIbopa Mogynew Ans o6HOBNeHUs

3. 3anonHuTbL NapaMeTpbl, KoTopble OyayT NpUMeHeHbl K MoaynsMm B npouecce obHoeneHnss C3M HCL
Dallas Lock 8.0 (Puc. 156):
o none «Mms» gna BBoga normHa agmuHucTpartopa 6esonacHoctn mogynsa Dallas Lock 8.0 (none
06s3aTensHO AN 3anonHeHns);
e none «lMaponb» Ansa BBoga napons (none Heobsi3aTenbHO ANs 3arMOfTHEHWS).

O Mactep yaanenHoro cbreenenna Dallas Lock 8.0 - O x

BBog aBTOpH3aLHOHHBIX AaHHBIX
VYYETHLIE A&HHEIE AAMMHUCTPETOPE OC KOMMEOTEPOE KIMEHTOE

ina |admin|

Mapons

< Hazap, Hanee > OtmeHa

Puc. 156. BBoa aBTOPU3ALIMOHHBIX AAHHBIX AMA 0GHOBMNEHUS



Mocne 3anonHeHus Bcex HEOBX0AMMEIX NOMEN HYKHO HaxkaTb KHOMKY «[anee».
4. B cnepyrouwem okHe Heobxoaumo (Puc. 157):

e yKasaTb NyTb K AUCTPUOYTMBY C 0BHOBEHMeM (065a3aTenbHbI NnapameTp);
e  BBECTW HOMEP JIMLEH3UN B COOTBETCTBYIOLLEE Norne (none o6s3aTenbHO AN 3anofiHeHWS);
e  BBECTM KO TEXNOAOEPKKN B COOTBETCTBYIOLLEE Morie (nofe 06a3aTenbHO A1 3anofiHeHUs ).

O Mactep yaanenHoro céroenenunn Dallas Lock 8.0 — [m| X
MapameTpbl obHOBNEHHA
Brifop aMTCPMBYTHEE M NapaMeTpos oBHOBNEHUA
Wecxoaneni anctpubyTus | C:fUsers/denisyuk. e/Desktop/DallasLocks. OK. msi BeiGpate
Homep nuueHsin
Kon Texnonaepski
< Hazap lanee > Otmena

Pwuc. 157. OkHo napameTpoB 06HOBMNEHNS

5. B cnepylowem OKHE MOXHO HacTpOUTb OOMOSHUTENbHbIE NapaMeTpbl OOHOBNEHUS, Takue kak (Puc.
158):
e nepesarpyska yaaneHHOro komnbtoTepa nocrne obHoBneHus. [locTaBneHHbIN B OKHe dhnar
Nno3BoNsSeT aBTOMATMYECKM Mepes3arpy3nTb KOMMbKTEp Mocre 3aBeplleHns obHoBMeHus
C3W Dallas Lock 8.0 no ucteyeHuto ycTaHOBNEHHOIO BPEMEHU, MHAYe KOMMNbIOTEP AOIMKEH ObiTh
nepesarpyxeH nornb3oBaTenieM CaMoCTOATENBHO;
e coobueHne ans nonb3oBartenen. CoobleHne, ykasaHHoe B JAHHOM OKHe, OyOeT NOBTOPSATLCH
C 3aJaHHbIM VMHTEepBanoMm, Ansi Monb3oBaTenel, Ha YbMX KOMMbKOTEPAX MPOU3BOAUTCS
o6HoBneHne C3U Dallas Lock 8.0.

3atem HaxaTb KHOMKy « OOHOBUTLY.
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Pwuc. 158. JononHuTenbHble napameTpbl 06HOBNEHNS

6. [anee MOXHO NpocMaTpmBaTbh COCTOSIHUE NpoLecca 06HOBNEHUs AN kaxxgoro knneHTa (Puc. 159). Mo
OKOHYaHWIO MpoLecca LieHTPanmM3oBaHHOrO OBHOBMEHUS MOSIBATCS COOTBETCTBYHOLLME KOMMEHTapun
YyOA4HOIo U Hey4a4yHoro 3aBepLUEeHUs onepauuu.

O Mactep yaanenHoro obroenenna Dallas Lock 8.0 - [m| *
MNpouecc obHoBNEHHA

IP-agp.. ¥ APM Mpouecc Nor
192.168131.56 DESKTOP-380KT6L AsTopusauma nons3osaTenem

3aBEpILINTL Otmena

Puc. 159. Mpouecc o6HoBReHNs



9.5 HacTtpownka moaynsa C3U Dallas Lock 8.0

B nepese [domeHa 6esonacHoctn ELY npucytctBytoT 3apeructpupoBaHHble B OB  moaynu
C3W Dallas Lock 8.0 B coctaBe APM.

3Ha4vkn 06bekToB, 0b6o3Havawmx Moaynu DL8.0, 3aBUCAT OT COCTOSIHUSA MOZYNSA U MOTYT MPUHMMATb
cnenyloLwnn BuAa:

—  MOAyrnb MNOOKIMIOYEH;

@'. —  MoAaynb nofKknioyeH u pabotaeT B «HeakTmeHoM pexume C3N»;

. —  ©BfI3b C MOAYINEeM OTCYTCTBYeT.
HacTtpoiiku Ha ypoBHe Moayns oTobpaxaloTCs Ha HECKONbKUX OCHOBHbIX BKINaaKax.

9.5.1 CuHXpoHu3auua

[ns npuBegeHns B COOTBETCTBUE 3HAYEHMAM MNapaMeTpoB, BbiCTaBrneHHbIM Ha ELY, Ha mogyne
C3MW Dallas Lock 8.0 HeobxoamMmo npoBeaeHne CMHXpoHM3auumn. CUHXPOHU3aUns MOXET ObiTb NpoBeaeHa
npuv YCroBUWM HAnNu4umsa ceTeBoro noaknioyveHns mexay ELLY n mogynem:
e [pK BKIHOYEHUN MOAYNS;
e nepuoamnyeckn (cm. «MapameTpbl paboTbl Moaynem»);
e [0 KOMaHAe nonb3oBaTens:
e 13 KoHconu ELLY;
e 13 0bonoykm agMmHucTpupoBaHma moayns C3U Dallas Lock 8.0.

CuHXpOHM3aUumMA No KomaHae u3 KoHconu ELLY

KomaHga «CuHxpoHunsmpoBatb» B koHconu ELLY ana mogyns C3U Dallas Lock 8.0 goctynHa Ha Bknagke
«CBogka» Ha ypoBHe moayns B gepese [lomeHa 6e30nacHOCTM Ha naHenu nHeTpymeHToB «OnepaTtusHoe
ynpasnenune» (puc. 160).

BLIKNHYHT b
MepesarpysaTe
PazbnokupoBaThb NoNbL3IoBaTENESH
HEPECHIITEITI: UenQOCTHOCT b
Cobpate wypHane

CHHXPOHHZHPOBATE

Puc. 160. KHonka « CUHXpOHU3NpoBaTb»

CUHXpPOHM3aLUUsA NO KOMaHAe U3 060I04KM agMUHUCTpPUpoBaHus DL8.0

Ona npoBedeHMst CUHXpoHM3aumu ¢ [omeHoM O6esonacHocTu ELLY no komaHgoe wu3 o6onoyku
agmuHuctpupoBaHusa moagyna C3U Dallas Lock 8.0 Ha knueHTckom [MK HeobGxoavMmo BbIMOSHUTL
cnegyrouue waru:

1. BanyctuTb o6onoyky agmuHucTpmposaHusa C3U Dallas Lock 8.0.

2. OTKpPbITb OCHOBHOE MEHIO HaXaTheM KHOMKM @
3. BblbpaTb NyHKT AONOSHUTENBHOMO MEHIO « CUHXPOHM3NpoBaTh ¢ [loMeHoM Ge30nacHOCTMY.

9.5.2C60p XypHanoB

Ona nonyyennst B ELLY 3anucen xypHanoB, Begywmxca Ha mogyne C3U Dallas Lock 8.0, Heobxogumo
nposegeHune cbopa xypHanos. CO0op xypHanoB MoXeT ObiTb NPOBEAEH MPU YCNOBMU HaNU4nMs CETEBOrO
nogkntoveHusa mexay ELLY n mogynem:



e pPMW BKIIOYEHUN MOAYNS;
e nepuoaunyecku (cM. «apameTpbl paboTbl MOAYNEN»);
* [0 KOMaHAe Nnonb3oBaTens:

e un3 koHconu ELLY;

e 13 obonoukn agMuHncTpupoBaHus moayns C3U Dallas Lock 8.0.

C6op XXypHanoB no KomaHge u3 koHconu ELLY

KomaHnpa «CobpaTtb xypHanbi» B koHconu ELLY ans mogyna C3U Dallas Lock 8.0 goctynHa Ha Bknagke
«CBopgka» Ha ypoBHe moaynsa B aepese [lomeHa 6e30nacHOCTM Ha naHenu MHCTpyMmeHToB «OnepaTuBHOe
ynpasnenue» (puc. 161).

BrIKnHOYnT b
Mepesarpysnurb
PazbnoknpoBaTte NONL30EaTENEH
MNepecynTaTe LEeNoCTHOCT b
Cobpatb MypHans

CHHXPOHHZNPOBATL

Puc. 161. KHonka «CobpaTb XypHanbl»

OTnpaBkKa XXypHarnoB Nno KOMaHAe U3 o60no4Ykn agMUHUCTpupoBaHna DL8.0

Onsa oTnpaBku xypHanoB B [JomeH 6e3onacHocTtn ELLY no komaHge m3 o6onoykn agMUHUCTPUPOBaHUS
moaynsi C3U Dallas Lock 8.0 Ha knuneHTckoM K Heob6x0aMMo BbINOMHUTL CreayoLne waru:

1. 3anyctutb o6onouky agmuHuctpmupoBanns C3U Dallas Lock 8.0.

2. OTKprTb OCHOBHO€E MEHI0 Ha)xaTtnem KHOMKU .
3. Bbl6paTb MNYHKT OONOJTHUTENTIbHOIO MEHK «OTFIpaBVITb XypHarnbl B [omeH 6e3onacHoCTU.

9.5.3CBoaka moaynsa C3U Dallas Lock 8.0

Bknapgka «CBogka» Ha ypoBHe moaynsa C3U Dallas Lock 8.0 otobpaxaeT obuiee coctossiHue moayns (Pvc.
162).
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Puc. 162. Bknagka «CBogka»

JocTynHbl criegyowme pasgensl MHPOPMaLUMOHHOW NaHenu.



UHdopmauus o6 o6bekTe

B BepxHen yactu MHOPMALMOHHOW NaHenn oTobpaxaeTcsa crneayollas MHpopMauns 0 TeKyLluem
COCTOSIHUN MOAYNS:

WHpopmaLms 0 Aate u BpeMeHu NocrneaHero NoakniYeHus Mogyns;
WHcpopmaLums 0 gate u BpemeHu Beoaa moayns B [1b;
cTaTtyc HeakTuBHoro pexuma C3U;

CcTaTyC TEXHNYECKON NOAAEPXKKY;

Bepcus Dallas Lock 8.0;

aKTuBHble KOMMOHeHThl Dallas Lock 8.0;

BEpCUS aHTUBMPYCA;

CTaTyC aHTMBUPYCHbIX 06as3;

YacoBOW NOSIC MOAYNS;

COCTOSIHME MEXCETEBOr0O 3KpaHa;

COCTOSIHME CUCTEMbI OBHAPYXEHUSA BTOPXKEHNI;
IP-agpec;

MAC-agpec;

pesynbTaTt nocneaHen nposepkn KLL;

KOMMEHTapuii K MOAYmio;

KONMNYECTBO aKTMBHbIX CECCUM

MHumnaeHTbl 6e3onacHoOCTU

OTobGpaxaeTcss CNMCOK MHUWOEHTOB ©Ge3onacHOCTU Moayns ¢ rpadmyeckoi naHenbto. [ocTynHa
dunbTpaums oTobpaxaemblx CcOObITUI NO nepuoay W HacTpolka OTobpaxeHWs auarpamm
(cm. «HacTtporika nHUnageHToB 6e30NacHOCTUY).

[lBonHON KWK No cobbiTnio OTKpOEeT 3anncb B OoTAEJSIbHOM OKHe, B CNCKe gaHHOoe cobbiTne 6yp,eT
NMOMEYEHO KaK NnpoYnTaHHoe. Mone «KOMMeHTapVIVI» AOCTYNHO ANnA peaakTnpoBaHUA.

JocTynHbl cnegyrowne encTanst C Mogyrnem Ha NaHenm MHCTPYMEHTOB:
1. OBHOBUTB.

2. Yganutb.

3. KommeHTapui.

,D,OCTyFIHbI cnegywuiye KomaHabl onepaTtuBHONO ynpaBlieHna Ha naHenn NHCTPYMEHTOB!

BbiknounTtb.

Mepesarpy3uTsb.

Pa3bnoknpoBaTtb nonb3oBaTene.
MepecunTaTtb LENOCTHOCTb.
Cobpatb XypHanbl.
CWHXpOHM3MpoBaTh.

Mpumeyanue. Ecnun nuueHsuna mogynsa C3U Dallas Lock 8.0 He BkntodaeT B cebs Takme
KOMNoHeHTbl kak M3 u COB, TO uWH(opmMauus no 3TUM KOMMOHeHTam He Oyger
oTobpakaTbcs Ha Bknagke «Ceoaka» B pasgene «MHdopmaums 06 obbekTey.

MyHkTBl ¢ wnHPopmaumen o6 AHTuBupycHom [1O, Tawke He 6ygoyT oTobBpaxaTbcs
Ha Bkrnagke «CBofka», Tak Kak 3a B3aumopgenctsume ¢ AHTUBMPYCHbIM 1O oTBevaet
komnoHeHT COB moaynsa C3U Dallas Lock 8.0.

OuhAwWNE

9.5.4MNMonb3oBartenu u rpynnsl moayna C3U Dallas Lock 8.0

Bknagka «[onb3oBatenu u rpynnbi» Ha ypoBHe Moaynsa C3WU Dallas Lock 8.0 cogepxut cnmncok
rnobanbHbiX M OOMEHHbIX MOfb30BaTeEnen U rpynmn, HacrnefyemblX C YPOBHEW BbIE MO Mepapxuu
M CO3[aHHbIX HA YPOBHE JAHHOIO MOAYIs, @ TakKe MOoAYIbHbIX MOMb30BaTENen.

YnpaBneHne nonb3oBaTensaMu u rpynnamm Ha ypoBHe mopyna C3U Dallas Lock 8.0 npoussogutcs
aHarnorm4yHo ONMcaHHOMY YMpaBEHMIO NONb30BaTENSAMN U FpynnamMu B pasgene «llonb3oBaTenu v rpynnbl
Moaynsay. [Ans npMMeHeHns U3MeHeHMI Ha MOAYNAX HeobxoaMMa CUHXPOHM3ALMS.




9.5.5MNMonuTtnkn moayna C3U Dallas Lock 8.0

Ha yposHe mogynsa C3W Dallas Lock 8.0 B cnucke Ha Bknage «[1onuTukm» OOCTYMHbI TONBKO NONIUTUKM,
aktyanbHble gnst C3U Dallas Lock 8.0 (cm. «Monutukm OBy).

Hactporika nonutvk Anst mMoAayns nNpou3BOOMTCA aHanormyHo HacTpoWke nonuTuk ang rpynnsl OB

(cm. «Monutmkn _anga  rpynnel [AB»). [Ona npuMMeHeHus napameTpoB Ha Mogynax Heobxogouma
CYHXPOHM3aLUS.

9.5.6 MexxceteBom akpaH moayna C3U Dallas Lock 8.0

Ha ypoeHe mogyns C3U Dallas Lock 8.0 B cnucke Ha Bkrage «MexceTeBon 3KpaH» OOCTYMHbI TONbKO
nonutukm M3, aktyanbHble ana C3U Dallas Lock 8.0 (cm. MexceTeBon akpaH).

Hactpoiika M3 gns moayns nporM3BoguTcs aHanornyHo Hactporike M3 gns rpynnel B (cm. MexceTeBon
akpaH ansa rpynnel [B). Ong npymeHeHns napaMeTpoB Ha MOAynsiX Heobxoanma CUHXPOHU3aLUS.

9.5.7 3apanusa moaynsa C3U Dallas Lock 8.0

Ha yposHe moaynsa C3U Dallas Lock 8.0 B cnvcke Ha Bknage «3agaHusa» 4OCTYMNHbI ANsi CO30aHUS TONbKO
3agaHus, aktyanbHble ana C3U Dallas Lock 8.0 (puc. 163):

® UN3MEHEeHWe NapamMeTpoB NULEH3NN;

e  MOnyYeHue KoHurypauuu;

e MpUMEHeHMne KoHurypaumu;

e npoBepka LenoCTHOCTH.

O MacTep cozaaqma 3a4aHua *

BeifepuTe THR MOAYNS

Dallas Lock 8.0 MK8 b4

BeIfepuTE TN 3a0aHMA

WzMeHeHWEe NapaMETPoB NULEHSHWA

HzMeHeHWE NapaMETPOE NWLEHIHK

MOMYYEHHE KOHGIM YPaLsm
MPHMEHEHKME KoHBHrypaLmm

MpOBEPKE LENOCTHOCTI

Coznate OTHeHa

Puc. 163. MacTep co3gaHus 3aganust ons mogyns C3U Dallas Lock 8.0

Pabota ¢ 3agaHuamu gna mogyns C3U Dallas Lock 8.0 nponsBoanTca aHanornyHo HacTporike 3agaHun
ans OB (cm. 3aganusa OB). Onsa BbinonHeHWs 3agaHnst TpebyeTcs CUHXPOHM3aUmsa C MOGYIEM.

9.5.8 XypHansbl moaynsa C3U Dallas Lock 8.0

Bknagka «XKypHanbi» pgna  mogyna C3U Dallas Lock 8.0 nosBonsieT npocmaTpuMBaTb XKypHanbl
6esonacHocTn mogyns (Puc. 164).

e (O AT MypHanbi

v lomeH Gez0nacHoOCTH 1 XKypHan exogos [ KypHan ynp. yu. 3anucamn ] [ JKypHan pecypcos l [ >KypHan nedaru l

v O HEPACTIPEAE/EHHBIE Ob... [

KypHan ynp. NoAMTUKaMI l I JKypHan npoleccos ] l JKypHan naketoe M3 l [ KypHan coemmHenmii M3 l OUNbTPH

* [0 OBAL : [ KypHan Tpaguka M3 l I KypHan ceccuii ] anseas

B DESKTOP
TonsoBatent OC Hctounmk Jocryn Mangarian metka  Pesynetar Hesepubiii napont [

VaanAamur. Bog 0 (OTkpoiTeie gantbie) Bes meTin oK

YaanAamur, Boxog, 0 (OTkpoiTeie gantbie) Bes metin oK

M YJANEHHbIE OB LEKTHI YaanAgmanm, Bxog 0 (Otkpeimsie ganneie) Ges mercn 0K

YaanAguur, Bemxog, 0 (OTepoiTsie gantibie) Bes merkn oKk

[ onwnetpno

anus Beon 0 (Oreneteie nausnel Resueten oK

. 164. Bknagka «>KypHanbi»




Ona moayns C3U Dallas Lock 8.0 gocTtynHebl:

«KypHan ceccui;

«KypHan pecypcoBy;

«KypHan ynpaBneHust NonnuTukammy;

«KypHan npoueccoBy;

«KypHan BXo4oB»;

«KypHan neyaTtny;

«KypHan ynpaBneHus y4eTHbIMU 3anucamm».

PaboTa ¢ xxypHanamu moaynemn onnucaHa B pasgerne «XKypHarnbl Moaynsy.

[nga nonyyeHus 3anucen xXypHanoB ¢ Moayns TpebyeTcs BbinonHeHne cbopa XypHarnos.




10 MOAOVYIJlb C3U HCAO DALLAS LOCK LINUX

10.1 Beog moaynsa B [1b

Beectn mogyne C3U HC[ Dallas Lock Linux B [JlomeH 6e30nacHOCTU MOXHO crneaytoLmmmn cnocobamum:
e Yepes rpacumyeckyto 060nouky agmmHuctpaTopa Dallas Lock Linux;
® Yyepes KOHCOoNbHY obonouky agMmuHuctpartopa Dallas Lock Linux;
e C nomMoLbio koHconun ELY (cm. «HacTtponka moayns»).

BHumaHwme! MNpu BBoge moaynsa C3M HC[ Dallas Lock Linux B 1B gomxkeH 6biTb cobnogeH

psg ycrnosui:

e B JIBC pomxeH 6biTb paboTatowmnn cepsep ELLY;

e Mexay moaynem u cepeepoMm ELLY pomkeH ObiTb CBOOOOHBIN OOMEH nakeTamu
no TCP/IP nopty 17900.

BHumaHume! lNMocne Beoga mopyns C3UM HC[O Dallas Lock Linux nog ynpaenenue ELLY
3Ha4YeHns napameTpoB 06e30MacHOCTU MoAasexaT CMHXPOHU3AUUN CO 3HAYEHUSAMU MONUTUK
ELLY ana 6asoBon rpynnel «HepacnpeaeneHHble 06beKTbI».

10.1.1 Bsop moayns B [1b nocpencteBom rpadmyeckon 0605no4ku moayns

Ins Beoga moayns B 1B yepes rpadpmueckyto 0605104Ky aaMUMHMUCTpaTopa Heo6XxoamMmo:

1. Y6eauTtbes, 4to cepsep ELLY goctyneH no cetw.

2. 3anyctuTb rpadumyeckyto 06onoyky agmmHucTpmposaHus (GUI) Ha moayne 1 aBTopn3oBaTbCs.

3. lMepentun Ha BkNaaky «lMapameTpbl 6e3onacHOCTM» 1 BbibpaTb kaTeropmto « OCHOBHbIE HACTPONKMY.

4. 3anyctuTb none «Hactporika gomeHa 6e3onacHOCTU», rge BO BkNnagke «EAWHBIN LEHTp ynpaBneHus
Dallas Lock» Heobxoaumo ykasatb (puc. 165):
e «APM» — ceTeBoe nMS UnM Npoyee ropopsiliee Ha3BaHue Onsi CETEBOro yana, kKotopoe Oynet

oTobpaxaTtbcsa B naHenu ELLY B cnvicke ynpaBnsiembix 0O bEKTOB;

e «[b ELlY» — ceTeBoe nms unu IP-agpec ceTeBoro ysna, Ha KOTOpoOM ycTaHoBrneHa cnyxba ELLY;
o «Kntou goctyna» — kntoy goctyna k 1b (MoxeT BbITb NyCcTbIM).

JomeH 6e30NacHOCTH (OT CyneprnonbL3oBaTens)

EMHEIA LeHTp ynpaenexua Dallas Lock Cepeep GezonacHocTd Dallas Lock
APM:

5 ELLy:

Kniow goctyna:

CnWCOK CEPBEPOB:

BeecTh B 16 | CHHXPOHU3ALNA ¢ ELLY | | OTNpaBWTL MyPHANLI Ha ELLY | | BeigecTh U3 B

Ok

Puc. 165. OkHo «[JomeH 6e3onacHoCcTU»



5. Hanee HeoGxoammo HaxaTtb KHOMKy «BeecTtu B [Ab».

Ecnu ykasaHHble nons He 3anofiHeHbl, kHonka «BeecTtu B [1b OyaeT HegoCcTynHa Ans Haxatus».

B npouecce BBoga moayns B [lomeH besonacHocTu kHonka « CuHxpoHusaums ¢ ELLY» 6yget HegocTynHa
ANsi HaXkaTus 00 yChnellHoro peaynbtaTta permctpaummn moayns B [lomeH BesonacHocTn.”

PesynbTaT ycnewHoro BbinonHeHus: «Moagynb ycnewHo 3apernctpupoBaH B [lomeHe be3zonacHocTu».

B Konconun ELLY B rpynne aepesa 1b «HepacnpeneneHHble 06bekTb» NosaBUTCS HOBbIN APM ¢ yka3aHHbIM
UMeHeM, B KOTOpoM 3apernctpmposaH mogyne C3W HC[ Dallas Lock Linux.

10.1.2 Bsoa moayns B [1b nocpeacTBOM KOHCONBbHOW 060M04YKM MoaynA

Ins Beoga moayns B 1B yepes KoHconMbHY0 060104Ky agMUHUCTPATopa HEO6X0AMMO:

1. Y6eauTbcs, uto cepBep ELLY goctyneH no cetw.

2. 3anyctnTb KOHCOMbHYHO OGOMOYKY aAMWHUCTPMPOBAHUSA Ha MoAyne NyTem BbIMNOSHEHWUS KOMaHAbl
«ishl» n aBTopmnsoBaTtbCs.

3. llepenTtn B MEHIO LIEHTPanM3oBaHHOIO ynpaBneHusl, BbINONMHUB kKoMaHay «management-dll». MNocne
BBOJA KOMaHAbl cMCTeEMa NepenaeT B MEHIO LLEHTPaNM30BaHHOIO yrpaBneHusl.

4. B MEHI0 LEHTpanu3oBaHHOIO yrnpaBneHus AONns nepexoga B MOOMEHI0 MOAKIIOYEHUS K OOMEHY
©esonacHocTn, BbINOMHUTE KOMaHay «connect-domainy. lNMocne BBoAa komaHAbl cCUCTEMa NepenaeT B
pasgen noaknYeHns kK JomeHy 6e3onacHocTu «connect-domainy.

5. [anee KoHConbHOE nMpunoxeHue OyaeT oxuaaTb BBOAA YNPaBNAOLWMX KOMaH4 AaHHOW NOACUCTEMBI,
CMMCOK KOmMaHa npueegeH B Tabnuvue 19.

Tabnuua 22

Ne KomaHpa OnucaHune

CeTeBoe MMs unu IP-agpec ceTeBoro yana, Ha KOTOPOM YCTaHOBJIEHa

1 net-name Cnyxb6a ELLY.
<3HadeHue> Mpn ykasaHun cetesoro nmeHn unu IP-agpeca BaXHO ykasaTb HOMep
nopra

CeTeBOe uUMSA wMnu npoyee roBopsiliee HassBaHWe ANs CeTeBOoro ysna,
2 | name <gHayeHue>  koTopoe GyaeT oTobpaxaTbcs B naHenu ELLY B cnucke ynpaBnsiembix
obbekToB

3  key <swaweHue> Kniou goctyna k 1B ELIY

6. MNpuUMEeHUTb BHECEHHbIE M3MEHEHWS, BbINOMHUB KOMaHAy execute.
7. B pesynbTaTe ycnewHoro BbINOMHEHWUS NOSIBUTCS COOBLLIEHNE:
«Command ‘connect-domain’ executed successfully» — moaynbe ycnelwHo BeeaeH B [16.

10.2 BbiBoa moaynsa u3s [1b

BeiBectn mogynbs C3M HC[ Dallas Lock Linux n3 [lomeHa 6€30nacHOCTM MOXHO CriegyoLwmmm cnocobamu:

o c nomowpbto KoHconu ELLY (cm. «HacTponka moaynsi»);

e yepes rpaduyeckyto obonoyky agMmHucTpatopa Dallas Lock Linux;

e  yepes KOHCOMbHY 06ono4ky agmmuHucTpartopa Dallas Lock Linux.
MpumeyaHume. [Npu OTCYTCTBUM CETEBOIO NOAKMYEHUs K Cnyxbe ELLY, mogynb moxeT ObITb
BbiBefeH u3 [lomeHa 6e3onacHoctn ELLY npuHyantensHo. Mpu atom, B KoHconu ELLY Takon
MOAYINb NPOAOIMKUT OTOBpaXKaTbCsl, HO ero cratyc 6yaeTt «HepocTyneH».
MoaTtomy, kaxabli MOAyNb, BbiBEAEHHbI M3 cocTaBa [1b BO Bpemsi OTCYTCTBUS CBA3U
co Cnyx6own ELLY, Heobxoanmo AoNoNHUTENBHO yaansaTb BpydHyto n3 KoHconu ELLY.

10.2.1 BbiBOA nocpencTBoM rpacdmyeckon 0605104k moayns

[nsa BbiBOAA Moayna Yyepes 06OJ'IO‘-IKy aaMUHNCTPUPOBAHUA HeobxoaMMo:

7 NaHHOe noBefeHWe kHomkn «CuHxpoHnsaums ¢ ELLY» npu BBoge moaynsi B B NocpeacTBoM rpaduuieckoit 060M0uKkm
mMogayns cootBeTcTBYeT cbopkam C3U HC[ Dallas Lock Linux HoBee, yem 3.25.21.



3anyctutb rpaduyeckyto 06ono4vky agMmHucTpuposaHus (GUI) Ha Moayne 1 aBTopru3oBaThCS.
MepenTn Ha Bknagky «lMapameTpbl 6e3onacHOCTU» 1 BblbpaTb kaTeropnto « OCHOBHbIE HACTPONKMY.
Banyctutb none «Hacrtporika gomeHa 6e3onacHOCTUY.

HaxaTtb kHonky «BbiBecTn ns 1b» (puc. 166).

PR

[LomeH 6e3onacHOCTU (0T Cynepnonb30BaTens)

EavHEIR ueHTp ynpaenexna Dallas Lock Cepaeep GesonacHocTy Dallas Lock
APM:

IF ELLY:

Kmiow gocTyna:

CrMCOK CEpBepoB:

BeecTu & [16 | CMHXpOHW3aUWA ¢ ELLY | | OTNpasuTh kypHans! Ha ELLY

Ck

Puc. 166. BeiBog moayns us b

Ecnu npouecc BbiBoga mogynsa 13 [1b npowen ycnewHo, To Yepes HeKOTopoe BpeMs norns ¢ nigopmaumen
o [lomeHe 6€30MacHOCTM CTaHYT AOCTYMNHLIMU ANSA peaakTMpPOBaHUS.
B Konconu ELY yganeHHbIn Moaynb nepemectutcs B 6a3oByto rpynny «YaaneHHble o6bekTbl» AepeBa

0p.

10.2.2 BbiBOA NocpeaCcTBOM KOHCOSNIbHOW 060S1I04KM MoAayns

Ons BeiBoga moayns us [1b yepes koHCONbHYO 060M04YKYy agMUHUCTpaTopa Heobxoanmo:

1. 3anycTuTb KOHCOSbHYO 0BOMOYKY agMUHUCTPUMPOBAHUS Ha MoOAyne MyTeM BbIMONIHEHUS KOMaHAbl
«ishl» n aBTOPM3OBATLCS.

2. lepenTn B MEHIO LEHTpann3oBaHHOIO ynpasrieHWs, BbINOMHMB KomMaHay «management-dll». Mocne
BBOJA KOMaHAbl cMCTeMa NepengeT B pa3gen LeHTpanM3oBaHHOro ynpaeneHms «management-dll».

3. B MeHI0 LeHTpann3oBaHHOrO yrnpaereHus BbINOMHUTE komaHay «disconnect-domain», yctaHoBMB Anist
aTpubyTa 3HayeHue forcelyes.
Mpumep:
disconnect-domain force <enter>

4. B pe3synbTaTe yCMNEeLWHOoro BbIMOSIHEHMS MOSBMTCS COOOLLEHME:!

«Unregistration success» — Moaysb ycnewHo BbiBegeH us [b.

B KoHconu ELLY yganeHHbIi Moaynb nepemectuTtcst B 6a3oByto rpynny «YaaneHHble oObekTbl» AepeBa

0p.
10.3 YaaneHHoe pa3BepTbiBaHue C3U HC Dallas Lock Linux

CyuwiectByeT BO3MOXHOCTb LIEHTPanvM30BaHHO BbIMOMHUTL YCTAHOBKY wnu yaanenne C3UW HC[O
Dallas Lock Linux gns ogHOro unm HECKOSNbKMX KOMMNbIOTEPOB, pacnosnoXeHHbIix B ogHou JIBC.



BHumaHume! [Ina Heckonbkmx uenesblix TC LEeHTPpaIM30BaHHYIO yaoaneHHy yCTaHOBKY MOXHO
OCYLWLEeCTBUTb TOJIbKO NMpwu BbINOJIHEHUN ClneayrLwnx ycnoem7|:

e uenesble TC BxoasaT B TOT e gomeH AD nnu LDAP, yuto n APM ¢ ELLY Dallas Lock;
e  U3BECTHbl MMS MNONb30BaTeNsl M Mapofle AOMEHHOW YYE€THOW 3anmMcu C npaBamu
agMUHMCTpaTopa OOMEHa.

BHumanwue! B npouecce yganeHHon yctaHosku C3M HC[ Dallas Lock Linux Ha knueHTax
aBTOMaTUYECKM CO3[aeTcs yyeTHas 3anucb agmuHucTpatopa Dallas Lock Linux ¢ nmeHem
«dlladmin» n naponem «dlladmin». lMocne ycTaHOBKM peKOMeHAyeTCs CMEHWUTb MNaposib
agMuHucTpatopa «dlladminy.

YaaneHHas yCTaHOBKa BO3MOXHa B CreayrLinx BapmnaHTax:

Aana rpynnbl KOMNbOTEPOB, UMEKLWNX OAMHAKOBbIE MMEHA U Naposin agMMHUCTpaTopa (0]0%

ONsl KOMMNbIOTEPOB, UMEIOLLMX HAMBUAYAlNbHbIE MM U Naposb agmuHucTpaTopa OC, yaaneHHyo
YCTaHOBKY crielyeT BbINOMHATb OTAENbHO OT APYruX.

BHumaHue! Heobxoaumo BbINONMHeHWe cnegyowmx TpeboBaHWA Ans  yaaneHHbIX
onepaumi:
1. Hanuume goctyna k cetn VIHTepHeT y uenesbix TC.
2. YcTaHoBKY HEOOXOAMMO OCYLLEeCTBMATL MO nNpoTokony IPv4, Ha MOMEHT OGHOBMEHNS U
YyCTaHOBKW MoAynen Heobxoanmo OTKNouYnTb npoTokon IPv6 Ha APM ¢ koHconbio ELLY.
3. MNpun ypaneHHom pa3BepTbiBaHuM C3M HCL Dallas Lock Linux npepgBaputensHo
Ha ueneBbix TC Heobxogumo ycTaHOBWUTL M HacTpouTb SSH-cepsep. PekomeHayeTcs
ucnonb3oBatb OpenSSH cepeBep. YcTtaHoBka knueHTa u cepBepa OpenSSH
BbINOSNHAETCA cnegyowmm obpasom.
Ons Ubuntu B TepMyHane Heo6xo4MMO BbINOMHUTE KOMaHAbI:
e «sudo apt-get install openssh-server openssh-client».
[na Debian, Astra Linux, ALT Linux B TepmMuHane Heo6xoaumMo BbIMONHUTb KOMaHAbI:
e «su (sudo gna Astra Linux) apt-get install openssh-server openssh-clienty.
Onsa CentOS, Fedora, RHEL, JTotTOC Heo6xoaMMo BbINOMHUTL B TEPMUHANE KOMaHAbI:
e  «sU -c “yum install openssh-server openssh-client”.
Ons 3anycka cnyx6bl OpenSSH HeobXx0aUMO BbIMONHUTL KOMaHAbI:
e ansa Ubuntu «sudo systemctl start ssh»;
ansa Debian «su -c¢ “systemctl start ssh”»;
ansa CentOS, Fedora, RHEL, JIotOC «su -c¢ “systemctl start sshd.service”»;
ana Astra Linux «sudo systemctl start ssh»;
ansa ALT Linux «su -c¢ “systemctl start ssh™.
4. Tlo ymon4yaHuto nomnb3oBaTerb root He MMeET npaBa Ha Bxof no SSH. [ina Toro, 4Tobbl
paspeLwwnTb eMy BXod, HE06X0OUMO OTpeaakTMpoBaTh KOHMUIypaLMoHHbIA dann sshd.
OTKpbIBaeM Ha pefaktupoBaHue dann: «/etc/ssh/sshd_config»;
uwem cTpoky: «#PermitRootLogin noy;
CHUMaEeM 3HaK KOMMEHTapus «#»;
n3mMeHsaeM 3HayeHune Ha «yes» (PermitRootLogin yes);
TO € caMoe genaem co cTpokon «#PasswordAuthentication no;
CHUMaeM 3HaK KOMMEeHTapus «#»;
n3MmeHsaeM 3HayeHune Ha «yes» (PasswordAuthentication yes);
nepesanyckaemM gemoH sshd (komaHga «systemctl restart sshd»).
Ons Ubuntu, Debian, CentOS, Fedora, RHEL, Astra Linux:
OTKpbIBaeM Ha pefaktupoBaHue gann «/etc/ssh/sshd_config»;
uwem ctpoky «PermitRootLogin no»;
n3meHsaeM 3HadyeHune Ha «yes» (PermitRootLogin yes);
nepesanyckaem gemoH sshd (ans Ubuntu, Debian, Astra Linux — komaHga
«systemctl restart ssh», ana CentOS, Fedora, RHEL — komaHaa «systemctl restart
sshdy).



Ona ALT Linux:
e OTKpblBaeM Ha pefaktupoBaHue dann «/etc/openss/sshd_configy;
e uuwewm cTpoky «PermitRootLogin noy;
e 13MeHsieM 3Ha4veHue Ha «yes» (PermitRootLogin yes);
e nepesanyckaem gemoH sshd (komaHga «systemctl -c «restart sshy).
Mocne ypanenHon yctaHoBkn C3W HCL, Dallas Lock Linux Heobxogumo oTknmounte SSH-
cepBep Ha uenesbix TC.

Ona ynaneHHon yctaHoskm C3M HC[ Dallas Lock Linux, Heo6xoaumo BbINOMHUTL Cnegyowme warm:

1. HaueneBbix TC npoBepUTL CNNCOK NOAAEPKMBAEMBIX MPOTOKOSIOB N0 SSh — BLINOMHWUTL KOMaHAy «ssh
—Q ciphery.
Ecnu B cnvcke nogaepxvBaembix NPOTOKOMOB HeET creaytowmx anroputmos: 3des-cbe, aes192-cbc,
aes128-cbc, arcfour128, arcfour, To0 B kOHUrypauunoHHein ain Heobxoammo nponucate «Ciphers
+3des-cbc,aes192-chc,aes128-cbc,arcfour128,arcfour»®. CoxpaHuTe parin  nocrne BHECEHHbIX
N3MEeHEeHNN.

Mpumevanue. ELLY Dallas Lock gnsa ceasn ¢ mogynem C3WM HC[ Dallas Lock Linux
ncnonb3yeT anroputMbl WwndpoBaHua «3des-cbc, aes192-chc, aes128-cbc, arcfourl28,
arcfour», Ha cTopoHe wmoayns Linux cnvcok nooaepXuBaemblX anroputMoB MOXET
HeCYyLLeCTBEHHO OTNMYaTbCs, U Npu 3TOM yaaneHHasa yctaHoska C3M HC[ Dallas Lock
Linux Bce paBHO BydeT BO3MOXHa.

lMocne BbINOMHEHUS BCeX HacTpoek B KoHdwurypaumoHHoMm danne cepsuc sshd Heobxognmo
nepesanyctuTb.
2. lNepen ueHTpanu3oBaHHOW YCTAHOBKOM HEOBXOAMMO pa3MecTUTb Ha KOMMbKTepe, Ha KOTOPOM
3anyweHa koHconb ELLY, auctpmbytue Dallas Lock Linux.

3. HeobxogmMmo OTKpbITb rnaBHoe MeHio KoHconm ELY E —  «YTunutbl» — «YaganeHHoe
pasBepTbiBaHne DL Linux».
B oTkpbiBlWEMCS OKHe Heobxoammo p[o6aBuTb ueneBble TC ANs yganeHHOro pasBepTbiBaHMS.
TC moxHo go6aB1Tb 0AHMM 13 crieaylowmx cnocobos, Yepes:

e pYYHOW BBOA agpeca — [ANnA 3TOro HyXHO 3anonHute nons «lopt» n «Beeagute IP-agpec
U CETEBOE UMS KOMMbIOTEPaY, 3aTEM HaxaTb kHOMKy «[JobaButb koMnbtoTep» (puc. 167);
e MMNOPT 13 channa — HaxaTtb «MMnNopT 13 arna» n NnpMKpenuTb TEKCTOBLIN dann co cnnckom IP-
agpecos uenesbix TC.
Mpumeyanue. [ina daiina c IP-agpecamy BO3MOXEH TONMbKO Crieayowmin hopmaT crnmcka:
B KaXkgow cTpoke danna MoxeT ObiTb yka3aH Tonbko oguH IP-agpec 6e3 4ONOnHUTENbHbIX
CUMBOIOB.
Mpumep:
192.168.0.1
192.168.0.35
10.10.112.55

8 B psine OC cMBON «+» MOXeT He BOCNPUHUMATLCS, U CTPpoKa GyAeT CUMTaTbCs HEKOPPEKTHOM.
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CNUCOK KOMNEBIOTEPOB
YCTEHOBKS CMMCKE KOMNLIOTEPOS ANA NOAKMKHYEHUR

MopT 22 |+

BeeauTe IP anpec MnK CETEBE0E MMA KOMNbIOTEPa

192,168.150.227 NoBaBEnT KOMNBKITED

IP-agpec FODM-umn WMnopT 13 daiina

192168.150.227  DESKTOP-HBAQGES.localdomain
Yaanute

Puc. 167. Cnucok uenesbix TC ansa yaaneHHoro passepTbiBaHnst C3UW HC[ Dallas Lock Linux

Mocne po6asneHus uenesbix TC B CNMCOK HEOGXOAMMO HaxaTb KHOMKY «[anee.
4. 3anonHWTb NapameTpbl yCTaHOBKU, KOTOPbIe ByAyT MPUMEHeHbI K MOAYNSAM B npouecce aktueauun C3U
HC[ Dallas Lock Linux (puc. 168):
e norvH n napone agmuHuctpatopa OC Ha uenesbix TC;
e [IOTVIH 1 Naponb Cynepnonb3oBaTens (OnuMoHanbHo).
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BBO/, aBTOPH3ALMOHHBIX OaHHBIX
YYETHBIE AEHHBIE 3AMMHMCTPaTOPa OC KOMNLIOTEPOE KNMEHTOE

D Monb30BaTent ABNRETCA CYNEPNONb30BaTENEM

Hma

Mapons

Hma

Mapons

< Hazan Hanee > OTMeHa

Puc. 168. MapameTpsbl yctaHoBkn C3M HC Dallas Lock Linux

Mocne 3anonHeHus Bcex HeobXoaANMBIX NMOMNEN HYKHO HaxaTb KHOMKY «[aneey.
5. B cnepytowem okHe (puc. 169) Heobxoanmo ykasaThb:
nyTb K ncxogHomy amctpubytnsy C3U HC[ Dallas Lock Linux;
HOMep NMUEH3MK, KOTOPbIN yKa3aH Ha obnoxke yTnapa;
OOMOMHUTESbHbIE KINIOYW YCTaHOBKY;
napameTpbl Anst BBoga mogynen B omeH 6esonacHoctn ELY Dallas Lock nocne yctaHoBku

(onunoHanbHo).

B kayecTBe AOMNONHUTENBHBIX KMHOYEN YCTAHOBKN MOXHO yKasaTb creaytolime atpubyThi:

ATpubyTt

--confim

--quiet

--accept

--noexec

--noexec-cleanup

--keep

--noprogress

--nox11

--nochown

--chown

--nodiskspace

--target dir

OnucaHune

Cnpocutb nepepn 3anyckom BCTPOEHHOMO CKpunTa
He neyatatb HM4ero kpome coobLeHmmn o6 owmbkax
MpUHATL HOMEpP NULEH3UN

He 3anyckaTb BCTPOEHHbIN CKpUNT

He 3anyckaTb BCTPOEHHbINA CKPUMT OYUCTKU

He yoanAate AdaHHble O Luenesoun ONpeKkTopun nocrne BbINOJTHEHUA
BCTPOEHHOIro cKkpunTta

He nokasbiBaTb Nporpecc B NpoLecce Aekomnpeccun
[aHHbIn aTpnbyT He ncnonb3yeTcs B npouecce yctaHoskn C3UN HCL

He paBatb 4oCTyn K pacnakoBaHHbIM painam TekyLemy nonb3oBaTento

PeKprI/IBHO Ha3Ha4nTb AOO0CTyn K pacnakoBaHHbIM cbaﬁnaM Tekywemy
noJib3oBaTesto

He npoBepATb 4OCTYNHOE MECTO Ha AUCKe

M3Bneyb HeNocpeaCTBEHHO B LIeNeBY0 AMPEKTOPUIO (Mo abcontoTHOM unu
OTHOCUTENbHOW CCbifke). JTOT KaTanor MoXeT OblTb NoABEPrHyT
pekypcuBHo 0bpaboTke (cM. nochown)



--tar argl [arg?2 ...]

--ssl-pass-src src

--cleanup-args args

--kvers4

--kversb

--arm-name=name

--ucc-addr=address
--ucc-key=key
--grub-pass=password

--just-check

[octyn Kk cogepXumMoMmy apxvmBa 4vepe3 komaHdy tar. Bo BCTPOEHHbIN
ckpunT ByayT nepenaHsbl cnegyouie apryMmeHTbl

Mcnonb3oBaTb YyKasaHHbIA SCr B KayecTBe WCTOYHMKA Mapons Ans
pacLmnpoBKM AaHHbIX C ToMOoLb OpenSLL, cM. «ApryMeHTbl NapofbHON
dpasbi» B pykoBoactBe OpenSLL. [lo ymonyaHuio nonb3oBaTento
npeanaraeTca BBECTU Napons Ang paclunpoBK/ Ha TeKyLLeM TepMuHane
ApryMeHTbl BCTPOEHHOIO CKpUNTa OYUCTKWU. [ns nepegadn HECKONbKUX
aprymeHToB TpebyeTcs 3aKnoyaTth NX B KaBblYKM

YcTaHOBOYHOMY cKpunTy ByaeT nepefaHa UHCTPYKUMS — UCNoNb30oBaTh 4
Bepcuto agpa OC. lNMpu aTtom, BMecTo crtaHgapTHon Bepcum sgpa OC,
KoTopasi ycTaHaBNMBaeTCs MO yMON4yaHuio, OyaeT ycTaHOBMNEHa yka3aHHas
Bepcus sigpa OC

YcTaHoBOYHOMY CcKpunTy ByaeT nepegaHa MHCTPYKUMS — WUCMONb30BaThb
5.10 Bepcuto agpa OC. NMpu aTom, BMecTo cTaHaapTHou Bepcun sigpa OC,
KOTopasi ycTaHaBNMBaeTCs MO yMONyaHuio, OyaeT ycTaHOBMNEHa yKa3aHHas
Bepcus sgpa OC

YkasaTb nog Kakum nmeHem byget 3apeructpuposaH APM B [lomeHe
6esonacHocTn ELLY

YkasaTb IP-agpec unu cetesoe ums komnotoTepa [JomeHa 6e3onacHocTu
ELY

Ykasatb knto4v [lomeHa 6esonacHoctu ELLY

YcTaHoBUTB naposb GRUB and cynepnornb3oBaTtens no
ymonyanumto — dlladmin

He yCTaHaBJMBaTb, a TOJIbKO NMpPOBEpPUTb NOAAEPXKKY XOCT-CUCTEMDbI

[ononHuTenbHbIE KUK YCTaHOBKW YKa3blBakOTCA B MNoJie 4Yepea r|po6er|.

Mpumep:

--nochown --kvers5

[ns BBoga mogynen B [lomeH 6e3onacHocTn ELLY cpasy nocne yctaHOBKM, MOXHO nocTaBuTb dnar «Beog
B AoMeH 6GesonacHoctn ELY», ykasatb wmms cepsepa ELY u knioy goctyna k Ob. 3atem Haxatb

«YCTaHOBUTbY.

Ecnn panHble gna Beoga moaynst B Ob ELLY (B Tom uucne knod goctyna) Obilnv ykasaHbl HEBEPHO,
TO ycTaHoBKa 6yaeT npuocTtaHoBneHa. KHonka «YcTaHoBUTL» ByAeT HeakTMBHa 4O Tex Nop, Noka AaHHble
ans seoga B [1b ELLY He 6yayT BBeaeHbl BepHO. UT06bl NpoaomkmTb ycTaHoBKy 6e3 BBoga mogyns B b
ELLY Heobxoammo cHATL dnar «Beog B gomeH 6e3onacHocTy ELLY ».

3aTem HaxaTb KHOMKY «YCTaHOBUTbY.



D MacTep yaanenHoi yctanoekn Dallas Lock Linux - O X

MapamMeTpel yCTaHOBKA
Brifiop yCTAHOBOYHOrO (aiina M NapaMeTpPoB YCTEHOBKMH

HoMEep MMLEHIMK

[AononHUTensHbIe
KMMOHK YCTEHOBKK

D Beoa & gomMeH BesonacHocTh ELLY

DESKTOP-HEBAQGES: 17900

< Hazan VCTaHOBUTE OTMeHa

Puc. 169. NHdopmauus o xoae LeHTpanu3oBaHHOW yCTaHOBKM cpeacTtBamun ELLY

6. [anee MOXHO NpocMaTpuBaTb COCTOSIHWE MpoLecca YCTaHOBKU ANs Kaxkaoro knveHTa (puc. 170).

D Macrep yaanenHoi ycranoekm Dallas Lock Linux — X

Mpouecc ycraHoBKH

IP agpec DNS uma Mpouecc

192.168.93.129 ‘Otnpaexa paiina

3aBepUMTE OTMeHa

Puc. 170. NHdopmaLmsa o xoge LeHTpanM3oBaHHOW yCTaHOBKM cpeactBamm ELLY

7. To oKOHYaHuIo Mpouecca LeHTParnv3oBaHHOW YCTaHOBKU MOSIBATCH COOTBETCTBYHOLLME KOMMEHTapWu
YOAYHOTO UMW He yAa4yHOro 3aBepLUEHNUs onepauuu.



MpumeyaHue. Bo Bpemsa LeHTpanM3oBaHHOW YCTAHOBKU Nor-cpann npouecca yCTaHOBKM
MoXeT ObiTb nepenornHeH. [pekpalleHne BegeHWs [aHHOro npouecca He Bruvder
Ha pe3ynbTaT YyCTaHOBKW. B cnyyae HeobGxoaMMoOCTU AaHHbLIA Nor-cain MOXHO HanlTh
Ha UeneBoOM KrueHTe.

B nepese ob6bektoB [1b ELLY nosiBatca 3Hadkm HoBbix APM n mogynen.

MpumeyaHue. Ecnun yctaHoBneHHbIn moaynb Dallas Lock Linux He nosiBunca B gepese
o6bekToB 16 ELLY, To Heobxoammo ocyuectsuTb ero Beoa B 1B ELLY Bpy4Hyto.

10.4 YaaneHHoe ooHoBneHne C3U HCL Dallas Lock Linux

LleHTpanm3oBaHHOe o6HOBMNeHME npeaHasHadeHOo [Ans OOGHOBREHMs 3aperucTpupoBaHHbIX B ELLY
knueHTtoB Dallas Lock Linux (HaunHas ¢ o6HoBneHusa NK2 Ha VK3 (Bepcus 6e3 M3 n ¢ M3), ¢ UK3 (Bepcus
6e3 M3J) Ha MK3 (Bepcua ¢ M3) u 1.4.). NMonHOMOUMAMM Ha 3anyck LEHTpann3oBaHHOrO OBGHOBMNEHWS
obragaeT TONbKO YNONTHOMOYEHHbIN nonb3oBatens ELY ¢ ponbio «AgMUHUCTPaTop.

Mocne ueHTpan1M3oBaHHOIo UK NIOKanbHOro 06HOBNEHUS Moayns Ha criegyrowmin UK Ha cTopoHe knneHTa
COXpaHaTCS:

e TeKyllee pacnonoxeHue mogyns B gepese [b;

e BCe paHee cobpaHHble XypHarbl;

e  HACTPOEHHble MONUTUKM BesonacHoCTy;

e MapameTpbl y4ETHbIX 3anvcen.

YcTaHOBKY HEO6X0AMMO OCYLLECTBNATL MO NpoTokony IPv4, Ha MOMEHT OGHOBINEHNS U YCTaHOBKU MOAYIeEn
Heobxo4MMOo OTKNIYNUTL NpoTokon IPv6 Ha APM c koHconbto ELLY.

IOnsa yoaneHHoro obHoeneHus C3M HC[ Dallas Lock Linux Heo6xoanmo BbINOMHUTL CrieaytoLime warmu:

1. Heobxoaumo oTKpbITb rMaBHOE MeHto koHconu ELLY E — «YTUnuUTbl» — «YaaneHHoe obHoBneHue
DL Linux».

2. B oTkpbIBLLEMCS OKHE HEOOXOOUMO BbIOpPaTh KNMEHTOB, MOAYNN KOTOPbIX HE0BX0ANMO 06HOBUTL (PucC.
171). Heobxoanmbii 0OBbEKT MOXHO HaWTKM MO MMEHM Yepe3 MOMCKOBOK CTPOKY MM MPY MOMOLLM
aepesa knuenToB Dallas Lock Linux, akTmBMpoBaB HanpoOTUB HY>KHOIO KNMeHTa YekboKce.



O Macrep yaanennoro obrosnenus Dallas Lock Linux

Bribop mogynei
Beifiop moayneii ans obHoBneHna

MopT

oK. ..,

~ (5 [lomen BesonacHocTi
- HEPACTIPEJENEHHEIE OBBEKTHI
~ [ ™ g-virtual-machine
) Dallas Lock Linux MK2

22 |¥

o

Puc. 171. OkHo BblGOpa KOMNbIOTEPOB C Linux

3. 3anonHuTb napameTpbl, KOTopble OyAyT NPMMEHEHbI K MoAynsM B npouecce obHoBneHns C3UM HCL

Dallas Lock Linux (Puc. 172):

o none «Mma» ansa BBoga norvHa agmuHmuctpatopa OC (none o6a3aTenbHO Ans 3anofHEHWS);
e none «[Maponb» pans BBoga naponst agmuHuctpatopa OC (none HeobsasaTtenbHO Ans

3anorHeHus).

Ecnn aKTnBmpoBaTb yekbokc «lMonb3oBaTenb sABMAsieTCS cynepnosnb3oBaTtenemMm», To nonda AOna sBoAda
OaHHbIX cynepnorib3oBaTesid CTaHYT HEeaKTUBHbIMWU. B NpoTMBHOM cCriy4yae HeobxoQMMO BBECTW NOMMH U

naponb cynepnonb3oBaTens.
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Beoq aBTOPHSaLMOHHBIX AaHHbIX
YYETHbIE ASHHEIE AAMMHHCTPETOPE OC KOMMLIOTEPOE KIMEHTOB

WA |admin

Mapone

Mone30BaTENs ABNASTCA CYNEPonE30BaTENEM

< Hasag lanee > Otmena

Puc. 172. BBoa aBTOpM3aLMOHHbIX AaHHbIX

Mocne 3anonHeHus Bcex HeOBXoAMMbIX NOMEn HY>KHO HaxKaTb KHOMKY «[Janeex.
4. B cnepywouwem okHe Heobxogmumo (Puc. 173):

ykasaTb NyTb K AUCTPUOYTUBY C 0OHOBNEHneM (0ba3aTenbHbIN napameTp);
BBECTWN HOMEP NMLIEH3NN B COOTBETCTBYIOLLEe none (norne obsa3aTenbHO Ans 3anofiHeHns);
BBECTM normH agmuHuctpatopa C3W B cooTBeTcTBylOWee none (none obs3atensHo And
3anonHeHus);
BBECTM naponb agmuHuctpatopa C3M B cooTBeTCTBYylOLLee none (none Heobs3aTenbHO Ans
3anonHeHus);
BblOpaTh B KAKOM (hopmaTe 3KCnopTMPOBaTh XypHanbl (Heoba3aTenbHbI napameTp):

o «B copmate PDF»;

o «B popmaTte ODSy;

o «B gopmate XMLy;
BBECTW [OMONHWTENbHbIE KIIOYM YCTAHOBKM B COOTBETCTBYIOLLEe nomne (none Heobs3aTtensHoO
ANS 3arnofHeHns ).
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NapameTpul 06HOBASHNA
Beibop aMcTpubyTBa W NEpPaMETPOE 0AHOBNEHMA

WcxoaHeii aucTpubyTis

BeiGpaTs

HoMep nHUEH3MA

WMMa AgmMuHmucTpaTopa C3KM HCA

MNaponb AgMUMHWCTpaTopa C3W HCA

|:| IKEMOPT HYPHANOE

,D,UI'IDJ'IHHTEJ'IbeIE
KNHOHK YCTEHOBKKA

< Hasag

O6HoBnTE

Otmena

Pwuc. 173. MapameTpbl 06HOBREHNSA

5. [anee MOXHO npocMaTtpuBaTb COCTOSIHME npouecca 0OHOBNEHUs Ans Kaxaoro knueHTa (Puc. 174).

[To okoHuaHuo

npoLecca LeHTpanu3oBaHHOrO OGHOBMEHUS  MOSIBATCS
KOMMEeHTapun ygadHoro nnn HeygadHoro 3aBsepLieHuna onepauun.
O MacTep yaanerHoro obroeneHna Dallas Lock Linux — O X
Mpouecc obHoBREHNA
IPagpec ™ APM Mpougcc TNor
192168.130.225 g-virtual-machine ABTOpPW3ALWA CYMEPNOLZ0EATENEM
3asepwnTs OTmena

Puc. 174. Mpouecc o6HoBRNeHNs

cooTBeTCTBYHOLLME



10.5 Hactpounka moayna C3U HC[ Dallas Lock Linux

B nepese [omeHa 6e3onacHoctn ELLY Dallas Lock npucyTtcTBytoT 3apernctpupoBaHHble B b mogynu
C3M HC[ Dallas Lock Linux B coctaBe APM.

3Ha4vkn obbekToB, obosHavatowmx mogynu C3W HCL Dallas Lock Linux, 3aBUCAT OT COCTOSIHUS MOAyns
1 MOTYT NPUHUMATL CrieayoLWwuii BUL!

— MoAyJ1b NOAKITHYEH;

. —  CB$si3b C MOAYJIEM OTCYTCTBYET.
HacTpoviku Ha ypoBHe Moaynsi oToOpaaloTcs Ha HECKOMbKMX OCHOBHbIX BKaAKax.

10.5.1 CwuHxpoHu3auus

[na npuBegeHna B COOTBETCTBME 3HAYEHWsIM MapamMeTpoB, BbicTaBneHHbiM Ha ELLY Dallas Lock,
Ha moayne C3W HC[H Dallas Lock Linux Heobxogumo npoBedeHue CUHXpoHM3aumn. CUHXpPOHU3aUus
MOXeT ObITb MpoBedeHa MNpu YCIOBUM Hanuuusl ceTeBoro nogkntodeHnsa mexay ELYY Dallas Lock
n moaynem:

e  pPU BKITKOYEHUN MOAYNS;
e nepuoamndecku (cm. «MapameTpbl paboTbl MOAYNEN»);
e [0 KOMaHAe nonb3oBaTens:

e 13 KoHconu ELLY;

e 13 rpadcuyeckon obonoukn moagynsa C3M HCH Dallas Lock Linux.

CuHXpOHM3aUumMAa No KomaHae u3 KoHconu ELLY

KomaHga «CwuHxpoHusmpoaTtb» B KoHconu ELY gna mogyna C3W HCL Dallas Lock Linux goctynHa
Ha Bknagke «CBoaka» Ha ypoBHe Moayns B AepeBe [JomeHa 6e30MacHOCTM Ha MaHenu MHCTPYMEHTOB
«OnepaTtmBHoe ynpasneHune» (puc. 175).

KommeHTapmit

BoikniounTb
Nepesarpysntb
Cobpartb ypHansi
CMHXpPOHMSHPOBaTDL
PasbnoknposaTth nonb3oBarenei

ﬂEpCC‘-{HTaTb UENOCTHOCTDL

Puc. 175. Knonka « CUHXpOHM3MpOBaTb»

CuHxpoHusauumsa no komaHae us rpadumyeckonm o6onoyukn C3U HCA Dallas Lock Linux

[nsa npoBeaeHnst CMHXpoHU3auun ¢ [lomeHom 6e3onacHocTn ELLY no komange ns rpadmyeckon 060no4ku
moaynsa C3M HC[ Dallas Lock Linux Ha knneHTckoM MK Heo6X0AMMO BbINOMHUTE CReAyoLne Lwaru:

1. Banyctutb rpadudeckyto obonouky C3M HC[ Dallas Lock Linux n aBTopr3oBaThCS.
2. TlepewTtn Ha Bknagky «LleHTpanusoBaHHOE yrnpaBrieHue».
3. HaxaTtb kHonky «CuHxpoHnsaums ¢ ELLY» (puc. 176).



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

¥ Dallas Lock Linux - 0O x
@ Dallas Lock LINUX
MonesoBatenn MonnTuky GesonacHocT Pecypcel Ayt | LeHTpanioBaHHoe ynpasneHne | ¥npaenenwe M3 TectuposaHwne

LlenTpanwsosanHoe ynpasneHe C3KM HCA Dallas Lock Linux

APM: | |

ABELLY: | |

Kawou goctyna: | |

Cnucok cepeepos:

Eagunneii Llentp ¥npasnenna Dallas Lock

CuHxpoHnsauma © ELD’| |OTnpaBmexypHanh| Ha ELD’| |BI:|IBECI’M W3 ,ﬂ,E|

Cepeep GesonacHoct Dallas Lock Chk: |

hostdlladmin@127.0.0.1

Puc. 176. KHonka «CuHxpoHmsauusa ¢ ELLY »

10.5.2 Co6op XxypHanoB

Ona nonywenns B ELY Dallas Lock 3anucen XypHanoB, Begywmxcsa Ha wmogyne C3W HCL
Dallas Lock Linux, Heobxoanmo nposefgeHne cbopa xypHanoB. COoOp XypHanoB MOXeT ObiTb NpoBeaeH
npuv YCroBUM HAanNu4uMsa ceTeBoro noakniyveHns mexay ELLY n mogynem:

e Mpu BKIOYEHUN MOAYNS;
e nepuogmnyeckn (cm. «apameTpbl paboTbl MOAYNENY);
e 0 KOMaHfe nonb3oBaTens:

e 13 KoHconu ELLY;

e 13 rpacudeckon obonoykm mogyns C3M HCQH Dallas Lock Linux.

C6op xXypHanoB no komaHae u3 koHconu ELLY

Komanpa «Cobpatb xypHanbei» B KoHconu ELLY gna mogyns C3W HC[H Dallas Lock Linux goctynHa
Ha Bknagke «CBoaka» Ha ypoBHe Moayns B AepeBe [JomeHa 6e30MacHOCTM Ha MaHenM MHCTPYMEHTOB
«OnepaTnBHOEe ynpasneHue» (puc. 177).
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EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

KOMMEHT apuid
JHOE ¥TMIPABNEHWE

BLIKNHOYHT b
Nepezarpysnte
CofpaTh ®ypHanoi
(HHXpPOHHSHPOBATH
PazbnoknpoBaThL NONbL30BATENSH

"EpEC'I HTaTh UENOCTHOCT b

Pwuc. 177. KHonka «CobpaTb XypHanbi»

OTnpaBKa XypHanoB No komaHAae us rpadmyeckon 060M04KM agMUMHUCTPaTopa

[ns otnpaBku xxypHanos B [lomeH 6e3onacHocTu ELLY Dallas Lock no komaHae us rpaduydeckori 060no4ku
mogynsa C3M HC[ Dallas Lock Linux Ha knneHTckoMm NK Heo6x0amMmMo BbINONHUTE CAeAyoLne Lwaru:

1. BanyctuTb rpadudeckyto obonovky C31 HC[ Dallas Lock Linux n aBTopr3oBaTbCS.
2. TepenTtun Ha BKnaaky «LleHTpanu3oBaHHOe ynpaBneHue».
3. HaxaTtb kHonky «OTnpaBuTtb xypHansl Ha ELLY» (puc. 178).

¥ Dallas Lock Linux - 0O x
@ Dallas Lock LINUX A
MNMonesosatenn MNoanTrke GesonacHocTK Pecypcel Ayant | LenTpanuaoeaHHoe ynpasneHue | ¥npaenexune M3 Tectuposanwne

EanHeli LlenTp ¥npaeneHna Dallas Lock

Cepeep GesonacHoct Dallas Lock

UenTpanmsosanHoe ynpasneHe C3M HCJ Dallas Lock Linux

APM: | |

Z5 ELLY: | |

Kawou goctyna: | |

Cnncok cepsepos:

CuHxpoHM3aumna © ELI,)’| |DTnpaBMTbxqrpHanhl Ha ELI,)’| |BI:|IBECI’M W3 .EI,E|

CE: |

hostdlladmin@127.0.0.1

Puc. 178. KHonka «OTnpaBuTsb xxypHansl Ha ELLY »

10.5.3 CBoaka moaynsa C3U HC[L Dallas Lock Linux

Bknagka «Csopgka» Ha ypoBHe mopynst C3WM HC[ Dallas Lock Linux otobpaxaeT obliee coctosiHue

moayns (puc. 179).
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O Kencons ynpasnenns ELLY [fowen 6ezonactocri: dowen Gezonacioc, Cepecp: deskiop-b35373.dllocal 17900] -
e © Y Q Ceoaka

* = [loMeH GE30NacHOCTH
Vudopmaums 06 o6bexTe '

v [0 HEPACMPEOENEHHBIE OBBEKThI

+ 1 Windov H1 Booa s A5 2022-09-09 11:32:42 (GMT+03:00)
TMocnenriee nogxmoseHie 2022-09-09 11:32:43 (GMT+03:00)
ATeHT ELY Windows P-agpec 10.10.101.64

ObnosnTE

+ @ deskiop-ovidpnh BepaiA OC ubuntu-20.04
Bepos sapa 5.10.107

@ Dall k 8.0 VK Koa TexHmueckol nogepmsit KOR Texmiueckol nofnepHKit He 3343H

Kom4ecTso axTieHbix cecoui 1

KoMnoHeHTb! M3 fCKH

Homep niueHzm

Homep chopiu 3.17.78.1-debug

PesynsTaT nocneareit nposeprn KLy Hapywerunli ret

VIANEHHSIE OBBLEKTHI Kommerrapwii He ncronssyetcs

TecTosas rpynna
WHumnenTsbl GesonacHoctn v

ssan 2022 S, I —

Kommentapuii
[ Tonsko HenpawTateie

Mo KomecTsy 32 nepoa Yaamme

BLIKRIOWNTD

NepesarpysiuTs

0/0 :

" Pasbroxmponar nonsosarenei
He npountaHo/Beero
Cnnxpomsnposatb

00:0... 0Z0.. 040.. 06:0.. 08D 10:0...  120.. 140.. 16:0.. 1&0.. 20:0.. 220, MNepecunTats yenocrHocTs

= Konuuecrso

Puc. 179. Bknagka «Cogka»

JocTynHbl cneayowme pasgensl UHPOpMaLMOHHOW NaHenw.

UHdopmaumsa o6 obbekTe

B BepxHel yacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs cregyolas MHPOoOpMaUnUs O TeKyLLeM
COCTOSIHUM MOAaynsi:

*  UMH(OpMaLUA O AaTe U BPEMEHW MOCNEAHErO NOAKIHOYEHNS MOAYNS;
MHdOpMaLKs 0 gate n BpemeHn seoda moayns B [b;
HoMmep cOOopKY;

Bepcus onepaumoHHON CUCTEMBI,

Bepcus sapa;

KOMMOHEHTBI;

HOMeEp NUUEeH3unu;

KOZ TEXHUYECKON NOAnEPXKKU;

IP-agpec;

pesynbTat nocrneaHen nposepku KLL;

KOMNNYECTBO aKTMBHbIX CECCUM;

KOMMeEHTapui.

MHumnpgeHTbl 6e3onacHoCTU

OTobpaxaeTcs CnMCOK MHUMAEHTOB 6e3onacHOCTU Moayns ¢ rpadwuyeckor naHenbto. [ocTynHa
dvnbTpauma oTobpaxaembix COObITUIM NO NEepuoay W HacTpovka OTobpaxeHus Auarpamm
(cm. «HacTponka nHungeHToB 6e30MacHOCTUY).

[lBonMHON KWK No cobbiTho OTKpOEeT 3anncb B OoTAEeJsIbHOM OKHe, B CnnCKe gaHHOoe cobbiTne 6y,u,eT
NnoOMeYeHOo KaK NnpovYnTaHHoe. Mone ((KOMMGHT&pMVI» OOCTYNHO OANA peaakTupoBaHuUA.

[ocTynHbl cneayowmne OeACcTBUSE C MOAYIEM Ha NaHeNn MHCTPYMEHTOB:

1. O6GHOBUTB.
2. YpanuTb Mmoaynb.
3. KommeHTapui.

,D,OCTyI'IHbI cnegywuipe KomaHabl onepaTtnBHONO yrnpaBsieHnd Ha naHenn NHCTPYMEHTOB!

CvHXpOHM3MpoBaTb.

BbIknounTb.

Mepesarpy3uTs.

Pa3bnoknpoBaTtb nonb3oBaTenem.
lMepecuuTaTth LENOCTHOCTb.

agrONE



6. Cobpatb xypHanbl.

10.5.4 TMonb3oBatenu u rpynnel moayna C3U HCA Dallas Lock Linux

Bknagka «lNonb3oBaTtenu u rpynnei» Ha ypoBHe moaynst C31 HC[ Dallas Lock Linux cogepXut cnmcok
rnobanbHbIX U OOMEHHbIX MONb30BaTeENen M rpynn, Hacregyemblix C YPOBHENW Bbllle MO Mepapxuu
W CO3[aHHbIX Ha YPOBHE JAHHOIO MOAYIMs, a Takke MOoAYIbHbIX NOMb30BaTENen.

YnpaeneHue nonb3oBatenamu u rpynnamm Ha yposHe moayns C3UW HC[ Dallas Lock Linux nponssoaunTcs
aHarnorm4yHo onncaHHoOMY yrnpaereHuio Nonb3oBaTensiM1 1 rpynnamm B pasaene «llons3oBaTteny v rpynnbl
Moaynsay. [Ana npuMeHeHns nsMeHeHnin Ha MoayNax HeobxoaMMa CUHXPOHM3ALMS.

10.5.5 Monutukun moayna C3U HCQ Dallas Lock Linux

Ha yposHe mopyna C3W HC[ Dallas Lock Linux B cnucke Ha Bknage «[onuTukm» [OCTYMHbI TONBKO
nonutukm, aktyaneHble ana C3M HCL Dallas Lock Linux (cm. «[Monutuku OBy).

Hactporika nmonutuk Onsi MOAyns MpOM3BOAMTCA aHanormyHo HacTpowke nonuTuk anga rpynnel OB
(cm. «MNonutukm ans  rpynnel [AB»). [Ons npvMeHeHus napameTpoB Ha MoAaynsax Heobxoguma
CYHXPOHM3aLUS.

10.5.6 3apaHusa mopgynsa C3U HC[ Dallas Lock Linux

Ha ypoBHe moayns C3UM HC[ Dallas Lock Linux B cnvcke Ha Bknage «3agaHns» OOCTYMHbI As CO30aHUS
TONbKO 3agaHus, aktyanbHble ana C3W HC[ Dallas Lock Linux (puc. 180):

*  W3MEHEHWE NapameTPOB NMULEH3UN (M3MEHSIET HOMED NULEH3NMN U KOL, TEXHUYECKOW NOJOEPXKKN);
e yganeHue mMopynsi.

E:J MacTep cosganna 3a8aHua et
BoifepuTe THI MOAYAA
BoibepuTe THA 3aaaHUA

M3MEHEHWE NAPaMETPOE MMLIEH3MK

YaaneHue MOAYNA

Cozpnate OTMEHE

Puc. 180. MacTep co3aanus 3aganust ana mogyns C3UM HC[ Dallas Lock Linux

Pabota ¢ 3agaHusammn gna mogyns C3W HC[ Dallas Lock Linux npov3BoaMTCA aHanornyHo HacTpoike
3aganui gnsa 06 (cm. 3aganus OB). Ona BeiNONHEHWUst 3agaHus TpebyeTcs CUHXPOHU3aUUs ¢ MOAYIEM.

10.5.7 XypHanbl moaynsa C3U HCL Dallas Lock Linux

Bknagka «KypHanbei» gna mogyna C3W HCL Dallas Lock Linux no3sonsieT npocmartpuBaTh >KypHarbl
6esonacHocTn moayns (puc. 181).



O Kowcons ynpasessun ELLY [lomen Gesonacnocric Jowew Gesonacwocre, Cepeep: desktop-b35373.dLiocat 17900]

HypHannt
T ———— Xoanrean
Kypman zocryma x yerpedicTsan Hypvan yrpsaneres M3
Komneecteo sanpauseacsa: 3ancest
Ofner puren Vingopmaus

Swep o spener:

[ @waro o napswerpen

diladrmin null
oot null

diladrmn null

devittyl ull
use/lib/ gam3/ gdm-session-worker null
user noll
system oll
system mull

pts/0 mull

(SRR NB<B<N<J<]

oot null
deviityl null

st/ gdm/gdm-session-worker null

system null

Puc. 181. Bknagka «>KypHarnbi»

Ona moaoyns C3M HCJ Dallas Lock Linux gocTynHbI:

o «XKypHan ceccuiny;

«XKypHan gocTtyna K ycTponcTBamy;

«KypHan BxogoBy;

«KypHan neyatmny;

«KypHan ynpasneHus Nonb30BaTensammy;
«XypHan ynpasneHus nonMtnkamy 6e30nacHoCTn;
«CuMCTEeMHBIN XypHany;

«KypHan goctyna K pecypcamy;

«KypHan ynpasneHus MO»;

«KypHan cobbituin 6e3onacHoctn M3Oy.

Pa6oTa c xypHanamu mogynei onucaHa B pasgene «KypHanbsl MOoyns».
[na nony4yeHus 3anucen xypHanoB ¢ Mogynsi TpebyeTcsi BbINONHEHNE cbopa KypHaros.




11 MOAOYIJlb C3U BU DALLAS LOCK

11.1 Beog moaynsa B [1b

Beectn mogynb C3/ BU Dallas Lock B [JomeH 6e3onacHoCT MOXHO Yepe3 KoHconb LieHTpa ynpaBneHus
C3W1 BU Dallas Lock.

BHumaHume! Npu BBoge moaynss C3M BU Dallas Lock B [1b nomkeH 6biTb cobniogeH psag
YCrOBUIA:
e B JIBC pomxeH 6biTb paboTtatowmnn cepsep ELLY;

e Mexay moaynem u cepeepoMm ELYY pomkeH ObiTb CBOOOOHBIN OOMEH nakeTamu
no TCP/IP nopty 17900.

BHumaHume! NMocne sBBoga mogyna C3U BU Dallas Lock nog ynpasneHne ELLY Dallas Lock
3Ha4YeHus1 NapameTpoB 6e30MacHOCTU MoanexaT CUHXPOHU3AUUN CO 3HAYEHUSIMU MONUTUK
ELLY Dallas Lock onsa 6asosown rpynnbl «HepacnpeaeneHHble 06 beKTbI».

[Ons Beoga moayns B 16 yepes KoHconb LieHTpa ynpaenerus C3W BU Dallas Lock Heobxognmo:

1. Y6eauTbes, uto cepBep ELLY gocTtyneH no cetu.
. 3anycTuTb KOHCOSb MOAYNS.

2
3. OTKpbITb rMaBHOE MEHIO N «MapameTpsl ELY...».
4

. MoctaButb dnar «noa ynpaeneHnem ELLY» (puc. 182), 4tobbl none HacTpoek cTano akTMBHO, 3aTeEM
yKasaTb criegylolime gaHHble:

e DNS-uma nnu IP-agpec cepsepa ELLY;
e ums APM, B cocTaBe KOTOPOro HEOOXOAMMO BBECTU MOAYIb;
e kntod goctyna k AB.

Beog e ELLY

noa ynpasnexuem ELLY

OaHHeie ELLY

Cepeep ELLY | |

(DMS-44ma 1mm ip-agpec)

Vs APM EEL |

Knou goctyna

OK CTmeHa

Puc. 182. Beog B ELLY

5. Haxatb kHonky «OK», n 6ygeTt nHmuumnpoBaHo co3gaHue APM u pernctpaumsi Mmogyns B ero coctaee
(puc. 183).

MogoxauTe...

MaeT onepaumA Becia AaHHoro APM-a nog ynpasneHue ELLY. ..

Puc. 183. Onepauusa Beoga APM nog ynpasnexue ELLY Dallas Lock

Ecnn npouecc BBoga moayns B [Ob npowen ycnewHo, TO 4Yepe3 HEKOTOpoe BpeMs MNOSBUTCS
cooTBeTCTBYIOLWEe coobuieHmre (puc. 184).



3 BlA Dallas Lock >

o Y C311 BW yenewre sapernctpuposad & ELLY!

Puc. 184. Mogynb 3apernctpupoBaH B ELLY Dallas Lock

MpumeyaHue. Ecnn Bo Bpemsa npouecca Beoga moayns C3W BW Dallas Lock B OB
BO3HMKAeT owunbka, cogepxawasa Tekct «Owunbka permctpaumm B ELLY! (HekoppekTHble
napameTpbl Bbi30Ba PYHKLUMM.)», TO HEOBXOAUMO BbINOMHUTE Criegyolme 4encTBus:

e B Hactponkax ELLY Dallas Lock (cm. «OBwune napametpbl paboTbi») B napameTpe
«Cnocob nogkntoyeHuss K cepsepy» YCTaHOBUTb 3HayveHue «Oba cnocoba» wu
BblIOpaTh NpuoputeT nogkntoyveHus no IP-agpecawm;

e nogoxaatb 30 cekyHA ANns NPUMEHEHMUS HOBbIX 3HAYEHWI;

e MOBTOPWUTL NONbITKY BBoAa moayns C3U BU Dallas Lock B AB.

Mocne, npn HEOBXOONMOCTN, MOXHO YCTAHOBUTb 3HAYEHME MO YMONYaHUo Ans napameTpa
«Cnocob nogknto4eHus K cepsepy» (0ba cnocoba c MPMOPUTETOM NOAKITHYEHUSA MO NOSHBLIM
OOMEHHBIM MMEHaM), Ha ynpaBrneHue yxxe 3apermctpupoBaHHbivu B 1B mogynamu C3U BU
Dallas Lock aTo He noBnuvseT.

11.2 BbiBoa moaynsa w3 [1b

BeiBectn mogynb C3M BU Dallas Lock u3 [lomeHa 6e30nacHOCTM MOXHO criefytowmmMmm cnocobamm:

e c nomoubto KoHconu ELLY (cm. «HacTpoiika mogynsay);
e yepes KoHconb LeHTpa ynpaenenua C3M BU Dallas Lock.

Ons BeiBoga moayns Yepes KoHconb LieHTpa ynpasnenns C3W BU Dallas Lock Heo6xognmo:
3anycTuTb KOHCOSb MOAYNS, NoAKNtoUUTLCS K LieHTpy ynpasneHus C3U BU.

OTKpbITb rMaBHOE MEHIO LgJ — «[lMapameTpsbl ELLY...».

Y6patb conar «nog ynpasnernuem ELLY» (puc. 182), utobbl none HacTpPoeK CTano akTUBHO.
Haxatb kHomky «OK».

B nosiBuBLLEMCS AMaANOroBOM OKHE HaxaTb KHOMKy «[da» (puc. 185).

agrwN P

C311 B Dallas Lock

o BeigecTit APM Mz-nog ynpaeneHna cepeepa ELYT

Puc. 185. Beisog APM un3-nog ynpasneHus cepepa ELLY Dallas Lock

Ecnu npouecc BbiBoga mogynsa 13 b npollen ycnewHo, To Yepe3 HEKOTOpPOe BPEMsI NOSIBUTCS COOOLLEHNE
o ToMm, Yto APM (Moaynb Dallas Lock C3/ BW) BbiBeaeH 3 b (puc. 186).



C311 Bl Dallas Lock »

o APM ycnewHo EnEEgeH M3-N0g ynpaeneHna cepeepa ELLY.

Puc. 186. Mogynu C3U BU BeiBegeHbl n3 b ELLY Dallas Lock

B KoHconu ELY ypaneHHbln mMoaynb nepemectuTcss B ©0as3oByl rpynny «YAaneHHble OObeKTbI»
nepesa [b.
MpumeyaHume. MNMpu oTCyTCTBUM CETEBOrO NoAKNtoYeHus k Cnyx6be ELLY, mogynb moxeT 6biTb
BbiBegeH n3 [lomeHa 6e3onacHoctn ELLY npuHyguTensHo. MNpu atom, B KoHconu ELLY Takon
MOoZYyIb MPOSOIMKUT OToBpaxaTbCs, HO ero ctaTtyc 6yaeT «HegocTyneH».
MoaToMy, Kaxabli MoAyrb, BblBEOEHHbIN M3 coctaBa [Ab BO Bpems OTCyTCTBUSA CBA3U
co Cnyx6on ELLY, Heobxoanmo AoNOMNHUTENLHO yaansaTb BpyyHyto 3 KoHconu ELLY.

11.3 Hactpounka C3U BU Dallas Lock

B nepese [JomeHa 6e3onacHocT ELLY npucytcTBytoT 3apernctpmpoBanHbie B b mogynun C3U BU Dallas
Lock, koTopble oTobpaxatotcsa B coctaBe APM.

3Haukn ob6bekToB, ob6o3Havatowmx moaynn C3M BU Dallas Lock, 3aBMCAT OT COCTOSAHUSI MOAYNS U MOTYT
NpyYHUMaTh CriegyroLmi BUa:

— MOAYJ1b NOAKITHYEH;

. — CBfi3b C MOAYIeM OTCYTCTBYeT.

HaCTpOIZKVI Ha ypoBHE MOoAynA OTOGpa)KaIOTCFI Ha HECKOJIbKMX OCHOBHbIX BKI1agKax.

11.3.1 CwuHxXpoHM3auus

Ons npvBegeHuMs B COOTBETCTBME 3HayeHMAM MapameTpoB, BbiCTaBneHHbIM Ha ELLY Dallas Lock,
Ha mogyne C3U BW Dallas Lock Heo6xoamMmo npoBegeHue cMHXpoHmnsauun. CUHXpoHn3aumnsa MoxeT ObiTb
npoBefeHa Npu yCrnoBUKU HanNu4usa cetesoro nogkniodeHus mexay ELLY Dallas Lock n mogynem:

®  [pW BKIIOYEHUN MOAYNS;
e nepuogmnyeckn (cm. «apameTpbl paboTbl MOAYNENY);
e 10 KOMaHAe nonb3oBaTens:

e 13 KoHconu ELLY;

e 13 KoHconu LeHtpa ynpasneHnns C3U BU Dallas Lock.

CuHxpoHu3aumua no komaHge u3 Konconu ELLY

KomaHga «CuHxpoHusmposatb» B KoHconm ELY gna C3U BW Dallas Lock goctynHa Ha Bknagke
«CBogka» Ha ypoeHe moayns Dallas Lock C3/ BU B pepese [1b Ha naHenu nHcTpymeHToB «OnepaTnsBHoe
ynpaerneHuey» (puc. 187).

CobpaTtb wypHansi

CHHXPOHHZHPOBATb

Puc. 187. MNaHenb nHcTpymeHToB «OnepaTuBHOE ynpaBrieHMe»

CuHxpoHusauusa no komaHge us Konconu Lientpa ynpaBnenusa C3U BU Dallas Lock

[nsa npoeegeHuss cnHxpoHusaumm ¢ lomeHom 6e3onacHoctn ELLY Dallas Lock no komaHae 3 KoHconu
LleHTpa ynpaeneHuns C3W BU Dallas Lock Ha knneHTckom MK Heobxoaumo BbINONHWUTL CrieayoLwmve warm:



1. 3anycTuTb KOHCOMb MOAYNS, NOAKMUUTLCS K LieHTpy ynpasneHus C3U BA.
2. BblbpaTtb B AepeBe 06BHEKTOB BKaaKy «AreHTol B ».
3. HaxaTb kHonky « CUHXpoHu3npoBaTb» (puc. 188).

CocTofaHue

"I i I -
© 1 = & |- =
AoéaeuTte cepeell CHHXPOHWMZMPOBATE"JEHOENTE || |OcHOBHOE| CermMeHTH
BMPTYanm3aLmm s W EpEEO 6e30NacHoCTH

OfbexThl DL :
CEPBEP YNPABNEHUS [OC

Puc. 188. KHonka « CUHXpOHM3NpoBaTb»

11.3.2 CO6op xypHanoB

Ona nonyyennsa B ELLY Dallas Lock 3anucen xypHanos, Begywuxcs Ha moayne C3U BW Dallas Lock,
HeobxogmMMo npoBefeHne cbopa xypHanoB. CHop XypHanoB MOXeT OblTb MPOBEAEH MpW YCIOBUM
Hanuuusi ceTeBoro nogkntoyeHna mexay ELLY n mogynewm:

e pPU BKITKOYEHUN MOAYNS;

e nepuognyeckn (cm. «[apameTpbl paboTbl MOAYNENY);

e 0 KOMaHAe nonb3oBaTtens us Konconu ELLY.

C6op xypHanoB no komaHge u3 Konconu ELLY

KomaHnga «Cobpartb xypHanbl» B KoHconu ELLY ans moaynen Dallas Lock C3UM BU goctynHa Ha Bknagke
«CBogka» Ha ypoBHe mogyns B Aepese [b Ha maHenu uHcTpymeHTOB «OnepatuBHOE ynpasreHue»
(puc. 187).

11.3.3 Csopaka moayns Dallas Lock C3U BU

Bknagka «CBogka» Ha ypoBHe moaynsa Dallas Lock C3UM BW otobpaxaeT obLiee cocTosiHue mopyns
(puc. 189).

O Koncons ynpasnerna ELLY [omen Gesonachocti: lomen 6esonacrocTy, Cepeep: winstendb.dl.local:17900] o[- @

e ® Y Q CBoaka
v =/ [lomeH 6e3onacHoCTH >
5 Nudopmaums 06 obbexTe

[ HEPACNPEAEJIEHHBIE OBBEKTHI

m CETEBLIE YCTPOWUCTBA Bsoa s 16 2022-09-09 13:32:15 (GMT+03:00)
MocneaHee NOAKMIOHEHIE 2022-09-09 12:32:15 (GMT+03:00) ObnosuTs

I YIANEHHbIE OBBbEKTHI ArenTbl Hyper-V 0
A KvM 0

v @ winstend6.dl.local ik
AreHTbl VMware 0
@ Dallas Lock C31 BM VK4 Wcronbsyemsie & Hyper-V (npoueccopsi) 0
Wcnonb3yembie 8 KVM (npoueccops) 0
Wcnonb3yembie 8 vSphere (npoueccopei) 0
Ko TexHu4ecKoil noaaepxiin He sanan
Konuuectso Windows-knueHTos: 1
Muuensim BU (cymmapHo ucnons3syemsie scero npoueccopos) 0/0
Homep u aata chopku 4.58.650.0 ot 06.09.2022
HoMep maueHsim
Penaxws C311 BX PacwmpenHas
KommeHTapuit He ucnonbsyetcs
WHumnaeHTsbl 6esonacHoctn KommenTapiii
Yaamrrs
3a nepuoa: 09.09.2022 3KcnopT HacTpoiikn nHwaenTos Hesonac
[C] Tonsko HenpounTartisie
Mo Konu4yecTsy 3a nepuoa
5 Cobpars ypranse

CnxpoisiposaTs
4

Puc. 189. Bknagka «CBogka»



JocTynHbl crieayoLmne pasaenbl MHpOPMaLMOHHON NaHenu.

NHdopmaumsa o6 ob6bekTe

B BepxHen yactu MHOPMALMOHHOW NaHenn oTobpaxaeTca cneayollas MHpopMaLms O TeKyLlem

COCTOAHUN MoAynA:

MHdOpPMaLMA 0 faTe U BpEMEHW NocrneaHero NogKMoYeHus;
WHcpopmaums 0 gate u BpeMmeHu Beoaa moayns B [1b;
HoMep n gaTa cbopku;

HOMeEp NULEH3NMK;

konumyectso Windows-Kn1MeHToB;

KOO, TEXHNYECKOW NoaaepPKKU;

napameTpbl NMMLEH3UK:

e 00Llee Konn4yecTBo nuueHsun BU;

e  KONMMYeCcTBO MCMONb3yeMbIX NPOLLECCOpOB B VSphere;
®  KONMMYECTBO MCMNOJSIb3yeMbIX NpoLeccopos B Hyper-V;
e  KOJSIMYECTBO MCNosb3yeMbix npoueccopos B KVM,
KonuyecTtso areHToB VMware;

KonunyecTtBo areHToB Hyper-V;

Konmn4yecTtBo areHToB KVM;

penakumns C31 BUY;

KOMMEHTapui K MOAymo.

MHUnpeHTbI 6e3onacHoCTHU

OToGpaxaeTcs CNUCOK MHUMAEHTOB GesonacHoCcTM MoAynsi ¢ rpaduyeckoli naHenbto. [ocTynHa
unbTpaums oToGpakaemblx CcoOObITUIA MO nNepuogy W HacTpolrka oTobpakeHusi avarpamm

(cM. «HacTpoiika MHUMAEeHTOB 6e30MacHOCTUY).

[BOMHONM KNWK NO COBObLITUIO OTKPOET 3anvCb B OTAENbHOM OKHE, B CMuCKe AaHHoe cobbiTne byaet

NoMeYeHo Kak npovmTaHHoe. [None «KommeHTapuin» JOCTYMNHO NS peAakTMpOBaHUS.

JocTynHbl cnegyowmne AeACTBUA C MOOYNEM Ha MaHENN MHCTPYMEHTOB:

1. OBHOBUTB.

2. YpanuTb Mmoaynb.

3. KommeHTapun.

HocTynHbl cnegyowmne KoManabl ONepaTMBHONO YNpaBrieHNst Ha NaHen MHCTPYMEHTOB:

1. CobpaTtb xXypHansl.
2. CuHXpOHM3NpoBaThb.

11.3.4 Monb3oBatenu u rpynnbl moayns Dallas Lock C3U BU

Bknagka «[llonb3oBatenu u rpynnbl» Ha ypoBHe moayns Dallas Lock C3W BW copepxut cnucok
rnobanbHblX M AOMEHHbIX MOMb30OBaTenen W rpynn, HacrnegyemblX C YPOBHEW Bbie MO Mepapxuu

M CO34aHHbIX HA YpOBHE AaHHOro Mmoaynd, a Takke MoayrnbHbIX nonb3oBaTenen.

YnpaBneHue nonb3oBaTensamMu u rpynnamuv Ha ypoBHe moayns Dallas Lock C3UM BW npowussoautcs
aHarnorm4yHo onMcaHHoOMy yrnpaereHuio Nonb3oBaTensiM1 1 rpynnamm B pasaene «llons3oBaTeny v rpynnbl

mMooyna». Ons NnpUMeHeHnsA M3MEHEHNIN Ha Moaynax Heobxogmma CUHXPOHN3aLUnA.

11.3.5 Monutnkm moayns Dallas Lock C3U BU

Ha yposHe moagyns Dallas Lock C3U BW B cnucke Ha Bknage «[onutukm» (puc. 190) 4OCTYNHbI TOMBKO

nonuTukm, aktyansHele gns Dallas Lock C3U BU (cm. «[Monutuku OBy).
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Puc. 190. Monutmkn mogyns Dallas Lock C3/ BA

Hactpoika nonutuk Ons moaynsi NpoM3BOAUTCS aHAaNOrMYyHO HAacCTpoVKe nonmuTuK Ansa rpynnel OB
(cm. «MNonutukmn _ans  rpynnel [AB»). [Ons npvMeHeHus napameTpoB Ha MoAaynax Heobxoguma
CUHXPOHM3aLUUS.

11.3.6 3apaHusa moayns Dallas Lock C3U BU

Ha ypoBHe moayns Dallas Lock C3/ BU B cnucke Ha Bknage «3agaHnsi» OCTYMHbI 41151 CO30aHNS TOMbKO
3agaHus, aktyanbHble anga Dallas Lock C3U BU (puc. 191):

L M3MeHeHne napameTpoB JNTNUEH3NN;
e nonyyeHne KoHUrypauuu;

e nornyyeHne oTyeTa o KoHdUrypaumu;
* nNpUMeHeHWne KoHdUrypaumm;

e MpoBepka OGHOBMEHUN.

O MacTep cozgaHns 3agaHua X

Bibepute TN MoAYRR

Dallas Lodk C3W BA MK4 b

BribepuTe TMN 330aHWA

K3MEHEHKE NApaMeTPos MMUEH3H

WameHeHue NapaMeETPOE NUUEHSMKM

Mony4eHre KoHDHrypaLmMm
Mony4eHre 0TYETE O KOHDUrypaLmm
MpUMEHEHUE KOHDWMYDELUAM

Mpoeepka oDHOBENEHMWIA

Co3znate OTtmeHa

Puc. 191. MacTtep co3sgaHus 3agaHusa ans mogyns Dallas Lock C3/ BU

Pabota ¢ 3agaHusamu gna mogyns Dallas Lock C3U BU npousBoguTca aHanormyHo HacTpovike 3agaHuin
ans OB (cm. 3agadusa OB). Ons BbinonHeHWs 3agaHus TpebyeTcst CUHXPOHM3aUNsi C MOLYMEM.

11.3.7 XKypHanbil moayns Dallas Lock C3U BU

Bknagka «KypHanei» ana wmogyna Dallas Lock C3M BW nossonsdetr npocmaTpvBaTth >XypHanbl
©esonacHocTn moayns (puc. 192).
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Puc. 192. Bknagka «>KypHarnbi»

Ona moayns Dallas Lock C3/ BM gocTynHbl:

«KypHan ysegomnenun CY[»;

«KypHan ysegomneHmin KVMy;

«KypHan cnyx6bl LY C3/ BU»;
«KypHan yBegomneHun Hyper-Vy;
«KypHan yBegomneHun vSpherey.
PaboTa ¢ xxypHanamu moayrnen onnucaHa B pasgerne «XKypHanbl Mooynsy.
[ns nony4yeHns 3anvcen XypHanoB ¢ Mogyns TpebyeTcs BbIMONHeHWe cbopa XypHarnos.




12 MOAOVYIb CA3 DALLAS LOCK

12.1 Beog moaynsa B [1b

Beectn mogyne C[3 Dallas Lock B [lomeH 6e30nacHOCTM MOXHO Yepe3 060noyky agmuHuctpaTtopa CA3
Dallas Lock.

BHumaHume! TNpn BBoge moaynsa CH3 Dallas Lock B 1B gomkeH GbiTb cobntogeH psig

YCrOBUIA:

e BJIBC pgomxeH 6bITb paboTtatowmin cepeep ELLY;

e Mexay mogynem u cepeepoMm ELLY pomkeH ObiTb CBOOOOHBIN OOMEH nakeTamu
no TCP/IP nopty 17900.

BHumaHume! Nocne BBoga moayna CL3 Dallas Lock nog ynpasneHne ELYY Dallas Lock
3Ha4yeHuMs NoNUTUK 6e30NacHOCTM NognexaTt CUHXPOHU3aLMK CO 3HaYeHnaMn nonntuk ELLY
Dallas Lock anst 6asosown rpynnbl «HepacnpeaeneHHble 00beKTbI».

Ona Beoga moayna B 16 yepes o6onouky agMmHucTpaTtopa Heob6xoammo:

1. Y6eauTtbes, 4to cepsep ELLY goctyneH no cetw.

2. 3anyctute TC c ycraHoBneHHown nnaton C[A3 Dallas Lock, BBectn aBTOpM3auUMOHHbIE AaHHblE
1 BbIbpaTb cueHapui ceccum «AOMUHUCTPUPOBAHMEY.

3. JoxpgaTtbcsa 3anycka obonoykn agMmuHmctpartopa mogyna CA3 Dallas Lock.

4. MNepentn Ha BkNaaky «lMapameTpbl» — kateropus «lMapameTtpbl ceTn» (puc. 193).

Cepenc . [Monb3oBarTend KoxTponupyemsie obuexTe: NonuTekw Ge3onacHocTH XKypHan Napamerpu

e L% L
Mnara KT MNapamertpw 3arpy3kv  NapameTpe ceTH

Kateropus

Cere

Pwuc. 193. Bknagka «lMapameTtpsbl cetn» mogyns CO3 Dallas Lock

5. MoctaButb dpnar B none «CeTby», Nnocne 4yero ctaHyT AOCTYNHbl ANS peakTMpoBaHus Apyrve nons
CTpaHuupl.

6. 3anonHuTL BpYyYHYO HeobXxoduMble CeTeBble MapameTpbl MMM Xe nocTaBuTb dpnar B none
«3anpawwuBaTtb |P-agpec guHamMuyecku» ONsS aBTOMATMYECKONO Ha3HAYEHUs CETEBbIX NapaMeTpoB
DHCP-cepBepom (puc. 194). HaxaTtb KHOmKy «[1puMeHnTbY.



Cepesc . MonbIoBaTEMN HoHTpOnM DYy EMblE o LERTE MoruTHEd GE3oNacHoCTH HypHan NapameTps

b U
Mnata KT Napamerpw 3arpyase | MapaseTpel 0eTH

KaTeropia

v Cate
HenoAsrydMwit WuTepdgenc: | EQIDSSE:82:24:85 -
¥ 3ANPALMBATH IP AAPEC AXHAMAYECKM
1Pv4 appec:
IPV4 MECKa NONCETH:
IFvd wineoa:
DNS
v IANPALMBATE AAPEch DMS CEpREDOE AMHAMUSECKM

Cepaapw DNS: + -

192.168.13.162
192.168.0.172
192 168.0.50
192.168.0.51

MpHMEHATE

Puc. 194. 3anonHeHHble ceTeBble NapameTpsbl

7. 3anonHuTb napameTpbl BBoga B [1b Ha naHenu «LleHTpanusoBaHHoe ynpasrneHue» (puc. 195):
e BblbpaTb «EanHbIN LieHTp YnpaBneHus»;
e ykasatb umsa APM, B cocTaBe KOTOPOro HEOOXOAMMO BBECTU MOAYIb;
e yKasaTb ceTeBOW agpec cepsepa ELLY;
e BBeCTM KoY goctyna k Ab.

LUeHTpanHiosanHoe ynpanasHie

Cepeep BezonacHocTy  (# Egwswi LewTtp Ynpasnewus

WaA wmeeHTa APM: AFPM_CO3

Mun CEpRepa: 192.168.122.125
KA AacTyna: |H'ﬂ

BaecTw B [I6

Puc. 195. LleHTpanusoBaHHoe ynpasneHve

8. lNocne 3anonHeHWs nonen Haxatb KHOMNky «Bectun B [1B6».
9. Ecnn npouecc BBoga moayns B b npowen ycnewHo, TO 4Yepe3 HekoTopoe BpeMs MOsiBUTCSH
cooTBeTCTBYMOLLIEE cooOLeHme (puc. 196).

YenewHo

i KnueHT ycnewHo eeeféH B 6. Mpw HaxaTuy kHonkw OK bypet
\.\Q oCyLLeCcTBNEHa Nepe3arpyska

[P ]

Puc. 196. CoobLieHure 06 ycnewwHom BBoae moaynsi B b



B KoHconu ELLY B rpynne aepesa b «HepacnpeneneHHble 06beKTbI» NoABMTCA HOBbIV APM ¢ ykaszaHHbIM
UMEeHeM, B KOTOpPOM 3apernctpmposaH moayne CA3 Dallas Lock.

12.2 BbiBoa moayna ns [1b

BeiBectn moagynb CA3 Dallas Lock u3 [lomeHa 6e30nacHOCTM MOXHO cnegyowmumm cnocobamu:
e c nomouwpto KoHconu ELLY (cm. «HacTponka moayns»);
e 4yepes ob6onoyky agmuHucTpatopa CA3 Dallas Lock.
[nga BbiBOAa Moaynst yepes 060noyYKy agMUHUCTPUPOBaHUS HEOBX0OMMO:
1. Banyctute TC c yctaHoBneHnHon nnaton CL3 Dallas Lock, BBeCTM aBTOpM3aLMOHHbLIE [aHHbIE
1 BblbpaTb cueHapuii ceccnm «AOMUHUCTPUPOBAHNEY.
. Doxpatbca 3anycka obonoykm agmuHnctTpatopa mogynsa CA3 Dallas Lock.
MepenTtn Ha Bknagky «lMapameTpbl» — kaTeropus «llapameTpbl ceTny.
Ha naHenu «LleHTpanu3oBaHHOe ynpaBneHne» HaxaTb KHOMKY «BbiBectn us b» (puc. 197).

ENFAEN

LeHTPanu3oBaHHOR yNpasneHue

VMA KnuenTa/APM:

WMa aomena:

Cnucok cepeepos:

BuigecTn w3 16

Puc. 197. Beiog moayns C[13 nocpeactsom 060r0YKM agMUHUCTpaTopa

5. Ecnn npouecc BbiBOAa Moayns wm3 b npolwen ycnewHo, TO Yepe3 HeKoTopoe BpeMs NOSABUTCS
cooTBeTCTBYIOLEe coobLieHme (puc. 198).

YcnewHo

i‘ KNWeHT ycnelwHo BeiBeaeH W3 B, Mpy HaxaTuKM KHonky OK Byner
\\Q OCYLECTBNEHA Nepe3arpyska

[ Pox_|
Puc. 198. CoobueHne 06 ycnewHom BbiBoge mogyns u3 b

B KoHconu ELY ypaneHHbIi moaynb nepemectutcd B 6asoBylo rpynny «YAaneHHble OObeKkTbi»
npuv ycnosum Hanu4ums ceasm ¢ ELLY Dallas Lock.
MpumeyaHume. Mpu OTCyTCTBUM CETEBOIO NOoAKMNtoHeHus k Cnyx6e ELLY, mogynb moxeT ObITb
BblBeAeH u3 [lomeHa 6esonacHoctn ELLY npunyamTtensHo. MNpu atom, B KoHconu ELLY Takown
MOZYIb MPOSOIMKUT OToBpaxaTbCs, HO ero ctaTtyc 6yaeT «HegocTyneH».
MoaTomMy, Kaxabl MOAynb, BbiBeOEHHbIN U3 cocTaBa [1b BO Bpemsi OTCYTCTBUSA CBA3N
co Cnyx6own ELLY, Heob6xoanmo AononHUTENBLHO yaansaTb BpydHyto n3 KoHconu ELLY.

12.3 Hactpouka mopgyna CA3 Dallas Lock

B nepese JomeHa 6e3onacHoctv ELLY Dallas Lock npucyTtctBytoT 3apernctpuposanHblie B 1B mogynu CO3
Dallas Lock B coctaBe APM.
3Haukn obbekToB, 0b603Havarwmx mogynn CL3, 3aBUCAT OT COCTOSIHUSA MOAZYMS U MOTYT NpUHUMAaTb

cnegyooLwunm sna;



— MoAyJib NOAKITHYEH, BbIMOJIHEH BXO B o6onoq|<y agMUHNCTPAaTopa Ha APM,;

. Moaynb Haxoamtca Ha cBasu ¢ ELLY Dallas Lock nocpeactsom yctaHoBneHHoro Ha APM
~ Arenta LLOC;
—  CB$I3b C MOAYNEM OTCYTCTBYET;
. — Moaynb HaxoguTcsa B pexume pabotel LUOC n B LLUOC He ycTaHOBMNEH AreHT;

—  HeT coeanHeHus mexay AreHtom LLOC n ELLY Dallas Lock.

HacTpoviku Ha ypoBHe MoAaynsi oToOpaaloTcs Ha HECKOMbKMX OCHOBHbIX BKNaAKax.

12.3.1 CwuHxpoHu3auus

[na npuBegeHna B COOTBETCTBME 3HAYEHUsIM MapaMeTpoB, BbicTaBneHHbiM Ha ELLY Dallas Lock,
Ha moayne C[3 Dallas Lock Heobxoaumo npoBeaeHuMe CUHXPOHM3aLUMU. CUHXPOHU3AUUSA MOXET ObiTb
npoBefeHa npu YCroBUM Hamnuuusa ceTeBoro noakmntodeHnss mexay ELlY Dallas Lock n mogynem
npw BKITFOYEHUM MOAYIIS.

12.3.2 CO6op xypHanoB

Ons nonyyeHus B ELLY Dallas Lock 3anucein xypHanos, Begywumxca Ha mogyne C[O3 Dallas Lock,
Heobxoammo nposegeHve cbopa xypHanoB. CbHop xypHanoB moxeT 6blTb MpPoOBEeAeH Mpu yCrnoBuu
Hanu4uns ceTeBoro nogknoyerHns mexay ELLY n mogynem npu BkntodeHun mogyns.

12.3.3 Csopaka moayna C[A3 Dallas Lock

Bknagka «Csogka» Ha ypoBHe Mmopyns C[3 Dallas Lock otobpaxaeT obuiee cocTosiHne moaynsi
(puc. 199).
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Puc. 199. Bknagka «CBogka»

JocTynHbl criegyowme pasgensl MHPOPMaLUMOHHOW NaHenu.



UHdopmauus o6 o6bekTe

B BepxHen yactu MHOPMaLMOHHOW nNaHenun oTobpaxkaeTca crneayowas nHpopmaums o TekyLiem
COCTOSIHUN MOAYNS:

MHdOPMaLNS 0 AaTe U BPEMEHW NOCNeaHEero NoaKMoYeHNs;
WHcpopmaLums 0 gate u BpemeHu Beoaa moayns B [1b;
WCMNONHEeHNe neYyaTtHom nnaTbl;

BEPCUS MPOLLUBKW;

KoA KOHUrypauuu;

COCTOSIHME YacoB NnaThbl;

COCTOsIHME JaTYMKOB BCKPLITUSA KOPMNyCa;

CTerneHb 3anofIHEHHOCTU XXYPHAanoB;

MAC-agpec;

pesynbTat nocneaHen nposepku KLL;

KOMMEHTapuii K MOAYIIO.

MHUnpeHTbI 6e3onacHoCTH

OTtobpaxaeTcs CNMCOK MHUMAEHTOB GesonacHoCTM Moaynsa ¢ rpadumdeckon naHenbt. JocTynHa
unbTpaums oTobpaxaembix coObITUA MO nepuogy W HacTpoika oTobpaxeHus auarpamm
(cM. «HacTpovika uHUMAeHTOB 6e30NacHOCTUY).

[BOMHONM KNUK NO COObLITUIO OTKPOET 3anuCb B OTAENbHOM OKHEe, B CNucke AaHHoe cobbitue 6yget
NoOMeYeHo Kak npoymTaHHoe. [None «KommeHTapuii» JOCTYMNHO ANA peAakTUpOBaHus.

,D,OCTyFIHbI cnegywoouimne DEencTBus c mMoaynem Ha naHes i UHCTPYMEHTOB!

1. OGHOBUTB.
2. YpanuTb Mmoaynb.
3. KommeHTapun.

,D,OCTyI'IHbI cneaywwme KomaHabl onepaTuBHONO yrnpaBsieHnda Ha naHenn NHCTPYMEHTOB!

1. BbIKNO4YUTb.

2. lNepesarpysunTb.

3. Pa3bnokupoBaTb Nosib30BaTeNEN.
4. TlepecynTaTb LENOCTHOCTb.

12.3.4 Monb3oBatenu u rpynnbl moaynsa CA3 Dallas Lock

Bknapgka «[MNonb3oBatenu u rpynnbl» Ha yposHe moaynsa CA3 Dallas Lock cogepXuT cnnmcok rnobarnbHbixX
W OOMEHHbIX Monb3oBaTernen W rpynmn, HacnegyemblX C YPOBHEW Bbille MO MEPapXUM U CO3AaHHbIX
Ha ypOBHe JaHHOro MOAYrs, a Takke MOAYMbHbIX NONb3oBaTenen.

YnpaeneHve nonb3oBaTensaMu u rpynnamu Ha ypoBHe Mmopyns C[3 Dallas Lock npoussoaguTcs
aHarnorn4yHo onMcaHHOMY ynpaBreHuto Nofb3oBaTeNsiMu1 U rpynnamu B pasgene «onb3oBareny v rpynnbl
mMoaynsy». [Ana npumMeHeHnsa n3aMeHeHun Ha Moaynax Heobxoamma nepesarpyska.

12.3.5 MNonutnkmn moayna CA3 Dallas Lock

Ha yposHe moayna CO3 Dallas Lock B cnucke Ha Bknage «[lonuTukm» [OCTYMHbI TOMbKO MOSNIUTUKM,
aktyanbHble and CA3 Dallas Lock (cm. «MNonuntukm OB»).

Hactporika nonutuk Ans mMoAayns nNpou3BOOMTCA aHanormyHo HacTpolke nonuTuk Ang rpynnsl OB
(cm. «MNonutukm ang rpynnel AB»). [ng npuMeHeHns napaMmeTpoB Ha Mogynsax Heobxodvma nepesarpyska.

12.3.6 3apaHusa moaynsa CA3 Dallas Lock

Ha ypoBHe moayna CO3 Dallas Lock B cnucke Ha Bknage «3agaHus» OOCTYMHbI NS CO34aHUS TOMbKO
3apaHug, aktyaneHble ana CA3 Dallas Lock (puc. 200):

OuUCTKa XKypHana;

nonyyYyeHne KoOHMUrypaumm;

nonyyeHue ot4yeta o6 annapaTHoM obecrneyeHuny;
nony4YyeHne otyeTa no KoHdpurypauuu;



e MpUMeHeHue KOHUrypaLmu.

@ MacTep cosgaHua 3aaaHua x

BeibepuTe TN Moayna

Ch3 Dallas Lock MiK4 w

BeiBepuTE THN 33A&HWA

O4UHCTKA XypHana

OuUKCTRA XypHana

MonyqeHUE KoHGMrypaLm
MonyqeHue oT4ETa ob annapaTtHoM obecnedeHm
MonyqeHre oTHETE No KoHBMrypaLwm

MPHMEHEHIE KOHMIYPaLWN

CospaTb OTmeHa

Puc. 200. MacTep co3panus 3agaHus ans mogynsa CO3

Pabota c sagaHuamu gnsa mogyns CO3 Dallas Lock npou3BoguTca aHanormyHo HacTpowvike 3agaHui
ansa OB (cm. 3aganua OB). nsa BbinonHeHus 3agaHnsa TpebyeTca nepesarpyska mogyns CA3 Dallas Lock.

12.3.7 XypHanbl moaynsa CA3 Dallas Lock

Bknapgka «XypHane» gna mogyna CO3 Dallas Lock no3sonsieT npocMaTpmBaTh XypHanbsl 6e3onacHocTu
mogyns (puc. 201).

MypHanbt

© [omeH 6e3o
v 03 HEPACTIPEENEHHBIE OBBEKTHI Aypan cecolt

[[J Komsecrso sanpaustsaemsix sanmceit

Ne fama Cobuime Pesynsrar
38 2020-06-25 16:13:36 (GMT+03:00) Cumxpormsaums c Cepeepom Besonacnoctu oK
[ ounsp no epemess
37 2020-06-25 16:12:56 (GMT+03:00) cHcTemb, ayanra BCKpBITHE KOP &
36 2020-06-25 16:12:25 (GMT+03:00) Mepesarpyska, 3asepiuiesiite paBoTHI NOACHCTEMI ByAHTa oK o
© Mikrotik 10.10.102.244 (public) 35 2020-06-25 16:12:14 (GMT=03:00) Bsoas omen Besonackoct oK Hacosofi noac
34 2020-06-25 16:10:16 (GMT+03:00) 3amyck 0600uKY 3aMUHHCTPATOPA oK [ ownsp no napanerpan
3 2000-06251610:09 (GMTS03:00) Sasepiienine EOmRoAR LAAOCTHOET ks ObekToe oK i
32 2020-06-25 16:10:09 (GMT+03:00) Tecruposarme ACYH oK
31 2020-06-25 16:10:09 (GMT+03:00) Bxoa nonssoearens 0K
30 2020-06-25 16:09:34 (GMT+03:00) cncTemsl, 1 ayanTa BCKPBITHE KOP
29 2020-06-25 16:08:53 (GMT=03:00) CobbiTie cpaGarnisanus CTopoXesoro Taiimepa Cpaboran cropoxesoi Taiimep
28 2020-06-25 12:36:46 (GMT+03:00) N paborsi I 3yAnTa oK
27 2020-06-25 12:36:44 (GMT+03:00) Bessoa us Jomena BesonacHocTn oK ‘
26 2020-06-25 12:34:25 (GMT+03:00) 3anycxk 060104y aaMUHUCTPATOPa oK
25  2020-06-25 12:34:19 (GMT+03:00) 3asepuuenine KOHTPONR LENOCTHOCTH CNnCKa 06bexToR OK
24 2020-06-25 12:34:19 (GMT+03:00) Tectuposanue ACH OK
23 2020-06-25 12:34:19 (GMT+03:00) Bxoa nonssosarens oK 3ar

Puc. 201. Bknagka «>KypHanbi»

Ona mogyna CAO3 Dallas Lock gocTynHebI:
o «KypHan ceccuiny;
o «XypHan knueHta C3».
Pabota c xypHanamu mogynen onucaHa B pasgene «KypHanbl MOAYnsay.
[ns nonydeHus 3anucen xxypHana ¢ moaynsi Tpebyetcsi nepesarpyska mogynst CO3 Dallas Lock.




13 MOQAOYIJb CA3 Yb DALLAS LOCK

13.1 Beog moaynsa B [1b

Beectn mogynb CA3 Yb Dallas Lock B [lomeH 6e30nacHOCTM MOXHO Yepe3 060novKy agMuHUCTpaTopa
CO3 Yb Dallas Lock.

BHumaHume! NMpu BBoge moaynsa CO3 Yb Dallas Lock B 1B gomkeH GbiTb cobniogeH psg

YCrOBUIA:

e BJIBC pgomxeH 6bITb paboTtatowmin cepeep ELLY;

e Mexay mogynem u cepeepoMm ELLY pomkeH ObiTb CBOOOOHBIN OOMEH nakeTamu
no npotokony TCP/IP, nopt 17900.

BHumaHume! NMocrne BBoga moaynsa CO3 Yb Dallas Lock nog ynpaesnenue ELLY Dallas Lock
3Ha4yeHuMs NONUTUK 6e30NacHOCTM NoanexaTt CUHXPOHMU3aLMK CO 3HaYeHnsMn nonutuk ELLY
Dallas Lock anst 6asosown rpynnbl «HepacnpeaeneHHble 00beKTbI».

[na BeBoga moayna B 16 yepe3 060n04ky agMmMHUCTpaTopa Heobxoanmo:

1. Y6egutbcs, uto cepsep ELLY goctyneH no cetw.

2. Banyctnute TC ¢ mogynem CA3 YB Dallas Lock, BBecTM aBTOpu3auMOHHble OaHHblEe U BbibpaTb
cueHapui ceccum «KAOMUHUCTPUPOBaHUEY.

3. JoxpgaTtbca 3anycka obonoykn agmmHuctpartopa mogynsa CO3 Yb Dallas Lock.

4. Tepentn Ha BkNaaky «MNapameTpbl» — kateropus «lMapametpbl ceTu» (Puc. 202).

Cepsuc | Monb3osaTenun KoHTponupyembie 06bekThl Nonutukn 6esonacHoOCTN HHKypHan NapameTpel
<@
NapamMeTpbl 3arpy3kun MNapameTpbl ceTr
KaTteropws
v CeTs
Ncnonk3iyemuin uHtTepgenc: EO:DS5:SE:70:€ ~
Vv 3anpawmsaTh IP agpec AMHamMunyeckn
IPv4 anpec:
IPv4 macka nogceTv
IPv4 winos:
DNS
Vv 3anpawwvwsats anpeca DNS cepsepos AMHaMU4eckn
Cepsepsbl DNS:
MNpuMeHnTL
Ueurpanu ynp
EavHbin LleHTp YnpasneHws
WMn knveHTa/APM: sdz_ub
Nmn cepeepa: ucc_server.dl.local
Knto4 pocryna: eoccccoe|
Beectwn B 16
R

Puc. 202. . Bknagka «[lMapameTtpbl cetn» moayns CA3 YbB Dallas Lock

5. AkTuBMpoBaTb 4ekOoKc B none «CeTb», NOcne Yero CTaHyT AOCTYMHbI AN peAakTupoBaHus apyrve
nons cTpaHuLbl.

6. 3anonHuTe BpYyYHYO HeobXxoAMMble CeTeBble MapameTpbl WINU Xe MocTaBuTb dnar B none
«3anpawmBaTh |IP-agpec guHamuyecku» Onsi aBTOMaTUYeCKOro HasHayeHwusi ceTeBblX NnapameTpoB
DHCP-cepBepoM. HaxaTb kHOMKY «IpyuMeHUTb».

7. 3anonHuTe NnapameTpbl BBoda B [1b Ha naHenu «LleHTpanu3oBaHHOe ynpaBneHne»:
e yKasaTb ums knueHta/APM, B cocTaBe KOTOPOro HE0BX0ANUMO BBECTM MOAYIb;
e yKasaTb ceTeBoW agpec cepepa ELlY/umsa cepsepa ELY;
e BBeCTM kntod goctyna k Ab.

8. lNocne 3anonHeHWst nonen HaxaTtb KHomnkKy «Bectu B [1B6».




9. Ecnu npouecc Beoga moayns B b npowen ycnewHo, TO 4epe3 HEKOTOpoe Bpemsi MOSIBUTCS
cooTBeTCcTBYIOWEe coobueHme (Puc. 203).

YenewHo

i‘ KnueHT ycnewHo eeeféH B 6. Mpw HaxaTuy kHonkw OK bypet
\l) oCyLLeCcTBNEHa Nepe3arpyska

[ Pox_|
Pwuc. 203. CoobuyeHre 06 ycnewHom BBoae moayns B b

B Konconun ELLY B rpynne aepesa b «HepacnpeneneHHble 06beKTbI» NoABMTCA HOBbIV APM ¢ ykaszaHHbIM
MMeHeM, B KOTOpOM 3apernctpmpoBan moaynb CA3 Yb Dallas Lock. Ecnu 6bin ykasaH yke CyLLeCTBYHOLLNIA
B [1b ELLY APM, To moaynb C[13 nobaButca B Hero.

13.2 BbiBoa moayna u3s [1b

BoiBect moagynb CL3 YbE Dallas Lock n3 [lomeHa 6e3onacHOCTM MOXHO criedyloLmnmmn cnocobamu:
e c nomoubto Konconu ELLY (cM. «HacTpoiika mogynsay);
e yepes obonoyky agmuHncTpatopa CO3 Yb Dallas Lock.

[nsa BbiBOAa Moaynsi 4epes 000M04Ky agMUHUCTPUPOBaHMA HeobxoaMMo:

1. 3anyctute TC ¢ mogynem C[O3 YB Dallas Lock, BBectu aBTOpuM3auuOHHble AaHHble M BblBpaTb
cueHapui ceccum «KAOMUHUCTPUPOBaHUEY.

HoxpaTbes 3anycka obonoyvkn agMmmHucTpaTtopa mogynsa CA3 YbB Dallas Lock.

MepewTn Ha BkNaaky «MapameTpbl» — kaTeropus «lMapameTpbl ceTuy.

Ha nanenu «LleHTpanu3oBaHHOE yrnpaBneHney HaxaTb KHOMKy «BbiBecTun ns [1b».

Ecnu npouecc BbiBoga moayns w3 b npowen ycnewHo, ToO Yyepe3 HeKoTopoe BpeMsi MOSIBUTCS
cooTBeTCTBYlOLWEe coobuieHme (Puc. 204).

arwN

YcnewHo

i‘ KNWeHT ycnelwHo BeiBeaeH W3 B, Mpy HaxaTuKM KHonky OK Byner
\\Q OCYLECTBNEHA Nepe3arpyska

[ Pox_|
Puc. 204. CoobuweHne 06 ycnewHom BbiBoge mogyns u3 b

B KoHconu ELY ypaneHHbin moaynb nepemectutca B 6asoBylo rpynny «YganeHHole OObekTbi»
npu ycnosun Hanu4usa ceasm ¢ ELLY Dallas Lock.
MpumeyaHume. Mpu oTCyTCTBUM CETEBOIO NOoAKMNtoHeHus k Cnyx6e ELLY, mogyrnb moxeT ObITb
BblBeaeH u3 [lomeHa 6esonacHoctn ELLY npunyamTtensHo. MNpu atom, B KoHconu ELLY Takow
MOZYrb NPOJOIMKUT OToBpaxaTbCs, HO ero ctaTyc 6yaeT «HegocTtyneH».
MoaTtomy, Kaxablh MOAyNb, BbiBEAEHHbIN M3 cocTaBa [1b BO Bpemsi OTCYTCTBMA CBSA3U
co Cnyx6own ELLY, Heobxoanmo AononHUTENBLHO yaansaTb BpydHyto n3 KoHconu ELLY.

13.3 Hactpouka moayna CA3 Yb Dallas Lock

Hactpoiika mogyna C[13 Yb Dallas Lock nponsBoguTca aHanornyHbim obpasom, kak u B C[13 Dallas Lock
(cm. Hactpowika mogynsa CA3 Dallas Lock).



14 MOAYIIb WAF DALLAS LOCK

14.1 Beopg moanynsa B 1b

Beectn mogyns WAF Dallas Lock B [lomeH 6e30nacHOCTM MOXHO Yepe3 Beb-uHTepdeinc moayns.
BHumaHume! lNMpn Beoge moaoyna WAF Dallas Lock B 16 gomkeH ObiTb cobntogeH psig
YCrOBUIA:
e B JIBC pgomkeH 6bITb paboTtatowmin cepeep ELLY;
e Mexay moaynem u cepeepoMm ELLY pomkeH ObiTb CBOOOOHBIN OOMEH nakeTamu

no TCP/IP nopty 17900.
Ina Beoga moaynsa B [1b yepes BeG-nHTEpPdENC MOAYNSA HEOOXOANMO:
1. Y6eauTtbes, 4to cepeep ELLY goctyneH no cetn.

2. 3anyctuTb Beb-MHTEpdenc Moayns 1 aBTopn3oBaThbCA.
3. lNepentn Ha BkNagky «HacTtponkny» — nyHkT «Hactporiku mogynsa ELLY» (puc. 205).

@ DALLAS LOCK WAE

VHGpOPMaUMOHHAA NaHeNkb JKYPHAALI W CTAaTUCTHKE v

Hacrpowukn mogyns ELLY «

Cratyc
HE SAPEMICTPUPOBAH Mons3oEaTenn
OGHOBMTE ASHHEIE Cepeuasl
¥npasaeHue ceprudkaramm
HacTpoiiku ABSpUIHLIT pexu

Wwawogynn | zmwaf-suto-re126 | GEC IP e

Puc. 205. Bknagka «Hactpownkun»

4. B pasgene «HacTtpoikn» 3anonHutb napameTpbl BBoaa B [1b (puc. 206):
e VMs MOAyns;
e ceTeBoW agpec cepsepa ELLY;
e kntod goctyna k AB.



@) pALLAS Lock WAR

S

ViHGpOpPMaLMOHHaA NaHeNb JKypHanb! ¥ CTaTHCTHKE

Hacrponkn mogyns ELLY

Cratyc
HE 3APETMCTPUPOBAH
OfHoErTe QasHEE
Hacrpoiiku
Wis moayna | Zrmwaf-auto-rel 26 v |
Cepsep ELY [192.168.121.155 V|
Katou gocryna k 45 B o
SaperacTprpossTe B 15 SaperWCTPMPOEaTLER

Puc. 206. Hactponkn mogynsa ELLY

5. Hdanee Heob6x0QMMO HaxaTb KHOMKY «3aperncTpmpoBaTbCa».

Ecnu npouecc BBoga moayns B [1b npoluen ycnewHo, To Yepe3 HeKoTopoe BpeMsi MNons ¢ HacTpomnkaMu
CTaHyT HeJoCTYMHbIMW ANS pedakTupoBaHusd, B pasgene «CrtaTyc» nossutca mHdopmauus o [JomeHe
6esonacHocTn ELLY Dallas Lock (puc. 207).

ﬂ DALLAS LOCK WAE

!

.

S

WMudgopmaumoHHan naHens JKypHanesl M CTaTUCTHKA v
Hacrpoukn mogyns ELLY -
Cratyc
Wnm aomena BezonacrocTn fomen GeaonacHocTy
7 cepespa GE30M3CHOCTA
BasgeH & 15 kak WAF Dallas Lock WK1
O6HOBMTE J3HHLIE OfiwonuTs
Hacrpoiiku
VMR mogyna | zmwaf-zuto-rei26 v |
Cepssp ELY | 102.168.131.155 v |
Kniow aocrynia k 5 «

Puc. 207. Cratyc



B KoHconn ELLY B nepese b B rpynne «HepacnpegeneHHble 06bekTbl» nossutca moayns WAF (6e3
APM) ¢ cooTtBeTCTBYOWMM MMeHeM (puc. 208).

55 [NomeH Ge30nacHOCTH

* [0 HEPACMPELENEHHLIE OBbEKTHI
@ waF

Puc. 208. VkoHka moayns B aepese 1B

Mocne ycnewHoro BBoga moayns B coctas b ELY Dallas Lock, Ha WAF aBTomaTu4ecku HacTpanBaeTcst
CUHXpoHM3aLmsa no Bpemenu ¢ ELLY Dallas Lock.

14.2 BbiBoa moayna ns b

BbiBectn Mogynb WAF Dallas Lock n3 [JlomeHa 6e30nacHOCTU MOXHO CreayoLwwmmMmn crnocobamu:
o c nomowpto KoHconu ELLY (cm. «HacTponka moaynsi»);
e yepe3s Beb-nHTEpderic moayns WAF Dallas Lock.

[ns BbiBoga Mmoayns vepes Beb-nHTepdenc Heobxoaumo:

1. 3anyctutb Beb-uHTepcheric WAF Dallas Lock n aBTopu3soBatbcs.

2. lNepenitn Ha BkNaaky «HacTponkn» — nyHKT «Hactponkn mogynst ELLY ».
3. B pasgene «HacTporikn» HaxaTtb kHonKy «BbeiBectn n3 OB» (puc. 209).

Hactpounkn
Wima mogyns WAF v
Cepeep ELLY 10.10.102.238 v
Knrou gocryna k B v
Buisecti ws JB

Puc. 209. BeiBog 13 Ab

Ecnu npouecc BeiBoga moaynsa ns [ib npoluen ycnewHo, To Yepes HEKOTOpOe BpeMs Noss ¢ HacTponkamm
mogyna ELY Dallas Lock ctaHyT pocTynHbiMW AOns pefaktupoBaHusa, B pasgene «CocTosiHue»
oTobpasutcsa ctatyc «HE BAPETMCTPUPOBAH».
B Konconu ELlY yoaneHHbIi Mogynb nepemecTutcs B 6a30Byt0 rpynny «YaaneHHble 00bekTbl» gepeBa
Ob.
MpumeyaHume. Mpu oTCyTCTBUM CETEBOIO NOoAKMNtoYeHUs k Cnyx6e ELLY, mogyrnb moxeT ObITb
BbIBegeH u3 [lomeHa 6e3onacHoctn ELLY npuHygutensHo. MNpu atom, B KoHconu ELLY Takon
MOZyrb NPOAOIDKUT OToBpaxaTbCH, HO ero ctatyc 6ynet «HepoctyneH».
MoaToMy, Kaxabll MoAynb, BblBEOEHHbIN U3 coctaBa [b BO Bpemsa OTCyTCTBUA CBA3U
co Cnyx6own ELLY, Heob6xoanmo AononHUTENBHO yaansaTb BpydHyto n3 KoHconum ELLY.

BHumaHume! MNpu BoinonHeHnn 3agaHus ¢ KoHconu ELLY Ha cbpoc k 3aBOACKMM HACTpoOMKaM,
moaynb WAF Dallas Lock npuHyautensHo BelIBOAUTCA U3 goMeHa 6esonacHoctu ELLY.

14.3 Hactpouka moayna WAF Dallas Lock

B nepese [JomeHa 6e3onacHoctn ELLY Dallas Lock npucyTtcTBytoT 3apernctpupoBaHHble B b mogynu
WAF Dallas Lock.



3Haukn o6bekToB, obo3Havaowmx mogynu WAF Dallas Lock, 3aBUCAT OT COCTOSAHMA MOAynst U MOTyT
NpUHUMaTh CReayLnin BUA:

—  MOAyrnb NOOKIOYEH;

. — CBA3b C MOoAyJ1eM OTCYTCTBYET.

HacTpoWiku Ha ypoBHE Moayrnsi 0TOOpaXatoTcs Ha HECKOMNbKMX OCHOBHbIX BKadKax.

MpumeuaHue. B cnyyae ecnv aBa nnu 6onee mogynen WAF nogkntoyeHsl k ELYY Dallas
Lock, 1 Ha 0gHOM 13 HUX NponCcXoauT BIIOKMPOBKa Kaknx-nmbo aTakyLwmnx y3noB — AaHHbIe
6nokupoBku nepepatotcs Yepes ELLY Dallas Lock Ha Bce nogkntodeHHble k ELLY Dallas Lock
moaynn WAF Dallas Lock. MNocne aTtoro, Bce nogkntoveHHble k ELLY Dallas Lock moaynu
WAF Dallas Lock — 6rokunpytoT aTakyrLuii XOCT 4O UCTEYEHUsI BPEMEHN BNOKMPOBKMN.

14.3.1 CwuHxpoHMu3auus

[nsa otnpaekun Ha ELLY Dallas Lock cBeaeHuin o mogyne WAF Dallas Lock v npuBegeHusi B COOTBETCTBUE
CUCTEMHOIO BpPEMEHM HeobxoaMMo npoBedeHMe CUHXPOHM3aumMn. CUHXPOHU3aUMs MOXeT ObiTb
npoBeAeHa Npu yCrnoBUKU Hanu4usa cetesoro nogknodeHma mexay ELLY Dallas Lock n mogynem:
e pU BKITKOYEHUN MOAYNS;
e nepuognyeckm (cM. «apameTpbl paboTbl MOAYNENY);
e M0 KOMaHZe nonb3oBaTens:
e 13 KoHconu ELLY;
e nocpencteom Beb-nHTepderca mogyna WAF Dallas Lock.

CuHxpoHusaumsa no komaHge us Konconu ELLY

KomaHnga «CuHxpoHuaupoBatby B KoHconu ELLY ans WAF Dallas Lock goctynHa Ha Bknagke «CBogka»
Ha ypoBHe moaynss WAF Dallas Lock B gepeBe [JomeHa Ge3onacHOCTM Ha MNaHenM WHCTPYMEHTOB
«OnepaTtnBHoe ynpasneHune» (puc. 210).

ONMEPATHUBHOE YMNPABJIEHME

Brikntoumnth
MNepesarpysuTh
CobpaTe ¥ypHansl
CHpocuTb BAOKMPOBKK
Brniounte aEapuiHbIA pexim
PazGnokupoeaTs NoAb30BEaTENEH
CMHXpOHWI MPOBEATE
OTHAKYMTE AEAPMAHBIA PEXHMM
Caenarte MacTepom

Otipbite web-agmunncrpuposanmne

Puc. 210. MaHenb nHcTpyMeHToB «OnepaTtBHOE ynpaeneHue»

CuHxpoHusauumsa no komaHae us seb-uHtepdenca moayna WAF Dallas Lock

[na npoBeaeHus CuHxpoHm3aumm ¢ [JomeHom 6GesonacHoctn ELLY Dallas Lock no komanpe n3 BeO-
uHTepdenca mogyna WAF Dallas Lock Heo6x04umo BbINOMHUTE CriegyroLme warmn:

1. 3anyctuTtb BED-UHTEPCENC MOAYNA U aBTOPM3OBATLCS.



2. Mepewitn Ha BkNagky «HacTtporikny — nyHKT «HacTporikn moaynst ELLY ».
3. B pasgene «Ctatyc» HaxaTb KHoMKy « O6HOBUTBL» (puc. 211).

@) DALLAS LOCK WAE

WMugpopmaumoHHan NnaHelb XypHano! U CTAaTHCTHKA w

Hacrpoiikn mogyns ELLY «

Cratyc

Mima gomena Se30nacHoOCcTH fonmex Ge3onacHocT

Puc. 211. KHonka « OBHOBUTb»

14.3.2 CO6op XypHanoB

Ona nonyyenns B ELLY Dallas Lock 3anucen xypHanoB, BegyLmxcs Ha mogyne, HeobxoamMmo npoBeaeHne
cbopa xypHanoB. C60p >KypHanoB MOXET ObITb NPOBEAEH NMPU YCNOBUM HANMYNSA CETEBOIO NOAKMYEHNUS
mexay ELLY Dallas Lock n mogynem:

e [pU BKIKOYEHUN MOAYNS;

e nepuoanyecku (cMm. «MapameTpbl paboTbl MOAYNENY);

e [0 KOMaHAe nonb3oBaTensa u3 KoHconu ELLY.

C6o0p xxypHanoB no komaHae u3 Konconu ELLY

KomaHga «Cobpatb xypHanbl» B KoHconu ELLY ana mogyns WAF Dallas Lock goctynHa Ha Bknagke
«CBopka» Ha ypoBHe Moayns B Aepese [lomeHa 6e30nacHOCTU Ha naHenn MHCTpyMeHToB «OnepaTusHoe
ynpaerneHue» (puc. 210).

14.3.3 Csoaka mogyna WAF Dallas Lock

Bknagka «Csogka» Ha ypoBHe mogyns WAF Dallas Lock otoGpaxaeT obuiee coctoaHuMe moaynsi
(puc. 212).
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MomeH GezonacHoCTH

v [0 HEPACMNPEAENEHHBLIE OBLEKTHI

@ zmwafauto-rcl26

M CETEBbIE YCTPOWCTBA
B YAANEHHbIE OBbEKTHI

CBoaka

WUndropmauma ob obbexre

Beener 5 OB Kak:
Beoa e 4B

Mocnearee noakMOYEHE
CeTesoe MMA

IP-anpec

MAC-aapec
KommeHTapuit

Moaens

Bepans Mpowmski
Bepoua Basel CurHatyp
HoMep nuueHsmm

Kon noaaepsica
CTaTyC CEPBMCOS
CTaTyc B KnacTepe
PestiM paboTel

Bpena paboTsi
3anonHeHHoCTL ducka
MamaTe O3Y

WAF Dallas Lock MK1

2023-10-12 17:52:06 (GMT+03:00)
2023-10-12 17:52:08 (GMT +03:00)
zmwaf-auto-rc126

10.10.200.126

00:50:56:A2:0A:01

VMware, Inc. VMware Virtual Platform

1.13.7 (2023-10-06T 18:34-+00:00)
2(2020-12-17T10: 34+0300)

1777-6496-100050 (WAF COE)

25850539-771 (2033-05-01)

WAF - BKn. UTM - BEIKN.

OTKAOYEHD

LLITaTHEI

54 vaca 38 MuHyT 11 cekyHa

0.7% 3aHATo, 7371.36 MB ceofoaHo 13 7422.96 MB

OEACTBUA

06HOBMTL

KommenTapuii

Beero: 7971.02 MB, Ceobonro: 6937.07 MB (87.03 %)
24%

root@192.168. 130,147

Cooinka sef-aamuHncTprposadis 10,110,200, 126:7443

3arpyska npoLeccopa Ynanuie

Teryumit anuuH
OMEPATUBHOE ¥YNPABNEHWUE

Briknroumts
WHLUMOeHTsl 6e3onacHocTH

3anepuon: 12.10.2023 3KcnopT HacTpoku

D TonseKo HEMPOUMTEHHEIE

Mepezarpyzute
Cobpare xypransi

C6pockTs GrokMposKK

Puc. 212. Bknagka «CBoaka»

JocTynHbl cnepytowmne pasgensl MHopMaLMOHHOW NaHenw.
MHdopmaumsa o6 ob6bekTe

B BepxHelt yacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs creayolas MHopMauus 0 TekyweM
COCTOSIHUM MOAaynsi:

WHhopMaLms 0 gaTe U BpEMEHM NOCNEAHEro NOAKMKYEHNS MOLYNS;
WHopmauuma o gate n BpemeHn Beoga moayns s [b;
nocrnegHee NOAKMOYEHNE;

ceTeBoe UMS;

IP-agpec;

MAC-agpec;

KOMMeEHTapui K MOAYNo;

Moaenb;

BepCus NMOLUNBKY;

Bepcus 6asbl curHaTyp;

HOMEP NULEH3UN N KOS, TEXHNYECKOW NOLAEPXKKY;
cTaTyc CepBUCOB;

cTaTyc B Knactepe;

pexvumM paboTbl (LUTaTHbIN/aBapUnHLIN);

Bpems paboTsbl;

MHdOPMaLNS O 3anoSIHEHHOCTWN OUCKA;

namsatb O3Y;

3arpyska npoueccopa;

TEKYLUUN agMUH;

CcbliNnka ans Be6-aaAMUHUCTPUPOBAHUS.

MHUMpaeHTbI 6e3onacHoOCTHU

OTobpaxaeTca CNUCOK MHUMAEHTOB Ge3onacHoCTU moayns ¢ rpadumdeckor naHenbto. [1ocTynHa
dunbTpaumsa oTobpaxaembix COObITUM NO NEepuogy W HacTpovka OTobpaxeHus Auarpamm
(cm. «HacTpoiika MHUMOEeHToB 6e30MacHOCTUY).

[1BOVIHOM KWK NO COObLITMIO OTKPOET 3anucb B OTAENIbHOM OKHE, B CMMCKE AaHHoe cobbiTne byger
NoMeYeHo Kak npoymTtaHHoe. [None «KoMmmeHTapuin» JOCTYMHO ANS pefakTUpoBaHus.



[ocTynHbl cnegyloLne 4encTsnst ¢ MoaynemM Ha naHenu UHCTPYMEHTOB:

1. O6HOBUTL.

2. KommeHTapui.

3. Ypanuteb.

HocTynHbl cnegyowmne KoMmaHabl ONepaTMBHOIO yNpaBlieHNs Ha NaHen MHCTPYMEHTOB:
BbIknounTb.

2. TlepesarpyaunTb.

3. Cobpatb xypHansbl.

4. COpocutb OOKMPOBKMU.

5. BKMAOYMTb aBapUNHbLIN PEXMM.

6. PasbnokvMpoBaTtb nonb3oBaTenen.

7. CMHXpPOHU3NPOBATL.

8. OTKNIOYUTb aBaPUNHBIVA PEXMM.

9. Cpenatb macTepom.

10. OTkpbITe Web-agMUHUCTPUpPOBAHKE.

14.3.4 3apaHua mopynsa WAF Dallas Lock

Ha ypoeHe moaynss WAF Dallas Lock B cnvcke Ha Bknage «3agaHusiy OOCTYMNHbI ANS CO34aHUs TOMbKO
3agaHng, aktyanbsHble gns WAF Dallas Lock (puc. 213):

e CO30aTb PE3EPBHYIO KOMMUIO;

e BOCCTaAHOBWTb PE3EPBHYIO KOMMUIO;

e cbop XKypHanos;

e cOpoC Kk 3aBOACKNM HACTPOWKaM;

e 0OHOBeHMe 6asbl pellarLnx NpaBus.

O MacTep cozgaHwA 3a5aHuA >

BribepuTe TMRN Mogyna

LWntos BesonacHocTk WAF Dallas Lock MK 1 -

BrifepuTe THN 3a0aH1A

C0303Te PESEQEHYHD KOMMKD
BOCCTAHOBWMTE PESEPEHYHD KOMMID
CHop ¥ypHanos

COpoc K 38B0ACKMM HACT POIKEM

OfHoBENEHWE B33kl PELIEHLLMYK NPaBIAN

Puc. 213. MacTtep co3sgaHus 3agaHusa ana mogyns WAF Dallas Lock

Pabota ¢ 3aganuammn gna mogynsa WAF Dallas Lock nponsBoguTcsi aHanorMyHO HacTpoWKe 3adaHui
anst OB (cm. 3agadusa OB). Ons BbinonHeHWs 3agaHus TpebyeTcst CUHXPOHM3aUNsi C MOLYMEM.

ﬁ BHumaHume! Npu BeinonHeHun 3agaHms ¢ Konconu ELLY Ha cBpoc k 3aBOACKUMM HAcTporkam,

moaoyne WAF Dallas Lock BoccTaHaBnvMBaeT CBOK KOH(pUrypauumoo no YMOMYaHuio W
- NPUHYAMTENBHO BbIBOAUTCH U3 AoMeHa 6e3onacHoctu ELLY, npu 3TOM BCe BbINOMHEHHbIE
o 3afaHusa moayns B KoHconu ynpasneHusa ELLY yaanswoTtcs.

14.3.5 XKypHanbl moayna WAF Dallas Lock

Bknagka «XKypHanei» gna mogyna WAF Dallas Lock no3sonsieT npocmaTpmuBaTh XXypHarnbl 6e3onacHoCTH
moayns (puc. 214).
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MWypHanbi

| [Jomen BezonacHocTn

]

3 HEPACMPEAENEHHBIE OBbEKTbI l

uto-rcl 2!

B YAANEHHbIE OB bEKTbI 1

e oo | ST | NP N e
el ) ]
N2 = [flara Pesyasrar Obwexr Cobbitme
job '/sbin/emergency_mode check' exited with code 80

crond[4135] ERR
wafuced[5283]

" starting by w

cd" starting by
starting by
starting by
cd” starting by
anyuien

US] Mowrouerme ot ELLY. Cr

starting by webui roo
nipd” stopping by emergency_mode
figuration reload finished;

Configuration reload request received, reloading configuration;

OVNbTPbI

KonuecTso sanpauumsaenmsix samicefi

100 Mocneasx sanvceli

[ —

[] onnetp no napanetpan

NEHCTBUA

Ouncris wyprian

IcnopruposaTs xypran

Copocums

Puc. 214. Bknagka «KypHarnbi»

Ona mogoynss WAF Dallas Lock gocTtynHbl:

e «CuCTEMHBbIV XXypHany;
«KypHan WAF»;

«KypHan COB»;

«KypHan M3y;

«KypHan ceTeBbIX MaKeTOBY;
o «KypHan nonntuk»;

o «XKypHan aBTopu3auumy.

PaboTa ¢ xxypHanamu moayrnen onnucaHa B pasgerne «XKypHanbl Mooynsy.
[na nony4yeHns 3anmcein xXypHanoB ¢ Moayns TpebyeTcsi BbINONHEHWe cGopa XKypHaroB.




15 ATEHT EUY

HesaBucumbin areHT gns MK (aganee — ArenT ELLY) npegHasHaueH ansa nepegayn 6asoBon nHdpopmaumm
00 ycTponcTBe (cucteMHble xypHansl, Bepcusa OC, IP- n MAC-agpeca) Ha KOTOpOe OH YCTaHOBIEH.

15.1 TpeboBaHus K annapaTHOMY U NporpamMMHOMY obecne4vyeHuto

AreHT ELLY npeacraBsnsieT cobown cnyxby, paboTtatowyo B pOHOBOM pexume, yctaHaBnusaemyo Ha [1K,
anga nocrnegyrowero seoga B b ELLY Dallas Lock. AreHtom ELLY nopgaoepxuBatotca crneayowme Tunbl
onepaumoHHbix cuctem cemerictea Windows:

o Windows 7 x32, x64 (SP 1) (Ultimate, Enterprise, Professional, Home Premium, Home Basic,
Starter);
Windows Server 2012 x64 (Foundation, Essentials, Standard, Datacenter);
Windows 8.1 x32, x64 (Core, Pro, Enterprise);
Windows Server 2012 R2 x64 (Foundation, Essentials, Standard, Datacenter);
Windows 10 x32, x64 (Enterprise, Education, Pro, Home);
Windows Server 2016 x64 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);
o Windows Server 2019 x64 (Standard, Datacenter, Essentials);
o Windows Server 2022 x64 (Standard, Datacenter, Core);
e Windows 11 x64 (Home, Pro, Enterprise, Education);
n cemencTtBa Linux (x64):
e Debian 10.x;
Debian 11.x;
CentOS 7.x;
Red Hat Enterprise Linux 8.x;
Ubuntu 18.04 LTS;
Ubuntu 20.04 LTS;
Ubuntu 22.04 LTS;
Ubuntu 23.04;
Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6;
Astra Linux Special Edition (CmoneHck) 1.7;
AnbTt Pabovasa CtaHumsa 9.x;
AnbTt Paboyaa CtaHuma 10.0;
AnbTt Pabovasa CtaHuma K 10.0;
AnbTt Pabovasa CtaHuma 10.1;
AnbTt Paboyasa CtaHuma K 10.1;
AnbT Cepaep 9;
AnbT Cepsep 10;
AnbT Cepep 10.1;
AnbT CI Paboyasa CtaHuumsa 10;
AnbT CIT Cepaep 10;
PEL OC 7.3 Mypow;
ROSA FRESH DESKTOP 12.

15.2 YctaHoBKa u yaaneHue AreHTta ELlY

15.2.1 JlokanbHas yctaHoBKa AreHta ELLY

Ho ycrtaHoBkn AreHta ELLY Ha OC Linux, Heo6xooumMo nNpou3BECTU [OOMOSHUTESbHbIE AEWCTBUS
B TEpMUHarne:

e ans Debian, Ubuntu, Astra Linux, AnbT Pabo4yasi CTaHUMsI BbIMOMHUTL KOMaHAY:
apt-get update
e ans CentOS, Red Hat Enterprise Linux, PE[ OC BbINOMHUTL KOMaHAy:



yum repolist ; yum makecache

Ona yctaHoBkn AreHta ELLY HeobGxogmmo 3anycTuTb yCTaHOBOYHLIM dhavin uccAgentinst, koTopbii
Haxo4uTCs B KOPHEBOW AMPEKTOPUM AUCTPUBYTUBA (MK BbIBpaThb AaHHOE AEVCTBUE B MEHIO OKHa autorun).

MpumeuaHue. [Npu yctaHoBke AreHta ELYY Ha TK c¢ OC Linux, nepepg 3anyckom
yCTaHOBOYHOro (parina, Heobxooumo npoBepuTb, sBNsetTca nu ¢ann «uccAgentinst»
ncnonHsiembiM. [Jfis STOro MOXXHO BOCMONb30BaThCs CrieaytoLen KOMaHaon:

@J chmod a+x <nyms K ¢atiny>.run

Mpumeuanue. [na nogkntodeHnst kK AreHty ELLY no VNC TpebyeTtcsi OOMOMHUTENBLHO
oTkpbITb TCP-nopT 17902, ncxoasiiee nogknioyeHmne.

Ecnu Arent ELLY ycTtaHaBnuBaeTcsa Ha [1K, He ocHalleHHbI NpMBOAOM KOMMAKT-AMCKOB, a ANCTpnbyTus
nocraenseTca MMeHHo Ha CD-gucke, To MOXHO cKkonMpoBaTh C ANCKAa HEOHBXOOUMBIV YCTAaHOBOYHbIN hann
Ha ganHbIn MK nobbim yaobHbiM cnocobom: vepes JIBC, USB-Flash HakonuTenb u ap.

lMocne 3anycka nporpaMmbl YCTAaHOBKU HEOOXOAMMO BbINMOMHATL AEWCTBUSA MO Nogcka3kam nporpaMmel.
BbinonHeHue criegytoLlero wara yCTaHOBKU OCYLLECTBASETCA C NOMOLLbIO KHOMKK «[aneey. Ha kaxagom
liare yCTaHOBKM MNpedoCTaBMsieTCss BO3MOXHOCTb OTMEHbl YCTaHOBKM C BO3BPATOM MPOU3BEAEHHbIX
N3MeHeHnn. [Ina 3Toro crnyXumt kHonka «OTMeHay.

1. lMocne 3anycka NpunoxeHus Ha akpaHe 6yoeT BbIBEOEHO OKHO AN NoATBEpXAeHMs onepaumu. [ocne
noaTBepPXAeHnsa 3anyctutca mactep yctaHoBkm AreHta ELLY Dallas Lock (puc. 215).

@ Macrep ycranosim - Arent ELLY Dallas Lock, sepena 2.0.68.1 o1 30.10.2023 X

YcraHoeBka ArenTa ELLY Dallas Lock

Jobpo noxanosaTs!

Ina Havana ycraHoekw Arewta ELLY Dallas Lock eepcum
2.0.68.1 HaxmamuTe = Janees,

Arent ELLY Dallas Lock

lNanee > OTmeHa

Pwuc. 215. OkHo Havana yctaHoBku AreHta ELLY

[ns NpOAOImKEeHNsT YCTaHOBKWN HaxaTb KHOMKY «[aneey.

2. Ha cneayowem ware MOXHO cpasy BBecTu KomnbtoTep B [B, ycTaHoBuB cdnar HanpotB «BeecTtu
komnbioTep B [lomeH BesonacHoctu». MNocne yctaHoBku donara, CTaHyT AOCTYMNHbl AN U3MEHEeHWs
napameTpbl pernctpaumm AreHta ELLY B 1B (puc. 216).



Q9 MacTep ycranosku - Arent ELLY Dallas Lock

Pervctpaums B flomeHe BezonacHocTn @
y

Ykamumte napamMeTpsl 4nA perucrpalni e ,ﬂGME‘HE" BezonacHocTk

BeecTi komnetoTep B Jomed besonacHocTi

Appec [Ib: | |

Knrou goctyna: | |

Wi APM: [DESKTOP-KIMSSGL |

< Hazan OTtmeHa

Pwuc. 216. Peructpauusa Aredta ELLY B 1B

Mocne Haxatma Ha KHOMKy «[lanee» BbINOMHAETCHA MpoBepka BBEAEHHbIX ANS perncTpauum OaHHbIX.
B cny4ae ycneluHowm npoBepKkn AaHHbIX, MPOU3OMAET Nepexo K CneayoLemy wary.
YT06b1 Nponyctutb BBOA AreHTa ELLY B 15 BO BpeMs yCTaHOBKM, HY)XHO HaxaTb Ha kHomnky «[anee».

3. 3aTtem Heobxoaumo BbIGpaTh pexum padoTel AreHta ELLY (puc. 217):

e CTaHOAPTHLIN PEXUM;
e  CKPbITbIA pexunmM (No3BoONseT CKpbITb NpucyTcTBue AreHta Ha MK oT nonb3oBartens).

BHumaHue! CmeHnTb pexxum paboTel AreHta ELLY nocne ycTtaHOBKM HEBO3MOXHO.



U Macrep yeranoskw - Arent ELLY Dallas Lock >

Bbibop pexuma paboTel

BrBepuTe pexum paboTel Aredta ELLY

® CrawpapTHbIA peskum

Ir"\ e

() CKpBITBIA pexum
MozeonAeT CKpLITe OT NOML30BATENA NPUCYTCTEME AredTa ELLY Ha
YCTPOICTER - 2HAYOK AreHTa He oToOpaxaeTcA B oGnacTh MHAWKATOROE
naHenu 3agad

<« Hazan Hanee = OTmeHa

Puc. 217. Bbibop pexuma paboTbl AreHta ELLY

[ns NpoAOmKEeHNs YCTaHOBKN HaxKaTb KHOMKY «[aneey.

4. CnegywoowmmM LWaroM HYXHO MpPOBEPUTb MapameTpbl YCTaHOBKM (puc. 218) n HaxaTb KHOMKY
«YCTaHOBUTb».

MapameTpbl YCTAHOBKK
MoxanyicTa, NpoeepsTe BRIBPaHHLIE NAaPaMEeTPLl YCTAHOBKM.

Haxmmnte "YoTanosuTe”, 4Tobbl NPoOgoI#UTE, UNKM "Ha3ag", eciu XOTHTE M3MEHWTE NapaMeTpel YCTaHOBKK.

KomnoHeHT: AreHt ELY Dallas Lock
Onepauma: ¥cTaHoBKa

Pewum paGoTbl: cTaHgapTHEIR

MNyTh yeraHoBKK: /opt/uccAgent/bin

D ApTomaruueckan YCTaHOBKa HeJOCTaWHWX NaKkeToB

B Cny4ae BOSHWKHOBEHWA HEYAOBNETEOPEHHLIX FAEMCHMMOCTER, MacTep YCTAaHOBKW NONMTAETCA YCTaHOBWTE
HELDCTARIWKWE NAKETEl AETOMATHUYECKH

< Hazap YcTaHoBUTE OTmenHa

Puc. 218. lNposepka napameTpos ycTaHOBKN AreHTa ELLY

B npouecce yctaHoBkn AreHta ELlY Dallas Lock Ha OC Linux BbIMOMHATLCA MpOBeEpKa Hamm4yus
HEeODOXOAMMbIX CTOPOHHMX MakeToB. [ns MX aBTOMaTU4ecKoW YCTaHOBKM Heobxoammo HaxaTb 4eKOoKC
«ABTOMaTMYECKas yCTaHOBKA HEAOCTaOLWMX NAaKeTOB» UMK YCTAHOBUTb UX CAMOCTOATENbHO:
— ana Debian 10.x, Debian 11.x, Red Hat Enterprise Linux Server 8.x, Ubuntu 18.04 LTS, Ubuntu
20.04 LTS v Ubuntu 22.04 LTS:



o rsyslog
o gnome-shell-extension-appindicator ~ (TpebGyetca  TonbkO  NpPU  MCMOMb30BaHUU
rpacpumyeckon obonoukn GNOME)
— ansa Astra Linux Common Edition (Open) 2.12, Astra Linux Special Edition (CmoneHck) 1.6, Astra
Linux Special Edition (CmoneHck) 1.7 nu PE[] OC 7.3 Mypowm:
o rsyslog
— pna AnbT Paboyasa CtaHuusa 9.x, Anbt Paboyas CtaHuusa 10.0, AnbT Paboyvas CtaHuma K 10.0,
AnbT Cepep 9 u Anbt Cepsep 10:
o rsyslog
o rsyslog-journal
o clamsmtp (ecnn ycTaHOBREH, pekoMeHayeTcs 06GHOBUTbL 40 NOCNeaHen Bepcum)
— anga CentOS 7.x:
o rsyslog
o epel-release
o gnome-shell-extension-appindicator ~ (TpebyeTtca  TOnMbkO  NpPU  MCMOSNb30BaHUK
rpaduyeckorn obonoykn GNOME)
— ansg Ubuntu 23.04:
o rsyslog
o gnome-shell-extension-appindicator ~ (TpebGyetca  TOonMbkO  NpPU  MCMOMb30BaHUU
rpaduyeckor obonoykn GNOME)
— ansa Anbt CI Paboyas CtaHumsa 10 n Anbt CI Cepsep 10:
o rsyslog
o rsyslog-journal
o clamsmtp (ecnn ycTaHOBMEH, pekoMeHayeTcs 06HOBUTL 4O NOCneaHen Bepcun).
. Janee Bo3MOXHO HabnogaTe 3a npoueccoMm ycTaHoBku (puc. 219). Ecnu npouecc npowen 6e3
OLWMBOK, HEOBXOOANMO HaXaTb KHOMKY «3aBepLUNTbY.

Q Mactep ycranoskw - Arent ELLY Dallas Lock X

YcraHoBKa

BeinonHenwe komangel 'ChiProgram Files\uccAgenti\uccAgentService.exe -install -server-name=192168.12.133 -access-|

3aBeplnTE

Puc. 219. MNpouecc yctaHoBkn AreHta ELLY

MpumeyaHue. 1) Ecnv Ha APMe c Linux yxe yctaHoBneHbl ctopoHHue C3U unu gpavsepsl
Ha gpyrve annapaTHble UAEHTUdUKaTOPbLI, N NPy 3TOM B npouecce yctaHoBku AreHta ELLY
npousoLuna owubka YCTaHOBKW, KOTOpasd CBA3aHa C MakeTHbIM MeHeOXXepoM, TO MOXeT
nomo4b kKomaHga sudo apt --fix-broken install.

2) Ecnwn B npouecce yctaHoBku AreHTa ELLY Ha Linux Bo3HukaeT owmnbka Buga: "...error whiel
loading shared libaries: libxcb-xkb.so.1: cannot open shared object file: No such file or
directory", To HeOOX0AMMO Nepepn, YCTaHOBKOM BPY4HYH yCTaHOBUTL nakeT "libxcb-xkbl.



Mocne ycnelwHoro 3aBeplueHusa yctaHoBku AreHta ELLY Ha [K, B aepese OB KoHconu ELLY B rpynne
«HepacnpegeneHHble 00bekTbly OyaeT co3gaH Hoebii APM, B CcOCTaB KOTOPOro BKIKOYEH
3aperucTpmpoBaHHbii Mogynb «AreHT ELLY Dallas Lock» (puc. 220).

5 [omeH Ge30NacHOCTH
* [ HEPACMNPELOENEHHLIE OBLEKTHI
* 3 DESKTOP-KAMS&GL

AreHT ELLY Windows

B CETEBGLIE YCTPOWCTBA

B YOANEHHBIE OEBEKTHI

Puc. 220. Oto6paxeHue Arenta ELLY B b

B cnyyae, ecnu BBeaeHHoe ums APM yxe 6bino B gepee obbektoB B, 1 B ero coctaBe HeT gpyroro
moayns AreHt ELLY, 1o B gaHHbIi APM AreHT ELLY 6yaeTt nobaeneH kak moaynb «AreHT ELLY Windows»
unn «AreHt ELLY Linux».

Mpumeyanune. 3apernctpupoBaHHbin B OB AreHt ELY pomkeH nopggepxuBaTb CBS3b
c cepsepom ELlY. B cnydyae, korga cepBepoB ELIY Heckonbko (knactep pennukaumm),
AreHT ELLY gomkeH nmeTb ceTeBon AocTyn XoTs 6bl K 0O4HOMY CepBepy M3 Cnucka krnacrepa
cepsepoB ELLY, koTOpbIV €CTb B CNUCKE CepBEPOB pennmKaumm y JaHHOro Moayns.

15.2.2 KoHconbHas yctaHoBKa AreHTta ELlY

YcraHoBka AreHta ELLY Bo3amoxHa 13 koHconu. B kauecTtBe aTpmbyToB k koMaHae .JuccAgentinst MOXHO
ykasblBaTb cnegytwowme (Tabnuua 23):

Ta6bnuua 23. ATpubyTbl ycTaHoBKM AreHTta ELLY
ATpuobyTt OnucaHue
YcTtaHoBka AreHta ELLY 13 koHconm

-install anMep:
Jucclnst -install <enter>

-server-name Ykasatb ums cepsepa ELY ansa seoga B 1b
-access-key Ykasatb knto4v [lomeHa 6esonacHoctu ELLY
-arm-name YkasaTb UMs, C KOTOpbIM areHT 3anget B [1b
-hidden-mode Bbi6op ckpbITOro pexunma

-install-libs Beibop aBTOMaTU4YECKON YCTaHOBKU

HeaoCTarLWMX NakeToB B linux

15.2.3 YpaneHHas yctaHoBkKa AreHTta ELLY Windows

YaaneHHas YCTaHOBKa BO3MOXHa B ClleyloLnx BapnaHTax:
e [nd rpynnbl KOMNbOTEPOB, UMEKLWNX O4NHAKOBbIE MMEeHa 1 Naponn agMUHNCTpaTopa OC;

e [N KOMMbIOTEPOB, MMEILLMX MHANBMAYANbHbLIE UMS U Naponb agMuHucTpaTopa OC, yaaneHHyo
YCTaHOBKY CrieflyeT BbIMOMHSTb OTAENbHO OT APYruX.



MpumeyaHue. Mo ymonyaHuo B OnepaumoHHbIX cucTeMax HavmHas ¢ Windows 7 goctyn
K yAarneHHOMY KOMMbKTEpPY Mog JOKanbHOW Y4YEeTHOW 3anucbio 3anpelleH. [loapobGHyto
UHpopmaunio o6 3TOM OrpaHMYEeHMU MOXHO HaWTM Ha odwmumanbHom cante CnpaBku
M noagepxkn komnaHum Microsoft no apgpecy https://support.microsoft.com/kb/951016
(Ha aHrnMIncKkom a3bIke).

Ecnn paHee Ha gaHHbIn 1K He BbINOMHAMNOCH yaaneHHoe pa3sepTbiBaHne AreHta ELLY vnu
mogyna C3W HCLO Dallas Lock, TO Ana paspelweHus yOaneHHoro noaknioveHus
noj nokanbHOM Yy4YeTHOW 3anucbld HeobxoaMmo B pefakTope peectpa no  NyTu
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
co3gaTb knody Tuna dword ¢ mmeHem LocalAccountTokenFilterPolicy co 3HavyeHnem «1»
(«LocalAccountTokenFilterPolicy»=dword:00000001) u  nepes3arpyautb  KOMMbIOTEP.
B kpynHbIx ceTax ¢ AD gaHHOe 3HayYeHMe MOXHO pacnpoCTpaHUTb Yepes NONUTUKN.

MpumeyaHue. Mo ymonyaHuio yganeHHas yCTaHOBKa BbINONHAETCHA Yepes nopt 445. Ecnum
paHee Ha gaHHbIv K He BbINONHANOCH yaaneHHoe pa3BepTbiBaHne AreHta ELLY nnu moayns
C3M HC[ Dallas Lock, To B bpaHgmayape Windows gaHHoro MK Heo6xooumMo OTKpbITb
nopt 445 (co3gaTb NpaBuIo AN BXOAALWMX NOAKITOYEHNNR).

BHuumanue! [Insg Heckonbkux ueneBbix TC LEHTPanNM3OBaHHYH YAANEHHY YCTaHOBKY
MOXXHO OCYLLECTBWTb TOSbKO MPW BbINOMHEHWUWN CIEeAYIOLWMX YCIOBUNA:

e uenesble TC BxogaT B TOT e gomeH AD nnn LDAP, yto n APM ¢ ELLY Dallas Lock;
e UM3BECTHbl MMS MOSb30BaTENS M Naposfib JOMEHHOW YY4eTHOW 3anucu C npaBamu
aAMUHUCTpaTopa JOMEeHa.

Insa yopaneHHon yctaHoBku AreHTa ELLY Ha knneHTe Anst y4eTHOW 3anucu agMMHUCTpaTopa OOIMKEH ObiTb
3afaH naposb. YCTaHOBKY HEOOXOOMMO OCYLIEeCTBNATbL MO nNpoTokony IPv4, Ha MOMEHT OGHOBMREHUst U
YCTaHOBKM Heobxoaumo oTkMoumTb npoTtokon IPv6 Ha APM c koHconbio ELLY. [anee Heobxogumo
BbINOMHUTL CnegyoLwme warm:

Ha ynaneHHom APMe, Ha koTopbii 6yaeT ycTaHaBnmBaTbest AreHT ELLY n3 KoHconu ynpaeneHnus ELLY,
[OMKeH ObITb AOCTYNeH Ang Bxoadawmx coeguHeHun TCP-nopt 135 (epmap).

Mepen ueHTpPanU3oBaHHOW YCTAHOBKOM HeOOX0AMMO pa3MecTUTb Ha KOMMbKTEpe, Ha KOTOPOM
3anyweHa KoHconb ELLY, anctpubytne AreHta ELLY Windows.

1.

2.

[danee HeobxoauMmo OTKpbITb MaBHoe MeH KoHconun ELLY E — «YTunutbl» — «YganeHHoe
pasBepTbiBaHue AreHta ELLY Windows».

B oTkpbiBweMcs OKkHe Heobxooumo pobaeBuTb ueneBble TC AnNsg yganeHHOro pasBepTbiBaHWS.
TC moxHO gob6aBuTb 0QHMM U3 criegyoLmx cnocobos, Yepes:

py4yHOM BBOA agpeca — QAN 3TOro HyXHo 3anonHutb nonsa «Mopt» n «BBegute IP-agpec
UNN ceTeBoe MMS KOMMNblOTepay, 3aTemM HaxaTb kHonky «[Jobasuntb komnbtoTep» (puc. 221);
UMMopPT M3 hanna — HaxaTb «MMNopT U3 dpanna» u NPUKPennTb TEKCTOBLIN ¢hann co cnuckom IP-
agpecos uenesbix TC.

Mpumevanue. [ina daina c IP-agpecamu BO3MOXEH TOMbKO creayowmii oopmaT cnmcka:
B K&XXAO0W CTpoke dhanna moxeT ObiTb ykasaH Tonbko oauH IP-agpec 6e3 gononHUTEnNbHbIX
CUMBOJIOB.
Mpumep:

192.168.0.1

192.168.0.35

10.10.112.55

3aTtem HaxaTb KHOMKy «[aneey.


https://support.microsoft.com/kb/951016

O MacTep yaanenHoi ycranoskw Aredta ELLY Windows - X

CNHCOK KOMNBIOTEp0B
¥CTaHoBKa aMcKa KOMMNBHOTEPOE ONA NOAKNKDYEHWUA

MopT 445 |3

BeeauTe IF agpec N CETEBOE MMA KOMNBbKITEPS

|| NoBaEMTE KOMNEKOTED

IP agpec DS umn MMnopT ws daiina

Yaanutb

Pwuc. 221. Havyano yaaneHHon yctaHoskm AreHta ELLY Windows

4. B cnegytowem okHe (puc. 222) HeobxoaAMMO BBECTU aBTOPM3ALMOHHbIE OAHHbIE:
e norvH 1 napone agmuHuctpatopa OC Ha uenesbix TC;
e JIOMVMH 1 Naporfb Cynepnonb3oBaTens (onuMoHansHo).

D MacTep yaaneHHon ycTanoekn ArenTa ELLY Windows - X

BEO aBTOPH3aLMOHHLIX AEaHHbIX
YUETHLIE AaHHEIE 3AMUHMCTPATOPa OC KOMMLIOTEPOE KIMEHTOE

Mma= || |

Napone | | <

|:| Co30aTh HOBOMD NONL30BATENA B KA4eCTES aaMubucTpaTopa VB
WMma=
MNapons

MoaTeEEp#OeHME Napona

< Hazan m OTmeHa

Puc. 222. Beog aBTOpU3aLMOHHBIX AaHHbLIX

5. Oanee (puc. 223) HeobxoanMo ykasaTb NyTb K UCXOOHOMY ANCTpUOYyTMBY AreHta ELLY.
Ons Toro, 4Tobbl CKpPbITb OT NONb3oBaTens npucytcteue AreHta ELLY, MOXHO BbIGpaTh CKPbITLIA PEXNM



YyCTaHOBMB COOTBETCTBYOLLMIA donar.

Ina BBoga mogynen B [lomeH 6e3onacHoctu ELLY Dallas Lock cpa3y nocne ycTtaHOBKW, MOXXHO NOCTaBUTb
dnar «Beoa B momeH 6e3onacHoctn ELLY», ykasaTtb nms cepsepa ELLY v kntou goctyna k b ELLY.

3aTeMm HaxaTb KHOMKY «YCTaHOBUTbY.

MpumeyaHue. Ecnu ykasaH HeBepHbIn kntod goctyna Kk b ELY, To ganbHenwas yctaHoBka
AreHta ELLY He 6ygeT BbINONHATLCS.

D MacTep waaneHHoR yoTaHoekK AreHta ELY Windows - O X

MNapaHeTpol YCTAHOBKH
Eei0op yCTaHOEOUHOrD afing 1 NapamMeTROE Y¥CTAHOEKH

WieoAHEIR AMCTRMEY THEY | I BrIGpaTe

CKPBITEIA pEsHH
MOZBONAET CKPBITE OT NOLS0EATENA NPHCYTCTEME AreHTa ELY Ha wCTpoACTEE
- 3Ha40K AreHTa He 0ToBpamasTca B 0GNacTH MHAMKATOPOE NaHENH 33434

D EEoa B A0MeH BesonacHocTH ELLY

Fonmy aocTyna k A6

< Hazaa ¥CTAHOBHTE OTmeHa

Puc. 223. MapameTpbl ycTaHoBKku AreHTa ELLY

6. B HoBOM OkHe (puc. 224) MOXHO HabnogaTb 3a npoueccoM yctaHoBku AreHta ELLY. o okoH4yaHuto
npouecca 6yaeT BbiBe4eHO coobLLeHe 0 pe3ynbTaTe 3aBepLUeHUsi onepaLun.



O Macrep yaanenHoit ycranoskn Arenta ELLY Windows — X

Mpouecc yCraHoBKK

IP agpec DINS wma Mpouecc

192,168.12.147 rhel-21 ABTOpW3aLMA NONBICEATENEM

SEBEpWHTE OTmeHa

Pwuc. 224. Mpouecc yctaHosku AreHta ELLY

15.2.4 YpaneHHas yctaHoBKa AreHTta ELIY Linux

Ha yganenHHom APMe, Ha koTopbin BygeT yctaHaBnmBaTtbes AreHT ELLY Linux n3 KoHconu ynpasneHus
ELLY, pomkeH 6bITb AOCTyNeH Anga BxogsAwmx coeguHeHun TCP-nopt 135 (epmap).

Mepen LeHTpanM3oBaHHOW YCTAaHOBKOW HEOBXOAMMO Pa3MeCTUTb Ha KOMMbIOTEPE, Ha KOTOPOM 3anyLueHa
KoHconb ELLY, anctpmbyTtus AreHta ELLY Linux.

Ons nepexoga Kk npoueccy yctaHoBku AreHta ELY Linux, HeoBxoAMMO OTKpbITb [flAaBHOE MEHI0

KoHconn ELLY E — «YTUnuTbl» — «YaaneHHoe passepTbiBaHne AreHTta ELLY Linux».

Cnepyowas nocnegoBaTenbHOCTb AEVCTBUN ANS yaaneHHon yctaHoBku AreHta ELLY Linux aHanornyHa
yaaneHHow yctaHoBke AreHTta ELLY Windows (cm. «YganeHHasa yctaHoBka AreHTta ELLY Windowsy).

MpumeyaHue. Ecnu B npouecce yctaHoBkn AreHta ELLY Ha Linux Bo3HukaeT owmnbka Buga:
"...error whiel loading shared libaries: libxcb-xkb.so.1: cannot open shared object file: No such
file or directory”, To Heob6xoa4MMo nepea yCTaHOBKOW BPY4HYHO ycTaHOBUTL nakeT "libxcb-xkbl.

15.2.5 YpaneHune AreHta ELlY Windows

B OC Windows Heobxoammo oTKpbITb «ITyck» — «[laHenb ynpaeneHuns» — «lporpaMmMbl U KOMMOHEHTbI».
B nosiBuBLIEMCS OKHE M3 cnucka BblbpaTb nporpammy «AreHT ELLY Dallas Lock», HaxaTb «YaanuTb»
W noaATBepaUTb yaaneHue (puc. 225).



[ Mporpammel v KOMOOHEHTE

&« “ 4 [ * Manensynpaenedns * [Mporpammer > [porpaMmel 1 KOMOOHEHTEI S ] Mowck g: Mporpam

Maxens ynpasneHns —

AOMALLHAR CTPaHMLA YaaneHne nan nimeHeHwe nporpamMmel

JnA yaaneHwA nporpammel BpIGEpUTE €8 B cKCKe W WenkiuTe "Yganute", "Msmerute” nnn "Boccranos
MpocmoTp yCTaHoBNEHHBIX

oBHOBNEHWI

G BrnroueHne wan oTKNHOYEHNE

komnoHedTos Windows ¥nopagounte ¥

s Mzpatens YCTaHOBNE...
@‘JMwareTools VMware, Inc. 24.01.2022
* Word Word 25.01.2022
@ Arent ELLY Dallas Lock 000 "Kondwmaent" 11.10.2023
ﬂ!,ﬂ,paﬁﬁepbl PyToken Komnanua “Axtne” 01.06.2023
Ej ELLY Dallas Lock 000 "Kondwmaent" 11.10.2023
& Cpena suinonnenna Microsoft Edge WebView2 Runti..  Kopnopauws Malikpocodt 09.10.2023

“—_  YcTaHOBNEHHLIe Nporpammel Moaxeii pasmep: 1,27TE
.] ¥cTanoeneHo nporpamn: 19

Puc. 225. Ypanenne Arenta ELLY Dallas Lock

Mpumeyanne. Mactep yganexus AreHta ELLY Takke MOXHO Bbl3BaTb C MOMOLLBIO 3anycka
yCTaHOBOYHOIo AncTpmbyTtmea.

Mocne noaTteepxaeHns 3anyctutca macTtep ypaneHus AreHta ELY Dallas Lock (puc. 226).
[nsa npogormkeHnsa yaaneHusa Haxartb KHOMKy «[Janeey.

Q MacTep yaanenun - Arent ELLY Dallas Lock, sepena 2.0.68.1 ot 30.10.2023 X

YaaneHwue ArenTa ELLY Dallas Lock

Jobpo noxanosatb!

A Havana yaaneHma Arenta ELLY Dallas Lock eepcin
2.0.68.1 HaxmuTe «Janeexs.

ArenTt ELLY Dallas Lock

Hanee > OTtmeHa

Puc. 226. OkHo Havana yganeHus AreHta ELLY Dallas Lock

MpoBepuTb U NoaTBepAUTL yaaneHue AreHta ELLY (puc. 223).



O MacTep yaaneHna - &redt ELLY Dallas Lock

MNapameTpbl yaaneH1s

Moskamydcra, NpoBepETe BERIBPAHHEIE NAPAMETRE! Y ANEHWA,

HammuTe "¥aanuTe", 4Tobkl Npogon*KTE, MAKM "Hazag", eCAM XOTUTE BEPHYTCA K TNAEHOMY 3KPAHY YAANEHKHA,

KomnoHeHT: ArenT ELLY Dallas Lock

Onepayma: ¥ganeHme
MyTh yeTanoskk: ChPrograrn Files (36 \uccAgentibin

< Hazan ¥aanMTe OTmeHa

Puc. 227. MNapameTpbl yaaneHns

[anee BoamoxHo HabntogaTh 3a npoueccoM yaaneHus (puc. 228). Ecnu npouecc npowen 6e3 owmook,
HeobXxoaMMO HaxaTb KHOMKY «3aBepLUNTbY.

O hactep yaanenua - freqt ELY Dallas Lock X

YaaneHue
}':ﬂ,aJ'IEHME S4ABeEpLIEHD

Haxmnte "JapeplunTe” Ang BEXD43 W3 MacTepa yaaneHna Aredta ELY Dallas Lock,

100%

JapepLUMTE

Puc. 228. MNpouecc yaanernusa Arenta ELY Dallas Lock

15.2.6 YpaneHue AreHTta ELY Linux

Onsa yoanexunsa Arenta ELLY Heobxoammo obnagatb npaBamu agMmuHuctpatopa OC (root) Ha gaHHom (K.
Oanee Heob6xoouMMO 3anycTuTb MCNOMHseMbIi  dann  uccAgentUninst (NyTb  pacrnonoXeHus:
/opt/uccAgent/bin/uccAgentUninst) B TepmuHane. [na 3Toro HeoOXoOUMO BLIMOMHUTE B TepMuHane

KOMaHgy:
sudo /opt/uccAgent/bin/fuccAgentUninst



Mocne BbINOMHEHWs KOMaHAbl 3anycTUTCA OKHO MacTepa yaaneHus AreHta ELLY Dallas Lock (puc. 226).

[anee nopsagok yaanexus AreHta ELLY Dallas Lock aHanornyeH nopsigky yoaneHusa gaHHou nporpamMmmebl
B OC cemenctea Windows (cm. «Yaanenune AreHta ELLY Windowsy).

15.3 Peructpauuna Arenta ELY B b

BapeructpuposaTtb Mmoaynb AreHT ELLY B [lomeHe 6e30nacHOCTU MOXHO crneaylolwmmmn cnocobamu:
e  BO BpeMs floKarnbHOM Unu yganeHHon yctaHoBku AreHta ELLY (cm. «JlokanbHas yctaHoBka AreHTa

ELLY»);

e [yTem CKaHMpoBaHWs ceTu (CM. «HacTponka Mogynsay).

15.4 Hactpounka moaynsa AreHt ELLY

B KoHconu ELLY B nepeBe [1b AreHTbl ELLY oTobpaxatotcs kak otaenbHble Moaynu «AreHT ELLY Dallas
Lock Windows» mnnn «AreHTt ELLY Dallas Lock Linux» B coctaBe APM. 3Hauku AreHta ELlY 3aBucar
OT COCTOSIHUSI MOAYNSt U MOTYT NPUHMMaTb CReayLnA BUua:

MOAYrb MNOOKMIOYEH;

. — MoAyJb HEe NOAKITHOYEH.

MpumeyaHue. [Jna koppekTHOM paboTbl PYHKUUN YOANEHHOro yrNpaBneHUs C NMOMOLLbIO
AreHTa ELLY Heobxogumo Ha APM c Linux oTkntountb npotokon Wayland.

15.4.1 CsBopaka moaynsa AreHt ELLY

Bknapgka «CBogka» (puc. 229) otobpaxaeT obLiee cocTossHue paboyen CTaHLMW, Ha KOTOPY YCTaHOBIEH
AreHt ELLY.
QD Koncons ynpasnerus ELY [omen Gesonackoci: Jomen fesonacoct, Cepsep: windows1021h1.dllocal:17000] — o X

Q Ceopgra

WHpopMaLa ob obbekte v

Mocneares nogkoUene 2022-01-12 12:02:59 (GMT-+03:00)
EBE0L & A5 2022-01-12 12:02:57 (GMT+03:00)
Bepona OC Windows 10 Enterprise { Bepcna Z1H1 (cBopra OF 19043.985) CumxpomusuposaTh
FQDN-wHa Windows1021H1
Pexnn pafoTel CTAHAIPTHEI

CoBpaTs sieypHanb!

BoicnrouwTE

IP-aapec Fe0::789c:FdS50: 5776:792b NepesarpysuTb.
MAC-aapec 00:50/56:A2:00:85

o Y RaneHHOE ynpasneHve
KomrmeHT A Ll e

MHUMAEHTbI Ge30nacHoCT v
D6HOBATL

3anepuoa Aero. S 12.01.2022 SrenopT HacTpofica HumaeHTos GesonackocTh

[ ranxo venpowmare YaanuTe

Vi eTe: BesonacHocTi

0/0

He mpouHTancjBcer

R I =

= KOMMUBCTED HHIASHT0R BesonacHorTh
KoMHeHTapyii

Ma Ty Mo npvapuTeTy

Puc. 229. Bknagka «Csogka» mogynst AreHt ELLY

JlocTynHbl crieaytoume pasgaernbl MHpOPMaUVMOHHON NaHenu.



UHdopmauus o6 o6bekTe

B BepxHen yactu MHOPMAaLMOHHOW nNaHenun oTobpaxaeTca crneayowas nHpopmaums o TekyLiem
COCTOSIHUN MOAYNS:

MHdOPMaLNS 0 AaTe U BPEMEHW NOCNeaHEero NoaKMoYeHNs;
MHdOpMauusa o gate n Bpemenn eeoga B [16;

Bepcus OC;

FQDN-uwms;

pexum paboThbl;

IP-agpec;

MAC-agpec;

KOMMEHTapWiA.

MHunpeHTbI 6e3onacHoOCTHU

OToGpaxaeTcs CNMCoK MHUMAEHTOB 6e30MacHOCTY ¢ rpadonyeckon naHenbto. [locTynHa dounbTpauus
oToOpakaeMbIx COGbITUIA MO NEepuoay W HacTpolka oTobpaxeHuss guarpamm (cMm. «Hactporika
UHUMAEHTOB 6€30MacHOCTMY).

[BOMHON KWK NO COObLITUIO OTKPOET 3anvCb B OTAENbHOM OKHE, B CMWCKe AaHHoe cobbiTne byaet
noMeyeHo Kak npovmTaHHoe. [None «KommeHTapuin» JOCTYMHO ANA peAakTMpOBaHus.

Ha naHenu nHctpymeHToB Bknagku «Cogka» (puc. 229) AoCTynHbl cnegylowmne encTeus:

e «OOHOBUTL» — NO3BONSIET 0OHOBUTL MHOPMaUUio Ha Bkragke «CBogkay;
e «YpanuTtb» —nepemelyaet B 6a30Byto rpynny «YaaneHHble 06beKTbI» C COXpaHEHNEM XXYPHaIoB;
e «KommeHTapuii» — pgobaBneHHbIi KOMMEHTapuin oTtobpasutca B pasgene «WHdopmauwms
06 obbekTe» Bknagkn «Ceoakay.
Ona mogyna Arent ELLY poctymHbl cnepgywouime KomMaHgbl onepaTtMBHOro ynpaeneHust (puc. 230)
Ha NaHenu MHCTPYMEHTOB:
«BbIKNIOYUTLY;
«lMepesarpy3ntb;
«Cobpatb XypHanbl»;
«CMHXPOHM3NpOBaTbY;
«YpaneHHoe ynpasreHuey.

CobpaTh ¥Y¥pHANLI
CHHXEpPOHHIHPOBATL
BEIKNHOYHTL
Mepezarpy3vTb

¥ naneHHoe YNpasneHWe

Puc. 230. OnepaTtumBHoe ynpaeneHune

MpumeyaHune. PesynbTaT  BLINOMHEHUA  KOMaHA  OMepaTMBHOIMO  ynpasreHusi
He oTpaxaeTca B XXypHanax ELLY. Tawkke He npegycmoTpeHbl BCnmbiBawLwme n npoyve
yBEeIOMINEHNs 0 pe3yrbTaTax BbINOMHEHWUS KOMaH onepaTUBHOrO yrpaBneHus.

15.4.2 Co6op xypHanoB AreHta ELLY

Ona nonyyenns B ELLY Dallas Lock 3anucen xxypHanoB, Begywuxcst Ha TC, rae yctaHoBrneH AreHT ELLY,
HeobxogmMMo npoBefeHne cbopa xypHanoB. COop XypHanoB MOXeT OblTb MPOBEAEH MpPU YCIOBUM
Hanuuus ceteBoro nogkrtoyeHns mexay ELLY n TC ¢ yctaHoBneHHbIM AreHToM:



e nepuoaunyeckun (cM. «apameTpbl paboTbl MOAYNEN»);

e 1o koMaHge nonb3oBaTens us KoHconu ELLY.
KomaHnpa «Cobpatb xypHanbl» B KoHconu ELLY ana moagyna AreHt ELLY pnoctynHa Ha Bknagke «CBogka»
Ha naHenu MHcTpymeHToB «OnepatneBHoe ynpasneHue» (puc. 230).

15.4.3 TMopknioyeHue K yaaneHHomy paboyemy crony

[ns nogkntoYeHns kK yaaneHHoMy pabodemy ctony TC, HeoGxoammo:

1. Beibpatb HyxHbI mogynb AreHT ELLY B aepese [b;

2. Ha naHenu wnHcTpymeHTOB B pasgene «OnepaTuBHOe ynpaBneHue» BbibpaTb MNyHKT «YaaneHHoe
ynpasneHue» (puc. 230).

3. Ha APM, rae yctaHoBneH AreHT ELLY nosiButcs okHo (Puc. 231), B KOTOpOM Monb3oBaTento Heobxoaumo
BblIOpaTh AEACTBUE C MOMOLLbIO KHOMOK.

KHonka «[lMogkntiounTb cenvac» no3BonseT HayaTb CeaHC yaaneHHoro NoaKmoYeHus.

KHonka «OTKNOHUTbY» NO3BOMSET OTKNOHUTE 3aMpoc Ha CeaHC yaareHHOro NOAKIMIOYEHNS.

KHonka «3akpbiTb» MO3BOMSET 3aKpbiTb OKHO. 10 MCTEYEHUU BpEMEHW, YCTAHOBIIEHHOIO MOMUTUKON
«Bpewms oxnpgaHns nogkntoyveHns no VNC(cekyHa)», 3anpoc Ha yaaneHHoe noakrnoveHne byget npepsaH.
Ecnn nogkntoyeHne BO3MOXHO, TO Ha 3kpaHe oTobpasunTcsa 3anylieHHas ceccus Ha BblbpaHHom TC.
B nHom cnyyae nosiButcs coobueHune o6 owmnbke (Puc. 232).

Ons Toro 4tobbl CHATL BNoKMPOBKY akpaHa npu nogknoyeHun no VNC, Heobxoammo HaxaTb codeTaHune
knasuw Win+Del.

U ¥YaanenHoe nogkatadeHue >

k gaHH oMY KOMOBHOTERY BRINGAHEH 33NP0C HA WARNEHHDE NOAKAHKHEHWE,
Uepes 96 cekyHa sanpoc ByaeT aBTOMaTHYECKM OTKAOHEH,

MoagnroHuTE cefdac | | OTKAOHKTE JaKpLITE

Puc. 231. OkHO yaaneHHoro nogknoveHus Ha ctopoHe APM ¢ AreHtom ELLY

DwmBra x>
)

He yaanoce s3anyctute VM C-cepeep Ha yaaneHHoW MallnHe:
MonezoBaTene oTKACHWA YARNEHHOE NOGKAHYEHNE

Puc. 232. Owunbka yganeHHOro nogknioyeHms

Ecnu Cepsep ELLY n KY ELLY passepHyTbl Ha OC Windows, TO:

e npu nogkmtodeHun no VNC k OC ¢ yctaHoBneHHbiM AreHT ELLY Linux npoucxogut 6nokuposka
paboTbl "ropsumx” knaesuww (Ctrl+Alt+T) — OTKpPbITb TEPMUHAN HEBO3MOXHO;

e npu noakntodeHnun no VNC k OC c¢ yctaHoBneHHbiM AreHT ELLY Linux (Astra-Bpect, Opén,
CwmoneHck) n ucnonb3doBaHun "ropaumnx” knasuw (Win+T — Ona OTKpbITUS TepMuHana) —
nocriegyowas pabora B TepMmHarne 6rokupoBaHa;

e npu nogknodeHmn no VNC k OC c ycrtaHoBneHHbiM AreHT ELLY Windows u OTKpbITUS OkHa
"BeinonHuts" (Win+R) — BBO4 kOMaHg Ha ucnonHeHue B none "OTKpbITh" 610KNPOBaHO.

MpumeyaHue. CobbiTWs, CBsI3aHHbIE C yAaneHHbIM nogknioveHmeMm k TC, dukempyroTtes
B XypHane «XypHan ELlY» (owubkM NOAKMOYEHUs, Havano W 3aBeplUeHue yaareHHoro
NOAKINIOYEHMS).



MpumeyaHue. OpgHoBpemeHHOoe noaknodeHne k TC ¢ yctaHoBneHHbiM AreHtom ELLY
BO3MOXHO TONbKO ¢ ogHon KoHconu ELLY.

MpumeyaHue. MNpu nHMuMmMpoBaHum nogknoyveHnsa no VNC koHconb ELLY 6nokupyetcsa ago
MOMEHTa NOoAKMNoYEeHUSA/0TKkas3a B NOAKIIOYEHWM.

= =

N BHumaHume! MogknioveHune k TC (c yctaHoBneHHbIM AreHToM ELLY), pacnonoxeHHbiMm 3a NAT,
no npotokony VNC He nogaepxvBaeTcs.

OLC

15.4.4 MNonutukmn moayna Arent ELLY

Ha ypoBHe moagynsi AreHT ELLY B cnncke Ha Bknage «[lMonutukmny (puc. 233) AOCTYNHbI TOMNbKO NMOJIUTUKM,
akTyanbHble and moaynsa AreHt ELLY (cm. «[Monutukn OB»).

© Korcons ynpasnesins ELLY [owmen Gesonacrocru: v123-434c, Cepeep: CZIOTIS406-26.isc.confident.spb.ru:17900]

Monutnkn

Hacneayerea MonuTnka 3HaueHne Tun Mogyns

v O HEPACMPELENEHHBLIE OBBEKTHI

v @ ucc-centos-8

6 AreHT ELIY

_confident.spb.ru

(<IN <IN ]

Mikrotik mikrofik1.dl.local

<]

Mikrotik mikrofik3.dl.local

Puc. 233. Bknagka «lMonutukm» mogyns AreHt ELLY

Hactpoiika nonutuk Ans MoAyns npousBOAUTCA aHanormyHo HacTpovke nonutuk aAnsa rpynnel OB
(cm. «Monutukn ans  rpynnbl [Bb»). [Ona npuMeHeHuss napaMeTpoB Ha MoAaynsax Heobxoguma
CUHXPOHM3aLUS.

15.4.5 3apaHua mopynsa AreHt ELLY

Ha ypoBHe mogynsa AreHT ELLY B cnucke Ha Bknage «3adaHusi» JOCTYMNHbI ANsi CO34aHUsA TONbKO 3aJaHus,
akTyanbHble and AreHta ELLY (puc. 234):

e 0OT4eT 06 annapaTHoM obecnevyeHny;
e ynaneHue Arenta ELLY;
e OTYET O NPOrpaMmMHOM obecrneveHunm.

D MacTep cozgaHua 3aAaHMA *

BriBepHTE THN MOAYNA

areHT ELLY

BriBepHTE THN 334aHMA

OTUET 0f ANMNApaTHOM OBECNEYEHKHK
OTuET of annapaTHoM obecreqeHmm
¥aaneHwe aredTa ELLY

OTHET O NPOrPAMMHOM DBECNEYEHHH

OTHMEHS

Puc. 234. MacTep co3gaHuns 3agaHus ana mogyns AreHt ELLY Windows



MpumeyaHue. Tunbl 3agaHni oamMHakoBble Ans moaynen AreHT ELLY Linux n AreHt ELLY
Windows.

PaboTta ¢ 3agaHusamun gns moayns AreHT ELLY npomsBoguTcs aHanorm4yHo HacTpounke 3agaHui ansa [Ob
(cm. Baganua OB). [1nsa BeINONHEHNS 3a4aHus TpebyeTcs CUHXPOHU3aLNs C MOAYSIEM.

15.4.6 OTtyeTbl moaynsa AreHt ELLY

Ha yposHe mogyna AreHT ELLY Ha Bknage «OT4ueThbl» (puc. 235) 4OCTYNHbI criefytoLme oT4eTbl Mogyns:
e oT4yeT 06 annapaTtHom obecneyeHun (cogepxuT MHOPMAaLMIO O MaTepuHckon nnate, BIOS,
npotieccopax, onepatvHon namsaTtu, PCl-ycTponcTBax u 0 Hakonutensix);
e OTYET O nporpamMMHOM obecnevyeHun (cogepxuT wuHdpopmaumio o060 BCEX YCTaHOBMEHHbIX
nporpammax (ansa mogynen Arent ELLY Windows) nnun naketax (ansa moaynen Arent ELLY Linux)).
MepBble nonyyeHHble ans AreHta ELLY (otyeTtel 06 annapatHom obecnedeHun un [O) craHoBATCA
amajsioHHbIiMuU. Criegylolime nonyvyaemble OTYETbl CPaBHMBAKOTCA C 3TaNoHHbIM. [NepBbi oTyeT Oyaer
nonydeH ELLY Dallas Lock cpa3sy nocne npouecca peructpaumm mogynsa AreHt ELLY B OB.
Ha naHenu nHctpymeHToB «[encteua» Bknagkm «OTyeTbl» AOCTYMHbI CReayowue KomaHabl no pabore
¢ otyeTamu moayns AreHt ELLY:
e  «OBHOBUTLY (MOMYYUTb TEKYLLWIA OTHET C MOAYNS U CPaBHUTbL C 3TarNOHOM);
o «[pyMeHNTb M3MeHeHUsA» (coenaTtb TEKYLUWIA OTYET 3TarOHHbIM);
o «CoxpaHuTb B hann» (NO3BOMNSET COXPaHUTb TEKYLLMIA OTYET B TEKCTOBOM hopmare).

@ Koncons ynpasnenus ELLY [fomen BesonacocTi: Jomen BesonacHoctu, Cepeep: windows1021h1.dl.local:17900]

OT4eThl

m

OTHET 0f annapaTHOH oBecnEdEHi

ITANOHHBIA OTUET (2022-01-17 12:20:22 (GMT-+03:00)) TeKywWiid oTusT (2022-01-17 12:20:22 (GMT+03:00))

HEHHbIW OB

1 Hazsamse mamera :

? BepcuR mamera
3 Dbzew
4

5 Hazzamie mamsva :

6§ Bepoym mamera
7 0Brew
8

0 Hazsamse mamera :

10 Bepcour mamera
11 Dbwer
12

13 Hazzamie maxeva

14 Beporm mamera

15 0Bz ex

accowmsservice

© 0.6.45-lwsmrtul. 3

© 440 xE

acl

© 2.z 5z-3buildl

: 200 %B

acpi-suppors

: 0.14z

: 92 =B

acpid

© 1:z.0.28-lubuntul

: 139 xB

-

1Hazpabte nmamera :

2 BepoiE nakera
3 Dbmen
4

5 Hasrammie mamera ©

6 Bepoys namera
7 0Bmeu
8

9 Hazpabte mamera :

10 Bepoue nakera
11 Ofmex
12

13 Hazearmee mawxera

14 Bepoun namera

15 DBmen

accountsservice

© 0.6.45-lubuntul.3

© 440 ®E

acl

o 2.2 82-3buildl

: 200 wE

acpi-suppors

© 0.1z

: 92 ®E

acpid

© 1:2.0.23-lubuntul

: 135 E

>

TpMeHnTE vsmMenenms
O6HoBuTs

CoxparuTs 5 daiin

Puc. 235. OTtyeTthbl mogynsa AreHt ELLY

I'IpumeanMe. I'Iepmop,mqecme CpaBHeHne OoT4eTOB MOXHO HacCTpouTb B pasgene
«[MapameTpbl paboTbl MOAYNENY.

Mony4yeHHbIN Tekywnin otyeT oT AreHTa ELY cpaBHMBaeTcA € 3TanoHHbIM. PesynbTaT cpaBHeHus
oTobpakaeTcs B paboyent obnacTtun Bknagku «OT4eTbl».

Ecnu nonyyeHHbIN OTYET OTNMYaETCs OT 3TarlOHHOro, TO MPOUCXOANT HapyLUEHNe LenocTHocTn. B Takom
cnyyae nosiBnseTcs yBegomneHue o6 nHumaeHte 6e3onacHocTi, a oTnnyus B otdeTe OyayT BblAeneHbl
LBETOM.

Mpu BbIGOPE Ha NaHenn UHCTPYMEHTOB «[leicTBusi» komaHabl « CoXxpaHuTb B daiin», OTKpbIBAETCA OKHO
«CoxpaHnts oT4yeT 006 annapatHoM obecnevyeHun» unm  «CoxpaHWTb OTYET O MPOrPaMMHOM
obecneyeHnmny», COOTBETCTBEHHO.

B okHe Heobxoaoumo ykasaTb NyTb AN COXpaHeHUs, U 3agaTh UMsi cpanna (No HeobXoAUMOCTH, 3aNONHUTL
WHdopMaLMo 0 NOApa3aeNneHnsaX N aBTOMaTU3NPOBAHHOW CUCTEME).

B wanke otyeTta pgononHUTenbHo OydeT 3adMKcMpoBaHa  MHGOpMauus o
VMHULIMMPOBABLLEM COCTaBIIEHNe OT4YeTa, AaTa COCTaBMNeHns oT4eTa 1 UMs KOMMboTepa.

nonb3oBartene,



O CoxpanuTe 0T8T 06 annapaTHOM oBecnedeHmm *

CoxpaHuTE Gann kak...

MyTe: |C:,|'Users,|'admin,|'DeskJ:op,|'1 JExk | —

[AHpOpMaLHa;

HazBaHWe NoapasAeneHHA | |

HammeHoBaHHe A | |

OTEETCTEEHHEIE NHLA!

HaqaneHHE NoapasaeneqHa | |

HavansHuE noapasaeneHna T3

HaqansHHE NoApasAEnNEHHA CONPOEOH AEHHA | |

CoxpaHHTE OTHEHA

Puc. 236. KomaHga «CoxpaHuTb B charn»

15.4.7 XypHanb! Arenta ELLY

Bknagka «KypHanbl» ana AreHta ELJY nossonsieT npocmaTtpuBaTh XypHanbl 6e3onacHoCT Mogyns.
Ons mogynsa AreHt ELLY Windows (puc. 237) 4OCTynHbI:

o «XKypHan 6e3onacHoOCTUY;

o  «CuCTeMHbIN XypHan»;

o  «KypHan npunoxeHnmn»;

e «KypHan ycTaHOBOK».

© Konconsynpapnenus ELLY [omen Gesonachocru: Jomen Besonackocty, Cepoept windows1021h1.dllocal:17300] - o x
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6300 2022-01-12 12:01:0 (GMT+0300) Coeaenua Microsoft Windows security auditing, Windows 0214 HO89MY CE3HEY BX043 HESHAUEHE! CreuMansHez Np.. () e emen e o

BXOA & yHETHYH 3aMVICE BEINGAREH YEMELLIHD, 100 Nocnearn sannced  *
6308 2022-01-12 12:01:00 (GMT +0%00) Ceepenua Microsoft Windows security auditing. Windaws1021H1 .
[ #mnere no epenern

6307 2022-01-12 12:00:40 (GMT+03:00) Coegenuan Microsoft Windows security auditing, Windows 0214 5718/HENE NONEIKS EXGAS B CUCTEMY < ABHEIN k3.,

C
G306 2022-01-12 11,5013 (GMT+0%:00) Coeaerma Microsoft Windows security auditing, Windows1021H1 t‘\“””‘”““"‘”““a””"”E”“ OO Mo
6305 2022-01-1211:59:13 (GMT+0%:00) Coeaera Microsoft Windows security auditing, Windows1021H1 éf””‘”“”"y’c'“"”"’“'"”""E"y‘““’"“' M
6304 2022-01-12 11:50:11 (GMT+03:00) Coeaerma Microsoft Windows security auditing, Windaws1021H1 "j“’”""”““"‘y R G G R 0 o W:TD e nepeneTpan
6303 2022-01-12 11,5811 (GMT+0H00) Coeseruas Micrasoft Windaws security auditing. Windaws|GE1H1 %8 * 470 2aret sonoanen yeneuro. V:DWK
6302 2022-01-12 11,5811 (GMT+0HOD) Caeaermas Microsoft Windaws security auditing, Windows1QE1Hy 100 MY CERMEY PO HESHasertl eneianoroe .- U AP
6301 2022-01-12 11:5%11 (GMT+0300) Creasrma Microsaft Windows security auditing. Windaws1021H1 ?f”A“WE"‘V"’”"”"’“‘"””E”WM””' Coofiuerne

6300 2022-01-12 1115811 (GMT+03:00) Csegena Microsoft Windows security auditing, Windaws1021H1 HOPOMY CEAHEY BCO3 HESHAUEHE! CnewancHbie np... Copoce
6750 2022-01-12 115811 (GMT+0300) Coegeruaa Microsoft Windows security auditing. Windows1021H1 ©XOA & Y4ETHYIO SaNMCL BMOAHEH yene o,

6258 2022-01-12 T1:5810 (GMT+03:00) Coeaenua Microsaft Windows security auditing, Windows1021H1 HOPPMY CEAHEY BXOA3 HaSHAUEHL! CreuancHble np...

B0 & y-ETHya 3aMHCk BHINDAIHER YENeLIHD.

6297 2022-01-12 11:5810 (GMT+03:00) CoegeHua Microsaft Uindows security auditing. Windows1021H1 O4MCTHTE 2eypHan

HOB0My CeaHty X043 HIZHGMEH K| CEUMANEHEIE ..

6206 2022-01-12 11:57:54 (GMT+0%:00) Ceepenua Microsoft Windows security auditing. Windaws1021H1 3KCNOPTHPOBATL XKYpPHAN

6255 2022-01-12 T1:57:54 (GMT+0300) Cocaenaa Microsoft Windows security auditing, Windows 02141 DXOR & YISTHYIO SaNHCL BHNaHeH yenewo.
6754 2022-01-12 1115742 (GMT+03:00) Coeenaa Microsoft Windows security auditing, Windows 0214 > 15THEIE AIHEIR AHCTIETUEDS YHETHEE: A3HHELS PO,

6293 2002-01-12 1157:41 (GMT+0%00) Caeaenus Microsoft Windows security auditing, Windows1 02141 72T AIHHEIE AUCMETUE DS yUETHERK A3 MR

6200 2022-01-12 11:57:40 (GMT+0300) Coeaenms Microsaft Windows security auditing, Windaws1 02141 7 12THEI? ATHHEIE AUCMETUE DS yUETHEEK A3 Mpo.

6201 2002-01-12 11,57:40 (GMT+0300) Coeaems Microsaft Windows security auditing, Windaws] 02141 ~ #ETHIE ATNHEIE AUEMETAERS yHETHbl 4310 Mpo.

6230 2022-01-12 11,57:40 (GMT+0%00) Coeaenns Microsaft Windows security auditing, Windaws! 021H1 ~ #ETHIE ABHEIE QUEMETAERS YHETHbEX A3HHEI RO

6283 2022-01-1211:57:40 (GMT+03:00) Ceeaenmna Microsoft Windows security auditing. Windows1021H1

YETHbIE A3HHbIE AMCMETUERS YHETHbIX A3HHBE NPO.

Puc. 237. XypHanbl AreHta ELLY Windows

Ona moayns ArenT ELLY Linux (puc. 238) OOCTynHbI:

«CncTeMHbIn XXypHany;

«KypHan ynpasneHusi Nonb3oBaTeNaMmny;
«KypHan neyaTtuny;

«KypHan Bxo4oB».



[ Bpema

23 HekappekThos sHauskme
22 Hekappektos snasenne
21 HekoppektHoe sHaueHme
20 Heropperhoe sHauenme
19 HexoppexThoe snauenme
19 Hekappexthos sHauskme
17 Hekappekthos snasenne
16 HeroppexTros snasenmne
15 HexopperThoe sHauenme
14 Heroppexhoe snauenme

13 HekoppexThoe sHauenme

Tun

infa

infa

info

info

info

infa

infa

info

info

info

infi
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HypHanb!

HypHan Bxoa0s

100
[] @wnbTp no epener
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McTouHHE
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CooBlEHHE

HypHan yNPaBNEHHA NONE30EaTERARH HypHan nesath

Werounme  Wra 4PM Coofwenne
systernd  ubuntu-16-04 ; Started Regular softwsre integrity check,
systernd  ubuntu-16-04 © Started Regular software integrity check,
systemd  ubuntu-18-04 : Started Regular software integrity check
systernd  ubuntu-18-04 : Removed slice User Slice of roat.

systernd  ubuntu-16-04 ; Stopped User Manager for UID 0,

systernd  ubuntu-18-04 : Received SIGRTMIN +24 from PID 5624 (n/a),
systernd  ubuntu-18-04 : Started Exit the Session.

systemd  ubuntu-18-04 : Starting Exit the Session...

systernd  ubuntu-18-04 1 Reached target Shutdown,

systernd  ubuntu-16-04 ; Closed GnuPG cryptographic agent and passphrase cache (restricted),
systernd  ubuntu-16-04 ©

Closed GnuPG cryptographic agent and passphrase cache (sccess forweb browse...

Puc. 238. XKypHanbl AreHta ELLY Linux

PaboTa c xypHanamu mogynen onucaHa B pasgene «KypHanbl MOAYnsay.
[ns nony4yeHuns 3anvcen xypHanos ¢ moayns Tpebyetcs BoinonHeHne cbopa KypHanos.

KoHUECTE D 3anpaEasHeD samHesii

Mocnears: sanmcer

Copocutn




16 KASPERSKY SECURITY CENTER
16.1 NMopgkntrouyeHune K Kaspersky Security Center

IOna nogkntoyeHns k KSC HeobxogMMo OTKpbITb rnaBHoe MeHtio KoHconm ELLY E 1 BblOpaTb MYHKT —
«MogkntoueHne k Kaspersky Security Center».
B okHe «[TogkntoveHne k Kaspersky Security Center» (puc. 239) ykasaTb:
e cepBep KSC (cpopmat BBoga <adpec>:<nopm>. B kayecTBe agpeca MOXHO yka3zaTb DNS-ums,
NetBIOS-ums, nubo IP-agpec);
e uMA agmuHuctpartopa KSC;
e Maponeb.

Haxatb kHomnky «[danee» ons noatsepxaeHusa nogknoveHus Kk KSC. [1ng oTMeHbl NOAKNIOYEHUS HaxaTb
«OT™meHay.

O Moaknrouenne k Kaspersky Security Center x

Cepeep KSC: | |

Wma agmuHmcTpaTopa KSC: | |

Mapone: | |
Puc. 239. Mopxkntodernne k Kaspersky Security Center
Ecnu nogknioveHne npowno ycrnewHo — B cneaywowem okHe (puc. 240) oTobpasutca 6asosas

MHdopMauus o cepeepe KSC.

YcTtaHoBka dnara «ABToMmaTnyeckui Beog B [1b HoBbix knueHToB KES» — no3sonseT 3apernctpnpoBatb
Bcex knueHToB KES, Bxoaswmx B coctaB nogkniovaemoro cepsepa KSC, B lomeHe ELLY Dallas Lock.
Mocne pepakTMpoBaHMa NapameTpoB HaxaTtb KHOMKy «BeecTtu B [1b».

O Moaknroderne k Kaspersy Security Center >
ABTOMATHHECKHA BE0A, B JB HOBRE: KikeHToE KES
liMA cepBepa KSiZ: k-win-ksc. dl. local|
[F-aapec; 10,10,103.82
Bepcua KSC: 13.0.0,11247
Fon-go knweHTos KES: 3
EeecTH E AB OTHEHS

Puc. 240. MNoakntoyeHune k Kaspersky Security Center

B KoHconu ELLY B kopHe gepeBa [lomeHa 6e30nacHOCTM NOSIBATCS 3anyCb C COOTBETCTBYIOLLMM MMEHEM
cepsepa KSC (puc. 241).



dl.local

B HEFACMPEOENEHHHE OBLEKTHI
B CETEBLIE ¥CTPOMCTEA
B Y1ANEHHLEIE OEREKTHI

Puc. 241. KSC B gepeBe [JomeHa 6e3onacHocTu

KnuenTbl KES B gepeBe [JomeHa 6e3onacHOCTM oTobpaxaroTcs Kak oTaenbHble Moaynu B coctase APM
(puc. 242). Ona peructpauum B OB ELLY HesapernctpupoBaHHbiX KknveHToB KES unu ypaneHus
3apernctpmpoBaHHbix Mogynen KES, Heobxoammo ycTaHOBUTH/CHATHL dnar B ctondue «CocTosiHue»
(cm. «KnuenTbl Kaspersky Security Center»). Bce u3meHeHus otobpaxawTtca B pgepeBe [lomeHa
BesonacHocTw.

&S NomeH Be3onacHOCTH
@ k-win-ksc.dllocal
* [ HEPACMNPEAENEHHBEIE OBREKTHI
v B3 k-ubuntu-kes
< Endpoint Security
B k-win dllocal
B k-win-ksc.dllocal
I CETEEBLIEE ¥CTRPOKMCTEA

W YJANEHHBIE OEBEKTHI

Puc. 242. KES B aepeBe [lomeHa 6e3onacHocTu

Mpumeyanue. [Ons peructpaumm B OB ELY «knueHtoB KES, Bxogsdwux B cocTtas
nogkniovaemoro cepsepa KSC, HeobOXogumo HamuuvMe  YCTAHOBJIEHHOTO  Ha
pernctpupyemblx APM MO «AreHT agMuHucTpupoBaHus KSCy.

16.2 OTkntoyeHune Kaspersky Security Center

BeiBecTu cepBep KSC n Bxogswme B Hero mogynu KES 13 [lomeHa 6e3onacHoctn ELJY Dallas Lock moxHo
cnegyrwmumm cnocobamm;

e Ha Bknagke «CBoaka» BblOpaTb AecTBME «YOanuTby;
e  OTKPbITb KOHTEKCTHOE MEHIO B AepeBe OOBbEKTOB AN AaHHOIO yana, BbibpaTtb «Yoanutby.

Mpu BbIGOpe OencTBusa «Yganutb» NOSBUTCA OKHO C npegynpexaeHuem (puc. 243). Ecnu nogtBepauTb
yoaneHne — cepeep KSC wu mogynm KES Oyayt nepemelieHel B 0asoByio rpynny [domeHa
6e3onacHocTh «YaaneHHble OOBbEKTbI».



O vaaneHue >

Bel TouHo xoTHTe yaanuTe cepeep Kaspersky Security Center w 6Ce Bxogawme 5 Hero
rMogni Kaspersky Endpoint Security?

Puc. 243. OtknioveHne Kaspersky Security Center

16.3 HacTpounka Kaspersky Security Center

B kopHe gepesa [omeHa 6e3onacHocTn ELLY Dallas Lock otobpaxaeTca noakntoyeHne k cepepy KSC.
3Ha4ku nogknoyeHHoro cepsepa KSC, 3aBUCAT OT COCTOSHWS U MOTYT NPUHMMAaTL CreayoLwmni BUa;:

—  cepBep MOAKMIOYEH;

cepBep He MOAKITHYEH.

16.3.1 CwuHXpoHM3auunA

[nsa otnpaskn Ha ELLY Dallas Lock ceegeHuii o cepsepe KSC 1 npuBefeHnsi B COOTBETCTBME CUCTEMHOMO
BpeMeHN Heobxooumo npoBedeHne CUHXpoHu3aumn. CHHXpOHM3auusa MoxeT ObiTb npoBedeHa
npuv ycrnosum Hanu4uus ceTesoro nogknoveHus mexay ELLY Dallas Lock n cepsepom KSC:

e nepuognyeckm (cm. «Napametpbl Kaspersky»);

e 0 KOMaHAe nonb3oBaTtens us Konconu ELLY.
Komanga «CwuHxpoHusmpoBatb» B KoHconun ELLY ansa cepBepa KSC goctynHa Ha Bknagke «Ceogka»
Ha naHenu MHcTpymeHToB «OnepaTneBHoe ynpaesneHune» (puc. 244).

CHHHPOHWZHPOBATh
CobpaTe ¥YpHanoi

OTKpbLITL Wweb-a gAMWHUC TPUPOBAaHKE

Puc. 244. OnepaTtmBHOe ynpaBsneHue

16.3.2 CO6op XypHanoB

Ons nonydenus B ELLY Dallas Lock 3anucen xypHanoB, Begywuxca Ha cepBepe KSC, Heobxogumo
nposegeHune cbopa xypHanos. CO0p xypHanoB MoXeT ObiTb NPOBEAEH MPU YCNOBMU HaNU4Ms CETEBOrO
nogkntoveHusa mexay ELLY Dallas Lock n cepeepa KSC:

e nepuoanyecku (cMm. «MapameTpbl Kasperskyy);

e [0 KOMaHAe nonb3oBaTens u3 KoHconu ELLY.
Komanpa «Cobpatb xypHanbl» B KoHconu ELLY ana KSC goctynHa Ha Bknagke «CBogka» Ha naHemnu
MHCTpyMeHTOoB «OnepaTunBHOe ynpasneHne» (puc. 244).

16.3.3 OTKpbITb Web-agMnHucTpnpoBaHue

Ons nepexona B Beb-uHTEpderic Kaspersky Security Center, Heobxoanmo BbibpaTb kKomaHgy «OTKpbITb
web-agMUHNCTPMpOBaHNE» Ha NaHeNU MHCTPYMeHTOB «OnepaTuBHoe ynpaBneHuey (puc. 244).

Mpu Haxatum Ha kHomky «OTKpbITb Web-agMUHWUCTpUpOBaHME», B Bpaysepe OTKpOETCs OKHO BBOAA,
roe HeobxoaMmo 3anofHUTbL cregyowme Nons:



e  VMS Monb3oBaTens;
e Maporb;
e unms CepBepa agMUHUCTPUPOBAHMS, K KOTOPOMY HYXKHO MOAKIOUUTHCS.
3aTteM HaxaTb KHOMKy «BonTtu».

16.3.4 CBopka Kaspersky Security Center

Bknapgka «Csogka» (puc. 245) otobpaxaeT obLiee coctosiHue cepeepa KSC.

© Kowcons ynpaenesms ELLY [omen GesonacrocTw: DESKTOP-VUREGIA, Cepeep: desktop-vureg%a.dl.local:17900)

e © v Q Csosika
& DESKTOP-VUREG9A
WMncopmaumna o6 obvexte
@ kovalkscwin10.dl.l
» [ HEPACMPEAENEH... JEbERE] 2022-01-21 11:35: 10 (GMT+03:00)
= Bepais Kaspersky Security Center 11.0.0,1131 OSvonaTS:
@ kovakes2ubunt... [PNENS. KOVALKSCWIN10 Sl
@ Kaspersky E... il kovakscwin10
FQON xomnmoTepa kovakscwin 10.dl.Jocal
D kovalkes2win10... SRR Microsoft Windows 10 Ypanwrs
W kovakeszubunt... IR 54-6umran
Mocneanee noaxmouersie 2022-01-21 11:35:13 (GMT+03:00)
W kovalkesubuntu... [EFSG—_—— 5
W kovakeswin10... ket S LRI R L)
IP-anpec 10.10.100.69
B CETEBIE YCTPO... [ 1399
B VANEHHLIE O5b... [ttt 10.10.100.69:8080
Konmesrapist
*Ow
v DESKTOP-6180... MNHUMAEHTBI Ge30nacHoCTH v MapaneT phi NOAKMION e
Dalas Lock 8...
AreuT ELLY . 3a nepuoa: m 21.01.2022 E HacTpoiia WrautaenTos GesonacHocTn Komserapuii
| Tonexo venpowTateme
Cobparth wypwansi
VpnesTol BesonacHocTi CHHXPOMIBHPOBAT
OTKPLITE web-3MmncT puposasme
0/0 f
He NPONMTaM0 fecero
4 10 12. 1 8. X
® KOMMUecTS0 ineytaenTos Gesonacioctn

Puc. 245. Bknagka «CBogka» Kaspersky Security Center

HocTynHbl cnepytowmne pasgensl MHopMaLMOHHOW NaHenw.
MHdopmaumsa o6 ob6bekTe

B BepxHel YyacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs cregyolas MHOoOpMaUUs O TeKyLleM
COCTOSIHUM MoAayns:

MHdopMaLusa o aate u BpemeHn eeoaa B [1b;

Bepcus Kaspersky Security Center;

ums komnbtotepa KSC;

DNS komnbtoTepa KSC;

FQDN komnbtoTepa KSC;

OC komnbtoTepa KSC;

apxuTeKTypa npoueccopa;

WHpopmMaLms 0 AaTe U BpeMeHU nocneaHero Noaxknio4eHus;
MHdOopMaLKsa o Konudectee knueHToB KES;

cTaTtyc napameTpa «ABToMaTudeckuin BBoa B [1b HOBbIX knneHToB KES»;
IP-agpec;

nopr;

agpec web-agMuHUCTpUpoBaHUS;

KOMMEHTapui.

MHUunpeHTbI 6e3onacHoOCTHU

OTobpaxaeTcs CNMCOK MHUMAEHTOB 6e30nacHOCTU ¢ rpadmnyeckor naHernbto. JocTynHa uneTpaums
oTobpaxaemblx cOObITUA MO Nepuoay W HacTpolka oTobpaxeHus puarpamm (cMm. «HacTporika
NHUMAEHTOB 6e30NacHOCTNY).




[BOViHOM KNKK NO COObLITUMIO OTKPOET 3anucCb B OTAENbHOM OKHe, B CMUCKe AaHHoe cobbiTve byaer
NMOMeYeHO Kak NpovmMTaHHoe. [lone kKoMMeHTapun JOCTYMHO ANs pefaKTUPOBaHUS.

Ha naHenu nHctpymeHToB Bknagkun «Ceogka» (puc. 245) gocTynHel cnegytowimve oencTeus:

«OBHOBUTLY (0OHOBUTL MHGOPMaLMIO Ha Bknagke «CBogka»);

«lMeperMeHoBaTb» (NepevMeHoBaTb UMS cepBepa);

«Ypanutb» (BbiBecTU cepep KSC un Bce Bxoasdwme B Hero mogynu KES n3 16 ELLY Dallas Lock);
«[MapameTpbl nogkntoyeHusay (puc. 246) (pegakTvpoBaTb agpec cepBepa, NOTMH UM naporb
agMUHUCTpaTopa, BKITYaTL/OTKMoYaTh YeKOOKCOM aBTOMaTMYeckin BBoA B [1b HOBbIX KITMEHTOB
KES, koTopble nosiBunucb B coctare cepeepa KSC);

e «KommeHTapuii» (gobaBneHHbIN KOMMEHTapui oTobpasutca B pasgene «WHdopmaums
006 06bekTe» Bknaakm «CBoakar).

D MapameTpel NogeAYeHKa k Kaspersky Security Center *

AETOMATHHECKHHA EBDA B fB HOBRIX KIHEHTOE KES

Cepeep KSC: |1D.1D.1D3.82:13299

Mapone: |m

MopT web-roHconm |8EISEI

|
MMa aaMrHMCTpaTopa KSiC: |au:|min |
|
|

OTHEHS

Puc. 246. MNMapameTpbl NOAKMIOYEHMS

Ons cepsepa KSC gocTynHbl cnegylolme KOMaHabl onepaTtuBHOro ynpasneHus (puc. 244) Ha naHenu
WHCTPYMEHTOB:

o  «CUHXPOHU3NPOBATLY;

o «CobpaTb XypHarnblI»;

o  «OTKpbITE Web-agmuHuCcTprpoBaHue».

MpumeyaHue. Pe3ynbTaT  BLIMNOMHEHMS  KOMaH4  OMEepaTUBHOMO  ynpaBreHus
He oTpaxaeTca B XXypHanax ELLY. Takke He npegycmoTpeHbl BChmbiBaloLwwme 1 npoyve
yBeOOMIIEHMS O pe3ynbTaTax BbIMOMHEHWUS KOMaH OnepaTMBHOIO yrpaBlieHus.

16.3.5 KnueHTtbl Kaspersky Security Center

Bknagka «KnuneHTbl» cogepxuT cnucok knneHtoB KES, nonyveHHbIx oT cepsepa KSC (puc. 247). MNone
«CocTosHMe» oTpaxaeT cocTosHue peructpaumu knveHtos KES B [16:

OoTMeYeHHoe hriarom rnose 03Ha4yaeT, YTo AaHHasa ydeTHas 3anucb Nonb3oBaTens UMeeT JOCTyn
— Ha ypoBHe rpynnbl OB, npu atom «CocTosHne» 3agaHo (nepeonpeaeneHo) Ha AaHHOM YPOBHE
aepesa;

[ | — nycToe none o3HauyaeT, 4to knmeHT KES He 3apernctpuposaH B [b.

Ona peructpaumm B OB ELY Dallas Lock HesapernctpmpoBaHHbix knueHToB KES unu yaaneHus
3aperucTpmpoBaHHbix mogynen KES, HeobxoaMmo yCTaHOBWUTL/CHSTL cnar B ctonbue «CocTosiHuey,
cooTBeTCTBEHHO. [Npun peructpauum n yaanenmn mopynen KES mameHeHusi otobpaxarTcsa B aepese
HomeHa 6e3onacHocTy.



U KoHcone ynpasnedua ELY [Jomen GesonacHocTi: Jomen GesonacHoct, Cepeept K-UCC 7900] — O *

KneHTbl

CDCT;QHME KnuenTKES  Bepcua AP IP-agpec Onucanue .
KES 116.0.394 k-win-kscdllocal 10.10.103.82  <2sPersky Endpoint Security gaa

Windows
kesl 11.1.0.3013 k-ubuntukes  192.168.13.214 <asPersky Endpeint Security 11.1.0

Aaa Linux
KES 11.6.0.394  kewin-kes.dllocal 10.10.103.136 | c2sPersky Endpoint Security gaa

Windows

Puc. 247. KnueHtel Kaspersky Security Center

16.3.6 XypHanbl Kaspersky Security Center

Ha Bknagke «XXypHanbi» ans KSC goctyneH «XKypHan Kaspersky» (puc. 248). B xxypHane otobpaxaroTcs
BCe cobbITUSA, KOTOpble NPUXOAAT ¢ onpeaeneHHoro cepsepa KSC Ha ELY Dallas Lock. Cnpasa Ha naHenu
WHCTPYMEHTOB MOXHO 3agaTb napameTpbl cwunbTpaumn. B paspene «[encTBua» MOXHO COXpPaHWUTb
OTUNbTPOBaHHbIE 3aMUCK XypHana C MOMOLLbID KOMaHAbl «OKCMOPTMPOBATb XypHan». [Ons ounctku
BbIOpaHHOrO >XypHana Mogyns ucrnonb3yeTcs komaHaa « O4ncTuTb XypHamn».

© Koncons ynpasnenus ELY [fomen Gesonacroctu: fomen Gesonacrocty, Cepeep: K-UCC:17000] - o x
HypHanoi
& cal KOMM1BCTE0 3aMpALLMBagHbIX 3aTMCEH]
) SRR =R D Bpewn Ofext  Cobewe  Onucanme Mpogykr Bepcus npogykta 3agaua Vposens saxHoCTA : o0 Moeneati: samcert
B CETEBBIE YCTFO ) (] wwnsp o sperern
) 30727 2021-08-18 00:22:57 (SMT+03:00) K-WIN-KES 3asepue.. KES 11,6034 Yerano., Midopmaunontoe cobbmue .
- ' ’ 30726 2021-08-18 09:22:56 (GMT+03:00) K-WIN-KES Choi Nugrz.. KES 11,6034 YeTano., OTkas yHKLMORHpOBaRHA .
30725 2021-08-18 0811:15 (GMT03:00) K-WIN-KSC 3asepuue.. KES 11,6034 Yerano.., Mndapmaunonnae coberme Uacosof noac
30724 2021-08-18 081114 (BMT+03:00) K-WIN-KSC Choi Nugrz.. KES 11,6034 YeTano., OTkas yHKLMORHpOBaRHA [ @nnstp no naparetpan
30723 2021-08-180910:58 (GMT+03:00) K-WIN-KES Vsmenero KES 1160354 YeTano... VHGOpMaUMOHHOE CoBbmAE Coaw
30722 2021-08-16 0010:58 (GMT+03:00) K-WIN-KSC Vsmeneno KES 11.6.0354 Yetao.. Mndopmaumontios cobbmue cosame
30721 2021-08-16 0010:55 (GMT+03:00) K-WIN-KES Osmaer .. KES 11,6034 Yetao.. Mndopmaumontios cobbme :::::E
30720 2021-08-16 0010:55 (GMT+03:00) K-WIN-KSC Osemaer . KES 11.6.0354 Yetao.. Mndopmaumontios cobbmue ER——
30719 2021-08-18 00410:30 (SMT+03:00) K-WIN-KSC Basbi 06t Basbi 0., KSC 13.00.11247 WrdopMauponHoe cobbimie S
30718 2021-08-18 09:10:38 (BMT+03:000 K-WIN-KSC Zasepuwie.. 3agaua.. KSC 130011247 Zarpys.. Mrdopmaumonkoe cobeimie SrerEinEREEn
30717 2021-08-18 0041035 (SMT+03:00) K-WIN-KSC Boinoss. Beibpan . KSC 13.00.11247 arpys... WMndopmauwontoe cobemie
30716 2021-08-18 09:09:07 (GMT+03:00) K-WIN-KSC Beinoara.. Beifpan .. KSC 120011247 Farpyz.. HHgopmaumonnoe cobemie CHBER TS
Tpeaynpes asis
30715 2021-08-18 02:09:06 (SMT+03:000 K-WIN-KSC Boinoans. Beibpan . KSC 13.00.11247 Sarpys.. Vngopmaunonmoe cobemie A ——
30714 2021-08-18 02:09:06 (SMT+03:000 K-WIN-KSC Boinoan.. Beibpan . KSC 13.00,11247 Jarpys... MngopmaumonHoe cobermie KprTHuEci
30713 2021-08-16 00:00:08 (SMT+03:00) K-WIN-KSC Bomonns... 3agauas.. KSC 13.00.11247 Zarpys... Mndopmaumontoe cobermie pr——
30712 2021-08-16 00:01:31 (SMT+03:00) k-ubuntu.. Cocroaku.. Wimuma.. kesl 11.1.0.3013 Update  Wndropmatmontioe cobermie
30711 2021-08-16 00:01:31 (SMT+03:00) k-ubuntu... Cocroaku.. Wimuma.. kesl 11.1.0.3013 Update  Wndropmaumontoe cobermite
30710 2021-08-16 00:01:31 (SMT+03:00) k-ubuntu.. Cocroait., Wiuuma.. kesl 11.1.0.3013 Update  Wndropmatmontoe cobermie e —
30700 2021-08-18 00:01:31 (SMT+03:00) k-ubuntu... Autusipy.. Wiauma.. kesl 11.1.03013 Update  Mpeaynpexaerve JxCrnopTHpoBaTE JypHan

Puc. 248. XypHanbl Kaspersky Security Center



16.4 Hactpounka moaynsa Kaspersky Endpoint Security

KES oTtobpaxatoTcs kak oTaenbHble Mmogynu B coctase APM, n MoryT npvHumaTh criegyrowmin Bua:

—  MOAynb MNOAKMIOYEH, 3aLiMTa BKIIOYEHA;
@ —  MOAynb MNOAKMIOYEH, 3aLLNTA BbIKMOYEHA;

— MoAyIb HE NOAKIMIOYEH.

16.4.1 CsBopaka moayna Kaspersky Endpoint Security

Bknagka «CBoaka» oTobpakaeTt obuiee coctosiHue moaynsa KES (puc. 249).

e @ v Q Ceofka
£ DESKTOP-VUREGOA
Wudropmarng 06 obbexTe ~
cwin10.dl
¥ [J HEPACTPEOEN MocnenHes NOAKMNOUEHME 2022-01-11 07:12:54 (GMT +03:00)
O6moBHTE
i Bs0a B A5 2022-01-1107:12:54 {GMT +03:00]
CZIOBA406-1... a ¢ !
Bepana Kaspersky Endpoint Security 11.1.0.3013
VMg KoMMstoTEpE kovalkes2ubuntu 1804
DNS KonneiaTepa kovalkes2ubuntu 1804
FQDN KomMbiaTepa kovakes2ubuntu 1604.dllocal Ypamure
OnEpaLHoHHaR CACTENE KONMbIOTERE Linux
ApxiTeKTYDa NpouEccopa 64-GuTHan
IP-anpec 10.10.100.175
M CETEBbIE YCT Sawwra KES Bro.
[ORRVITN| S NRIRO MMl |ocreares oHoaneHie aHTHEMpYCHoi Ga3 2022-01-1107:17:00 (GMT+03:00)
CraTyc aHTHBHpYCHeix a3 AKTYAMGHS!
DESKTOP-6J80... Iy VipopraLys oTcyTeTayeT
- v KommenTapuit
MHUMAeHTEI Ge30nacHoCTH v
sanepnon: (IS S0 11.01.2022 SwenopT HacTpofika MHUMAEHTOS fesonaciocT KommenTapuii

Puc. 249. Ceogka moayns Kaspersky Endpoint Security

HocTynHbl cnegytowmne pasgensl MHopMaLMOHHOW NaHenw.
NHdopmaumsa o6 ob6bekTe

B BepxHel YyacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs cregyollas MHopMaUus o TeKyLLeM
COCTOSIHUM MoAayns:

WHpopmaums 0 gate U BpeMeHu nocneaHero Noaknio4YeHus Moayns;
WHpopmauuma o gate n BpemeHn seoga moayns s [b;

Bepcus Kaspersky Security Center;

ums komnbtoTepa KSC;

DNS komnbtoTepa KSC;

FQDN komnbtoTepa KSC;

OC komnbiloTEpPA;

ApxutekTypa npoueccopa;

IP-agpec;

cratyc 3awunTtbl KES;

WHpopMaums 0 gaTe u BPEMEHM NOCreaHero 0OHOBNEHNS aHTUBUPYCHBIX 6a3;
cTaTyC aHTMBUPYCHbIX 6as;

WHpopmMaLms 0 AaTe U BpeMeHU NocrneaHero nosiHoro CKaHMpOBaHWUS;
KOMMEHTapuii K MOAYNIo.

MHUnpeHTbI 6e3onacHoOCTHU

OTobpaxaeTcs CnMCOK MHUMAEHTOB Oe3onacHOCTU Moayns ¢ rpadwuyeckor naHenbto. [JocTynHa
dunbTpauma otobpaxaeMbix CcoObITUA MO Mepuogy W HacTpoWka OTOoOpaxeHus guarpaMmm
(cm. «HacTpoika MHUMOEeHToB 6€30MacHOCTUY).

[lBonHOM KKK No cobbiTho OTKpOEeT 3anncb B OoTAEeJsIbHOM OKHe, B CnnCke gaHHOoe cobbiTne 6y,u,eT
NnoOMeYeHOo KaK npovynTaHHoe. Mone ((KOMMGHT&pMVI» OOCTYNHO OANA peaaKTupoBaHuUA.




HocTynHbl criegyolime 4encTBUSa ¢ Mogyrnem Ha naHenyM MHCTPYMEHTOB:
4, OBHOBUTB.

5. Ypanuteb.

6. KommeHTapwun.

16.4.2 3apaHusa moaynsa Kaspersky Endpoint Security

Ha yposHe moaynsa Kaspersky Endpoint Security B cnvcke Ha Bknage «3agaHusay» AOCTYNHbI ANs co3aaHns
TONbKO 3afaHus, akTyanbHble ans KES (puc. 250):

e 0OHOBMEHWEe aHTUBMPYCHbIX 6as;

e CKaHmpoBaHue KnueHTckmux APM.

E] MacTep cozgaHma zagaHma >

BrIGEpHTE THA MOAY NS

Kaspersky Endpoint Security

BrIGEpHMTE THA 3843HKA

QEHOENEHHE AHTHEMPYCHED: Bas

CAHOENEHKE aHTHEMPYCHED: 0a3

CKaHHPOEaHHE KNHMEHTCEH: APM

C0543Tk [ QTMEHS

Puc. 250. MacTep co3gaHus 3agaHus

Pabota c¢ 3agaHusmn gns mogynsa KES npomsBoguTCs aHanorMyHo HacTponke 3agaHui gns [Ob
(cm. Baganua OB).

16.4.3 XypHanbl moayna Kaspersky Endpoint Security

Ha Bknagke «XypHanei» ana KES goctyneH «XKypHan Kaspersky» (puc. 251). B xxypHane oTobpaxatoTcs
TONbKO T€ COBbITUSA, KOTOpblE NPUXOAAT € BolbpaHHoro moayns KES.

Ha naHenn WHCTpYyMEHTOB MOXHO 3agatb napameTtpbl wunbTpaumn. B pasgene [OenctBus MOXHO
COXpPaHUTb OT(UMLTPOBAHHbLIE 3aMMUCK XXypHana C MOMOLLbI KOMaHAbl «3KCMOPTMPOBATbL >KypHan».
[ns o4uncTku BeIBpaHHOro XXypHana Moayns ucnonb3dyetcsa komaHaa «O4ncTUTb XXypHany.
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Bepoka npoaykTa
Product; Janaua

Product; Tun saga* YPOB&HE BAMHOCTH

Scheduler; Tun sag

Scheduler; Tn 3a; MHihopHaLHOHHOE CobbiThe

Npeaynpexashie

Product; flata Beir
OTHas iy HRUAOHHPOBaHHRA

Product; KpHTHUSCRHA

Product; Tun zaga’
COpocHTL
Scheduler; Tun sag

Scheduler; Tun 3ag

Product; fata eeir .

Product; IKCNOPTHPOBATE MCYPHAN

>

Puc. 251. XKypHanel mogynsi Kaspersky Endpoint Security



17 CETEBOE OBOPYOJOBAHUE

17.1 Peructpauumsa ceteBoro ycrtponcrtea B [1b

3apernctpmpoBaTtb ceTeBoe yCcTponcTBo B [lomeHe 6e30nacHOCTU MOXHO CrneayrLWmnMmn cnocobamu:

nytem gobasnenus no IP-agpecy;
nyTeEM CKaHMPOBAHUA CETMU.

Ob6a cnocoba no3BonsOT 3aperncTpupoBaTb CETEBOE YCTPOMCTBO B AoMmeHe BesonacHocTu ELLY Dallas
Lock no cneaytowmm npotokonam: SNMP n SSH.

17.11

MpumevaHue. [na koppektHoro B3aumogenctema ELYY Dallas Lock ¢ ceTteBbiMu
ycTponcTBamm TpedyeTcs ONONHUTENBHO OTKPbITh Cneayowmne nopThbl:
e SNMP: nopt 161/UDP, ncxoasiwee nogkmno4YeHune;
e SSH: nopt 22/TCP, ucxoasiwiee nogkrnoYeHune;
¢ Syslog:
o nopt 514/ UDP, Bxogsiiee NogkrioyeHue;
o nopt 1468/TCP, Bxoasiiee nogknoyeHme (npn HeobxogumocTw).

MpumeyaHme. B pamkax koHTponsa CY no npotokony SSH obecneyeHa nogaepxka CY Cisco
I0S, Cisco ASA, D-Link DGS n ZyXel ZyNOS.

[Jo6aBneHune ceTeBoro ycrpouctaa no IP

Ona peructpauumn ceTteBoro yctponctea B [JomeHe 6esonacHoctn ELLY Dallas Lock no IP-agpecy
HeoOX0AMMO BbINOMHWTL CreayoLwme warm:

1. Y6eantbcs, YTO ceTeBOE YCTPOMCTBO NoaaepXmBaeT oauH u3 npotokonos (SNMP/SSH), n goctynHo
no cetu Ans Bcex cepsepos knacrepa Ob.

2. 3anyctutb KoHconb ELLY n aBTOpu3osaTtbces.

3. Ha yposHe [domeHa GesonacHocTu unw rpynnbl (nogrpynnbl) Ha Bknagke «CBogka» Ha naHenwu
WHCTPYMeHTOB «[encTtBusi» BbiopaTh kKoMaHay «[JobaBuTb ceTeBoe yCTpONCTBO» (puc. 252).

=y

O6HoBNTL
NepenmeHoBaThb

Cosparte rpynny

CxkannpoBaTh CeTh
Oobasutb ceTesoe yCcTpoicT 80
MpoBepuTb QOCTYNHOCTb

MpoBEpHT b UENOCTHOCTb

Puc. 252. [lo6aBnTb ceTeBOE YCTPONCTBO



4. TosiBuTtcs okHo «[JobasneHne ceTeBoro yctponcTa» (puc. 253) B KOTOpOM HeobxoamMMo ykasaTb IPv4-
agpec v BblbpaTk TUN NpOTOKONa ceTeBOro ycrporcrea. [nga Bbibopa Tuna npoTokona, Heobxoanmo
ycTaHoBuTb donar HanpoTue Hy>KHOoro (SNMP unu SSH). Mo ymonyanwuio BkntoyeH nar «Mcnonb3osatb

SNMP».
[anee He06X04MMO 3anoNHUTL NapamMeTpbl NOAKOYEHNS BbIBpAHHOIO NPOTOKONa:

SNMP SSH
e Bepcua npotokosia SNMP e qopT
e rmopT e TanMayT NoAKIoYeHUs (Mc)
e Tanmayt (McC) e TanmayT oTBeTa (MC)
e coobuecTBO (Naponb) ®  1Ms nonb3oBaTens
e naposnb
e  MpVBWIErMPOBaHHbIN Naposb

G [Jo6asnenne cetesore ycTpoicTea s
Py

Wecnonezoeate SMMP:
Bepoua SMMP: v2c !
Mopt: | 161
TaimayT (mc): | 400

CoobwecTeo (napons): |public

WcnonbzoBaTe S5H:
Mopr: |22
TalimayT noaknioHeHua (mc): | 400
TaimayT oTeeTa (mc): | 4000
WMA Nonb3oBaTens:
MNapone:

MPHEMNErMPOBaHHEIA Naponk: | O

MpMHUMETE Syslog-coofweHna:

=
2} Cnpaeka pofomHMTE OTMeHa

Puc. 253. OkHO napamMeTpoB NOAKMOYEHNS

5. lNMocne 3anonHeHns Bcex nonen HaxaTb kHornky «[lpopomxkutby». [lpu perncTpauum ycTpoucTsa
no npotokony SNMP nossutca okHo «[peaynpexaeHue» (puc. 254). [Ins npoJornkeHusa npoLecca
pervctpaumm HeobxoamMMo HaxaTb KHOMKY «OK», Mpu HaxxaTum KHomnkn «OTMeHa» OyaeT npousBeneH
BO3BpaT Ha Liar Hasag, rae MoXHo 6yoeT BHECTU U3MEHEHMS B NapaMeTpbl NOAKITHOYEHUS.

) Npegynpexaenue X

MpeaynpeKieHne,
Moakniouenne no npotokony SNMP He 2awmileHo,
Bel yEEpEHEI UTO XOTWUTE NpoAOARUTET

[] He noxassisaTs cHosa

Ommerss

Puc. 254. MNpepynpexaeHne o noakntoyeHun no npotokony SNMP

Mpumeyanue. [lpu ycrtaHoBke nara «He nokasbiBaTb CHOBax», cnefyloline
npegynpexaeHus 0yayT ckpbiTbl. BoccTaHOBWTL NpeaynpexaeHns MOXXHO HaXkaB Ha KHOMKY
«BoccTaHoBUTE NpeaynpexaeHus» B rnaBHOM MeHo koHconu ELLY — «[lMapameTpbl...» —
«Ob6Lwmey» (cM. «[MapameTpbl paboTbI»).




Ecnn npouecc peructpauum ceteBoro yctponctesa B [1b npowen ycnewHo, To Yepe3 HeKoTopoe Bpemsi
B AepeBe [lomeHa Ha ypOBHe, Ha KOTOpOM Obina Bbi3BaHa kKomaHAa «[JobGaBuTb ceTeBOoe YCTPONCTBOY,
NOSIBUTCS UKOHKA 3aperMcTpMpoBaHHOro CETEBOro ycTponcTaa (puc. 255).

=5 [omeH Be3onacHOCTH

¥ [0 HEPACNPEOENEHHLIE OBLEKTHI
© Mikrotik 10.10.102.255 (public)

Puc. 255. NkoHka 3aperMcTpupoBaHHOro ceTeBoro ycTponcTtaa B gepese [1b

17.1.2 CkaHupoBaHMe AMana3oHa ceTeBbIX aApecoB

[nsa pernctpaunm ceteBoro yctponcTtea B [lomeHe 6e3onacHoctn ELLY Dallas Lock nytem ckaHupoBaHus
AnanasoHa ceTeBblX afpecoB HeOBXOAMMO BbINOMNHUTL CreayoLLme Lwaru:
1. Y6eoutbcs, 4TO ceTeBoe YCTPOMCTBO mogaepxusaeT oguH 3 npotokonoB (SNMP/SSH), n goctynHo

Mo ceTu Ans Bcex cepBepos knactepa Ab.

2. 3anyctutb KoHconb ELLY n aBTOpHn3oBaTbCS.

3. Ha yposHe [omeHa GesonacHocTu wnu rpynnbl (Noarpynnel) Ha Bkrnagke «Csogka» Ha naHenu
WHCTpYMeHTOoB «[encTtBusa» BolbpaTe KoMmaHay «CkaHnpoBaTb ceTby» (puc. 256).

=

ObHoBNHTL
MNepenMeHoBaThb

Cozgarte rpynny

Cospnars APM

CxanupoBaTh CETh

Dobasutb ceTesoe yCrpoicTso
MpoBepuTb QOCTYNHOCTb

MNposepuTb LENOCTHOCTb

Puc. 256. CkaHunpoBaTb ceTb

4. TosBnTcs okHO «CKaHMpoBaHME CETUY, B KOTOPOM HYXXHO NepenTu Ha Bknagky « CeTeBoe yCTpOMCTBO»
1 ykasaTb AnanasoH IPv4-agpecoB ans ckaHupoBanus (puc. 257). 3atem BbibpaTh OAWH M3 NPOTOKONOB
(SNMP/SSH) 1 3anonHuntb Tpebyemble Anst HEro Nons:

SNMP SSH
e Bepcusa npoTtokosia SNMP e qopT
e ropT e TanMayT NoakrnoyeHus (Mc)
e TammayTt (MC) e TammayT oTBeTa (MC)
e cooluecTBO (Naponb) e  1Ms nonb3oBaTens
e napornb



e  MPUBUNErMPOBaHHbLIN Naposb

@ Ckanuposarine cet m} x

Moayns | IPv4: 2 g 2 - % ¢ ! |

Wcnonesosate SHMP:

Bepaas SMMP: v2c v
MopT: | 161
TaiimayT (mc): | 400

Coofiwecteo (naponk): |public

WononbsosaTte 55H:
MopT: |22
TaimayT nogrnoqseHa (mo): | 400
TalimayT oTeeTa (MC): | 4000
ma nonb3oBaTena:
Mapone:

TPHBMNErMPOBEHHSIA NEPoMs: | CNLMOHENEHD

MpuHmaTe Syslog-coobwerns:

— 1 10
® Cnpaska | | CKaHWpOBaTE I OTMeHa

Puc. 257. OkHO ckaHMpoBaHWE CeTU

B 3TOM e OKHe C MOMOLLBbI0 NOCTaHOBKN (hriara MOXXHO HACTPoOuTb Npuem Syslog-coobLieHni.

5. lNMocne 3anonHeHus BCex MNOMen HaxaTb KHOMKY ((CKaHI/IpOBaTb» n ganee MOXHO MnpocMaTpuBaTb
COCTOAHME npouecca CKaHUpoBaHUA A4 KaXXaoro gunana3oHa ceTeBbiX aapecoB.

MpumeyaHue. [lpu ckaHupoBaHuuM cetu no npotokony SNMP nosButca  OKHO
«Mpepynpexpenne» (puc. 254). Onst NpooomKeHNs npouecca CKaHMpoBaHMs Heo6XoauMo
HaxaTb KHoMKy «Ok», npu HaxaTtuu kHonkn «OTmeHa» OyaeT npousBedeH BO3BpaT Ha Liar
Hasapg, rae MOXHO BHECTU U3MEHEHMWS B NapaMeTpbl CKAHMPOBaHWUSI.

6. Mo 3aBepleHUn npouecca CKaHWPOBaHUA U3 CrnnUcka OBHapyXeHHbIX OOBLEeKTOB MOXHO BbibpaTb
Te 06bekTbl, KoTopble Heobxoaumo 3apernctpuposaTthb B b (puc. 258).

D CKAHUPOBEHNE CETH O x

voayre .00
- = CKAHMPOBAHME CETH 3ABEPIIEHD
CeTesoe yCTpoicTED

OfHapy#eHHbie 0fberThL:
IP-appec DNS-umsa O6bexr Domen SSH

192.168.12.122  debianikl.confiru Heussectnoe yctpoiicteo debianikl.confiru  Otcytereyer  He3agano wma nonssoeatens.

<

Puc. 258. Bbibop o6bekToB ans peructpaumu B b

7. MNocne BblIbopa BCeX perncTpupyembix YCTPOMUCTB HYXKHO HaXaTb B OKHE KHOMKY «3aperncTpmpoBatby.



Ecnu npouecc peructpauum ceTeBbix ycTponcTB B OB npowen ycnewHo, To BbiOpaHHble ceTeBble
yCTpoucTBa 3apeructpupytotrca B gepeBe [domeHa 6e3onacHoctv B 6GasoBow rpynne «CeTteBble
ycTponcTea» (puc. 259).

v [ CETEBGLIE YCTPOWCTBA

© HeusBecTHOe YCTPOMCTBO debian

Puc. 259. NkoHka 3aperncTpupoBaHHOro ceTeBoro ycTponcTtaa B gepese [1b

17.2 YaaneHue ceteBoro yctpoucrsa us [1b

[na ynaneHus ceteBoro yctponctaa us lomeHa 6e3onacHoctn ELLY Dallas Lock Heob6xoanmo:

1. BbibpaTb NyHKT «YAanuTb» N3 KOHTEKCTHONO MEHIO, HaXKaB MPaBOWM KHOMKOW MbILN Ha HYXHOEe
ycTponctBo B aepeee b (puc. 260), unvM BoCnonb3oBaTbCA KOMaHAOW «YOanuTb» Ha NaHenu
WMHCTpPYMeHTOB «[lencTBusi» BkNagkm «CBoaka» Ha ypoBHe ycTponcTtea B gepeie [1b (puc. 261).

[0 CETEBLIE ¥CT CTEA

2 NEHHE EEE Lt
MapaMeTpbl NOAKNKYEHKMA

MpoBepUTE ADCTYNHOCTE

rlpDBEpMTb UeNoCTHOCTE

KomMmeHTapui

Bripesate

Pwuc. 260. YaaneHne ycTponcTea NoCPeACcTBOM KOHTEKCTHOTO MEHIO

O Kencone ynpaenenna ELLY [Jomen BesonacHoctu: Jomen GesonacHoctw, Cepeep: desktop-imaufq@.isc.confident.spb.ru:17900] — O *
oY Q Ceonxka
[omeH Ge30NacHOCTH =
. Wndropmanina 06 obbexTe
I HEPACMNPEOENEHH
v [ CETEBHIE YCTPOI Beoa B OB 2022-06-07 11:35:11 (GMT+03:00) =
DNS4ma HOBHTb
e Canon 192.168.- Anpec 192.163.15.32
= 'Er"',ElAﬂEHHblE OBLE Wnonb3yemele NpoToKons! SNMP, SYSLOG

KoHTpons A0CTYNHOCTK Brn.
KoHTpons LenocTHOCT Brn.
Moaens
MocnegHes BPEMA AOCTYNHOCTH yCTpoicTEa  2022-06-07 11:35:11 (GMT+03:00)
MocneaHas NPOBEPKE A0CT YTHOCTH 2022-06-07 11:35:11 (GMT+03:00)
MocneaHas NpoBEPKE LENDCTHOCTH 2022-06-07 11:35:11 (GMT+03:00)

MNapaMeT pbl aBTOPHSA LA
MponsBoanTEnL Canon
PesyneTaT nocneaHei nposepri KL HapyweHuii HeT MapaMeT pbl NOOKAKYEHAA
PesyNeTAT NoCNenHed NpOBEPKM AOCTYMHOCTH [locTyneH

MpoBepHT b OOCTYNHOCTb
CoobwecTso/Mma nonesosaTens public
Tun PRIMTER NMpoBepHTb LENOCTHOCTL
KoMMEHT apHit

KoMMeHTapHil
WMHUKOeHTs 6e30nNacHOCTH
I YEanuTb I
3a nepuog: 07.06.2022 SKcnopT Hac
[[] Tonsko HenpounTarHsie
NepesarpysuTb

Mo KonM4ecTsy =

A

Puc. 261. YganeHune nocpeactsom naHenn «encrensa»

2. YpaneHHoe ceTeBOe YyCTPONCTBO NepemecTutcs B 6a3oByto rpynny «YaaneHHole obbekToi» aepesa [b.



17.3 HacTpounka ceTteBOro yctpomcrea

B nepese [domeHa 6esonacHoctn ELLY Dallas Lock npucyTCTBYIOT 3apeructpypoBaHHbIE CeTeBble
YCTPOWCTBA.

3Haukn 0bbekToB, 0603HaYaloLWmMX CeTEBblE YCTPOMCTBA, 3aBUCAT OT COCTOSIHUS CETEBOro YCTPOMCTBA
1 MOTYT NPUHMMAaTL CreayrLnin BUA:

—  ceTeBOe YyCTPOMCTBO AOCTYMHO;

. — ceTeBoe yCTpOVICTBO HEeOOCTYMNHO;

Ha ceTeBOM YCTPOWCTBE 3addMKCUPOBAHO HapyLUeHMe LEeNOCTHOCTU KOH(Urypauuu,
npu 3TOM CEeTEBOE YCTPONCTBO AOCTYMHO;

Ha CeTeBOM YCTpOWCTBE 3adUKCUPOBAHO HapyLUEHUE LENOCTHOCTU KOHdUrypauuu,
npu 3TOM CeTEeBOE YCTPOWCTBO HEAOCTYMHO;
CBSI3b C CETEBbIM YCTPOWCTBOM OTCYTCTBYET CBbie 3apjaHHoro Ha ELLY Dallas Lock
. BPEMEHU, KOTOpPOoe onpeaensieTcs napameTpoMm «OnoBeLLeHNs NpyU OTCYTCTBUN CBSI3N C
" 06bekToM (B AHSAX)» (MPW YCMOBWMW, YTO HAaCTPOEHO OroBeLLeHe 06 OTCYTCTBUM CBA3M
C 06BLEKTOM).
HacTtpoiiku Ha ypoBHEe CeTeBOro YCTPOMUCTBA 0TOBpaXaTCa Ha HECKONbKUX OCHOBHbIX BKINaaKax.

17.3.1 CBopaka ceTeBOro yctpoucrea

Bknagka «CBogka» Ha ypOBHE CETEBOro YCTPOMCTBa OTOOpaxkaeT obLyee COCTOsIHME CETEBOMO YCTPOMCTBA
(Pvc. 262).

O Koncone ynpaenenna ELLY [[lomen GesonacHoctv: Jomen Gesonacrioctw, Cepeep: desktop-imaufq.isc.confident.spb.ru:17900] - [m| X
e ® v Q Csofka
b NomeH Oe3onacHOCTH
. WHpopmauna 06 obbexrTe
I HEPACTNPEIOENEHE
v [ CETEBbIE YCTPO! [Etls 2022-06-07 11:35: 11 {GMT+03:00)
: DNS-ms ObHOBNT
© Canon 192.168. Anpec 1972,168.15.32
» “";DAHEHH':|E OBbI Mcnonezyemsie NpoToKonks! SNMP, SYSLOG
¥ ) b
KoHTpOn: AOCTYMHOCTH Brn,
KoHTpons uenocTHOCTH Brn,
Moaene
MocnegHee BPeMA AOCTYNHOCTH yCTpoicTBa  2022-06-07 11:35:11 (GMT+03:00)

MocnenHAR NPoBEpKE AOCTYTHOCTH 2022-06-07 11:35:11 (GMT+03:00)
MocneaHan NpoBepKa LeNOCTHOCTK 2022-06-07 11:35: 11 (GMT+03:00)

MapaMeTphbl aBTOPHSALLWN
MpowssoanTens Canaon
PesynbTaT nocneaHel nposepii KL HapyweHiii HeT MapaMeT pbl NOQKNHYEHRA
PesynsTaT nocnenHei NDOSEPKK AOCTYNHOCTH JOCTyneH

MNpoBEPHT b AOCTYNHOCT b
CoobwectsoMMa nonssosaTens public
Tun PRINTER NpOBEPHT b LIENOCTHOCT b

KomMmeHTapuil

KommenTapii
WMHunaeHTbl 6esonacHoCcTH

Sanepuod: 07.06.2022 SKcnopT Hac

[ Tonbko HenpoumTanhbie

YOoanutb

NMepezarpysnTh
Mo KonM4ecTsy 3 Ly Lig

5

A

Puc. 262. CBogka ceTeBoro yctponcrasa

JlocTynHbl crieaytolume pasgaernbl MHGOPMaLUOHHON NaHenu.



UHdopmauus o6 o6bekTe

B BepxHen yactu MHOPMAaLMOHHOW nNaHenun oTobpaxaeTca crneayowas nHpopmaums o TekyLiem
COCTOSIHUUN CETEBOro YCTPOWUCTBA:

Aarta 1 Bpems perncrpaumm ceTeBoro yctponcTtsea B [16;

DNS-ums ycTponcTea;

ceTeBOW agpec YyCTPOMUCTBa;

UCMnonb3yemble NPOTOKOSbI;

COCTOSIHME KOHTPONS OOCTYMHOCTH;

COCTOSIHME KOHTPOIS LeNoCTHOCTY;

UHdopmauns o NpoussoguTene, TUMNe U Moaeny CETEBOro YCTPONCTBA;
Aata v Bpems nocrnegHen 4OCTYNHOCTM YCTPOWUCTBA;

Aarta v Bpems nocnegHen npoBepky AOCTYMNHOCTY;

Aarta v Bpems nocriegHen NpoBepPKU LLeNOCTHOCTY;

MHdopMaUns o pedynbTaTax NPOBEPKN LIENOCTHOCTY;

WHpopmaLms 0 pedynbTaTax NpPOBEpPKN AOCTYMNHOCTWN YCTPONCTBA;
coobLecTBo/MMSA Nonb3oBaTens, Nog KOTOPbIM 3aperncTpupoBaHO YCTPONCTBO;
KOMMEHTapWUN K YCTPOWNCTBY.

MHUunpeHTbI 6e3onacHoOCTHU

OTobpaxaeTca CNUCOK MHUMAEHTOB Be30nacHOCTU CETEBOr0 YCTPOWCTBA C rpachmyeckon naHesbto.
HoctynHa dunbTpaumsa otobpaxaemblx COObITMI NO NEpMOAY M HACTPOKKa OTOBpaXeHus avarpaMmm
(cm. «HacTponka nHUnaeHToB 6e30MacHOCTUY).

[BOMHONM KNWK NO COObLITUIO OTKPOET 3anvCb B OTAENbHOM OKHE, B CMWCKe AaHHoe cobbiTne byaet
noMeyeHo Kak npovmTaHHoe. [None «KommeHTapuin» JOCTYMNHO ANA peAakTMpOBaHus.

,D,OCTyFIHbI cnegywoouine OEenCTBus C CETEBbLIM YCTp0I7ICTBOM Ha naHesn MHCTPYMEHTOB!

Nogogh,rwnhE

OGHOBUTB.

MapameTpbl aBTOPU3ALIUN.
MapameTpbl NOOKMOYEHMS.
MpoBepuTb AOCTYMHOCT.
lMpoBepuUTb LIENOCTHOCTb.
KommeHTapui.

Yoanuts.

Ha naHenu MHCTPYMEHTOB OOCTYMNMHa KoOMaH4a onepaTtuBHOIO yrnpaBlieHNA «I'Iepesarpysvnb».

MpumeyaHue. He Bce ceTeBble YCTPOWCTBA NOAOEPXKMBAIOT YNpaBrieHWe MUTaHEM
no SNMP, Ho gaxe Takue ycTporcTsa 6yayT gobasneHbl B rpynny ceTeBbix ycTponcts [b.
[nsi KOppPEKTHOW BO3MOXHOCTW nepe3arpysku ceteBoro ycrponctea no SNMP TtpebyeTcs
HacTpouTb NapameTpbl aBTOpu3auuun. B none «YnpaBneHuwe nNUTaHMEM» OOMKHO ObITb
nponucaHo public (Puc. 263).

O MapameTpel aBTOpH3ALMAN ? X

CoofiecTen

MonydeHHe KOHEHMYPaLKHH: |public| |

MCNONE30BaTE ANA YNPSENEHHA MHTaHHEM

¥NPABNEHME MMTaHHEM: |public |

Puc. 263. Hactponku napameTpoB aBTOpM3aLmm

MpumeyaHue. Pe3ynbTaT  BLINOMHEHMS  KOMaH4  OMEpaTUBHOIO  yrnpaBrieHus
He oTpaxaeTcsa B XXypHanax ELLY. Takke He npegycMmoTpeHbl BChbiBaloLme U npoyve
yBeJOMIIEHMS O pe3ynbTaTax BbIMOMHEHNS KOMaH OrnepaTMBHOIO yrpaBiieHus.



17.3.2 KoHdwurypaumsa ceTeBoro yctpomcraea

Bknagka «KoHdurypaumsi» Ha ypoBHE CETEBOr0 YCTpPOWCTBa oOTOOpa)kaeT napamMeTpbl CETEBOro
ycTponcTea (puc. 264).

1D Koncone ynpasnenna ELY [domen 6esonacnoctu: UccTestingDomain, Cepaep: secsnvl.dllocal:17900] - O X

e @ Y Q Kondurypauus
& UccTesti =
55 UccTestingDomain o
¥ [0 HEPACTIPELENEHHBIE O..
(] Mokasats Tonsko oTaamMa
v ClientWin7 ~
N2 CocrosHme Mapamerp ITaNoHHOE IHaUEHHE [T ———
AreHT ELLY Windows ; o HPE OfficeConnect Switch 1320 438G J99814, PT.02.01, Linuwx 3.6.
nucanme 2012.10-00116-g3ab515¢ (Jul 30 2014 - 10:52:01)
v [ pynna1
: 2 Waenmuukarop eeraepa 1.3.6.141.11.23.7.11.169 ObroonTe
v @ SECSRV1 ~
3 KoHTakTsl saadm@ confident.ru Coxpannts B daiin
@ Dallas Lock 8 0 VK8
4 Vs yzna UKSW3F-130052
* [ CETEBBIE Y
5 Pacnonoserne 3 Floor 205 BBICTIOUNT b KOHT PO [OCTYNIHOCTH
N ; " DobasuTe napameTp
B VATEHHHIE OBLEKTH [ Ceresoii yposens cepenca 2
7 KonmuecTso ceresbix unTepteiicos 69 B T

Puc. 264. KoHurypaums ceTeBoro yctpomcTasa

B T1abnuue Ha Bknagke «KoHdurypaumsi» copepxatcss napameTpbl U MX 3HAYEHUS, MNOSyYEHHbIE
OT CeTeBoro ycrtponcrtaa no npotokony SNMP unm SSH.
Cnmncok napameTpoB CETEBOro yCTPOWCTBa nNpeacTaBnserca cobon Tabnuuy ¢ nonsamu:

SNMP SSH
e HOmep e HOMep
e COCTOSIHVE e  COCTOSIHWE
e MapameTp e UM
e  3TanloHHOE 3Ha4eHue e KOMaHpa
e rocrefHee 3HayeHve e  3TaNloHHOE 3HayeHue
e riocriefiHee 3HayYeHue

Hapg Tabnuueit ectb nosne «lMokasaTb TONbKO OTNMYMS», yCTaHOBKA chriara HanpoTWB 3TOro MO NPUBOANT
K mepexofy B pPeXuMM OTOOpakeHVsi mapameTpoB KOHGMrypauuu, LenoCTHOCTb KOTOPbIX HapylueHa.
CHsiTve chnara Bo3BpalLaeT K MpOCMOTPY BCEX NapamMeTpoB.

Mpumeyanue. MIB — 6asa ynpasnswowen uHdopmauun. OID — 37O yHMKamMbHbIN
naeHtucpmkatop obvekta B SNMP (0Obektom MOXeT ObITb MoOAenb YCTpoOWCTBa
UNU KOHKpeTHbIM napameTp). OID 3anucbiBaeTcs Kak nocnegoBaTenbHOCTb  4ucen,
pasgeneHHblix Toudkon. Hanpumep, «1.3.6.3.2.1». MIB-cdalinbl no3BonsoT MUCNonb3oBaTb
TekctoBoe npegctasnerHvne OID. Hanpumep, ansa OlDa «1.3.6.1.2.1.31.1.1.1.10» TekcTtoBOE
npeactaeneHne — «ifHCOutOctets».

Mpu pernctpaummn ceTeBoro yctporctea B [lomeHe 6e3onacHoctu B base koHdurypauun ELLY Dallas Lock
OCYLLEeCTBMSEeTCA NOUCK KOHUrypaumm ons AaHHOro ycTpomcTaa.

KoHgurypauunoHHele cannbl — peKkoMeHAOBaHHbIe CMUCKM napaMeTpoB YCTPOWUCTB, HapyLleHue
LLeNIOCTHOCTU KOTOPbIX CYNTAETCHA MHLUOEHTOM 6e30nacHOCTY.

B ELLY Dallas Lock ecTb HeCKONbKO BUAOB KOH(PUrypaLMOHHbIX (hanifnoB YCTPOUCTB:
e  KOHburypaumsi ons onpegeneHHbIX Moaenemn YCTPONCTB;
e  KOHCbUrypaums gnsi onpegeneHHbiX Npon3BoanTenen;
e  KOHhMrypauusi no ymon4aHuto.



Mocne pobGaenenust yctponctea B base KoHGwurypaumm nponsBoAMTCS MOMCK Hamboree noaxoasien
KOHGMrypaumm Ans gaHHOW Mopenun ycTponctea. Ecnu koHdurypaums pna gaHHOW mopenu He
obHapyxeHa, npoM3BOAUTCA MNOUCK KOHurypaumm p[ns npoussogutend. Ecnn He o6HapyxeHa
KOHMrypaumsa ans npom3sBoauTens, NCNonb3yeTcs KoHUrypaumnsa no yMonyaHumio (0 TOM Kak NonofHUTb
Basy koHdurypauun ELLY Dallas Lock cm. «[MapameTpbl ceTeBoro 060pyaoBaHusy).
HanpgeHHas B 6ase koHdurypaums npepctaensieT cobom cnmcok OID. YcTpoMCTBO onpaluinBaeTcst
no cnucky OID un3 koHdurypauumu, ganee nonyyeHHble npu NepBOM ONPOCE 3HAYeHWs UCMONb3YITCA
B KAQ4YeCTBE 3TarlOHHbIX.
Ecnu B oTBeT Ha 3anpoc 3HayeHnss napameTpa y ceTeBoro yctpornctea ELLY Dallas Lock nonyyaet nycroe
3HayeHve, B Tabnvue HanpoTUB Ha3BaHWsA Takoro napamertpa Oydet cogepXatbca cumBon «@». Ecnn
YCTPOMWCTBO HE OTBETMIIO Ha 3anpoc 3HayeHns napameTpa — B Tabnuue GyaeT cogepxaTtcsa 3anuch «(HeT
oTBeTa)».
Ecnn B npouecce yHKUMOHMPOBaAHUS YCTPOMCTBA 3HAa4YeHMEe MapameTpa CTaHOBUTCH OTMMYHbIM
OT aTanoHHoro, B [1b dwukcmpyeTca nHungeHT 6e3onacHocT «HapylieHne LenoCcTHOCTN KOHGUrypaumm
ceTeBoro obopynosaHusa» (puc. 265).
MpumeyaHue. CobbiTMS HapylweHUs UEenoCcTHOCTU CeTeBOro obopyaoBaHUA MOryT
Bo3HMKaTb, ecnn ELY Dallas Lock npu pabote He ycneBaeT MNONydYnTb 3HAYEHUS
napameTpoB OID c yctponctB. [ns pelleHuss gaHHOW MpobGrembl ceTeBoe YCTPOWCTBO
HeobxoomMMo BbiBeCTU M3-nog koHTponst ELLY Dallas Lock n 3apeructpupoBatb 3aHOBO,
yBenuuus npu gobaBneHun Bpems Tanm-ayra.

@ Mpocmorp >

Bpema
2020-10-26 07:34:45 (GMT +03:00)

APM
Mikrotik 10,10, 102,255 (public)

Mogyne
CeTesoe obopyacsaHue

CobeiTne
HapylweH1e LENOCTHOCTH KoHMUrypaLwmi ceTesoro obopyaosaHa

PesynbTar
BrissneHo HapYLWEHHE LENOCTHOCTH

MpuoputeT
BllcokuMi

[ ONONHATeNbHbIE CBENEeHnA

KOMMEHTapMIA:

Puc. 265. MpocmoTp cBegeHun 06 nHumaeHTe 6e3onacHOCTU

Ha Bknagke «KoHdurypauusi» cooTBETCTBYIOLWUIA NapamMeTp, OTINYHbIN OT 3TanoHHoro, byaeT BblaeneH
LIBETOM:

e  3TanoHHOE 3Ha4YeHWe COOTBETCTBYIOLLEro NnapameTpa — KpacHbIM;

e rocregHee 3HaYeHne COOTBETCTBYIOLLEro napamerpa — 3eMneHbliM.
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Puc. 266. OTobOpaxeHne 3Ha4YeHW NapamMmeTpoB ceTeBOro 06opynoBaHus Ha Bknagke «KoHdurypaums»

Ha Bknagke «KoHdwurypaums» Ha naHenu MHCTPYMEHTOB «[leicTBusi» AOCTYMHbI crieqylolime KoMaHabl
(Pwnc. 266):

1. «MpUMeHNTb U3MEHeHUsi», npeaHasHayYeHa AnsA MPUHATUA MOCINEAHUX MOMYYEHHbIX 3HAYeHU
KOHQpMrypauum 3a aTasnoHHble.

2. «[Mownck...», no3BonseT nckatb NnapameTpbl KOHurypaumm.
«OBHOBUTLY, NpegHa3HavYeHa Ans NoNyYeHUs akTyarnbHbIX 3HaYeHU KOHMrypauum oT yCTPONCTBa.

4. «CoxpaHutb B channy, npeaHa3HayeHa ANa COXpaHeHMs oT4eTa O TeKyLlen KOHdUrypauum ceTeBoro
YCTPOMWCTBa B hopMaTte «.txt».

5. «BknounTb/BbIKNounTb KOHTPOJIb AOCTYMHOCTU», npegHa3HadeHa And U3MeHEeHUA COCTOAHUA
KOHTPOJA AOCTYNHOCTU CETEBOIO yCTpOVICTBa.

6. «[obaBuTb napameTp», AN HOBOIO KOHTPOMMPYEMOro mnapameTpa MO3BOMSeT YCTaHOBUTb
dnar «KoHTponuposaTb NnapameTp», a Takke 3agaTte ums n OID.

Mpu pobaBneHun napameTpa, OH 3anucbiBaeTcs B hann KoHdurypaumm n otobpaxaeTca Ans Bcex
CBSA3aHHbIX C HUM YCTPOWCTB (BNUSAET Ha HOBble N AobaBneHHble paHee ceTeBble ycTponcTea [B).

7. «YpanuTb BblAeNEHHbIE NapameTpbi».

[nsi oToBpaxeHns TONbKO OTAMYMIA MEXOY 3TaANOHHbIM 3HAYEHWEM M MOCNEeAHMM 3HAYEeHWEM AOCTYMNeH
GunbTp «lokasaTb TONLKO OTANYNSAY.

3a aTanoHHoe 3HayeHne OyaeT NPUHATO 3HaYeHMe, NOTYYEHHOE OT CETEBOIO YCTPOWCTBA NpW CcrieayLen
npoBepkKe.

w

17.3.3 XypHanbl ceTeBOro yctponcraa

Ha Bknagke «KypHanbl» ana ceTteBoro ycrtponctBa poctyneH «KypHan Syslog». B >xypHane
oTobpaxatoTcst ToNbKo Syslog-coobLieHuns, NoNy4YeHHbIE OT CETEBOIO YCTPOWCTBA.

Ha naHenun MHCTPYMEHTOB MOXHO 3aJaTb napameTpbl punbTpauuun. Ha naHenn MHCTPYMEHTOB B pa3gene
«[JenctBns» MOXHO COXpaHUTb OTMUNbTPOBAHHbLIE 3anuUCKM >XypHarma C MOMOLWbI0 KOMaHAabl
«3JKCNOPTUPOBATL XypHan».

[ns o4McTKM XypHana ncnonb3yeTcs koMaHga « OUncTuUTb XKypHan».



18 NMOAYUHEHHbIA OOMEH BEE30MNMACHOCTU

BHumaHume! Npu BBOAE 0aHOro fomMeHa 6e30nacHOCTU B MOAYMHEHNE APYrOMY AOSIKHO
ObITb COBMOAEHO crneaytoLlee ycnosue: Mexay AoMeHamMyn 6e30nacHOCTU JOJKEH ObIThb
cBoboaHbIN 06MeH naketamu no TCP/IP nopty 17900.

BHumanue! B ELLY Dallas Lock gomxHO BbIMOMHATLCA MPaBuUno CO30aHUSA CBA3en
Mexgy TrnaBHbIM W MNOOYMHEHHBIM [JOMEHOM, KOTOpOE 3akriyaeTcs B 3anperte
opraHMsaumm «LUMKIOB aAMUHUCTPUPOBaAHMS [OOMEHOB», Korga rnaBHbI [OMEH
ABNAETCA NOAYUHEHHBIM OMEHOM AN OOHOIO M TOro Xe JOMEHa.

MpumeyaHume. NogunHEHHbIN fOMEH 6€30MNacHOCTM MOXET UMETb TOSbKO OAVH FMaBHbIN
Ib Ha oanH ypoBeHb Bbiwe no nepapxmm ELLY Dallas Lock (cywectByeT BO3MOXHOCTb
co3gaBaTb HECKONbKO YPOBHEW noguvHeHust). OrpaHuM4eHuss Mo KONU4ecTBy
NOAYUHEHHBIX Y FMaBHOro JomMeHa 6e30MacHOCTM YCTaHaBMMBAKOTCA NINLIEH3NEN.

18.1 Beopg b B nogumMHeHue

18.1.1 Bsopa b B nog4YMHeHMe B npoLecce yCTaHOBKMU

[nsa BBoga B nog4nHeHne [lomeHa 6e3onacHocTu B npouecce yctaHoBku ELLY Dallas Lock Heobxoaumo:

1. Y6eautbes, 4uto [JomeH 6e3onacHOCTM, B NOAYMHEHUE KOTOPOMY OCYLLECTBNAETCHA BBOZ, OOCTYMNEH
no cetu.

2. 3anyctutb npouecc yctaHoBkn ELLY Dallas Lock.

3. Ha ware «BbiGop Tvna gomeHa» BblOpaTb NyHKT «IMogyYnHeHHbIN gomMeH 6e3onacHocTu» (puc. 267).

D MacTep ycranoeku - ELLY Dallas Lock X
Boibop TMNa gomeHa @
BoibepuTe TMN cozfaBaeMoro AomMeHa

O HAomen bezonacHocTi

CosfgaHue Hosoro [JomeH EesonacHocTH

® MoauwHEHHbIi Jlomen BezonacHocTH

CozaaHue Hoeoro floMeHa De30nacHoCTH, EKKOMEHHOMO B COCTAE
CyLecTEyrOLWero JomeHa bezonacHocmn

O"‘O JoBaeneHue y3na B knactep cepeepoe ELLY

0)
Ogug()
©)
OgugC
. (O Cepeep penankauum [HeAOCTYNHO B AeMoBepcui]

< Hazag [anee > OTmeHa

Puc. 267. LWWar «Bbibop Tvna gomeHa» B Mactepe yctaHoBku ELLY Dallas Lock

4. 3apatb napameTpsbl rnasHoro A6 (puc. 268):
e agpec rnasHoro Ab;
e kntod goctyna k AB.



5.
6.

O MacTep ycranoeku - ELLY Dallas Lock X
MapameTpbl yaanéHHoOro cepeepa @
4

YkaxuTe napameTpsl YAaNEHHOTO CEPEEpPa

Appec rnasnoro [b:
192.168.12.167 |

Knwou goctyna:

< Hazag [anee > OTmeHa

Puc. 268. MapameTpbl yaaneHHoro cepeepa

Hanee npogomkutb 1 3aBepwunTb yctaHoBky ELLY Dallas Lock.
lMocne 3aBeplieHua ycTaHOBKM nogyuHeHHoro B B gepeBe rnasHoro B nosButca BBeOEHHbIN
B nog4mHexuve OB (puc. 269).

=5 JomeH Ge30NacHoCTH
B HEPACMNPELENEHHLIE OBBEKTHI
I CETEBLIE YCTPOWCTBA
B YOANEHHBIE OB BEKTHI

= NogywHeHHbl OB

Puc. 269. NogunHeHHbIn b B AepeBe poanTenbCcKoro

18.1.2 Bsop b B noguynHeHue nocrne ycTaHOBKU

[na BBOoAa B nogynHeHue [JomeHa 6GesonacHocTu nocre YCTaHOBKMU Heobxoaumo:

1.

Y6eantbces, yto [lomeH 6e3onacHOCTM, B MOAYMHEHWE KOTOPOMY OCYLLECTBMSIETCS BBOA, AOCTYNEH
no ceTu.
Banyctutb KoHconb ELLY k 1B, BBOAUMOro B Nnog4YnMHEHME.

OTkpbITb rNaBHoe MeHto KoHconn ELLY — «BBoa/BbIBOA B NOOYNHEHUEY.
B nosiBMBLUEMCS OKHE yKa3aTb CETEBOE MMS CEPBEPA U3 MMABHOrO OMEHa U KoY AOCTyNa K raBHOMY
AoMeHy 6e3onacHoctu (puc. 270).



O Beog B nogunHeHME >

CeTeB0E MMA CEPEEPA; | |

Koy aoctyna w A6: | |

|BEmn. B I'IDH.‘-IHHEHHE' OTMeHa

Pwuc. 270. BBog B nogunHeHune

5. HaxaTtb kHonky «BBog B NOgYNHEHMEY.
Ecnn npouecc BBoga B nogvvMHEHWE npOLUENn YCMnewHo, TO 4Yepe3 HEeKOTOpoe BpeMsi MOSABUTCS
cooTBeTCTBYIOLWEe coobuleHne (puc. 271).

O Beog B nogumHeHne >

JomMeH YCNeWHo BEELEH B NOAHMHEHWE,
KoHcone Byger nepesanyLLeHa.

Puc. 271. b ycnewHo BBeAeH B NOAYNHEHNE

Mocne nepesanycka KoHconu Ha ypoBHe [b Ha Bknagke «Cogka» — «WHdopmauusa o6 obbekrte»
oTobpasnTcst MHpopMaunsi 0 pOAUTENBCKOM JOMEHE (puc. 272).

MH®OPMALIMA Ob ObbEKTE

Cepeepa wnactepa ELLY gwerty555.dl.local: 17900
PoouTensckuid aoMeH  [lomeH BesonacHocTk (fedora-vm-kvm.isc. confident. spb.ru: 17300)

MAPAMETPbI MTHLIEH3HH MoapofiHes
I Nemosepoia
APM a/6
CeTeBkIE YCTPONCTEA 0/4
MogYvHEHHBIE AOMEHEI o/2
ELLY DALLAS LOCK Mcnonb3yeMble [ Bcero

Puc. 272. NHdopmaumsa o poanTenbCckom JOMEHe

Takxe B gepeBe rnasHoro [1b nossutca BBegeHHbIN B nogumHeHune OB (puc. 269).

18.2 BbiBog [1b 13 nogunHeHus

18.2.1 BbiBoa b 13 nogunHeHnsi N3 COGCTBEHHOW KOHCONM
[na BbiBOga 13 nogunHeHns [JomeHa 6e30nacHOCT NOCPEACTBOM COOCTBEHHOM KOHCONM He06X0aMMO:
1. MNogkntounTtb KoHconb ELY k B, Haxogswemycs B NOAYUHEHUN.

2. OTKpbITb rmaBsHoe MeHto KoHconu ELLY E — «BBoa/BbiBOA B MNOOYMHEHUEY.
3. B nosiBMBLLUEMCS OKHE «BbIBOA M3 MOgUMHEHNA» (pUC. 273) HaxkaTb KHOMKY «BbiBOA, U3 NOOYMHEHUSAY.



U BelBCg Wz NogYMHEHNA

,\IJ,EIMEH HaxXoaWTCA B NOAYMHEHKMK ¥ A0MEHS: ,D,DMEH fesonacHoCTK

BolBoa 13 I'IDH.'—iHHEHH:Hl OTMeHa

Pwuc. 273. BbiBog, 13 nogvYnHeHns

Ecnu npouecc BbiBoga 4OMEHa 13 NOAYMHEHWS NPOLLEN YCMELWHo, TO Yepe3 HEKOTOpPOe BpeMs NOoSIBUTCSA
COOTBETCTBYMOLLIEE coOOLLEHNE (pUC. 274).
O CooBLleHne

Pt

o Jomed yonelwHo BeIBEAEH W3 NOAHUHEHWA

Puc. 274. b ycnewwHo BbiBeAeH 13 Nog4YMHEHUS

18.2.2 BbiBoa [1b 3 nogunmHeHUA Yepe3 KOHCOsb rnasHoro [1b

Insa BbiBoga 13 nogunHeHus b yepes KoHconb ELLY rmaBHoro [Jb Heob6xoamMmo:

1. Nogknountb KoHconb ELY k rmasHomy [1B.
Bbibpatb noguvHeHHblh [16 B aepeBe u Ha Bknagke «CBoAka» HaxaTb Ha MaHENM WHCTPYMEHTOB

2.
«denctems» kHonky «YganuTb» (puc. 276) unm BelopaTb COOTBETCTBYIOLLYYIHO KOMaHAY U3 KOHTEKCTHOrO
MEHI0, HaXkaB NpPaBoOW KHOMKOW MbILLK Ha nogvnHeHHbIn OB B aepese (puc. 275).

8 MNog MepenmeHoBaTE

¥aanmTe

MogkAmn4mTe KoHconk

BripesaTte Chrl +3

Puc. 275. KoHTekcTHoe MeHo nogynHeHHoro b



06HOBUTHL

lMepewmeHoBaThb

Yaamtb

MoaxknounTb KOHCONb K Nnog4YvHedHony b

CMHEPOHU3UpOBaATDL

Puc. 276 KomaHgbl naHenn MHCTPYMEHTOB As nogynHeHHoro b

BbiBeaeHHbI 13 nogumHeHust b nepemecTuTcs B 6a30Byto rpynny «YaaneHHble 06bekTbl».

18.3 HacTpounka nogumHeHHOro nomMmeHa 6e3o0nacHoOCTU

B nepese rmasHoro [lomeHa 6e3onacHoctu ELLY Dallas Lock npucyTcTBytoT nogumHeHHble [b.

3Hauvkn obbekToB, 0603HavaLWmUx NogYnHeHHble OB, 3aBMCAT OT cocTosiHMA OB u MoryT npuHumathb
cnegylowunn Bua:

@ — noguvHeHHbIn OB noakntoyeH;
. —  CB#3b C NoAYMHEHHbIM [1B oTCyTCTBYET;

CBS3b C MNoguMHeHHbIM B oTcyTCcTBYyeT CBbile 3afaHHoro B rmaBHoM [1b BpemeHu,
. —  KOTOpOe onpeaenseTca napameTpom «OnoBeLLeHMs MPU OTCYTCTBUM CBA3U C OOBEKTOM

(B AHAX)» (MpKW yCroBMM, YTO HACTPOEHO OMNoBeLLEHNE 06 OTCYTCTBUN CBA3M C OO BHEKTOM).

AamuHuctpatop ELLY Dallas Lock moxeT nepemelyats nogyunHeHHble 1B B rpynnbl (mogrpynnel) agepesa
OB. [Ina sTtoro Heob6xoaMmo nepeTawuTb 3HAYOK HY)KHOro MogyMHeHHoro B kHomkow mbiwun B none
apyroro 3Hadka («Drag-and-drop»).

HacTtpoiiku Ha ypoBHe nogunHeHHoro [1b oTobpaxkatoTcsa Ha HECKOSbKMX OCHOBHbIX BKITaZKax.

18.3.1 CwuHXxpoHM3auunA

Ons npumBeaeHna B COOTBETCTBME 3HAYEHUAM MapaMeTpoB, BbICTaBlieHHbIM Ha [TlaBHOM 0B,
Ha nogyuHeHHom b HeobxoaMmo npoeegeHne CUHXpoHM3aunn. CVIHXpOHI/I3aLI,Mﬂ MOXeET ObITb nposeaeHa
npun yCcnoBmn Hann4vna ceTeBoro NOAKMK4YeHna mexay rnasHbiMm n noA4YNHEHHbIM JOMEHOM!



e npw BKOYEHUM nogunHeHHoro [B;

e nepuoaunyecku (cM. «apameTpbl paboTbl MOAYNEN»);

e o koMaHge nonb3oBaTens u3 KoHconu ELLY rmasHoro [b.
KomanHga «CuHxpoHusmpoBatb» B KoHconmm ELLY poctynHa Ha Bknagke «CBogka» Ha YpOBHe
nogyunHeHHoro b B gepese b Ha naHenu nHctpymeHToB «OnepaTnBHOE yrpaBrieHue».

18.3.2 CBopgka nogumHeHHoro [1b

Bknagka «Ceogka» Ha ypoBHe noaumHeHHoro b otobpaxaeT obuiee coctosiHue nogyvHeHHoro b
(puc. 277).
c Koncone ynpaenenna ELY [domen GesonacHoct: Jomen Gesonacroctn, Cepeep: DESKTOP-RGRB300:17900] - x

9 ® v Q Ceoaka

& [omeH 6e30NACHOCTH
" HH®OPMALIMA Ob OBBEKTE
I HEPACNPENENEHHBIE

M CETEBLIE YCTPOWCTBA [ERTERG 2021-08-03 14:26:34 (GMT+03:00)
WMA NoAYMHERHOr O AOMEH MogurHerHe 16 0bnoBnTE
GUID noa4vHEHHOro AoMeHa CC4B7A79-3291-2042-BA 1D-BFD9220B850F7 NepenmenosarThb
B MNogyuHeHHbIA OB Cepeepa knactepa ELLY DESKTOP-LPJ1QVO: 17900

[laTa nocneaHeil CAHXPOHM3ALIA 2021-08-03 14:39:43 (GMT-+03:00)

PesyNsTAT NoCnenHei cMHXpoHMsaL  Oumbika NP BEINONHEHMN 38MPoca K Base AaHHsIX Yaanute

M YOANEHHBIE OBBEKTHI

Konndectso wHUaeHTos BesonackocTi He ucnonesyeTca

WHUWNAEHTDbI BESOMNACHOCTH

3anepvon: 28.07.2021 - 03.08.2021 SKaopT HacTpoiika MHWiaeHTos fesonacH

[ Toneko HenpouuTaHHbie

VHLMREHTE BesonacHocTH

Nogxatount b Koncons kK noguniennomny A6

0/0 -

HE MPoYMTaHo/ECErD

2
CHHXPOHHSHPOBATb

i

Puc. 277. Bknagka «CBogka»

JocTynHbl criegyowme pasgens MHPOPMaLUMOHHOW NaHenu.
NHdopmaumsa o6 ob6bekTe

B VIHCbOpMaLI,I/IOHHOﬂ naHenn OTO6pa)KaeTCFI cnenyrouiaa VIHCbOpMaLI,VIﬂ O TeKywemMm COCTOAHUU
Moayna:

WHOpMaLuma o gate 1 spemenn seoaa B [ib5;
MMS NOAYNHEHHOrO JOMEHA;
GUID noa4nMHEeHHOro AOMeHa;
cepBepa knactepa ELLY;
MHdOpMaLKs 0 faTte U BpeMeHU nocrneaHen CUHXPOHU3aumu;
pesynbTaTt nocneaHer CUHXPOHU3aLmWK;
e  KONMNYECTBO WMHLUWAEHTOB O0€30MacHOCTU.
[ocTynHbl criegylowime AencTBusa ¢ nog4ymHeHHbIM [16 Ha naHenn NHCTPYMEHTOB:

1. OGHOBUTB.

2. lNepenmeHoBaThb.

3. YganuTb nOgYNHEHHbBIN JOMEH.

4. TogkntounTb KoHconb k noguymHeHHomy [b.

JocTynHbl cnegytoLwue KOMaHabl onepaTUBHOMO yNpaBeHUst Ha NaHen UHCTPYMEHTOB:
1. CUHXPOHM3NPOBATb.

MpumeyaHue. Pe3ynbTaT  BLINOMHEHMS  KOMaH4  OMEpaTUBHOIO  yrnpaBrieHus
He oTpaxaeTca B XXypHanax ELLY. Takke He npegycmoTpeHbl BChbiBaloLme 1 npoyve
yBeJOMIIEHMS O pe3ynbTaTax BbINOMHEHNS KOMaH OrnepaTUBHOIO yrpaBlieHus.



OTkpbITb KoHconb ELLY Dallas Lock nogumHeHHoro [1b moxHo ¢ KoHconu ELLY Dallas Lock MmasHoro Ob.
[ns aTOro Hy>xHo:
1. Haxartb «[logkniountb KoHconb k nogunmHeHHoMy [OB» (puc. 277) Ha naHenuM WMHCTPYMEHTOB
«Oewnctus» Bknagkn «CBogkay.
Mogkniounte KoHconb nogymHeHHoro B MOXHO Takke C NOMOLLbH OAHOUMEHHOW QYHKLUN
KOHTEKCTHOro MeHto (puc. 275)
2. MMosiBuTCcA okHO «[MMopgkntoveHne k cepBepy» (puc. 278). [Hanee HeobGXoQUMO 3anoNHUTL
cnegylowne nons:
e 1MSI KOHCONY;
e CeTeBOe MMS cepBepa;
e KnoY goctyna k Ab.

Ej MogknmHeHme K Cepeepy X

MoAKNHYEHHE K CEDEEDY:

4Tk HOEEIF CEPEER

WA KaHcan: [WINDOWS1021HL |

CEeTEEOE HMA CEpEEPA; |a|:|min-'-.fm.|:||.|-:u:a|: 17900 |

Fniow goctvna 1 A6 | |

ErMCTPHPOE3TE OTMEHA

Puc. 278. OkHo «[NogkntoveHne K cepBepy»

3aTtem HaxaTb «3aperncTpupoBaTtby.
3. B crnegywowem okHe (puc. 279), Heob6xoouMO BBECTU aBTOPM3ALUOHHBIE AaHHbIE M HaXaTb
«[NogknounTbesa».

Ej MogknrodeHe K cepeepy X

MNoAknHYEHHE K CEpBERY!

MoA4MHEHHEIR 6

MMA NonbsoBaTENR: |LI5EI’| |

Mapone: | |

AnnapaTHele MaeHTHpKKaTope: O

E NSRS LY a il A, HAEHTHEHEATOP HE BEIBRAH

CHMEHHTE Naponke El

MoAENHYHTECA | OTHEHE

Puc. 279. BBoa aBTOpPM3aLMOHHbBIX AaHHbIX

Ecnu paHHble BBeAeHbI BepHO, OyaeT oTKpbITO HoBOe okHO KoHconu ynpasnenust ELLY MNogunHenHoro OB.



18.3.3 Tonb3oBaTenu v rpynnbl nog4ynHeHHoro b

Bknagka «[lMonb3oBatenu u rpynnbi» Ha YpOBHe nogvvHeHHoro [B cogepxut cnvcok rnobanbHbIX
M OOMEHHbIX MNorib3oBaTenen M rpynmn, HacnegyeMbiX C YPOBHEW BbIle MO MEpapXmm U CO3AaHHbIX
Ha ypOBHE AaHHOIo NOAYMHEHHOro AOMEHa.

MpumeyaHue. [lonb3oBaTenn W rpynnbl, CO34aHHble B nogyMHeHHom [B,
He nepefaloTcsl B MaBHbIi U He oTobpaxaltTCca B Cnucke nornb3oBaTenen wu rpynn
B KoHconu rmasHoro ELLY Ha ypoBHe nogvmnHeHHoro [16 B aepese.

YnpaBneHne nonb3oBaTtensaMu 1 rpynnaMmyM Ha ypoBHe nogyuHeHHoro [B npou3Boautca aHanornvyHo
OMNUCaHHOMY YMpaBfeHMIO MONb30BaTENAMM U rpynnammn Ha ypoBHe rpynnbl OB (cm. «[lonb3oBatenu u
rpynnbl anga rpynnst OB»).

YnpaBneHne nonb3oBaTendaMu W rpynnamu, co3gaHHbiMu B rnasHoMm [1B 3abnokupoBaHo B KoHconu
nogvnHeHHoro Ab.

MpumeyaHue. Ecnn umsa nonb3oBatens vnu rpynnbel, CO34aHHOrO B NogymMHeHHom [b,
CcoBMano ¢ UMeHeMm Mnosib3oBaTens uUnu rpynnsl B rmaeHoM [b, To napaMeTpbl Takoro
nonb3oBaTtens WM  rpynnbl  noanexaTr  CUHXPOHM3aUMM  CO  3HAYeHUsMW,
YCTaHOBMEHHbIMK B rmaBHom [b.

[na npyumeHeHusa nameHeHni Ha nog4ymHeHHom 16 Heobxoarma CUHXPOHU3aLKS.

18.3.4 Monutukn nogumHeHHoro [1b

Bknagka «[lonutukm» Ha ypoBHe noguuMHeHHoro [B nossonsieT pepaktvpoBaTb  MOMUTMKK
Ha nog4mHeHHom [ (puc. 280).

@ Koncons ynpasnenus ELLY [fomen Besonacioctu: Jomen Besonacroct, Cepsep: windows1021h1.dlIocal:17900] - X

Mok

=
IGHTPOAE WENGCTHACTH: TONHTHKH Peyum paboTel C3M OUHETKS DCTETOHHOR HHAOPHELHH MonkTiky ACH
MaraaTHeRT 40cTyn Aoctyn Ceme ANNapaTHan MaBHTHGKKAUHA
B Mogunenden 05 IR e Monwmaka IHadeHMe B

O (Arent ELLY Linud) Kypran sxoaoe He 3agaHo
O (Brent ELLY Linuw) MKypran nesara He 3agaHo
O (ArenT ELLY Linus) JKypHan ynpasnequs nososatenamm He 33gaH0
O (Arent ELY Linue) CHeTeMHbIR sypHan He 334aH0
O (BrenT ELLY Linu) CoBMpaTs T0A6K0 KkasaHHbIE ypaBHI co0BLLEHMi He 3agaHo Wit nomtia
O {Brent ELLY Windows) Kypran Besanacnocra HESEEED (e LT
O {renT ELLY Windows) Sypran npraowermii He 3agano Cuerena

Dallas Lock .0 1MKE
O (AreT ELLY Windows) DypHan yeTaHosok He 3agaH0

Dallas Lock 5.0 K3
O (ArenT ELLY Windows) CHETEMHBIR xypHan He 3agaH0 €443 Dallas Lock Mics
[ (renT ELLY WWindows) CofupaTs Tonsko vxasarsle coBemia e sazaro DBl R

Puc. 280. Bknagka «[onutukmn»

MpumeyaHue. 3HayeHNs1 NONUTUK, YCTaHOBIIEHHbIE B nogynHeHHoM [B, He nepepatoTcs
B [MaBHbI U He oTobpaxatTca B cnvcke nonutuk B KoHconu rnmaeBHoro ELLY Ha ypoBHe
NoAYMHEHHOro B AepeBe.

Monutukn pgnsa nogyuHeHHoro OB MoOrytT npuHMMaTb AOMOMHUTENbHOE 3HadeHue «He 3agaHo».
Ona paHHoro 3HayeHws rmasHbld OB ELY He ynpasnser 3HaveHuaMM nonuTUK nogvmMHeHHoro B,
npuMeHsieTca 3HavyeHne, 3agaHHoe AUB B KOHCOMNN NOgYNUHEHHOTO.

Mo ymonuyaHuio npu BBogde B nogdnHeHwe b Bce ero nonutuku B rnasHoMm B umeroT 3HadeHwue
«He 3apgaHo».

[na cbpoca nepeonpeneneHHOro 3Ha4eH1st NoNUTUKN Ha «He 3agaHo» Heobxoammo BbIOpaTb NONUTUKY

M3 crucka M Jaree Ha naHenuM WHCTPYMeHTOB «[leicTBusi» BbIOpaTe komaHay «COpocuTb 3HaveHue»
WM N3 KOHTEKCTHOIO MEHHO BblIOpaTh COOTBETCTBYHOLLUIA MYHKT.



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

HacTpowika nonutuk ans nog4ymHeHHoro b npon3BoauTCcs aHanormMyHo HacTpownke MONUTUK AN rpynnbl
OB (cMm._«[Monutukm ana rpynnel [16»).

[ng npumeHeHWs 3Ha4YeHUn Heobxoanma CUHXPOHU3aLNS.
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N3meHeHuUs

B Tabnuue npmBeaeHbl cBeeHNs 0 NocneaHX U3MeHeHUAX AaHHOro JOKYMEeHTa, BKMoYas Bepcuio, aaTy,
aBTOpa W KpaTKoe OnucaHne N3MeHeHUiA.

Bepcus Hata ABTOp N3meHeHus
01 01.04.2020 00O «KoHmaeHT» CospgaHune gokymeHTa
02 22.07.2021 OO0 «KoHunaeHT» M3meHeHne B pamkax cepTudmkauum



