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BBEOEHUE

[daHHaa MHCTpyKUMA npegHasHaydeHa Ons agMUHUCTpaTopa MporpaMMHOro npogykta «EauHbIn ueHTp
ynpasneHus Dallas Lock».

B wuHCTpykuum copepxatcsi cBefeHusi, Heobxoaumble AnNs nonydeHus obwlero npeacTtaBneHus
O NMPOrpaMMHOM M3AenuKn, ero PyHKUMOHANbHbLIX BO3MOXHOCTSIX, @ TakkKe ANs YCTAHOBKW, HaCTPOWKM
1 ynpasneHus paboTon B COOTBETCTBMM C TpeboBaHnsiMy 6e30nacHOCTM.

Cant komnaHum-paspaboTtyumnka eguHoro ueHTpa ynpasneHus Dallas Lock OOO «KoHdwuaeHT» aoctyneH
no ccbinke: www.confident.ru.

MHgopmaumss o npogyktax nwuHenmkn Dallas  Lock npegctaBneHa Ha  CTpaHuue — cawnTa
http://www.dallaslock.ru/. Ha gaHHOM canTe MOXHO 3akasaTb KOMMMEKC YCIyr MO MPOEKTUPOBAHMIO,
BHEOPEHNIO U COMPOBOXAEHUIO MpoAykTa. Takke npu HeOOXOAMMOCTU MOXHO 00paTUTbCS B CNYxOy
TEXHUYECKOWN NOAAEPXKKN NO aNEKTPOHHOMY agpecy: helpdesk@confident.ru.

TEPMUHbI

HekoTopble TEPMUHBI U COKpaLLEHNs], CoOOepXKallnecs B TEKCTE UHCTPYKUUN, YHUKambHbI A1 NPOAYKTOBOM
nuHenkn OO0 «KoHdwmaeHT», Opyrue ABMAOTCS OOLIENPUHATBIMA U UCMOMb3YIOTCA U3 COObpaxeHus
KpaTkoCcTu u yaobcTaa.

TepmuH OnpegeneHune

Aemomamu3supogaHHOe BuUpTyanbHast unu duandeckas pabovas ctaHuusi, ucnonb3dyemas B ELLY
paboyee mecmo KaKk cnoco® npeactaBneHWsi COBOKYMHOCTU  HECKOSTbKUX — MoAyren
B KQ4eCcTBE €AMHON MaLUWHbI

Ipynna nornyeckoe obbeauHeHne Heckonbknx obwvektoB [OB (Hanpumep,
noarpynn, APM, mopgynenn WAF Dallas Lock u ceTeBbix yCTpOWCTB).
Moaynn ELLY B coctaBe APM yno6Ho 06beanHATL B rpynnbl €CNAnN Yy HUX
coBnagaloT napameTpbl 6esonacHocTu. [onyckaetcsa cosgaHue noboro
yucna BrOXEHHbIX Fpynmn

LlosepeHHnbil domeH [omeH 6e3onacHocTu, Haxoaswwmncs ¢ b B 4oBepUTENbHBIX OTHOLLEHUAX
besonacHocmu

HomeH 6e3onacHocmu  COBOKYMHOCTb (KNacTep) OOHOro MM HECKONbKUX CEPBEPOB B peXunmMe

ELlY pennukaumMm KoHdurypaummn. lNpepctaBnsieT cobow KOPHEBOW YpPOBEHb
opraHu3aumm JorM4ecKkon rpynnUPOBKM MOAYMEN, CeTeBbIX YCTPOWCTB
M NoAYMHEHHbIX OOMeHOB ©OesonacHoctu ELLY, npegHasHa4yeHHbI
ONsi OCYLLECTBEHUS LleHTpanM30BaHHOro yrnpaBneHusi BCEMU
NoAYMHEHHbIMKN 06 bekTamu

Hepeso domeHa CTPYKTypupoBaHHoe oTobpaxeHne oObeKkToB AomeHa 6GesonacHocTu
6e3onacHocmu B Bue nepapxum B koHconu ELLY
3adaHue HeKoTopoe OelCTBMe, Ha3Ha4YeHHoe aaMUHUCTpaTopom aAnga mogynsa ELLY,

KOoTOpoe MOAYMb AOMKEH BbIMOMHUTL NPU NEPBON Xe BO3MOXHOCTU. Tun
3agaHui: nonyYnMTb OTYyeT, co3daTtb ann KoHdurypauum, OBHOBUTH
Kakoe-nmbo nporpaMmmHoe obecrneveHve u T.4.

Modyrib npegcTaenexHne oTAenbHOro npoaykra npons3BoaCcTBa 000
«KoHpumaeHT»:

e C3W Dallas Lock 8.0 pegakummn «K» 1 «C» (BKrntovas KOMMOHEHTbI
M3, COB);

C3W HC[ Dallas Lock Linux;

C3WM BU Dallas Lock;

CA3 Dallas Lock;

CO3 YB Dallas Lock;

wnto3 6esonacHoct WAF Dallas Lock;

ArenT ELLY.


http://www.confident.ru/
http://www.dallaslock.ru/
mailto:helpdesk@confident.ru

KoHconb ELY

Knacmep cepsepos [Ib

JlokanbHoe/YdaneHHoe
adMuHUCmpuposaHue
MOOyris

OnepamusHoe
yrnpasneHue

MoO0YyuHeHHbIU OoMeH
b6e3onacHocmu

Pennukauyus
KOHguzypayuu

CuHxpoHu3ayus

Cybwexkm docmyna

LleHmpanusosaHHoe
yrpasrneHue

COKPALLEHUA

CokpalueHue

AU

AUb
APM
A6

ABK
Acy
ELlY

Kaxapblii Moayrnb MOXeT UCNONb30BaTbCA HE3aBUCMMO OT APYrux

npunoXxeHwe, npegHasHadeHHoe anga ynpasnenus ELY Dallas Lock
1 npomeHom B6esonacHocTtu ELLY

pabota b moxeT obecneumBaTbCcs Kak ogHum cepBepom ELLY Dallas
Lock, Tak u Heckonbkumu. B nocnegHem cnydae roBopAT O Knacrtepe
cepsepoB [b. lNpeunmywectso Knactepa cepeepoB b B pennukauum
KOHGMrypawmm CcepBepoB, pacnpegeneHun Harpysku
N 0TKa30yCTOMYUBOCTHU

HacTporka, nNpOCMOTP BCeX MapameTpoB Moayns. [logkntoveHue
npousBoauTCcs 4depe3 ceTb. [nNs NoKanbHOro aAMWHUCTPUPOBaHUS
MCMoNb3yeTcsl MOAKMIOYEHNEe MO 3ape3epBUPOBaHHOMY  JTOKaNIbHOMY
IP-agpecy 127.0.0.1 unn gomeHHoMy umenun localhost

npoLiecc ynpaBneHnsa mMoaynem nytem oTrnpaBkum KOMaHA, BbINOMHAEMbIX
Ha CTOpOHEe MOoAyns, u He Tpebylmx nepegaym pesynbtatoB Ha ELLY.
Hanpumep, KOMaHga Ha BbIKIIOYEHNE MOAYNA

aomMeH 6GesonacHocTW, BxogdAwmin B OB Ha 6Gonee HU3KOM YpOBHE
nepapxum

noBTopeHne dyHKUMOHanbHocT cepBepoB ELYY pgna obecneveHus
OTKa30yCTOMYMBOCTU W pacnpefernieHns Harpyskm Mo BO3MOXHOCTU
Hanbonee onTMManeHbIM 06pasom

npouecc, B koTopoM ydacteyeT cepsep ELLY Dallas Lock n mogyns ELLY.
3aknoyaeTcs B NpuBedeHnn B COOTBETCTBME napameTpoB mogynsa ELY
(cnuckn nonb3oBartenew, NOAUTWKA, U T.4.) NapameTpaMm, 3agaHHbiv B 1B

COTPYAHUK NPeAnpusATUS, y KOTOPOro eCTb y4yeTHas 3anucb. Y4yeTHas
3anuce Xapaktepusyetcs MNOrMHOM, naponem, annapaTHbIM
ngeHtudukatopom (AW), pacnmucannem, rpynnov n T.4. Y4eTHas 3anvcb
AormxHa 6bITb egnHOV Ana Bcex moaynen ELLY

COBOKYMHOCTb Takux (pyHKUMOHanbHbIX Bo3moxHocTen ELLY Dallas Lock,
Kak:

e OTCrexuBaHwe cTaTtyca moaynewm;

e yaaneHHoe pasBepTbiBaHMe moaynen Ha APM;

ynpaBreHne y4eTHbIMU 3anucamu, NnonutukamMm u napaMmeTpamm
6e30nacHOCTM (BKOYasi CUHXPOHU3ALMIO);

cbop, xpaHeHne, aHanm3 >xypHaros;

onepaTtuBHOe ynpaBlieHue;

BbINOMHEHNE 3aaHnn Ha MOAYNAX;

cuUrHanusauus

MonHasa ¢hopmynupoBka
annapatHbIi naeHTudmkaTop
agMuHUCTpaTop MHopMauuoHHon 6e30nacHoOCTK
aBTOMaTM3MpOBaHHOE paboyee MecTo
AomeH 6e3onacHoctu ELLY
OaTyYvK BCKPbITMS Kopryca
OaTYMK CriyYariHbIX Yncen

EguHbin ueHTp ynpaenenus Dallas Lock



3ric 3aMKHyTas nporpaMmmHas cpega

KY KOHCOMb ynpaBreHuns

M3 MEXCEeTEBOW 3KpaH

HCA HECaHKUMOHMPOBAHHbIN JOCTYM

oC onepaLMoHHas cuctema

K nepcoHanbHbIA KOMMbIOTEP

ro nporpaMmHoe obecneyeHne

CA43 CpeAcTBO goBepeHHou 3arpy3kn Dallas Lock
CAO3 Yb CPeACTBO JOBEPEHHOM 3arpy3ku ypoBHsi 6a30BOI CMCTEMbI BBOA4A-BbIBOAA
c3u CPEACTBO 3alnThl MHOpMaLum

Cc3n B cuctema 3almnTbl MHopMaLumm B BUPTYarnbHbIX MHAPaCTPYKTypax
COB cuctema obHapyXeHUsi BTOpXKEHUIM

cy CeTeBOE YCTPOMCTBO

Cepsep Y/[] cepBep ynpaBneHus 4OCTYNnom

TC TEXHUYecKoe cpeCcTBO

oC dannoBasi cuctema

uioc LTaTHasi onepawluMoHHas cucrema

Ly c3un Bu LleHTp ynpasneHnus C31 BU Dallas Lock
AD Active Directory

DL8.0 C3U Dallas Lock 8.0

FQDN MMSA IOMEHa

SP (Service Pack) nakeT obHoBneHun ans OC

WAF web application firewall

NPEOCTABNEHUE MOAYNEW B UHTEP®EUCE ELLY

Moayne — npefcTasneHne otaenbHoro npogykta npomssogctBa OOO «KoHduaeHT», BKNovatoLee
o6o3HaveHue ntepaumm npogykra (MK) ¢ nopsakoBblM HOMEPOM (COOTBETCTBYET MOPAAKOBOMY HOMEpY
odyepegHon npouenypbl MPOXOXKAEHWS WCMbITAHU MPOAYKTOM, BbI3BaHHbIX BHECEHMEM W3MEHEHUN
B cepTucmumpoBaHHoe cpeacTBO 3aWwuTbl UHGOPMaLUK).

Mpoayktel npousBoactea OOO «KoHduaeHT» nonHoueHHo B3aumogenctsyloT ¢ ELLY Dallas Lock
B COOTBETCTBUM C HACTOSILLLEN MHCTPYKLMEN, HAaUMHAsA C BEPCUW, yka3aHHbIX B Tabnuue.

HaumeHoBaHue moaynsa

MpoaykT
OcHoBHOe 0603Ha4YeHue MopnepkuBaeTcs
C Bepcum (utepaumm)

C3W Dallas Lock 8.0 pegakummn «K» un Bepcus 8.0.689.0 (LK8)

Dallas Lock 8.0

«C» (Bkntoyas komnoHeHTsl M3, COB) " Bbllwe

C3W HC[, Dallas Lock Linux Dallas Lock Linux Bepcus 3807 (MK2) n Bbiwe
C3WM BM Dallas Lock C3U BU Dallas Lock Bepcus 4.68 (MIK4) u Bbiwe
C[A3 Dallas Lock C[A3 Dallas Lock Bepcus 348.1 (MK4) n Bbiwe

CO3 YB Dallas Lock CO3 YB Dallas Lock BCE BEpcUmn



EgouHbin ueHTp ynpasneHus Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

wnto3 6esonacHoct WAF Dallas Lock

Arent ELLY

Mo yMOJT4aHUIO COOTBETCTBYET
CUNCTEMHOMY MMEHU XOCTa,

MoXeT ObITb 3agaHo AVB BCE BEPCUN
BPYYHYHO
Arent ELJY BCe Bepcumn
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HA3HAYEHUE U BO3MOXXHOCTU ELY DALLAS LOCK

EaovHbin ueHTp ynpaBneHus Dallas Lock — kpoccnnatopmeHHoe msgenve B NPOLYKTOBOW JIMHENKEe
Dallas Lock, npegHasHa4yeHHOe Ans peLleHus cneayoLwmx 3agaq:

co3faHve eduMHOro OTKasoycTondmBoro gomeHa 6esonacHoctn (ganee — [B) n opraHmsaums
LleHTpann3oBaHHOro ynpaBreHusa cpeactsamm 3almTbl nHdopmaumm nuHenkn Dallas Lock:

- C3U HC[ Dallas Lock 8.0 pepakumin «K» n «C» (nanee — DL8.0);

- C3WM HCA Dallas Lock Linux;

- C3UM BW Dallas Lock;

- CO3 Dallas Lock;

- CO3 Yb Dallas Lock;

- WAF Dallas Lock;
yAarneHHoro ynpasneHns pabounmm cTaHUuusSMy U cepBepamu;
yAaneHHasi HacTpoKKa, a Takke coop XXypHanoB 1 OTYETOB C paboymnx CTaHLMA U CEPBEPOB Npu
nomowm AreHta ELLY;
KOHTPOb LeNOCTHOCTU HacTpoek ceTeBoro obopynosaHus (no SNMP/SSH) u c6op cobbiTuii no
Syslog;
WHTErpaums co CTOPOHHUMY NPOAYKTaMMU:

- aHTUBUPYCHbIE CUCTEMBI;

- SIEM-cuctembl.

1.1 Crpykrypa ELlY

ELLY Dallas Lock cocTouT us cneayowmx OCHOBHbIX KOMMNOHEHTOB:

1. CepBepHbIi komnoHeHT ELY (Cnyx6a ELLY). BeinonHset ocHoBHble doyHKUmm ELLY:

obecneynBaeT LeHTpanM3oBaHHOE onepaTuBHOE yrpaBneHne n aygut Mmogynew;

obecneynBaeT KOHTPOIb M yNpaBneHne ceTeBbIMN YCTPONCTBAMU;

nossonseT o6beanNHATb HeCKonbko cepepoB ELLY B eanHyt0 normyeckyio eanHuLy — Knactep
HomeHa 6esonacHocTy;

obecneunBaeT paboTy MexaHM3mMa pennukaummn KoHurypauum B pamkax ogHoro knactepa [b;
nossonsieT o6beauHsATb Heckonbko [B B eAnHyl0 nornyeckyo eamHuLy, UMeELyo CTPYKTYpPY
BIMOXXEHHOCTU CO CBA3AMM TUNA «POAUTENb-MOTOMOKY.

2. KoHconb ELY. lNonb3oBaTensckuin MHTepdenc, npeHasHavyeHHbIn Ans ynpasreHns HacTponkamm
cnyx6bl ELLY, a Takke ana otobpaxeHus Ha akpaHe nHdopmauum o pabote cnyxobl.

1.2 BoamoxHocTtu ELY

I'IpM pa60Te C ceTeBbIM O60pyD,OBaHI/IeM OOCTYynNHbI crnegywuine BO3MOXHOCTU!

CKaHMpoBaHWe ceTu Ans obHapyxeHus obopyaoBaHus no npotokonam SNMP u SSH;

BBOJ CceTeBOro obopynoBaHusi o4 yrnpasneHne gomeHa 6esonacHoctn ELLY;

yAaneHHasi nepesarpyska ceteBoro obopyaoBaHus;

noagepxka cobCcTBeHHON paclumpsiemon 6a3bl dhannos KOHUrypaumm o6opygoBaHus;
COXpaHeHMe oTYeTa 0 KOHUrypaumm ceTeBoro obopynoBaHus;

HacTponka napaMeTpoB obopyaoBaHus, BepyLumnxcsa nog KOHTPOrb;

CpaBHEHMe TeKylMX 3HayYeHun napameTpoB KoHdwurypauun obopyaoBaHus C 3a4aHHbIM
3TanoHOM 3HayeHunewM;

CUrHanusaums o HapyLleHUn LenocTHOCTY;

npvem coobLeHn no npoTokony Syslog.

Mpu pabote ¢ mogynsamm C3U Dallas Lock 8.0 pemakuun «K» m «C» pgocTynHbl crnegyrowime
BO3MOXHOCTU:

3aBepLueHne paboTbl U Nnepesarpyska Moayns;

oTobpakeHne nHopMaLmMm 0 COCTOSSHUN MOLYNS;

CUHXPOHM3aLUUs NONUTUK/NonNb3oBaTenen;

yaaneHHoe pa3BepTbiBaHWe moayns Ha APM,;

yaaneHHoe obHoBneHne mopynsa Ha APM;

ynpaBreHne nonb3oBaTensamMm 1 rpynnamMm nonb3oBaTenen Ha Moayrne;



e ynpaBneHune nonutukamm 6e3onacHoCcTy;

mMurpaums ¢ cepsepa 6esonacHoctn Hactpoek MO n CKH;
ynpasreHne 3agaHvusamm Ha:

e [onyyeHue KoHdurypaumm;

® MNpUMEHEHNE KOHpUrypaumu;

e  MPOBEPKY LENOCTHOCTM KOHTPONMPYEeMbIX OO bEKTOB;

®  N3MEHeHVe NapameTpoB NULIEH3NN;

cbop KypHanoBs moayns;

oTnpaska curHanuaauumn o6 nHumaeHtax 6esonacHocTy;

BKJTHOYEHME HEAKTUBHOTO pexuma paboTbl MOAYNS UMM KOMMOHEHTOB;
yrnpaeneHne mangaTHeiMn meTkamu (Tornbko ans Dallas Lock 8.0 pegakumm «Cy»);
HaCcTpoWka annapaTHbIX WOeHTUMKaATOPOB;

LEeHTpann3oBaHHOE yrnpaBreHne MEeXCeTEBbIM SKPaHOM;
LeHTpanu3oBaHHoe yrnpaerneHme komnoHeHTom CKH.

Mpun pabote ¢ mogynsammn C3U HCA Dallas Lock Linux gocTynHbl creayoLlmne BO3MOXHOCTMU:
3aBepLueHne paboTbl U nepesarpyska Moayns;

oTobpaxeHne nHdopmMaLmm 0 COCTOSHUN MOOYNS;

CUHXPOHM3aLMsA NONUTUK/NoNb3oBaTeNen;

yaaneHHoe pas3BepTbiBaHMe Mmoaynd Ha APM;

yaaneHHoe obHoBneHne moaynsi Ha APM,;

yaanenne moayns Ha APM,;

yrnpaBneHue NonbL3oBaTensMy 1 rpynnamm nonb3oBaTenen Ha Mmoayne;

yrnpaBneHue nonutMkamm 6e3onacHocTy;

yrnpaBneHve 3agaHusaMu Ha yaaneHme Moayrns u usmeHeHne napameTpoB NULIEH3NK;
cbop KypHanoB Moayns;

LeHTpann3oBaHHOE yrnpaBreHne MEXCETEBbLIM 3KPaHOM;

oTnpaBka curHanusaumm ob nHumaeHTax 6esonacHocTy;

HaCTpOWKa annapaTHbIX MAEHTUPMKATOPOB;

LeHTpann3oBaHHoe ynpasreHne kKomnoHeHTom CKH.

Mpu pabote ¢ mogynammn C3U BU Dallas Lock goctynHbl cnegytoLme BO3MOXHOCTU:
oTobpaxeHne nHdopmaumm 0 COCTOSAHUM MOAYNS;
CMHXPOHM3aLMs NoNuTUK/nonb3osaTtenen?;
ynpasrieHne nonb3oBaTensiMun 1 rpynnamMu nonb3oBaTtenen Ha Moayne;
CMHXPOHM3aumWs 1 ynpasneHne nonutmkamm 6e3onacHocTy;
HacTpolika HeaKTMBHOIo pexuma paboTsl Moaynsa?;
ynpaBreHue 3ajaHnsamMu Ha:
e poBepka OGHOBMEHUI;
e  nonyyYeHue KoHdurypauuu;
e MNpUMEHeHue KoHUrypaumu;
e Mony4yeHue otdyeTa o0 napameTpax 6esonacHoctn C3/ BU;
e cbop XypHanoBs Moayns;
OTKpbITUE BeG-MHTEpherica agMUHUCTPMPOBAHUS;
OoTnpaBka curHanu3aumm ob nHumageHTax 6e3onacHoCTw.

Mpu pabote ¢ mogynem CA3 Dallas Lock gocTynHbl criegyrowme BO3MOXHOCTU:
e 3aBeplUeHne paboTbl K Nepesarpyska Moayns;
e OTOOpaXeHMe MWHGOpMaUUM O COCTOSHUM MoAyns (MPOLEHT  3anofiHEHMS  XypHana,
oTcnexusaHue cobbituin [OBK, koHTponb Bepcun ycTaHOBMEHHOW cOoOpku, WHGOopMaums
0 Mogenu nnatbl U T. 4.);

1 Ons mopynen C3UN BU WK4. Ona C3UN BU WK5 gocTynHo ynpaBneHue BCTPOEHHBIMW YYETHbIMW 3anucsmMu nonb3oBaTenen Ha moayne un

CUHXPOHM3aLMs BCTPOEHHbIX YYETHbIX 3anvcei nonb3oBartenei.

2 ina mopynen C3U BU NK4.



CVMHXPOHM3auns NoONUTUK/NoNb3oBaTenew;

ynpaBreHne nonb3oBaTensMm 1 rpynnamMm nonb3oBaTenen Ha Moayre;
ynpasreHue nonutMkamm 6e3onacHocTy;

ynpasreHne 3agaHvusamm Ha:

OYUCTKY XKypHana;

nony4yeHue KoHdurypauuu;

NpUMEeHeHWe KOHUrypaumu;

nonyyeHve otyeta o6 annapaTtHom obecneveHuu;
nony4yeHne oTyeTa o KOHpurypauuu;

cbpoc OBK,;

TecTupoBaHue dyHkuun CO3;

cbop XypHanoBs mMoayns;

oTnpaBka curHanuaaumm ob nHumaeHTax 6e3onacHocTy;
B3aumopencTeume ¢ areHtom LLOC;

HaCcTpoWka annapaTHbIX WOEeHTU(MKATOPOB.

Mpun pabote ¢ mogynem CA3 YB Dallas Lock gocTynHbl cnegyowme BO3MOXHOCTH:

e 3aBepLueHue paboTbl 1 Nepesarpyska Moayns;

e cbop XypHanoB ayanta B eQuHyIo cuctemy xpaHenns ELLY wnu 6a3y gaHHbIX;

e OTOOpaxeHue MHGOpPMaLUM O COCTOSAHUM MOZYNs (MPOLEHT 3anofiHEHWs XypHana, nocrnegHee
NOAKITIOYEHNE, KOHTPOIb BEPCUN YCTaHOBMEHHOW COOpKK, pedynbTaT nocneaHewn nposepku KL n
T.4.);

®  CUHXpPOHM3auUs NONUTUK/YYETHbIX 3anucen;

e yrnpaBlieHune 3aaHusIMM Ha:

e  OYMCTKY XypHana;

e Mony4yeHue KoHurypaumu;

® MpUMEHEHNE KOHpUrypaumu;

e ony4yeHue otdyeta 06 annapaTtHoM obecneYeHny;
e oONy4YeHne oTyeTa O KoHUrypaumm;

e TecTupoBaHue yHKUUMK;

e pas3bnokMpoBKa y4ETHbIX 3anucew;

e curHanusauusi o cobbiTusax HCl B peanbHOM BpeEMEHU;

e 3anncb B NamsaTb TOKEHOB WHpopMaumm 0 nonb3oBaTene B oopmare, nogaepxmsaemom CO3
Yb Dallas Lock.

Mpu paboTe co wnto3om 6e3onacHocTn WAF Dallas Lock gocTynHbl crnefytoLime BO3MOXHOCTU:

e 3aBeplueHne paboTbl 1 Nepesarpyska Moayns;

e 0oTOOpaxeHne MHOPMaLMN O COCTOSIHUM MOAYNS (COCTOSIHME MOOKIOYEHMS, peXnm paboTbl,
nms wno3a 6esonacHocTy, IP-agpec wno3a 6e30nacHOCTU, aHanNn3 XXypHanos cobbiTuiA W03a
6e3onacHocT, MAC-agpec nogkntoyeHus wnio3a Ge3onacHocTy, AaHHble 06 annapaTtHoM
obecneyeHnn, Bepcusa MO, Bepcuss 6asbl peluarowux npasun, o6beMm cBOOOAHOrO Mecta Ha
ancke, HOMep NULLEH3UU, KOO TEXHUYECKON NOJAEPXKKN);
nepesop Wnto3a 6e30nacHOCTM B pexmnme Knactepa B COCTosiHue Master;
cbpoc BpeMeHHbIX BITOKMPOBOK;

OZIHOKOMaHOHOe ynpaBneHue akTuBaumen n geaktmBaunen aBapunHoro pexmma;
OTKpbITUE BeD-nHTEepdenca agMUMHUCTPUPOBAHNS;

yrpaerneHue 3agaHnsiMm Ha:

e 0OHOBNeHue 6asbl peLaLLnX NpaBusT;

e CO3[aHue 1 BOCCTaHOBMEHME pe3epBHON Konuu;

e cOpOC K 3aBOACKNM HACTPOWKaM;

e cbop XypHanoB moayns;

e  CUrHanu3aumsi U MOHUTOPWHI MHLUMAEHTOB 6e30nacHOCTM ¢ rpadouyecknm oTobpakeHnem.

Mpu pabote ¢ mogynem AreHT ELLY gocTynHbl cnefyrowime BO3MOXHOCTU:

e 3aBeplleHMe paboTbl M nepesarpyska yganeHHoW pabouvelrt CTaHUUW C  YCTaHOBMEHHbLIM
Arentom ELLY;

e yaaneHHoe pasBepTbiBaHWe Moayns Ha APM;

e yaaneHHoe NOAKIoYEeHME K paboyer cTaHUMmM ¢ ycTaHoBMEeHHbIM AreHTom ELLY;



e ynpaBneHwe 3ajaHusMM1 Ha:
e nony4yeHue otdyeta 06 annapaTtHoM obecnevyeHny;
e [ONy4YeHue oTyeTa O MPorpaMMHOM obecneyeHuy;
e ypaneHue AreHTa ELLY;

e cbop xxypHanoB ¢ paboyen cTaHUun ¢ ycTtaHOBNEHHbIM AreHTom ELLY;

e cbop otyetoB 06 anmapatHoM W nporpaMmHOM obecnedyeHnn ¢ paboyen crTaHuMn
C ycTtaHoBneHHbIM AreHtom ELLY;

e ayauT nogkntodeHun AreHta ELLY.

Mpwu paboTe ¢ Kaspersky Security Center 4OCTynHbI crneayoLine BO3MOXHOCTU:

e rnonyyeHuve cBefeHun o coctosHuM AHTMBMpYca Kaspersky Ha knueHTckux APM (Bepcus,
BKITIOYEH/BbIKIIOYEH, CTaTyc OBHOBNEHMS aHTUBMPYCHbLIX 6a3);
nonydeHue xypHanos AHTusnpyca Kaspersky;
nony4yeHune nHpopmaumm o6 nHumgeHTax (cpabatbiBaHUAX aHTUBMPYCA) Ha KNMeHTCkux APM;
3anyck npouecca 06HOBNEHUS aHTUBMPYCHbIX 6a3 AaHHbIX Ha KnueHTckux APM;
BbINOMHEHNE NPVHYAUTENBHOTO CKAaHUPOBaHUS (MOMHON NPOBEPKK) KNMeHTCckux APM.

1.3 PekomeHpgauum no npumeHeHuro ELLY

Hwke (Tabnuvua 1) npeacrtaBneHbl pekoOMeHAauuum MnoO MPUMEHEHMIO CYLLECTBYIOLUMX WMHCTPYMEHTOB
LueHTpanusoBaHHoro ynpasneHusa ELLY Dallas Lock B 3aBUCMMOCTM OT KONMYECTBA KIMEHTCKMX paboumx
CTaHUUN.

Ta6bnuua 1. PekomeHgaumm no npuMeHeHUo

XpaHeHue
Bbirpy3ska
KonuyectBO Knactep Moag4yuHeHHbIe XXypHasnoB BO .
. coObITUN B
KnmeHTckux APM cepBepoB ELLY b BHewHewn Bl
SIEM-cucremy
(PostgreSQL)
MeHee 500 =
500 — 5 000 = = + =
5000 - 10 000 + = + =
10 000 — 50 000 1 + + + +
Oonee

=" — onyuoHarnsHo, "+" — pekoMeHdyemcsi NnpuMeHsimb



2

YCTAHOBKA U YOANEHUE ELLY DALLAS LOCK

2.1 TpeboBaHusa K annapaTHOMY U NporpaMmMHOMYy ob6ecne4yeHunro

ELLY npegHasHayeH ons ucnonb3oBaHus Ha TC, TakMx Kak: NnepcoHanbHble KOMMNbIOTEPLI, MOPTAaTUBHbLIE
KomnbloTepbl (HOYTOYKKM, nnaHweTkl), cepBepbl 1 TC ¢ NnoaaepXkon BUpTyanbHbIX cpef (M0 TeXHOMNormm
VMware n np.) u TexHonoruun Live USB, paboTtatowmx Ha 64-GUTHOW apxXuTeKType npoLecCopoB nopg
ynpasrneHnem onepaumnoHHbIX cuctem cemerictea Windows (x64):

Windows 8.1 (Core, Pro, Enterprise);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);

Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows 10 (Enterprise, Education, Pro, Home);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

Windows Server 2019 (Essentials, Standard, Datacenter);

Windows 11 (Enterprise, Education, Pro, Home);

Windows Server 2022 (Standard, Datacenter, Datacenter: Azure Edition);

n cemernictea GNU Linux (x64):

Debian 10.x;

Debian 11.x;

Debian 12.x;

Red Hat Enterprise Linux Server 7.x;
Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Ubuntu 22.04 LTS;

Ubuntu 24.04 LTS;

Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6;
Astra Linux Special Edition (CmoneHck) 1.7;
AnbT Cepaep 9;

AnbT Cepsep 10.0, 10.1, 10.2;

AnbT CIT Cepaep 10;

AnbT Pabovasa CtaHumsa 9.x;

AnbTt Paboyasa CtaHuma 10.0, 10.1, 10.2;
AnbTt Paboyaa CtaHuma K 10.0, 10.1, 10.3;
AnbT CI Paboyasa CtaHumsa 10;

PEL OC 7.3 Mypowm;

PEL OC 8;

ROSA FRESH DESKTOP 12;

ROSA Enterprise Linux Desktop (RELD) 7.3;
ROSA Enterprise Linux Server (RELS) 7.3.

Ha OC gomxHbl 6bITb YCTaHOBIEHbI BCE akTyarbHble 0OHOBMEHNS. B NpOTMBHOM criyyae MOoXeT NOsSBUTLCA
owmrbka ¢ NpocbOOoN yCTaHOBUTL OOHOBMNEHMS 1 NOBTOPUTbL YCTAaHOBKY ELLY.

TpebyeMbii 06beM CBOGOOHOMO AUCKOBOrO NPOCTpaHCTBa AniA ycTaHoBkM ELLY: 1 6.
Onst OC cemelicTBa Linux Heobxoaumo HanuumMe cBOOOQHOrO MecTa B pasaerne /opt.

B Tabnvua 2 npeacraBneHbl pekOMeHOauMu B 4acTU MWHMMAarbHbIX CUCTEMHbIX TpeboBaHuiA Onis
onTumarnbHoM paboTbl B 3aBUCUMOCTM OT cocTaBa AomeHa ELLY.



Ta6bnuua 2. MMHMManbHbIe CUCTEMHbIEe Tpe6oBaHUsA

CocraB ELlY

Knactep: HeT

APM: 2 TbicsY

Y3: 5 Tbicay

HasH. AU: 5 Tbicay
3aper. CKH: 10 Tbicau

Knacrep: HeT

APM: 8 Tbicau

Y3: 20 TbicaY

HasH. AW: 20 Tbicay
3aper. CKH: 40 Tbicau

Knactep: HeT

APM: 20 Tbicay

Y3: 50 ThicaY

Ha3sH. AU: 50 Thicay
3aper. CKH: 100
ThicAY

KnacTtep: oa

APM: 50 Tbicay

Y3: 125 Thicay

HasH. AU: 125 Tbicay
3aper. CKH: 250
ThicAY

MuHumanbHble CUCTEMHbIe TpeSOBaHVIFI

KomnoHeHT «Cnyx6a
EUY»

OC: KnueHTtckas
Mpoueccop: Intel Core
i5/ Intel Xeon E3 (8
anep®)

OnepaTuBHas namaTb:
16 Tb

Hakonutene: SSD
CsobogHoe
npocTpaHcTeo: 50 I'b

KomMmnoHeHT
«KoHconb ELY»

OC: KnueHTtckas
Mpoueccop: Intel Core
i5/ Intel Xeon E3 (4
anpa®)

0o3Y:8T7b
Hakonutens: HDD
CsobogHoe
npoctpaHcTBo: 2 ['b

KomnoHeHT «Cnyxb6a
ELLY»

OC: KnueHTckas
Mpoueccop: Intel Core
i7/ Intel Xeon E5 (8
snep®)

OnepaTtuBHas namsTh:
32Tb

Hakonutene: SSD
CeobogHoe
npoctpaHcTeo: 50 I'b

KomMmnoHeHT
«KoHconb ELLY»

OC: KnueHTckas
Mpoueccop: Intel Core
i5/ Intel Xeon E3 (4
anpad)

O3Y:8Tb
Hakonutens: HDD
CeobogHoe
npocTtpaHcTBo: 2 ['b

KomnoHeHT «Cnyxba
ELLY»

OC: CepBepHas
Mpoueccop: Intel Core
i7/ Intel Xeon E5 (16
anep®)

OnepaTtuBHas namsTh:
32Tb

Hakonutene: SSD
CeobogHoe
npoctpaHcTeo: 50 I'b

KomMmnoHeHT
«KoHconb ELLY»

OC: KnueHTckas
Mpoueccop: Intel Core
i5/ Intel Xeon E3 (4
anpad)

O3Y:16Tb
Hakonutens: HDD
CeobogHoe
npocTtpaHcTBo: 2 b

KomnoHeHT «Cnyxba
ELLY»

OC: CepBepHas
Mpoueccop: Intel Core
i7/ Intel Xeon E5 (16
anep®)

OnepaTtuBHas namsaTh:
32Tb

Hakonutene: SSD
CeobogHoe
npoctpaHcTeo: 50 I'b

KomMmnoHeHT
«KoHconb ELLY»

OC: KnueHTckas
Mpoueccop: Intel Core
i5/ Intel Xeon E3 (4
anpad)

O3Y:16Tb
Hakonutens: HDD
CeobogHoe
npocTtpaHcTBo: 2 b

MuWHMManbHOE NPOCTPAHCTBO AN XPaHEHMWS XYPHANOB Ha KaXaytko TbiCAYY KNUEHTOB (B TeveHue 1

roga): 1 Tb

MuHuManbHbIe CUCTEMHbLIE Tpe6OBaHVI9| AnA KoMnbloTepa C
yctaHoBneHHoun B[] PostgreSQL*

OC: KnuneHTtckas

Mpoueccop: Intel Core i5/Intel Xeon E3 (8 saep?)

Oo3Y:16T'b
Hakonutenb: SSD

BHumaHue! Cama nporpamMma 3aHMMaeT [OCTaTOMHO Marno MecTa
HO HeobXoOMMO  3apaHee  [OMOSIHUTENbHO  3ape3epBMpoBaTb  MeCcTO
ANs opraHM3aLum XpaHeHns XypHaros.

Ha [Oucke,
Ha [Jucke

MNpumevaHune. [ns XpaHeHWsl XypHanoB BO BHellHen 6ase [aHHbIX Heobxoaumo
ncnonb3oBaTtb PostgreSQL Bepcun 13 nnwu Beiwe, nnn CYB[ Jatoba.

3 dusunyeckre sapa 6e3 yyeta Hyper-Threading.

4 BHelLuHIo0 6a3y [AaHHbIX peKOMeHOyeTCA UCNOoNb30BaTb MNP KONNYECTBE KITMEHTOB OT 10 Thicsu.



ELY Dallas Lock nossonser B KayecTBe cpeAacTBa OMNO3HaBaHWSA MNonb3oBaTenen WCnonb3oBaTb
cnefyolmne annapaTHble MAEHTUUKATOpbI:

e  3neKTPoHHbIe knoym Touch Memory (iButton)®:

e DS-1992;
e DS-1993;
e DS-1995;
e DS-1996.
e USB-kntoun Aladdin eTokené;
e Pro/Java,
e T72K;

e cmapT-kapTbl Aladdin eToken Pro/SC;
e USB-kntoumn Guardant ID 2.0;
o  USB-kntoun n cmapTt-kapThl PyTokeH (Rutoken):
PyTokeH (Rutoken);
PytokeH (Lite);
Pytoken SLIT;
PyTtokeH 3UIM 2.0;
PyTtokeH 3UIM 3.0;
e Pytoken OUI1 PKI;
e PytokeH S7
e  USB-kntoun n cmapTt-kapThl JaCarta:
e JaCarta SF/TOCT;
e JaCarta I'OCT;
JaCarta PKiI,
JaCarta PKI/Flash;
JaCarta LT,
JaCarta PRO;
JaCarta-2 PKI/TOCT;
JaCarta-2 FOCT;
e  USB-kntoum u cmapt-kapTel ESMART:
e ESMART Token;
e ESMART Token FOCT;
e ESMART 64K.

Mpu HacTpoiike annapaTtHOro uaeHTUdMKaTopa pPeKoMeHAyeTcsl ycTaHaBnuMBaTb  ApanBepsbl,
NOCTaBMAeMble B KOMMIEKTE C MOEHTU(UKATOPOM, UMW CKayaTb UX C caillTa NPOM3BOAUTENS.

Mpumeyanme. [nsg paboTbl aneKkTpoHHbIX Krioden Touch Memory (iButton) Ha APMax
¢ OC Windows Heobxogumbl gpawnBepbl «Prolific USB-to-Serial Common Port» (gaHHbie
Apansepbl y>ke MoryT 6biTb B coctaBe OC, unu nx MOXHO ckayaTb C canTa npoussogutens
Apansepos Prolific).

Mpumeyanme. [nsg paboTbl aneKkTpoHHbIX kroder Touch Memory (iButton) Ha APMax
¢ OC Linux (kpome ALT Linux), Heobxoaumo paspelimnTb OObIMHOMY MONb30BaTENHO
pabotrate ¢ COM-noptamn. [OnA 3TOro [AOCTaTOMHO MNOMECTUTb MONb3oBaTens
B rpynny dialout, ¢ nomowpto komaHgbl sudo usermod -a -G dialout $USER, 3atem
nepesarpysnte APM.

5 Ana OC Linux aneKTpoHHsbIi kntod Touch Memory (iButton) nopaep:kvBaeTcst TONbKO AMNSt YTEHWSI, TO €CTb MOXHO TOMBbKO Ha3HaYWUTb NOMb30BaTEN!0.

3anuch YHETHbIX AaHHbIX MONb30BaTENs Ha Takow MAeHTUdUKaTop He NPOU3BOAMUTCS.

6 [na USB-kniouya eToken 32K6 obecneymBaeTcs TOMbKO BO3MOXHOCTb YCUIIEHMS MeXaHu3Ma ayTeHTudukauun. 3anucb YYeTHbIX OaHHbIX

nonb3oBaTens Ha Takon MAEHTUMMKATOP He NPOU3BOAMUTCA B CUITY OrpaHU4eHHOro o6bema AOCTYNHOM NaMATU annapaTHOro uaeHTudgukarTopa.

7 Ana OC Linux HeaoCTynHO chopmaTupoBaHue Krova.



MpumevaHue. [na koppekTHoM paboTbl annapaTHbiX uaeHTUdukaTtopoB eToken
HeobxogMMo ucnonb3oBaThb gpanBepbl SafeNet. Bepcusa gpaneepa SafeNet onst pabothl ¢
annapatHbIMK ungeHTudumkaTtopamm eToken B OnMepauMoHHbIX CUCTEMax CeEMENCTBa
Windows gomkHa ObiTb He Bbiwe 10.0.43. [na onepauunoHHbix cucteMm cemenctea GNU
Linux cnegyeTt ucnonb3oBaTtb Bepcuto apansepa SafeNet — 10.0.37.

SafeNet Ha onepauMoHHbIX cuctemax Linux HeobGxoAMMO AOMOMHUTENBHO YCTaHOBUTL
nakeTbl libssl-dev (deb based linux) nnu libssl-devel (rpm based linux).

MpumeuaHue. B cBasnm ¢ ocobeHHocTblo ycTponctBa JaCarta-2 [OCT, onepauus
dopmaTmpoBaHns annapaTtHbIX MOEHTUMUKATOPOB AAHHOrO TuWMa [OJDKHA BbIMOJHATLCS
Tonbko ¢ ucnonb3oBaHueM MO «EanHbii KnneHT JaCartax».

‘ | MpumeyaHue. Npy ncnonb3oBaHWM annapaTHoro uaeHtTudunkatopa eToken COBMECTHO C

2.2 YctaHoBka ELY Dallas Lock

Ons ogHon Cnyx6bl ELJY MoxHO ycTtaHoBUTbL Heckonbko KoHconen ELLY Ha gpyrue APM ceTtn. Takum
obpasoM, MOXxHO ByaeT ynpasnatb JomeHoM 6e3onacHocTv ELLY ¢ pa3Hbix yCTPONCTB.

BHumaHue! B DNS-cepsepe gomkHa 6bITb TONbKO ogHa 3anvcb 06 APM, Ha koTopom 6yaeT
pasBepHyT cepsep ELLY.

BHuumanwue! [Ina ngeHtudmkaunm cepsepa ELLY B ceTn no ymonyaHuio ncnonbsyetcs ums
MK, Ha KOTOpPbLIN OH Oblf YCTAaHOBIEH:

1. W3meHeHune umenu MK nocne yctaHoBkM Ha Hero cnyxbbl ELLY He gonyckaeTcs.

2. [ns xoppekTHoro nogknoyeHus k cepsepy ELLY mogynen, yctaHoBneHHbIx Ha K ¢ OC
Windows n OC Linux, cnyxby ELY pekomeHngyetca yctaHaenuBaTtb Ha [1K, ums
koTtoporo cootBeTtcTByeT kogumpoBke ASCIl. B npotmBHoM cnydae noTpebyetcs
BHECEHME M3MeHeHWn Ha cTopoHe ucnonb3dyemoro DNS-cepBepa. Hanpumep, ecnu
B KOprnopaTtuBHO ceTu ucnonb3yetca DNS-cepsep Microsoft, To Ana koppekTHoro
paspeLLeHnsi UMeH co cTopoHbl Mogyrnen Ha MK ¢ OC Linux, Heobxogumo fobaBuTe A-
3anuck ¢ umeHemM cepsepa ELLY, 3akognpoBaHHbIM B MbloHUKOAE (punycode).

MpumeuaHue. Nepen yctanoskon ELLY TpebyeTca npoBepuTh, YTO NPOUCXOAUT MOSyYeEHME
IP-agpeca komnbioTepa no ceteBoMy umeHn padHoro K. [Ons atoro Heobxognmo
BbINONHUTL crneayroLne AencTBus:

1. Mony4nTb ceTeBOE NMSA cepBepa, AN 3TOro 3anyCcTUTb TEPMUHAI U BbINOMHUTL KOMaHAy
«hostnamen».

2. lMpoBepuTb JOCTYMHOCTb NO CETEBOMY MMEHM, BbINOSHUB KOMaHAY «ping <cemegoe Umsi
[1K>».

3. BbinonHutb komaHAy «traceroute <IP-adpec l1K>» (gna OC cemenctsa Linux) wvnu
«tracert <IP-adpec lNK>» (pna OC cemerictBa Windows) n npoBepuTb, YTO NOMYy4YEHHOE
MUMS cCoOBMadaeT C BbIBOAOM KOMaHAbl «hostname» Ha ware 1.

B cnyyae HecoBnageHuss MMeH crnegyeT OTKOPPEKTUpoBaTb MepeMeHHy hostname,

Ansi 3TOro:

1. Onsa Linux: BInonHUTL koMaHay «hostnamectl set-hostname <cemeesoe umsi [K>».

2. Ona Windows: nepeMmeHoBaTb UMsi KOMIbIOTEPA C NMOMOLLLbIO NMaHENW ynpaBneHus.



MpumeuvaHue. Cnocob xpaHeHMs XypHanoB AonyckaeTcs BblbpaTb kak B npolecce
ycTaHoBku ELLY Dallas Lock, Tak n nocne ero ycTaHOBKW.

B ELY Dallas Lock peanusoBaHbl cnefyiooline BapuaHTbl CMEHbl MeCTa XpaHeHus
XKYpHarnos:

1. C BHyTpeHHeln cuUCTEMbl XpaHEeHUs Ha BHeELUHUW/nokanbHbIN PostgreSQL-cepsep
(BocTynHO TONMLKO ANs 0AMHOYHOro cepeepa ELLY);

2. C xpaHeHus Ha BHellHeM/nokanbHoM PostgreSQL-cepBepe Ha BHyTpeHHI010
CUCTEMY XpaHeHus (OOCTYMHO TOMbKO Ans OAMHOYHOro cepsepa ELLY);

3. Mehnartb B[l B pamkax ogHoro PostgreSQL-cepBepa;
4. MeHaTb oauH PostgreSQL-cepBep Ha Apyrowu;
5. BosBpawaTtbcs Ha ncnonb3yemble paHee B[] (Ha BHelwHem/nokansHoMm PostgreSQL-

cepBepe).
MoppobHee o HacTpoike cnocoba xpaHeHMs XXypHanoB onucaHo B pasgene «llapameTpbl
XKYpHanoB»

MpumeuaHue. [Ins noaknovyeHUs BHELLHEro cepBepa C 6asol gaHHbIXx PostgreSQL,
Ha CTOPOHE BHELIHEro cepBepa [AOMKHO ObiTb HACTPOEHO paspellarwee npasumo
dunbTpaummn Ha BxogsiLiee coeamHeHne. Heobxoammo oTkpbiTe TCP-nopT (Mo ymonyaHuto
5432).

2.2.1Nopsapok yctaHoBku ELLY Dallas Lock B OC cemenctea Windows

BHumaHume! YctaHaBnmeaTb ELLY Dallas Lock moxeT Tonbko nonb3oBaTens, obnagatmowmm
npaBsamMmyM agMuvHUCTpaTopa Ha [AaHHOM KOMMbkTEpe. ITO MOXeT ObiTb NOKarnbHbIN
UM JOMEHHbIN NOMb30BaTENb.

JlokanbHyl0 YyCTaHOBKY HeOob6XoOMMO BbIMNOMHATb TOMBbKO W3-NO4 CECCUU  TeKyLlero
aBTOPM30OBAHHOrO Mofnb3oBartens. 3anyck YCTaHOBKM OT MMEHW LPYroro nonb3oBaTerns
(Run as) He ponyckaeTcs.



MpumeyvaHue. B npouecce ycraHoBkm ELYY Dallas Lock ©yger npousBegeHa
aBToOMaTnyeckas HacTpomnka 6paHamayapa Windows (Windows Firewall).

IOna cepBepHbix Bepcun Windows npu BkntovyeHHom Windows Firewall Tpebyetcs
AONONHWTENbHaA HacTporka npasun Ang obecneyeHus KOPPEKTHOro B3avMOAENCTBUSA
cnyx6bl n koHconu ELLY. [1ns BbINONHEHMS HACTPOWMKM HEOBXOAMMO:

1. 3anyctutb obonouky Windows PowerShell ¢ noBbilwaowmmMmy NpuBUNErnsiMm OT Y4ETHOM
3anucu agMmuHucTtpatopa OC.

2. BbinonHutb cnegyrouwmne KomaHgbl B KOHCOJ1A:

e «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - exodsiwyue TCP" -
Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allowy;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL|Y - exodsuue UDP"
-Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
UDP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - ucxodsauue TCP"
-Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepeep EL]Y - ucxodsuwue UDP"
-Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
UDP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL]Y - exodsuwue TCP"
-Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -Protocol TCP
-Action Allow»;

e «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL]Y - exodswue UDP"
-Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -Protocol UDP
-Action Allow»;

e «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL]Y - ucxodswue
TCP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol TCP -Action Allowy;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb EL|Y - ucxodsuwue
UDP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol UDP -Action Allow».

Mpumeuanue. Ecnn B npouecce yctaHoskn ELLY Dallas Lock nnaHupyeTtcs ncnonb3oBatb
nvueHsuto, 3anucaHHyto Ha AW Rutoken Lite, To HeoGxogumo nepen yCcTaHOBKOW 3apaHee
YyCTaHOBUTb ApanBepbl NPON3BOANTENS.

Ons yctaHoekn ELLY Dallas Lock B OC cemelictea Windows Heob6xoanmo:

1. 3anyctuTb YCTaHOBOYHbLIN (paln «ucclnst.exe», KOTOPbIA HaxoouUTCA B KOPHEBOW AMPEKTOpUMn
anctpnbyTtusa (unu BeibpaTb AaHHOE OENCTBUE B MEHIO OKHa autorun).
Ecnn ELY Dallas Lock yctaHaBnuBaetcsa Ha [1K, He oOCHalleHHbIn NPUBOLOM KOMMaKT-AUCKOB,
a gucTpmbyTurB nocTaBnseTcs MMeHHO Ha CD-aucke, TO MOXHO CKOMMPOBATb C AWCKA HEOOXOAUMBIN
yCTaHOBOYHbIV (hanin Ha gaHHbI MK nobbim yaobHeiM cnocobom: Yepes JIBC, USB-Flash Hakonutenb
v ap.
Mocne 3anycka NporpamMmmbl YCTAHOBKM HEOGXOAMMO BbINOSHSATL ENCTBUSA NO NOACKAa3KkaM Nporpammei.
BbinonHeHWe criefytoLLero wara yCTaHOBKM BbIMOMHAETCA C NOMOLLbIO KHONK «[danee». Ha kaxagom
lare yCTaHOBKM NpefocTaBnAeTCd BO3MOXHOCTb OTMEHbl YCTAHOBKU C BO3BPATOM MPOU3BEOEHHbIX
n3mMeHeHnn. [ng aToro crnyxumt kHonka «OTMeHa».

MpumeyaHmne. Ecnn paHee Obina yctaHoBneHa otgenbHas Kowconb ELLY, To ee Hapgo
yaanutb (cm. «Nopsagok yoanenus ELLY Dallas Lock B OC cemenictea Windowsy) n NnocTaBuTb
3aHOBO BMECTE C yCTaHOBKOM cryx0bl ELLY.




MpumeyaHue. BosmoxHo nopgkntoveHne mexay Konconbto ELLY n Cnyx6on ELLY pasHbix
BEpPCUA.

2. lNocne 3anycka NpuMnoxeHWs Ha akpaHe ByaeT BbiIBEAEHO OKHO ANsi NOATBEPXAEHMS onepaunu.
Mocne noateepxaeHus 3anycTutca mactep yctaHoBku ELLY Dallas Lock (puc. 1).

D MacTep ycranoerwn - ELLY Dallas Lock, sepowa 3.0.280.0 ot 15.08.2024 x
YcraHoeka EauHoro UenTpa YnpaeneHua Dallas Lock
Jobpo noxanosatb!
OnAa Hauana yctaHoekn EauHoro LlenTpa ¥npaenenwa Dallas Lock
gepcui 3.0.280.0 HammnTe =[anees,
ELLY DALLAS LOCK
Puc. 1. OkHo Hauyana yctaHoBku ELLY Dallas Lock
[na npogomkeHnst ycTaHOBKN HaxaTb KHONKY «[aneex.
3. Bbl6paTb KOMMOHEHTbI, KOTOpblEe 6y,u,yT YCTaHOBEHbI (pVIC. 2).
G Mactep yetanoekm - ELLY Dallas Lock, sepownn 3.0.280.0 ot 15.08.2024 X

BbIGop KOMMOHEHTOB

BblﬁEpIﬂTE KOMMOHEHTBI, KOTOPBIE BEbl XOTWTE YCTAHOEWTE

Cny>x6a ELLY Dallas Lock

KomnoHeHT gna ynpaenenua mogynamn 3 HC/,

KoHncone ELLY Dallas Lock

Puc. 2. Bbi6op komnoHeHTOB AnsA yctaHoBku ELLY Dallas Lock




MpumeyaHue. Cnyxba ELLY ucnonbsyet nogkniodeHme TCP/IP no nopty 17900. YcTtaHoBKa
Heckonbkux ak3emnnapoB Cnyx6el ELLY Ha ogHom K He gonyckaeTcs.

4, Ha cnegytouiem Lware yCTaHOBKM HEOOXOAUMO NpeabsiBUTb annapaTtHblii KItod, BXOASALLMI B KOMMNEKT
NocTaBKW, OS5 TPUMEHEHUs NLEH3NW Ha ycTaHaBnnBaemeblin cepeep (puc. 3).

Ej Mactep yeranoekw - ELLY Dallas Lock, eepcua 3.0.280.0 o7 15.08.2024 it

ﬂuueﬂsuposaﬂue

MpegbaeuTe annapaTtHelid Koy

Tloakmo e ToKe

MapameTpsl ANUEHZNK

APM 6 L.
CeTeEblE YCTpOIACTEa 4w
JouepHue J0MeHb 2 wr.

Puc. 3. MpeabsaBneHne annapaTHoOro Knioyva

5. BblbpaTb TN co3gaBaemMoro JoMeHa B 3aBMCMMOCTM OT uenu yctaHoBku ELLY Dallas Lock (puc. 4).
OnncaHne ycTaHOBKM nogvvMHeHHOro [JomeHa 6e3onacHOCTM 1 cepBepa pennukaumMm CM. B pasgenax

«Beog 6 B noguvHeHne B npouecce ycraHosku» 1 «MlapamMeTpbl KnacTepa» cooTBETCTBEHHO.

E','J Mactep ycranoern - ELLY Dallas Lock, sepcna 3.0.280.0 o1 15.08.2024 X

BbiSop TMNa AomeHa

BblﬁEpIﬂTE THUN COZ43E3EMOrc AoOMEHE

(o] @ AomeH BezonacHocTH
@-0-@ Co3gaHue HoBoro [JomeHa Be3onacHocTy

0 O MNoaunHEéHHBIA JomeH BezonacHocTH
@-0-® Coz4aHne HOBOTo JoMeHa Ee30NacHOCTH, EKNKUEHHOTD B COCTAE

cywecTeyroWwero Jomeda Be3onacHocTi

lo} (O Cepeep penankayun
of- 038

JoBaenenve y3na B kKnactep cepeepoe ELLY

Puc. 4. BbiGop TMNa cozgaBaemMoro gomeHa

6. 3apatb napametpbl OB (puc. 5):



e B none «HassaHue [b» ykasatb ums [b;
o B nons «Knwouy goctyna» n «loareepanTe KNy AocTyna» BBECTU KNOY AOCTyNa.

O Mactep ycranoekn - ELLY Dallas Lock, seponn 3.0.280.0 ot 15.08.2024 *

MapameTpbl JomeHa bezonacHocTH @

YraxuTe napameTpol Jomeda besonacHocTi

HazeaHuwe JE: Honen BesonacHocTn
Koy goctyna:

MoATEEpAUTE KNKOY 4OCTYNa:

Hasaa m Ormeria

Pwuc. 5. Hactpowka napameTtpoB 1B

MpumeyaHue. Knou goctyna k [1b npegHasHaveH ons BBoga HoBbIX 06bekToB B 1B 1 npu
nogkntoveHun koHconu ynpaenenus (KY) k cepsepy ELLY.

7. 3apgaTtb napameTpbl y4eTHOW 3anucu agMmuHuctpatopa Ob (puc. 6).

O Mactep ycranoskn - ELLY Dallas Lock, sepcun 3.0.280.0 ot 15.08.2024 X

Y4yéTHble AaHHble alMWHWUCTpaTopa @

BeeguTe yuETHbIE AaHHBIE agmuHncTpaTtopa Jomena besonacHocTi

ma: admin

Mapons:

MoATEepAuTE Napo/k:

Hasan m Omera

Puc. 6. Hactpoiika napameTpoB y4eTHOM 3anucu agMmuHucTpartopa b

8. OnuuoHanbHO MOCTaBWUTb donar v 3anofHUTbL Nons Ans ucnonb3oBaHus 6a3bl AaHHbIX PostgreSQL
(pvc. 7). Ecnn ucnonb3yeTtcs BHeLWHWIA cepBep ¢ 6a3oi faHHbIX PostgreSQL (pekoMmeHayeTcs), Ha ero
CTOpPOHE OOMKHO ObiTb HACTPOEHO paspellatoLlee nNpasumno unbTpauum Ha Bxoasllee coegnHeHuve.
Heobxogumo otkpbiTe TCP-nopT 5432.



D Macrep ycranoskw - ELY Dallas Lock, sepcwn 3.0.280.0 ot 15.08.2024 X
KFIEHEHHG KypHanos @
Me yMonYaHuo NCNob3YETCA BCTPOEHHAA CUCTEMA XPaHEHMA

D WMcnonssoeats Basy ganHbnx PostgreSQL

Hazag Dlanee Otmena

Puc. 7 Hactpowka 6a3bl gaHHbIx PostgreSQL

BHumaHue! [lonb3oBaTenb, KOTOPLIN YKasbiBaeTCA MpW MNOAKMOYEeHUN 0a3sbl AaHHbIX
PostgreSQL, gomkeH obnagaTb NonHbIMK NpaBamu Ha ucnonb3yemyto BI. Coenatb aTo
MOXHO cregytoLien KoMmaHgoM:

e «GRANTALL PRIVILEGES ON DATABASE <database _name> TO <user_name>».

MpumeyaHue. Ecnv npu nonbitke yctaHoBuTb ELLY Dallas Lock ¢ BbiGpaHHOWM onunen
«Wcnonb3oBaTh 6a3y gaHHbix PostgreSQL» nosiBnaiTca Heuntaemble owmnbkm, 1o B OC
C NMOMOLLIbIO NAHENW yrpaBneHusl cnegyeT YCTaHOBUTL PYCCKUIA A3bIK AN napaMeTpa «A3bIK
nporpamm, Henogaepxmeaembix KOHMKOAY.

9. lMpoBepuTb NapamMeTpbl YCTAHOBKM M HaXaTb KHOMKY «YCTaHOBUTbLY» (puc. 8).

D Mactep ycranoekw - ELLY Dallas Lock, sepcna 3.0.220.0 or 15.08.2024 *
I'Iapameprl yCTaHOBKW @
MoxanyiicTa, NpoeepsTe BEIGPaHHEIE NapaMETPEl YCTAHOBKW,

Komnonent: Cnyx6a ELLY Dallas Lock
Onepaums: ycraHoeka

Tun: JomeH BesonacHocTi

Homep nopra: 17900

Wms Ab: "JomeH BesonacHocTi”
Aamunwcrparop Ab: admin

MyTe yeranoskm: C\Program Files\UCC

KomnonenT: Koncones ELLY Dallas Lock
Onepaums: ycTaHOBKA
Myt ycranoskm: C:\Program Files\UCC

Hazag YcraHoBuTE Ortmena

Puc. 8. NMpoBepka napameTpoB yCTaHOBKMN

10.Janee Bo3mMOXHO HabnogaTh 3a npoueccom yctaHoBku (puc. 9). Ecnim npouecc npowen 6e3 ownbok,
HeobXxoaMMO HaxaTb KHoMKy «[daneey, 4Tobbl NepenTn K OKHY 3aBepLUeHMs NpoLuecca YCTaHOBKM.



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

@ Macrep yeranoekw - ELY Dallas Lock, sepoua 3.0.280.0 o1 15,08.2024

YcraHoBKa

X

2%

Konupoeanue: Ch\Program Files\UCC\share\ConfigFilesList,json
Konupoeanue: C\Program Files\UCC\share\console.ucModuleCfg
Konupoeanue: Ch\Program Files\UCC\sharehdl80-ikl0.ucMeduleCfg
Konuposanwe: C\Program Files\UCC\sharehdl80-ikl1l.ucMeduleCfg
Konupoeanue: C\Program Files\UCC\share\dI80-ikE. ucModuleCfg
Konupoeanue: C\Program Files\UCC\share\dI80-ik8. ucModuleCfg
Konuposanwe: Ch\Program Files\UCC\share\dI80.ucProductCfg
Konuposanne: ChProgram Files\UCC\share\dll-ik2.ucModuleCfg
Konuposanne: ChProgram Files\UCC\share\dll-ik3.ucModuleCfg
Konuposanwe: C\Program Files\UCC\sharehdll-ik3m.ucModuleCfg
Konuposanne: ChProgram Files\UCC\share\dll-ikd.ucModuleCfg
Konuposanwe: C\Program Files\UCChsharehdll.ucProductCfg

rasan

[lanee

Puc. 9. lNMpouecc yctaHoBku ELLY Dallas Lock

11.Haxatb kHomnky «3aBepumnTb» (puc. 10).

@ MacTep ycranoekn - ELLY Dallas Lock, sepoua 3.0.280.0 o7 15.08.2024

s

3aBeplueHue yctaHoBKW EanMHoro LeHTpa ¥YnpaBneHua

Dallas Lock

Haxcmure dEBEpLLIHTb» ANA BbXOA3 U3 MACTEDE YCTAHOBKK

Eawnore Llentpa ¥Ynpasnenna Dallas Lock.

ELLY DALLAS LOCK

3aBepwinTs

Puc. 10. 3aBepLueHune npoLecca ycTaHOBKU

Puc. 11. fpnbik koHconu ELY Dallas Lock

Mocne 3aBeplieHus npouecca yctaHoBku ELLY Dallas Lock Ha paboyem cTone u B MeHio «Ilyck» nossutcs
apnblk KoHconu ELLY Dallas Lock (Puc. 11).
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2.2.2Nopsapok yctaHoBku ELLY Dallas Lock B OC cemencTtBa Linux

MpumeyaHue. Ecnu paHee 6Gbina yctaHoBneHa otaenbHas KoHconb ELLY, To ee HyxHO
yaanutb (cm. «[opanok yaanenusa ELLY Dallas Lock B OC cemencTtsa Linux») 1 NnoctaBuTb
3aHOBO BMECTe C YyCTaHOBKOM crny6bl ELLY.

ncnonb3yetca C3M HCI Dallas Lock Linux, To B HacTpoWkax MEXCETEBOro 3KpaHa
Heobxoanmo oTkpbiTe TCP-nopT 17900.

MpumevaHue. Ecnn B npouecce yctaHoskm ELLY Dallas Lock nnaHupyeTca ucnonb3oBaTb

nuvueHsuto, 3anucaHHyto Ha AW Rutoken Lite, To Heobxoaumo nepepn yCTaHOBKOM 3apaHee

yCTaHOBUTb ApanBepbl npounssoantenss. [ina atoro:

1. CkayaTb 1 yCTaHOBWTb ApanBepbl C caiTa Npou3BoguTens.

2. YcTaHoBUTb coOTBeTCTBYOWME Gubnuotekn PKCS#11 (6e3 aToro AencTBus macTep
YCTAHOBKWN HE CMOXET cuMTaTth nuueHsunio ¢ AN).

@J MpumeuvaHue. Ecnim ELlY Dallas Lock yctaHaBnuBaetcs Ha TC, Ha KOTOpOM Takke

BHuumanume! MNpu yctaHoske ELLY Dallas Lock Ha APM ¢ OC «Astra SE» ans pasgenos,
kotopble ELLY Dallas Lock ncnonbsyet ans pyHKUMOHMPOBAHWS, HEOOXOANMO OTKIIOYUTL
Takune onuMm MOHTMPOBAHMS Kak: noexec, nodev, nosuid. B npoTMBHOM crnyyae ycTaHOBKa
ELLY Dallas Lock 6ygeT 3aBepLluatbcs C OLUMOKOMN.

Ona yctaHoBku ELLY Dallas Lock B OC cemeiictBa Linux Heobxogumo:

1. CkonvpoBaTb B [OMaLLUHWUIA KaTanor MNofb3oBaTens YCTaHOBOYHbLIM dhain «uccinst», KoTopsbii
HaxoOWTCsi B KOPHEBOW AMPEKTOPUUN ANCTPUBYTHBA.

Ecnn EULY Dallas Lock yctaHaBnuBaetca Ha [1K, He ocHauwleHHbIi NPUBOAOM KOMMNAKT-AUCKOB,
a gucTpmbyTurB nocTaBnseTca MMeHHoO Ha CD-aucke, TO MOXHO CKONMMPOBATb C AMCKa HEOOXOAMMbIN
YCTaHOBOYHbIN ¢hain Ha AaHHbIn MK nobbiM yaobHbIM cnocobom: Yepes JIBC, USB-Flash HakonuTenb
n ap.
2. lpoBepuTtb, ABNAETCH N pann «ucclnst» UCNONHAEMbIM:

e OO Cc NOMOLLbIO KOMaHAab! Is —I.

Mpumep:

Is -l <enter>
rw-rw---- oTobpaatoTca nocrnegosartensHo 6e3 npobenos cdnarn Bnagensua, dnary rpynnel, dnarm

BCEX OCTanbHbIX MNonb3oBartenen. B gaHHOM npumepe hann He ABASeTCA UCNOSIHAEMbIM HWU And
BnagensLa, HYM ANg rpynnbl, HX 415 BCeX ocTalbHbIX Nosib3oBaTenen.

e JInbo, MOXHO OTKpbITb CBOWCTBA (hanna, nepentn Ha Bknagky «lpasa» n ybegutbcs, 4To B none
«BbinonHeHue» noctasneH dnar (puc. 12).

Ecnu chann He aBnseTtca mncnonHaemblM, HEOBXOAMMO MocTaBwuTb hnar B none «BbinonHeHuex.
Wnn ncnone3soatb koMaHay chmod a+x <nyme K ¢hadiny>.run.

8 [nsa pa6otbl ELYY Dallas Lock Ha Astra Special Edition (CmoneHck) 1.6 u Astra Special Edition (CmoneHck) 1.7 B pexume 3MNC Heobxonmmo

vcnonb3oBaTh ApariBepbl NpovssoauTens sepcun 2.4.0.0.



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

CeoicTBa ucclnst

OCHOBHBIE m OTKPLITE C MOMOLLBH

Bnageneu; user
JocTyrm: UTeHKe 1 3aMUcb -
Mpynna: user =
JocTyrm: UTeHKe 1 3aNUcb -
AocTym: UTeHWe 1 3anUce -

oo T mTmTem e s s m e mmm—m—— 1
BrinonHeHWE: L Fa3pelliTe MCNONHATE Kak Mporpamuy |
A3MeEHER: Cp21 aer 2024 15:20:00

Puc. 12. lo6aBneHue npaB Ha BbiNonHeHWe ¢hanna nporpaMmmbi

3. 3anycTtutb chann guctpmbyTtmea.

4. Tocne 3anycka NPUNOXeHWs Ha 3kpaHe OyaeT BbiBEOAEHO OKHO, B KOTOPOM HeobXoauMmo ykasaTtb
naponb nons3osaTens (puc. 13).

TpebyeTcA aBTopU3aL|A

BeeanTe naponb 40A root:

| |
eow | NI

Puc. 13. 3anyck nporpamMmMbl YCTaHOBKHM

Mocne HaxaTtus kHonkn «OK» 3anyctutca mactep yctaHosku ELLY Dallas Lock (puc. 14).
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EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

MacTep ycTaHoBKM - ELJY Dallas Lock, eepcwa 3.0.280.0 oT 15.08.2024

YcraHoeka EanHoro LieHTpa ¥YnpaeneHnua Dallas Lock

Jobpo noxanosars!

[na Hauana ycraHoeky EguHoro Llentpa ¥Ynpaenenus Dallas Lock
pepcin 3.0.280.0 Haxmute «lanees.

ELLY DALLAS LOCK

Puc. 14. OkHo Havyana yctaHoBku ELLY Dallas Lock

5. BblbpaTb KOMMOHEHTbI, KOTOpbIE OyAyT ycTaHoBmneHsbl (Puc. 15).

MacTep yctaHoekw - ELJY Dallas Lock, eepcun 3.0.280.0 oT 15.08.2024

BbiboOp KOMMOHEHTOB

BhlﬁEpl‘lTE EOMNOHEHTHI, KOTOPBIE Bbl XOTUTE YCTAaHOEWTE

Cnyw6a ELY Dallas Lock

KoMOoHEHT 48R ynpasneHua moaynamu T3 HCO,

Koncons ELLY Dallas Lock

ABTOMAaTUYECKARA YCTaHOBKa HefOCTak WMWK NaKkeToB

B cny4ae BOIHMKHOBEHWA HEYAOENETEOPEHHDIX SBEI'H:MILI'H:IL-I'IE'EJ MACTER YCTAHOBKW NONBITASTEA YCTAHOBMTE
HELOCTARIUKME NaKETEl AaBTOMaTHHECKK

Ha AR m Prmetas

Puc. 15. BbiGop koMnoHeHTOB AnA yctaHoBku ELY Dallas Lock

MpumeyaHue. Cnyxb6a ELLY ucnonbsyet nogkniodeHme TCP/IP no nopty 17900. YcraHoBKa

HecKonbKkux ak3emnnapoB Cnyxowul ELLY Ha ogHom MK He gonyckaeTcs.
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Hanee nopsapok yctaHoBku ELLY Dallas Lock aHanornyeH nopsiaky yCTaHOBKM gaHHoW nporpammbl B OC
cemenctea Windows (cm. «[Nopsagok yctaHoBku ELLY Dallas Lock B OC cemericta Windows»).

MpumeyaHue. BosmoxHo nopgkntoveHne mexay Konconbto ELLY n Cnyx6on ELLY pasHbix
BEpPCUA.

B npouecce yctaHoBku ELLY Dallas Lock BbIMOMHATLCA NpoBepka HannumMsi HEOBXOAMMbBIX CTOPOHHUX
naketoB. [pn OTCYTCTBUM MaKETOB, B XypHarne macrtepa YCTAHOBKM MOSIBNSETCA 3anuCb C yKa3aHWeM
oTCcyTCTBYOLWMX NakeToB (Puc. 16).

MacTep yeTaHoBKM - ELLY Dallas Leck, eepcua 3.0.280.0 oT 15.08.2024

¥YcTraHoeka

MpoBepka HanKMYMA BubanoTex

Nposepka; libsasl2-modules-gssapi-mit pesed libglib2 0-0 libsmbclient, dbus-x11
Owmbea: OrcyctayoT bubnmoterw, Heobrogumee 4R yctanomn: pescd
ManHbiA nor: fimpfuccinst.ixt

Pwuc. 16. Owmnbka npu yctaHOBKe

Heobxoanmo MOBTOPHO 3anycTUTb MacTep YCTAHOBKMW, B 4MANOroBOM OKHE BblOOpa KOMMOHEHTOB Ansi
YCTaHOBKM HaKaTb YEKDOOKC «ABTOMaTM4ecKas yCTaHOBKa HeOOoCTaloWmUX MakeToB» WM YCTAHOBUTb KX
CaMOCTOSATENbHO:
— ansa Red Hat Enterprise Linux Server 7.x:
o cyrus-sasl
o pcsc-lite
o glib2
o libsmbclient
— pnsa Debian 10.x, Debian 11.x, Debian 12.x:
o libsasl2-modules-gssapi-mit
o pecscd
o libglib2.0-0
o libsmbclient
o libxkbcommon-x11-0
— ansg Ubuntu 18.04 LTS, Ubuntu 20.04 LTS, Ubuntu 22.04 LTS, Ubuntu 24.04 LTS:
o libsasl2-modules-gssapi-mit

o pecscd

o libglib2.0-0
o libsmbclient
o dbus-x11

— ansa Astra Linux Common Edition (Open) 2.12, Astra Linux Special Edition (CmoneHck) 1.6 u Astra



Linux Special Edition (CmoneHck) 1.7:

o libsasl2-modules-gssapi-mit

o pecscd

o libglib2.0-0

o libsmbclient

— ansa AnbT Pabouvas CrtaHuusa 9.x, AnbT Pabouas CtaHums (10.0, 10.1, 10.2), Anbt Pabouas

CraHumsa K (10.0, 10.1, 10.3), AnbT CI Pabovas CtaHuua 10, AnbT Cepsep 9, AnbT Cepsep (10.0,
10.1, 10.2) n AnbT CI1 Cepsep 10:

o libsasl2-plugin-gssapi
o pcsc-lite

o glib2

o libgio

o samba-libs
— ana PEQ OC 7.3 Mypom u PE[] OC 8:
o cyrus-sasl
o pcsc-lite
o glib2
o libsmbclient
— ana ROSA FRESH DESKTOP 12:
o pcsc-lite
o lib64glib2.0_0
o lib64smbclient0
— ana ROSA Enterprise Linux Desktop (RELD) 7.3 n ROSA Enterprise Linux Server (RELS) 7.3:
o pcsc-lite
o glib2
o libsmbclient.
Mocne 3aBepuweHunsa npouecca yctaHoBku ELLY Dallas Lock B cnucke npunoXeHWrW MOSBUTCA SPIbIK
KoHnconu ELLY Dallas Lock «KoHconbe ELLY» (puc. 17).

KoHconbe ELLY

Puc. 17. Apnbik koHconu ELY Dallas Lock

MpumeyaHwme. 1) Ecnn Ha APM c Linux yxe yctaHoBneHsl ctopoHHne C3U nnu gpavisepbl Ha
Apyrue annapaTHble naeHTugukaTopsl, 1 Npu 3ToM B npolecce yctaHosku ELLY npounsowna
owmbKa yCcTaHOBKM, KOTOpas CBA3aHa C MakeTHbIM MEHeAXXepoM, TO MOXET MOMOYb KOMaHAaa
sudo apt --fix-broken install.

2) Ecnu B npouecce yctaHoBku ELLY Ha Linux Bo3HukaeT owwnbka Buga: «...error whiel loading
shared libaries: libxcb-xkb.so0.1: cannot open shared object file: No such file or directory», To
HeoOX0AMMO nepep YCTaHOBKOW BPY4YHYH YCTaHOBUTL nakeT "libxch-xkbl.

2.2.3Mopsapok yctaHoBku ELLY Dallas Lock Ha OC 6e3 rpacdhuyeckoro nHrepdenca

ELLY BO3MOXHO yCTaHOBUTb Ha onepaunoHHyto cuctemy (OC) 6e3 rpadmyeckoro nHtepdenca (GUI). B
KOMaHZHOW CTPOKe B KayecTBe aTpnbyToB K koMaHAe ./uccinst MOXHO ykasbiBaTb CrieayloLime Kno4vm ans
yCTaHOBKM (NapameTpbl MacTepa ycTaHoBku) (Tabnuua 3):

Ta6nuua 3. ATpnbyTthl yctaHoBku ELLY Dallas Lock Ha OC 6e3 GUI
ATpnoyT OnucaHue

BbiBOO Ha 9KkpaH cnpaBku No napaMmeTpam

--help
YyCTaHOBKU



--version

--log=PATH

--no-gui

--force-update

--install-libs

--component=all

--component=console

--license=demo

--license=token

--domain-type=standalone
--domain-type=subdomain
--domain-type=cluster
--domain-name=TEXT

--access-key=TEXT
--admin-login=TEXT
--admin-password=TEXT

--journal-storage=internal

--journal-storage=pg

--db-server=USER:PWD@ADDRESS:PORT/DB_NAME

--parent-domain=ACCESS_KEY@ADDRESS

--Cluster-server=ACCESS_KEY@ADDRESS

Mpumep:
Jucclnst --help <enter>
BosBpart Bepcumn macTtepa

MyTb k dpanny, kyaa bygeTt 3anucbiBaTbCS
nor ycTaHOBKM

3anyck mactepa 6e3  rpadmueckoro
UHTepdenca

Ecnm Ha APM yxe ycrtaHoeneH ELY
npeablayliei Bepcun, TO  BbIMOMHSAET
obHoBneHne (6e3 atoro dnara BepHET
owmnbky)

ABTOMaTM4eckas yCTaHOBKa HegoCTaloLmnx
naketoB ans OC cemenctsa GNU/Linux
Beibop ycTaHaBnvMBaeMbiX KOMMNOHEHTOB —
yctaHoBka KoHconn u Cnyx6bl ELLY (no
YMOS4aHuIo)

Bbibop ycTaHaBnMBaeMbiX KOMMNOHEHTOB —
yCcTaHoBKa Tosnibko KoHconn ELLY

Bbibop nuueHsMm — gemo-nuueHsnst (no
YMOMYaHuIo)

Bbi6op nuueH3nm — ncnonb3yeT TOKEH Ans
nuueHsnposaHua ELY (npu oTtcyTcTBMM
TOKEHa C KOPPEKTHOM NnuueH3neln BbloaeT
oLmnbKy)

Bbibop TMna gomeHa — co3gaHue HOBOTO
HdomeHna BesonacHocTu (No ymonyaHumio)
Bbibop TMna gomeHa — co3gaHue HOBOTO
noa4vmHeHHoro [lomeHa be3onacHocTu
Beibop TMna gpomeHa — pobasneHuve y3na B
knactep ELLY

YkazaTb  HasBaHue HoBoro  [JomeHa
Be3onacHocTn

YKkasaTb kN4 goctyna Hoeoro [lomeHa
Be3onacHocTn

YkasaTb NorvH agMuHUCTpaTopa

YkasaTb naposib agMuHucTpartopa

Bbibop Tuna xpaHwnuwa >xypHanos —
BCTpoeHHasa Bl (no ymonyaHuio)

Bbibop Tuna xpaHwnuwa KypHanoB —
cepsep PostgreSQL

Yka3aTb napameTpbl nogknioveHus k b

YkasaTb napameTpbl poanTENbCKOro
[omeHa besonacHocTu

YkasaTb napamMeTpbl OAHOMO U3 CEPBEPOB
knactepa ELLY

Mpumeyanme. [Ona ycraHosBkm ELLY Ha cepepHble OC ALT Linux 6e3 rpadumyeckoro
uHTepdpeiica (GUI) Heobxoanmo 3apaHee Bpy4HYO YCTaHOBUTL NakeT «xdg-utils».



2.3 Ypanenue ELY Dallas Lock

MpumevaHue. YoaneHne cepsepa ELLY Dallas Lock, sBnsiwolleroca uneHom knacrepa
pennmKaumMm unm cocTodaero B nog4ymMHeHumn y gpyroro JJomeHa, He gonyckaetcs. lNepen
yaaneHnem cepsep ELY Dallas Lock Heobxooumo BbIBECTM M3 KnacTtepa/nogynmHeHus
COOTBETCTBEHHO.

2.3.1MNopsapok ynanenua ELY Dallas Lock B OC cemenctBa Windows

MpaBom Ha yganeHue ELLY Dallas Lock obnagaeTt nonb3oBartens ¢ npaBamy agMmuHnctpartopa OC.

B OC Windows Heobxoammo oTKpbITb «ITyck» — «[laHenb ynpaBneHusa» — «l1porpamMmmbl U KOMMOHEHTbI».
B nosiBuBWIEMCA OKHE M3 cnucka BblbpaTb nporpammy «ELLY Dallas Lock», HaxatTb «YpanuTb»
W NoaTBEpPAMTbL yaaneHue (puc. 18).

A MNMporpammen it KOMNOHEHTBI

« “ 4 [ * MadensynpasnewuAa » [Mporpammer > Tporpammbl v KOMNOHEHTEI v | D

Manens ynpasnenns —

AOMBLLHAS CTRaHMLA YnaneHve nav n3MeHeHWe nporpamMmel

JnA yaaneHna nporpammbl BoIBEPUTE €€ B CAMCKE W WENKHUTE "YaannTe”, "Miamenuts" wan "Bocctanoenty
MpocmoTp yCTaHOBENEHHBX

oBHOBNEHWA

E; BrAroyeHWE WK OTKAKIYEHWE

’
komnoHeHTos Windows ¥nopagounts ¥

S

ran Wzgarens YeTaHoene...
[#5] Update for Windows 10 for x64-based Systems (KB30... Microsoft Corporation 06.10.2023
@VMware Tools Vhware, Inc. 24.01.2022
= Word Word 25.01.2022
ﬂ,ﬂ,paﬁsepbl PyTokeH Komnanua "Aktue" 01.06.2023
D ELLY Dallas Lock 000 "Kondgwaent" 10.10.2023
& Cpega soinondenna Microsoft Edge WebView2 Runti..  Kopnopauwa Malikpocodt 09.10.2023

S— YCTaHOBNEHHEIE nporpammel Monxen pasmep: 1,207
[‘] YcTanoeneHo nporpamm: 18

Puc. 18. Yaoanenue ELY Dallas Lock

1. Mocne nogTBepxaeHus 3anycTutca mactep yaaneHusa ELYY Dallas Lock (puc. 19). nsa npogomnmkeHus
yAaneHus HaxaTtb KHOMKy «[anee».

O MacTep yaanenun - ELLY Dallas Lock, sepona 3.0.280.0 ot 15.08.2024 X

Ynanenwe EauHoro UeHTpa Ynpaenenwa Dallas Lock

Jobpo noxanoeatb!

AnA Hauana yaanedns EanHoro LlenTpa Ynpaenenna Dallas Lock
Bepcuy 3.0.280.0 HakMUTE =/lanees.

ELLY DALLAS LOCK

lanee Otmena

Pwuc. 19. OkHo Hauyana yaaneHnus ELY Dallas Lock



2. BbibpaTb KOMNOHEHTHI, KOTOpblEe 6yayT yaaneHs! (puc. 20).

E’ Macrep yaanenua - ELY Dallas Lock, eepena 3.0.280.0 o 15.08.2024 X

BbIGOP KOMMOHEHTOB

BblﬁEpHTE EQMMOHEHTEI, KOTOREIE Bbl XOTHTE ¥43aNnTe

Cnyx6a ELLY Dallas Lock [nopT: 17900]

KoHconb ELLY Dallas Lock

Puc. 20. Bbi6op komnoHeHTOB Ans yaaneHus ELY Dallas Lock

3. lMoaTtBepamnTb yaaneHne KoHPUrypaLmoHHbIX dannos (puc. 21).

Ej Mactep yaanenus - ELY Dallas Lock, sepcwa 3.0.280.0 or 15.08.2024 x

MapameTpbl yaaneHus

Mporpamma yganeHwa roToea Havare yaanenue Egunore Uentpa ¥Ynpaenenwna Dallas Lock ¢ sawero
KOMMBHOTERE,

Aupektopua ¢ gandeitn CProgramDatah UCCW 7900 Gyaer nonHocTero yaaneqal

Puc. 21. NapameTpbl yaaneHus

4. [anee Bo3MOXHO HabnoaaTh 3a NpoueccoM yaaneHus (puc. 22). Ecnu npouecc npoluen 6e3 olwmnbok,
HeobxoaMMO HaxaTb KHOMKY «[anee», YTobbl NEpPenTH K OKHY 3aBepLUEHNs NpoLuecca yaaneHus.



Ej MacTep yaanenun - ELLY Dallas Lock, eepcua 3.0.280.0 o 15.08.2024 X

YpaneHue

Y,\’J,EJ'IEHHE SaBEQLUEHD

100%

Yaanenune: C\ProgramData\UCC\179000 ournal tmp.db

Yaanenwe: C:\ProgramData\UCCW 17900\ Main.db

Yaanenwe: C\ProgramData\UCC\1T00\snmphuser-configurations
Yaanenwe: Ch\ProgramDatal\UCCLT900\snmp\persisth.cert_indexes
Yaanenwe: C:\ProgramData\UCC\17900\snmp\persist

Yaanenwe: C:\ProgramData\UCCI79000snmp

Yaanenwe: C:\ProgramDatal\UCC 179000 licenses

Y¥aanenwe: C\ProgramData\UCC\17900

Y¥aanenwe: C\ProgramDatatUCC

BHeceHWe MIMEHEHWI B peecTp

YaaneHwe sagepLUEHD

Nonrei nor: Chlsers\usenAppDatat\Local TemphuccUninst.be ]

Puc. 22. MNpouecc yaanenus ELY Dallas Lock

5. HaxaTb kHONKy «3aBepwntby (puc. 23).

Ej Mactep yaanenwa - ELY Dallas Lock, sepecnn 3.0.280.0 o 15.08.2024 X

3aBeplueHwe yaaneHua EanHoro LieHTpa ¥YnpaBaeHua
Dallas Lock

HammuTe «33BepLUMTE» ANA BLIX0A3 M3 MACTEPa YAZNEHNA
Eawnoro Llentpa ¥npaenenua Dallas Lock.

ELLY DALLAS LOCK

Puc. 23. 3aBeplueHne npouecca yaaneHus

2.3.2MNopspok yaanenus ELLY Dallas Lock B OC cemenctBa Linux

Onsa ynaneHnus ELlY Dallas Lock Heobxogmmo obGrnagate npaBamMy agMuvHUCTpatopa onepalyoHHON
cuctemsl (root) Ha aaHHom MK.

1. Ons ypanenunst ELLY Dallas Lock Heob6xogumo 3anycTutb MCMONMHAEMBIN dhann uccUninst, KOTOpbIN
pacnonoxeH B gupektopum /opt/UCC/bin/uccUninst B TepmuHane. [nsa 3Toro Heo6xoamMmMo BbINOSHUTL
B TEpPMUHANe KOMaHAay:
sudo /opt/UCC/ bin/uccUninst

2. lNocne BbiNONHEHUs KOMaHAbl 3anycTUTCA OKHO MacTepa yaanenusa ELLY Dallas Lock (puc. 24).



MacTep yaaneHwn - ELJ¥ Dallas Lock, Bepcua 3.0.280.0 o1 15.08.2024

Yaanenwe EguHoro Lientpa ¥Ynpaenenus Dallas Lock

Jobpo noxanoears!

[na Hauana ynanenwa EauHoro Uentpa ¥Ynpaenenna Dallas Lock
gepcun 3.0.280.0 HaxmuTe «[lanees.

ELLY DALLAS LOCK

Hanee OTMmeHa

Puc. 24. OkHo Havyana yaaneHus ELY Dallas Lock

Hanee nopspgok yaaneHus ELLY Dallas Lock aHanornvyeH nopsiaky yganeHust gaHHow nporpammbl B OC
cemenctea Windows (cm. «[Mopsagok yaanenus ELLY Dallas Lock B OC cemerictBa Windowsy).

2.4 YnpaBneHue KoHcpurypaumeun

B EUY Dallas Lock cyuwectByeT BO3MOXHOCTb COXPaHWUTb TEKYLLYD KOHUrypauui cepsepa
AN NPMMEHEHNS Ha HOBOM CepBepeE MOCe YCTaHOBKM.

2.4.1 CoxpaHeHue KoHdurypauum ELLY

Ons coxpaHeHuns koHdurypauunm ELLY Dallas Lock B OC cemerictea Windows unu Linux Heo6xogumo

OTKpbITb rMaBHoe MeHto KoHconu ELLY > 1 BbIbpaTb NYHKT — «YNpaBneHue KoHdurypauuemn.

B 6noke «CoxpaHeHune koHdurypaumm ELLY» (puc. 25), HykHO 3agaTb nyTb K hanny koHdurypaumm c
MOMOLLIbIO KHOMKN «BbiBpaTb», nocne HaxaTb KHOMKY « CoXxpaHUTb».

¥npasneHne KoHpUrypaumen
m AepeEo qomeHa
CoxpaHeHune koHdurypauum ELLY e
% MapameTpe JB
@ Hacrporka UB
f? Hacrpoiika KSC CoxpaHute daiin Kak...
‘! MeHepkep 0MEHOE I_Iy‘rh:
@ MapameTpel
"i,"_lj Murpauma ¢ Cb
£ ¥aaneHHanA yraHoBeKa
& ¥aaneHHoe 06HOBNEHKWE
¥NpaeneHWe KoHdUrypaLmei
P MpumMeHeHKe KoHDUrypauum ELLY v

Puc. 25. CoxpaHeHue KoH(urypauum



MpumeyvaHue. [llpu HesaBeplIEHHOM npouecce MurpauuyM COXpaHWTb W NPUMEHUTb
KOHpurypauuto He nonyuutca. KHonku 6yaoyT HeakTUBHbI.

2.4.2 NpumeHeHue koHdurypauum ELLY

BHumaHue! [MpuMeHeHne KoHdUrypauun npuBedeT K yOaneHUto BCeX AaHHbIX AOMeHa
6e3onacHocTy.

Ona npumeHeHns koHdpurypauumn ELLY Dallas Lock B OC cemenctsa Windows unu Linux Heo6xoaumo

OTKpbITb rMaBHoe MeHto KoHconu ELLY > 1 BbIBpaTb NYHKT — «YNpaBneHue KoHdurypaymemn.

B 6noke «lMpumeHeHune koHdurypaumm ELLY» (puc. 26) HeobxoamMmMo ykasaTb NyTb K dpanny KoHurypaumm,
ANsi 3TOr0 HYXHO:

e  HaxaTb KHOMKY «BbIbpaTb...»;
e  HaNTW M BbIOpaTb COXpaHEHHbIN paHee dann koHdurypauum ELLY (*.uconf);
e  HaxaTb KHOMKY «[1pyMeHnTb».

YnpaeneHue koHbUrypaumnen

H Jepeso gomena

CoxpaHeHue KoH$urypauum ELLY ~
% NapameTpel A6
G HacTpoiika B MpumeHeHune kondurypaumun ELLY v
Hacrpoitka KSC
‘! MeHempkep JOMEHOE

@ MapameTpbi
?_’I_] Murpaums ¢ Cb
.__0__—| ¥aaneHHan yTaHoBKa

._E ¥aaneHHoe 0BHOBNEHWE

. Ynpasnerne koHurypaLped

o O nporpamme

Puc. 26. NpumeHeHue koHdUrypauum

lMocne npuMeHeHusa KoHdUrypauum Mmoagynm cMoryT BbINTU Ha CBA3b € cepBepom ELLY Tonbko B crnyyae
cooTtBeTcTBUsS MMeHu gomeHa (FQDN) n IP-agpeca ctaporo n HoBoro cepsepa ELLY.

2.5 O nporpamme

Ons nepexoga K uMHgopMauuoHHon ctpaHuue «O nporpamme» HeobxoAMMO OTKPbITb FMaBHOE MEHI0

KoHconu ELLY > 1 BblOpaTb NYHKT — «O nporpammey.
OTKpoeTcs cTpaHuua, cogepXaliasi cnegyowme AaHHble:
e [OfIHOE HAUMEHOBaHWEe NporpamMmel;
HOMep COOpPKM KOHCOMMW;
Aarta cOopKku KOHCoNu;
Homep cbopku cryxbbl ELLY;
Aata cbopku cnyx6bl ELLY;
KOHTaKTbl pa3paboTymka 1 TEXHNYECKON NOAAEPKKN.



O Kencone ynpasnenna ELY [Jomen GesonacHoctn: Jomen GesonacHoctw, Cepeep: desktop-1bgeap2.dllocal:17900] - O

O nporpamme

EavHbIN LeHTp ynpaBneHua Dallas Lock

KoHcons ynpaenenuna ELLY

Homep cBopkm 3.0.280.0 Jata cBopku | 15.08.2024

Cnym6a ELLY
Homep chopku 3.0.280.0 Jata cBopku 15.08.2024 ELLY DALLAS LOCK
KoHTakThl

CaiiT KomMnaHum: 1 confident.ru

CaiiT npogykroeoil nuHedikn Dallas Lock: www.dallaslock.ru

TexHMueckas NoAAepHKa:
NuuHbli kaBurer: helpdesk.dallaslock.ru
TenedoH: (812) 325-10-37 (go. 7759, 7753, 7751, 7752, 7749, 7728)

Tenerpam-bBot: t.me/DallasLockSupportBot

Puc. 27. CtpaHuua «O nporpamme»



3 OBLWMUE NMPUHUUNDbI PABOTbI ELLY DALLAS LOCK

3.1 CuHXpoHM3auuA

CuHxpoHusauma — 3To kniodeBoe noHAtne B ugeonorum ELYY Dallas Lock. MNog cuHxpoHusaumen
NMOHMMAaeTCA MpPOLIEeCC CBEpPKM COOTBETCTBUSA MNapameTpoB C BHyTpeHHen 6ason paHHbix [omeHa
6esonacHoctn ELLY Dallas Lock n, npu oBGHapyxeHMM HECOOTBETCTBMSA, MoauduKkauum napameTpoB
nog4YMHEeHHOro obbekTa.

JTioBble M3MeHeHus napameTpoB, NONUTUK, MONb30BaTENEN UMW rPYNM, COBEPLUEHHbIE HA MOAYNHEHHOM
06bekTe, MOCNe CUHXPOHU3auMn 6yayT NpMBeAEHbl B COOTBETCTBUE C MapameTpamu, 3agaHHbivu B ELLY
Dallas Lock. Ecnu napametpbl ocTtaBanucb 6e3 uM3MeHeHMs1 (HanpuMmep, CNUCOK MNonb3oBaTenen),
CUHXPOHM3aALMA 3TUX NapamMeTpoB He nponcxoauT. PakTel U pe3ynbTaThl CUHXPOHMU3AL MK PUKCUPYIOTCS B
XypHanax nogvmMHeHHbIx o6bekToB. HO ecnv B npoLecce CMHXpOHU3aUMM Ha NOAYMHEHHOM ODbEKTe He
ObINO U3MEHEHWA, TO 3aNUCh B XXypHan He 3aHOCUTCS.

CuHxpoHuzauma moaynen CO3 npoucxoaut npu Kakaom BkNoveHun moayns CO3 go mMomeHTa

aBTOpU3aL N NONb30BaTens.

CuHxpoHusmpoBaTth ocTanbHble Moaynu ¢ ELLY Dallas Lock MoxHO cnegyrowmumm cnocobamu:

1. Mepuognyeckn wu3 KoHconu ELYY. HeobxogMmo HacTpouTb MEPUOLAMYHOCTb CUHXPOHU3ALUU
C MOAynsiMK.

2. Mo komaHpe AWB un3 KoHconu ELY. Heobxogumo ucnonb3oBaTb KHOMKY «CUHXPOHU3MPOBATbLY,
KOTOpas pacrnofioxeHa Ha naHenu HcTpymeHToB «OnepaTmMBHOE ynpasreHue» Bkrnagkun «Ceoakay.

3. V3 060104k agMUHUCTPUPOBAHUA MOAYNS.

3.2 Pennukauus

Mop pennukaumen NoHMMaeTca npouecc oy6rnmpoBaHns KoHdUrypauum (Cnmcka nogYnMHEHHbIX 06beKTOoB,
3HaYeHW NONMTUK, CIMCKa NONb3oBaTeNen 1 rpynn, 3anvMcen XypHaros 1 T.4.) CepBepoB B knactepe ELY
Dallas Lock ¢ uenbio MOBbILWEHUS OTKA30yCTOMYMBOCTU CUCTEMbl U MOBbILLIEHUS NPOU3BOAUTENBHOCTH
3a cYeT ropu3oHTanbHOro MacTabmpoBaHus.

PacnpepeneHue Harpysku peanusyeTcss 3a CYeT PaBHOMEPHOro pacnpefeneHns Moaynen Mexay
cepBepamu knactepa (Mogynb NogkmnyaeTcs K cepeepy, BbIOpaHHOMY CnyvarnHbiM 06pa3om).

MpumeuaHne. Cepsepbl B Knactepe pennukauuum npakTU4ecku Mo BCEeM 3ajayam
pacnpenensitoT Harpy3ky (3To ogHa 13 3agad, peLlaeMblX Npy NOCTPoeHUm knacTepa). B Tom
yucne 3TO KacaeTcsl aHanMa3a COCTOSIHUA OGbekToB B ceTW. [MoaTomy, ecnu oObekT
CTaHOBWUTCS HeOOCTYMHbIM A Kakoro-nMbo cepBepa, 3Ta WMHGopMauus MOXeT ObiTb
CMHXPOHU3UpOBaHa ¢ Apyrumu cepeepamu B knactepe. Mpu obHapy>KeHN HECOOTBETCTBUI
dbaKkTU4Yeckon [OOCTYMHOCTU OOBLEKTOB C AuarHoCcTUpyemol criegyeT y0eauTbes, 4TO
B pennvkauuMu HeT cepBepa, KOTOpbli HE MOXeT YCTaHOBUTb C OGBLEKTOM ceTeBoe
CoefMHeHVe.

B cnyyae oTkasa ogHOro n3 cepBepoB B Knactepe paboTa NogYMHEHHbIX 0OBHEKTOB He ByaeT HapyLieHa
TaK Kak BCe HACTPOWKW, CAeNaHHble A5 OOHOro cepBepa, NPUMEHSIOTCA Ha BCe cepBepbl Knacrepa,
BBEJEHHbIE B JOMEH.

PeannsoBaHoO AnHamumnyeckoe npuMmeHeHune N3MEHEHNI HaCTpOeK Ha CTOPOHHMNE CcepBepbLI.

Peanu3oBaHa cyHKkuus aybnuposaHus xxypHana ELLY Dallas Lock n cobpaHHbIX ¢ MOogynen >xypHanos

Ha BCe cepBepbl knactepa. CMHXPOHU3ALUA XXypHaANoB Mexay cepBepamu KnacTepa OCyLecTBnsieTcs

B ABYX peXxumax:

1. O6meH nHdopmaumen, No KOTOPON MOXHO ONPeAEenUTb HEAOCTaKOLWME AaHHbIE, U Nepedaya LaHHbIX
naketamu pasmepom o 2 M6 (Mnv ogHow 3anuckio, ecnm oHa 6onbLue 2 M6).

2. OBbMmeH HOBbIMU OaHHbLIMW, nony4eHHbIMMN OT NOAYUHEHHbIX 00BbEKTOB, Mexay cepsepamu.

lMpn BBOOE HOBOrO CepBepa B CyllecTBylWLWMI knactep (cM. «[lapameTpbl knacrtepay), BCe cepBepbl
B knacTtepe ELLY, B TOM uncne He yyacTBylowme B HENOCPEACTBEHHOW perncTpauum HOBOro cepsepa,
aBTOMaTUYECKM OMOBELLAITCA O HOBOM «Y4YaCTHUKEY.



4  AOMUHUCTPUPOBAHMUE ELlY DALLAS LOCK

4.1 3anyck KoHconu ELLY

Banyck KoHconu ELLY ocywectBngeTcs npu ycrnoBuu, YTO KOMMNbIOTEP, HA KOTOPOM pacnosfioxeHa cryxba
ELLY, BkntoYeH 1 JOCTyneH no cetu.

Ons 3anycka KoHconu ELLY HeoBxoamMMo 3anyCcTuTb SprblK KOHCOMU, KOTOPLIA NOSIBUNCH NOCIE YCTaHOBKM
Ha pabouem ctone [K.

Mpwn nepeom 3anycke KoHconu ELLY HeobxoamMmo BbINOMHUTL perncTpaunto aksemnnsapa KoHconum B ELLY.
[nsa atoro Heob6xoamMmo ykasaTb ceTeBoe ums NK, Ha koTopom ycTaHoBneHa cnyxx6a ELLY v kntov goctyna
k JomeHy 6esonacHocTu (puc. 28).

D MogknryeHnE K CepBEpY X

MogknroueHne K cepeepy:

=T —

A koHconm: DESKTOP-1BGEAPZ

CeTEBOE MMA CEpBEDA: | |

Knrow goctyna k Jb:

3aperncTpupoBaTb Ormena

Puc. 28. Peructpauus koHconu ELLY B [lomeHe 6e3onacHocTn

B kayecTBe MMeEHM KOHcOMM Mo ymonuyaHuio 6yger wucnonb3osathea uMa [K, Ha KoTopoM oHa
3aperucTpupoBaHa.

[anee B okHe nogknoyeHns K cepBepy TpebyeTcsa 3anonHuTb nons (puc. 29):

e [ogknioueHue K cepBepy. V3 cnncka BbiOpaTb OOCTYMHLIN cepBep, K KOTOPOMY Heobxoaumo
BbIMNOMHWUTL NOAKIOYEHNE.

e Wmsa nonb3oBartens. YkasaTtb nms nonb3osatena [Ob.
e [aponb. Beectn naponb yyeTHou 3anncu nons3osatens Ab.

e AnnapaTHbIit uaeHTUdprkaTop. MpeabssuTb U BbIGPATL U3 CNMCKa annapaTHbIi MaeHTUdMKaTop
(ecnu HacTpoeHo Ucnosb3oBaHWe CPeACTB annapaTHOW UaeHTUdMKaLun).

E:] Mogkniouerne K cepeepy *

Mogknoyerne K Cepeepy:

e I R

ima nonezoeatens:  |admin

Mapone: |---- 7 I

AnnapatHele naeHTHgUKaTope: 0

EOLRTLTIN LU Ann.wgeHTguKaTop He Beibpan ™~

CMEHWTE Napoe D

MogknounTeca OtmeHa

Puc. 29. Beog napons y4yeTHon 3anucu ansa Bxoaa B Konconb ELY




Mpn HeobGXOAMMOCTU CMEHUTb Naporb AMS yKa3aHHOW YY4eTHOMW 3anucu, MOXHO MocTaBuB donar B none
«CMeHnTb naponb» [0 HaxaTusa kHonku «[lpogormkutb» (puc. 29). 3aTem BBECTW HOBbIM Naposb

n noareepxaeHue napons (Puc. 30).

it

EJ Cmena napons "admin”

Crapeii napone ||

Hoewli napone

MeaTeep:aeHne napona

OTmeHa

Puc. 30. YcTaHOBKa HOBOro napons nosnb3oBaTens

4.2 OnucaHue KoHconu ELLY
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Jowmen Gezonacrocty (LomeH 62)
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Puc. 31. FnaBHoOe OKHO KOHconu ELY

MmaBHoe meHo ELJY Dallas Lock.

N

cepBepa.
HepeBo [JomeHa 6Ge3onacHoCTH.
Bknagkv ans ynpasneHus obbektom gepesa ELLY Dallas Lock.

ook w

MaHenb MHCTPYMEHTOB.

"maBHOe MeHIo koHconu ELLY cogepxuT cnegytowme nyHKTbl (pyc. 32):

«Odepeso nomeHa» (cM. « JOMEH BEE3OMNACHOCTW ELLY »);
«MapameTpbl [1b» (cm. «[MapameTpbl JOMeHa 6€30NacHOCTUY);

3aronoBoK OKHa (BEPXHSISi CTPOKA), CoAepXKalLMi UMsi Nporpammbl, UMsi [lomeHa Ge3onacHoCTU U UMs

CopepxaHue paboyer obnacTtu Bknagku ynpaenexHms obvektom ELLY Dallas Lock.




«Hactporiku Ub» (cm. «HacTponka nHumaeHToB 6e30nacHOCTUY);
«Hactporika KSC» (cm. «Hactporika Kaspersky Security Centery);
«MeHepxep gomMeHoB» (cM. «MeHemkep JOMEHOBY);
«MapameTpbi» (cM. «[MapameTpbl paboTb»);
«Mwrpaumsa ¢ Cb» (cm. «MexaHn3am aBToMatmManpoBaHHon murpauuu ¢ Cb Ha ELLY »);
«YpaneHHas ycTaHOBKa»:
e cM. «YaaneHHoe passepTbiBaHne C3M Dallas Lock 8.0»;
e CM. «YganeHHoe passepTbiBaHne C3M HC[ Dallas Lock Linuxy;
e cM. «YganeHHas yctaHoBka AreHta ELLY Windows» n «YaganeHHas yctaHoBka AreHta
ELLY Linux»;
e cm. «[Noarotoeka anctpubytmea DL8.0 ana AD»;
e «YpaneHHoe oOHOBMEHMEY !
e cM. «YganeHHoe o6HoeneHmne C3W HC/I Dallas Lock 8.0»;
e cM. «YaaneHHoe obHoeneHne C3W HC[ Dallas Lock Linuxy;
o «YnpaBneHue KoHGUrypaumneny (Cm. «YrnpapneHne koHdbuUrypaumemn);
o «O nporpamme» (cm. «O nporpammey).

ﬁ Jepeso goMeHa
E MapameTpol 4B
9 Hacrpoika ME
_Tf: Hacrpoika K
‘! MeHeg#ep JOMEHOE

'ﬂ MapameTpbl

;'I] Murpauma ¢ CB

.__ﬁ':| ¥aaneHHaA yCraHoEKA
.___ ¥aaneHHoe oBHOENEHHE

|B ¥NpasneHWe KoHGUrypauren

°Dm-n|'paulg_

Puc. 32. MyHKTBI rNaBHOro MeH

C nomouybto KoHconu ELLY MOXHO HacTpouTb napameTpbl Ans cnegyrowmnx oobektos [b:

e ans Bcero [lomeHa 6e30macHOCTH, ONpeaennB HACTPOMKM Npu Bbibope o6bekTa, 0603HaYaKoLLEero
Tekywmn JJomeH 6e3onacHoCTv B OEPEBE;
ANsi rpynnbl, oNnpeaenvB HAaCTPOWMKK Npu Bblbope 06bekTa, 0603HaYatoLLero rpynny B AepeBE;
ansa APM, onpenenve HacTpowiku npu Belbope obbekTa, obo3Havatowero APM B oepese;
ONs OTAENbHOro MoAyns, BbibpaB ero B JEPEBE;
0N CEeTEBOrO YCTPOWCTBA, BbIOpaB ero B JEPEBE;
Anst nogynHeHHoro OB, onpedenve HacTpoliku npu Bblbope o6bekTa, obo3Havatowero rpynny
B Aepese.
Ons kaxgoro u3 o6bEKTOB B BEPXHEW YacTW LOMOSHUTENBHOIO MEHIO KOHCONMM hOpMMPYETCs CMMCOK
BKIAOOK Ons ynpaerneHnss obbektom aepeBa. CnMCOK BKNaZOK MEHSIETCS B 3aBUCUMOCTM OT Tuna



BolbpaHHoro ob6bekta. [lpy BbIGope Bknagku B pabodver obnactu OTKpbIBaeTcs CTpaHuua
C COOTBETCTBYHOLUUMU NapaMmeTpamm 1 MeHI0.
Insa o6bekToB Aepea [1b, MOXHO HACTPOUTL COPTUPOBKY U PUNBbTPALIMIO;

® _ CopTtupoBka. Npu HaxXaTun Ha KHOMKY MNOSABNAETCA MEHIO C BO3MOXHbIMW BapuaHTamm

COPTUPOBKU:
e  rpynnbl MO YMONYaHUIO BBEPXY;
COpPTMPOBKA BPY4HYIO;
COpTUpPOBKa B andaBUTHOM NOPSAOKE;
COpTUPOBKa B 06paTHOM andgaBnTHOM NOPSKE;
COpPTUPOBKa MO BO3pacTaHWIO MHUMAEHTOB 6e3onacHoOCTY;
COPTUPOBKA MO YObIBAHWUIO MHUNOEHTOB 6e30MacHOCTH.
— OunbTpaumsa. [pu HaxaTUM Ha KHOMKY MOXHO BbibpaTb OAMH M3 BapuaHTOB
dunbTpaummn:
e unbTpauna no Tuny APM;

dunbTpaumsa No MOAYNsM;
dunbTpaumsa No ceTeBbIM YCTPOUCTBAM;
dunbTpauma no nogaomMeHam;
dunbTpaumsa No BKIOYEHHBIM 0ObEKTaM;
PunbTpaumsa No BbIKNMIOYEHHbIM 06 beKkTaMm;
dunbTpaums 06BHEKTOB, 4ABHO HE BbIXOAUBLUNX HA CBA3b;
PunbTpaumsa 06 bEKTOB C HEMPOYUTAHHBIMU MHLMAEHTaMM 6Ge30MacHOCTY.
Onsi cbpoca Bcex QpUNbTPOB, HYXKHO HaxaTb «COpoCUTb PUnbTPbI».

MpumeyvaHue. PyyHas copTMpoBKa akTUBMPYeETCH aBTOMaTUYeCKu nocrne nepetacknBaHns
obbekTa. lNMonb3oBaTteny MOryT BPYYHYK WM3MEHSITb MOPSOoK OoTobpaxeHusi o6bekToB B
Aepese [1b, nepeTtackmeas ux Ha HOBOe MeCTO.

Ponb «Ayantop» nmeeT JOCTYN K Py4HOW COPTUPOBKE, HO HE MOXET nepemeLLaTb 06beKThl
Mexay pasnmyHbIMU YPOBHAMMU BIIOXKEHHOCTU.

Ona noucka KOHKpeTHoro obbekta B gAepeBe [1b, MOXHO BOCMOMbL30BaTbCA MOMCKOBOW CTPOKOW,
pacnonoXeHHOW npasee KHOMKM unbTpaumu.
3Haukn 06bekToB, 0603HavaroLWme rpynnbl, B 3aBUCMMOCTY OT COCTOSIHUA MOTYT MPUHMMAaThL CrieayoLmi
BUA:

—  CMUCOK BIIOXEHHbIX 0O BEKTOB rpynnbl CKPbIT;

m — CMUCOK BIOXEHHbIX 00bEKTOB rpynnbl 0To6pa>|<aeTC$| B Jepese.

KoHTekCcTHOe MeH0 OOBLEKTOB [OepeBa KOHCONMW MNo3BoNseT [06aBnsATh/yaansTb/NepeuMeHoBbIBaTL
rpynnel, co3gasatb APM B rpynne, nepemeLLatb 06GBbEKTbI U3 FPyNMbl B Fpynny v Apyrue onepawvuu.

B ELLY Dallas Lock npegycmoTpeHbl 3 6a30Bbie rpynnbl, NpeaHa3HayveHHble Ans obecnedyeHns CoCTOAHMSA
3almLeHHocTn 06bekToB [lomeHa 6e30nacHOCTH:

e HepacnpegeneHHble 06bEKTbI;

e CeTeBble YCTPOWCTBA;

e yaaneHHble OObeKTbI.
YpaneHve n nepenmeHoBaHne 6a30BbIX rpynn HEOOCTYMHO.

3Haukn 06beKkToB, 0603HAYAOLLNX MOAYIUN, 3aBUCAT OT TUMA U COCTOSTHUS MOLYNS.
Tak kak APM npepacraenseT cobon COBOKYMHOCTb MoAynen, coctosiiue APM 3aBMCUT OT COCTOSIHUSA
Moaynen. 3ta CBA3b ONUCLIBAETCS crieayroLlum obpasom:

ecnu xoTs Obl 0anH u3 moaynen B coctase APM Haxoautcsi B COCTOSAHUM «TOAKIHOYEHY,
cocTossHne APM — «BKMtoYeH»;

ecnn Bce moaynu B coctase APM He nogkntodeHsbl, coctosiHne APM — «BbIKMOYEH»;

ecnu HuM oauH u3 moaynen B coctaBe APM He Bbixogun Ha cBA3b ¢ ELLY cBblwe
YCTaAHOBMEHHOTO napameTpom «OrnoBeLieHns Mnpu OTCYTCTBUU CBSI3U C OOBEKTOM
(B gHAX)» BpemMeHu (npu yCroBUKM, YTO HACTPOEHO MNUCbMO 00 OTCYTCTBMM CBSA3U
¢ obbekTom), cocTosiHe APM — «J0Nro He BbIXOAMWIT Ha CBA3bY.



B uensx ontummusauumn npoussoamtensHoctu ELLY nposepsier APMbl Ha gonroe OTCyTCTBUME CBSA3U He
Yalle, Yem pa3 B Yac. Ecnn B pamkax gaHHON NpOBEpKM CBA3b OTCYTCTBYET, TO B KoHconu ynpaBneHusi
ELLY nosiBuTCS MHUMAEHT 6e3onacHOCTH ¢ pe3ynbTaTtoM «[1pooormkMTenbHOe OTCYTCTBUE CBA3UY.

B pepeBe HanpoTuB OO6bekTa, Ha KOTOPOM MPOU3OLINM MHUMAEHTHI 6e30macHOCTU UHAMUMPYETCS WX
Konu4yecTtBo (puc. 33).

* [ TEST
* B Linux-ARM

@ Dallas Lock 8.0 MKS

@ Dallas Lock Linux MK2
Mikrotik 10.10.1 244 .

Puc. 33. Ungnkauma nHuMaeHTOB 6e3onacHOCTU B AepeBe

Mpwn aTOM NS ypoBHS Bbiwe no nepapxuun 16 cymmmpyeTcs KonmyecTBo MHUNOEHTOB Ha BCEX BNOXKEHHbIX
obbekTax. Hanpumep, Ha ypoBHe APM oTobpaxaeTcsi cymma KonmdecTBa WHUWOEHTOB Ha MOALYMSX,
BXOASLLUMX B €ro COCTaB.

Mpu obHoBneHun ELLY ¢ 6onee paHHux Bepcuii oo MIK3 u HoBee, MAEHTMYHbIE MO UMEHU OOBLEKTHI
(HesaBMCMMO OT peructpa) aBTOMaTUYECKM MNepevMeHoBbIBalOTCA. [lepBoe wMsi coxpaHsieTcd, a
nocnegyowue nonyyat cyddukc (N), rae N — uyucno (Hanpumep, «HoBasi rpynna»
nepeumeHoBbIBaeTcs B «Hosagda rpynna (1)»).

4.3 HacTpouKu nuueH3npoBaHuUA

JInuenana Ha EULY Dallas Lock ycTaHaBnmBaeT KONMWYECTBEHHbIE OrFpaHWYEHUsT MO  CreaylLwmMm
NOAYMHEHHBIM OOBbEKTaM:

e 3awmaemble APM;

e CeTeBble YyCTPOWCTBA;

®  MOAYVHEHHbIE AOMEHbI.
YnpasneHue nuueHsnen Ha ELLY Dallas Lock ocyuiecTBnsieT nonb3oBaTenb C ponbio «AAMUHUCTPATOP»,
Ha3HayeHHoW Ha ypoBHe [b (cMm. «PorneBagd mofenb y4eTHbIX 3anucen [by).

NHbopmauust o napameTpax TekyLleln NMLeH3Mn JOocTyrnHa Ha ypoBHe [lomeHa 6e30nacHOCTU Ha BKaake
«CBopaka» — «MHpopmauus 06 obbekTe» (puc. 34).

Cepeepel AomeHa GesonacHoctn DESKTOP-1BGEAP2:17900

Poautenscknii gomeH Her

NMAPAMETPBI MULLEH3MK Moapobree
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APM 5/6
CeTeBble ycTpoicTEa 1/4
MNogYMHEHHEIE ZCMEHBI 1/2

MCNOAEIYEMBIE / Beero

ELLY DALLAS LOCK
NMPOLLECC MHIPALLMIA Mogpobres

Puc. 34. Uudpopmaumsa o napameTpax nuueH3un

Mpu Haxatum kHomku «lMoapobHee» nosBnseTca okHo «CoctosHne nuueHaun» (Puc. 35), koTopoe
COLEPXUT MHPOPMaLMN O COCTOSIHUM NULEH3MM OIS OAHHOTO CepBepa, a Takke OIS KaX[oro cepeepa
B knactepe [b.
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Pexcum paboTel cepeepa

Peckii GiyHKUWOHWPOBAHWA B PaMKaX TNLIEHINN

MoGaeute daitn nuuenzvn | NpoBepuTe NULEHIND 3aKkpeITh

Puc. 35. OkHO «CocTOosiHue NuueH3num»

Ons pobasneHuns davina nuueHsmmn cpegcteamu ELLY, Heobxoammo:

e HaxaTb kHoMky «[1ob6aBuTb hann NuUeH3nny;
e yKasaTb NyTb K panny cpopmaTa .uclLicenseKey;

e  HaxaTb Ha KHoMKy «[1poBepuTb NMULEH3MIOY.

B cnyvae ycnewHoro npumeHeHusi, B ctonbue «JIMLeH3ns» nosBMTCS COOTBETCTBYOLLAS HaAMUChb C
YCTaHOBMEHHBbIMU KONMYECTBEHHBIMWU OFPaHUYEHNsIMM NO NOAYMHEHHbIM ObbekTaM. Tawke Ha Bknagke
«CBogka» nsmeHutcs nHpopmauus o napameTpax Tekywen nuueHsunm (puc. 36).

Wudopmaumna ob obbeKkre
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Pogutenscknii gomeH

ELLY DALLAS LOCK

MAPAMETPBI TALLEH3MNA

APM
CeTesble ycTpoicTea
MogYHHEHHEIE AOMEHEI

MPOLLECC MUTPALLMA

Puc. 36. Uudpopmaumsa o napameTpax nuueH3un

MogpobHee

1 Jemoeepcua

2/6

0/4

0/s2
MCROAb3YEMBIE [ BCETD

MoapotHee

Ecnu npegbsiBneHo 6onee ogHOro annapartHoro MaoeHTndukaTopa, To NPUMEHSAETCSt annapaTHbIV KITHoY C
MaKCUMarbHbIMU OrpaHUYeHUAMU. Tak Kak NULLEH3NOHHBIE KIoYM XpaHAaTcs Ha AU 1 He coxpaHstoTcs Ha
cepeep ELLY, To yaanaTte HeakTyasnbHble NULEH3UW HE HYXKHO.




Mpouenypa npoBepku MapameTpoB NULEH3UW AOMOMHUTENBHO OCYLLUECTBASETCS MPU KaXAOM cTapTe
cnyx6bl ELLY.

4.3.1 OcobeHHOCTU NULeH3upoBaHus knactepa [1b

Mpu opranusaummn paboTbl [JomeHa Ge3onacHocTy B pexume knactepa (cm. pasgen «llapametpbl
KnacTtepay) cregyeT obpaTuTb BHUMaHWE Ha 0COBEHHOCTM pacnpeaeneHns NMUEH3NOHHBLIX OrPaHUYEHWIA:
B KnacTepe NPMMEHSIIOTCA MakCUMarbHble OrpaHUYeHns U3 NPeabaABNEHHbIX HAa annapaTHbIX Knoyax. OTu
OrpaHMYeHUst pacrnpenenstoTcs Mexay cepBepaMu B cocTaBe KnacTtepa (MyTeM HasHa4YeHUs «KBOT» Ons
JomeHa). Bce cepBepa B coctaBe ogHOro knactepa [1b nmeloT paBHble KBOThI.

Hanpumep, nmeetcs koHpUrypaums ns M pennmumnpoBaHHbix cepBepoB. KonmyecTBeHHbIE OrpaHUYeHNs
B annapaTHbIX kntoyax knacrtepa ob6o3HaueHbl crieayowmm obpasom:

e N — konun4yecTBO 3alyuiaemMbix APM;
e K — KOMMYECTBO CETEBbLIX YCTPOWCTB;
e L — konn4yecTtBO NOAYMHEHHbIX JOMEHOB 6e3onacHoCTH.
B npaHHOM cnydae KBOTa KnacTepa paccymTbiBaeTcs cregyowmm obpasom:

o  MAX(N)/M = kBoTa Ha 3awuwaembie APM;
o MAX(K)/M = KkBOTa Ha ceTeBble YCTPOUCTBA,;
e MAX(L)/M = kBoTa Ha nogymHeHHble [b.
CooTBETCTBEHHO, YeM BonblUe pennMuUMpOBaHHbIX CEPBEPOB, TEM BbiCTpee pacxoayroTcs kBoThl Ans Ab.

MpumeyvaHue. Ecnu B pe3ynbTate geneHns nonyyaetcs ApobHOe YnCo, KOTOpoe:
e >1, TO OKpYrneHne oCyLLeCTBNSAETCS B MEHbLLUYK CTOPOHY;
e <1, TO OKpyrneHne Npon3BOAUTCS 4O €ANHULbI.

Mpwn kaxgom 3anycke cnyx6bl ELLY ocyllecTBnseTcs npoBepka Ha3HavYeHHbIX KBOT AN AOMeHa.
Hanpumep, nmeetcsa crnegytowas KoHurypaums:
e X — KONNYeCTBO PENNMLMPOBAHHbIX CEPBEPOB;

e Y — KONMUYECTBEHHble OrpaHUYeHMs MO MNOAYMHEHHbIM OObekTaM B annapaTHOM Kroue,
NPUMEHEHHOM B 3anyckaemoM cepBepe;
o MAX(Z)/X — KOnMMYEeCTBEHHblE OrpaHWYeHnss MO MOAYMHEHHbIM OObekTam, AencTByoLme

B knactepe ELLY.

1. Ecnu no mToram npoBepku napameTpoB NULEH3MM OOHapyXeH KOPPEeKTHO paboTalowmi KoY, npu
atom (MAX(Z2)/IX 2 YIX) — cnyx6a ELLY 3anyckaeTcs B LUTAaTHOM peXumMe ¢ Ha3Ha4YEeHHbIMU B JOMEHE
KBOTaMMU.

2. Ecnu no utoram npoBepky napameTpoB NULUEH3NM OBHapyKeH KOppPeKTHO paboTalowmi KoY, npu
atoMm (MAX(Z)/X < YIX) — npoucxogut nepepacnpegeneHve KBOT Mexay cepBepamu Knacrepa,
cnyx6a ELLY 3anyckaeTcs B LUTaTHOM peXMMe Ha JaHHOM CepBepe.

3. Ecnu no utoram nposepku cepeepom ELLY He oBHapyxeH Koy unm knoy pabotaeT HEKOPPEKTHO —
TekyLun cepsep B [1b nepeBoanTCcsa B peXxmmMm orpaHnyeHHon yHKLMOHaNbHOCTU 0 npeabsaBreHus
KOppekTHO paboTalolwero annapaTHOro kno4va. Pexum  orpaHnyeHHON  (OYHKUMOHANbHOCTH
(«OrpaHuYeHHbIN pexnmM») — 3To pexxum paboTsl cepepa ELLY, npu koTopom:

e ayauT, YynpaBfeHWe UK  CUHXPOHM3auuMss C  MOAynsMKW, CeTeBbiMM  YCTPOMCTBaMM
W MOAYUMHEHHBLIMU (JOYEPHUMIN) JOMEHAMU HE OCYLLIECTBNAETCS;

e ayaut u agMmunHucTpupoBaHue b knactepa u3 koHconu ELLY He ocyulecTBnsieTcs;

e pennukauma n OOMeH [JaHHbIMM MexXZy CepBepamMu B pamKax Kractepa npoforbkaeT
dYHKUMOHNPOBATb.

Ha ypoBHe [Ob Ha Bknagke «CBopka» BbIBOAMTCSA npegynpexaeHne ob owubke C nuueH3nen
Ha cepBepe.

MHuumaumsa HoBOW NPOBEPKM NULIEH3UN OCYLLLECTBIISETCA MOBTOPHOW NOMbLITKON 3anycka cnyxobl ELLY.

4.4 MexaHuU3M aBTOMaTU3MpOoBaHHOU murpauum ¢ Cb Ha ELLY

MexaHn3m murpaumm cosgaH ans obneryeHus nepeHoca gaHHbIxX nNpu nepexoge ¢ Cb Ha ELLY.
Ons nopkntoyernns Kk Cb n nonydeHus CTpEKTypr OepeBa KIMEHTOB, MOMUTUK M YYETHbIX 3anucewn

HeobX0AMMO B rMaBHOM MeHK koHconu ELLY BbIGpaTb «Murpaums ¢ Cb» (Puc. 37).



Murpauma c Cb

Mactep murpauumn c Cepsepa besonacHocti B EgMHBINA LIEHTP ynpaBAeHUA

JNA NpoAcnXeHWA HaXMUTE KHONKY « Janees

Mactep mMurpaumi nozecant noaydmts ot Cepeepa bezonacHoctw crpykTypy Aepeea JomeHa BezonacHocTi, 3HaYEHWME MOAWTHK,
YJETHBIE 3aMMCK, 3 TAKKEe NMEPEBECTH BCexX KnkeHToE M3 Cepeepa besonacHoctwk B ELLY.

B npouecce murpaummn agmuHuctpatopy ELLY He pekomenayeTch meHATs katou gocryna ELLY w k Cepeepy bezonacHocTw,

Janee

Puc. 37. CTpaHMua macTepa Murpaumm

OTkpoeTca cTpaHuua mactepa murpaunm ¢ Cepsepa besonacHoctn B EguHbIN LeHTp ynpasneHus. Nocne
O3HaKoOMIIEHMS aAMMHUCTpaTopa ¢ MHpopmaumen, HeobxoAMMO HaxaTb KHOMKY «[anee» ansa nepexoga K
cTpaHuue «PelueHne Konnuanii HeyHUKanbHbIX NONUTKKY . Ha AaHHOW cTpaHuLe npegocTaBnseTcs Boloop
TMNa KNWeHTa, MOSIMTUKN KOTOPOro AOIMKHbI ObITb MPUOPUTETHLIMU MPU BO3HWKHOBEHMMW KOMMM3UA MpU
Has3Ha4YeHUN NONUTUK Ha ypOBHE rpynn B npouecce murpauun (Puc. 38). Ha BbIGOp JOCTYMNHbLI KNMEHTHI
Dallas Lock 8.0, Dallas Lock Linux n CO3 Dallas Lock.



Murpayua ¢ Cb

PeweHne konamsmii HEYHUKaNbHbLIX NOAUTHUK
Buﬁepme TAN KAWEHTA, 3HaYeHWAMKW NOJAUTMK KOTOROro 6}",E|,ET OTASBATRCA NPWOPKATET NPKM HazHaAYeHWKW NOAMTWK Ha YDOBHE rpynn

Tun KaneHTa: o

(® Dallas Lock 8.0
O Dallas Lock Linux

(O CA3 Dallas Lock

Hasag Hanee OTmeHa

Puc. 38. CtpaHuua «PelueHne Konnuanit HeyHUKanbHbIX NONUTUK»

Mocne Bblbopa TUNa KNMeHTa, MNONUTUKN KOTOPOro AOMKHbI ObiTb NPUOPUTETHLIMU, HEOOXOOUMO HaXaTb
KHonky «Janeex» Ans nepexoa kK cTpaHuue nogkntoderHus k Cb (Puc. 39).



Murpauma c Cb

MoawnoueHue kK Cb

Ana nograroueHnA Kk Cb 2anofHWTe BCe NOAA W HAXMKUTE KHOMNKY «flanees

Wma mam IP-aapec Chb: 10.10105.96

Karou Cb: eene o
fNorvH agmuHncTpatopa Ch admin

Mapone agMmuHucTpaTopa Ch: e o

Hasag Hanee Crmena

Puc. 39. NoaknioyeHune k Cb

Ons nogkntoyeHnst k Cb OomkHbl ObITb 3anofHeEHbI criegytoLme nons:

Wmsa nnn IP-agpec CB;

Kntou CB (ecnu 6bin 3agaH);
JlornH agmuHncTpaTtopa Chb;
Maponb agmuHnctpaTopa Chb.

Mocne 3anonHeHws norew HeobxoOAMMO HaxaTb KHOMKy «[anee» Ans nepexoga K OKHY Bblbopa
Moagynen/koMnoHeHToB Ans murpauun (Puc. 41).

MpumeyaHue. Ecnu k CB He yganock NogknioYnUTLCS, TO B OKHE NMOOKITHOYEHMS NMOSBNSIETCA
coobLieHune ¢ owwmbkon. O3HaKOMMBLLMCH C OWKMOKOW, criegyeT HaxaTb «OK» 1 noBTOpUTh
nonbITKy nogknioyeHns (Puc. 40).



Cwnbka 4
)

Owmnbka murpaynn ¢ Cb! ¥kazanHoe nma He HalgeHo B CETH

Puc. 40. Owmnbka nogknioyeHus Kk Cb

Murpaumua c Cb

Boibop mogynei/KOMNOHEHTOE ANA MUrpaLum
Ecam TpebyeTch, EnBepWTe 4ONOAHWTENLHEIE MOLYAW/KOMIOHEHTE] M MX HACTPOWRKK, KOTOPEIE HYXHO MUIPMPOEaTE

MW MUrpauu Mogyna ﬁ}ﬂﬂ,ET nepenaH CNUCoK AeCKpUNTOPOE CheMHbEX HaKonWTENEd 1 COOTERTCTEYHOLLIME KM
noneL30EaTeNbCEWe OnMCaHWA,

CpeacTEO KOHTPONA CheMHbIX MaWHWHHLIX HocuTeneild uHngopmauun (CKH)

Mpw Murpauuy npaeun M3 ByayT ouulWeHsl NPABENNa, co34aHHele Ha ELLY. MapameTpel "CNWCOK CETEERIX adanTepoe” 1
"BeIGpaHHble CerMeHThl ceTh” He MUrpugyaT!

Mexxcereeoii axpan (M3)
Hactpolikn M3

Mpaewna M3

TpeByeTcA ELIFpY3MTE PEZEPEHYHD KOMWKD HACTPOEHHBIX NpaeEwun M3, BuiepuTe NyTe 40 COXPAHEHUA

C:/Users/user/firewall_rules_2024_06_26_15_03_36.fwconf

Puc. 41. BbiGopa moaynei/KkoMNoHeHTOB ANsi MUTpauun

Ha paHHoli paGodyeit obnactu npegocTaBnsieTca BbiGOp MoAynen Ans Murpaumu, Ons HasHaydeHus
Heo6xoaVMO YCTaHOBUTL dorlar HaNpPOTMB CTPOKM 1 HaXaTb KHOMKY «[aneey.
HocTtynHble mogynu ans Beibopa:

e CpencrtBo KOHTPONS CbeMHbIX MalMHHbIX HocuTenen nHdopmaumm (CKH);
o MexceTeBow akpaH (MJ):

e Hactpoikn M3;

e [lpaBuna MO3.



BHumaHue! lNpu murpaumm nonmMTUK «KOHTPONSA LEMNOCTHOCTU MporpamMMHO-annapaTHom
cpedbl» BaXHO YCTaHOBUTb anroputm noacyeta cymm: CR32 wmnun Xaw MC5 B okHe
peaakTupoBaHus napametpos (Puc. 42).
[ina 9TOro Hy>KHO BbINONHUTE CReayLLne AENCTBUS:

1. Bwmopayne C3W Dallas Lock 8.0 nepengute Ha Bknagky «lMapameTpbl 6e3onacHoCTu»

— «[1ONUTUKM KOHTPOIb LLENOCTHOCTUY.

2. [lepewnTtun B kKaTeropmio 06bEKTOB NPOrpaMMHO-annapaTHoOW cpeabl.

3. BblgenuTtb HeobxoauMbIn NapaMeTp U HaxaTb KHOMKY « CBoMCTBa».
Ecnu murpauusa napametpa He TpebyeTcs, OTKMIOYUTb KOHTPOIb LENOCTHOCTU, YCTaHOBUB
YeKBOKC HaNpOTUB «HE UCMONb3yeTcsy.

PegakTupoeanmne napaMeTpoe BesonacHooTi X

KoHTponE LENocTHOCTH Nporp.ann. cpeak (TpuHTepE!)

|:| He ucnonesyeToa

¥z MOCT P 34.11-94

*3w MD5

[T OTmena

Puc. 42. PepaktupoBaHue napameTpoB 6e3onacHoCTH

BHumanue! C CB u3 kateropum «[lpaBuna M3O» Ha ELLY BbinonHsieTcsa murpaums Bcex
npaBui MEXCETEBOro 3KkpaHa. OfHAKO BaXHO Y4YUTbIBaTb OrpaHWYEHUsl, CBSA3aHHbIE C
ucnonb3oBaHvem ycnoesuss «He paeHo». pu Hanmumm Ha CB npaBun MO c Takum
napameTpoMm murpauusi 6yaeTt npepeaHa ¢ COOTBETCTBYHOLWEN ownbkon (Puc. 43), noaTtomy
pekomMeHayeTCsi NpeABapuUTENbHO UX OTPe4aKTMPOBaTh.

Owwbka: Mpaeuao M3 "1" umeet 3HaueHnA c atpubyTom "He paeHo". ELLY He noaaepXxuBaeT MUrpaumMKo Takux Npaema,
Owwnbka: Owwnbka neperoca npaevn M3! Koa owwnbku: 0xc000000d, HekoppekTHbie napameTpbt.
Owwubka: Owwnbka murpaumm ¢ Cb! Kog ownbkm 0xc000000d, HekoppekTHbie NapamMeTphbi.

Puc. 43. CTpaHMLa COCTOSIHUA MUrpaumm

Mpumep pepakTUpoBaHMA npasuna:
1. B Cb nepentv Ha Bknagky Bknagky «MO» — «[llpaBuna MO3». Bbigenuntb
HeobxoaMMoe nNpaBumo ¢ NapaMeTpoM «He paBHO» 1 HaXxaTb KHOMKY « CBOMCTBa».
2. [Ona npeobpasoBaHus npaBuna «He paBHO» BbLINOMHUTL Criegylolne OencTBus
(Pwc. 44):
e Hanpuwmep, ecrniv B Ka4ecTBe 3Ha4YeHMA AN NopTa ykasaHo «He paBHO 20»,
HeobXoAMMO M3MEHUTb €ro Ha NPOTMBOMONOXHOE 3HadeHne «paBHO 1-19,
21-65535».
e [lo aHamorMm W3MeHWTb 3HayeHus Apyrux napameTpoB, YTOObI
npeobpasoBatb Npasuia AN ycnewHon Murpaumn.



Hactpoiikn npasnna M3 x
WHpopmayus =
Popmawy HfJe
B

OBwwne

Pacnucarme Hanpaenerine nepeaaqn: | MioGoe HanpasneHWe Nepenaqm i

NpoTokone: TCR/UDP TCP
NokansHeli nopT PaBHo He pasHo 21, 22, 23, 25, 53, 67, 68, 69, 80, 81, 110, 123, 135, 137, 138, 138, 1| | Hafopwl nopTos I

MNoaezoEaTent

] 139, 445, 135

LonoanuTensHo BHewHwWiA nopT PaBHo He pasHo Habopel nopTos
UDF
MokansHeit nopT PasHo  He pasHo ‘ 137, 138, 445 | Habope! nopTos
BHeWwHMi nopT PaEHO | He pasHo ‘ 137, 138, 445 | Hafiopel nopTos
P
NokansHeii IP-anpec PaBHo He pasHo * |
BrewHwi TP-aapec Psero  Hepasro | |
Ethernet
NokansHei MAC-anpec PaeHo He paeHo * |
Brewrmii MAC-agpec PsBro  Hepasro | |
VLAM

Ok OTtHeHa

Puc. 44. PepaktupoBaHue npasuna nepea Mmurpawuen

Mpumeyanue. lepen mwurpauven npasun MO agmuHuctpaTtopy ELYY pekomengyetcs
BbIFPY3WUTb KOMWIO cyllecTByowmnx npasun M3O. 3To no3BonuT BOCCTaAHOBWUTL MpasBuna B
crny4yae BO3HMKHOBEHMS OLLNBOK.

Mocne cnepyeT cTpaHMua npouecca MUrpaumm SaHHbIX CO CMIMCKOM BbINOMHAEMbIX Aenctauii. o mepe
BbINONTHEHNS OEWCTBMIA TanoykM B CNuCke CTaHOBATCS 3erneHoro useta (Puc. 45). [Ona nepexoga kK
cnefnyloLemMy OKHY HYXXHO HaxaTb KHOMKy «[daneey.

Murpauma c Cb

Mpouecc murpaumn
LA 23BepLUeHUA NPOLECCa AOXAMTEC EBINONHEHUA BCEX AEHCTEMIA M HaXMUTE KHONKY «[lanees

MonydeHre cTpyKTypbl AoMeHa Ge3onacHoCT
MonaydeHre NoaMTMK

MonyyeHne yueTHbIx 2anceid

MonyJeHre 4ecKpUNTOPOE CMEHHbIX HaKonuTenei
CozaaHne CTPYKTYphl 40MeHa Ge30MacHoCTH
Pervcrpalna yueTHbIX 3anMcei

MNprMMeHeHne 3HaYeHNA NOAMTUK

Pemcrpau,wﬂ ASCKPUNTOROE CMEHHBIX HakonuTenen

@ 0 0 0 0 0 0 0 0

OTnpaexka permcTpauloHHbIX AaHHeX Ha Cb

Puc. 45. Npouecc murpauum c Cb Ha ELLY



MpumeuaHue. MNpouecc murpauum nNpy 6ONbLLIOM KONMYECTBE AECKPUNTOPOB MOXET ObITb
JOoCTaTo4YHO AnnTenbHbIM. PekomeHayeTcst Bo3aepKaTbCa OT ncnonb3osaHus ELLY Bo Bpems
npowecca Mmurpauum, 4tobbl n3bexatb BO3MOXHbIX OLLINMOOK 1 cboeB.

B cnepytoLiem okHe nokasaHa UHgopMaumsi, kotopasi nepeHecrnack ¢ CB. MonHbIN CIMCOK MOXHO YBUAETb
Mo CChifke, yKasaHHOW BHU3Y cTpaHuubl (Puc. 46). [Ina 3aBeplueHunsi npouecca HaxaTb KHOMKy «[aneey.

Murpauua ¢ Cb

MpeaynpexaeHne o NpoLecce MUrpaLuK AaHHbIX
waauwa BbINa ELINOAHEHA ycnewHo, 04HaKo B Npouecce NPoM0LWAK NpeaynpexaeHna

Monxeid nor: Cf/Users/user/AppData/Local/Temp/log.txt

Puc. 46. NpeaynpexaeHus o npouecce Murpaummn

Mocne aToro oTkpoeTcs cTpaHuua BeoAa knueHTos (Puc. 47). Ana Toro, 4Tobbl 3aKpbITh MacTep Murpaumm,
HY)XHO HaXkaTb KHOMKY «3aBepLunTby.



Mwurpauma ¢ Cb

BBOA KNMEHTOB
[nA Toro, ytobbl 28KPBITE MACTEP MUTPaUKMN HAXMKUTE «3aBepIUnTes

Hauanca ¢oHoewIil Npouecc BEoda kineHToB B ELLY, koTopwid mMoxeT 3aHATe gnvTensHoe BpemsA. BBog kiveHToB
OCYLLECTEARETCA YEPE MEXGHMIM CUHXPOHM3aUMK. TTpW creayrowteld cuHxpoHmzaummn ¢ CB kameHT ByaeT BulBedeH
w3 b Cb v eeegeH B [6 ELLY.

Ecmv Ha CBb He HacTpoeHa NEepWOAMYECKAR CWHXPOHM23UWA, HeoBXOAMMO 2anyCTUTb MPOLECC CMHXPOHW2ALMW
npuHyauTensHo. Mpouecc EEoAa KIMEHTOB MOXHO OTCIEAWTE Ha BKAaake «CBoAKa» Ha ypoeHe b,

Puc. 47. CTtpaHvua BBOAA KNTMEHTOB

Beopg knueHTOB ByaeT ocylecTBnaTeCA B HOHOBOM pexunme. Ha koHconu ELLY aaHHbIM npouecc MOXHO
oTcneantb Ha Bknagke «Csogka» Ha ypoBHe OB (Puc. 34). Haxas «lMogpobHee», OTKpbIBA€TCA OKHO
«CoctosHme murpauun» (Puc. 48). laHHOe OKHO coaepXuT Tabnuuy ¢ nonsmu:
e «Co3gaHo» — cogepxuT MHpopMaLmilo O AaTe M BpeMeHW Hayana murpauum, Takke B AaHHOM
rore CoAepXXMTCHA MKOHKa, KOTOPas ykasblBaeT Ha CTaTyCc MUrpaLuu:

o 9 — MUIrpauund 3aseplleHa ycnewHo Ui npuHyanTeribHOo;

o — Murpauusi B npoecce;

«BbINONHEHO» — coAepPXUT MHOPMALMIO O AaTe U BPEMEHU OKOHYaHWUA MUrpaLuu;

«Mma Cb» — nmsa cepeepa 6e30nacHOCTU, C KOTOPOro MPOUCXOAUT MUrpaLns;

«KonnuyecTBo KnneHToB, Murpupylowmnx Ha ELLY» — nokasbiBaeT KONMMYECTBO MUIPUPOBaBLUNX

KMMEHTOB K 0bLleMy 4ncny knveHToB Ha CB;

e «CraTyc» — nokasblBaeT COCTOSIHME MpoLiecca Murpaunm: «YcnewwHo 3aBeplueHar, «B npouecce»
unun «lMpvHyanTensHoe 3aBepLueHne.

Mpumeyanume. Mpu murpaunm ¢ Cb o6bekTbl ¢ 0ANHAKOBLIMU MMEHaMM 0O beAMHAIOTCS, BHE
3aBMCUMOCTU OT peructpa. lNMocne o6beanHeHNs oTobpaxkaeTcs NMs, KOTOpoe BbINo paHee
coxpaHeHo B ELLY.

[aHHbIN NpoLLecc MOXHO NPUHYAUTENBLHO 3aBEPLUNTL, HaXaB KHOMKY «[puHyauMTenbHoe 3aseplueHue». B
cnyyvyae NpUHYAUTENbHOMO 3aBepLUeHMst npouecca mMurpaumu, ewe He BBedeHHble B ELLY KnueHTbl
OoCTaHyTcs B cocTaBe AoMeHa Cb, a Bce Hencnonb3oBaHHble WaboHbl C HACTPOMKamMu KnMeHToB OyayT
yaarneHsol.



Cozpano

T
b.Uo

& 26.06.

O CoCToAHME MUTpaLMK x

“ BoinonHeHo Wma Cb Konuuecreo knneHTos, murpupyrowmx #a ELLY Cramyc
2024 15:38 26.06.2024 15::38 DESKTOP-1BGEAPZ 1 u=z1 YenelwHo zagepLueHa
2024 15:40 26.06.2024 15:40 DESKTOP-1BGEAPZ 0wz 0 B npouecce
3aKkpbITh

Puc. 48. OKHO COCTOAIHUSI MUTpaLUKn

Mpu HaxaTun kHonku «MoapoGHee» OTKPbIBAETCHA CMUCOK KIMEHTOB C AeTanbHoW uHdopmaumein o Tune
MOAYIS U 0 pe3ynbTaTe MUrpauun Kaxaoro KnmeHTa, B T.4. B 3TOM crnivcke 6yayT oToGpaxkaTbCs KIMEHTDI,
KoTopble MUrpaumio He nogaepxusatoT (Puc. 49). [laHHOe OKHO CoAepXUT Tabnuuy ¢ NonAMu:

«CoCTOsIHME» — COAEPXKMT UH(OPMALWMIO O AaTe U BPEMEHM TEKYLLErO cTaTyca MUrpauum, Takke
B JaHHOM Mofe COAePXUTCS MKOHKa, KOTopas yKasbiBaeT Ha CTaTyC MUTpaLuu:

o @ MUrpaums KNneHTa 3aBepLUEHa YCNELLHO;
o — MUrpauusi KnMeHTa B NpoLecce;

o o _ MUrpauust KNMeHTa He 3aBeplleHa Nno NpuyMHe NPUHYANTENBHOMO 3aBEPLUEHNS CO
CTOPOHbI agMUHUCTPAaTOPa UM MUrpaLms KNMEHTa He NoaaepKMBaeTCs U3-3a BEPCUN;
«Mmsa APM» — 1UMs MUrPUPYIOLLIETO KIUEHTa;
«Mogynb» — HasBaHne moayns C3U;
«CTtaTyc» — nokasblBaeT COCTOsIHME npouecca murpauum: «Murpauusa ycnewHo 3aBepLueHay,
«OxngaHue murpauun», «lMpuHyguTenbHOE 3aBeplueHWe Murpaumm» unu «Tekywasi Bepcus
KIMEHTa He noaaep>XuBaeT MUrpaumioy.

KHonka «CoxpaHuTb» NO3BONSAET BbIrPy3nTb B palnn CN1COK KNUEHTOB ¢ nHdopmaLmen o murpauuu. MNone
«lMounck...» No3BONAET OCYLLECTBUTL NOUCK MO UMeHn moayns n APM. MHdopmaunio MoxHO chnnbTpoBaTtb
no TUNy MoAyrnemn n ctaTycy Murpauun, a Takke copTupoBaTb Mo ctonbuam.



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

0 CocroaHue Murpagumn X
‘i:kon‘:»:,, ] ‘
Cocrosnue ¥ Wms APM Moayns Graryc
& 15.09.202319:47 ucc_sdz CA3 Dallas Lock Murpauus ycneiwHo 3asepLuena
9 15,09.2023 19:45 ucc-lin-2 Dallas Lock Linux Murpaums ycnewHo 3asepLueHa
Q 15.09.2023 19:45 ucc-lin-4 Dallas Lock Linux Murpauma ycnewHo sasepLueHa
® 15.09.2023 19:45 ucc-lin-3 Dallas Lock Linux Murpaumsa ycneLuHo 3asepLueHa
® 15.09.202319:45 ucc-lin-1 Dallas Lock Linux Murpaums ycneiwHo 3asepLueHa
& 15.09.2023 19:45 ucc-lin-5 Dallas Lock Linux Murpaums ycnewHo 3asepLueHa
& 15.09.2023 19:45 UCC-WIN-3 Dallas Lock 8.0 Murpauma ycnewHo 3asepLueHa
® 15.09.2023 19:45 UCC-WIN-5 Dallas Lock 8.0 Murpaums ycnewHo 3asepLueHa
® 15.09.202319:45 UCC-WIN-1 Dallas Lock 8.0 Murpauws ycneiwHo 3asepLueHa
& 15.09.202319:45 UCC-WIN-2 Dallas Lock 8.0 Murpaums ycnewHo 3asepLueHa
® 15.09.202319:45 UCC-WIN-4 Dallas Lock 8.0 Murpauma ycnewHo sasepLueHa
© 15.09.202319:45 DL8-IK8 Dallas Lock 8.0 TekyLLaR BEPCUA KIWEHTS HE NOAAEPKNEIET MUrPaLInio
o 15.09.2023 19:45 DL8-IK9 Dallas Lock 8.0 TexylLuan BEPCHA KINEHTA HE NMOAAEPXKNBAET MUTPALWIO
© 15.09.202319:45 dil_ik2 Dallas Lock Linux TexyLLan BEPCUA KIMEHTE HE NOAAEPXKUBAET MUIPLMIO
CoxpanuTs m 3akpbiTs

Puc. 49. Coctosinne murpauun. Bknagka «Mogpo6Hee»

4.5 TMapameTpbl foMeHa 6e3onacHOCTH

MapameTpbl paboTbl goMeHa Ge3onacHOCTM HacTpaumBaloTcsl B rnaBHOM MeHi KoHconw ELLY . —
«MapameTpbl OBb» (Puc. 50). Ha gaHHoOW cTpaHuue Mbl MOXEM CMEHUTb MMS AOMEHA, YCTaHOBUTb KIOY
[ocTyna, BBECTU AOMEH B NOAYMHEHWE U HACTPOUTL NapaMeTpbl KnacTtepa.

[nsa cMeHbl UMEHM JOMEHa HY)XHO B CTpoke «VIMsi JomeHa 6e30nacHOCTM» BBECTM HOBOE U HaXaTb KHOMKY
«[MpyMeHnTbY.
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MapameTpbl goMmeHa 6e30NacHOCTH

88 Nepeso pomena

Wma aomena GezonacHocty |[Jomen BesonacHocTu
G Hacrpoiika MB

@? fika KSC
& Hacoiixa KSC YcTaHOBKa KAloua gocTyna v

“ MeHepxkep JOMEHOB
@ NapameTpbi .
BeeawTe HOBLIFA KoY

= Murpauws ¢ B
MoaTeepxaeHue KAKYA

[#] ynanennan ycraroska

._!'] ¥aaneHHoe oGHOBNEHME

|§ ¥npaeneHwe KoHpUIypaymen

.| BBop,

2 B NOAUUHEHWE v
o O nporpamme OR

CeTeeoe UMA cepeepa

Knrou goctyna

2 lNapameTpsl KnacTepa v

CeTesoe UMA cepeepa

Kawu goctyna

Puc. 50. MapameTpbl goMeHa 6e3onacHOCTH

4.5.1YcTaHOBKa Knro4ya gocrtyna

KoHconb no3BonseT ycTaHOBUTBL KoY AocTyna K B, KOTOpbIV Hy>KeH ANns BBOAA MoAdynemn U NOAYNHEHHbIX
AomeHoB B Tekywimi Ab. o ymonuyaHuto Ky JocTyna — nycTomu.

Ons nameHeHns knoya goctyna k [1b Heo6xoanmo oTkpbITh rmaBHoe mMeHo KoHconu ELLY BblbpaTh
NyHKT «[NapameTpbl Ob».
B Gnoke «YcrtaHoBka knova AocTyna» HeobXOAUMO 3anofHUTb crneaylolune Mnons M HaxaTb KHOMKY
«MpumennTb» (Punc. 51).

YcTaHoBKa K/o4Ya gocTyna '

BeeamTte HOBLIA KoY

MoaTeepxaeHWe KNKIYE

Puc. 51. YcTtaHOBKa Kknto4a goctyna

MpumeyaHue. lMonutukn cnoxHocTn naponen B ELLY Dallas Lock pacnpocTtpaHsitoTcst
Ha yCTaHOBKY 3Ha4yeHWi krtoda goctyna k [b. YTobbl Obina BO3MOXHOCTL 3afaTb MycToe
3HauyeHue goctyna k OB, Heobxoammo, 4Tobbl B KoHconu ELLY nonutuka «MuHumaneHas
AnvHa napons» M3 kateropun «MonuTrukn naponen» umena aHavyeHne «He ncnonbayeTcs».



MpumeyaHue. [leicTBUE NONUTUKU CIIOXHOCTM Napons «HeobxoaMMo nameHeHne napons
He MeHbLUe, YeM B» He pacnpocTpaHsaeTcs Ha kntod goctyna k [b.

45.2 BBog B nogumMHeHue
,D,J'IFI BBOOA AOMEHa ©e3onacHocT B nogvnHeHne gpyromy aomMeHy HeO6XOD,VIMO OTKPbITb MMaBHOE MEHIO

KoHconu ELLY > BblGpaTb NyHKT «[MapameTpbl Ob».
B 6noke «BBog B nogunHeHne» Heobxoaumo BBECTM MMS cepaepa 1 knod goctyna. (Puc. 52).

-%.| BEOA B NOAUNHEHUE v

CeTeEoe MMA CEpBEERa

Kawou goctyna

Puc. 52. BBog B nog4YMHeHue

lMocne 3anonHeHus AaHHbIX rnaBHoro cepsepa [B HaxaTtb kHomky «Beectu». [anee nosiBuTCH
WHpopmaumnoHHoe coobLeHne 06 ycnewHom BBoge ngomeHa (Puc. 53).

U Beog B nogumHeHne ot

i JoreH yCNeWHD BEEIEH E NOAYHHEHHE,

KoHcone Byget nepesanyyeHa.

OK

Puc. 53. Coo6leHune o BBoge fAOMeHa

KoHconb ELLY ©yneT nepesanyuieHa. [na BelBoAa AOMEHA U3 MOAYMHEHUS] HaXaTb KHOMKY «BbiBecTn»
(Puc. 54).

.%. BbiBOA U3 NOAUMHEHMNA s

[oneH HaxoAWTCA B NOAYMHEHWK Y foMeHa: [lomeH BezonacHocTk

BoisecT

Puc. 54. BbiBOA 13 noguynHeHns

Bonee noapobHo o nogunHeHHoMm gomete B rnase « 1OJYNHEHHbLIA JOMEH BESONACHOCTU».

4.5.3MapameTpbl Knactepa

Mepen Tem, kak co3gaBaTtb knactep cepeepoB OB, AIB HeobGxoanmo npou3BecTn NOAroTOBUTENbHbIE
OencTBus:

1. Y6eoutbcsa, 4TO Ha BCcex Oyaylwmx cepBepax KracTtepa NpaBUMIbHO HACTPOEHO MNOAKMYeHne
K DNS-cepsepy.



2. KoppektHo HacTpouTb DNS-cepBep — Ha kaxxaom byayLiem cepsepe knactepa JOMMKHO BO3BpaLLaTbCH
KOppPEKTHOe, NOMHOCTLIO onpeaeneHHoe, nmsa gomeHa (FQDN) kaxpgoro cepsepa, no KOTOPOMY NOTOM
OyayT BBOAMTLCSA U paboTatb moaynu DL.

3. PekomeHayeTcsi MpPOM3BECTU CUHXPOHM3ALMIO BPEMEHW CepBEepoB KracTtepa (BPYYHyl unvM npu
ucnonb3oBaHun cepeepoB NTP).

4. HacTtpouTb 6a3y gaHHbIX PostgreSQL Ha BHELLHWE MOAKIMYEHUs], a Takke HacTpOoUTb CBA3b Mexay b/l
n Bcemu APM, koTopble 6yayT BxoanTb B Kractep. st 3Toro Heobxoammo:

e nobGasutb B hann pg_hba.conf (koTopbln HAXoQMTCA B OAHOM M3 KaTanoros, Kyaa ycTaHoBMNeHa
6a3a gaHHbIX) cregyoLLyo CTPOKY:

«# IPv4 local connections:
host all all 0.0.0.0/0 password»

910 no3BonuT paspewntb nogknoveHme k PostgreSQL ¢ nwoboro agpeca, Ana NOAKMOYEHUs
c IPv4 appecoB k nobon B[, niobbim nonb3oBateneMm (UK HACTPOUTb OrPaHUYEHHBIN OOCTYN
Tonbko ¢ cepsepos ELLY Dallas Lock);

e packoMMeHTMpoBaTb B dhanne postgresql.conf cnegytoLlyro CTpoky:
«listen_addresses = "*"»

9710 nossonut PostgreSQL otBeuaTh Ha nobom MHTepderice cepeepa (UnmM HacTpouTb paboTy
Ha onpefeneHHOM ceTeBOM MHTepderce, AOCTYNHOM Mno ceTu ¢ cepsepa ELLY Dallas Lock);

e co3gaTb OTAenbHy 06ady gaHHbIX M yyeTHyr 3anucbk B PostgreSQL ana ELLY Dallas Lock,
BbINOMHMB KOMaHAbl B kOMaHaHon obonodke SQL Shell (psql):
«postgres=# create database <6aza_0aHHbIX>;»;
«postgres=# create role <aOmuH_6a3bl_0aHHbIx> with login;»;
«postgres=# \password <admuH_6a3bi_0aHHbIX>»;
«postgres=# grant connect, create on database <6asa_0aHHbIx> to <aOMuH_6a3bl_0aHHbIX>;».

Mpumeyanme. [aHHble OENCTBMA MOXHO cAenaTtb, YCTAHOBMB rpaddnyeckylo yTUAuTy
pgAdmin, npegHa3HaveHHyto ansa 6onee ygobHoro agmvHucTpuposaHus PostgreSQL, yuem
KOMaHOHas CTpoka.

Mocne co3paHusa knactepa cepepoB Ob AVB gomkeH ybeautbcs, 4To B KoHconm ELLY otobpaxatotca
KOPPEKTHbIE MMeHa cepBepoB knactepa. Ecnu xe B KoHconu ELLY otobpaxatotcs HekoppekTHble FQDN
UMeHa CepBepOB, TO HE0OBXO0OUMO:

1. BbiBecTn npobnemHbin cepep n3 knactepa Ob.
2. KoppekTtHo HacTpoutb DNS 1 npoBepuTb HacTpowiku cepBepoB Krnactepa.
3. lMNosTOpHO BBECTU cepBep B knactep Ab.

BHumanue! Co3sgaHue knactepa cepBepoB [1b BO3MOXHO TONbKO Npu UCNonb3oBaHum 6asbl
OaHHbIX PostgreSQL.

He JonycKalTCA W3MEHEHUSI HACTPOEK CEeTEBbIX adanTepoB, CETEBOr0O WUMEHU CepBepa,
FQDN wmeHn B 3anvcu DNS-cepBepa u pobaeneHne DNS-3anucelt, cBsi3aHHbIX
c cepBepamu ELLY Dallas Lock, T.k. 3T0 MOXeT noeneyvb HepaboTocnocobHOCTL KnacTtepa.

MpumeyvaHue. Ecnn B knactepe ELLY Dallas Lock HEKOppEKTHO HACTPOEHO pacno3HaBaHue
FQDN wumeH cepBepoB ELY Dallas Lock — nepeHoc u coxpaHeHue KoHdurypauum

@J MpumevaHue. [locne pasBopaumBaHMa Knactepa cepsepoB ELY Dallas Lock
@J ELLY Dallas Lock moxeT He pa6oTaTs.

[lns BBOAA cepBepa B cOCTaB KrnacTepa AoCTaTo4YHO, YTobbl AV ¢ NuueH3nen Gbin NoaKIoYeH:
e K OOHOMY U3 CepBepoB, BXOASALLMX B COCTAB KracTepa;
nnm
e K TOMY cepBepy, KOTOPbIi BBOAMTCA B COCTaB KrnacTepa.



BBop B knactep [1b B npouecce ycTtaHOBKMU

!
!

Ins po6asneHus y3na B knactep cepeepoB [Ib B npoLecce ycTaHOBKM HEOGX0AMMO:

MpumeyaHue. lNpu cosgaHum knactepa b Heobxoammo wmcnonb3oBaTb OAMHAKOBLIE

Bepcumn ELLY Dallas Lock.

MpumeyvaHue. Ecnu Ha yganeHHom cepepe ELLY, K KoTOpomMy Npon3BoanTCs NOOKIH0YEHNE,
yCTaHOBIEeHa AemMoBepcusi npoaykTa, To fobaBneHue y3na B knactep cepsepos ELLY Dallas

Lock ©ygeTt HegocTynHo.

1. 3anyctuTb npouecc yctaHosku ELLY Dallas Lock.

2. Ha ware «Bbibop Tvna gomeHa» BbiGpaTh NyHKT «CepBep pennukauun» (Puc. 55).

O Mactep ycranoesw - ELY Dallas Lock, sepena 3.0.280.0 o7 13.08.2024

Bbibop TMNa aomeHa

BbIE-EpI.dTE TAN CO3A3E3EMOTD AOMEHAE

[0} O AomeH BezonacHocTH
(@)1 CozaaHne Hoeoro Jlomena BezonacHocTn
(0] O MogunHéHHbIA JomeH BezonacHocTh
o 0 o CoznaHue Hoeoro Jomeda be2onacHOCTH, BENHOUYEHHOMD B COCTAE
cywecTeyrowero JomeHa Be3onacHocT
(0] @ Cepeep penavkaymm
O‘l‘@ OoBaeneqne yana B knactep cepeepoe ELLY

Hazag Hanee

&

Puc. 55. Bbibop TMna coznaBaeMoro oMeHa

3. Bapgatb napameTpbl rnasHoro Ab (Puc. 56):

agpec rnasHoro [b;
Kntoy goctyna k Ab.



O Macrep ycranoskn - ELLY Dallas Lock, eepona 3.0.280.0 ot 13.08.2024 x

MapameTpbl yaanéHHoro cepsepa O

YkaxunTe NapaMeTpel yaanEHHoro cepeepa

Agpec rnasHoro [B:

Koy goctyna:

Hasag Otmena

Puc. 56. NMapameTpbl yaaneHHoro cepsepa

4. [Nanee npogomxkutb ycTaHoBKy ELLY Dallas Lock.

5. lNocne 3aBeplleHNsi YCTAaHOBKM Ha cepBepax knactepa ELY Dallas Lock Ha Bknagke «CBogka» —
«MHpopmauns o6 obbekTe» nosBuTCA MMst fOOaBNEHHOro yana.

Beopa B knactep A1b nocne yctaHOBKMU

BHuumanue! lNMpu BBoAe B knacTep b Tekywero cepepa ELLY Dallas Lock 6yayT notepsiHbl
paHee gobaBneHHble B HEr0 MOAYNW M HAaCTPOWKKU, U HA3HaAYEHbl HAaCTPOWKN cepBepa uUnm
knactepa cepsepos ELLY, B 1B KOTOpbIX NpONCXOAUT BBOA.

Ana u3ameHeHus HacTpoek knactepa [OB nocne ycTaHOBKM HeOOXOOAMMO OTKPbITb [MABHOE MEHIO

KoHconun ELLY — «[MapameTpsl OB».

B ©6noke «[llapameTpbl knactepa», BBecTu Tekywwuin cepsep ELY Dallas Lock Bknactep OB ans
pennukaumm u kntod goctyna (Puc. 57).

«* MapameTpbl KnacTepa

CeTeBoe MMA CepBEpa

Karou goctyna

Puc. 57. MapameTpbl knactepa

Mocne 3anonHeHusi AaHHbIX MNaBHoro cepeBepa B Haxatb kHonky «Beectu». [danee nosiBuTCSH
MHdopMaLMOHHOe coobLieHne 06 ycnewHon peructpaumm cepsepa (Puc. 58).



U Pervcrpauma B knacrepe B >

Cepeep yCNELWHD 33pErMCTPWPOEAH,
KoHcone BygeT nepesanyLyeHa.

Puc. 58. Coo6leHue o peructpauumm B knactepe Ab

KoHconb ELLY Gynet nepesanyuieHa. 3atem Heobxoaumo 3apernctpupoBaTth ak3emnnsp KoHconu ELLY
Kak npu nepBoM 3anycke (cM. «3anyck koHconu ELLY») n nogkniounTbCs K cepBepy.

Ha yposHe b (Bknagka «Csogka» — «Hdopmaunsa o6 obbekTe») 0TobpasaTca umeHa BCcex cepBepoB
knactepa ELlY Dallas Lock, a Takke OyoyT paccumTaHbl KONIMYECTBEHHbIE OrPaHUYEHUs] FMLEH3UN,
cornacHo 0Cob6eHHOCTAM Ha3HayeHus KBOT ANns gomeHa (cm. «OcobeHHOCTH NNLEeH3MPOoBaHNs Knactepa

OB6») (Puc. 59).

MH@OPMALINA Ob ObbEKTE

Cepeepa knacTepa ELLY WIN-1QEA18DUV11: 17300, obad-win2016-34: 17300

FPoguTensckmia gomed  Het

NAPAMETPBI NMLUEHZHHA MNoapobree

ARM 0 /499333

CeTeBble YWTPoHCTEa 0/ 493939

MogYKHEHHBIE AOMEHbI 0 /493939
ELLY DALLAS LOCK Mcnonesyemsle | Bcero

Puc. 59. UHcpopmaumsa o knactepe cepeepoB
BbiBoa cepBepa u3s knactepa Ab

Ons BbiBOga cepBepa u3 knactepa OB Heobxogumo oTkpbiTb rmaBHoe MeHl KoHconu ELY —
«MapameTpbl b6».

B 6noke «lMapameTpbl knactepa OB», n3 cnucka cepeBepoB knacTtepa BblIOpaTb cepBep Ansi BbiBoAa U
HaxaTb «BbiBecTn». NosiBuTca coobLueHne o6 ycnelHom BeiBoAe cepBepa u3 knacrtepa ELLY Dallas Lock
n ganee KoHconb ELLY nepesanyctutcs.

Mpwn wratHOM BbIBOAE cepsepa ELLY n3 knactepa ocywecrengaercs:

e onoBelleHne cepepoB ELLY B cocTaBe knactepa o BbIBOAE CeEpBeEpPA;

e nepepacnpegeneHve KBOT Mexady CepBepamu B KrnacTepe B COOTBETCTBMU C OCOBEHHOCTSIMU
Ha3HayeHus1 KBOT Ang AomeHa (cM. «OcoBeHHOCTU NnLeH3npoBanua knacrtepa [by);

e Mepexon CUCTEMbl XpaHEHUS XYPHAOB BbIBOAMMOIO CEpBEPA B FNIOKAmNbHbIA PEXUM;
cbpoc norvHa u naponst y4eTHon 3anucu admin, a Takke koga AOCTyna K CepBepy;
NcYe3HOBEHME BCEX OOBEKTOB 13 fepeBa OOHLEKTOB.

Ecnun nocne BbiBoda cepBepa u3 knactepa [1b B pesynbTaTte pacnpefeneHms KBOT OCTaBLUMECS CepBepbI
nonyyatoT KBoTy Ha [1b Ha mMeHbLlee YMcno NoAYNHEHHBIX OOBEKTOB, YEM YKe 3apernctpuposaHo B [b,
Takas kBoTa He npumeHsietcsd. Knactep OB (byHKUMOHUPYET B OrpaHUYEeHHOM pexmMMme A0 MOMEHTa
NpUMeHeHWs nuueH3un, obecneunBaroLLen JOCTaTOUHYH BENUYMHY KBOTbI ANs AaHHoro Jb.



4.6 Hactpowka nHumageHToB 6e30NacHOCTH

4.6.1 HacTtpownka MHUMAEHTOB 6e3onacHoOCTU

MpumeyaHune. Hactponka uHuuaeHToB 6e€30NMacHOCTM AOCTYNHA Ha pasHblX YPOBHSX
aepeBa [domeHa 6esonacHoctu. [pyM M3MEHEHWM HacCTpoWkn OTobpakeHWst Ha nboM
ypoBHe [1b, namMeHeHus1 pacnpocTpaHATCca Ha oTobpaxkeHne Bcex ypoBHel [b.

B ELY Dallas Lock npegycmoTpeHa BO3MOXHOCTb MOMb30BaTENbCKOW HACTPOWKM BU3yanusaumu
avarpaMmm UHUMAEHTOB ©e30MacHOCTU U yrnpaBfieHUs1 OMOBELLEHUSIMM B 3aBMCMMOCTU OT MpuopuTeTa
M TMNa cobbITUs, a Takke peanu3oBaHa BO3MOXHOCTb 3KCMOpTa MHUMAEHTOB Ge3onacHocTu B chann
Ha Bknagke «CBopgka» no kHonke «3kcnopTt» (Puc. 60).

WHuMaeHTbl 6e30nacHOCTH v

3a nepnog 25.06.2024 00:00 - 26.06.2024 23:50

D Toneko HENPOHWUTAHHEIE

3kcnopT

I I
I I
- ---- 4

Mo KONWHECTEY 33 NEpUOL

3/3

He npouutano/Bcero
2506.. 25.06.. 2506.. 25.06.. 2506.. 2506.. 2506.. 26.06. 2606. 2606. 2606. 26.06..

B Konu4ecTeo

Puc. 60. 9kcnopT MHUMAEHTOB 6e30nacHOCTH

[Ona HacTpowkn uHuMaeHToB 6Ge3onacHOCTU, HeoOXoOuMO B rMaBHOM MeHK koHconu ELLY BbibpaTtb
kateroputo «Hactponka WB». T[lpn Haxatuu, OTKpoeTca CcTpaHuua «HacTporka WHUMOEHTOB
©esonacHocTu» (Puc. 61).

Hacrpoiika nHUMAeHTOB BesonacHoCTU

m Jepeso gomeHa
p TOB 6 (] ~
_'- NapameTpe 6
@ Hacrpoiika W6 ] Hactpoiika yeegomnennii ~
& Hacrpoiica ksC ~
HacTpoiiku nHUWaeHTOB GesonacHocTH ~
“ MeHempKep AOMEHOE
3 napawetpu
- ] cucrema [ pallas Lock 8.0 [T A3 Dallas Lock [T cA3 v6 Dallas Lock
=l Murpauus ¢ CB
= \:‘ Dallas Lock Linux D Dallas Lock Linux MK4 D Dallas Lock C3K BK D Wakoz BezonacHoctk WAF Dallas Lock
() ypanennan ycranoska [] Ceresuie YCTROACTEA [_] Arent ELLY Dallas Lock [ ] Kaspersky Security Center
B vnpasnerue koHdurypaumeit
0 O nporpamme Mpuoputer Ler Onoeelerune
HixzKm cpeguwii sricoRHi
L] I:' WHUmaeHT 3arpyskm
L] I:' WruymnaenTer gatumkoe CA3
o [N WMHUMARHTI MEXCeTEBOMO 3KpaHa
] /] VB AN BHTRL FAFTARE R ARHANVRAH AR RTANWEHIUI

Puc. 61. CtpaHnua HacTponku nHunaeHToB 6e30nacHOCTH



B BepxHen 4yactu 6noka «Hactponka MHUMAEHTOB 6€30MacHOCTM» PacnofoXeHO none ¢ punbTpaunen
WHUWOEHTOB UHOopMaLMOHHOM Ge3onacHoCTu no Moaynsam. Huke pacnonoxeHa tabnuua, coctodawas ns
Tpex cTonbuos:

e B ctonbue «OnoseleHne» npvBeaeH CNUCOK AOCTYMHbIX MHUMAEHTOB 6esonacHocTu, Ans
KOTOPbIX OCYLLECTBMAETCS HAacTpoOmKa.

e B cTtonbue «lprnopnteT» NpoM3BOAUTCS HAaCTPOKKa NPMOPUTETOB NPaBWI KOHTPOSS NPUINOXEHNI.
Onsa kaxgoro uHUMaeHta 6e30MacHOCTU MOXHO M3MEHUTb MpuopuTET BbIOOPOM OOHOrO U3
3HavyeHun. [JocTynHbl npuoputeTbl cobbiTun: «Hu3knny, «CpegHuin» n «Beicoknin». HacTponku
NPUOPUTETOB BIMSIOT Ha BHELWHUN BuA avarpammel «[1o npuoputety» (Bknagka «CBogka» —
«MHUMpaeHTbl 6Ge3onacHoCTUY).

e B cronbue «LlBeT» npou3BoAUTCA HACTpoWKa LBeTa CerMeHToB auarpammbl «[lo Tuny»
(oTobpaxaeTcs Ha Bknagke «CBogka» — «MHUMOeHTbl GesonacHocTu»). [Ons CMeHbl LBeTa
WHUMAEeHTa 6e30MacHOCTU HY)XXKHO HaXkaTb IEBOW KHOMKOW MbILLW MO HaBUraTopy LBeTa u BbibpaTb
uBeT 13 nanutpbl (Puc. 62).

© BuiGop ugera X

[

Tow: | 270 |3 | Kpachbnt: | 204 |5

OcHoBHbIE LEET

W
e BTN
- i 4}

B3atb user ¢ akpaHa

[onb3oBaTenbCkme LBETa
Hac: 1102 |5 | 3enénbii: |153 |5

flip: | 255 |& CuHumit: | 255 |-

[Lo6aBuTb K NONb30BATENbCKMM LIBETAM HTML: |#cc99ff

. o

Puc. 62. Bbi6op LuBeTa MHLMAEHTA 6e30nacHOCTU

MHumnpeHTbl 6e30nacHOCTU Ha MOAYNsiX OTCMEXMBAKTCA U COMPOBOXAAKTCHA curHanusauuen Ha ELLY
Dallas Lock. Ha K c 3anyweHHon KoHconbto ELLY BocnpomsBoauTcs 3BYKOBOW curHam o cobbitum
©esonacHoCTH 1 BbIBOAUTCS BCMbiBaloLLee coobLieHne B obnactu ysegomnexmn (Puc. 63).

CobkiTMe 6e30nNacHOCTH

Puc. 63. YBegomneHue o cobbiTMM 6e3onacHoCcTU Ha moayne



4.6.2 HacTtpomnka yBegoMneHUmn

[nsa HacTpovikn yBeOOMMNeHUA NHUMAEHTOB 6e30nacHOCTN HEOBX0AUMO OTKPbITb rnaBHOe MeHo KoHconu

ELY > — «Hactponkn Mb». B 6noke «HacTtponka yBegoMMneHMn» MOXHO onpeaenuTb KOMY U OT KOro
OyoeT oTnpaBneHo MUCbMO, Takke 3agaTtb TeMy nucbMma M ero TekcT. [na pepaktmposBaHusa 6noka
HeobX0AMMO yCTaHOBUTL (hnar HanpoTuB CTpokn « OTNPaBATbL yBEOOMIEHUS HA SNEKTPOHHYIO NOYTY» (NO
yMOM4aHuIo donar He BbICTaBneH). Tema 1 TekCT nucbMa 3agaHbl No ymonyanuio (Puc. 64).

B none «Kntoyesble cnoea» He06X0AMMO 3aNONHUTL NOMsA:
e cepBep;
e NOpPT (N0 ymonyaHuio — 25);
e MOnb3oBaTens;

e naporb.

B cTpoke «lndppoBaHune» BbibpaTb HEOOXOAMMbIA BApUAHT U3 NPEOJIOKEHHbIX:
e SSL/TLS;
e STARTTLS;
e Her.

npOBepVITb NMMCbMO W TOYHOCTb YKa3aHHbIX AaHHbIX, MOXHO C MNMOMOLIbO TECTOBOro nmcbma, Haxas
Ha KHOMKY «OTFIpaBVITb TecToBoe nNucbmoy. lNocne Bcex HaCTpOEK HaXaTb ((anMeHVITb».

Hacrpoiika mHUKAeHTOB GesonacHocTn

B8 Nepeso qomena

By napawerpe A5 Hactpoiika ysegomnenuii -

: © Hacrpoiika 15

OTHPHBﬂﬂTh YBEAOMABHMUA HA INEKTDOHHYH NouTy

@ Hacrpoiix:

"" MEHE/KED AOMEHOE Komy:

£} Napamerpui Ot koro:

= ~
) Murpauws ¢ CB

N LT EE Tema: MpousoLuen nHuMASHT BesonacHocT

(%) yaanenras ycratoska TeKcT nAceMa:

[®] yaaneHHoe o6HoBAEHNE
MpouzoLuen MHUAEHT GesonacHocTi:

in aomiena; %nmaa aomeria® I
Onucarue cobeirun: %ocobeitne?

Bpema peructpauun coBeman: %epema’s
ADRA: SZADNI

|§ ¥npasnexue KoHGUrypaumei

© 0 nporpavme

Knwoueswie cnoea

Cepsep: Mopt: |25
Monezoeatens:

Mapone: ssssases

Wndpoearne: (O ssLTLS (O STARTTLS @) Her

OTnpaswTs TeCTOBOE AMCHMO

Puc. 64. CTpaH/La HacCTPOWKN yBeJOMITeHUI

4.6.3 QKCNOPT MHUMNAEHTOB 6e30NacHOCTU

Ons QKCMOPTUPOBAHNA MHLUMNOEHTOB ©e3onacHoCcTU B S|EM-CMCTeMy HeobxoamMmo OTKPbITb IMaBHOE MEHI0

konconm ELLY IRl — «Hactpoiikn UB».
B 6noke «3kcnopT nHungeHToB 6e30nacHOCTUY 3anonHuTbL cneaytowue nons (Puc. 65):

MoctaBuTb dnar «AKCNopPT UHUNOEHTOB BesonacHocTu B SIEM-cnctemy».
Bbibpatb hopmart akcnopTa.

YkasaTb ceTeBoe ums cepaepa.

BbibpaTb NpOTOKON 1 MOPT NOAKIIOYEHUS.

HaxaTb KHOMKy «[TpuMeHUTb.

agrwdNE



3KcnopT MHUKMAEHTOB Ge3onacHOCTH '

IKCNOPT MHUMAEHTOE BezonacHocTy B SIEM-cucremy

Oopuar:
Cepeep:  |localhost
MopT: 514

MpumeHnTs

Puc. 65. dkcnopTt nHunaeHToB 6e3onacHocty B SIEM

Ecnu npouecc npowen ycrnewHo, 4epes HeKoTopoe Bpems WHUuAeHTbl 6e3onacHocTn 6yayTt
3KCnopTMpoBaHbl B BbIbpaHHOM cdopmate Ha SIEM-cepsep.

4.7 MeHenxep AOMEHOB

[na obBecnedeHnsi BO3MOXHOCTU perucTpauum B [omeHe ©GesonacHoctu ELLY Dallas Lock y4eTHbIX

3anucen gomeHa Active Directory, FreelPA, ALD PRO, Peg AIOM, Samba [OMmKHbl BbINONHATLCS

cnegyoLwmne ycrnoBus:

1. MK ¢ OC Windows, Ha KOTOpoM ycTaHoBrneHa cnyxba ELY, nomkeH 6biTb BBeaeH gomeH AD uvnu
ABMATLCA KOHTponnepom gomeHa AD.

2. Ha TK ¢ OC Linux, Ha koTopoMm YycTaHoBneHa cnyxb6a ELLY, HeobGxoaumo ykasaTb MOSIHOCTbIO
onpefeneHHoe Ums JoMeHa.

[nsa npocMoTpa nHcopmaumm o Tom, K kakomy gomeHy AD npuHagnexut ELLY Dallas Lock, Heobxoammo

OTKPbITb rNaBHoe meHo KoHconun ELLY > — «MeHemxep 4OMEHOBY.
OTkpoeTtcs cTpaHuua «CnMcoK NOAKMHYEHHbIX OOMEHOB» (puc. 66). CTpaHuua mMeHeaxepa AOMEHOB
npegcrtaBnsieT n3 cebsa Tabnuuy ¢ Tpemsa cronduamu:
e [lonHocTblo onpegeneHHoe nvs gomeHa (FQDN);
e Cnocob pobasneHus:
e ABTOMaTU4YeECKU;
e BpyuHyio;
e KommeHTapui.



MeHegxep gomeHoOB

Cnucok NogKNHYEHHbIX AOMEHOB

MeHegxep oBecnedneaeT BOZMOXHOCTE perncTpaumi B JomeHe BezonacHoctk ELLY yueTHeIX 2anvcel, cozaanHex NOCpescTEOM
aomeHHex cnyxb Active Directory, FreelPA, ALD PRO, Pea AOM, Samba

ApToMaTnueckoe goBaBneHMe AOCTYNHLIX AOMEHOB NpU cTapTe cay6u ELLY

MonnocTee onpeaenernoe uma gomena (FADN) + Cnocob pobaenenns Kommentapnia

Puc. 66. CTpaH1ua «Cnncok Noakni4YeHHbIX JOMEHOB»

[o6aBuTb HOBbI IOMEH MOXHO 2 cnocobamu:

e ABTOMaTUYECKM;

e BpyuHyto.
Ona aBTtomatmyeckoro [p[obaBneHWss [OOMEHa, HY)XHO MOCTaBUTb YeKOOKC HampoTMB  CTPOKU
«ABTOMaTMyeckoe fobaBneHvre OCTYMNHbIX JOMEHOB Npu cTapTe crnyxobl ELLY».

Ins Toro Ytobbl 406aBWTL HOBbLIN JOMEH BPYYHYH, HEOGXOAMMO:

1. HaxaTtb Ha kHonky «[JoGaBWTb HOBbIA OOMeH». Ha akpaHe NOsIBUTCS OKHO MOAKMYEHUS K OOMEHY
(Puc. 67);

O MoAKNHOMEHWE K AOMEHY X

Beeaute umAa gomeHa

KommeHTapui

OTmena

Puc. 67. NMogknioyeHne K AOMeHY

2. BBecTtu nmsi fomeHa 1 ykaszaTb KOMMEHTapui (Npyu HEOBXo0AMMOCTK);
3. HaxaTb KHOMNKy «[J06aBUTbY;
4. Yb6eonTbcs, 4TO JOMEH nosBuncs B Tabnuue;

B okHe OymeT ykasaHO MOMHOCTbIO onpegeneHHoe umsi gomeHa AD (FQDN). Ecnu cnyxba ELY
pa3BepHyTa Ha K ¢ OC Linux, none ¢ MMEHeM AOMeHa MOXHO OTpe4aKkTUpOBaTb.

4.8 MapameTpbl paboTbl

MapameTpbl pabotbl ELlY Dallas Lock HacTpauBaiwTca B rnaBHOM MeHo KoHconu ELLY —
«lMapameTpbi» (puc. 68).



MapameTphbl

O06wme

Crnocob NogkiHYeHUA K CepeEepy:

O MonHoe JoMEHHOE UMA O IP-agpec @ O6a cnocoba

OnoeellleHMA HedoCTYNMHOCTM 00bLeKTa

ONOBELLEHHE NPU OTCYTCTEWW CEAZW ¢ 0GbeKToM (B gHAxX): |90
[] CuHxpoHMaauma cicTeMHoro BpemMeHm B 4oMeHe Ge30macHocTh

Mcnonbzyemeld YacoBoK NoAC:
@ Cepeepa / mogyna O KoHCcoam O 3a4aHHBIH

MokazelEaTe YACOBOA NOAC B OTMETKaX EpemMeHM

MpeaynpexaeHua:

MNpeaynpexaeHuil ckpeimo: 0 BoccraHoBMTE NpegynpexaeHna

Puc. 68. Ctpanuua «MapameTtpbi»

4.8.1 06wme napameTpbl paboTbl

Ha Bknagke «O6wume» HacTpauBatoTca napameTpbl, 06wme ansa scex obbektos A6 (puc. 68).
Ha gaHHow Bknagke gocTtyneH Beibop ucnonb3dyemoro cnocoba nogknioveHns k cepsepy ELLY Dallas Lock:

e MONHOE JOMEHHOE NMS;
e IP-agpec;
e oba cnocoba c NPUOpPUTETOM NOAKIMOYEHMUS MO:
e  MOSHbIM JOMEHHBIM UMEHaM;
e |P-agpecam.
Ha Bknagke npousBogutca HacTpolka napameTpa «OnoBelleHne HedoCTyNmHOCTU obbekTay ¢
BO3MOXXHOCTbI OTKITHOUEHUS/BKIIOYEHUS OaHHOIO napameTpa M YyCTAHOBKU 3HAYEHUSI CPOKa B OHSAX, MO
NCTEYEHMIO KOTOPOro NOCTYyNaeT ornoBeLLleHne 00 OTCYTCTBUM CBSI3U C OOBHLEKTOM.
YcTaHoBKa nara anst napameTtpa « CUHXpOHU3auMs CUCTEMHOIO BPEMEHW B LOMeHe 0e30macHOCTU»
BKIMOYAET CUHXPOHM3ALMI0 CUCTEMHOIO BPEMEHM Ha BCeX MOAYNsX, Bxoasawmx B coctaB [1b ELLY Dallas
Lock.
MapameTp «Mcnonb3yembli HacoBOW NOSIC» NMO3BOMSET BbIOpaTb MCTOYHUK YaCOBOro Mosica C MOMOLLLHO
paguokHonkm co 3HadeHuamu: «Cepsepa/moaynsay», «KoHconu» n «3apaHHbii». Takke napameTp
«Mcnonb3yembii 4acoBOM MOSC» MNO3BONSET 3adaTb BuA OTOOpaXeHWss BPEMEHM B >KypHanax
KoHconu ELLY.



Takke ecTb BO3MOXHOCTb BOCCTAHOBUTL CKPbITbIE NMPeaynpexneHuns, HaxaB Ha KHomnky «BocctaHoBuTb
npeaynpexaeHns».

4.8.2MapameTpbl ceTeBOro o6opyaoBaHus

Ha Bknagke «CeTeBoe obopygoBaHve» 3agaeTcsl NepyvoanyHOCTL MPOBEPOK CETEBOro 06opynoBaHUA
no npotokony SNMP n SSH (puc. 69).

MapameTtpsl

CeteBoe obopyaoBaHne

MepWoAnUeckan NpOBEPKa AOCTYNHOCTM

MepHoaMUHOCTE NPOEEPKN AOCTYMHOCTH (B MUHYTaX): |60

MNeproanyeckan NPOBEPKE LENOCTHOCTK

MeprodUUHOCTE NPOBEPKN UENOCTHOCTH (B MuHyTax): 360

OBHOBNEHWE KOHGHUIYPALWOHHLX QaiinoB CeTeEbIX YCTPONCTE

Syslog-cepeep:
Mpwenm UDP-coobuieHnid, nopt: 514
D Mpwem TCP-coobuieHWid, nopt: 14638
DUALTPALMA cOOBLLEHNA NO BAXHOCTH
[YpoeeHe 0] Hpe2ebiuaiHan cMTyauUnA
[YpoeeHe 1] Tpeeora
[YpoeeHs 2] KpuTnueckoe cobeimre
[YpoeeHs 3] Owwnbka
[YpoeeHs 4] MNpeaynpexaeHne
[YpoeeHs 3] YeegomneHune

D [YpoeeHsb 6] MHdopmaumorHoe coobuieHme

D [YpoeeHs 7] OTnagodHoe cooblieHme

Puc. 69. NapameTtpbl SNMP 1 SSH

[ocTynHbl criegylowme napameTpsbl:
e  NepuoanYHOCTb NPOBEPKU AOCTYNHOCTWU (B MUHYTax). [aHHbIA napameTp NpvHMMAaeT 3HayYeHUs
oT 10 MunyT 8o 31 gHA (44 640 MUHYT), 3HaYEeHME Mo YMON4YaHuio: 60 MUHYT;
e MEepUOANYHOCTb MPOBEPKUN LIEMOCTHOCTU (B MUHYTax). [laHHbIN napameTp NpUHUMaeT 3HavyeHus
oT 10 muHyT 8o 31 gHA (44 640 MUHYT), 3Ha4YeHMe No ymonyaHuio: 360 MUHYT.

MononHuTb basy koHdurypaumn ELLY Dallas Lock, To ecTb gob6aBuTb He ykasaHHble B ELJY Dallas Lock
COOTBETCTBUST WNOEHTUDMKATOPOB CeTeBbLIX YCTpoMCTB (SysObjectiD OID) n ux mopenen MOXHO
cnegyowummn cnocobamum:



1)OTtpepakTupoBaTb BpyyHYyto dann extra-ids.ucNetworkCfg, koTopbii pacrnonaraeTcs:
e B OC Windows: C:\Program Files\UCC\share\snmp\extra-ids.ucNetworkCfg;
e B OC Linux: /opt/lUCC/share/snmp/extra-ids.ucNetworkCfg.
2)[Mo 3anpocy B cnyxbe TexHudeckon nogaepxkn (helpdesk@confident.ru) MOXHO NONYYUTL
obHoBnennsi basbl koHgurypauunm ELLY Dallas Lock. [Onsi npUMeHeHUs1 MNonyYeHHbIX OOHOBIEHUN,
HeobXoaMMO ykasaTb K HUM nyTb B pasgene «OOGHOBNEHME KOHMUrypauuMoHHbIX (halifioB ceTeBbIX

YCTPOUCTBY.

Hwxe gocTynHbl cnegytolme HacTponkn Syslog-cepsepa:

e  BKIOYEHME/BLIKMIOYEHME C MOMOLLbI0 Yekbokca npuema Syslog-coobuieHuin no UDP-npoTokony
M Ha3HayeHve cooTBeTCcTByOWero nopta. 1o ymMonmyaHuio 4ekDOKC BKIHOYEH, MOfe «nopT»

aKTMBHO, ycTaHoBreH 514 nopr;

e  BKIMOYEHMNE/BbIKNIOYEHNE C NOMOLLBIO Yekbokca npuema Syslog-coobuweHunit no TCP-npoTtokony
W Ha3HayeHne COOTBeTCTBYyoLero nopta. 1o ymonyaHumilo 4YekBOKC BbIKIIOYEH, MOMe «rnopT»

HeaKTUBHO, ycTaHoBMeH 1468 nopT;

e HaACTpOWKa YPOBHEN BaXHOCTM coobuieHunn (tTabnuua 4), o6paboTKy koTopbix ELLY Dallas Lock
OOmKeH ocyLecTBnATb. o ymonyaHuto BkItoueHbl Yekbokebl Anst ypoBHel 0-5.

Ta6nuua 4. Knaccuduvkaumsa ypoBHen BaxXHOCTU cobbiTui B Syslog

3HayeHue YpoBeHb cepbLe3HOCTU

0 UpesBblvanHasa cuTyauus
(emergencies)

1 Tpesora (alerts)
Kputundeckue cobbiTus

2 "
(critical)

3 CoobLeHuns o6 owmbkax
(errors)

4 BceBo3amoxHble
npegynpexaexus (warning)
BaxHble yBegoMneHus

5 e
(notifications)
WHdopmaLMoHHbIe

6 ; .
coobuweHus (informational)

7 OTnagoyHble coolLLeHus

(debugging)

4.8.3MapameTpbl paboTbl moayneun

OnucaHue
Cuctema He paboTocnocobHa
Heobxoanmo cpovHOoe BMeLIaTenbCTBO

Kputuuyeckune cobbiTsi o coctosiHum CY
Ycnosus ownbkm

Ycnosus npegynpexageHns

HopmanbHble, HO BaxHble YCrnoBus (He SABNSOTCS
OLWNBOYHBIMU COCTOSIHMAMM, HO TpebyT ocoboro
BHMMaHWNS)

NHble WHOpMaLNOHHbIE coobLeHus, He
TpebyoLme ocoboro BHUMaHus
CoobueHus copgepxat nHdopmaumtio,

MCnofb3yemMyro TOJIbKO Npu oTragke

Ha Bknagke «Moagynu» 3agaeTtcs nepuogmyHoCcTb cbopa xXypHanos u cuHxpoHusaummn ELLY Dallas Lock

¢ moaynsamu (puc. 70).

CyliecTByeT BO3MOXHOCTb BblOOpa HEOOXOANMBIX TUMOB OOBHEKTOB ANsi paboTbl B JAHHOM 3K3eMnrisipe
KoHconu. B ©6noke «Bbibop oTobpaxaembix Moaynen» Heobxogumo nNpocTaBuTb narm psgom C
o6bekTamu, ¢ KOTOpPbIMK NpeanonaraeTcs paboTa B KOHCOMMW.

MpumeuyaHue. [Npn BbIGOpe yHKUMM «ABTOMATUYECKUMI peXuUM» B MeH0 «Bbibop
oToGpakaemMbIx MOAyNeny» 6yayT BKNHOYEHbI hnary ToNbKo BBeAEHHbIX B [1B mogynen.


mailto:helpdesk@confident.ru

MapameTpbl

Moaynn

BoiGop oToBpaxaeMbIX Mogynei

BblﬁEpHTe HeobxoaMMele MOAYAM ANA OTCIEIpa)KeHIAH W HacTpoeK B KOHCOAK. o

L]

» [] Dallas Lock 8.0 WK8
» [] Dallas Lock 8.0 1K9
, Dallas Lock 8.0 UK10
, Dallas Lock 8.0 MK11
A2 Dallas Lock K4
A2 Dallas Lock VIKS
€12 ¥6 Dallas Lock WKO
€13 ¥E Dallas Lock MK1 .

D ABTOMaTWYECKWMIA PEXMM

MapameTpbl

Mepuoa chopa xypHaNoeE ¢ MoAyneR:
Meprod CHHXpPOHWZAUWK:

D PafoTa c oTyeTammn

[eprogMyHOCTE MPOBEPKK LENOCTHOCTIA: | 3 MIAH.

Puc. 70. NapameTpbl mogynew

B 6noke «[NapameTpbl» HacTpamBaloTCcs nepuos coopa >KypHarnoB ¢ MOAYMEN 1 Nepuos CUHXPOHU3aLUK.
MonuTkn MOryT NPUHMMaTL 3Ha4YeHus oT 5 MUHYT Ao 1 Hegenu n «Hukorga». 3HaYyeHe No ymonyaHuo
— «Hwukorga».

3HadeHusa gaHHbiXx napameTpoB AVB gomkeH 3agaBaTb B 3aBMCMMOCTM OT Harpys3kum ceTu, 4acToThbl
BHOCMMbIX U3MEHEHWI M KOSMYECTBA NOAKMIOYEHHbIX MOAYNEN.

Mocne yctaHoBkm ¢hnara «PaboTa c oT4yeTamu» BO3MOXHO HACTPOUTb MEPUOAMYHOCTb MNPOBEPKM
LernoctHocTu otyeToB Moaynen AreHT ELLY. Nepuroa nposepkn MOXET MPUHMMATL 3HA4YeHUs OT 5 MUHYT
8o 1 Hegenw. Mo ymonyaHuio pyHkuus «PaboTta ¢ oTyeTamm» — OTKIOYEHA.



4.8.4MapameTpbl XXypHanos

Ha Bknagke «XXKypHanbi» (puc. 71) oTobpaxaeTcsa MHopmaLusa o TekyLemMm cnocobe xpaHeHu s XypHanos,
BbIOpaHHOM B npoLecce YCTaHOBKM, a Takke BO3MOXHOCTb peAakTupoBaHus cnocoba xpaHeH st XXypHanos
yXe Ha yctaHoBneHHoMm ELLY Dallas Lock.

Mpu BbIGOPE «Mcnonb3oBaTh PostgreSQL» HeobxoamMmo 3anonHUTbL Nons:

aZpec cepBepa;
NnopT NOAKITHOYEHMS;
nms 6a3bl JaHHbIX;
MMs Nonb30oBaTens;
naporb.

Mpw BeIGOPE «Mcnonb3oBaTb BHYTPEHHIO CUCTEMbI XPaHEHUSI» 3aMOSNHATL NMOMA HE HYXHO.
Mo ymon4yaHuio BbIbpaHo 3HaveHue «Mcnonb3oBaTh BHYTPEHHIOK CUCTEMY XPaHEHUSI».

MapameTpbl

XypHanei

—
(®) WMcnonsaoBaTh BHYTPEHHIOK CUCTEMY XpaHEHWS

O WMenonszoeats PostgreSQL

Puc. 71. MapameTpbl XpaHeHUs! XXypHanoB



5 [OOMEH BE3OINACHOCTMU ELLY

Ha ypoBHe 16 B aepeBe ob6bekToB KoHconn ELLY dopmmpyetcs Habop BkNagok ans obuiern HacTpomkm
napameTpoB 6e3onacHocTn ans Bcero b n ona Bcex nogyYnHeHHbIx o6bekToB gaHHoro [b. MNpu BuiGope
onpeneneHHoOM BKMagku MNOSIBRSIeTCA BO3MOXHOCTb NpocMaTpuBaTh W pefakTMpoBaTb napameTpbl
6esonacHocTu. [lpu BbigeneHun Bknagok 4depes Ctrl/Shift MmoxHO coBepLUMTb rpynnoBble onepauum
0BHOBNEHNs UK yaaneHus.

5.1 Csopka gnsa b

[ns ynobctea paboTbl BO3MOXHO y3HaTb obLiee coctosiHue Beero [1b, AaHHble cBeaeHus otobpaxaroTcs
Ha Bkragke «Csogka» (Puc. 72).
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Puc. 72. «<CBoaka» [lomeHa 6e3onacHocTu ELLY

HocTynHbl cnepyrowne genctens ¢ [1b Ha naHenn MHCTPYMEHTOB:

O6HoBUTL MHopMaLnto 06 obbekTe Ha Bknagke «CBoaka;
CospgaTb HoBYtO rpynny o6bekToB B [6;

BbIrpy3auntb CNUCOK KMUEHTOB;

MepenmeHoBaTb Tekywnn OB;

CBepHyTb;

PasBepHyTb BCe;

CBepHyTb BCE;

CkaHvpoBaTb CeTb Ansi 0OHapYyXeHUs1 MoAyrnewn U ceTeBbIX YCTPOWCTB;
[obaBnTb HOBOE CETEBOE YCTPOMCTBO;

10 MpoBepUTbL JOCTYMHOCTb CETEBLIX YCTPOWCTB;

11.MpoBepuTb LIENOCTHOCTL CETEBLIX YCTPOWCTB.

©CoNOOAWNE

MepeuncrieHHble Bblle AENCTBUS Takke [OCTYNHbl M3 KOHTEKCTHOro MeHwo y3na [OB B pepese
obbekToB [1B.

KomaHgbl onepaTMBHOrO ynpaBreHUs Ha MaHenn MHCTPYMEHTOB (HAbop KomMaH4 3aBUCUT OT OOBLEKTOB,
Bxoaswmx B coctas [B):

BbikniounTs;

MepesarpyaunTb;

CobpaTb XypHanbl;

C6pocutb GNOKMPOBKHU;
BKNIOUYNTBL\BBIKITHOHYNTL aBaAPUNHBIN PEXUM;

agrwNE



PasbnoknpoBaTb nonb3oBaTenen;
CuHXpOHM3MpoBaTh;

Mepecuntatb LENOCTHOCTD;

. BKNounTb\OTKNIOUNTE aBapUAHBIN PEXUM;
10.Cpenatb MacTepom.

© 0N

B pabouent obnactu Bknagkun «CBogka» pacnosioxeHbl criegyowmne pasgensi:

1. «MHdopmauusa o6 obbekTe» (puc. 73).

B naHHOM paspgene BbiBOAMTCS MHpOpMaUUS:

0 cepBepax, BBEAEHHbIX B knacTep AomeHa 6e30nacHoCTH;

0 HanM4YUM poauTEsNbLCKOro AOMEHa;

O COCTOSIHUM MUrpaunu;

0 COCTOSIHMM 1 napameTpax nuueHsmn Ha ELLY Dallas Lock (onucaHue HacTpoiiku napameTpos
N1UEeH3nM NpuBeaeHo B pasgene «HacTponku NULIEH3MPOBaHNUS ).

[nsi oGHOBNEHUs MHOpPMaLUK, NPeACTaBNEHHON B JaHHOM pasferne, CriefyeT HaxkaTb pPacrofnoXeHHYo
Ha naHenu «[encTeus» KHonky « OGHOBUTb» UMK NepeiTh Ha Nobyto ApYyryto BKNaaKy U BEPHYTLCSA Hasag,.

Hudopmaymn ob obbexte

Cepsepa wnacTepa BLY gwerty555.d.localz 17500
Peguaresscenit gonen Het

MAPAMETPEI MALLEH 3HK Nogpobnes

1. Aendeepina
AFM 4/6
Ceresme yCTpacTes 174
MoauuFerFise o eH 0/z

HERCABTYeRIEIE | BCARD
DLEY DALLAS LOCK

MPOLLECC MMATPALLMI Noapobkes

Puc. 73. Pazgen «MHcopmaumsa o6 obbekTe»

2. «MNHumpeHTbl Be3onacHocTu» (puc. 74).

B pasgene BbiBOOUTCH MHGOPMaUMS O KONUYecTBe MHUMAEHTOB 6e30MacHOCTM Ha BCeX MOOYMHEHHbIX
obbektax [B 3a BbibpaHHBIN nNepuog B dopmaTe: He MpoYUTaHO/BCEro MHUMAEHTOB Ge3omacHOCTW.
Mpu akTMBHOM (pnare «TONbKO HEMPOYUTaHHbIE» HA MHAOPMAUUOHHOW naHenun GyaeT oTtobpaxaTtbes
WHGOPMaLMSA TOMBbKO O HEMPOYMTaHHbIX MHUMAEHTax 6esonacHocTu.
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Mepuog BpeMEHW MOXHO MW3MEHWUTb B BEpXHel 4acT WH(OPMAaLMOHHONW naHenu

Puc. 74. Pazpen «MHUnpeHTbl 6e3onacHOCTU»

«MHUMOEHTHI

©e3onacHOCTUY» C NOMOLLIbIO BbiNadatowero cnucka «3a nepuon». Bo3MOXHbI cnegywwine BapuaHThbl:

ceroHs;
BYepa;
Heaens;
MecsL;

roa;

3a Bce Bpems;

HeobX0AMMbIV OTPE30K BPEMEHM.

BblIbpaTh CBOM — Mpu BbIOOPe AaHHOrO NyHKTa B NOSBMBLLUEMCS OKHe (pycC. 75) BO3MOXHO 3agaTtb

O BeiGepuTe neprog Bpemern
Nepuog
[ 28.09.2022 ~ || 15:20
Mo 28.09,2023 * || 15:20
BTN

Otmena

ik

L

x

B ueHTpanbHOM 4YacTu MHAOPMALMOHHOW nNaHenu

Puc. 75. Bbi6op nepuoaa BpeMeHu

«NHUMOeHTbI

©e3onacHoCTu» pacnonoxeHa

rMcTorpamma, KoTopasi oTobpakaeT KONM4eCcTBO UHUMAEHTOB 6€e30MacHOCTM BCEX TUMOB 3a BblOpaHHbIi
nepvoa BpeMeHu C onpeaerneHHbIM warom (puc. 74). Mpu HaxxaTum Ha 3NeMEHT rMCTorpaMMbl, B Tabnuue
oTOOpaXxaloTCs MHLUAEHTbI 33 BbIOPaHHbIN LWar BpeMeHMU.

Mog rmctorpamMmmMon pacnosioXeH
[ ]

bl KPYroBble Anarpammbi:

no TMnNy — oToGpaxaeT KONMYECTBO MHLMAEHTOB 6e30NacHOCTU ONpeaeneHHoro T1na;
no nNpuopuTeTy — OTOBpaxaeT KONMYecTBO MHLUAEHTOB 6e30MacHOCTY Mo UX NpuopuTeTam.

MoapobHee 0 HacTporike OTODpaxxeHUs MHGOPMaLMOHHOM NaHenun «NHumaeHTsl 6e30nacHOCTM» OnNMcaHo
B pasgene «HacTtponka nHumaeHToB 6€30MacHOCTUY.




B HwkHeNW 4yactM paHHoOW WHGOPMAaUMOHHOW MaHenu pacnonoxeHa Ttabnvua ¢ coobweHus MK
06 nHumaeHTax 6esonacHocTU. C MOMOLLbIO KOHTEKCTHOIO MEHIO MOXHO ynpaBnsTb CIUCKOM MHLUMAEHTOB

BesonacHocTu (puc. 74):

He KBUTMPOBaTb MPM MNPOCMOTPE (€CnM YEeKBOKC YCTaHOBMEH — MNPOCMOTPEHHbIN WHUMAEHT
He ByaeT aBTOMaTUYECKM NOMEYEH Kak KBUTUPOBAHHLIN);
yAanuTb BblAENEHHOE;

NOMETUTb BblAENeHHOe NPOYUTaHHbIM;

NMOMETUTb BblAENEeHHOEe HEMPOUYNTAHHbBIM;

BblOENUTb BCE;

CHATb BbleneHune.

[BOMHON KNUK MO COOBLLUEHNIO C MHLUMAEHTOM OTKPOET OKHO C AaHHbIMK 006 3TOM mHuuMaeHTe (puc. 76),
B Tabnuue BbiOpaHHOe coobLeHne KBUTUPYETCA KaK npoynTtaHHoe (Mpu  OTCYTCTBUM Yekbokca
B KOHTEKCTHOM MeHI0 «He KBUTMpOBaTh Npy NpocMoTpey). Haxknmas Ha KHOMKM «BBEPX» U «BHU3», MOXHO
oTMeYaTb COObLLEHNST KaK NPOYNTaHHbIE, MpOoCcMaTpyBasi NpeablayLune Unv cregyolme MHUNGEHThI.

=

O MpocmoTp

Bpema
2024-06-25 15:57:04 (GMT+03:00)

APM
DESKTOP-1D262R2

Moayne
Dallas Lock 8.0 MKI1

Cobmitne
WHUMAEHTEI CUCTEMBI OBHAPYEHNA BTOPKEHMIA

Pesynbrar
CpaBaTeieanme geTexkTopa atakm COB

Mpuopurer

Beicokuii

it ceen

Ha knuente (3adukcpoBansl AeicTENA, XapakTepHele 4nA epeacHocHore M0,
PekomMeHyeTcs BBINDAHNTE AHTUEMPYCHYH NpoBEpKY)

Keutupoean
admin

Bpema KEMTMpOBaHWA
2024-07-01 16:27:24 (GMT+03:00)

Kommentapuit

-———

1 3aKpeiTh

Puc. 76. Cnucok y4yeTHbIx 3anucen b ELLY

*

Peann3oBaHa BO3MOXHOCTb 3KCMopTa oT4yeTa 00 uHumgeHTax 6Ge3onacHoCcTM B dann MNo KHOMKe

«3kenopTt» (Puc. 77).

Mocne Haxatusi «JKCMOPT», B MOSIBUBLUEMCS OKHE, HYXHO YyKasaTb MNyTb

ONs coxpaHeHust otdeTa (B doopmaTe .txt) ¢ JaHHbIMKU 13 Tabnuubl ¢ MHUMAEHTaMM 6e30nacHOCTH.



0 Coxpanenne daiina >

CoxpaHnTe Gain Kak...

e | |

Otmeqa

Puc. 77. 3kcnopT nHumMaeHToB 6e3onacHocTu B dhann

B BbIrpysky oT4yeTa BXOAUT CINCOK MHUMAEHTOB 6e30MacHOCTU, KOTOpbI ByAeT coxpaHeH B Buae Tabnmupl
C yKa3aHueM cobbITusl, BpeMeHM, pesynbTaTta u Moayns. JocTynHble dhopmaThl Ans Bbirpy3ku: txt n htmi.

MpumeyaHue. B Tabnuue ¢ coobLieHnsimm 06 nHunageHTax 6e3onacHoCT BpeMs cobbiTus
NnpocTaBnsieTcs B 3aBUCMMOCTM OT MOAYNEN, KOTopble AaHHOe cobbiTve npucrann — unu
BpeMmsi BOSHVKHOBEHWSI caMOoro cobbiTUst Ha Moayne, Unn Bpemsi NonyyYeHust coobLleHns
0 cobbiTumn Ha ELLY Dallas Lock.

5.2 TlNonb3oBatenu [1b

Bknagka «[lonb3oBatenu» Ha ypoBHe [b nossonsder ynpasnATb rnobanbHbIMW YYETHBIMU 3annCsMMm,
rpynnamu nonb3osatenen b ELY Dallas Lock n annapatHbiMn ngeHtndukatopamm (Puc. 78).

Monezosatenn

Cocr... ¥ VYuernan sanuce Kateropua Twun yuerroi 3annck ELLY Bnapenew, Ponb agMMHUCTPHpOBaHMa Monkoe nmna Onwcanmne OMEPALMUA C NONb30OBATENAMW

admin

anonymous.

Tnobanran  Bee Noxanewsiii  Anmmmmcrparop Aamunncrpatop no ymonsan o Cospare
Tnobansian  Cicrema, DLE.O (K10, MK11), C311 BH (MK4) Nokanssbif Anonymous user Wcnonb3yeTcn AnA CETERbIX BXOAOR C ...

Puc. 78. Cnucok y4yeTHbIx 3anucen b ELLY

5.2.1MapameTpbl nonb3oBaTenen

Kateropusa «[llonb3oBatenu» Ha ypoBHe [B cogepXuT cnmucok rnobanbHbiX U MOOYMbHbBIX YYETHbIX

3anucen Ob.

Cnmncok y4eTHbIX 3anucer nonb3oBaTenen Ha yposHe [1b npeacraenaeTt cobon Tabnmuy ¢ nonamu:

1.

2.
3.

«CocTosiHMe» — coaepXXUT donar BKMHOYEHNA/BbIKMIOYEHUST YYETHOI 3anucy nonb3oBaTens Ha JaHHOM
ypoBHe. MNone «CocTosiHMe» NPUHUMAaET creayoLwmin Bua:

[

OTMeYeHHoe hriarom none o3HavyaeT, YTo AaHHasa ydeTHas 3anuch nonb3oBaTens UMeeT AOCTYn
Ha yposHe [b5;

— nycTOe Mone 03Ha4yaeT, YTo y4YeTHas 3anucb OTKMoYeHa Ans paboTbl Ha ypoBHe [b

MpumeyaHue. 3HayeHne nonsi «CocTosiHME» HE OTpakaeT COCTOsIHME YYEeTHOW 3anucu
nonb3oBaTenen Ha BrOXeHHbIx ob6bekTax [b. Hanpumep, ydeTHas 3anmMcb MOXeT ObITb
oTkntodeHa ans pabotel Ha ypoBHe 1B (none «CoctosiHne» — nycroe), HO UMEeTb OOCTYN
Ha ypoBHe BKITto4eHHoro B Hero APM (ctouT cpnar B none «CoctosHue»).

Ecnv n3ameHuTb COCTOSIHME YYETHOW 3anmMcu Ha ypOBHE BhilEe B AEPEBE, Ha BOXEHHbIX
ob6bekTax — COCTOSIHNE U3MEHWUTCSt NPUHYAUTENBHO. Hanpumep, nocne oTknYeHus ans
paboTbl y4eTHOM 3anvcK Ha ypoBHe 1B, paboTa y4yeTHOM 3anucu OTKMYaeTcs Ans Bcex
BNoXeHHbIX rpynn, APM (mogynen B coctase APM), moagynen 6e3 APM 1 nHbix 061EKTOB.

«YyeTHaa 3anucb» — COAEPXUT NMSA Y4ETHOW 3anucu;
«KaTeropua» — cogepxuT nHgopmanmio o ToMm, rae 6uina cosgaHa yyeTHas 3anuce.



4. «Tun yyeTHow 3anmcu ELY» — copgepxut uHpopmauuio o TOM, ANS MOAyNen Kakoro Tuna
NPUMEHSETCS AaHHasa y4eTHas 3anucb. Bo3MOXHbIE 3HaYeHUs:

Bce — y4eTHasi 3anvcb npumeHrmMa Ansa Bcex moaynen (kpome mogynsa WAF);

DL 8.0 — y4yeTHas 3anucb npumeHnma ana mogynsa C3U Dallas Lock 8.0 (cm. MOLYI1b C3U
DALLAS LOCK 8.0-C/K);

DLL — y4eTHas 3anucb npumeHnma ana moayns C3M HC[, Dallas Lock Linux (cm. MOLYIb
C3M HCL DALLAS LOCK LINUX);

DL 8.0 C31N BN — y4yeTHas 3anucb npumeHuma gnst mogynsa C3UM BW Dallas Lock (cm.
MOLYNb C3/ B DALLAS LOCK);

C[3 — yueTHas 3anuck npumeHmmMa ansa moaynsa CO3 Dallas Lock (cm. MOLYIb CO3 DALLAS
LOCK);

CO3 Yb — y4yeTHasa 3anunck npumeHuma anga moayns CA3 Yb Dallas Lock (cm. MOAYIb CO3
YB DALLAS LOCK).

5. «[lonHoe nvsa» — coaepXXmT NoNHOE UMSA Y4eTHOW 3anncy;
6. «OnucaHne» — COOepPXUT ONUcaHne y4eTHON 3anncy;
7. «Bnageneu» — ykasblBaeT Ha kakoM ypoBHe aepea ELLY Dallas Lock Obina co3gaHa yveTHas 3anmce;

!
!

MNpumeyaHme. YueTHble 3anucyM He oTobpaxalTcsa Ha Bknagke «llonb3oBaTenu» B
kaTeropuun «llonb3oBaTten» Ha ypoOBHE BbILLE, YEM YPOBEHb, HA KOTOPOM Obina cosgaHa
yyeTHasd 3anucb. Hanpumep, Ha ypoBHe [B Henb3s NoCcMOTpeTb YyYeTHble 3anucw,
Co3aHHbIe Ha YPOBHE rpynnbl 0OBLEKTOB.

MpumeyaHue. Ecnn yyeTHas 3anuck Gbina co3gaHa Ha yposHe [1B, To:

e Ha ypoBHe [1Ib — none «Bnageneu» Oyaet umeTb 3HaveHue «JlokanbHbIN», N B
CrucKe y4eTHasi 3anncb OyaeT BblAeneHa XUPHbIM HaYepTaHNEM;

e Ha yposHe rpynnsl (nogrpynnsl) b, APM (mogynen B coctase APM), mogynen 6e3
APM u nogumnHeHHbIX JoMeHoB — none «Bnageneuy 0yaet umeTb 3HaveHue «[b
*Nmsa_[0B*».

AHanorn4yHo, ecnm ydeTHasi 3anvcb bbina cosgaHa Ha ypoBHE rpynnbl 06beKTOB, TO:
e Ha ypoBHe rpynnbl none «Bnageneuy 6yaet MeTb 3HaYeHne «J1okanbHbIhy;
e Ha ypOBHe MoAayreun 3TOM rpynnbl, Ha KOTOpPoW Bbina co3gaHa yyeTHas 3anuchb,
none «Bnageneu» 6yaeTt umeTtb 3HaveHue «pynna *Mms_rpynnbi™».

8. «Ponb agmuHucTpupoBaHua» (cM. «Ponesas mofdenb y4eTHbix 3anucer [1by).

[ns npyMeHeHns U3MeHeHU Cnmcka y4eTHbIX 3anMcen Ha MOAynsiX Heobxoarma CUHXPOHMU3aLUNS.

Ha naHenwu ynpasneHus B 6noke «PunbTpbl» NpegycMoTpeHa BO3MOXHOCTb ounbTpaumm nonb3oBaTtenen
B COOTBETCTBUM C BbIOpaHHLIMKU NapameTpamu.

B kaTteropuu «llonb3oBatenu» Ha Bkragke «lone3oBatenn» JOCTYNHO TOMbKO:

co3gaHue n yaoaneHue nonb3oBaTenen;
penakTtnpoBsaHue CBOWCTB MNonb3oBaTenen;
U3MEeHeHne Tuna, snagenbua n posn nonb3oBaTenenu;
COXpaHeHnaA crnmcka norib3oBaTesnen.

Mpu HaxaTnm Ha kHoMKY « CoXpaHUTb CNUCOK Norib3oBaTenen» OTKpPbIBaeTCs ANanoroBoe OKHO, B KOTOPOM
HeoOxoaMMo BbIOpaTh Nanky Ansi COXpaHeHusi U BBECTU UMs dpavina. B BbIrpy3ky BXOOUT NOMHbIA CMNCOK
nonb3oBatenemn u3 ELLY, koTopbii OyaeTt coxpaHeH B Buae 1abnuupbl ¢ ykazaHMeM UMEHUN YYETHON 3armcu,
TMna u ip-agpeca. JoctynHble dopmathl And BeIrpy3ku: txt u html.

MpocMOTp M HacTpolika NapameTpoB MNonb3oBaTenei AOCTYMHbI:

no ABOMHOMY LLEMYKY NeBOWN KHOMKOW MbILLX Ha NOMb30oBaTens B CNCKE;

npu Bblbope NyHkTa «CBOMCTBa» M3 KOHTEKCTHOrO MEHIO, BbI3BAHHOTO LLENMYKOM MPaBON KHOMKK
MbILLIN HA NONb30oBaTenNe B CNUCKE;

npv BblOENEHUN YYETHOW 3anucu B cnucke u Bblibope nyHkTa «CBOWCTBa» Ha NaHemnu
UHCTpyMeHTOoB «Onepauun ¢ nonb3oBatensamuy (Puc. 78).



MpumeyaHue. Hactporika nmapameTpoB nonb3oBaTenen AOCTynHa TOMbKO Ha YpoBHE
BMNagernbLa y4eTHON 3annucu nonb3oBaTerns.

Mocne BbINOMHEHUA OOHOMO U3 3TUX [OEWUCTBUN
noneb3oBartens» (puc. 79).

OTKpbIBaeTca OKHO «PepaktupoBaHve nonen

O PepakTuposanue noneid nonszoearena

WMa nonszo0BaTEns g

[ oswe | —

Maponn
ManaaTHeIA gocTyn
Ceancbl u pacnucatne
3anpet paboTel

Cnucok rpynn

Onncadue

Maonxoe nma

Tun yuetHoil sanucn Windows
CnyxeBHelli nonssoeatens Windows
He cuHXpoHUznpyemelil NoNB30BaTENE
3anpeT BxcA3 NPY HAPYLIEHWN LEADCTHOCTH
Kateropwa nonesoeareneil (A3
Aptoexog s C3MHCA

Wrasa

Darunua

OTyecTeo

OcHoBHan rpynna

CucTemHelil none3oeaTent Linux
WHrepnperatep

JomaliHan gupekTopna

Co3aaTe gMpeKTopuie

Aprununctpatop C3M Dallas Lock Linux
Jomen ana Linux

Pone agmunnctpupoeanna C3M Dallas Lock Linux
e-mail

Tun yuetHoil sanuck (gna C3A B
Ponk nonbseeatens konconn C3KM BN

Paspewmnte nokaneHeii excg 8 OC ¢ LY C3K B

EI'II'I.M,\’J,EHTM(‘JMKETDFI HE 334aH

He ykazan
Her

Her

Her
Monssoeatens

MapameTpel HE 3aaaHBIl

Her
/bin/bash
/home/g
Ju]

Her
Monezoeatens

MNonssosatens Windows (Dallas Lock)
Het goctyna

Her

Ormena

Puc. 79. PegaktupoBaHue noneu nonb3oBarens

Ha Bknagke «OOwwue» npegnaraetcd 3anofiHATb YYeTHble AaHHble U napameTpbl Nosfb3oBaTenen
(Tabnuua 5).
Ta6nuua 5. O6wWwme napameTpbl Nonb3oBaTenen

MpumeHeHue

ELY Dallas Lock;

C3WM Dallas Lock 8.0;

CA3 Dallas Lock;

CO3 YB Dallas Lock;

C3W HC[ Dallas Lock Linux

3anonHsemble JaHHble U napamMeTpbl

Mone «AnnapaTHbIn uaeHTUdUMKATOP» MNO3BONSET BbiOpaTh
annapaTHbIn MAeHTUMKaTop Nonb3oBaTtens.



B none «OnucaHme» MOXHO BBECTU mOOOM KOMMEHTapWiA.
[OnvHa kommeHTapuss He ©Oonee 95 cumBonoB. BeoauTb
KOMMEHTapuii He 0b6a3aTensHO

B none «MonHoe umsa» YKa3blBae€TCA NoJyiHoe NMA nosib3oBaTtend.
3anonHaTb HeobsizaTenbHo. Mo YMOJ1HaHUIO nosne nMmeet nycrtoe
3Ha4YeHune.

ATpubyT «Tun yyeTHomn 3anucu Windows» nossonsieTt BelopaTtb
OOMH M3 TWNOB YYETHbIX 3anucen: BHYTPEHHWUIN, BHELLHWUN,
CUCTEMHbIW, NPUINOXEHNE, rTOCTEBOW (AHOHUMHbIN), BPEMEHHbIN.
Ons Tuna «BpemeHHbIi» 06s3aTenbHbIM YCIOBUEM SBMSETCH
HacTpomka pacnucaHusa paboTbl none3osartensd. 1o ymonyaHuio
TUN y4eTHOW 3anucy nonb3oBaTtens byget nmeTb 3HayeHne «He
yKasaH»

3HauyeHne «[Ja» B none «CnyxeOHbIN mnonb3oBaTeslb
Windows»  npegocTtaBnseT  AaHHOW  Y4eTHOW  3anucu
nonb3oBaTens ocobbin cTatyc. TpebyeTca ANS KOPPEKTHOM
paboTbl mporpaMm, Npu YCTAHOBKE KOTOPbIX CO3A4alTCA CBOM
yyeTHble  3anucu  nonb3oBaTenen 1 OCyLeCcTBMASeTcs
aBTomMaTuuyeckni Bxog npu 3arpyske OC. Hanpumep, Takow
cTtaTyc Heobxoamm npw mcnonb3oBaHunm nporpamm VipNet nnum
VMware. 1o ymon4yaHuio none nmeet 3HadeHne «Het»

Cuctema 3awmTbl obecneymBaeT npPOBEPKY LENOCTHOCTU
nporpammHo-annapatHon cpegpl K, o6vektoB ®C u peecrtpa.
Ecnu ansi nonb3oBaTens onumsa «3anpet BXxopaa
NPy HapyLWeHUN LenoCTHOCTUY» aKTUBM3UPOBaHa, TO Mpu
obHapyxeHun HapyLleHus LeNIOCTHOCTH BblgaeTcs
cooTBeTCTBYlOLWee npeaynpexaeHne n Bxod B OC Gnokupyetcs
A0 Tex nop, noka agMmHUCTpaTop He pasbnokupyeT YYeTHyIo
3anucb. Ecnu xxe aTa onumsa He BKIYeHa, TO Npu obHapyXeHnn
HapyweHus  UenocTHocTn  OyaeT  oToGpaXeHO  TOMbKO
npegynpexageHue. No ymonyaHuio none nmeet 3HadveHne «Het»

B none «Kateropuio nonb3oBatenss CO3» MOXHO BbiOpaTb
pornb nonb3oBarens: lMonb3oBaTens, AyouTop unu
AgmuHuctpatop. 3HavyeHne nons MO yMOMYaHuw  —
«lMonb3oBarenb»

MpumeyaHue. LLTtaTHbIE nonb3oBaTenu,
JonyLleHHble K paboTe Ha 3aLUMLLEHHOM KOMMbIOTEpE,
He [OOSMKHbl MMeTb KaTeropuio «AOMUHUCTPATOPbI»
unu «Aygutopbl».

ATpubyt «ABtoBxog B C3U HCO» no3sBonsieT HacTpouUTb
aBTtoBxoa B C3W Dallas Lock 8.0. Mo ymonuyaHuto napameTpbl
aBTOBXOa He 3afaHbl.

B none «Mmsa» yka3sbiBaeTcs nonbL30BaTternb, aTpubyT Heobxoanm
ONa CcUMHXpoHu3auum n Beofda moayns B ELY. Mo ymonuaHuio
norfe MMeeT NycToe 3Ha4YeHue.

B none «®amunua» ykasbiBaeTCs MOMb3oBaTesnb, aTpubyT
HeoOXoaMM ONs CUMHXpOHM3auuMu u BBoga mopyns B ELLY. Mo
YMOMYaHU1IO None UMEET NYCToe 3HAYEHNE.

ELY Dallas Lock;

C3W Dallas Lock 8.0;

C3M HC[L Dallas Lock Linux;
CA3 Dallas Lock;

CO3 Yb Dallas Lock;

C3WM BU Dallas Lock

ELY Dallas Lock;

C3W Dallas Lock 8.0;

C3W HC[L Dallas Lock Linux;
C3W/ BW Dallas Lock

C3W Dallas Lock 8.0;
C3WM BW Dallas Lock

C3WM Dallas Lock 8.0;
C3W BW Dallas Lock

C3W Dallas Lock 8.0;
CA3 Dallas Lock;

CO3 Yb Dallas Lock;
C3WM BW Dallas Lock

CA3 Dallas Lock;
CA3 Yb Dallas Lock

CA3 Dallas Lock;

C3M HC[L Dallas Lock Linux;
C3W BW Dallas Lock

C3M HC[L Dallas Lock Linux;
C3W BW Dallas Lock



B none «OTtyecTBO» yKasblBaeTCsd MoMnb3oBaTenb, aTpuoyT
HeobxooMM Onis CMHXPOHM3aumM n BeBoga mopyna B ELLY. To
YMOJYaHMIo Mosie MMeEeT NyCTOoe 3Ha4YeHme.

B none «OcHOBHasa rpynna» Yyka3blBaeTCs HauMMeHOBaHWe
OCHOBHOW rpynnbl nonb3oBartens. lone 3anonHseTcs BO Bpems
€034aHuns y4eTHonm 3anvcu. o ymonyaHuio none umeeT nycroe
3HayeHve

3HayeHne «[a» B none «CucTeMHbIM nonb3oBaTtenb Linux»
YKa3bIBaeT Ha TO, YTO y4eTHas 3anucb Nonb30oBaTeNs sIBNsieTcs
cuctemHon. No ymonyaHuio none nmeet 3HayeHne «Het»

Mone «WHTepnpeTaTop» yKa3biBaeT Ha WHTepnpeTaTrop
KOoMaHgHow cTpokun. ObsasaTenbHbli aTpubyT yyYeTHOW 3anucu
nones3oBatens. 1o ymonyaHuio nmeet 3HayeHue «/bin/bash».

B none «[domawHAA AMpeKTopuUsA» YyKasblBaeTcA NyTb
K AOMallHen gupekTopuu nonb3oBaTtens. 1o ymonyaHuio none
UMeeT NycToe 3HavyeHune

3HaueHne «Ja» B none «CosgaTb AUPEKTOPUIO» YKasbiBaeT
Ha HeoGXoOMMOCTb  CO3[aHusl  JOMallHed  OMPEeKTopuu
nonob3oBaTens. Ecnv npu  co3gaHuM  y4eTHOM  3anucu
nonob3oBaTenss He OydeT cozdaHa [dOMalUHAS OMPEKTopus,
TO BXO[ B CUCTEMY AN 3TON Y4eTHOW 3anncy 6yaeT HEBO3MOXKEH.
Mo ymonyaHuio napameTp UMeeT 3HadeHue «[av.

B none «AdomeH ansa Linux» ykasbiBaeTcst nmsa gomeHa Active
Directory, FreelPA, ALD PRO, Peg AOM, Samba. Atpubyt
obszaTteneH Ans 4OMEHHbIX YYETHbIX 3anMcen norb3oBaTenen.
Mo ymon4yaHuio none umMeeT Nyctoe 3HavYeHue

B none «Ponb agpmunHuctpupoBanusa C3U Dallas Lock Linux»
MOXHO Ha3Ha4MTb KaTeroputo nonb3oBartens: [lonb3oBaTenb,
AyaouTop unu AOMUHUCTPaTop. 3Ha4yeHme Nons No yMON4aHuo —
«lMonb3oBarenby.

MpumeyaHue. LLTtaTHbIE nonb3oBaTenu,
JonyLleHHble K paboTe Ha 3aLUMLLEHHOM KOMMbIOTEpPE,
He [OOSMKHbl MMeTb KaTeropuio «AOMUHUCTPATOPbI»
unu «Aygutopbi».

B none «e-mail» ykasblBaeTCca  3neKTPOHHas  MouTa
nonb3oBaTtens. 3anonHATb none Heobsi3aTensHo.

B none «Tun yyeTHomn 3anucu (ans C3U BU)» moxHO BbIbGpaTb
noneb3oBaTenen runepemdopa. o ymonuyaHuo none wumeet
3Ha4veHue «[lonb3oBaTtens Windows (Dallas Lock)».

B none «Ponb nonb3oBartens koHconu C3U BU» ykasbiBaeTcs
ponb nonb3oBatend B koHconu C3W BW. Mo ymonuyaHuio none
umeeT 3HayeHue «Het gocTtynay.

BHumaHue! Bce nonb3oBaTtenu, cos3gaBaemblie
nocpeactsom ELY B LleHTpe Ynpasnenus C3U BU
Mo yMOMYaHuO BblKMoYeHbl. C uenbio HacTporku LY
C3W BU (Hanpumep, pacnpeaeneHvs nonb3oBatenemn
Mexgy  KrveHTamu C3n BW)  Heobxogumo
nucnonb3oBaTb  NONb3oBaTeNnen, Ons  KOTOpbIX
3HauyeHne nons «AgmuHuctpatop C3U BU» umeer
3Ha4veHune «a».

C3W HC[L Dallas Lock Linux

C3W HC[L Dallas Lock Linux

C3M HC[L Dallas Lock Linux

C3M HC[L Dallas Lock Linux

C3W HC[L Dallas Lock Linux

C3W HC[L Dallas Lock Linux

C3W HC[ Dallas Lock Linux

C3M HC[L Dallas Lock Linux

C3W BW Dallas Lock

C3W BW Dallas Lock

C3W BW Dallas Lock



Mone «Paspewntb NnokanbHbin Bxoa B OC ¢ LY C3U BU» no
YMOINYaHNo MMeeT 3HayeHne «Het».

Mone «e-mail» no3BonseT ykasaTb agpec 3MNEKTPOHOW MOYThI
nonb3oBaTtens.

C3WM BW Dallas Lock

C3WM BW Dallas Lock

Ha Bknagke «Maponu» npeanaraetcs 3anofiHATb YYeTHble AaHHble M napameTpbl Nonb3oBaTenew,
OTHOCSILLMECSH K HacTpolkam naponen (Tabnuua 6).

Tabnuua 6. MapamMeTpbl Naponen nonb3oBaTenen

3anonHsieMble AaHHbIEe U napameTpbl

3Havenne «[da» B none «Mpu cnegywowem Bxoae TpeboBaTb
CMeHy naponsi» O3HadaeT, 4YTO eadMHOBPEMEHHO 6yaeTt
HanpaBreH 3anpoc Ha CMeHy Napons Npu BXOA4e Nonb30oBaTerns B
cuctemy. o ymonyaHuio none nMeeT 3HavyeHne «Het».

Mone «3anpeT mamMeHeHUsA napona». [1lo ymon4yaHuo none
nmeeT 3HadeHune «Het».

3HaveHne «[a» B none «Maponb 6e3 orpaHM4YeHUsH CpoOKa
aencTBua» oTMeHseT JencTeune MOJSINTUKU BXoaa
«MakcmanbHbIN CPOK OENCTBUS Naponen», pacnpocTpaHsIeMon
Ha Bcex nonb3oBaTenen. 1o ymonyaHuio none uMeeT 3Ha4veHune
«HeT».

Mone «MuWHUManNbHbIN CPOK AENCTBMA naponsa (B AHAX)»
yKasblBaeT Ha MVHMMarbHbIA CPOK AEWCTBUSI Naponsi B JHSIX.
O6sizatenpHoe none. MNpuHMMaeT 3HadYeHus oT «1» Ao «180»°.
YcTaHoBKa 3HayeHus «He ncnonb3yeTcs» 0603HavaeT, 4To Ans
[laHHOW Y4eTHOW 3anvcu Nonb3oBaTensi orpaHUYeHnin Ha nepuos
ee Heuncrnonb3oBaHUs HaknaabiBaTbcs He byaeT. Mo ymonyaHuio
nUMeeT 3Ha4yeHne «He ncnonbayeTtcsa».

Mone «MakcumanbHbIA CPOK AENCTBUA napons (B AHAX)»
yKasblBaeT Ha MakCMManbHbI CPOK OEWCTBUS napons B AHAX.
Ob6sizatenpHoe none. MNpuHMMaeT 3HadeHus oT «1» Ao «180»°.
YcTaHoBKa 3HayeHus «He ncnonb3yetcsa» obosHavaeT, 4To Ans
AaHHOM y4eTHOW 3anncy nonb3oBaTens orpaHuyYeHuin Ha nepuop,
ee Hencnonb30BaHMsA HaknagpiBaTbca He 6yaeT. o ymonyanuio
umeerT 3HayeHne «He ncnonbayeTcsa».

Mone «lMpepynpexpeHve o cMeHe napons (B AHAX)»
yKasblBaeT Ha 3Ha4YeHue (B AHSAX) NMOCre KOTOPOro Nofb3oBaTento
OyayT BblgaBaTbCA YBEAOMSEHMA O HEOOXOAUMOCTM CMEHbI
napons, C ykasaHuMeMm KonuyecTBa AHEW OO UCTeYEeHUs cpoka
Aencteus napons. O6asatenbHoe none. lNpuHMMaeT 3HaveHus
oT «1» po «180». YcTaHoBka 3HadeHusi «He ucrnonb3ayeTca»
ob03HavaeT, YTo ONs OAHHOW YYEeTHOW 3anucu nonb3oBaTens

MpumeHeHune

C3W Dallas Lock 8.0;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W BW Dallas Lock

C3WM Dallas Lock 8.0;
CA3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W BW Dallas Lock

C3WM Dallas Lock 8.0;
CA3 Dallas Lock;

CO3 Yb Dallas Lock;
C3WM BW Dallas Lock

C3W Dallas Lock 8.0;

CO3 Dallas Lock;

CO3 Yb Dallas Lock;

C3W BU Dallas Lock;

C3M HCO Dallas Lock Linux2©

C3W Dallas Lock 8.0;

CA3 Dallas Lock;

CO3 Yb Dallas Lock;

C3W BW Dallas Lock;

C3W HCL Dallas Lock Linux20

C3W Dallas Lock 8.0;

CA3 Dallas Lock;

CA3 Yb Dallas Lock;

C3W BW Dallas Lock;

C3WM HCQL Dallas Lock Linux20

°BHuMmaHue! Ecnv HapylweHO COOTHOLIEHWE MaKCMManbHOMO W MWHMMAarbHOrO CPOKOB
aenctens naponst (MUHMMarnbHbIA CPOK OOMblUe MakCMMarnbHOro), TO MpU CUHXPOHM3AL MU
cnvucka nonb3oBatenen c¢ mogynsmu C3W HC[L Dallas Lock Linux Bo3HuKaeT owwwubka,
co3faHne/u3amMeHeHne NnapaMeTpoB Takux YYETHbIX 3anucen He OCyLLEeCTBIISAETCS.

10 Cnucok napaMeTpoB MOXET MEHSITbCS B 3aBUCUMOCTU OT BEPCUM KITWEHTA.



OrpaHNYeHUn Ha NepuoL ee HEeUCnornb30BaHUs HaknagbiBaTbCcs
He 6ygeT. Mo ymonyaHuo nmeeT 3HadeHne «He ncnonb3yetca».

Mone «ata nocnegHen cMeHbl naponsay. [1o ymonyaHuio none
nMeeT 3Ha4veHne «He onpegeneHoy.

C3W Dallas Lock 8.0;

CLO3 Dallas Lock;

CLO3 Yb Dallas Lock;

C3W BU Dallas Lock;

C3M HCQ Dallas Lock Linux2©

Ha Bknagke «CeaHcbl M pacnucaHve» npeanaraeTcs 3anofiHUTb ydeTHble AaHHble U napaMeTpbl,
OTHOCALLMECS K OrpaHuYeHnsIM paboTbl Mosb3oBaTens no BpeMeHu (Tabnuua 7).

Tabnuua 7. CeaHcbl M pacnucaHue nNonb3oBaTenien

3anonHsieMble AaHHbIE U napameTpbl

Onpegenute  «4Yucno  paspelieHHbIX ceaHcoB». [lpu
YCTaHOBMEHHOM 3HaYeHUV ANA Kaxaon ydyeTHom 3anucu byget
NpOBEPATLCA KOMMYECTBO OAHOBPEMEHHBIX WHTEPaKTUBHBLIX |
ceTeBblX ceccun (BxodoB) Ha moayne. [lo ymonyaHuto none
umeeT 3HayeHne «He ucnonbayertcs»

Heobxognmo 3apatb «PacnucaHue paboTbl» nonb3oBaTens,
BbibpaTb nepuoa M Bpems. BHe ykasaHHOro nepuoga
nonb3oBaTenb He CMOXeT 3anTM Ha Moaynb. 1o OKoHYaHWM
BpemeHun pabotbl K nonb3osatens Gyget 3abnokvpoBaH npu
YCNOBUWN BKIOYEHUSA NONUTUKM «[puHyanTensHoe 3aBepLueHune
pabotel no  pacnucaHuo»  («lMonutmku»  —  «[paBa
nonb3osatenen»). [lo ymonuyaHuio wumeeT 3HadeHne «bes
OrpaHN4yeHns ».

MpumeyaHue. «Pacnncaxnme paboTbi» nonb3oBaTens
MOXeT ObITb onpeaeneHo ¢ ANCKPETHOCTbI0 30 MUHYT.

Ykasatb gonyctumbli «lMepuon Hencnonb3oBaHusi (B AHAX)».
Ecnvm nepvoa, B KOTOpbI MNOA4  YY4eTHOW 3anucblo  He
npou3BOAMIICA BXO4 B CUCTEMY, MpeBbilaeT BbIGPaHHbLIN
JOMNYCTUMbIA  Nepuoa — y4yeTHas 3anucb  OnokupyeTcs.
Ob6si3aTenbHoe none. lMNMpuHUMaeT 3Ha4veHnsa oT «1» go «180».
YcTtaHoBKa 3HaveHus «He ucnonbsyetcsa» obosHavaeT, uyTo And
AaHHOW y4eTHOM 3anucu nonb3oBaTens orpaHUyYeHnin Ha nepuos
ee Heucnonb3oBaHWsA HaknagbiBaTbes He byaeT. 1o ymonyaHuo
umeerT 3HaveHne «He ncnonbayeTcsa».

3apaTtb aaty «McTteyeHne cpoka AeNCTBUSI YHETHOM 3anucu».
Mo ymonyaHuio none nmeeT 3HaveHne «bes orpaHnyeHnny». MNMpu
CHATOM (pnare «bes orpaHU4eHnn» CTaHOBUTCS aKTMBHbLIM norne
Ans Bolbopa gatbl. B none ykasbiBaeTca garta, korga AdaHHas
y4yeTHas 3anuck 6ygeT 3abnokmpoBaHa cucteMon. B atom cnyyae
none obsasartenbHO Ans 3anonHeHus. MNpu akTmeHom dnare none
ANs YyCTAHOBKM [JaTbl HEeakTUBHO, BPeMs AENCTBUS YYETHOW
3an1cu He orpaHuyeHo.

MpumeHeHune

C3WM Dallas Lock 8.0;
C3M HC[O Dallas Lock Linux;
C3WM BU Dallas Lock

C3WM Dallas Lock 8.0;

CA3 Dallas Lock;

CO3 Yb Dallas Lock;

C3W HC[L Dallas Lock Linux;
C3WM BU Dallas Lock

C3M HC[L Dallas Lock Linux

C3W HCL Dallas Lock Linux

Ha BKIlagke «MaH,D,aTHbIIZ OOCTyn» npegnaraeTcd 3anoJfiIHUTb y4eTHble AaHHble N NapaMeTpbl, OTHOCALLne
K pa60Te nonb3oBaTenid C ypoBHAMU OOCTYyNa N MaHOATHbIMU METKaMi B ,El,omeHe 6e3onacHocTu (Ta6n|/|u,a
8).



Ta6nuua 8. MaHAaTHbLIN 4OCTYN NoJfib3oBaTenen

3anonHsieMble AaHHbIE U napameTpbl anIMeHeHVIe

Heobxognmo BbiOpaTb «MaHAaTHbIN YpPOBeHb» (TONbLKO A5s
Dallas Lock 8.0 pepakumm «C»), nog koTopbiM nonb3oBatens C3W Dallas Lock 8.0
CMOXeT paboTaTb.

Heobxogumo ykasaTe «MaHgaTHble MeTKu» (Tornbko Ansa Dallas
Lock 8.0 pepakumn «C»), ¢ koTopbiMn nonb3oBaTens cmoxeT C3U Dallas Lock 8.0
paboTtarb.

Ha Bknagke «3anpeT paboTbl» npeanaraeTcs 3anofIHUTb YYETHbIE AaHHble U NapaMeTpbl, OTHOCALMECS
K OrpaHuyeHnto  paboTbl MOoJib30BaTeNst NpW  HACTYMNeHUW OnpedeneHHbiX cobblTMii B cucTeme
WKW yCTaHOBKM 3arnpeTa agMuHUcTpaTopom (Tabnvua 9).

Tabnuua 9. 3anpeT pa6oTbl Nonb3oBaTesnien

3anonHsieMble AaHHbIE U napameTpbl anIMeHeHVIe

3HauveHne «[a» B none «Y4yeTHas 3anucb oTknrw4eHa» gaet C3U Dallas Lock 8.0;
BO3MOXHOCTb OTKIIOYNTb YYETHYIO 3anucb noboro C[3 Dallas Lock;
nonb3oBaTens, nocrne 4ero nonb3oBatenb He cmoxeT Boutu CO3 Yb Dallas Lock;

Ha APM po Tex nop, noka agmuHuctpatop ELLY He peaktuBnpyetr C3U BU Dallas Lock;

3Ty onuuto. o ymMon4yaHuio nosne NMeeT 3HadeHne «Hety. C3M HC[ Dallas Lock Linux

Mpun 3HayeHnn «[a» nonsa «3anpeTuTb paboTy Npu coobITUAX
BCKPbITUA  Kopnyca» BXxog B cuctemy ©Bnokupyetcs
npu cpabatbiBaHun [BK. Ha akpaHe npurnawexus B cuctemy
oTobpaxaeTca cooTBETCTBYyOLee coobuieHue. Mo ymonyaHuto
none nmeet 3HadeHne «Hety. CO3 Dallas Lock

Mpumeyanue. [aHHbin aTpubyT HE MpuUMEHVM Ans
BapuaHToB mcnonHeHus nsgenusa NeHA.501410.003-
02 u MNM®HA.501410.003-04 (nnatel CO3 Dallas Lock
dopmaTta PCle «KT-521» 1 M.2 «KT-550»).

3HaveHne «da» B none «bnokupoBaTtb  3arpysky

HewTtaTtHon OC» ycTaHaBnuBaeT 3anpeT Ha 3arpy3ky OC

Cc HocuTensl, oTnuyawwleroca OT  ykasaHHoro B none CA3 Dallas Lock;
«3arpyso4yHoe ycTponcTBO» Bknagkum «lMapametpbl» obonoukn CO3 Yb Dallas Lock
agmunHuctpatopa CA3 Dallas Lock. Mo ymonyaHuio none nmeet

3HayeHue «Het».

Mpn 3HaueHun «fa» nona «3anpeTuTtb paboTy npu
CJIOMaHHbIX UMW HEHACTPOEHHbIX 4Yacax» BXOL B CUCTEMY
6rnokupyeTca  npu  HeucrnpaBHOCTM 4YacoB. Ha  akpaHe
npurnaweHns B CUCTeMy OTobpaxaeTcsa COOTBETCTBYylLLEee
coobueHue. Mo ymonyaHuio nomne umeeT 3HaveHne «Het». C[3 Dallas Lock

MpumeyaHue. [aHHbii aTpubyT HE MPUMEHUM Ans
BapuaHToB mcnonHeHus nsgenus NOEHA.501410.003-
02 u MN®HA.501410.003-04 (nnatel CO3 Dallas Lock
dopmaTta PCle «KT-521» n M.2 «KT-550»).

Mpu 3HayeHun «fa» nons «3anpeTuTb paboty npwm

HeucnpaBHoctu [CH» Bxog B cucTtemy OnokupyeTcs npu

HeMcnpaBHOCTM AdaTtymka cnydarHbix ymncen nnatel C3[0 Dallas C[3 Dallas Lock
Lock. Ha 3kpaHe npurnaweHus B cucTeMmy oTobpaxaetcs
cooTBeTCcTByoLlee coobuieHne. Mo ymonyaHuio none umeet

3HayeHne «Hety.

Ha Bknagke «Cnucok rpynn» C NOMOLLUbKO KHOMKU «,D,O6aBI/ITb...» aaMUHUCTPAaToOp MMEeET BO3IMOXHOCTb
BKITIOHNTb NONb30BaTeNIA B onpeneneHHy rpynny. B ocHoBHOM pa6oqel7| obnacTtu OT06pa)KeHbI Ha3BaHUA



rpynmn, B KOTOpble BKMtoYeH nons3osaTtens (puc. 80). Npu Beibope rpynnbl 13 0CHOBHOW paboyen obnactu
€€ BO3MOXHO yaanuTb U3 CMMCKa C NOMOLLBIO KHOMKK «YaanuTby.

X

U PegakTupoBarue noned Nonb3oBaTEnsA

ma nonezoeatena admin
Obwme HazeaHwe rpynne ™ Onucanne rpynnel

T YuTatenw #xypHana..  YneHsl 3Tol rpynnkl MoryT YMTaTE KypHENE COBBITUH C NOKENEHOTD KOMNEHITERE

AgmuHucTpatopel | AJMWUHWCTPETOPE! MMEKDT NOHBIE, HUYEM HE OFPEHMYEHHEIE NPAEA ADCTYNE K KOMIBHITERY MAW ...
CeaHchl M pacnucaHme A patop A parap < P PagEa AocTy! Py

= Monezceatenn MonsE30BaTENN HE MMENDT NPAE HA MIMEHEHWE NAPAMETPOE CMCTEMBI W MOTYT 3aMYCKATE ...
MaHaaTHbIR gocTyn

3anpeT paboTbl

Puc. 80. Cnucok rpynn nonb3oBartens

I'IpwmeanMe. Bknagka «Cnuncok rpynn» HegoCTynHa anA yquHon 3annucm anonymous.

5.2.2MapameTpbl rpynn nosnb3oBaTesien

Kateropusa «[pynnbi» Ha ypoBHe 1B coaepXnT CnMCOK rnobanbHbIX U MOAYIbHbLIX YY4eTHbIX 3anucen [b.
Pabouas obnactb kaTeropum «[pynnbi» npeacrasnseT cobon Tabnuuy ¢ nonsamu:

1. «CocTosHne» — coaepXuT dnar BKNoYEHUSA/BLIKIMIOYEHMS rpynbl Nofb3oBaTenei Ha AaHHOM YPOBHE.
Mone «CocTosiHMe» NpUHUMAaeET crieayoLmin Bua;

v __ OTMeYeHHoe (pnarom rosie O3HayaeT, YTO [aHHas rpynna nofb3oBaTtenen MMeeT [OCTyn
Ha yposHe [b;

E] — NycToe nosie 03HavyaeT, YTO JaHHas rpynna nonb3oBaTtenen He nmeeT AocTyna Ha yposHe [b.



MpumeyaHune. 3HayeHne nons «CocTosiHME» He OTpaxaeT COCTOSHWE rpynmbl
nonb3oBaTenen Ha BIIOXEHHbIX B rpynny obbektax. Hanpumep, yvyeTHas 3anucb MOXeT
ObITb OTKNOYEHa Ana paboTbl HA ypoBHe rpynnbl (none « CocTosHne» — MycToe), HO MMeTb
OOCTYN Ha ypoBHe BKMoYeHHoro B Hee APM (ctout donar B none «CoctosHuey).

Ecnv nsmeHuTb COCTOSIHME YY4ETHOW 3amnMCh Ha YPOBHE Bbllle B AePeBe — Ha BIIOXKEHHbIX
oObeKkTax COCTOsiHME WM3MEHWUTCH NpuHyauTenbHo. Hanpumep, nocne oTknoYeHus Ans
paboTbl rpynnbl Nofb3oBaTenien Ha YpOBHe rpynnbl, paboTa rpynnbl nofb3oBaTtenen
OTKMYaeTcsa Ansa BCex BroxeHHbIx noarpynn, APM (moaynen B coctase APM) n mogynen
6e3 APM.

2. «HasBaHwue rpynnbi» — COAepXUT MM rpynnbl NOMb30BaTENEN.
«KaTeropusi» — cogepxuT uHcopmaumo o Tom, rae obina cosgaHa rpynna.

4. «Tun» — coaepXnT UHopmMaLMo, O TOM ANA MOAYMEN Kakoro Tuna npuMeHsieTcs AaHHasa rpynna
nosnb3oBaTenen.

5. «OnucaHune rpynnbi» — COOEPXUT onncaHmne rpynnbl nosnb3oBartenemn.

6. «Bnageneu» — ykasblBaeT Ha kakoMm ypoBHe pgepeBa ELLY Dallas Lock 6bina cosgaHa rpynna
nonb3oBaTenemn.

w

Mpumeyvanune. [pynnbl nonb3oBaTenen He oTobpaxalTca B kateropum «lpynnbi»
Ha Bknagke «[lonb3oBaTenu» Ha ypoBHE Bbille, YEM YPOBEHb, HA KOTOpPOM bbina co3gaHa
roynna nomnb3oBatenen. Hanpumep, Ha ypoBHe [Bb Henb3d nocMOTpeTb rpynmbl
nonb3oBaTenen, co3gaHHble Ha ypoBHe rpynnbl Jb.

MpumeyaHue. Ecnu rpynna nonb3oBaTenen 6oeina cosgaHa Ha yposHe 16, T0:

e Ha ypoBHe 06 — none «Bnageneu» Oyget nmeTb 3HaveHue «JloKamnbHbINY, U B
cnucke rpynna nonb3oBarenen 6yaeT BblaeneHa XXUPHbIM HavepTaHUeM;

e Ha ypoBHe rpynnbl (mogrpynnsl) A6, APM (moaynei B coctase APM), moaynew 6e3
APM 1 nogynHeHHbIX JOMEHOB — none «Bnageneu» 6ynet nmets 3HaveHue: «/Jb
*Mmsa_[6*».

AHanornyHo, ecnv rpynna nonb3oBaTtenen bbina co3gaHa Ha ypoBHe rpynnbl 06bekToB [,
TO:
e Ha yposHe rpynnbl 16 none «Bnageneu» 6yaet umeTtb 3HadeHne «JIoKanbHbIU»;
e Ha YypOBHe MoAynen SToW rpynnbl, Ha KOTOpoOM Obina cosgaHa rpynna
nonb3oBatenen, none «Brnageneu» OygeTr uMMeTb 3HauveHue  «[pynna
*Nims_epynnbr™s.

Ana npyMeHeHUs M3MEHEHUI cnucka rpynn nonb3oBaTenen, Ha MoAaynaxX HeobxoaMmMa CUHXPOHU3aLUSI.

B kaTeropuun «I'pynnbi» Ha Bknagke «llonb3oBaTteniM» AOCTYMHO TOMbKO:

e cO3aaHue U yaganeHue rpynn (yaaneHne HeBo3MOXHO AMNS rpynn no yMonyaHuio);

e penakTMpOBaHWE OnMcaHUs rpynn (HEBO3MOXKHO AMs FPYMM Mo YMOMYaHW);

e V3MEHeHWe Tuna rpynnsbi.
Ha naHenu ynpaBneHuss B 6noke «®unbTpbl» NpeaycMoTpeHa BO3MOXHOCTb (ounbTpaumMn rpynn
nonb3oBaTernieil B COOTBETCTBUM C BbiGpaHHBIMU NapaMeTpaMm 1 MoaynsMu.

MpocMOoTp M HacTporika NapameTpoB rpynn AOCTYMHbI:

e 10 ABOVMHOMY LLEMNYKY FIeBOW KHOMKOW MbILIW MO rpynne B CrUCKeE;

e npu Bbibope nyHkTa «CBOMNCTBa» M3 KOHTEKCTHONO MEHIO, BbI3BAHHOIO LLENMYKOM MPaBOW KHOMKM
MbILLW Ha rpynne B CrUCKE;

e Npuv BbiAeNeHWn rpynnbl B cnucke M BblIbopy nyHkTa «CBOMCTBa» Ha MaHenuM MHCTPYMEHTOB
«Onepauun ¢ rpynnamm.

Mocne BbINOMHEHMSA OQHOrO M3 3TUX AENCTBUIM OTKPbIBAeTCH OKHO «PedakTvpoBaHve Monewn rpynmnbi»
(puc. 81).



O PepakTupoeanne noned rpynnel x

Hazeanue rpynnel Test:

BTN oo oy

Dallas Lock Linux Aarmunncrpatopel C3K BU Her

Tun yuetHoii 2anuck (gna C3K B} | Tpynna Windows (Dallas Lock)

Puc. 81. PegaktupoBaHue nonew rpynn

Ha Bknagke «O6wue» npegnaraeTca ocTaBUTb KOMMEHTapun B none «OnucaHue rpynmnbi», 0603HAYNTD
ABNAIOTCA N y4acTHUKKN rpynnbl Agmunuctpatopamu C3W BU v BeibpaTh TN yd4eTHown 3anucu (ana C3U
BU)».

Ha Bknagke «Dallas Lock Linux» npegnaraetcs BbibpaTb 3HayeHne atpmubyTta «CuctemHas rpynnay.

CuncTtemHad rpynna — 1o rpynna, KoTopou npucBanBaeTcs yHUKanbHbli naeHtudukatop (GUID — Globally
Unique Identifier), yncnoBoe 3Ha4yeHne koToporo He npesbiwaeT 10001,

ATpnOYT NpuHUMaeT 3HayveHus «da» n «Het». Mo ymonuaHuio 3HavyeHne aTpubyTta «Het».

Mpumeyanme. Bknagka «Dallas Lock Linux» gocTynHa Tonbko Ans rpynn nonb3oBaTenen,
npumensomxeca Ha moayne C3W HCL Dallas Lock Linux (none «Tun» MoXxeT NpuHUMaTh
3HaveHns «DLL» nnu «Bcen).

HasHaunTb Bce Heobxoaumble NoNWUTMKM 6e30MacHOCTU ANs rPynnbl MOXHO, PedakTUpys MONUTUKK
6e3onacHOCTW pa3nNMyHbIX KaTeropun.

MpumeyaHne. BkrioueHne W MUCKMOYEHWE MoMb3oBaTenel M3 rpynn OCYLIeCTBNSeTcs
B NapameTpax nonb3oBaTenei Ha Bknagke « Cnucok rpynmny.

5.2.3Co3snaHue nonb3oBaTtenen b

Cnuncok ydyeTHbIx 3anucen B Ha Bknagke «[llonb3oBatenu» — «llonb3oBatenu» dopMupyeTcsa u3
YYeTHbIX 3anucern No YMOMN4YaHuio 1 3apermctpmpoBaHHbix Yepes KoHconb ELLY.

11 Ha AnbT luHyke 3Havenne GUID He npesbiwaet 500.



Mo ymonyanuio B ELLY Dallas Lock Bcerga npucyTcTByIOT criegytowme rnobanbHble y4eTHble 3anucu:

e anonymous — Yy4yeTHas 3anuCb WUCNONb3yeTca [Afs CeTEeBbIX BXOA4OB C He3alULLEHHbIX
KOMMbIOTEPOB;

e aAMMHUCTPATOP NO YMONYaHUIO — y4yeTHas 3anucb, perncTpMpyemas B npouecce yCTaHOBKM
ELLY Dallas Lock.

B ELLY Dallas Lock BoamOxHa pernctpavmsi nonb3oBaTenen cneayowmx BUaoB:

1. 'mobanbHble Nnonb3oBaTenn, co3gaHHble cpeacteamm KoHconu ELLY.

2. [JomeHHble nonb3oBaTenu, cosdaHHble cpeacTBamu cnyxobl AD (ecnn OB Haxogutca B JIBC
nof ynpasrfieHMEM KOHTponsiepa oMeHa) (cM. «Perncrpaums AOMeHHbIX nonb3oBaTenei B [15»).

Yucno 3apervctpyMpoBaHHbIX Monb3oBaTenen Ha kaxaom APM orpaHudMBaeTcs TONMbKO pa3MepoM
cB0BOAHOrO ANCKOBOIo NPOCTPAHCTBA.

[nsa co3ganns rmobanbHbIX Nonb3oBaTenen ¢ nomollbto KoHconu ELLY Heobxoammo:
1. OtkpbiTb Bknagky «lMons3osatenu» B KoHconu ELLY.
2. Bbibpatb kateroputo «lonb3oBatenmy.

3. Ha naHenu MHCTPYMEHTOB B oOnepaunax C nonb3oBaTeidaMnU HaXaTb «Cos3gatb» unu Bbl6paTb
COOTBGTCTBWOLU,VIVI NYHKT N3 KOHTEKCTHOIo MeHIo.

4. Ha akpaHe NosiBUTCS OKHO co3faHusl nonb3oBatens (puc. 82).

U Co333Th NONBIOEATENA = *

Werounme Tum:

c
rma none3zceaTens Tun yuetnoin 3anncwn ELLY

‘HEFI"IE

Puc. 82. CosgaHue nonb3oBarens

5. B none UcTouHuk BelbpaTth «MobanbHbIN.

6. B none «/msa nonb3oBaTtensa» BBECTU NOMMH (MMS) permcTpupyemMoro none3osaTtens. [pu BBoge UMeHU
B CUCTeMe CYLLeCTBYIOT cnegyloLine npasuna:

e MakcumanbHas onvHa umeHu — 20 CUMBOIOB;

e VMS MOXET cofepXaTb NaTMHCKUE CMMBOIbI, CUMBOJSIbI KUPUNNULbI, Lndpbl U crneumanbHble
cumBonbl (kpome 3anpeweHHbIXx OC: "/\[]:|<>+=;,?2 @ *);

e uUMeHa OOBLEKTOB [JepeBa He YyBCTBUTEMbHbI K PEructpy CUMBOJIOB, YTO 03BONsSET
MCMonb30BaTh pasnuyHbIe perMcTpbl knaBmaTypbl 6e3 yueta ux pasnuuuii (User u user sBnsoTcs
O[VHaKOBLIMU UMEHaMW);

Mpumeyanue. MNpu Hannumm B [JomeHe 6e3onacHoctu (K, pabotatowmx nog OC Linux,
He PeKOMEeHAYeTCs UCMOoNb3oBaTb KUPUINIMYECKME CUMBOMLI B MMEHax nonb3oBaTtenei
W Fpynn B CBSI3W C OTCYTCTBMEM rapaHTuM obecrneyeHmnst KOpPeKTHOM paboThbl.

MpumeyaHue. Mg y4eTHOW 3anmncu cYMTaeTCA YHUKamnbHbIM B pamMkax ogHoro [lomeHa
6e3onacHocTy.

MpumeuaHue. MNMocne co3gaHus HOBOrO Mofb3oBaTeNs U3MEHUTb €ro UMsi NMOCPELACTBOM
KoHconu ELLY HeBO3MOXHO.

= & &



7. Bblbpatb «Tvn y4yeTHOM 3anucu» B 3aBUCMMOCTU OT TOrO, ANsl MOAYMEW Kakoro Tuna npuMeHsieTcs
[AaHHasa y4eTHas 3anncb Nnonb3oBaTens.

M3mMeHuTb Tmn yquH0|7| 3anncn MOXHO, NCNOJb3yA KHOMKY «CMeHUTb TUN» Ha naHenu MHCTPYMEHTOB
«Onepau,vwl C nosnb3oBaTtefidaMmmn» nnmn Bbl6paB JaHHoe JencTBME U3 KOHTEKCTHOMO MEHIO.

8. Mocne HaxaTtusi «[MpoJOIMKUTLY NOSIBUTCA OKHO ANs peAaKTMPOBaHWS NapameTpoB YYETHOW 3anucu
nonb3oBaTtens (cMm. «apameTpbl NoNb3oBaTENEen»).

N3meHnTb napameTpbl YYETHOM 3anucyM MOXHO, MWCronb3yst kHomky «CBoWCTBa» Ha naHenu
MHCTpyMeHTOB «Onepauumn ¢ Nonb3oBaTensaMm» Unu BbiGpas AaHHOE AeNCTBME U3 KOHTEKCTHOMO MEH!O.

9. 3aBepLuarouJ.el7| onepau,meﬁ no co3aaHuio y‘-IeTHOl7| 3anncn nonb3oBaTtena ABNAETCA Ha3Ha4deHue
napons (CM. «HasHayeHve naponsi»). HasHayeHune napona npepnaraeTcd nocre 3arnojfiHeEHUA BCeX
HeobxoaMMbIX napameTpoB B OKHE CO30aHuA yquH0|7| 3arnncun n Haxxatmna KHOMKU «COXpaHVITb».

YyeTHasa 3anuce byaeT co3gaHa Ha moayrne nocrne cuHxpoHusauuu ¢ ELLY Dallas Lock.

5.2.4MapameTpbl annapaTHoro naeHtudukatropa

Kateropua «AnnapaTtHble uaeHTUdUKaTopbl» Ha YypoBHe [OB cogepxuT cnucok annapaTHbIX
naeHTndmkaTopoB noaknoveHHblx K [1b (Puc. 83).

Pabouyas obnactb kKaTteropumn «AnnapaTtHble WaeHTUgMKaTOpbI» NpeacTaBnsaeT cobon Tabnmuy ¢ NoNsMu:
1. «CepuiiHbIn HOMEP» — COAEPXKUT NHOPMALMIO O CEPUAHOM HOMepe naeHTugmkaTopa;
2. «Tun» — coaepXuT nHdopmaumto, 0 TOM Kakon TUMN JaHHbIN nAeHTUdUKaTop;

3. «CocTosiHMe» — nokasbiBaeT CTaTyC nNoakKr4YeHusa AU B pexunme pearibHOro BpeMeHu. lD,OI'IyCTI/IMI:Ie
3Ha4YEeHUA:

e [logknto4veHo — 0T06pa>KaeTc;|, ecnun VID,eHTVId)VIKaTOp NOOKITHOYEH;

e He nogkniyeHo — oTobpaxaeTcs, ecnu uaeHTudukatop He MNOOKMHYEH, HO Ha3Ha4eH
nonb3oBaTento.
4. «Bnageneu» — ykasbiBaeT Ha Kakom ypoBHe gepeBa ELlY Dallas Lock 6bina cosgaHa rpynna
nonb3oBaTenew;

5. «Y4yeTHas 3anucb» — UMSA Nonb3oBaTerns, KOTopoMy HasHadeH AW. [lonycTuMble 3Ha4YeHus:
e Ecnn A/ HasHaueH, TO nonb3oBatento otobpaxaetcsa «/ms nonb3oBaTensy;
e He onpegeneHo.

6. «Cnucok rpynny» — HasBaHue rpyrn, B KOTOPbIE BKITIOYEHA y4eTHas 3anuck nonb3oBaTens.

Q v & Monszosatenn

K it i MNone3osarenn rpynnbi ANnaparHbie MASHTUOHKATOPLI
Py p: uKaTop!

@ man-srv16-kscdl.

Cepwituiii Howep ¥ Tun Cocromwme  Bnageney  Yaemsamsamwcs  Crwcox rpynn AEACTBUA

v 3 HEPACIP. 11k
v DL80 1

vy 8 ucc-win-6 430 A
4E46000403443957 JaCartaGOST Orkmoveno ABower - DB241 testl

@ Dallas Loc...

Puc. 83. Cnucok annapaTHbIX uaeHTU(UKaTopoB

MpumeyaHue. [lo ymomnuaHWiO  MNOAKMIOYEHHble  annapaTHble  nAeHTUdUKaTopbl
oTOOpaxalTCs Bbille B CUCKE, YEM HE MOAKITHOYEHHbIE.

Ana npyMeHeHUs M3MEHEHMWI annapaTHOro naeHTUdUKaTopa, Ha Moaynsx HeobxoaMma CUHXPOHU3aLUUs.

B kateropun «AnnapaTHble naeHTUduKaTopbl» Ha Bknagke «llons3osaTtenu» AOCTYMNHO TOMBKO:
e Ha3HaunTb/CHATb Ha3HaYeHue,
e ®dopmaTtupoBarts;
e CoxpaHuTb OTYeT;
e CmeHuTb PIN-KOZ;
e [lepenTn K y4eTHOWM 3anucu.



Ha nanenu ynpasreHuna B Onoke «CDI/IJ'IprbI» npeaoycMoTpeHa BO3MOXHOCTb d)I/IJ'IpraLIMI/I annapaTtHbIX
I/IJJ,eHTI/I(bI/IKaTOpOB B COOTBETCTBUA C Bbl6paHHbIMl/I napamMmeTpamMum n Kateropnamn.

MpocMOTp 1 HacTpoKiKa NapameTpoB annapaTHOro UaeHTUdKUKaTopa AOCTYMHbI:

e [0 ABOWHOMY LLIENYKY FIEBOM KHOMKOW MbIwK no AU B criMcke;
e npwu Bbibope nyHkTa «CBOMCTBa» U3 KOHTEKCTHOrO MEHI0, BbI3BAHHOIO LLENYKOM NMPaBOW KHOMKM
MbILLW Ha rpynne B CMUCKE;

5.2.5Ha3HayeHne annapaTHoro naeHTudunKaropa

lMepen HasHayeHMeM annapaTHOro MWAeHTUdUKATOpa pPeKOMEeHOyeTCsi yCTaHaBnMBaTb [ApanBephl,
NnocTaBfsieMble B KOMMMEKTE C MOAEHTUMKATOPOM, MMM ckavaTb MX C canTa npousBoauTens. Takke
pekomeHayeTcs dopmatuposate AW nepen ero HasHayeHMEM MONb30OBaTENO, Kak Npu HOBOM
Ha3Ha4YeHuK, Tak U Npu nameHeHnn cnocoba 3anuncu B namsatb AV ona Toro xe nonb3oBartens.

MpumeyaHue. Pabota annapaTHbIX MAEHTMUKATOPOB Yepesd nogknoveHue tuna shared
k KY ELLY B BUupTyanbHbix MawmHax VMWare Workstation He rapaHTupyetcs. Heobxognmo
ucnonb3osaTb 06bl4HOE nogknoveHne unu KY ELLY 3anyckatb ¢ nokansHbix APM.

[ns HasHa4YeHus annapaTHOro naeHTudmkaTopa nonb3oBaTento Heobxoanmo:

1. OTkpbITb OKHO «PegakTnpoBaHme nonen nonb3oBaTensy.

2. BbibpaTtb Bknagky «O6wme».

3. [OBaxabl WeNKHYTb eBOW KHOMNKOW MbIlIKX NO napamMeTpy «AnnapaTtHbin naeHTudmkaTopy.
4. OTKpoeTcs OKHO «Ha3HauyeHne annapatHoro naeHTudukaTopa» (puc. 84).

O HazHauenune annapathoro uaeHTuguKkaTopa nonssoeatento "admin” *

MpestaBneHHEBIE MAEHTUGNKATOPBI 0 MogxnrounTsea K yaanedHomy APM
Waentndmkatop: Ann.maeHTndnkatop He spibpan e

Tan:
CepniiHelii Homep:
MeTka:

Monesoeatent:

D Maponk xpaHuTca B naeHTUdUKaTOpe D Mapone sawpmued PIN kogom

HazHauenune AETOPU3ALUMOHHBIX JaHHbIX ,ﬂ,EﬁCTEHR C MAEHTM(‘JMKETDPDM

Puc. 84. OkHO Ha3Ha4YyeHus annapaTHOro uaeHTUdukaTopa

5. MNpeobsBuTb annapaTtHbIi ngeHTudmkaTop, BCTaBuMB ero B cooTtBeTcTBylowmn USB-nopt wunn
NMPUKOCHYBLLUWCb K CYUTBIBATESIO (B 3@aBUCUMOCTY OT Tuna ngeHtudurkaropa).

6. B cTpoke coctosHus «[lpegbsiBneHHble wgeHTudmkatopbl» OygeT yKas3aHHO  KONMMYeCcTBO
npeabsBrneHHblX B AaHHbIM  MOMEHT WAEHTUMUKATOPOB, a B CNUCKe BbIiNagatoLWero MeH
«MpeHTndukaTop» NOABATCA UX HAUMEHOBAHUS.

7. BbibpaTb HEOOXOAUMBIV MAEHTUIUKATOP M3 CIINCKA.
8. Hanee B nomsix ¢ napameTpamu AU MNOSABATCA: TUM, CEPUWHBLIA HOMEP, U ANA HEKOTOpbIX BWAOB

NMOEHTUPUKATOPOB CTaHYT AOCTYMHbI AOMNOMHUTENbHbIE YHKUMK (puc. 85). KHonka nossonseT
OTKPbITb OKHO C MHbOpMaLmen o0 napameTpax BeIbpaHHOro ngeHTudmkaTopa.



G HazHaueHwe annapatHoro MaeHTMgUKaTopa nobsoeaTento "user” X

MpestaBnerHbIe MAEHTHDKUKATO pBIL 1 Moakniounteca k yaanerHomy APM

R T
Tun: Rutoken
CepuiiHeIil HoMEp: 40DB7352
MeTkca: Rutoken
Monezceatens:
D Mapone xpaHuTca B MaeHTMdUKaTopE D Mapone zawmen PIN kogom

HazHaueHune BETOPU3EUMOHHBIX A3HHBIX ,ﬂ,EﬁCTEMR C MAEHTM(‘JMKETDFDM

Puc. 85. MapameTpbl Ha3Ha4YeHHOro naeHTUdMUKaTopa

9. Ina HasHayeHus nonb3oBaTento BbIOPAHHOrO anmapaTHOro wuaeHTudwmkatopa Heobxoammo
HaxaTb «pumeHnTb» 1 ganee « CoxpaHuTb.
Mocne HasHadeHusa AU yyeTHonm 3anucu (onsd Bxoga B OC Ha moaynsax unu Ansd noaknioYeHns K cepsepy

ELY Dallas Lock), nomumo BBOga aBTopu3auMOHHOM WHdOpMaLMK, noTpedyeTca npeabsBUTb
Ha3HaYeHHbIN annapaTHbIA naeHTUduKaTop.

NMpumeyaHue. Ecnn annapaTtHbIn MOEHTUUKATOP He NoAAepXMBaeTCs Ha MoAaynsax
noneb3oBaTtens, To NporpaMma BbIBOAUT COOTBETCTBYIOLLEe NpeaynpexneHue.

noeHTnucpmkatopa ELY BbiBegeT cooluieHne C npegnoxeHMem O nepeHasHayveHun
naeHTuukaTopa aToOMy nornb3oBaTen:o.

MpumeyaHwue. Npu nameHeHum napameTpos goctyna AW n cuHxpoHunsaumm vyepes ELLY Ha
C3WM HC[ Dallas Lock Linux BeinonHseTcs copoc «Tuna goctyna» AW go 3Hadenusa ELLY:
«UCC» gnsa rpacumyeckon obonoykm n « SET FROM UCC» ansa KOHCONbHOW.

Mpu nocnepyowen asTopmsaumm nonssosatens B Linux, B C3W HC[ Dallas Lock Linux
npuceavBaeTCca COOTBETCTBYIOLMNIA TUM AOCTyNa, 4To 1 Ha ELLY.

‘ ! I'Ipwmeqal-wle. anI npncBoeHnn noJsib3oBaTesto Ha3Ha4YeHHOoro annapartHoro

HasHa4yeHue dBTOPU3AUMNOHHbLIX AAdHHbIX

3anuncatb B namMsTb annapaTtHoro MﬂeHTI/I(bMKaTOpa aBTOpPU3aUNOHHbIE AaHHbIE (J'IOFMH n naponb) yquHon
3anncum nonb3oBartend, KOTOPOMY OH Ha3Ha4YaeTCcA, MOXHO TpeM4A cnocobamu:

1. 3anucaTb B namATb MaeHTUdUKaTOpa JI02UH U Naposib NOMb30BaTENs, U XpaHeHWe AaHHbIX 3awumums
PIN-«xodom.
[ns aToro Heo6xo4UMO BbIMONHUTL CriegyoLLlee:
e BbIbpaThb B BbiNagatoLLeM cnmcke Heobxoanmbli ngeHTMdmKaTop;
e OTMeTUTb pnarom none «Maponb xpaHuTca B uaeHTudukatoper». [lone «Maponb

sawmuweH PIN-kogom» Bblgenutcss aBToMaTudecku. [lanee HaxaTb KHOMKy «3anucaTtb»
(puc. 86);



O HasHaueHue annapatHore aeHTMdUKaTopa NonL3oeaTento "user” *

MpegbABnEHHEIE MAEHTUDUKATOPBE 1 Mogkntountsea k yaanennomy APM

O i)
Tun: Rutoken
CepuiiHelid Homep: 40DB7352
MeTka: Rutoken
Monszosarens:
Mapone xpannTca B eHTdKUKaTOpE Mapone sawmwen PIN keaom

HazHaueHne AETOPUIALUWMOHHBNX JaHHBIX ,ﬂ,EﬁCTEMR C MAEHTM(‘JMKETDPDM

Puc. 86. 3anuck aBTopusaunoHHon nHgopmauum B naeHtudmnkatop

e B nossuBwemMca okHe BBecTu: PIN-kog wageHTudwmkatopa W naponb nonb3oBaTensi
¢ nogreepxgeHnem (puc. 87), HaxaTb «[TpUMeHUTbY;

O Beoa paHHBIX ANA WAEHTUGUKATOPA *

PIN-K0A MAEHTHDMKATOPE ||

Mapons NnonssosaTena

MoATEEQHAEHWE NAPONS

Puc. 87. BBop AononHutenbHon nHdopmaumm

. B OKHEe napamMmeTpoB yquHon 3arnncum cucTembl 3aLlinTbl HaXXaTb ((anIMeHVITb» 1 «OK».

Mocne aToro B NamsATb AAHHOIO UAeHTUdMKaTopa OyaeT NponucaH forvH 1 Naporb y4eTHoW 3anucu
nonb3oBaTens, npuyemM napons 6yaet sawmiieH PIN-kogom camoro nageHTudmkaTopa.

Tenepb ans Bxoga B OC, nocne npegbsiBNeHus uaeHtTudumkaTopa, nonb3oBaTento Heobxoaumo
3anonHuTe Tonbko none BBoga PIN-koga (nNorMH M nmaponb  cyYMTalTCA  aBTOMAaTMYECKW,
ANs cuuTbiBaHMA napons notpebyetca Beog PIN-koga).

3anucaTb B NaMaATb UaeHTUdmKaTopa /102uH U Naposib YHETHOW 3anucy.
[ns aToro He06Xo0AMMO BbLINOMHUTL CreaytoLlee:

e cHATb chnar gns nonga «lMaponb 3awmiieH PIN-kogomy;

e 3anucaTb aBTOPM3aLMOHHbIE AaHHbIE (KHOMKa «3anucatby).
B atom cnyyae naponb y4eTHOW 3anucu B naeHTudumkatope — Hes3alULeH, U cuctemMa BblgacT
npegynpexgenue.
Taknm obpasom, and Bxoga B OC nonb3oBaTesno CTaHET OOCTAaTOYHbIM TONbKO NpedbsiBNeHne
naeHTudmkaropa (NorvH 1 Naposib CHUTAKTCA aBTOMATUYECKN).
3anucaTtb B namsTb MAeHTUUKATOPa MOosIbKO SI02UH YYETHOW 3anncy nonb3oBaTens.

Onsa atoro He TpebyeTcsl BbigerneHve nonen xpaHeHus naponen. [JocTaTouyHo HaxaTb «3anucaTby.
Cuctema notpebyer BBecTM pgononHuTenbHOo Tonmbko PIN-kog nmomb3oBatens  gaHHOMo



naeHTudukaTopa.

Mpu Bxoge B OC nocne npeabsBreHUs UaeHTudumKaTopa ydyeTHas 3anucb GydoeT OAHO3HAYHO
naeHTUULMpoOBaHa ¢ NTIOTMHOM JaHHOTO KOHKPETHOrO MoJib30BaTernsl, ocTasrilbHble aBTOPU3aLMOHHbIe
nons nonb3oBaTteno Heobxoanmo 6yaeT BBECTU CaMOCTOATENBHO.

Ona Toro, 4tobbl ydanumb asmopu3ayuoHHy0 UHOPMayur U3 namsamu udeHmugukamopa, HYXHO
BOCMOMNb30BaTbCA OOHUM M3 CeayoLmnx cnocobos:
e HaxaTb «OYMCTUTb» B NONe Ha3HAYEHNs1 aBTOPU3aALIMOHHbIX OAHHbIX;
e oOTdopmaTMpoBaTb UOEHTU(UMKATOP METOAOM, OMuCaHHbIM B NyHKTe «[lencTBua €
noeHTndrkaTopomy. B aToM cnydae noMMMo yaaneHus CUCTEMON 3aLLMTbl aBTOPU3ALNMOHHBIX
AaHHbIX 13 NamMATU ngeHTndurkaTtopa agMMHUCTpPaTopy 6e30nacHOCTU HeobGX0ANMMO M3MEHUTb
PIN-koabl naeHTudukaTopa.

ABTOpVI3aLJ,VIFI C 3anncaHHbiIMN OaHHbIMW BO3MOXHa Mpun BXoAe B OC nocne Bkno4veHUs KOMnbloTEpPA,
a TakKke npu p6361'IOKVIpOBKe KOMMNbOTEPA U TEPMUHAINTbBHOM NOAKITHOYEHNN.

DencTBua ¢ npeHTuNKaTopom

Onsi paboTbl C HeEKOTOpPbIMWM annapaTHbIMU UAEHTUMKATOpaMn HeoOXOoOUMBI UX asmopu3aylOHHbIe
PIN-ko0dbi: PIN-kog agmuHucTpatopa u PIN-kog nonb3oBaTtensi, KOTOpbIE YyKe YCTaHOBIEHbl B MaMSATU
caMux MOeHTUMKaTOPOB MO yMOMYaHuio (Tak HasbiBaeMble «3aBOACKME HACTPoOWkuy). MHdopmaumo
O HUX MOXHO MOMy4YuUTb M3 JOKYMEHTauun, NocTaBnseMon BMecTe C annapaTHbIMU MaeHTUdukaTopamu
1 gpaviBepamu.

BHuMmaHue! s oGecneyeHns Tpebyemoro ypoBHsi 6esonacHocTy PIN-kodbl N0 yMOM4YaHuto
ANs annapaTHbIX UAEHTUDUKATOPOB creayeT U3MEHUTb.

M3meHuTb napornb annapaTHOro MaeHTUMUKaTopa MOXHO C MOMOLLLIO YTUNUTLI ANa uaeHTudukatopa
(ckayaTb C canTa npousBoauTeEns), NMMOO UCMONb3ys OKHO MapamMeTpPoB Ha3HAYEHHOro MONb30BaTENto
naeHtudumkaropa (puc. 85). inga atoro B none «[encTBus ¢ naeHTndukaTopom» Heobxoammo BeibpaTb
kHonky «CmeHa PIN-koga» nnm kHonky «®opmatunpoBaTb».

Mo HaxaTtuio kHonkn «CmeHa PIN-koga» OTKpPOEeTCs OKHO, B KOTOPOM HEOOXOAMMO BBECTM 3HAYeHWs
PIN-koga nonb3oBaTensd: ctapoe (Tekyliee) 3HayeHue, HOBOE 3Ha4YeHWe U MOBTOP HOBOMO 3HAYEHUS.
JdononHuTernbHble KHOMKU PSAOM C NonsiMvM BBOAA MO3BOMNSAT U3MEHUTb CKPbITble CUMMBOSbI Ha SIBHbIE,
nosTop BBoga PIN-koga B aTom criyqae He noTpebyeTcs (puc. 88).

U Beog PIM koga >
Crapeii PIM | | L5
HoBei PIM | | 5

MosTop PIM kKoaa | |

Puc. 88. OkHo cmeHbI PIN-koaa

Ons dopmatupoBaHns annapaTHOro wugeHtudukatopa HaxaTb «PopmaTupoBaTb» OTKpoeTcHd
OKHO (puc. 89), B KOTOPOM HEODXOAMMO 3aMONHUTL CriegytoLme nons:

o Tekywul PIN-k00 aOmMuHucmpamopa [aHHOro annapaTHOro uaeHtudgumkaTopa, HeOOXOAMMbIN

ANA neransHoro popmaTupoBaHus uaeHTudukaTopa.

BBecTu HOBblE JaHHbIE:

o Memka — nioboe HanmeHoBaHMe.

e Hoenili PIN-k0O agMUHMCTpaTopa 1 NOBTOP.

e  Hoenlili PIN-k00 nonb3oBaTens 1 NoBTop.

Ecnn gBa paHHbix PIN-koga cosnagatot, 1o donar B none «PIN-kog agMuHUCTpaTopa M nosfb3oBaTens
coBsnagarT» no3sonut BBecTn PIN-koa TOSNbKO B O4HO Morsie.



BHumaHume! MapameTtpbl cumBonoB PIN-koga ana waeHTudukatopa (Hanvuue uudp, 6yks
W opyrme) onpeaensoTcss HaCTPOMKOW napameTpoB B YTUNUTE COOTBETCTBYHOLLENO
noeHTudpukatopa. MNpexae yem nameHsaTb PIN-koabl ugeHTudmkaTopa, cnegyeTt HacTpouTb
AaHHble NapamMeTpbl B yTUMTe (MO YMOMYaHWIO 8bIK/THOYEHI).

O PopMaTUpoEaHWE aNNapaTHore WeHTUdMKaTopa >

Teryuil PIN Koa aaMMHUCTpaTopa | | L5

HoBble AaHHbIE

MeTka | |
PIM koA aaMUHWCTPaTOPE PIM koA nons3oBaTenA
PIMN kog | | 5 PIM kog | | L5
MosTop PIN kooa | | MosTop PIN kooa | |

[ ] PIN koA aaMWHMCTPETOPAE W NONL30BATENA COBNAASIOT

DOpMaTUPOBaTL OTMeHa

Puc. 89. OkHO chopMaTMpoBaHus naeHTuduKaTopa

MpumeyaHue. [insg annapatHbIX MAEHTUUKATOPOB PyTOKEH:

1) dopmaTtvpoBaTbk WAEHTMMUKATOP HYXHO B yTunuTe npoussoautens («lMaHenb
yrnpaBneHns PyTOKeH»).

2) Ecnn Ha PyToKkeH paHee Obinu 3anvcaHbl Kakue-nnbo OaHHble Anst annapaTHOMN
ayTeHTUuKaumm, nepes TeM Kak 3anucatb Ha AW ayTeHTUdMKaLMOHHYIO
nHcpopmaumio B KY ELLY, Heobxoammo npoussecty chopmaTnpoBaHue gaHHoro AU
B YTUNUTE NPOU3BOANTENS.

CHATMe annapaTtHOW ngeHTucdukaumm

Ons Toro, 4ytobbl CHATL Ha3HadYeHue annapaTHOro MaeHTudUuKkaTopa AfA YY4EeTHON 3anucu OTAEeNbHOro
nonb3oBaTtens, HeO6XoAMMO B OKHE MapameTpoB yyeTHou 3anucu B none «MaeHtndukatop» (puc. 85)
BblOpaTh 3HavYeHne «AnnapaTHbIi UAEHTUUKATOP HE HasHayveH», HaxaTtb «[1puMeHnTb» n «OK».

Cam ngeHTuduKaTOp ANs NOCneayLwero NpMMeEHeHNs peKkoOMeHAYyeTCs OYUCTUTb OT aBTOPU3ALMOHHbBIX
AaHHbIX, ecnn OHM ObiNnM  Ha3HayeHwbl (cM. «HasHayeHwe aBTOPM3AUMOHHBLIX  AaHHbLIX»),
unu otpopmartmposaTsb.

5.2.6 YpaneHHas perucTpaumsa annapaTtHbIX MAeHTU(PUKaTOPOB

B ELlY peanusoBaHa BO3MOXHOCTb YyAaneHHOW peructpauuu annapaTHbiX WAeHTUdUKaTopoB Ans
mogynen C3W Dallas Lock 8.0 u Dallas Lock Linux. JaHHasa dyHKUMOHanbHasi BO3MOXHOCTb MOMe3Ha B
pacnpegeneHHbIX CeTsAX, Korga HeT BO3MOXHOCTU (hM3NYecku NprMBesTu annapaTHbin MAEHTUMUKATop K
TC, Ha KOTOPOM pacnonoxeHa KoHconb ELLY.

[nga Toro, 4ToObl NogkNYMTLCA K yaaneHHomy APM, Heob6xoammo:

1. HaxaTb kHOMNKy «[logkntounTtbes k yaganeHHomy APM» (Puc. 90).



D HasHayeHue annapatHoro MAEHTMGNKATEPa NoNbL3oBATENHD "secServer” X

|
MpegsAENEHHBIE MAEHTHGMKATO PRI 0 1 Mogknrountsca k yranenHomy APM |

Waentudnkatop: Ann.mpeHTndrkaTop He BuibpaH 2

Tun:

CepniiHbii HomMep:

MeTka:
Menssoeatens:

D Maponb xpaHnTcA B MgeHTMGUKATOpE D Mapone sawped PIN kegom
HazHaueH e aBTo pUZALMOHHEIX 43HHEIX JefcTENA C MGEHTHDUKATOPOM

Puc. 90. OkHO Ha3Ha4YeHus annapaTtHoro naeHTudukaTopa

Mocne HaxaTnsa Ha KHOMKy «[ogkniountbes K yaganeHHoMmy APM» oTKpbiBaeTCsA OKHO, oTobpaxatoLee
nepeBo goMeHa ©OesonacHoctu. B Hem HyxHO BbibpaTb APM, k koTopomy OyaeT npou3BeneHo
noakmntoveHune. NMonck MOXHO OCYLLECTBNATbL BPYYHYH NMMOO BOCMOMb30BaTbLCA MOWMCKOBOW CTPOKON
BBepxy okHa (Puc. 91).

O BeiBop APM, k koTopomy BYAET NPONIBEAEHD NOAKIOHEHNE ®

BeiGop APM, ¢ KOTOpOro HY>XHO 3aNpoCcHTb ann.MaeHTH¢HKaTopbI
BriGepuTe B gepeBe gomeHa APM, K KOTOpOMY NOAKAKHEH TPEBYEMBIA aNNapaTHEIN MaeHTMdUKaTop
Mownck...

5 Jomen GesonacHocTh
HEPACMPEAESIEHHBIE OBBEKTbI

= DESKTOP-1BGEAPZ

MogknrounTteca Otmena

Puc. 91. OkHo nogkntoyeHus, yaaneHHoro APM

Mocne nogkntodeHust Kk yganeHHoMy APM OTKpoeTcs OKHO, umetollee BWUA aHaNoOrMMyHblA OKHY
NoKanbHOro HasHa4YeHus annapaTHoro wuaeHTudukaTopa. B okHe oToOpaxaeTcsi KONMYecTBO
noAkntoYeHHbIX K yaaneHHoMy APM annapaTHbIx ugeHTudgurkatopos, a Takke uma APM, k kotopomy
Ob1n10 BbINONHEHO noakntoveHne (Puc. 92).



O HazHauenne annapatHore wgeHTHgMKaTopa nonssoeatento "secServer” X

MpegrrBNEHHEIE MAEHTHDNKETOPBL 1 OrkntounTeca o1 yaanensoro APM

APM =«DESKTOP-1BGEAP2»

e, S ©
Tur: Rutoken
CepuiiHelid Homep: 40DET352
Meria: Rutoken
Monb3ceaTens:
D Maponk xpaHuTcA B naeHTUGMKaTOpE D Mapone zawed PIN kogom

HazHaueHue dETCPUZAUNOHHBIX JaHHBIX ,ﬂ,EﬁCTEMH = M,\'J,EHTMqJMKHTDpDM

Puc. 92. OkHo nogkntoveHus, yaaneHHoro APM

BoamoxHa permnctpaums T1onbko Tex AU, KoTopble yA0OBNETBOPSAIOT NonNnTukam Hactpoek AU Ha APM, To
€CTb [JOJDKHbl OblTb BKIIOYEHbI COOTBETCTBYKOLLME cuuTbiBaTENU. [MOMMMO 3TOro, He AOMKHO ObiTb
npoTmMBopeYmnii ¢ Hactporkamu goctyna C3M HC[ Dallas Lock.

MpumeyvaHme. Mpn HeobOXOOMMOCTM BHECTM M3MEHEHVUS Ha YyAaneHHbln annapaTHbIV
naeHtTudmrKaTop, KOTOpbIN yxe Obin HadHadeH nonb3oBaTento, TpebyeTca 3aHOBO
YCTaHOBWUTb coeanHeHne C 3TUM annapaTHbIM I/ID,eHTI/I(bI/IKaTOpOM.

5.2.7YpaneHue nonb3oBaTtenen [1b

BHumanue! CrnegyeT BHMMaTENbHO OTHOCUTLCH K yaaneHuio nonb3osatenen B Ab. Ecnu
Ha kakom-nnbo 13 yposHew [lomeHa 6e30nacHOCTM He OCTaHeTCst HU OOHOrO MoNb3oBaTens
c ponbto «AgmuHuctpaTop» (cMm. «PoneBas mMogenb yyeTHbix 3anucen [OB»), goctyn
K HacTporikam Ha 3TOM ypOBHe ByaeT orpaHvyeH 4O MOMEHTa MOSBMEHNs nofb3oBaTens
C JOoCTaToO4HbIM Habopom NpuBUNErn.

[na ynaneHns none3oartens us [lomeHa 6e30nacHOCTM BHE 3aBMCMMOCTU OT TOrO, KakuMu cpeacteamu
OH CO3[aH WUnu 3aperncTpupoBaH B camom B, HeobxoaMmo BbIAENUTH €ro MMSA B CMUCKE Ha YPOBHE
«Bnagenbua», HaxaTb KHOMKY «YAanuTb» UNu BbiOpaTb COOTBETCTBYHOLLEE AEWCTBUE U3 KOHTEKCTHOMO
MeHI0. YueTHas 3anucb OyaeT yganeHa ¢ mogynewn nocrne cuHxpoHm3aumm ¢ ELLY Dallas Lock.

5.2.8 HaszHayeHue napons

[ns HasHa4yeHWs napons nonb3oBaTentd HEOOXOAMMO BbIOENUTb €r0 UMSA B CMUCKE U HaxaTb KHOMKY
«3agaTtb naponby. [MosaBMTCA OKHO, rae TpebyeTcs BBECTW HOBbIN Maposb U NOATBEPAUTL ero (puc. 93).



U ¥cTaHoBWTe Napone ana Test >

Hoewli napone:

MeaTeep:asHne napona:

Coxpanute Otmena

Puc. 93. ®opma BBOAA napons

I'IpM BBOAE naponA HeobxoaMmo pyKOBOACTBOBATbCA CcrieayrLmnMn npasuiamMmm:

e MakcuMMmanbHas gnvHa napons coctaensieT 31 cumeor;

e Maposib MOXeT coAaepkaTb NaTUHCKNE CMMBOJIbl, CUMBOSIbI KUPUANNLbI, LMdpbl U crieuuarnbHble
CUMBONbI;

e CNOXHOCTb Mapons (HamuuMe onpeaeneHHbIX CUMMBOMOB, AMNWHA, CPOK OEWUCTBUSA U Mpoune)
perynupyeTcsi cneumarnbHbIMU MONMTUKAMW, KOTOpble YCTaHaBMMBalOTCA agMUHUCTPATOPOM
(cm. «HacTporka nonntuk naponsa»).

Mocne BBOJA HOBOTO MApOMs BO3HWUKHET JononHUTensHas kHonka . MkoHka *“ maMeHnuT ckpbiTbie
CMMBOIbI Ha siBHble. [NoaTBepXKaeHe napons B 3TOM criyqae He noTpebyeTcs 1 COOTBETCTBYIOLLEE NoMne
OyageT ckpbITO.

Mpu 3agaHun napons rnobanbHon yyeTHonm 3anucu OB Heobxogmmo, 4ToBblI Maponb COOTBETCTBOBAN
naponbeHbIM nonutukam 6Ge3onacHoctn OC Windows Ha wmopgynsax. Ecnm TtpeboBaHue He Oyper
cobntogeHo, TO BO3HMKHET owwubka «Onepaumns 3abnokmposaHa OC Windows» B npouecce
CUMHXPOHM3aUnUn y4eTHbIX 3anucen. 13-3a gaHHon owmnbkn moxeT HabnogaTbCcs cneayowlee:

e npobrnema co3gaHns y4eTHON 3anncy ¢ HeJOCTaTOYHO CMOXHbBIM Maponem;
e npobnema CMHXPOHM3ALIMM NAPOrs YY4ETHOW 3anucu, ecnu nonb3oBaTerns Obin co3naH paHee.

Bo wnsbexaHne OWWOKM CUHXPOHM3ALUW YYETHbIX 3anuceil, pPeKkoMeHOyeTCs OTKMI0YUTb NaposibHble
nonutukn OC Windows. [JaHHasa dyHKUunoHanbsHas BO3MOXHOCTb peanunsoBaHa B C3W Dallas Lock 8.0
He3aBuncumo oT mexaHnsmos OC.

5.2.9 Peructpauus ooMeHHbIX nonb3oBaTtenen B 1b

OyeHb 4YacCTO KOMMbIOTEPbI C YCTAHOBMEHHOW CUCTEMOW 3aluThl O6beauHeHbl B NoKanbHYH CeTb,
bM3NYECKYI0 U TOTMYECKYID CTPYKTYPY KOTOpOW oGbeduHsieT chnyxGbl KatanoroB. 3TO MNO3BONSET
LieHTpan13oBaHHO agMUHUCTPUPOBATL BCE PECYPChI, BKIoYas nonb3oBaTenei, dainbl, nepudepuiiHbie
YCTPOICTBa, AOCTYN K cnyxGam, ceTeBbiM pecypcaM, Beb-ysnam, 6asaM OaHHbIX M npodve. [pynna
KOMMbIOTEPOB, COBMECTHO MCMONb3YoLLMX 06LLYyto 6a3y AaHHbIX kaTanora, obpasyeT JOMEH.

Takum 06pas3oM, C yY4eTHbIMU 3anuUcsMKU Monb3oBaTtesieil, co3daHHbIMU B JOMEHe, MOXHO MpPOBOAUTb

onepauum Ha paboumx CTaHUMsSX, 3apErMCTPUPOBAHHLIX B 3TOM JOMEHE, U B TOM YMCIE PErMCTpUpoBaThb
B ELLY Dallas Lock.



MpumeyaHue. [Ina Ge3owmnboOYHOM paboTbl perncTtpaumm AOMEHHbLIX YYETHbIX 3anucen
B ELlY Dallas Lock, yctaHoBneHHom B OC cemenctsa Linux, Heobxogmmo Ha DNS-
cepBepax, K kotopbim obpawaetca APM c ELY Dallas Lock, koppekTHO HacTpouTb
obpaTHylo 30HY (TO eCTb JOSbKkHa MpPUCYTCTBOBaTb ObpaTrHasd 30Ha, cogepxkawas PTR-
3anucu Bcex KoHTponnepos AD).
Ona nposepkn aaHHoro TpebosaHus AUB HyxHO Ha APM c ELLY Dallas Lock BbInonHWTL
cnegyroLine KOMaHabl:
e «nslookup <ums_domeHa>» — ybeanTbCs, YTO BbiBOAMTCS IP-agpec;
e «nslookup <mosy4yeHHbIl ip-adpec>» — ybeanTbCsl, UTO BbIBOAUTCS KOPPEKTHOE
FQDN-uma koHTponsiepa AD.

Mpumeyanue. lNpu pernctpaumm B ELY Dallas Lock [OMEHHbIX Y4eTHbIX 3anucen
Heobxooumo, 4ToObl Bpemsi cepBepa ELLY Dallas Lock 6bin0  CMHXPOHW3NPOBAHO
C BPEMEHEM KOHTpOJifiepa JOMeHa.

Ons pernctpauun B [JomeHe 6esonacHoctu ELY Dallas Lock gomeHHbIX nonb3oBatenen B KayecTse
rnobanbHbIX, HEOBXOAMMO BbINOMHUTL CreaytoLee:

1. Y6egntbcs, uto [omeH GesonacHoctu ELLY Dallas Lock npuHagnexut pgomeny (cm. «MeHemkep
OOMEHOBY).

2. |-|OJ'Iy‘-IVITb CMNCOK AOMEHHbIX Nonb3oBaTenen. [ns atoro npwn co3gaHnn Nnonb3oBaTesd B Bbllagatolem

cnvicke nonsi «MICToYHMK» HeoBxoaMMo BblIOpaTb MMSI JOMEHa U HaXaTb KHOMKY noucka —* (puc. 94).

D Co3aTe Nnone30BaTEnA - X

WeTouHMK: Tuan:
SECDOMAIN ~ C

Tun yueTHOA anuan ELLY
¥MA nonk3oBaTena

=
superadm; | e,
Y4YeTHan 3annch Monvoe nMA Onncanme
DefaultAccount Y4yeTHanA sanuce NonL3osaTen

krbtgt YueTHan zannce cny*bel KDC

AgmMuHKCTpaTOR BcTpoeHHaA yUETHARA 33NNCE .

locte BCTpDEHHEH YHYETHAA 3annce g

| Mpoaom«uTs I OTmeHa

Puc. 94. 3anonHeHune y4eTHON 3anvucu nonb3oBartens

Mpumeyanne. [pu pernctpauum [OOMEHHOW YYETHOM 3anucu HeoBXOAUMO HaxaTb

Ha KHOMKY «OBHOBUTLY c ana BBoAda aBTOPU3aUMOHHBLIX JaHHbIX, Aanee Bbl6paTb B none
«CTOYHUK» MM OOMEHA U npon3BeCcTn NOUCK YYETHbIX 3anucen Bbl6paHHOFO AOMeHa.

Ons nony4vyeHuna Cnunucka Y4YeTHbIX 3anucenn aOoMeHa HeobXoAUMO  AOMOSHUTENbHO  BBECTU
aBTOpuM3alMNOHHbIe AaHHble aAMUHUCTpAaTOopa AOMEHa B NOABUBLLEMCA OKHE (pI/IC. 95).



WcToMHK: B Ayrentudurauma nonssceatens 8 secdom... X
SECDOMAIN
NoruH | |
M ELLY
MMA nonb3osaTens Mapone | |
MponomsuTe OTtrena

Puc. 95. ABTopu3aunoHHbIe AaHHble agMUHUCTpaTopa aomeHa AD

3. Bbl6paTb YYETHYIO 3annCb noJib30oBaTENA U HaXaTb ((”pOﬂ,OJ'I)KVITb». MoXHO BbIAENUTL HECKOSbKO
YY€THbIX 3anucen, nmetwowwmxcs B OC, n 3aperncrtpumpoBaTtb X O4HOBPEMEHHO.

B [16 aBTOMaTmnyecku C(bOpMVIpyeTCFI y4yeTHadA 3anncb noJyib3oBaTesid C TeM Xe MMeHeEM AOMEeHa, NNIOTMHOM
n naponewm. Y4yeTHaa 3anucb Nonb3oBaTens B CNMUCKe YYETHbIX 3anucen 6yp,eT MMETb BUA. «UMA
AoMeHa/vs nonb3oBaTens».

Mmerowmxca OOMEHHbIX nofib3oBatenen MoXHO 3apernctpuposatb B ELLY Dallas Lock, HO uMx Henb3s
co3paTb cpeacteammn KoHconn ELLY. Ecnu Hy>KeH HOBbI JOMEHHbIV NOSb3oBaTesb, €ro NpuaeTcs cos3gaTtb
CcpeAcTBaMn aAMUHUCTPUPOBAHUSA Ha KOHTPOMepe AOMEHA M TOMbKO MOCMEe 3TOro 3aperucTpupoBaTth
B ELJY Dallas Lock.

Cnncok oOMeHHbIX nonb3oBaTenewn u rpynn kawmnpyetcs KoHconbto ELLY B cBoen namstu. MNoaTtomy, ecnm
HOBbIV MOMb30BaTENb CO34aH Ha KOHTPONNepe AOMEHa, OH MOXET nosABuTbecs B crnucke KoHconu ELLY

He cpasy. HeobxoamMmo 0GHOBUTL CMIMCOK C MOMOLLLIO KHOMKKU « OBHOBUTL» & .

MpumeyaHue. [lpouecc nonyyeHust CnMcka OOMEHHbIX Monb3oBaTenen MoxeT ObiTb
AOCTaToO4MHO AnuTenbHbIM. Bo Bpems 3Toro npouecca BO3MOXHO NosiBfieHMe AnanoroBoro
OKHa C NpocbOol BBECTU MAEHTUMUKALMOHHYIO MHGOPMALUIO agMUHUCTpaTopa.

C 3apeructpupoBaHHeiMy B ELLY Dallas Lock goMeHHBIMM MONb3oBaTENs MM MOXHO NPOBOAUTbL NOObIe
onepauuv no peanusauum NonMTUK 0e30MacHOCTWN, OJHAKO Hemnb3s MeHATb naponb cpeacTtBamu ELLY
Dallas Lock. Npw nonbiTke n3amMeHWTb Naponb 6yaeT BbiIBEAEHO NpeaynpexaeHme.

MpumeyaHue. AnnapaTtHbI ngeHTUdMKaTop MoXeT BbiTb Ha3Ha4YeH TOMbKO ANst OTAENBHO
B3ATOW JOMEHHOW Y4eTHOW 3anncu 3apernctpupoBaHHon B 16 6e3 macku.

Takxe cpeactBamu ELLY Dallas Lock HEBO3MOXHO M3MEHUTbL CMUCOK rpynn, B KOTOPble BXOAUT JOMEHHbIN
nonb3oBaTtenb.

5.2.10 PerucTtpauus AOMeHHbIX Nofib3oBaTtenen no macke B 1b

B cucteme ELY Dallas Lock peanu3oBaH MexaHu3M perncrpauum AOMEHHbIX YYeTHbIX 3anvcen
nonb3oBaTenen CUCTEMbI C UCMOSb30BaHMEM MaCOK MO CUMBOIY «*». B 9TOM KOHTEKCTe cumBON «*» nMeeT
3HaueHue «Bce». YueTHas 3anucb «Mms_gomeHa\*» o3HavaeT BCeX Nnonb3oBaTenen AaHHOro JoMeHa.

Mo Takom Mmacke BO3MOXHa perucTpaums TOMbKO OOMEHHbIX YYE€THbIX 3anucen, Ans JoKasnbHbIX
3TO HEBO3MOXHO, U Kaxadas 3anvcb A0mKHa ObITb co3AaHa OTAENbHO.

MexaHu3am permctpaumm OOMEHHbIX YYEeTHbIX 3anucen CUCTEMbl C UCMOMb30BaHWEM MacoOK No3BonsdeT
NpMBECTM CUCTEMY BXO4a K CTPOroMy Buay.

[ns paspeleHnss Bxoda B CUCTEMy BCeX AOMEHHbIX Mofb3oBaTenen (B TOM 4ducne nonb3oBaTenen
AoBepeHHbIx goMeHoB) B ELLY Dallas Lock gormkHa ObiTe 3aperncrpypoBaHa yyeTHas 3anucb «*\*».

Ona atoro HeobxoAMMO NpW CO34aHMM HOBOIO MOSb30BaTENs yKa3aTb MCTOMHUK «*» M HaXaTb KHOMKY
«lMpoponxkuntb».



MpumeyaHue. YyeTHasa 3annck «*\*» cosgaetca Ha mogyne C3U Dallas Lock 8.0 Ha [K,
ABNALLWMMCS YneHoM gomeHa Windows, npu ycTaHOBKE C KOHGUrypauuen no ymonyaHuio.

Kaxxgas yyeTHasa 3anucb MOXeET ObiTb B COCTOSIHUM «BXOZ paspelleH» U «BXOn 3anpelyeHy». Ytobbl
3anpeTuTb BXOA MO COOTBETCTBYHLIEN YYETHOM 3anmncbio Heobxoammo, 4YToObl B CBOMCTBAX Y4YeTHOWM
3anucu Ha Bknagke «3anpet paboTbi», AnS napameTpa «YJyeTHasl 3anucb OTKIHoYeHa» Obino BbiOpaHOo
3HayeHue «[a» (puc. 96).

O ¥4ETHaA 3aNMCk OTKAHIYEHE *

O na
@ HeT

Puc. 96. Y4yeTHas 3anucb OTKIHOYEHa

Ecnu onsa cyuwecteylollent y4eTHOM 3anucy Buaa «*\*» 3anpeTuTb BXOQ B CUCTEMY M OOQHOBPEMEHHO
paspelnTb BXo4 ANst yY4eTHbIX 3anucen Tuna «ZCB\*», To B cuctemy 3awuTbl Nonb3oBaTenn JOMEHOB
BXOOUTb HE CMOryT, HO CMOIyT BXOAWUTb TONbKO Monb3oBaTenu gomeHa ZCB. [pyroi npumep: ecnu
3anpeTuTb BXOA B cuctemy ans 3anncu «ZCB\*» n paspewwmntsb ansa «ZCB\admin1», «ZCB\admin2y», To aTo
OyaeT o3HauaTtb, 4TO U3 gomeHa ZCB Ha 3aWMEeHHbI CUCTEMOWN KOMMbIOTEP CMOTYT BXOAWUTb TOMbKO
nons3opatenu admin1 n admin2.

Takum 06pasoM, cucTeMy MPOBEpPKM MNOnb3oBaTeneil MOXHO JIerko MpUMBECTU K «CTPOroW» cucTeme,
[LOCTaTOYHO OTKMIOYNUTL YYETHYIO 3anuch «*\*» u, ganee, B SBHOM BUAE PEFMCTPMPOBATL YYETHbIE 3aMuUCK
HeoGX0AUMbIX JOMEHHbIX NOMb3oBaTENe.

Mpumevanue. Ecniv B ELY 3apeructpypoBaHa OOMeHHas yyeTHasa 3anucb «*\*» wunm
«Mma_pomeHa\*», TO Ha3HayaTb MapameTpbl MOMb3oBaTenen MOXHO Kak Ans y4eTHON
3anmcn «*\*» (nnn «ima_gomeHa\*y), Tak U Ans Kaxgow MHAMBMAYanbHOW YY4EeTHON 3anmcu
AomeHa, BbiIOpaB ee U3 cnucka.

5.2.11 Co3paHue rpynn nonb3oBatenen b

Mpynnbl NpeAHasHayeHbl Ana 06beanHeHWs Nonb3oBaTeneil, y KOTopbIX NpaBa 6e30nacHoCTU MOryT ObiTb
cxoxumn. Takoe obbeauHeHME MOXKET YNpoCcTUTb paboTy agMUHUCTpATOpa NP BbINOMHEHWM HAcTpoek
[omeHa 6e3onacHOCTHU.

Mpynnbl 6e3onacHOCTU yNpoLLatoT ynpaBrneHue 4OCTYNoM kK pecypcaM. MoxxHo 4o6aBnsaTk Nonb3oBaTenen
K rpynnam 6e3onacHocTi, a 3aTeM NpeAoCTaBnsATb 3TMM rpynnam npasa AoCTyna, U yaanaTe ux oTTyga
B COOTBETCTBUM C NOTPEOHOCTSIMM 3TUX NOMb30BaTENEN.

[nst npocMoTpa 1 pefakTMpoBaHWst cnucka rpynn cuctembl 6e3onacHoctn B KoHconu ELLY Heobxogumo
BbIOpaTb Bknaaky «lMonb3oBatenm» — «Ipynnbi». B okHe KoHconu ELLY aBToMaTuyeckn nosiBnsieTcs psa
npefBapuUTeNbHO CKOHUIYPUPOBAHHLIX rpynn B fiokanbHon OC, B KOTOPbIE MOXHO BKIHOYaTb rnobanbHbIxX
nones3osatenen (Puc. 97).
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Puc. 97. M'pynnbl nonb3oBartenemn



BHoBb co3paHHble ¢ nomouwlbto ELLY Dallas Lock rnoGanbHble rpynnbl aBTOMaTU4ecku co3gagyTtcs
W B MOAYUHEHHBIX MOOYMSIX NOCIE CUHXPOHM3aLMK. YaaneHHble rnobarnbHble rpynnbl NponaayT U3 CMCcKoB
rpynn Ha MoAynsax nocrne CUHXPOHU3aLMK.

MpumevaHue. B paHHble rmobanbHble rpynnbl, copmmpoBaHHele B ELLY Dallas Lock,
MOXHO [00aBnsATb TOMbKO rnobanbHblX M MOAYMbHBIX Monb3oBaTenen. [1omeHHble
nonb3oBateny 0ob6aBnsAOTCSA B rpynnbl HA KOHTpOMnepe AoMeHa. Takke npu HacTpoyike
nonutuk GesonacHocTM npu JobasneHnn rpynn MOSIBMSETCS BO3MOXHOCTb Bblbopa
rnobarnbHbIX 1 MOAYIbHbIX FPynm.

[nsa co3ganns rnobanbHbIX rpynn ¢ nomollbto KoHconu ELLY Heobxogmmo:
1. OtkpbiTb Bknagky «lMons3osatenu» B KoHconu ELLY.
2. Bbibpatb kaTeropuio «Ipynnbi».

3. Ha naHenu WHCTpYMEHTOB B ofnepauusix C rpynnamy HaxkaTb KHOMKYy «CosgaTb» unu BblbpaTtb
COOTBETCTBYHOLLYIO U3 KOHTEKCTHOrO MEHI0, HaXkaB NpaByto KHOMKY MbILLIN.

4. Ha skpaHe NosiBUTCS OKHO co3gaHus rpynnbl (puc. 98).

U Co3gate rpynny none3oeaTensi — >
Tian:
HazsaHWe rpymnel
|| Twun yuetHon 3anmecwn ELLY
Otmena

Puc. 98. Co3naHue rmob6anbHOW rpynnbl

5. B none «HasBaHue rpynnbi» He0GX0AMMO BBECTU Ha3BaHWe PErMCTPUPYEMON Fpynnbl.

MpumeuaHue. MNpn Hannuum B JomeHe 6e3onacHoctu [K, paboTtatowmx nog OC Linux,
He peKOMeHOYeTCA WUCMONb30BaTb KUPUNIIMYECKME CMMBOMbI B MMEHaxX MNofb3oBaTenemn

l .I nrpynn B CBA3U C OTCYTCTBMEM FAPAHTUN obecneyeHus KOppeKTHOVI pa60TbI.

MpumeyvaHune. HasBaHue rnoGanbHOM rpynnbl CYUTAETCA YHMKaNbHbIM B pamMKaxX OAHOro
JomeHa 6e3onacHoOCTW.

6. BbibpaTtb «Tun yyeTHOM 3anuncn ELLY» B 3aBUCMMOCTM OT TOro, Ans MOAYyNen Kakoro Tuna npMMeHseTcs
AaHHas rpynna nonb3osaTenen.

N3MeHUTb TUN y4ETHOWM 3amnmMcK MOXHO, UCMOSb3yst KHOMKY « CMEHUTb TUM» HA NaHenu MHCTPYMEHTOB
«Onepauuu ¢ rpynnaMmm» unu Bbibpae AaHHOE OEACTBUE U3 KOHTEKCTHOrO MEHIO.

7. MNocne Haxatua «[lMpodomknTb» MOSABUTCA OKHO [ANd pefakTMpOBaHUA MapamMeTpoB rpynnbl
nonb3oBatenemn (cMm. «[lapaMeTpbl rpynn Nosib3oBaTenemny).

N3meHuTb napameTpbl rpynnbl MOXHO, WCMONb3ys KHOMKYy «CBOWCTBa» Ha MaHenu WHCTPYMEHTOB
«Onepauuu ¢ rpynnamu» unu Bolibpas JaHHOE AENCTBUE U3 KOHTEKCTHOTO MEHHO.

5.2.12 YpaneHwue rpynn nonb3oBatenen [1b

Ons yganeHnus rmoGanbHonm rpynnbl M3 [lomeHa Ge3onacHOCTM HeOOXOAMMO BbIOENUTbL €€ Ha3BaHue
B CMMCKe Ha ypoBHe «Bragenbuay, HaxaTb KHOMKY «Y4anuTb» unm Belopatb COOTBETCTBYIOLLEE OENCTBME
N3 KOHTEKCTHOro MeHto. ['pynna nonb3oBartenen 0yaeT yganeHa ¢ Moaynen nocne cMHXpoHusauum ¢ ELLY
Dallas Lock.



5.3 PoneBas mopgenb y4YeTHbIX 3anucen [1b

HacTtporiku no npasam agmuHucTpupoBaHusa B [b ocyulectBnaoTca B paboyen obnactv ons BKagKu
«lMonb3oBatenun» B kateropun «lNMone3oBatenu» B none «Ponb agMuHUCTpupoBaHusa» (puc. 99).
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Puc. 99. Ponb agMuHucTpupoBaHus

ADRE OCUTON g o o

Ponb npeactaensieT cobon COBOKYNHOCTb NPUBUIErMIA — NMOSTHOMOYMIA MO BbINOSTHEHUIO AEUCTBUIA B YacTuh
agmMuHucTpupoBaHna [b.

Ha ocHose rpynn npusunerui B ELLY Dallas Lock cdoopmmnpoBaHbl crnegytoLime ponv agMUHUCTPUPOBaHMS:

e «AOMUHMCTPATOpP» — MakcMMmarnbHble npuBuIerMv Ha ynpasneHne OB wunm ero vactbio,
B 3aBUCMMOCTW OT YPOBHS HA3HAYEHMWs Ponu;
e «AyauTop» — B 3aBUCMMOCTM OT YPOBHSI HasHayeHusi ponu, AyauTop MOXeT WMeTb

onpenerneHHbli Habop NpUBMNErin Ha NpocmMoTp nHdopmaumm o b nnu ero 4Yactu:
e  COCTOSIHME 3aLUULLEHHOCTY;
e MPOCMOTP CMMCKa NOMb30BaTernen, NX NnapaMmeTpoB N Ha3HAYEHHbIX Ponew;
e MPOCMOTP 3Ha4YeHU nonuTuk 6esonacHocTy;
e  UTeHue XypHaros.
e «Het npaB» — nonb3oBaTenu 6e3 npaB Ha agMUHUCTpUpOBaHue n ayaut Ab;
e «He HasHauyeHO».

Mo YMOIN4YaHNK HOBbIM NoJNb3oBaTendaM Ha3HavyaeTCd posib «He HasHayeHo».

Y HasHayeHus Ha ponb eCTb napamMmeTp «Bnapgeneu» — YpOoBE€Hb Ha KOTOPOM Oblna Ha3Ha4yeHa gaHHas
poJib. Ecnu Ha ypoBHe «Bnagenbua» yquHon 3anncum nonb3oBaTena onpenerfieHa posib «He Ha3HayeHoV,
TO NO YMOJN4YaHUK Takown nonb3oBaTeflb He 6yp,eT obnapgatb npmBunnernaMmmn Ha agMMHUCTpmpoBaHune 06
Ha JaHHOM YpPOBHE, Npn 3TOM, €CJ/ih Ha NOAYNHEHHbIX y3ax:

e ponb He nepeonpegeneHa (3HayeHne «He HasHauyeHoO»), TO Monb3oBaTeNb GyaeT HacnedoBaTh
ponb ¢ Gonee BbICOKOro YpoBHs Aepesa [B;

e ponb nomnb3oBaTtens nepeonpegerieHa  (3HayeHne OTNIMYHOe OT  «He HaszHayeHo»),
TO nonb3oBatenb 6yaeT MMeTb Ha 3TOM NOQYMHEHHOM YPOBHE U YPOBHSX HUXKE 3TOro NpuUBUnerim
B COOTBETCTBUM C HA3HAYEHHOW POrbHO.

BHumaHue! CriegyeT BHUMATENbHO OTHOCUTLCHA K CO34aHUI0 M yAareHu Ha3Ha4veHun
poner none3oBaTenen Ha agMuHucTpupoBanne OB. Ecnn Ha kakomM-nubo u3 ypoBHEN
IdomeHa Ge3onacHOCTM He OCTaHETCA HWM OAHOrO MNonb3oBaTend C  Pofbio
«AOMUHMCTPATOP», OOCTYN K HACTPOMKaM Ha 3TOM ypOBHe OyaeT opraHMyeH 40 MOMEHTa
NosIBNEHUS NONb30BaTENSA C AOCTAaTOYHBIM HAGOPOM NPUBMKIETNIA.

5.4 Nonutukn Ob

Mocne YCTaHOBKM CUCTEMbIl YynpaBlieHUA, HeobxoaMmo npoun3sectn ee HaCTpOVIKy. Mopg HaCTDOﬁKOIZ
CUCTEeMbl MNOHMMaeTCA YCTaHOBKa 3HayeHnn nonutuk [omeHa ©e3onacHocTy, yOOBNETBOPAOLLNX
nonutnkam 6esonacHocTu opraHu3auun.

BKJ'IaD,Ka «[Monutukn» nossonseT penakTnpoBaTb NapamMeTpbl ©e3onacHOCTU Ha ypoBHe BCero ,D,E, nocne
CUHXPOHM3aUnn Ha Bcex Nnoa4YNHEeHHbIX ob6bekTax B ,D,E NPUMEHAKOTCA YCTaHOBJIEHHbIE HaCTpOIZKl/I12 ( Puc.
100).

12 Cnm1cok NONUTUK MOXET MEHATLCS B 3aBUCUMOCTU OT BEPCUU KIUEHTA.
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Puc. 100. Bknaagka NMonutuku OB

OTKprTb penakTop NosINTUKN MOXHO creayrumnmm cnocobamu:

e [BaXAbl LWENKHYTb NEBON KHOMKOWM MbILUW MO N3MEHSAEMON MONNTUKE;
e  BbI3BaTb KOHTEKCTHOE MEHI0 U3MEHAEMON MONUTUKN N BbIOpaTh «CBONCTBAY;
e HaxaTb KHOMNKy «CBoncTBa» Ha naHenu «[encrTeus».

5.4.1 HacTpo#nka nonUTUK napons

HacTtpoliku, kacawwmecss 3Ha4YeHUM MaposibHbIX MONUTUK, pPerynupytloTcss B kateropum «llonuTukm
naponew» Ha Bknagke «1onmMTukny.

B cootBeTcTBUM C TpeGOBaHMﬂMVI NoNUTUKM ©e3onacHOCTU opraHunsauunn HeobxogMmo HacTpouTb BCe
napamMeTpbl, pacnosfioXXKeHHbIEe B CMUCKE MOJTINTUK naponeﬁ.

MpumeyvaHue. Cnegyet yyecTb, 4To B OC Windows ecTb CBOMW, HE3aBMCMMbIE MONNTUKM
CMNOXHOCTM Napons. M B HEKOTOPbLIX CRy4vasx naposb MOXeT YA0BNEeTBOPATb NOMMTUKaM
Dallas Lock, Ho He ygoBnetBopsaTb nonutukam Windows. B gaHHOM crnydae Takoun
naponb yCTaHOBUTb He yaacTcs.

Ta6nuua 10. MaponbHbie NOUTUKK

vSphere: MMHumanbHas AgnvHa napons

[aHHOW  nNONMWTMKOW  YCTaHaBNUBAETCA  OFPaHUYEHME HA  MUHUMAnNbHYKW  ONWHY  napons
ans runepsuaopoBs vSphere.

Monutuka NPUHNMMaeT 3Ha4YeHunda oT 1 po 30 cumeornos. lNo YMOJTHaHUIO 3Ha4YeHne: 6 CMMBOJIOB.

Mpun pernctpaumm HOBOW y4€THOM 3anucu 1 npu nameHeHun ctaporo napons B LIY C3U BU Dallas Lock
KOHTpONMpyeTcs AfMHa BBOAUMOro napors. Ecnv yMcno cMvBomnoB B Napore MeHbLUE YCTaHOBITEHHOTO
3HavyeHus, TO Ha 3KpaHe nosBUTCA npepynpexneHne «BBoa naponsa: BBeAeH CRMLLKOM KOPOTKWUIA
napornb».

CnepyeT uMeTb B BMAY, YTO €CnK B npouecce paboTbl M3MEHWUTb 3HAaYEHWE ANUHBI Napons (Hanpumep,
YBENUYUTBL), TO Y 3apermcTpMpoBaHHbIX YYETHbIX 3aMMCell OHa OCTaHEeTCs MpPeXHen 4O NepBON CMEHbI
napons.

Monutuka npumeHsieTca Ha mogynax C3U BU Dallas Lock.

ESXi: MMHMManbHoOe KoNnyecTBO KJlacCOB CUMMBOJIOB

[aHHas nonuTuka onpegenseT KoNM4YecTBO KaccoB CUMBOIIOB (ByKBbI B BEPXHEM M HUXKHEM PErUCTpE,
undpbl 1 cneymanbHble CUMBOSbI), KOTOPbIE AOMMKHbLI NMPUCYTCTBOBATL B Naporie, Ans YY4EeTHON 3anucu
Cepsepa suptyanusauuu B LIY C31 BU Dallas Lock.

MonuTtuka npuHMMaeT 3HaveHus ot 1 0o 4 n «He ncnonb3yetcsa». 3HavyeHne «1» 03Ha4yaeT, YTo Naporsb
MOXeT codepxaTb Nnobble CMMBOMbI, HaANpUMep, Tonbko uudpbl. Mo ymonyaHuio nonuTuka mmeet
3HayeHwue: «He ucnonbayeTcay.

MonuTtuka npumenseTca Ha moagynsx C3U BU Dallas Lock.

vSphere: MakcumarnbHbIN CPOK AeCTBUA Napons

MonuTnka ycTaHaBNMBaEeT MaKCUMarbHbIA CPOK OEeWCTBUsi Mapons nonb3oBaTtenei. Mo ncreyeHum
CpoKa [elcTBus MOMb3oBaTernio aBToMaTMyeckn OyoeT  MpensioXeHoO CMEHUTb  Maporib.
He pacnpocTpaHseTcs Ha YydeTHble 3anucu nonb3oBaTene C  YCTaHOBMEHHbIM  aTpUOyTOM
«BbeccpoyHbIi naponby.



Monutuka npuHumaeT 3HayeHus oT 1 gHsA 0o 25 Hepenb u 5 aHen (180 aHen) n «He ncnonb3yeTtca» —
MakcuUMarnbHbI/ CPOK AEWCTBMS Maponsi He ycTaHoBneH. 1o ymonyaHuio nonutvka MMeeT 3HaveHue
«180 gH.».

Monntuka npumeHsieTcst Ha moaynsx C3M BU Dallas Lock.

MuHumanbHasa gnvHa naponsa

[daHHOW MOMMTUKOM  yCTaHaBfUBAaETCA  OrpaHW4YeHWe Ha  MUHUMAarnbHYIO  ANWMHY  naporns.
Mpun pernctpaumMm HOBOro MONbL30BATENSA M MPU U3MEHEHUU CTaporo Napons cuctema KOHTponupyet
AnvHYy BBOAMMOrO napons. Ecnun yncno cnmBonoB B naporne MeHbLUe YCTaHOBIIEHHOMO 3HAYeHus, TO Ha
3KpaHe nosiBUTCS npeaynpexaeHve «Beog napons: BBEAEH CRULLIKOM KOPOTKUA Naporiby.

MonuTunka npuHMMaeT 3HaveHns ot 1 go 14 cumeonos n «He ncnonbsyetcs». [1o ymonyaHuio nonuTuka
nmeeTt 3HayeHue: 8 cumonos. Npu Bbibope 3HaveHus «He ucnonb3dyetcs» ycTaHaBnMBaeMblil Naposb
MOXET MMETb NYCTOE 3HaYEHNe.

[leiicTBME NONMUTUKM pacnpoCTpaHsieTcs Ha 3HaYeHus naponen, PIN-KOLOB v KItouei.

Cnepnyet uMeTb B BUAy, YTO eCnu B npouecce paboTbl U3MEHEHO 3HaYeHWe ANvHbl napong (Hanpumep,
YBEMUYEHO), TO Y 3aperncTpmpoBaHHbIX MOMb30BaTENen OHa OCTaeTCs MpPeXHeW A0 NepBOM CMEHBbI
3HaYeHusl.
Monutrka NnpumeHseTcs Ha:
o cnyx0y ELLY;
e MOAynAaX:

e C3W Dallas Lock 8.0-K/C;

e (C[3 Dallas Lock;

e C[3 Yhb Dallas Lock;

e C3M HCQO Dallas Lock Linux;

e C3W BW Dallas Lock.

MuHMManbHbIN CPOK OEeNCTBUSA Napors

[aHHOM NoNNTMKON yCTaHaBNMBAETCA MUHUMATbHBIN CPOK ENCTBUS Napons ANs BCEX MOMb30BaTenen.
[o ncreveHus yctaHoeneHHoro cpoka C3M He no3BONUT NOMb30BaTENO CMEHUTL CBOW Maporsib.

MonuTtunka npuHnmaeTt 3HadeHus oT 1 gHa go 30 gHen n «He mncnonb3yetcax. [Npu Boibope 3HaYeHMs
«He vcnonb3yeTca» MUHUMAarbHBIA CPOK AENCTBUSA Maporis He OrpaHuYeH.

Mo yMOIN4YaHuIo NOJINTUKa UMeeT 3HavYeHne «He NCNoJ1b3yeTCca».

3apaHHbIN napameTp He ABndAeTCA NPUOPUTETHbLIM. OH ,D,eVICTByeT TONbKO ecnn gnda nosib3oBaTend
He yKa3aHO HUKaKNX NUHbIX 3Ha4YeHun CpoKa nencTeus napons.

MuHuMmanbHbIN CpoK ﬂeVICTBVIFl napona Aana Kaxaoro KOHKPeTHOro nosib3oBaTtend onpenendeTca
no crnegymwLlen cxeme:

o EcnuagMuHucTpaTop yctaHOBMI AN KOHKPETHOIO NOMb30BaTEeNs NPUHYAUTENbHY CMEHY Naponsi
npuv crnegyloLlem Bxoge Ha KOMMNboTep, TO B NpoLecce o4epeaHON 3arpy3km KoMmnboTepa nog atum
nonb3oBaTteneM cucTema 3awWuTbl 06sA3aTenbHO noTpebyeT CMeHWTb napofb  (HauBbICLLUMK
npuopuTeT).

e Ecnun otcytcTtByeT TpeboBaHMe CMeHbl nMaponsi npu cregywouwem Bxoge, To C3U He nossonut
CMEHUTb Naposib €CNN HE UCTEK YCTaHOBMEHHbIA MUHUMarbHbIA CPOK AencTBUA napons. MNpu aTom
Ha aKkpaHe 0Tobpa3utcs cooblueHmne «lapornb He MOXET OblTb U3MEHEHY.

o ®nar B none «lMaponb 6e3 orpaHNyYeHns cpoka AeACTBUSI», YCTAHOBIIEHHbIV B HACTPOWKaX Y4ETHOM
3anMcuM B Kateropum «[llaponuy», He [acT BO3MOXHOCTM CMEHWTb Mapofib OO OKOHYaHus
YCTaHOBMEHHOIO MMHUMAarbHOIO CPOKa AeNCTBMS Napons.

MpumeyaHue. Ecnv HapyLLeHO COOTHOLLEHNE MAKCUMAaSIbHOIO M MMHMMAarbHOIO CPOKOB
AeNCTBNA Napons (MMHUManbHbIV CPOK AEWCTBUSI Naponst 6onblue MakCMMarbHOro), To
C3W npouvrHopupyeT 3Ha4yeHne MMHUMAIbHOIO Cpoka AENCTBUSA Napons.

MonuTunka NnpumMeHsieTcs Ha:

e cnyxby ELLY;

o MOAynsax:
e C3W Dallas Lock 8.0-K/C;
e (C[3 Dallas Lock;



CO3 Yb Dallas Lock;
C3WM BU Dallas Lock;
C3WM HC[ Dallas Lock Linux.

ESXi: HanoMuMHaTb 0 CMeHe napons 3a

C nomoubio JaHHOro napamMmeTpa cUcTema 3allnTbl NO3BONMT HANOMMWHATL NOMbL30BaTENO O TOM, YTO
yepes onpeaeneHHoe Konm4yecTBo AHEN HEOOX0AMMO CMEHUTL Naporb.

MonuTtuka npuHMMaeT 3HadeHns oT 1 go 180 gHen n «He ucnonbsyetcar». o ymonyaHuio nonuTuka
nmeeT 3HayeHne «He ncnonb3yetcay». Ecnu BeibpaHo 3HaveHne «He ucnonbayetca», TO HANOMUHAHWNA
0 HEODXOAMMOCTN CMEHbI Naporns He OyaeT.

HanomunHaHue o npeacTosiLeli cMeHe napons 6yaeT NosiBNATbLCS Ha 3KpaHe npw 3arpy3ke C3M aaHHbIM
nosib3oBaTesieM, HauyMHas C TOrO MOMEHTa, Korda A0 CMeHbl maponsi (pakTUyecku A0 UCTEeYeHUs
MaKcUMaribHOrO BpeMeHWU OEeWCTBUA Naponis) ocTarochb KONMYEeCcTBO AHEW, paBHOE YCTaHOBMEHHOMY
3HaYEHUIo ANt STON NOSUTUKN.

MpumeyaHue. [MapameTpbl, ycTaHaBNMBawLIME CPOK OENCTBUS naponsd, OEWCTBYHOT
He3aBMCMMO OT aHanormyHbix napametpos OC Windows. B Windows AencTByroT cBOM
nonutukM 6e30nacHOCTM, KOTOpble Takke MOryT noTpeboBaTb CMeHbl napons
He3asucumo ot C3U Dallas Lock 8.0.

B C3U Dallas Lock 8.0 1 OC Windows coBnagatoT criegyolime naposbHble NOSINTUKK:

e  MaKkCMMarbHbIN CPOK OENCTBUSA Napons;

e  MUHMMarnbHas AnuHa Napons;

e  MWHMMAarbHbIA CPOK AENCTBUS Napons;

e Maponb JOIMKEH OTBeYaTb TpeboBaHUSAM CMOXHOCTM.
YT106bI HEe BO3HMKaNo koHpnmkTa naponbHbix nonntuk OC Windows n C3W Dallas Lock
8.0, HyXHO caenaTb AaHHble NonuTUKkKM naeHTudHeiMm B OC n C3U, nmbo OoTKNIYnTb
nonutukun B OC.

Monutuka npumeHsieTcst Ha moaynsix C3M BU Dallas Lock.

Heo6xooumo nameHeHue naporsnsi He MeHbLue, YeM B

[laHHOW NOMMUTMKON 3a4aeTcs KONMMYECTBO CUMMBOMOB, HA KOTOPOE, Kak MUHUMYM, OOMKEH OTMMYaThCA
HOBbI MapPOsib OT CTAPOro MpPU ero CMeHe.

Monutuka npuHumMaeT 3HadveHuns oT 1 go 10 cumBonoB 1 «He ucnoneb3yetca». 1o ymonyaHuio nonuTunka
nmeeT 3HayveHne «He ucnonbsyetca».

Mpumeyanmne. Ecnn paHHas nonutuka BkmodeHa ang OC Windows (3HadeHwue,
oTnM4Hoe oT «He ncnonb3yeTca»), TO NP CMeHe Naposs Yyepe3 KOMOUHaLUMIO KnaBuLL
«Ctrl + Alt + Del», HOBbIi Naponb AOMMKEH OTNNYaTLCHA OT CTAporo He MeHee, YeM Ha
yKkaszaHHOe KOonnuyecTBo cumBosioB. CBepka CTaporo 1 HOBOro Napons ocyLiecTBrseTcs
NMOCMMBOJTBHO.

Mpu cmeHe naponsi yepe3 obonouky agmuHuctpatopa C3U Dallas Lock 8.0 gaHHbIv
napameTp He y4uUTbIBaEeTCS.

Mpumep. Y nonb3oBaTens nmeeTcsa naporb «password1», ecnv B BblLLEONMCAHHON OMNLUNN KONTMYECTBO
CYMMBOJIOB yKa3aHOo 2, TO Npu cMeHe napons «password1» Ha «password2» BbiBegeTcs coobLieHune
«lMaponb [omKkeH cunbHee oTnMyaTbCs OT npegpiaywero». [NpaBunbHon GyaeTr cMeHa napons ¢
«password1» Ha «Password2».

Monntuka npuMeHdeTCcAa Ha Moaynax:

C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W BW Dallas Lock?!3,

13 Cnucok napaMeTpoB MOXET MEHSITbCS B 3aBUCUMOCTU OT BEPCUM KITUEHTA.



Heob6xoanmo Hanuyue cneLcuMBONOB

Ecnv paHHas nonutmka BkrodeHa (3HadeHue «[a»), TO npyu co3gaHuu napons B HEM LOMKHbI
MpUCYTCTBOBATb cneLmarnbHble CUMMBOIbI U3 criegytoLero cnucka: ™", "~", "I", "@", "#", "$", "%", "\", "&",
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Mo ymonyaHuio nonuTuka nMmeeT 3HavyeHme «Het».
[encteme nonnTUKN pacnpocTpaHsaeTcsa Ha 3HavyeHns naponen, PIN-KogoB u Krtoyen.

Mpumep. Y nonb3oBaTenss uMeeTcs naponb «password1», ecnu BbllleonucaHHas onuus
aKTMBMPOBaHa, TO MNPV CMEHEe Maporns Ha «password2» BbiBedeTcs coobleHne «B napone AomkHbI
coaepxartbcs cneucmMMBonbly. MNMpaBunbHoOM OyaeT cMeHa napons ¢ «password1» Ha «password#».
Monutuka NMPUMEHAETCA Ha:
o cnyxby ELLY;
e MOAynAX:

e C3W Dallas Lock 8.0-K/C;

e (C[3 Dallas Lock;

e C[3Yb Dallas Lock;

e C3M HCO Dallas Lock Linux;

e C3WV BW Dallas Lock.

Heo6xoanmo Hannyme CTPOYHbLIX U NPONMUCHLIX OYKB

Ecnv paHHas nonutuka BkrtodeHa (3HadeHne «[aw»), TO npu co3gaHMM Naponst B HEM [AOSKHbI
MPUCYTCTBOBATbL CTPOYHbIE U MPOMUCHbIE DYKBbI.

Mo ymonyaHuio nonuTuka MMeeT 3HavyeHme «Het».
[lencteme NONNTUKN pacnpocTpaHseTcsa Ha 3HavyeHus naponen, PIN-KogoB u Knoyen.

Mpumep. Y nonb3oBaTenss WMeeTcss Naponb «password1», ecnu BbllLeonNUcaHHas onuus
aKTMBMpPOBaHa, TO NMpU CMeHe napons Ha «pacsword1» BbiBegeTca coobleHne «B napone AoOmKHbI
copepXaTtbCs U CTPOYHbIE, U MPONUCHbIE BykBbI». [paBunbHon ByaeT cmeHa napons ¢ «password1» Ha
«paCsword1».
Monuntuka npuMeHAeTCA Ha:
e cnyx0y ELLY;
° mMoaynax:
e (C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 YB Dallas Lock;
C3U HC[L Dallas Lock Linux;
C3W BU Dallas Lock.

Heo6xogumo Hanuume undp

Ecnn gaHHas nonuTvka BKMoveHa (3HadveHue «[a»), TO Npu cosgaHuy Napons B HeM OOMKHbI
npuCyTCTBOBaTL LMUPBI.

Mo ymonyaHuto nonuMTuka uMmeeT 3HavyeHne «Het».
[encteme NoNUTUKN pacnpocTpaHseTcsa Ha 3HavyeHus naponen, PIN-KOOOB U KItoYen.
Mpumep. Y nonb3oBaTtens UMeeTcs Naporib «passwordy, eCnun onucaHHas Boille oMM akTUBUPOBaHa,
TO MpuW MONbITKE CMeEHbI Mapons Ha «passwordd» BbiBegeTcsi coobuieHne «B naporne OOMKHbI
copepxartbcsl umMdpsbly. MNMpaBunbHOM 6ygeT cmeHa naporns ¢ «password» Ha «password12».
Monntrka NpuMeHsieTcst Ha:
o cnyx0y ELLY;
e MOAynAX:
e C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 YB Dallas Lock;
C3U HC[ Dallas Lock Linux;
C3U BU Dallas Lock.

Heobxoaumo otcyTcTBUE LMpbI B NepPBOM U NocriegHeM CUMBOJax



[aHHon nonuTtukon yCTaHaBIIMBaeTCA OorpaHn4eHne Ha ncnosib3oBsaHune Ll,M(bp B NepBoM U nocnegHem
CMMBOJ1axX Napong.

Ecnn gaHHaa nonuTuka BKIOYEHa (3HaquV|e «D,a»), TO MNMpn co3gaHunM naposida B HEM He [OOJIKHO
coaepxKaTbca Ll,l/l(*)p B NepBOM U nocnegHem cMmBoiax.

Mo ymonyaHuio nonuTuka nMmeeT 3HavyeHme «Het».
[encteme nonnTUKN pacnpocTpaHsaeTcsa Ha 3HavyeHnsa naponen, PIN-KogoB u Krtoyen.
Mpumep. Y nonb3oBaTtenst UMeeTcs Naporib «passwordy, eCnun onucaHHas Boille oMM akTUBUPOBaHa,
TO Npu nonbiTke CMEHbl napons Ha «passwordl», «lpassword» unu «lpasswordl» BbiBegeTcs
coobueHne «Heobxogmmo oTcyTcTBME LUMdpPbI B MEPBOM M NOCHEAHEM CMMBONaxy. [paBunbHom 6yaeT
CMeHa napons ¢ «password» Ha «passwordd ».
MonuTtuka npumeHsieTca Ha:
e cnyxby ELLY;
e MOAynsaX:
e C3W Dallas Lock 8.0-K/C;
e (C[3 Dallas Lock;
e C[a3Yb Dallas Lock;
C3W1 BU Dallas Lock.

PaspelueHa reHepauusi napons

Ecnu paHHast nonutuka BbIkMOYeHa (3HayeHne «HeT»), To nonb3oBaTeNb HE MOXET CreHepuMpoBaTb
Cny4YariHbIi Naponb, eMy He06Xo0ANMMO caMOMy 3aJaBaTb Naporb.

Mo yMonyaHuio nonuTnka umeeT 3HadeHne «da».

Monutuka npumeHsieTcst Ha moaynsx CA3 Dallas Lock n CO3 Yb Dallas Lock.

PaspelueHa reHepauus napons

Ecnu gaHHas nonuTuka BbIKMOYeHa (3HadveHune «HeT»), To nonb3oBaTenb HE MOXET CreHepupoBaTh
CryyaiiHbI naponb, eMy HE06X0AUMO caMoMy 3afaBaTb Naporb.

Mo ymonyaHuio nonuTuka nMeeT 3HavyeHme «Het».
Monutuka npumeHsieTcst Ha moaynsix C3M BU Dallas Lock NK5.

vCenter: KonMyecTBO NpeAbiAyLINX Naporiel, KoTopbie NoJfib3oBaTeNlb He MOXEeT UCMNONIb30BaThb

[aHHOM nonuTUKOM yCTaHaBNMBaEeTCA KOMWUYECTBO NpeablayluxX naposierd Kaxgoro nofib3oBaTtens,
KOTOpble He MOryT ObiTb BblOpaHbl UMM NpU CMeHe napons, Ans ydyetHow 3anucu Cepsepa
BupTyanusauum B LIY C3M BU Dallas Lock.

Monutuka NPUHNMMaeT 3Ha4YeHunda oT 1 oo 10. Hanpmmep, 3HaveHne «5» 3anpewaeT ncnonb3oBaTtb NATb
npegbigoywmnx napone|7| ana Bbl6paHHOFO nonb3oBatens. o YMOJIHaHUIO 3HaYEeHNE NONUTUKU: «5».

Monutuka npumeHsieTca Ha moagynax C3U BU Dallas Lock.
vCenter: makcumanbHas gnvHa napons

[aHHOM NOMUTMKOM yCTaHaBNMBAETCH OrpaHMyeHMe Ha MakCUmarnbHYy AfVHY Napons Ans y4yeTHou
3anucu Cepaepa Buptyanusaumm B LIY C31 BU Dallas Lock.

MonuTunka npuHMmaeT 3HaveHns oT 1 o 40 cumBonoB 1 «He ncnonbayetca». 1o ymonyaHuio 3HaveHve
JaHHOW NONUTUKK: «20».

MonuTtuka npumenseTca Ha moagynsx C3U BU Dallas Lock.

vCenter: makcumanbHoe AonyctumMmoe Kosim4eCtBO OAMHAKOBbIX CUMBOJIOB, CTOALWLUX PAOOM

[aHHOW NONMMTUKON yCTaHaBNMUBaAETCA MaKCUMarnbHO 4OMYCTMMOE KOMMYECTBO OAMHAKOBbIX CUMBOJIOB,
KOTOpble MOTyT NPUCYTCTBOBATbL NpY 3afaHnn Napons, Ans ydyetHon 3anvcu CepBepa BUpTyanusaumm
B LlY C3U BU Dallas Lock.

MonuTuka npuHuMaeT 3HaveHus oT 1 go 5 cumBonos. 1o yMonyaHuio 3Ha4YeHWe JaHHON NOSNUTUKN: «3».
MonuTtunka npumenHseTcsa Ha mogynsx C3UM BU Dallas Lock.

vCenter: MUHMManbHOE KONIMYECTBO NMPONUCHbIX OYKB
[laHHOW NONUTMKON yCTaHaBNMBaETCA MUHMMATbHOE KONMYECTBO NPONUCHLIX (6onbLunx) 6yKB, KOTOpbIE

OOMMKHbI MPUCYTCTBOBATL MpU 3adaHun napons, Ansa yd4etHon 3anmcu Cepsepa BupTyanusauuun B LIY
C3U BU Dallas Lock.



Monutuka npuHMMmaeT 3HayeHust ot 1 4o 9 cumeonoB 1 «He ucnonb3yetca». 1o ymonyaHuio 3Ha4eHne
OaHHOW NOnUTUKN: «He ncnonb3yeTtcs».

Monntuka npumeHsieTcs Ha mogynsax C3U BU Dallas Lock.

vCenter: MMHUManNbLHOE KONIMYECTBO CUMBOJSIOB andaBuTta

[aHHOM nonuTUKOM yCTaHaBMMBAETCA MWHUMArbHOE KONMMYEeCTBO CUMBOMOB andasuTa, KoTopble
OOJIMKHBI MPMCYTCTBOBATbL NpU 3agaHnn napons, Ans yyeTHow 3anucu Cepsepa BupTyanusauumm B LY
C3WM BU Dallas Lock.

Monutuka nNPpUHMMaET 3Ha4YeHnA oT 1 o 15 cnmBonos n «He NCNOJ1b3yEeTCA». Mo YMOJI4aHUo 3Ha4YeHne
OaHHOM nonnTukK: «He NCNoJib3yeTca».

Monntuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

vCenter: MMHMManbLHOE KONMMMYECTBO chneuuarnbHbIX CUMBOJIOB

[laHHOW MONWUTUMKOW yCTaHaBNMBaAETCS MMHMMArbHOE KONMMYECTBO crielmarnbHbix cumeonos (", "~", "I"
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"/"), KOTOpble [OMKHbI MPUCYTCTBOBaTb MPW 3adaHuy napons, Ansa ydveTHom 3anmcu Cepsepa
BupTyanusauum B LIY C3U1 BN Dallas Lock.

Monutuka NPUHNMAaET 3Ha4YeHUA OoT 1 oo 9 cumonoB n «He NCNosnb3yeTca». Mo YMOJ1HaHUIO 3Ha4YeHne
OaHHOM nonnTukK: «He NCNoJib3yeTCca».

MonuTtunka npumensetca Ha moagynsax C3UM B Dallas Lock.

vCenter: MUHUManNbHOE KONMIMYECTBO CTPOYHbIX 6yKB

[laHHOV NONUTMKON yCTaHaBNMBAETCH MUHUMATbHOE KONMMYECTBO CTPOUHbIX (ManeHbkux) OyKB, KOTOpbIe
OOMXKHbI MPUCYTCTBOBATL MpKW 3adaHun napons, Ans yd4etHoun 3anmcu Cepsepa BupTyanusauuun B LIY
C3U BU Dallas Lock.

MonuTtuka npuHuUmaeT 3HayveHus ot 1 oo 9 cumeonoB u «He ncnoneayetca». [1o ymonyaHuio 3HavyeHve
OaHHOW NONMUTUKM: «He ncnonb3yeTtcsn».

Monutuka npumeHsieTcst Ha moaynsax C3M BU Dallas Lock.

vCenter: MMHUManNbHOE KONMUYECTBO UUchp

[laHHOV MONMWTMKOW YCTaHaBNMUBAETCS MWHMMANbHOE KOJIMYECTBO YMUCMOBbLIX CUMBOMOB, KOTOpbIE
OOJDKHBI MPUCYTCTBOBATbL NMpU 3agaHun napons, ons yyeTHow 3anucu Cepsepa BupTyanusauum B LY
C3U BW Dallas Lock.

Monutuka NPUHNMAaET 3Ha4YEeHUA OT 1 oo 9 cumBonoB n «He NCnonb3yeTca». Mo YMOJT4aHNKO 3Ha4YeHne
OaHHOM NonnTukK: «He NCnonb3yeTca».

Monutuka npumeHsieTcs Ha mogynsax C3UM BU Dallas Lock.
HanomMmuHatb 0 cmeHe napornb 3a

C nomolLbio AaHHOro napameTpa cucTema 3alluThbl MO3BOMUT HANOMUHATL MOMb30BaTENio O TOM, YTO
Yepes onpeaeneHHoe KonmMYecTso AHeln HeoBxoanMO CMeHWUTb Naporb.

Monutuka npuHumaeT 3HayeHus oT 1 go 15 gHen n «He ucnonbayetcar». 1o ymonyaHuoo nonuTuka
nveet 3HadeHue «3 pHsa». Ecnn BbibpaHo 3HayeHne «He wucnonb3yetcsi», TO HaNOMUHAHWM
0 HEODXOAMMOCTM CMEHbI Naporns He GyaeT.

HanomwuHaHue o npeacTosiien cmeHe napons byaeTt NnosBASATbCS Ha 3kpaHe npu 3arpy3ke C3U gaHHbIM
nonb3oBaTesieM, HauyMHasi C TOr0 MOMEHTa, Korga A0 CMeHbl napons (dakTuyecku A0 UCTeYeHust
MaKCUMarnbHOro BpeMeHU AeNCTBUsSi Mapons) OcTanochb KONMYECTBO AHEWN, paBHOE YCTaHOBIEHHOMY
3HAYEHUIo AN 3TON NOMNUTUKN.
MonuTunka NnpumeHsieTcs Ha:
e cnyxby ELLY;
e MOOYnsX:
e (C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3U HC[ Dallas Lock Linux;
C3U BU Dallas Lock NK4.



MakcumanbHbIN CPOK AeUCTBUA Napons

Monutuka ycTaHaBNMBaeT MakCUManbHbI CPOK OENCTBUS naponsa nonb3oBaTtenen. o uctedyeHum
CpoKa [OencTBus MOMb30oBaTenio aBTomatMyeckn OyoeT  MpensiokeHoO CMEeHWTb  Maporb.
He pacnpocTpaHseTcd Ha YydeTHble 3anucu nonb3oBaTene C  YCTAaHOBMEHHBIM  aTpubyToMm
«BbeccpoyHbIi naponby.

Monutuka npuHumaeT 3HayeHus oT 1 gHsA 0o 25 Hepenb 1 5 gHen (180 gHen) n «He ucnonb3yetca» —
MakcuUMarnbHbI/ CPOK AEWCTBUS Maponsi He ycTaHoBneH. 1o ymonyaHuio nonutvka MMeeT 3HaveHue
«6 Hepenb».
MonuTtuka npumeHsieTca Ha:
o cnyx0y ELLY;
e MOAynAaX:

e C3W Dallas Lock 8.0-K/C;

e (C[3 Dallas Lock;

e C[H3Yb Dallas Lock;

e C3WM BW Dallas Lock;

e C3M HCO Dallas Lock Linux.

oVirt: KonuyecTBO NpeabIAyLWMUX Naponen, KOTopble Nofib30BaTeslb He MOXEeT UCMOoJIb30BaTb

[daHHOW nonuTMKOW yCTaHaBMMBAETCA KONMUYECTBO NpeablgyLmx naponer Kaxaoro nonb3oBaTtens,
KoTopble He MOryT ObiTb BbiOpaHbl UMM Mpu CMeHe napons, And ydeTtHom 3anucu Cepsepa
BupTyanusauum B LIY C3M BW Dallas Lock.

MonuTunka npuHumaeTt 3HadveHus ot 1 go 10. HanpumMep, 3HayeHne «5» 3anpeLyaeT UCMonb30BaTh NATb
npeablgyLwmx naposnen Ans eelbpaHHoro nonb3osaTens. 1o ymonyaHuo 3HaveHne NoNUTUKK: «5».
MonuTtunka npumenseTca Ha moaynsax C3U BU Dallas Lock UK5.

oVirt: MakcMmanbHbIA CPOK AEeUCTBUS napons

MonuTuka ycTaHaBnMBaeT MaKCUMarbHbI CPOK AEWCTBUS naponsd nonb3oBaTtenen. Mo ncreyeHun
Cpoka [OeNcTBMs Monb3oBaTento aBToMaTuyeckm OyoeT nNpeasiokeHOo CMEeHWTb  Maporb.
He pacnpocTpaHsieTcs Ha Yy4eTHble 3anvMcu nofb3oBaTefiel C  YCTaHOBMEHHbIM  aTpubyToM
«BbeccpoyHbIi naponby.

MonuTtunka NnpuHMmaeT 3HayveHus ot 1 gHA o 25 Hegenb u 5 gHen (180 gHen) n «He ncnonbsyeTtcay —
MaKCMMarnbHbI CPOK AENCTBUSA Mapons He yCcTaHoBreH. [10 yMOonyaHuio nonutrka umeeT 3HayeHue
«180 gH.».
MonuTtunka npumenseTca Ha moaynsax C3U BU Dallas Lock Linux UK5.

oVirt: MMHMManbHasa AnuMHa napons

[aHHOM MONWMTWMKOM  yCTaHaBNMBAaETCs  OFPaHUYEHUE Ha  MUHMMAanbHYH  ANWHY  napons.
Mpu perMcTpauum HOBOrO MOMnb30BaTENS U NPU U3MEHEHMM CTApOro Mapons CUCTEMa KOHTponupyet
ANVHY BBOAUMOrO naponsi. Ecnun yicno cMBooB B naposie MeHbLLE YCTAaHOBIIEHHOIO 3HAYEHUs!, TO Ha
3KpaHe nosiBUTCA npeaynpexaeHve «Beoa napons: BBeAEH CrMLLKOM KOPOTKUIA Naporiby.

Monutuka NPpUHNMaEeT 3Ha4YeHnA oT 1 po 30 cumeornos n «He NCNoNb3yeTca». Mo YMOJT4aHUKO NMOJINTUKa
UMeeT 3HavyeHne: 6 CMMBOJIOB. npl/l Bbl60pe 3Ha4veHus «He NCnosib3yeTca» yCTaHaBﬂMBaeMbII?I naponb
MOXeT UMETb NYCTOE 3Ha4YeHUe.

[leicTBME NONMUTUKN pacnpocTpaHaeTcs Ha 3HaYeHnsa naponen, PIN-KogoB v Kroyei.

CnepnyeT uMeTb B BUAY, YTO €CNK B Npouecce pabdoThl UBMEHEHO 3HA4YeHMe ANvHbI Napons (Hanpuvep,
YBEMMYEHO), TO Y 3aperncTpMpoBaHHbIX MOMb30BATENEN OHA OCTaeTCs MPEeXHEW A0 NMEepBOW CMEHBbI
3HaYeHus.

Monutuka npumeHsietcs Ha mogynax C3UM BU Dallas Lock Linux UKS.

oVirt: MMHUManbHoe KONIM4eCTBO NPONUCHBLIX OYKB

[aHHON NONMTWKOW yCTaHaBNMBaeTCA MUHMMAarIbHOE KONMMYEeCTBO NPOMNUCHbIX (6onblumnx) 6yKB, KOTOpbIe
OOMMKHbI MPUCYTCTBOBATb MpU 3adaHum napons, Ans yd4etHon 3anmcu Cepsepa BupTyanusauuun B LIY
C3U BU Dallas Lock.

Monutuka NPUHNMAaET 3HA4YEeHUA OT 1 oo 9 cumonos n «He ncnonb3yeTcar». Mo yYMOI4aHUK 3Ha4eHne
OaHHOM NonnTukK: «He NCnonb3yeTca».

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock WK5.



oVirt: MMHMManbHOe KoNM4ecTBO cneynanbHbIX CUMBOJIOB

[laHHOW MONWUTUMKOW yCTaHaBNMBaAETCS MMHMMArbHOE KONMMYECTBO creumarnbHbix cumeonos (", "~", "I"
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"/"), KOTOpble [OOMKHbl MPUCYTCTBOBATb MNpW 3adaHun naponsd, Ans ydeTHow 3anucu Cepepa
BupTyanusaumm B LIY C3W BU Dallas Lock.

Monutuka NPUHNMAaET 3HA4YeHUdA OoT 1 oo 9 cumBonos n «He NCcnonb3yeTca». Mo YMOJ1HaHUIO 3Ha4YeHne
OaHHOM nonnTukK: «He NCnosib3yeTca».

MonuTtunka npumensetca Ha moaynsax C3UM BN Dallas Lock UIKS.

oVirt: MMHMManbHoOe KONIMYeCcTBO CTPOUHbIX OYKB

[aHHOM NONMUTMKON yCTaHaBNMBaETCH MUHMMATbHOE KONMMYECTBO CTPOUHbIX (ManeHbkux) BykB, KOTopble
OOJIMKHBI MPMCYTCTBOBATbL NpU 3agaHnn napons, Ans yyeTHow 3anucu Cepsepa BupTyanusauumm B LY
C3W BU Dallas Lock.

MonuTunka NnpuHUMaeT 3HayveHus oT 1 go 9 cumeonos U «He ncnonbayetcsa». 1o ymonyaHuo 3HavyeHne
AaHHOW nonuTukn: «He ncnonbayeTcsy.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock MK5.

oVirt: MMHMManbHoe KonuyecTBo Unudp

[aHHOM MONMWUTMKOW YyCTaHaBNMBAETCS MWHMMANbHOE KOJIMYECTBO YMCIIOBbIX CUMBOJSIOB, KOTOpbIE
OOJDKHbI MPUCYTCTBOBATb NpU 3agaHun napons, ons yd4eTHow 3anucu CepBepa BupTyanusauum B LY
C3U BW Dallas Lock.

Monutuka NPUHNMAaET 3Ha4YeHUdA oT 1 oo 9 cumeonoB n «He NCcnosnb3yeTca». Mo YMOJ1HaHUIO 3Ha4YeHne
OaHHOM nonnTukK: «He NCNoJib3yeTCca».

MonuTtunka npumensetca Ha moaynsax C3UM B Dallas Lock UIKS.
oVirt: HanoMmuHaTb 0 cMeHe naporns 3a

C nomoubto gaHHoro napamMmeTpa cuctemMa 3allnTbl NO3BOJIUT HANOMUHATL NOJ1Ib30OBATENIIO O TOM, 4YTO
Yyepeas onpeagerieHHoe Konm4ecTtso AHen HeobXoaANMO CMEHUTb naporsb.

MonuTtuka npuHumaeT 3HayveHus ot 1 go 180 gHen u «He ucnonb3yetcsy. o ymonyaHuio nonvTuka
nmeet 3HayeHne «He ncnonbsyetcar». Ecnu BeibpaHo 3HaveHne «He ucnonb3yetcsa», TO HANOMUHAHWN
0 Heo6X0AMMOCTM CMeHbI Naporns He Oyaer.

HanomuHaHwue o npeacTosiLer cMeHe napons 6ynet NnosBNATLCS Ha akpaHe npu 3arpyske C3U gaHHbIM
nonb3oBaTernieM, HayMHasi C TOr0 MOMEHTa, Korga A0 CMeHbl napons (akTuyecku A0 UCTeYeHust
MaKCUMarbHOro BpeMEHU AEeNCTBUsSi Mapons) OCTanochb KONMMYECTBO AHEN, paBHOE YCTaHOBIIEHHOMY
3HAYEHUIO NS 3TON NOMUTUKN.

MonuTtnka npumensetca Ha moaynsax C3UM B Dallas Lock VIK5.

5.4.2 HacTpounka nonuMTuUK aBTopmusauum

Ha Bknagke «[lonutukm» B KaTeropum «[lonvTuKM aBTopu3auMuM» HacTpamBalTCs MapameTpbl,
Kacalolimecs Bxoda B CUCTEMY.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTnkn 6e3onacHocTn opraHusauuun HeO6X0}J,I/IMO HaCTpouTb BCe
napamMeTpbl, pacnoJyioXXeHHble B CMUCKe NOJINTUK aBTOPU3aUnn.

Ta6nuua 11. MonuTUkn aBTOpPU3aLUM

KVM: BnoknpoBatb goctyn k Cockpit Web Interface

Bo3moxHoe 3HauyeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHON NonuTukK: «dax.
[daHHas nonutyka No3sBonsdeT HacTpouTb paspeLleHns Bxoga Ha Web-knnenT Cockpit Web Interface.
Monuntuka npumeHsieTcs Ha mogynsax C3U BU Dallas Lock.

KVM: BnokupoBaTb npotokon SSH



BoamokHoe 3HayeHue nonutuku: «La/HeT». Mo ymonyaHuio s3HauyeHne AaHHOM NONMUTUKK: «[ax.

3HayeHne «[a» [OaHHOM NONUTUKM OnokuMpyeT yaaneHHblin goctyn k CepBepy BupTyanusauum
no npotokony SSH.

MonuTtnka npumenseTca Ha moaynsax C3UM B Dallas Lock.
vCSA: bnokupoBatb npotokon SSH

Bo3moxxHoe 3HauyeHne nonutukn: «da/HeTt». Mo ymonyaHuio 3HayeHne AaHHON NONUTUKK: «HeTy.
Monutrka KOHTpoONMpyeT yaaneHHbIn goctyn B VCSA no npotokony SSH.
MonuTtunka npumenseTca Ha moaynsax C3U B Dallas Lock.

VvCSA: Pa3pewutb Bxog Ha Web-knueHt vCSA Management Interface

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHne AaHHOM NONUTUKK: «HeT».

[aHHas nonutMka MNO3BONSIET HACTPOUTb paspelleHne Bxoda Ha Web-knmeHT VCSA Management
Interface.

MonuTtunka npumenseTca Ha moaynsax C3U B Dallas Lock.
VvCSA: Pa3pewnTb NoKanbHbIN BXO4 C KOHCONU

Bo3moxxHoe 3HauyeHne nonutukn: «da/HeT». Mo ymonyaHuio 3HayeHne gaHHon nonutukn: «ax.
[aHHas nonuTnka NO3BOSSIET HACTPOUTL paspeLleHne NoKarlbHOro BXxoda ¢ KOHCOMMW.
Monutuka npumeHsieTcst Ha moagynsax C3M BU Dallas Lock.

vSphere: 3anpeT Ha paboTy 4yepe3 Web-knueHT

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHON Nonutukn: «Het».

HaHHasa nonutuka nossonseT 3abnokupoBaTe BO3MOXHOCTb noAkntoueHns k Cepepy BUpTyanusaumm
unu runepsusopy ESXi yepes Web-knneHt VMware vSphere.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.

ABTOMaTMy4eckui BbIGOp annapaTHoro naeHTudurkKaTopa npu aBTopmsaumum

Bo3moxxHoe 3HauyeHne nonutukn: «da/HeTt». Mo ymonyaHuio 3HadeHne gaHHOM NONUTUKK: «HeTy.

BknioyeHve [aHHOM MONMUTUKM TMO3BONMT aBTOMATUYECKW BbIGPaTb MNOAKMIOYEHHBI annapaTHbIN
naeHTUdUKaTOp NPy aBTOPU3aLNM.

[Monutuka NnpuMeHAeTCA Ha Moaynax:
C3W Dallas Lock 8.0-K/C;

CO3 Dallas Lock;

CO3 Yb Dallas Lock;

C3U BW Dallas Lock.

ABTOMaTU4eckoe GNMOKMPOBaHME HEAKTUBHbIX YYETHbIX 3anucemn

Monutuka npuHumaeT 3HadeHus oT 1 go 90 gHen u «He ucnonbsyetca». Mo ymonyaHuio 3HaveHue
OaHHON nonutukmn: «He ncnonbayeTcs».

[aHHas nonuTuka nO3BONAET HACTPOUTb M BbIMNOMHUTL ABTOMAaTUYECKYH) ONOKMPOBKY HEAKTUBHbBIX
(Heucnonb3yeMmblx) y4ETHbIX 3anMcen Noneb3oBaTenel Nocrne NnepMoaa BpeMeHU HENCNONb3oBaHus. Mpu
aKkTMBauMn JdaHHoW nonuTukm Ha ELLY BbinonHseTcsa ONOKMpPOBKA HEAKTMBHOM Y4YEeTHOW 3anucu
nons3osBarenen Ha otaensHom moayne C3UM Dallas Lock 8.0-K/C.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
BnokupoBaTb KOMNbLIOTEP B Crly4yae BBOAA HenpaBuUiibHbIX Naponemn

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHOM NonuTukn: «Het».

[aHHasa nonuTmka no3sonseT HaCTpOUTb 6ﬂ0KMpOBaHI/le KOMMNbKOTEPa B Cliydae BBO4a Nosfb3oBaTteniem
HenpaBWUJlbHbIX naponeﬁ.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.

Bpems 6e3gencTBus, nocne KOToporo 6yaeT 3abnokKMpoBaH ceaHC AocTyna



[aHHas nonuTuka onpeaensieT Bpems 6e30encTBUA Nonb3oBaTens, No NPOLECTBMM KOTOPOro ceaHc
JocTyna JaHHOro nonb3oBaTens 6yget 3abnoknpoBaH.

BoamoxHOo YCTaHOBUTb BpeM#A Oe3pgelicTBusA OT 1 MWHYTbI 40 5yacos. Mo yMOsi4aHuMio 3Ha4eHne gaHHoro
napameTtpa: «He NCNOJIb3yeTCA».

MpumeyaHmne. Ecnv pgaHHas nonmuTuka uvcnonb3yetca gna OC Linux (3HadveHwe,
OTNnYHoe oT «He ncnonb3yeTtcar), cnegyeTt y4nTbiBaTbh, YTO BrIOKMpOBKa rpadnyeckomn
CeCccum TaKke JOCTYMHA K UBMEHEHMIO C NOMOLLbIO CTaHAAPTHbIX yTUNUT HacTponkn OC.
Takoe nsmeHeHne He otobpasutcst B obonovke agmuHuctpupoBanusa C3M HCL Dallas
Lock Linux n ELLY Dallas Lock.

MonuTuka NnpuMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
e C3M HC[ Dallas Lock Linux.

Bpems 6nokMpoOBKM y4eTHOM 3anMcu B criy4yae BBoAa HeNpaBuUIibHbIX Naposen

[laHHaa nonuTuka No3BONSET YCTAaHOBUTb, CKOJIbKO BPEMEHWU y4eTHas 3anucb OygeT 3abriokMpoBaHa
nocrie Toro, kak nosib3oBaTeNlb BBEST HEBepHbl naponb Gonblue AonycTMMOro uucna pas. B aTtor
BPEMEHHOW MHTepBar Nosib3oBaTeslb He CMOXET 3arpy3uTb kKomnbloTep 1 OC, gaxe npu BEpHOM BBOAE
napons.

Mo ncteyeHnn ykazaHHOro BpEMEHW y4eTHas 3anmMcb aBTOMaTUYECKN pa3bnokupyeTcs, 1 Nonb3oBaTenb
CHOBa MONY4YMT BO3MOXHOCTb BBECTM naposib. COpocuTb aBTOMATUYECKYID GIOKMPOBKY OOCPOYHO
MOXET TONbKO agMuHucTpaTop 6Ge3onacHOCTM WM nonb3oBaTenb, obnajalowuin  NpaBoMm
penakTMpoBaHWs Y4eTHbIX 3anvcen.

Bo3moxHoe 3HayeHve napameTpa: oT 1 MUHYTbl 40 5 4YacoB u «He ucnonb3yetca». Ecnu BeibpaHo
3HayeHne «He ncnonb3yeTcs», TO pa3bnokMpoBaTh YYETHYIO 3aMMCb MOXET TOMbKO aAMWHUCTPATOp
BesonacHocTu. Mo ymonyaHuio 3HavyeHne aHHOW NonUTUKN: « 10 MUHY.
MonuTtnka npuMeHAeTCA Ha:
e cnyxby ELLY;
o MOAynsax:
e C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3W BU Dallas Lock.

Bpems oxugaHus aBTopu3aumm nonb3oBaTtens

MonuTrka npuHUMaeT 3HaveHust oT 1 4o 10 MUHYT U «He ucnonb3yeTcsi» — Bpemsi OXuaaHWs BBOAA
aBTOPU3aLMOHHBIX AAHHbIX HE OrpaHnyeHo. 1o yMonyaHuio 3HayeHe AaHHON MNONIUTUKM: 2 MUHYTbI.

3HayeHne [OaHHOM  MONUTUKK onpegendetr Bpemd, O0TBOAMMOE HaA BBOA MNOJib3oBaTesiemM
aBTOPN3aUMNOHHbIX OaHHbIX (OT Ha4dana Ha6opa OaHHbIX 0 HaXXaTunA KHOMKN ((OK»). Ecnu nonb3oBaTtenb
He ycnen 3aBeplnTb BBOA aBTOPU3ALUNOHHBLIX OaHHbIX, TO BBE€4EHHble JaHHbl€ O4YNLLAOTCA.

Monutuka npumeHsieTcs Ha moaynax CA3 Dallas Lock u CO3 YbB Dallas Lock.
ESXi: BnokupoBatb npoTtokon SSH

Bo3moxxHoe 3HayeHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukn: «Het».

Ecnn paspelweHo wucnonb3oBaHne ESXi Shell, To ero MOXHO 3anycTutb HenocpeacTBEHHO
Ha runepsusope ESXi uepez DCUI unu ypaneHHo no SSH. [aHHas nonuTuka OGNoKMpyeT Takyo
BO3MOXHOCTb.

MonuTtunka npumenHseTcsa Ha mogynsx C3UM BU Dallas Lock.
ESXi: BknounTb oTNpaBKy CUCTEMHOrO XXypHana no SSL
Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHe JaHHON NonuTukn: «Hetx.

[daHHaa  nonuTuka  nos3BonseT  BKAYaTh  WnpoBaHne  uMHopmauuu,  nepegaBaemMon
no npoTokony syslog.



MpumeyaHue. [aHHaa nonutuka pabotaeT ToOMnbko C [[o0OaBMneHHbIM KOPHEBbLIM
ceptudukatom C3M B/ B goBepeHHble KopHeBble cepTudmkatel VMware PSC.

MonuTtnka npumenseTca Ha moaynsax C3UM B Dallas Lock.
ESXi: Bpems, B Te4eHMe KOTOPOro AonycKaeTcsl BbIMOMHUTL OAHY NOMNbITKY BBOAA Naposs

Monutrka npuHnUmaeT 3HaveHust oT 1 MuH. Ao 300 MuHyT (5 YacoB). Mo ymon4yaHuio 3HaveHue: 1 MuHyTa.

[daHHas nonutvka NO3BONSET YCTAHOBWUTb KOMMYECTBO BPEMEHW, B TEYEHME KOTOPOro Aonyckaetcs
BbINOMHUTL OAHY NOMNbITKY BBOAA napons Ha moayne C3W BU Dallas Lock. Ecnv npousowna HeygayHas
nonbiTka BBOAA Napons, TO BbINOMHUTL HOBYIO MOMNbITKY BBOAA NApOnis BO3MOXHO ByaeT TOMnbKo Yepes
yKasaHHbIVi Nepuos BpeMeHM.

MonuTtunka npumenseTca Ha moaynsax C3U BU Dallas Lock.

ESXi: 3anpeTntb BO3MOXHOCTb aBTOpusaumm (Lockdown Mode)
[daHHas nonutrka No3BonsieT HaCcTPOUTb 3anpeT BO3MOXHOCTU aBTopusauun. Bo3aMOXHO ycTaHOBUTL
3anpeT nNpu yaaneHHOM NOAKMYeHN, NPU NPSMOM U yaaneHHOM NOAKIIOYEHNN.
Mo yMonyaHuio 3Ha4YeHne gaHHow NonuTukn: «lpu yaaneHHOM NOAKIIOYEHNUN Y.
MonuTtunka npumenseTca Ha moaynsax C3UM B Dallas Lock.

ESXi: KonnyecTBO NonbIiTOK BBOAA HOBOrO Naporisi, yA0BNEeTBOPSAOLIEro TEKYLUUM NaposibHbIM
nosITUKaMm

3HayeHne, yCTaHOBMNEHHOE ANs 3TOW NOMMTUKN, PEerfnaMeHTMPYeT, CKOSIbKO pa3 nonb3oBaTtesflb MMeeT

npaeo owmnbaTtbCcs Npy BBOAE HOBOro Naporsi.

MonuTtuka npuHumaet 3Ha4vyeHums ot 1 go 10. Mo ymonyaHuio 3Ha4YeHne aHHOW NOSUTUKK: «3».

MonuTtunka npumenseTca Ha moagynsax C3U B Dallas Lock.

ESXi: NMepuoa Hencnonb3oBaHUsA
MonuTtunka npuHnmaet 3HadveHnsa ot 1 go 180 gHen n «He ucnone3yetca». 1o ymonyaHuio 3HayeHne
JaHHOW NonuTUkK: «He ncnonb3yeTcs».

[daHHOM nonuWTUKOW YycCTaHaBMMBaeTCs Mepuod BPEMEHW, Yepe3 KOTopbln OyayT OTKIOYEHb
Heucnonb3yemble yyeTHble 3anucu runepsudopa Ha mogyne C3W BW Dallas Lock. Cbpocutb
aBTOMaTUYECKy0 BMOKMPOBKY AOCPOYHO Ha MOAYIEe MOXET TOMNbKO agMUHUCTpaTop 6e3onacHoCTM unm
nonb3oBarternb, 06rnaganLLmMin NpaBoM pegakTMPOBaHNS YYETHbIX 3anncen.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
Hyper-V: Bnokuposats SC VMM

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeTt». Mo ymonyaHuio 3HadeHne gaHHOM NONUTUKK: «HeTy.
[aHHas nonutyka no3sonsieT 3abnokMpoBaTb BO3MOXHOCTb MOAKMIOUNTLECSA K cepepy VMM.
MonuTtunka npumenseTca Ha mogynsax C3UM B Dallas Lock.

3al1peTMTb BbIXO4 U3 cnsLiero pexunmMma

[aHHas nonuTuka No3BOMSIET BKIOYMTL/BbIKIMIOUUTD 3anNpeT BbIXOA4a M3 CMSLLEro pexuma.
Mo ymonyaHuio 3Ha4yeHne JaHHOW NonuTuKK: «HeT».
Monutuka npumeHsieTcs Ha moaynax CA3 Yb Dallas Lock.

3anpeTuTtb MCNosib3oBaHUe NapofibHOro uHTepcenca Bxoaa

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHe AaHHOW NONUTUKK: «HeT».

Mpu ncnonb3oBaHWM cMapT-kapT ans astopusauun B OC BO3MOXHO OTKMIOUUTbL MHTEpdenc Bxoaa
No MMEHU NOMb30BATENS U NaPOIo, BKIMOYEHNEM AAHHON NONMUTUKK (3HaYeHne «[ay).

Monntuka npuMeHdeTCcAa Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.



Mpumeyanue. [1na HasHa4YeHUS NONUTUKN TpebyeTcs, 4TOBbI KOMMbLIOTEP C MoAyNeM Bbin
BBedeH nog ynpaerneHue pgomeHa: Active Directory, FreelPA, ALD PRO, Peg AIM,
Samba.

3a|1peTVlTb NOBTOPHOE ncnoJsib3oBaHne MMeHu nosnb3oBarTesriad B Te4eHune

MonuTtuka npuHumaet 3HayveHmsa 1-10 net, 15 neT, 20 neT, 25 net, 30 neT, 40 neT, 50 net, «HaBcerga»
n «He ncnonbayeTcay. Mo ymonyaHuio 3Ha4eHe gaHHOro napameTpa: «He ncnonbayetcsa».

BknioyeHne paHHOM NONUTUKM yCTaHaBMnMBaeT 3anpeT Ha MOBTOPHOE MWCMNOMb30BaHME MWMEHU
nonb3oBaTtens Npu perncTpaumm HOBOW y4eTHOWN 3anncu.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

3anpeTuTtb CMeHy nosnb3oBaTens 6e3 nepesarpysku

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Beikn.». o ymonyaHuio 3HayeHne — «BbIkn.».

[laHHaa nonuTyka no3BonseT NPeaoTBPaTUTb TEOPETUYECKYID BO3MOXHOCTb M3BIEYEHUs] Kakon-nmbo
MHcbopMaumn n3 onepaTvBHoOW namaTu MK, ocTaBlIylocs TaMm Mocrie 3aBeplleHust ceaHca paboThbl
[ApYroro nonb3oBaTernsi.

Mpu BKMHOYEHWI JAaHHOW NONUTUKM (3HaYeHne «BKr.»), akTMBUpyeTCs 3anpeT Ha OCYLLECTBIIeHNE CMEHbI
nonb3oBaTens 6e3 nepesarpysku komnbioTepa. [Mpu BKMIHOYEHHOM 3HAYEHWU MONUTUKM MpU Bbibope
NyHkTa «3aBeplueHne paboTbi» B OkHe «3aBeplueHne paboTbl Windows», KOMMblOTEp aBTOMaTUYECKM
yinoeT B nepesarpysky.

MonnTrka NpUMeHsieTcs Ha MOAYNsX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

Ucnonb3oBaTb aBTOpU3aLMOHHYI0 MH(hopmauuto ot CA3 Dallas Lock

BoamoxxHoe 3HaueHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHON NonuTukun: «Het».

Mpw BKMOYEHNM faAHHOWN NONUTUKK (3HaYeHMe «[]a») aBTOMaTUYECKM UCMONb3yeTCs aBTopM3aLMOHHas
nHpopmauns ot CO3 Dallas Lock. MNMonutuka NnpuMeHsieTcs TONbKO NpU YCTaHOBNEHHOW annapaTHou
nnate. [Ansa paboTtbl nonuTukM Heobxoammo B OC ycTtaHoBUTH aparieep ans COS3.

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MakcumanbHoe konuyecTBo oWwKU6oK BBoAa Nnapons

3HayeHune, YCTaHOBMEHHOE AN 3TOW MONMUTMKK, pernameHTUpyeT, CKOMbKO pa3 nosfb3oBaTtenb UMeeT
npaBo owmnbaTbCsl Npu BBOAE Naporis.

Ecnun yncno owmnbok Gonblue gonycTumoro, y4eTHas 3anuck byaet 3abnokvMpoBaHa, 1 nonb3oBaTterb
He CMOXeT 3arpy3uTb komnbtoTep n OC.

Bo3moxxHoe 3HauyeHune napametpa: ot 1 go 10 n «He ucnonb3yetcsa» — nonb3oBaTeNlb MOXET BBOOUTb
HeBEpPHbIV Naposib HeorpaHWYEHHOE Yncno pas. Mo ymonyaHuio 3Ha4YeHne AaHHOW NOMUTUKN: «5».

Monutrka NpuMeHseTcs Ha:
e cnyxby ELLY;
e MOAynsAX:

e C3WM Dallas Lock 8.0-K/C;
C3M HC[ Dallas Lock Linux;
CO3 Dallas Lock;

CO3 YB Dallas Lock;
C3W BW Dallas Lock.

MakcumanbHOe KOnM4ecTBO Ceccum

[daHHas nonuTuka ycTaHaBnMBaeT MaKCUMarbHOE KONMYECTBO aKTUBHbIX ceccui Ha gaHHom K.
Bo3moxHble 3HaveHust oT 1 go 20 ceccuin n «He ucnonb3yetcsi» — 03Ha4aeT, 4YTo napameTp byger
OTKMoYeH. Mo yMonyaHuIo yCTaHOBIEHO 3Ha4veHne «10».

Monutuka npumeHsieTcst Ha mogynsax C3UW HC[, Dallas Lock Linux.



O6wee: Bkno4unTb CUHXPOHU3aLUIO BpeMeHu no NTP

Bo3moxHoe 3HaveHune nonutuku: «Ja/Het». [No ymonyaHuio 3HavyeHne JaHHOW NonuTuku: «Het».
[daHHas nonuTtuka nossonseT ucnons3oBaTb NTP-cepBepa 13 3agaHHOro Cnvcka Anst CUHXPOHM3aumm
BpeMeHn mexay cepepom Y[ n areHtammn C3/ BUL.

MonuTtunka npumenseTca Ha moaynsax C3U BU Dallas Lock.

0T06pa)KaTb UMA nocriegHero Bowealero nosfb3oBartens

Bo3moxxHoe 3HauyeHne nonutukn: «da/HeT». Mo ymonyaHuio 3HayeHne gaHHoON nonutukn: «ax.

B 3HauyeHumn «[a» B okHe aBTOopu3auun nose «lonb3oBaTernby» 3anonHAETCS MMEHEM YYETHOWN 3anmcu
nonb3oBaTensl, OCYLLECTBUBLUErO NocneaHunii ycnewHblin Bxoa. MNpu 3HadeHun «HeT» none octaeTcs
nycTbIM.

MonuTuka NpuMeHsieTca Ha MoaynaX:

e C3W Dallas Lock 8.0-K/C;
e (C[3 Dallas Lock;

e C[HO3Yb Dallas Lock;

e C3M BW Dallas Lock.

OTo6paxaTb MH(popMaLIMIO O NOCieAHEM YCMELHOM Bxoae

Bo3amoxHoe 3HayeHune nonutukn: «Oa/HeT». Mo ymonyaHuio 3HavyeHne AaHHOW nonutukK: «dax.

Mpu BkntoveHUn gaHHow nonutukm ans mogyns C3W Dallas Lock 8.0 n C3W BU Dallas Lock (3HadeHue
«[a») nocne 3arpyskn OC B obnactn ysegomneHun Windows Ha naHenu 3agady byaet nosBnAsiTbCS
coobuleHne ¢ uHcopmauven o gate nocnegHero Bxoga nonb3oBaTteNis Ha AaHHbIA KOMMbOTEP, Tune
BXOAa: CeTeBOW, NOKasbHbIN, TEPMUHANbHbIW, HeYCNeLUHbIX MOMbITKax BXOAA Y COCTOSAHWM NapaMeTpoB
y4YeTHOW 3anuncuy nonb3oBaTens.

Mpun BkMoyeHmn gaHHon nonutukn ana mogyns CA3 Dallas Lock (3HauyeHne «[a») npu ovepegHoOM
BXOOE MOMnb3oBaTens BO BPeMS BbIMONIHEHUS Npoueaypbl KOHTPOMNS LIENOCTHOCTU OOBbEKTOB
oTobpaxaeTcs Aarta v Bpems NocrneaHero ycrnewHoro Bxoga 4aHHOro nonb3oBaTens.

Mpu 3HavyeHun «HeT» — nHopmaumsa He oTobpaxkaeTcs.

MonuTtuka NnpuMeHsieTcA Ha MOAYNAX:

C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 YE Dallas Lock;
C3U1 BU Dallas Lock.
MpuHyauTenbHoe 3aBepLieHne paboTbl No pacnucaHuo (Linux)

[aHHaa nonuTMka nO3BONSET BKIOYUTL/BLIKAOYUTL npunHyomnTenbHoe 3aBeplieHune pa60TbI
nonb3oBaTesid No pacnncaHuto.

Mo ymonyaHuio 3Ha4yeHne JaHHOW NONMUTKKK: «BbIKM.».
MonuTtnka npumenHsetca Ha moaynsax C3M HCQ Dallas Lock Linux.

P83peLIJMTb aBTOpu3auuio BCeM nosfib3oBartesnidaM AOMeHa

Bo3moxxHoe 3HauyeHune nonutukn: «da/HeT». o ymonyaHuio 3HayeHne nonmTukn — «Het».

Mpun ycTaHoBRNeHUn 3HadeHus «da» yyeTHble 3anucu, 3aperMcTpupoBaHHbIe HA KOHTPOJiepe AOMeHa:
Active Directory, FreelPA, ALD PRO, Peg AOM, Samba, ons paboTbl C KOTOPbIM HacTPOEHO
C3U HCL Dallas Lock Linux, noka He 3apeructpupoBaHHbele B C3M HC[ Dallas Lock Linux, 6yayt
perncTpmpoBaTthbCsi B HEM MO Mepe NPoxXoxaeHus npouecca astopusauyum B C3M HCJ Dallas Lock Linux.

Monntrka npumeHsieTcst Ha mogynsax C3UW HC, Dallas Lock Linux.

PaspewmnTb ncnonb3oBaHue cmapT-KapT

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHre AaHHOW NONUTUKK: «HeT».

BkntoueHne [aHHOM MONMTUKM pas3pellaeT UCMONb30BaHUE MWKPOMPOLIECCOPHbIX CMapT-KapT Ans
asTopmsauumn B OC Windows npwu pabote K B kopnopatvBHoM gomeHe. CMapT-KapTbl MPUMEHSIOTCS
BMeCTe C NMYHbIMU UAEHTUUKALMOHHBIMU HoMepamu (PIN-kogamn).



MonuTunka NnpumMeHsieTca Ha MoaynaX:
e C3W Dallas Lock 8.0-K/C;
C3WM BUW Dallas Lock.

vCenter: Bpemsi, B Te4eHUe KOTOPOro NoaCcUYMTLIBAKOTCS OLIMGKU BBOAA Naporns

MNonuTtuka NpMHMMaeT 3Ha4YeHnsa oT 1 MUHYTLI 40 4 YacoB 59 MUHYT. 10 yMOnYaHuio 3Ha4YeHne gaHHOM
NoNUTUKKL: 1 MUHYTA.

[aHHas nonnTuka No3BonsieT ycTaHOBUTb KONMYECTBO BPEMEHWU, B TEYEHNE KOTOPOro NoACYMTLIBAKOTCS
ownbkm BBOAa naponst Ha moayne C3M BU Dallas Lock. Ecnu 3a gaHHbI Neprod BPEMEHN KONTMYECTBO
HeydayHbIX MOMbITOK BXOo4a AOCTUrHET MakCMMarbHOro KonmyecTBa ownbok BBOAa Napons, ydyeTHas
3anucb OyaeT 3abnokMpoBaHa Ha BpeMs, 3a4aHHOE B NONMTUKE «BpemMsi BrIOKMPOBKMN yYETHON 3anucu B
cry4ae BBOAA HEMpaBUIbHbIX Naponemn».

B cnyyae, ecnu 3a yCcTaHOBMIEHHOE BPEMSI KOMMYECTBO HeyAauHbIX MOMbITOK BXoAa HE [OCTUINO
33JaHHOr0 MaKkCcUMMaribHOro KONM4yecTBa OWMOOK BBOAA Maposfisi — CYETYMK HeyAauyHbIX MOMbITOK
obHynseTcs.

MonuTtunka npumenseTca Ha moagynsax C3U B Dallas Lock.

CuuTbiBaTb aBTOPU3aLMOHHYIO MH(pOPMaLIMIO C annapaTHOro Kr4a

BoamoxHoe 3HadeHune nonuTuku: «da/HeT». Mo ymonyaHuio 3HavyeHne JaHHON NONUTUKK: «[ay.

B 3HaueHumn «[da» BO Bpems aBTopu3aumny nHopmaums aBTOMaTU4ECKn CYNTLIBAETCH C annapaTHOro
noeHTndmrkatopa. B 3HadeHnn «HeT» 3TOro He NPoOnCXoauT.

[aHHas nonutmMka gocTynHa Tonbko B 6asoBoM pexunme pabotsbl mogynst COA3 Dallas Lock u CO3 Yb
Dallas Lock.

TekcT coob6LieHus npu Bxoge

B okHe pepakTMpoBaHUA OAHHOW MOSMMTUKM MMEETCH BO3MOXHOCTb MpoCTaBuTb ¢nar «BbiBOaUTb
cooOLleHne npu BXxode», BBECTW 3arofioBOK M TEKCT NpeaynpexneHns, kotopoe 6yaeT otobpaxaTbces
nonb3oearento go Bxoga B OC. CMbicn AaHHOIO TEKCTA QOIMKEH NpeaynpexaaTtb O peanvsauumn mep no
obecneyeHuto 6e3onacHOCT MHpopMaLUn, U 0 HEOOXOAMMOCTU COBNIOAEHNS YCTAHOBIEHHbIX NPaBu
obpaboTtkn wuHpopmaummn. Haxatne «OK» nonb3oBatenem OyoyT o3HayaTb MnoaTBEpXAeHWEe
03HaKOMINEeHUS.

Mo ymonyaHuio gaHHas NonnTMKa He NCMONb3YeTCs.

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.4.3HacTtponka nonuTuk aygmta

Ha Bknagke «MonuTukn» B KaTeropum «Monutukn ayguTta» HacTpauBalTCsl MapameTphbl, kacalolmecs
BEOEHMS )XYPHaroB, B KOTOPbIX OCYLLECTBSIETCS perucTpaums cobbITUIN, CBA3aHHbIX C 6€30MacHOCTbIO.

B cooTtBeTCcTBUMM C Tpe6OBaHMﬂMl/I NnonuTUKM 6e30nacHoOCTU opraHunsauunn HeO6XOD,VIMO HacTpouTb BCe
napamMeTpbl, pacnosfioXXeHHble B CMCKe NONMUTUK ayauTa.
Ta6nuua 12. Monutuku ayauTta

Ayaut USB-HakonuTtenemn

Bo3amoxHoe 3HadeHue nonuTukn: «He wucnonb3yetca», «3apernctpmpoBaHHble USB-Hakonutenuy»,
«HesapeructpupoBaHHble USB-Hakonutenuy», «Bce USB-Hakonutenu». o ymonyaHuio 3HayeHue
OaHHOW NonuTukn: «He ucnonb3yetca.

[daHHas nonutuMka no3BONSieT BECTUM perncrpauunto cobbiTui, CBA3aHHbIX C nogkniovaembiMu USB-
yCTpOMCTBaMu.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
AyOuT cucTeMHbIX Nonb3oBaTtenen

Bo3moxxHoe 3HayeHune nonutukn: «Bkn./Beikn.». 3HayeHne no ymonyaHuio: «Bblkn.».

BkrnioueHne OaHHOM MOMUTUKM MO3BONSET BECTM ydeT OeWCTBMN CUCTEMHbIX NOfb30oBaTenen Moayns
(SYSTEM, LOCAL SERVICE, NETWORK SERVICE u np.) B XXypHane pecypcoB (npu ycrosun, 4To
XXypHan pecypcoB BKrtoveH). B 6onblUMHCTBE CriyyaeBs, ayauT 9TX Nonb3oBaTenen He TpebyeTcs.



MonuTuka NnpUMeHAeTCA Ha Mo4yndax:

e C3W Dallas Lock 8.0-K/C;
C3WM BUW Dallas Lock.

AyauT coGbITUI 3a4UCTKN

Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3Ha4yeHne JaHHON NonuTukun: «Bkn.».

BkntoyeHne gaHHOM NONUTMKU NO3BOMSIET PErMCTPMpPOBaTh Ha MoAyrne CobbITUSE 3a4MCTKN OCTaTOYHOM
WHbopMaLmm B cneayloLmx crnyyasx:

e MpU BKIOYEHHbIX NapamMeTpax 3a4nMcTkU ocTaTouHol uHpopmMaumu B C3U moayns;
e MpU 3a4NCTKE OCTaTOYHOW MHpOPMaLIMM Ha Moayrie Mo 3anpocy Nosb3oBaTers;
e MpW 3a4NCTKE HAKONUTENSA Ha Moayrne.

MonuTuka NnpuMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

AyouTt ycTponcTB

Bo3amMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no YMOJI4aHUIO: «BbIkn.».

BknioyeHve OaHHOW MOMUTUKM MO3BONSET PErMcTpupoBaTtb COOLITMS MO AOCTYMNY K MoaKmto4Yaembim
Ha mMoayrne ycTporcTeaM B XKypHarne pecypcoB (Mpy YCroBUM, YTO XXypHar pecypcoB BkIoveH). Camu
cobbITUSI HAacTpauBalOTCsl HEMOCPEACTBEHHO B KOHCONMW agMuHMCTpupoBaHuss C3M moaynsi B OkHe
penakTMpoBaHWs NapaMeTpoB AeCKpUnTopa yCTpolcTBa (Knacca yCTPOnCTB).

MonuTuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

Bbirpy3ka xypHarnoB

HacTtpovika JaHHOWM NONUTMKN B AOMOSTHUTENBHOM OKHE MO3BOSISET:

e akcrnopTupoBaTh XypHanbl C3WM Dallas Lock 8.0 B xypHan cobbituin Windows;

e 9kcnopTupoBaTtb XypHanbl C3W Dallas Lock 8.0 B SIEM cuctemy ¢ BO3MOXHOCTbIO Bblbopa
13 BbliNnagawLwmx cnuckoB dgopmarta Bbirpy3ku (Syslog, CEF vnn LEEF) n kogupoBku BbIrpy3ku
(UTF-8 unn CP1251).

Ons oboux TMNOB 3KcnopTa BO3MOXHO 3adaTb CNMCOK 9KCMOPTUPYEMbIX XYPHanoB W onpeaenvTb
nepuog BbIrpy3ku XypHanos B gnanasoHe ot 10 cek. 4o 24 yacos.

Mo ymonyaHuio nonuTrka UMeeT 3HadYeHne «Bbikn.»
MonuTtuka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

XKypnan M3

Bo3moxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». 3HadeHne no ymonyaHuio: «Bbikm.».

MonuTunka no3sBonseT ynpasnaTb BegeHueM xypHana naketoB MO Ha knmeHTax Cb BU «Dallas Lock»
(BKNIOYEHME/OTKMIOYEHNE XypHana).

MonuTtunka npumenseTca Ha moagynsax C3UM BU Dallas Lock.

XypHan ayteHTUdMKaumm

Bo3moxHoe 3HayeHune nonutukn: «Bkn./Beikn.». 3Ha4yeHne no ymonyaHuto: «Bkn.».

BkntoyeHme xxypHana (3HaveHue «Bkn.») no3BonseT NpoToOKONMPoOBaThL HAa MOAYNE B XXypHane cobbiTus
ayTeHTUukaumu.

MonuTtunka npumenHsieTca Ha mogynax AreHt ELLY Linux.

XypHan 6e3onacHocTu

Bo3moxxHoe 3HayeHne nonutukn: «Bkn./Beikn.». [No ymonyaHuio 3HavyeHne JaHHOW NONUTUKN: «Bkn.».

BkntoyeHne nonutumkm (3Haqu|/|e «BKJ'I.») Nno3BOJIdeT NPOTOKOIMpOoBaThb COObITUA N3MEHEHUS MONUTUK
BGesonacHoCcTK B XypHare.

Monutuka npumeHsieTcs Ha moaynax AreHt ELLY Windows.



XXypHan goctyna K yctpoucrtesam

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HayeHne no YMOJ1HaHUIO: «Bkr.».

BkntoyeHne gaHHOM MONMUTUKKM (3HadeHune «Bkn.») no3BonseT akTuBMpoBaTb puKcauuio CobbITUN,
CBSI3aHHbLIX C HacTpoMKamMu MpaBun pasrpaHudeHuMs ocTyna, u obpalleHus K nogknovaeMbiM
YCTPOWCTBaM B XXypHarie AocTyna K yCTpoMCcTBaM Ha moayre.

Monutuka npumeHsieTcs Ha mogynax C3UW HCL Dallas Lock Linux.
XypHan 3anycka/3aBepLieHUs NpoLeccoB

Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3Ha4yeHne JaHHON NonnTukun: «Bkn.».

BkrtoyeHme kypHana no3sossieT NpoTOKONMpoBaTk B HEM COObITUSI 3anycKoB/3aBepLUEHMsT MPOLECCOB
B OC Ha moayrne.

MonuTuka NnpuMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.
XypHan naketos M3
Bo3moxxHoe 3HayeHne nonuTukn: «Bkn./Bbikn.». o ymonyaHuio 3Ha4yeHne aaHHOM NONUTUKK: «BbIkm.».

BkntoueHne xypHana no3BONSeT MPOTOKONMPOBaTb B HEM MHOpMaUM0O O BXOOALLUMX/MCXOASLNX
naketax MO.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
XypHan nevyatu

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no YMOJT4aHUIO: «BbIkn.».

BkntoyeHune xypHana no3sonsdeT NPoTOKONMPOBaTh B HEM CODbLITUA NevaTu Ha MNoKanbHbIX U CeTEBbIX
neyaTarLLmx ycTponctaax (npuHtepax, MOY, nnotrepax u np.) Ha mogyne.

Monutuka NPUMEHAETCA Ha Moaynax:

e C3WU Dallas Lock 8.0-K/C;
e C3MHC[ Dallas Lock Linux;
e Arent ELJY Dallas Lock Linux.
XypHan nonb3oBaTeNbCKUX COOOLEeHUN

Bo3moxHoe 3HaveHne nonutukn: «Bkn./Beikn.». 3HavyeHne no ymonyaHuo: «Bkn.».

BkrnitoueHue XypHana (3Haqume «BKJ'I.») Nno3BOJIAET NPOTOKONIMPOBATL HA MOoAYIle B XXypHane cobbiTus
Nnonb3oBaTeNbCKUX COOOLLEHWUN.

MonuTtunka npumenHseTca Ha mogynax AreHt ELLY Linux.

XXypHan npunoxeHun

Bo3moxHoe 3HayeHune nonutukn: «Bkn./Bbeikn.». 3Ha4yeHre no ymonyaHuto: «Bkn.».

B paHHOM >xypHane cukcmpytoTcs cobbiTvsi 06 aKTUBHOCTM MPUIOXEHUI, UX LLENOCTHOCTU U Habopa
3arpy>kaemMbIX UMW KOMMOHEHTOB.

Monutuka npumeHsieTcs Ha moaynax AreHt ELLY Windows.
XypHan pecypcoB

Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3Ha4yeHne JaHHON NONUTUKKL: «Bkn.».

BknoyeHne XypHana no3BonsieT MpOTOKONMPOBaTb B HEM COObITMA MO gocTtyny k pecypcam ®C,
nporpaMmHo-annapaTHoOW cpebl U K YCTPOMCTBaM (Npw BKIOYEHHOM napameTpe «Ayaut yCTPONCTBY»
CM. HWXe). A Tarke COObITUS OYMCTKM OCTATOMHOM MHAopMauun (Mpu BKOYEHUU «AYOWT: COObITUN
3a4mcTKM»). BoamoxeH ayauT OelcTBUiA nonb3oBaTener Kak C NokanbHbIMW - pecypcamu, Tak
n ¢ ceteBbiMu. Ctoaa e 3aHOCHATCH COObITUS HEeNoCpeACTBEHHO MO yNpaBneHnto AOCTYNOM K pecypcam
(B cnyyae, korga Ha o0ObekT HasHavaeTca nwbOW AeckpunTop AOCTyna, ayauTa, KOHTPOns
LeNoOCTHOCTMK).

Monutuka NpUMEeHAeTCA Ha Mo4yndax:

e C3W Dallas Lock 8.0-K/C;
e C3MHCQO Dallas Lock Linux;



e (C3M BW Dallas Lock.
XypHan coeguHeHun M3

HaCTpOVIKa [aHHOM NONUTUKM B AOMNOSTHUTENTbHOM OKHE MO3BOSISET:

e yKasaTb NepeyeHb NPUNoXeHWI, Ans KOTopbIX ByAeT NPUMEHATLCA NPaBuno;
e ykasaTb HanpaeneHve nepegayun, Habop NopToB;
e yKasaTb pacnucaHue v nonb3oBaTenei.

BknoyeHme XypHarna no3BofsieT NPOTOKONMPOBaTb B HEM MHAOPMaLMIO O coeamHeHnax M3.
Mo ymonyaHuio nonuTuka uMmeeT 3HavyeHne «Bbikn.»
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

XypHan runepBusopa Hyper-V

BoamoxxHoe 3HaueHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHOM NonuTuku: «Het».
[aHHas nonuTMka MO3BONSAET BKMOYUTH PErnCTpaumio COObITUN, NPOUCXOASALLUX Ha ruMnepeu3ope
Hyper-V.
Monutuka npumeHsieTcs Ha mogynsax C3U BU Dallas Lock.

XypHan Tpaduka counbTpauumn MJI
Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3Ha4eHne JaHHON NonnTukun: «Bkn.».
BknoyeHmne xypHana no3sonseT NPpoTOKONMPOBaTh B HEM MHGOPMaLMIo 0 Tpadumke dunstpauum M3.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

XypHan ynpaBneHus nonutukamm 6e3onacHocTu

Bo3amoxHoe 3HauyeHne nonutukn: «Bkn./Bbikn.». Mo YMOJ14aHuio 3Ha4eHne OaHHOW NonUTUKK: «Bkn.».

BkntoyeHne nonntukn (3HaveHne «Bkn.») NO3BONSAET NPOTOKONMPOBATL COBLITUS U3MEHEHWUS MOMUTUK
BesonacHoCTH B XypHane.

Monutuka NMPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3MHC[ Dallas Lock Linux;
C3M BW Dallas Lock.

XypHan ynpaBneHusi nonb3oBaTensiMu 1 rpynnamm

Bo3moxHoe 3HayeHune nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3HadeHe JaHHOW NONUTUKKL: «Bkn.».

KypHan cogepxut cobbiTusl, CBA3aHHbIE C HACTPOMKaMW, CO3A4aHMEM U yoaneHneM Y4eTHbIX 3anucen
nonb3oBaTenen, rpynn y4vyeTHbiX 3anucen. BknwouyeHuve nonuTuku (3HadeHue «Bkn.») nossonsieT
NPOTOKONUPOBATh B XXypHane AaHHble COBbITUS.

Monutuka NPpUMEHAETCA Ha MOoA4YIAX:

e C3W Dallas Lock 8.0-K/C;
e C3MHC[ Dallas Lock Linux;
C3M BW Dallas Lock.

XypHan ycTtaHOBOK

Bo3moxHoe 3HavyeHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyanuio: «Bbikm.».

B paHHOM >xypHane duKcupyloTca cobbiTus, CBA3aHHble C MHcTannsAumen obHoeneHun Windows,
OONONHUTENbHbBIX NPUIOXEHUIA.

Monutuka npumeHsieTca Ha moaynax AreHt ELLY Windows.
3abnokupoBaTb BbIFPy3Ky XXypHanoB syslog B SQL

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HayeHe AaHHOW NONUTUKK: «HeT».

3HaveHne «[a» gaHHOM MONMMTUKM Mo3BonsieT GnokmpoBaThb BbIFPY3KY >XypHanoB syslog B SQL
ANs npefoTBpalleHus nepeaayn crnyxebHbIX aHHbIX.

Monutuka npumeHsieTcs Ha mogynsax C3UM BU Dallas Lock.

3aHocuTb B XypHan ncxogsilime nonbITKM BXo4a Ha yaarneHHble KOMNbTepPbl



BoamoxHoe 3HayeHue nonutuku: «Lda/HeT». Mo ymonyaHuio 3HauyeHne gaHHON NonuTukn: «HeT».

BkntoyeHve paHHON MOnUTUKM (3HadeHue «[a») nosBonsieT perucTpupoBaTb Ha Moayne cobbiTus
ncxopsLien nonbITKM BXoAa Nonb3oBaTens Ha yaaneHHbln komnbioTep Yepes JIBC B XXypHare BXO4oB
(Npw ycnoBuwW, YTO XypHarn BXOAOB BKITOYEH).

MonuTuka NnpuMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

3aHocuTb B XKypHan owmnbkn OC

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuo: «Bbikm.».

BknoyeHne gaHHOWM MONUTMKM MO3BONSIeT BecTu yyeT owmnbok goctyna OC Windows B xypHane
pecypcoB (Mpu yCroBUM, YTO XXypHan pecypcoB BkrtodeH). Tak kak C3U Dallas Lock 8.0 He nogmeHsieT
MexaHu3Mbl KOHTponsi gocTtyna k pecypcam OC, a gobasnsieT cBou, To nioboe gencrteue Hag OC
BHavane nonagaeT Ang npoBepku B Apamnsep 3awmutbl C3U, n, ecnn 3TOT ApanBep paspellaeT gaHHoe
Aevictene, oHo nepepaetcsa ganblwe OC Windows. OC moxeT oTkasaTb y»Ke N0 CBOUM NPUYMHAM — 3TU
0TKa3bl M NPOTOKONMPYHOTCH. B BonblumnHCTBE cnyvyaes ayamT 3Tux owmnbok He TpebyeTcs.

Monutuka NMPUMEHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
C3W/ BU Dallas Lock.

3aHocuTb B XypHasn cobbiTusi 3anycka u octaHoBku OC

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHon nonutukun: «Jax.

BknoyeHne gaHHOM MonuTukM (3HadeHue «[a») no3BonsieT perucTpypoBaTb Ha Mogyne cobbiTus,
CBsi3aHHbIE C 3anyckom/3aBeplueHnem pabotbl OC, cobbiTnst 3anycka/octaHoOBKM Agpa 3awutel C3U
Dallas Lock, B )xypHane ynpasneHusi nonutukamu (npu ycrioBum, YTO AaHHbIV XXYpHAan BKITHOYEH).

Monutuka NMPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3W/ BU Dallas Lock.

3aHoCUTb B XXypHarn cobbITUsA 3anycka M OCTaHOBKU MoAyrieil agMUHUCTpUpoBaHus DL

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHoN nonutukun: «dax.

BknoyeHne gaHHOW MOMUTUKM (3HadveHue «[da») Mo3BonsieT perucTpupoBaTb COObLITUS, CBA3aHHbIE
C 3anyckoMm/3aBeplueHneMm paboTbl mogynen agmuHuctpupoBaHuss C3W Dallas Lock B >xypHane
ynpaBsneHust NonuTukamm (Npy yCroBuW, YTO AAHHbIN XypHar BKITHYEH).

MNonntuka npuMeHdaeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

Ucnonb3oBaTtb Yacbkl nnatbl CA3 Dallas Lock

Bo3moxHoe 3HauyeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukK: «Het».

BkntoyeHne gaHHOW NONUTUKK (3HavYeHre «[ax») no3BondeT ucnonb3oBaTtb BpeMs u3 yacos C[13 Dallas
Lock. MonuTnka npumeHsieTca TONbKO Npu ycTaHoBrneHHon Ha APM annapatHon nnate. [nga paboTtbl
nonuTukm Heobxogmmo B OC moayns yctaHoBuUTb Aparieep ans CO3.

MonuTtunka npumenseTca Ha moagynsax C3U Dallas Lock 8.0-K/C.

MakcumanbHoe KonnmyecTBO 3anucen B XXypHanax
HacTtpoiika pfgaHHOW MOMUTUKM MNO3BOMSET YCTAHOBUTbH MakCMMaribHOe KOMM4ecTBO  3anucemn
B OMNpeAEeneHHOM XypHane moayns.
Monutuka MoxeT NpuHUMaTh 3HavyeHue «He ncnonbsyetca» nnu «100—20000».
Mo ymon4yaHuio B JaHHOM NOMUTUKE AN KaXKOOoro XypHana 3agaHo 3HadeHne 20000 3anucen.
MonuTunka NnpumeHsieTca Ha MOgynAX:

e C3U Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.
vSphere: ESXi Shell



Bo3amoxxHoe 3HaueHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHON NonuTukun: «Het».

[aHHas nonuTuka No3BoONsieT BKMYUTL Ha runepsusope vSphere peructpaumio cobbiTuin 1 3anucen
BCeX BBeAEHHbIX komaHg B ESXi Shell.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.
vSphere: USB-ycTponctBa

Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON Nonutukmn: «Het».

HdaHHas nonmuTvka no3BONSAET BKMOUUTL (3HadeHne «[a») pervctpaumio cobblTUA, CBA3AHHbIX
¢ nopgkrntodaembiMn USB-ycTpoicTBamMu K rmnepeusopy vSphere.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.
vSphere: AreHT ESXi

Bo3moxxHoe 3HayeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne gaHHoON NonuTukn: «Het».

[laHHas nonuTuKa rnossBonsaeT BKNIOYUTL (3HadeHne «[la») perucTpaumio CBeaeHNn 0 AeNCTBUAX areHTa,
KOTOpbI YNpaBnseT v KOHUIrypupyeT runepemaop vSphere BUpTyanbHble MallWHbI, a Takke BKTHOYUTL
perncTpaumio cobbITUi ayTeHTUdUKaLM Ha runepsusope vSphere.

MonuTtunka npumenseTca Ha moagynsax C3U BU Dallas Lock.
vSphere: AyteHTudukaums
Bo3moxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHne gaHHOM NONuTUKK: «HeTy.

HdaHHaa nonutuMka nO3BOMSET BKMIOUUTL (3HadeHWe «[a») perncrtpaumio cobblTUI, CBA3AHHBLIX
C ayTeHTMdMKaumen Ha runepsusope.

Monutuka npumeHsieTcst Ha moaynsax C3M BU Dallas Lock.
vSphere: BupTyanbHble MalUHbI
Bo3moxHoe 3HaveHne nonutukn: «Ja/Het». Mo ymonyaHuio 3Ha4eHne gaHHOW NonuTukn: «Het».

[daHHas nonuTuka nos3BONSAET BKMOUUTL (3HadveHne «[a») peructpaumio cobbiTvA, CBA3AHHbIX
C BUPTYarnbHbIMU MaLIUHAMW 1 TMNEPBU3OPaAMMU.

Monutuka npumeHsieTcs Ha mogynsax C3UM BU Dallas Lock.
vSphere: 3aunctka ®C

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukmn: «Het».

[daHHas nonuTuka no3BONSAET BKMOUUTL (3HadveHwe «[a») peructpaumio cobblTUA, CBA3aHHbIX
C 3a4MCTKOM PannoBomr cucTembl runepensopa vSphere.

Monutuka npumeHsieTcs Ha mogynsax C3UM BU Dallas Lock.
vSphere: CuctemHble coObITUS

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON Nonutukmn: «Het».

[JaHHas nonuTuka No3BOMSAET BKMIOYMTL (3HaueHue «[a») Ha runepeusope vSphere peructpaumio
obwmx coobLeHnin xypHana (Syslog), koTopble MOryT OblTb MCMOMb30BaHbl ANA  YCTPaHEHUS
Henonagok.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.
O61beM xypHana B M6 (100-10000)

MonuTuka yctaHaBnMBaeT orpaHnYeHns obbemMa xypHanos B guanasoHe oT 100/M6 go 10000/M6 ans
apxvmBauuu.

Mo ymonyaHuo NonmMTuKe yCTaHOBMEHO 3HaveHne «2800 M6».
Monuntuka npumeHsieTcs Ha mogynax C3U HC Dallas Lock Linux.

I'Iepuo,qwquKaﬂ apxuBauusa XXypHana

rpaHl/ILl,bI BO3MOXHOIo BpeMEeHHOro uHTepBalria apxmBauun BapbUPYKOTCA OT 1 vaca go 1 roga.
Mo yMOn4aHuio NONINTUKE 3agaHo 3Ha4YeHne «He MCnonb3yeTca».

BkntovyeHne [aHHOM MNONMUTUKM MO3BOMSET YNpaBnATb Nepuogamum  aBTOMATUYECKOM apxvBauuu
XypHanoB. [Mocne HacTpPOMKM OAHHOW MOSNIMTUKM BCE XXypHarbl MO pacrnMCaHuio apXMBUPYHOTCS, BCe
3anucu U3 HUX CoXpaHsarTcs B hann B cucteMHou nanke Ha APM ¢ yctaHosneHHbiM C3W Dallas Lock 8.0
«C:\DLLOCK®B8O0\Logs», 3anucu xxypHanoB O4ULLEAKTCS, U OHWN HaYMHAKOT BECTUCh 3aHOBO.



MonuTuka NnpUMeHAeTCA Ha Mo4yndax:

e C3W Dallas Lock 8.0-K/C;
C3WM BUW Dallas Lock.

MyTb K apxuBam XXypHarnoB
BosmoxHoe 3HaveHue nonutukn: «He ncnonbayetca» / «[nyms k apxusam]». [NyTb K apxuBy XypHarnos
MMWETCS B OOHY CTPOKY, OTAENAs KaXAyl nanky 3HaKoMm «/», 3Ha4yeHne no yMOMYaHWIo:

«/var/log/dll_archive/». BknioyeHne paHHOM MONMMTUKM MNo3BONsieT OUMKCUMpOBaTb NyTb K apxvBam
XKypHaros.

Monutuka npumeHsieTcs Ha mogynax C3U HCL Dallas Lock Linux.

CucTeMHbIN XypHarn

Bo3moxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuno: «Bkn.».

BkntoyeHve gaHHON NONUTKKK (3HaveHne «Bkn.») No3BonseT NpOTOKONMPOBaTL HA MOAYMEe B XypHane
COBbLITUA CUCTEMHOrO XypHara onepaunoHHon cuctemsl (SysLog).

Monutuka NPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3MHC[O Dallas Lock Linux.
e AreHt ELY Windows.

Cnyxe6Hbin xxypHan M3 (naketbl B coopmaTe Pcap)

BoamoxHoe 3HauyeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHrne no ymonyaHuio: «Bbikm.».
BkntoueHve JaHHOW NONWUTHKK NO3BONSIET BECTU yYeT 3abnokMpoBaHHbIX NakeToB B popmate Pcap.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

CobupaThb TONbKO yKa3aHHble COObITUSA

Bo3moxHoe 3HaveHne nonutukn: «He ucnoneayetcs» / «[k00 cobbimus]». 3Ha4YeHNe No yMONYaHWIO:
«[k00 cobbimusi]». BkntoyeHne gaHHOW NOMAWUTUKM NO3BOMSET (PUKCUPOBATL TOMbKO Te cobbiTuS, Koabl
KOTOPbIX YKa3aHbl B CMUCKE COObITUN.

Monutuka npumeHsieTca Ha moaynsax AreHt ELLY Windows.

Cob6upaThb TOJNbLKO yKa3aHHble YPOBHU COOGLLEHUN

Bo3amoxHoe 3HauveHue nonutukn: «He ucnonb3yetca» / «[kod cobbimus]». Cnucok npasun otbopa
MULIETCS B OAHY CTPOKY, 3NIEMEHTbI CKCKa pas3gensatoTcs 3ansaTbiMy, 3HaYeHWe no ymonyaxuio: «He
ncrnonb3yeTtcs». BkroueHWe OaHHOW MOMMUTMKM MO3BOMSIET (PMKCMPOBATb TONMbKO Te CobbITUS, koAbl
KOTOpbIX yKa3aHbl B CNUCKE COOLITUIA.

Monutuka npumeHsieTcs Ha moaynsax AreHt ELLY Linux.

Co3paBaTtb TeHeBble Konun pacnevyaTtbiBaeMbiX JOKYMEHTOB

Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukn: «Hetr.

JdaHHaa nonutvka NO3BOMSET BKMHOUUTL (3HayYeHue «[a») coxpaHeHue KOMnui pacnevaTbiBaeMblx
JOKYMEHTOB B OTAENbHYI0 nanky Ha moayrne no nytu «C:\DLLOCKS80\Logs\PrintCopy». B naHHown nanke
npu KaXxgow neyaTtn 6yayT co3gaBaTtbes nognanky ¢ doavnamm, HasBaHWs KOTOPbIX COCTOSIT N3 BPEMEHU
neyaTy U MMEHW nevyaTaloLLero yCTponcTBaa.

MonuTtuka npumenseTca Ha moaynsax C3U Dallas Lock 8.0.

CpOK XpaHeHUusA XXypHanoB B mecsuax

[aHHaa nonuTtuka nossonsieT ynpaenATb CPOKOM XpaHEeHUA XXypHalrioB Ha mMoaynax. Mo ucreyeHuto
3agaHHOro B MNoOJINTUKE CpOKa, (bOpMMpyeTCﬂ apxXuB, U XypHalnbl HAa4YMHAKT 3anoJIHATLCA HOBbIMU
OaHHbIMW.

Monutuka nNpuHUMaeT 3HadeHua oT 1 go 6 mecsaueB. o ymonyaHuilo ANA OaHHOW MOMUTUKK
YCTaHOBMEHO 3HayeHue 3 mecsua.

Monntrka npumeHsieTcst Ha mogynsax C3UW HC, Dallas Lock Linux.



YBepomneHus: XypHan co6bitu BU Hyper-V (onepauun VMM)

Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON Nonutukmn: «Het».

[aHHaa nonuWThka nNO3BOSISIET BKIOYMTL (3HayeHue «[a») pernctpaumio cobbiTU, CBS3aHHbLIX
C ynpaBreHnem XxocTamu, knactepamm n o6nadyHbIM CepBUCOM BUPTYanbHOM MHpACTPYKTYpbl Hyper-V.

Monntuka npumeHsietcst Ha mogynsax C3M BU Dallas Lock.
YBepomneHus: CobbiTusa ynpasneHua BM

BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HavyeHne AaHHON NONUTUKK: «HeT».

[aHHasa nonuTMka nNO3BOMSET BKOYUUTL (3HaveHue «[a») peructpauuio CcobbiTMN, CBS3AHHbLIX
¢ ynpasneHnem BM runepsusopa Hyper-V.

Monutuka npumeHsieTcst Ha mogynsax C3M BU Dallas Lock.
YBepgomneHusi: CobbITMA ynpaBneHusa koHdpurypaumen BM

BoamoxHoe 3HadeHune nonutukn: «da/HeT». Mo yMonyaHuio 3HayeHne AaHHON NONUTUKK: «HeT».

[daHHas nonuTuka nos3BONSAET BKMOUUTL (3HadveHune «[a») peructpaumio cobbiTvA, CBA3aHHbIX
C ynpasrneHnem koHdurypauven BM.

Monutuka npumeHsieTcst Ha moaynsax C3M BU Dallas Lock.
YBegomneHusi: Co6bITUA ynpaBrieHUA KOHcurypaumen runepemsopa

Bo3aMoXHOe 3Ha4YeHmne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NONUTUKK: «HeT».

[daHHas nonuTuka nos3BONSAET BKMOYUTL (3HadeHune «[a») permctpaumio cobbiTvA, CBA3AHHbLIX
C ynpasrneHnem koHdurypauven BM BuptyanbHom uHdpacTpyktypsl Hyper-V.

MonuTtnka npumenseTca Ha moagynsax C3U B Dallas Lock.
YBepomneHus: CobbITUA ynpaBneHus ceTbio

Bo3aMoXXHOe 3Ha4YeHmne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NONUTUKK: «HeT».

[daHHas nonutyka NO3BONSET BKIYUTL PerncTpauunio cobbiTUi, CBA3aHHbIX C YMpaBNeHUEM CETbHO
BUPTYyanbHOW UHpacTpykTypbl Hyper-V.

MonuTtunka npumenseTca Ha moagynsax C3U BU Dallas Lock.
YBegomneHusi: CobbIiTUA ynpaBneHusa coctossHuem BM

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON Nonutukmn: «Het».

HdaHHas nonuTuka nNOo3BONSAET BKMOUUTL (3HadeHue «[a») pervctpaumio cobbiTuiA, CBA3AHHBIX
C ynpasrieHnem coctosHusa BM BupTyanbHon nHdpactpykTypbl Hyper-V.

Monutuka npumeHsieTcs Ha mogynsax C3M BU Dallas Lock.
YnpaBneHue xpaHunuilem TeHeBbIX KONMUN OTYyXAaemMoun uHdopmaumm

Mo yMonyaHuio 3Ha4YeHne AaHHOW NonnTukM «He ncnonbayeTcsay.
HacTpolika gaHHOW NONUTUKM NO3BONSAET:

e 3aJaTb pa3Mep XpaHUnMLLa TEHEBLIX Konuwn (Mo ymonyaxuto — 150 Mbawr);

e 33a]aTb BPEMS XXU3HW TEHEBOW KONUK (Mo ymonyaHuio 1 mecsu);

e  BKIHOYMTb aBTOMATUYECKYIO Nepe3annch Npu NepenosiHEHNN XpaHUuLLa.
Monntuka npumeHsieTcs Ha mogyne C3U Dallas Lock 8.0-K/C.

®duKcupoBaTthb B XXypHarne HenpaBuiibHble Naposnu

Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne JaHHON NonuTukn: «Het».
Mpu 3HayeHum «[a» HeBepHbI Maponb, BBEAEHHbIM MoNnb3oBaTenem, otobpaxaeTcs B XKypHane
B cTonbue «HesepHbIn napornby. Mpu 3HayeHun «HeT» — He oTobpaxaeTcs.

BHumaHue! [pu 3HadeHun nonutmkn «[a» BO3HUKAET PUCK MCMNOSMb30BaHNA
WHpopmauun, copepxallencs B ctondbue «HeBepHbI naponb», AN CKPbITOW
KoMrnpomeTaumm naponen nonb3oBaTenein. OwMOKM nonb3oBaTenen npu BBOAE
napons HeMMHyemo NpMBEeOYT K PacKpbITUIO YacTX Napons, YTO MOXET 3HaYUTENbHO
obnerunTb 4N 3NoyMblLlUNIEHHUKA 3a4ady ero nogbopa.



MonuTuka NnpUMeHAeTCA Ha Mo4yndax:

C3W Dallas Lock 8.0-K/C;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3U BU Dallas Lock.

vSphere: AreHT CB vCenter
Bo3amoxHoe 3HaueHune nonutukn: «Oa/HeTt». Mo ymonyaHuio 3HayeHne AaHHON NONUTUKK: «HeT».

[aHHas nonuTrka No3BongaeT BKMOUYUTb (3HadeHue «[day) pernctpaumio ceegeHun o JENCTBUSAX areHTa,
KOTOPbIN ynpaBnseT 1 KOHPUrypupyeT runepsmsop vSphere BupTyanbHble MalWHbI, @ TaKkKe BKIOYNTb
perncrtpaumio cobbiTun ayTeHTUmkauum Ha runepsusope vSphere.

Monntuka npumeHsieTcs Ha mogynsax C3U BU Dallas Lock.
XypHan tpachuka COB
Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». Mo ymonyaHuio 3Ha4yeHne JaHHON NonuTukun: «Bkn.».

BkntoueHune xxypHana no3sonsieT (hUKCMpoBaTb NPOXOASILLNA CETEBOM TpadhUuK Yepes KOHTPONUpyeMble
COB yanbl ceTu.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

3abnoknpoBaTb BbIrpy3Ky XXypHanoB B SQL

Bo3aMoXXHOe 3Ha4YeHmne NOSIUTUKMN: «JJ,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NonuUTUKK: «HeT».

3HaveHne «fa» paHHOM MOMMTUKM no3BonseT 6nokuposaTb BbIFPY3KY XypHanos B SQL
ANa npefoTBpaLleHns nepeaayn cnyxebHbIX JaHHbIX.

Monutuka npumeHsieTcst Ha moaynsax C3M BU Dallas Lock.
YBegomneHusi: UameHeHMe oOLWKMX HAaCTPOEK cepBepa BUPTYIM3auumn
Bo3moxxHoe 3HauyeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON NonuTukun: «Het».

[aHHbI NnapameTp MO3BOMNSET BKIOYUTL PErucTpaumio cobbiTuiA, CBA3aHHBLIX U3MEHEHMEM HaCTpoek
cepBepa BMpTyanusauum.

Monutuka npumeHsieTcs Ha moaynax C3UM BU Dallas Lock.
YBegomneHus: Onepauuu ¢ BUpTyanbHbIMM MalUMHaAMMU
Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukmn: «Het».

[aHHbIn napamMmeTp no3BONIAET BKIKOYUTL perncrtpauunio cobbITWIA, CBSI3AHHbIX BUPTYyalibHbIMA
MalinHamn.

Monutuka npumeHsieTcs Ha mogynsax C3M BU Dallas Lock.
YBepgomneHusi: Onepauun ¢ BUpTyanbHbIMU gUCKaMU
Bo3moxHoe 3HauyeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukK: «Hetr.
[aHHbBIN NnapameTp NO3BONSAET BKNIOYUTb PErMCTPaLMIO COObITUIN, CBA3AHHbLIX BUPTYanbHbIMU OUCKAMMU.
MonuTtunka npumenseTca Ha moagynsax C3UM BU Dallas Lock.
YBegomneHusi: Onepauun ¢ o6bLeKkTaMu BUpPTyaribHOM ceTu
Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne 4aHHOM NONUTUKK: «HeTy.

[aHHbI napameTp NO3BONSAET BKITOYNUTL PErMCTpaLmio COObITUI, CBA3aHHbIX C 06 beKTaMum BUPTYarnbHON
ceTu.

Monutuka npumeHsieTcs Ha mogynax C3UM BU Dallas Lock.

YBepomneHusa: Onepauum o cHanwoTamMmm
BoamoxxHoe 3HaueHne nonutuku: «da/HeT». Mo ymonyaHuio 3HayeHne gaHHON NONUTUKK: «HeT».
[aHHbIN NnapameTp NO3BONSET BKMNIOYMTL PErMCTPAaLMIO COObITUI, CBA3aHHbIX C CO34aHMEM CHarLIOTOB.
MonuTtunka npumenseTcsa Ha moagynsx C3U BU Dallas Lock.

YBenomneHusi: CobbiTua ynpaBneHusa BM
Bo3moxxHoe 3HauyeHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHe AaHHON NonuTukK: «Het».
[daHHbI NnapamMeTp NO3BONSIET BKIOYNTL PErmcTpaumio cobbiTuin, CBA3aHHbIX C ynpaBrneHuem BM.



MonuTtnka npumensieTca Ha moaynsax C3UM B Dallas Lock.

PoHoBOE BbINOJIHEHUE pe3epBHOro KonnposaHusa

Bo3moxHoe 3HavyeHne nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuo: «BbIkm.».

BknoyeHne gaHHoro napameTpa (3HadeHne «Bkr.») no3BonsieT NOHU3NUTL Ans 3agay pe3epBHOro
KONMpOBaHMs MPUOPUTET BbINONTHEHMS MOTOKOB, 06pabaTbiBaloLLMX 3a4a4M PE3EPBHOMO KOMMPOBAHWSI.
Monutuka npumeHsieTcst Ha moaynsx C3U Dallas Lock 8.0-K/C.

5.4.4HacTtpouKa NONUTUK Npas nonb3oBatenen

Ha Bknagke «[lNonutnku» B KaTteropumn «I'IpaBa nonb3oBaTenemn» HacTpamBakTCA MNapaMeTpbl,
Kacatowmecs nosIHOMOYMA Nonb3oBaTenen Ha aOMUHUCTPUPOBAaHME CUCTEMbl 3allnTbl, a TaKxXe
ynpasndawowme pa3peieHnem n 3anpeTtom NHTepakTMBHOro 1 yaaneHHoro Bxogos B OC.

B cootBeTcTBUM C TpeGOBaHMﬂMVI NoNUTUKM ©e30nacHOCTU opraHunsauunmn HeobxoaMmo HacTpouTb BCeE
napamMeTpbl, pacnosioXXeHHble B CMNCKe NMOJIUTUK npaB nonb3oBaTenen.

Ona Ttoro, 4tOObl HekoTOpbI nomnb3oBatenib N MMen BO3MOXHOCTb MPEeAOCTaBnATb  APYrUM
nonb3oBaTensiM NOHOMOYMS HA aAMUHUCTPUPOBAHME CUCTEMbI 3aLLUTLI, Heobxoanmo cobnogeHre aByx
YCIOBUIA:

1. Mone3oatenb N gomkeH 6bITb HAAENeH NOMHOMOYMEM Ha M3MEHEHME NapamMeTpoB 6e30nacHOCTM.

2. Monb3oeatenb N gomkeH cam obnagatb TeM MOMTHOMOYMEM, KOTOPOE XOYET NpedoCTaBUTb APYrum
norib3oBaTernsM.

B cucTeme 3awuTthl peanu3oBaH MexaHW3M KOHTPONsA 33 pacnpoCTpaHeHWEM  MOSTHOMOYMIA.
OcyLeCcTBNEHNE 3TOTO KOHTPOMsS MO3BONSET MOMb30BATENO NPEAOCTaBNATb APYIMM MONb30BaTENSM
TOMbKO TE MONHOMOYUSA, KOTOPbIMU OH HageneH cam. Hanpumep, ecnu nonb3oBaTenb He Hadened
MONHOMOYMEM Ha YrnpaBneHue ayauToM, TO W HWKakoMy [pyroMy rMonb30BaTento OH He CcymeeT
NpegocTaBuTb 3TO MOMHOMOYME.

I'IpM nonbiTKe NpeagocTtaBUTb ApPpyromMy nosjib3oBaTtersio nojsiHoMo4une, KoTopbiMm AaHHbI Nonb3oBaTesnb cam
He obragaeT, cMcTema 3alluTbl BbiBEOET npegynpexageHue. Monb3oBaTenb HE CMOXET Ha3Ha4YMTb caMm
cebe gononHUTEeNbHOE NOSTHOMOYNE, MOBLICUTL YpoBEHb 0OCTYNAa, BKINHOYUTb cebsB rpynny, 06nap,arou.|,yro
pacmnpeHHbIMM No CpaBHEHUKO C AaHHbIM NOoJib3oBaTes1IeEM NMpaBaMu.

BHumaHue! HasHayaTb nmonutvkum M npaBa crieqyeT o4yeHb BHUMMAaTenbHo. Ecnn npwu
npegocTaBneHum noboro nonHomoums BeibpaTe rpynny «Bcey», TO AaHHBIM NONIHOMOYMEM
OyayT obnagaTb Bce nonb3oBaTenu, B TOM YMCIe 1 TOT NOMb30BaTENb, KOTOPLIN YCTaHOBUN
OaHHbIA napameTp. Tak, HanpuMMmep, €ecnv aAMWHUCTPaTop NpW 3anpeTe JoKanbHOro
(vHTepakTmBHOro) Bxoga B OC BeiGepeT rpynny «Bce», To cam oH Takke He cMoXeT Gonblue
ocywectBuTb Bxog B OC. WcknioveHne OygeT COCTaBNsATb TONBKO y4yeTHas 3anvcbh
cynepagmuHucTpatopa Ha mogynax C3U Dallas Lock 8.0-K/C.

Takke cnegyeT  y4ecTb, 4TO  Monb3oBatenb, ob6nagawWuin  MNOMHOMOYUEM
Ha peJakTupoBaHMe napameTpoB 0e30MacHOCTM, MOXET NUWKTL NObIX Nonb3oBaTenemn
No6bIX NONTHOMOYUIA, AaXe Tex, KOTOpbIMUA OH cam He obnagaeT. Ecnv nonb3oBaTtens cam
cebsa NN Kakoro-nMbo NOMHOMOYMS, TO BOCCTAHOBUTL 3TO NOSIHOMOYME OH HE CMOXET.



BHumaHue! NMpaBuno paspelleHns 1 3anpeta AecTBMIN CYyObEKTOB cneaytoLlee:

YcnoBue PesynbTtat

HeT HMKaknx 3anpeToB 1 paspeLLeHni [encteure 3anpeLyeHo

Ectb 3anucb o paspeweHun u HeT [leicTBue paspeLueHo
3anucu o 3anpeTe

EcTb 3anuck o 3anpeTte Oenctene 3anpeLLeHo, HecMoTp4
Ha Hann4ne wunm  OTCyTCTBME  3anncum
0 paspeLleHum

B cnucke cyObekToB, ANS KOTOPLIX YCTaHaBMUBaeTcs 3anpeT WnuM paspelueHue,
onpefenseTcs uepapxvsi B nopsiake BospactaHus: rpynna «Bce» — vHanBuayanbHas
rpynna — yyeTHasi 3anucb (JOMeHHasl y4eTHas 3anuch «Mo Mackey») — MNonb3oBaTerb.

Taknm o06pasom, 4TOoGbI CyOBEKTY (Hanpumep, nonb3oBaTento) aencTeue 6bino
paspeLLeHo, TO OH He AOMKeH BXOAWUTb B cocTaB cybbekTa (Hampumep, rpynnbl), Ans
KOTOPOro 3TO AeNCTBUE MMEET SABHbIN 3anper.

Mpumep:

TpebyeTca HacTpouTb 3anpeT Bxoga B OC pgna nokanbHbIX Monb3oBaTenen
(B BOMEHHOW apxuTeKkType).

[ns 3anpeta Bxoda nokarnbHbIX Mofb3oBaTenen HeobXxoauMO WU3MEHUTb napameTp
«MHTepakTuBHBLIN BXOA: paspelleH» ybpaTb yyeTHyo 3anucb «Bce» un pobasutb
yyeTHylo 3anucb «*\*». Ecnum  ecTb HeoBGXOAMMOCTb  paspelleHus  Bxoaa
AN nonb3oBaTenew onpegerieHHoro AoMeHa, TO NpeaBapuUTENbHO HYXHO co3gaTtbh
y4eTHyto 3anuck B Buae «Mms_gomeHa\*».

Ta6bnuua 13. MNonutnkn npaB nonb3oBaTenen
AyauT: NMpocmoTp XypHanos
C nomoLLbio AaHHOW MOSIMTUKM MOXHO AaTb MpaBo onpefeneHHbIM Nnonb3oBaTensam unu rpynnam
Ha NPOCMOTP TONBKO XypHanoB B obono4vke agMmuHmuctpatopa C3U.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
AyauT: NpocMoTp TEHEBbIX KONMUIM pacneYvyaTbiBaeMbIX OKYMEHTOB
C nomoLubo AaHHOW NONUTUKU MOXHO AaTb NpaBo onpeAeneHHbIM Nonb3oBaTensdm unv rpynnamM Ha

NPOCMOTP TEHEBbIX Konui pacnevyartbiBaeMblX OOKYMEHTOB (KOI'II/IVI CO30akTCA npu ycrosun, 41O
BKIMKOYEH NapameTp ayauta «CosgaBaTb TEHEBbIE KOMUK pacnevyaTtbiBaeMbIX D,OKyMeHTOB»).

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

AyanT: NMpocmoTp TeHeBbIX Konuu annos
C nomoLLbio AaHHOW MOMUTMKM MOXHO AaTb MpaBO OnpeAefieHHbIM MOoNb30BaTeNAM WUAM rpynnam
Ha NPOCMOTP TEHEBbIX KONui hannos.
MonuTtuka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

AyauT: YnpaBneHue

C nomoLLbio AaHHOW MOMUTMKM MOXHO AaTb MpaBO onpedenieHHbIM MOoNb30BaTeNndAM WMAM rpynnam
Ha ynpaBreHne ayauToM (HasHa4YeHue 1 pegakTMpoBaH/We Ha3HaYeHHbIX NapaMeTpoB).
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

HeakTuBaLus cCMCTEMbI 3aLLUThI

B 3HayeHWe gaHHO NONUTMKN NPONMUCLIBAETCA MMS YYETHOW 3anncu nosib3oBaTtensi, MMEHLLIETo NpaBo
Ha ynpaBneHwe JdeakTuBaumen CUCTEMbl 3awuTbl (CMeHa nuueHsuu, yaaneHue C3U,
BKITHOYEHMNE/BLIKIIOYEHNE «KMSITKOTO» PEXMNMA, «PEXMMa 00YYEHUS» N «HEAKTMBHOIO pexmmay).

Monutuka NpUMEeHAeTCA Ha Mo4ynAaX:

e C3W Dallas Lock 8.0-K/C;
e C3M/ BW Dallas Lock.



A3meHeHne cucrtemHoro BpeéMEeHU U HacoBOrIo nosica

C nomoLLbo AaHHOW NOAUTUKU MOXHO 3anpeTuTb Nofnb30oBaTensiM YCTPOMCTB, BXOAALLMX B cocTaB [1b,
N3MEHNATb YCTAHOBIEHHbIE ATy U BpeMsi.
Monutnka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

WUHTepaKTUBHbLIN BXoA: 3anpeLleH
C nomoLlbl [aHHOM MOMUTMKM BO3MOXHO 3anpeTuTb BO3MOXHOCTb WMHTEPAaKTMBHOIO BXxoAa
onpegerneHHbIM nons3osartensam u rpynnam B OC.
MonnTrka NpUMeHsieTcs Ha MoaYyNsAX:
e C3W Dallas Lock 8.0-K/C;
C3WM BU Dallas Lock.
MHTepakTuBHbIN BXxoA: Pa3pelueH
C nomowbio OaHHOM MOJNIMTMKM BO3MOXHO paspellnTb BO3MOXHOCTb WHTEPaKTUBHOIO BXoda
onpeferneHHbIM nons3osartensam u rpynnam B OC.
Monutrka NpUMeHsieTcs Ha MoaynsaX:

e C3W Dallas Lock 8.0-K/C;
C3W/ BU Dallas Lock.

MapameTpbl 6e3onacHocTu: NMpocmoTp

C nomoLLblo AaHHOW MONUTUKM MOXHO [aTb MPaBO OnpeferieHHbIM Monb3oBaTensM Uinu rpynnam
Ha MPOCMOTP YCTAHOBIEHHbLIX NapaMeTpoB ayauTa (B TOM YMCIe XKypHanoB) 1 gocTyna.

MonuTtuka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MapameTpbl 6e3onacHocTU: YnpaBreHue

C nomouwpbio AaHHOW MOMUTUMKM MOXHO AaTb onpegeneHHbIM noJjib3oBaTtenaMm wnn rpynnam
NOoyIHOMO4YMA Ha ynpaBneHne napametTpavmn ©e3onacHocTu.

Ecnv nonb3oBatento (rpynne nonb3oBaTtenen) paspeLlleHo u3mMeHeHne napameTpoB GesonacHocTw,
TO OH MOXeT fAenernpoeatb BCe CBOU MOJIHOMOYMA OPYrMM nofb3oBaTtensdamMm C y4eToM ,EI,eI7ICTBI/I$|
KOHTpOMS 3a pacnpoCcTpaHeHMeM MOSTHOMOYMIA (CM. BbiLLE).

Ecnu nonb3oBatento npeAocTaBneHo Npaeo Ha ynpaeneHue napameTpamu 6e3onacHoCTy, To NpaBo
Ha MPOCMOTP YCTAHOBMEHHbIX HACTPOEK NPEAoCTaBNAETCA aBTOMATUYECKN.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
MeuyaTb 3anpeLyeHa
C nomouwblo OaHHOW MOSNMUTUMKM MOXHO TMOKO HacTpOUTb CMUCOK YYETHbIX 3anucen, KOTOpbIM
3anpellieHa nevaTtb C JaHHOTO KOMMbOTEpPA.
MonuTtuka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
lMeyaTb pa3pelueHa
C nomoLlblo OaHHOW MOMUTUKM MOXHO TMOKO HACTPOUTb CMMCOK YYETHbIX 3anucemn, KOTOpbIM
paspeLleHa neyatb C AaHHOro KOMMbIOTEpa.
Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

anIHy,D,VITeHbHoe 3aBepLieHue paGOTbI no pacnucaHuro

[aHHas nonMTnka No3BOMSIET HACTPOUTL CMMCOK YYETHbIX 3anuceit U rpynm, Ans KOTOpbIX COrfacHo
HacTpoike «PacnucaHne paboTbl» NO OKOHYaHWMIO BpemeHu pabotbl K nonb3oBaTtenss Gyaet
3ab10KMpPOoBaH.

MonuTunka NnpumMeHsieTca Ha MogynAX:
e C3W Dallas Lock 8.0-K/C;
e C3W/ BW Dallas Lock.
Pecypcbl: YnpaBneHue AUCKPELMOHHbIM JOCTYNOM

C nomoLlblo 4aHHOW NONUTUKN MOXHO Ha3HAYUTb YYETHbIE 3anMcy Nonb3oBaTtenen Ans ynpasneHus
OVNCKPELMOHHBIM OOCTYMNOM.



Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
Pecypchbl: YnpaBrneHue KOHTposieM LiefioCTHOCTHU
C nomoLpblo JaHHOW MONIMTUKU MOXHO Ha3Ha4YUTb yYeTHbIE 3anncy Norb3oBaTenen ans ynpasneHus
KOHTPOMEM LeSTOCTHOCTMW.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
Pecypchbl: YnpaBneHue maHAaTHbLIM JOCTYNOM
C nomoLLblo AaHHOW MOMUTUKN MOXHO Ha3Ha4uTb YYETHbIE 3anncu nonb3oBaTenen Ans ynpaeneHus
MaHZaTHbIM JOCTYMOM.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
YpaaneHHbIM BxoA: 3anpeLyeH

C nomowpl [daHHOW MOMMTUKM  BO3MOXHO 3anpeTuTb BO3MOXHOCTb YAaneHHOro BxoAa
onpeferneHHbIM nons3osartensam u rpynnam B OC.
MonuTnka NnpumeHsieTca Ha MogynAX:
e C3W Dallas Lock 8.0-K/C;

C3W BM Dallas Lock.

YpaneHHbIn Bxoa: PaspelueH

C nomoLwbl [aHHOM MOMUTUKM BO3MOXHO paspellnTb BO3MOXHOCTb YAaneHHOro BxoAa
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTnka NnpumeHsieTca Ha MogynAX:
e C3W Dallas Lock 8.0-K/C;

C3W BM Dallas Lock.

YdeTHble 3anucu: MNMpuHyautenbHaa aByxdakropHas ayTeHTUdMKauua

Ecnn B 3HayeHMM OaHHOW MONUTUKM CTOUT OnpeferieHHas yyYeTHast 3anucb unu rpynna, 10 npwm
permctpaumMm HOBOW Y4YeTHOW 3anucu (B CocTaBe [AaHHOW rpynnbl WM WHAMBWAYanbHO) wnn

pegaktnpoBaHun B C3W npucsoeHve uaeHTudukatopa OygeT obsasatenbHbIM, uHaye 6yaer
BblBEAEHO npeaynpexaeHune 06 owwmbke.

MonnTrka NpUMeEHsIETCA Ha MOLYNAX:
e C3U Dallas Lock 8.0-K/C;
C3U1 BW Dallas Lock.
YdyeTHble 3anucu: YnpaBrieHue

Ecnu B 3HayeHWM [OaHHOW MOMWTUKMA CTOMT y4yeTHas 3anucb MnM rpynna, TO OHa obnagaet
MOMTHOMOYMSIMW MO CO3aHMI0, yAANEHWIO N U3AMEHEHMIO YYETHLIX 3anvcelt nonb3oBaTtenen B cucteme
3aLLUThI.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

5.4.5HacTpoiKa NONUTUK KOHTPOSIS LIeSTIOCTHOCTU

Ha Bknagke «MonuTuku» B kaTeropun «onnTrKM KOHTPONS LIENOCTHOCTMY» HacTpauBalTcs napamMmeTpbi
NPOBEPKU LIENOCTHOCTN OTAENBHO ANS:

e obbekToB PC;

e 00BbEKTOB NporpaMMHo-annapaTHOW cpebl;

e peecTpa.

Mo ymonyaHuio NpoBepka LenoCTHOCTY YCTaHOBIIEHa TOMbKO Npu 3arpyske Mogyns.
B ocTtanbHbIX cnydasx, Ang KoppekTHow paboTbl NONUTUMK, HE0H6XOOUMO HACTPOUTbL KaXAdbl napameTp
NOMUTUK KOHTPOS LLENOCTHOCTU B COOTBETCTBUM C TpeboBaHMAMU NONUTKKM 6e30MacHOCTN OpraHm3aunm:
e YCTaAHOBWTb pPEeXWM MpOBEpPKU (Npu 3arpyske, NEpPUOAUNYHbIA KOHTPOMlb WMN  KOHTPOSb
no pacnucaHuio);
e yKasaTb anropuTm pacyeta KOHTponbHon cymmMbl (CRC32 nnn Xaw MD5).



MpumeuvaHue. Ecnu ana npoBepku OOBEKTOB NporpamMmMHO-annapaTtHoOnW cpefbl
He BbiOpaH anropuTM pacyeTa KOHTPOSMbHOM CyMMbl, TO MpOBEpKa LIENOCTHOCTU
ONs AaHHOro Tuna ob6beKTOB BbIMONHATCS He OyaerT.

ABTOMaTMYeCKUn BbIOOP anropMtMa pacyeta KOHTPOSbHOW CyMMbl MO YMOMYaHuo
He NpeayCcMOTpPEH.

Tabnuua 14. MonUTUKN KOHTPONSA LeNI0CTHOCTH

Brnokunpyembie pacwmpeHus ¢annos

MonuTrka No3BonseT ynpaBnsTb CMNUCKOM pacluMpeHui, paboTa ¢ koTopbiMu OyaeT GrokvMpoBaHa.
3HayeHne no ymonyaHuio: «He ncnonbayeTtcsar.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
FeHepauua coObITMI ayauTa annapaTHOM LeNOCTHOCTH

Bo3moxxHoe 3HayeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON Nonutukmn: «Het».

BknoyeHne paHHOM nonmuTuku (3HadeHue «[a») no3BonsieT oOTCrexvBaTb COObITMA HapyLleHus
annapaTHON LeNoCTHOCTH.

Monutuka npumeHsieTcst Ha mogynsax C3UM HC[, Dallas Lock Linux.
N3meHeHne hpannoB ¢ Ha3HaY€HHbIM KOHTPOJIEM LIeNTOCTHOCTHU
[daHHas nonutMka MO3BOMSAET YNpaBnsiTb BO3MOXHOCTbI M3MEHEeHUs (annoB C Ha3HAYeHHbIM
KOHTPOMEM LIeNTOCTHOCTMW.
Monutrka MoOXeT NPUHMMAaTb OOHO N3 3HAYEHWI:

o «PaspewunTb» — npu HapyweHun uenoctHoct C3W He GnokvpyeT [ocTyn K OOBLEKTY,
ANs1 KOTOPOro Ha3Ha4YeH KOHTPOrb LeNOCTHOCTH;

o «3anpeTnTb» — Npu HapyweHun uenoctHocTn C3U BnokmpyeT JoCTyn K 0BBLEKTY, AN KOTOPOro
Ha3HayeH KOHTPOJ1b LLENOCTHOCTY;

o «[lpoBepATb UUCDPOBYIO MOANUCHL UCMOSMHAEMbIX (QannoB» — OCYLLECTBNAETCH MpoBepKa
SMNEKTPOHHOW MoAMMCKM AN MCNOMHsieMbIX (PannoB (CMUCOK pacluMpeHuin annoB MOXHO
OOMOMHUTB).

Mo ymon4yaHuto 3Ha4YeHne JaHHOW NONUTUKK: «PaspewnTby.
MNonuTtuka npumMeHsieTca Ha MOAYNsX:
e C3M Dallas Lock 8.0-K/C;
C3W BW Dallas Lock.
N3meHeHune hannoB ¢ Ha3HaY€HHbIM KOHTPOJIEM LIeNTIOCTHOCTHU

Bo3smoxHoe 3HayeHuve nonutukn  «PaspewmnTtb»/«3anpetutb». 3HayYeHMe No  YMOMYaHuIo:
«Paspewuntb».

[aHHas nonuTuka MNO3BONSET KOHTPONMPOBaTb BO3MOXHOCTb MONb3oBaTens M3MeHsTb dainbl ¢
HasHa4YeHHbIM KOHTPONEeM LenocTHoCTu. Mpu 3HaveHun «PaspelinTb» Npu HapyLUEHUM LieNTOCTHOCTH
C3W He BGnokmpyeT JocTyn K 06bekTy, A4S KOTOPOro Ha3HayYeH KOHTPOIb LIeNOCTHOCTU. Mpu 3HaYeHnn
«3anpeTutb» Npu HapyweHun uenoctHocT C3U GriokupyeT OocTyn K OObekTy, Ans KOTOporo
Ha3Ha4YeH KOHTPOJSIb LIeNTOCTHOCTW.

MonnTrka NpUMeEHsIETCS Ha MOLYNAX:
C3W Dallas Lock 8.0-K/C.
KoHTponb ®C no pacnucaHuio
[aHHas nonutrka No3BOoNSET BKIHUYNTL KOHTPOSb LIENTOCTHOCTM hainioBO CUCTEMBI MO pacnMCaHuio
N HaCTPOWUTb pacnucaHne KOHTPONS.
Mo ymonyaHuio gaHHas NonuTrUKa He NCMONb3YeTCs.
MonuTunka NnpumMeHsieTca Ha MogynAX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.



KoHTponb nporp. ann. cpegbl Mo pacnucaHuio

[aHHaa nonuTuka no3BoOnseT BKNOYUTb KOHTPOJ1Ib LENNOCTHOCTU nporpaMMHo-annapaTHon cpenbl
Nno pacnmncaHunio n HaCTpouTb pacnncaHne KOHTpoJiA.

Mo YMOJI4aHUIO AaHHaA NoJyinTruka He NCNoJib3yeTcA.
MonuTuka NnpuUMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

KoHTponb peecTpa no pacnucaHuo
[laHHaa nonuTvKa No3BONSIET BKMIOYNUTL KOHTPOIb LienocTHocTH peectpa Windows no pacnucaHuto
N HAaCTPOUTb pacnMcaHne KOHTPOSS.
Mo yMonyaHuio AaHHas NoNUTUKA He UCMONb3yeTCs.
MonuTrka NpUMeHsieTcs Ha MOAYNSIX:

e C3W Dallas Lock 8.0-K/C;
C3W/ BW Dallas Lock.

KoHTponb uenoctHocTu nporp. ann. cpeabl: BIOS

[aHHas nonuTrka No3BonsieT BKMYNTL KOHTPOSb M3MEHeHU napameTpoB BIOS.
Mo ymonyaHuto gaHHas NonuTuKa BblKMYeHa.
MonuTunka NnpumMeHsieTcs Ha MoaynsaX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

KoHTponb LenocTHOCTH nporp. ann. cpeabl: USB-ycTponcTBa

[aHHas nonutuka no3BonsAeT BKMAYUTb KOHTPOMb M3MeHeHun B USB-KoHTponnepe, noaknioveHus
1 oTkntoyeHnss USB-nopTos.

Mo YMOJI4aHUIO AaHHaaA NoJyIMTUKa BbIKITKO4YEHA.
MNonntuka npuMeHdaeTCAa Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BW Dallas Lock.

KoHTpornb LenocTHOCTM nporp. ann. cpenbl: Aucku
[aHHaa nonutuka no3BONsieT BKIOYUTb KOHTPOMNb W3MEHEHWI KOHTPONIEPOB TUOKUX [OWUCKOB,
[AVCKOBO/OB U AVNCKOBbIX YCTPOWCTB.
Mo yMonyaHuio AaHHas NonNuUTUKa BbIKNOYeHa.
MonuTrka NpuMeHsieTcs Ha MOAYNSIX:

e C3W Dallas Lock 8.0-K/C;
C3U BW Dallas Lock.

KoHTpornb LenocTHOCTH nporp. ann. cpebl: [ipaiBepsbl

[aHHasa nonuTtuka ynpasndaeT KOHTpoJ1eM LesioCTHOCTU YCTaHOBKU N yaarneHua p,paﬁBepOB.
Mo yMOn4yaHuio aaHHaaA NoJiMTuKa BbIKIK4YeHa.
MNonntuka npuMeHdAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

KOHTpOﬂb LeJsioOCTHOCTU nMporp. anmn. cpeAabl: Kopeku
[aHHasa nonuTtmka ynpasndeT KOHTpOJ1eM YCTaHOBKMN UM yaaneHua Ko4ekoB Ha MK.
Mo yMoOn4yaHuio gaHHaaA NnofiMTuKa BbIKIK4YeHa.
Monntuka npuMeHdeTCAa Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

KoHTponb uenocTtHocTu nporp. ann. cpeabl: OnepauMoHHas cuctema



[aHHaa nonutunka ynpasnsaeT KOHTponem mameHeHui csoncts OC aaHHoro NK: nsmeHeHui umeHu,
IP-agpeca v np.

Mo YMOJI4aHUIO AaHHaaA NoJyIMTUKa BbIKITKOYEeHa.
MonuTuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C31 BW Dallas Lock.

KoHTponb LenocTHocTM nporp. ann. cpeAbl: Manku obwero goctyna

[aHHasa nonutuka ynpaeideT KOHTPOJIEM CO34aHNA Unn ygarieHnd nanok obuwero AocTtyna Ha JaHHOM
K.

Mo ymMon4yaHuio aaHHaaA nofmmTuka BblKIo4YeHa.
Monutuka NPUMEHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

KoHTponb uenoctHocTu nporp. ann. cpeabl: MNpuHTepsbl
HdaHHas nonutuka ynpaBnsieT KOHTPONEM Cnucka Bcex yCcTaHoBreHHbiX Ha MK npuHTepos, dakcos,
M®Y un gp. neyataroLwmx YyCTPONCTB.
Mo ymonyaHumio AaHHasa NoNMTMKa BbIKITHOYEHa.
MonuTtuka NnpuMeHsieTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
C3W/ BW Dallas Lock.

KoHTponb LenocTHocTu nporp. ann. cpeabl: Mporpammbi

JaHHas nonuTuka ynpaenseT KOHTPONEM YCTaHOBKM UNu yaaneHus nporpaMm Ha aaHHom [MK.
Mo ymonyaHuio AaHHasi NONUTHKA BbIKIOYEHA.
Monutuka NnpuMeHsieTcA Ha MOAYNAX:

e C3W Dallas Lock 8.0-K/C;
e C3W BW Dallas Lock.

KOHTpO.I'Ib LeJsIOCTHOCTU nNporp. anmn. cpeabl: Paspenbl gucka
[aHHaa nonutuka ynpasndeT KOHTpoJleM N3MEHEHNN pa3gernioB XXeCTKoro Ancka, q)OpMaTMDOBaHMVI
Ancka, NnoaKnr4YeHn HOBbIX ANCKOB.
Mo yMOn4yaHuio aaHHaaA NnofmTuka BblKIo4vYeHa.
Monutuka NPpUMEeHAETCA Ha MOoA4YIAX:

e C3U Dallas Lock 8.0-K/C;
C3U1 BW Dallas Lock.

KoHTponb uenocTtHocTu nporp. ann. cpegbl: CeTb
[aHHasa nonuTrka ynpasnsaeT KOHTPONEM CEeTEBbIX MOAKMHOYEHUIA U CETEBbIX KapT.
Mo yMmonyaHuio AaHHas NonNuTUKa BbIKNOYeHa.
MonuTrka NpuMeHsieTcs Ha MOaYNsIX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

KOHTpOHb LeJsioCTHOCTU nMporp. anmn. cpeAabl: Cucrtema

JaHHas nonuTnka No3BONSET BKMYUTbL KOHTPOSb MOPTOB, MOHMTOPOB, LUWH, 3BYKOBbIX YCTPOWCTB
N APYIMX CUCTEMHbBIX YCTPOWCTB.

Mo yMOn4yaHuio aaHHaaA NoJiMTuKa BbIKIK4YeHa.
Monntuka npuMeHdeTCcAa Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

KOHTpOﬂb LeJfiIoOCTHOCTU nMporp. anmn. cpeAabl: Cnucok nonb3oBaTenemn

[aHHasa nonuTtnka ynpasndeT KOHTpOoJlieM Cnnucka nonb3oBaTenen, co3gaHHbix B fiokansHon OC.



Mo yMon4yaHuio aaHHaaA NofiMTuKa BbIKIKo4YeHa.
Monutuka NPUMEHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

KoHTponb LenocTHOCTM Nporp. anmn. cpeabl: YCTpOUCTBa BBoAA
[aHHasa nonuTuka ynpasBnseT KOHTPOMEM MNOAKMIOYEHHbIX YCTPOWCTB BBoAa Ha paHHom [1K:
KnaBuaTypbl, MbILLN.
Mo ymonyaHuio AaHHas NonnTMKa BbIKITHOYEHA.
MonnTuka NpuMeHsieTca Ha MoaYNAX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

Mepuoaunyeckum KoHTponb PC

MonuTtuka npuHMmMaeT 3HadveHus oT 1 MuHyTbl Ao 5 yacos n «He ncnonbsyetcax. Mo ymonyanuio
3HayeHve JaHHOW NonuTuKK: «He ucnonbayetcar.

[JaHHas nonuTnka No3BONSIET BKMIOYUTL NEPUOAUYECKUIA KOHTPOSb (DainoBoO CUCTEMbI U HACTPOUTL
NepuoauYHOCTb NPOBEPKM.

Monutuka NMPUMEHAETCA Ha MoaynaAx:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

Mepuognyecknini KOHTPOIbL NPOrp. ann. cpeabl

Monutuka NPUHNMAaET 3HA4YeHunA oT 1 MWHYTbI 00 5 vacoB n «He NCNOJb3yeTCa». Mo YMOJ14aHUIo
3Ha4YeHme gaHHoM NoNuTUKK: «He NCNOoJIb3yeTCA».

JdaHHasa nonuTrka No3BONSAET BKIOYUTb NEPUOANYECKUA KOHTPOSb NPOrpaMMHo-annapaTHOn cpeapl
W HACTPOWUTb NEPUOANYHOCTb MPOBEPKW.

Monutuka NPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

Mepuoaunyecknini KOHTPOJb peecTpa

Monutuka NPUHNMAaET 3Ha4YeHua oT 1 MUHYTbI OO0 5 vacoB n «He NCnosnb3yeTca». Mo ymMoOn4aHuto
3Ha4YeHne gaHHoM NonNuTuKK: «He NCnosb3yeTca».

JdaHHasa nonutrka No3BOMSET BKMHOYUTbL NEPUOANYECKUI KOHTPOIb peecTpa Windows 1 HacTpouTb
NepUoANYHOCTb NPOBEPKU.

MNonntuka npuMeHdaeTCAa Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.
MpoBepka uncpoBon noanucH UCNoJHAEeMbIX ¢hannos

Bo3moxxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». 3HadeHne no ymonyaHuio: «Bbikm.».

HdaHHas nomuTMka no3BoNseT onpegenatb HeobxoAMMOCTb MpPOBEPKM ULUpoBON NOAMUCHU
ucnonHsiemblx cannos. lMNMpu 3HavyeHnn «Bkn.» Heobxooumo ykasaTb pacLIMPEHUS MCMOMHAEMbIX
dannoB Ans NpoBepKn LMpoBON NogNUCK.

Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.

MpoBepatb uenoctHocTb ®C npu 3arpyske OC

Bo3moxHoe 3HaveHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHmio: «Bkn.».

,U,aHHaFI NoNMUTUKa nNOo3BOJNIAET YnpaBATb BKITIOYEHNEM/OTKITIOYEHNEM aBTOMAaTUYECKOMN npoBepKn
uenocTtHocTu channoson cuctemsl npu 3arpyske OC.

Monutuka NpUMEeHAeTCA Ha MoA4YynAX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.



MpoBepaATb LLENOCTHOCTL NpOrp. ann. cpeabl npu 3arpy3ske OC

Bo3aMoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HayeHne no YMOJT4aHUIO: «BbIkn.».

[aHHaa nonuTvka No3BONAET YNpaBnsaTb BKIOYEHWEM/OTKIMIOYEHMEM aBTOMAaTMYECKOW MPOBEPKM
nporpaMmHo-anmnapaTHOM LenocTHocTu npu 3arpyske OC.

MonuTuka NnpuUMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
e C3MHC[O Dallas Lock Linux;
C3U BW Dallas Lock.

MpoBepsATb LLEENOCTHOCTL peecTpa npu 3arpy3ske OC

Bo3moxxHoe 3HaveHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymondaHunio: «Bkn.».

[aHHas nonuTuka Mo3BONSET YNPaBnsTb BKIOYEHNEM/OTKIIIOYEHMEM aBTOMATMYECKON MPOBEPKU
uenocTtHocTu peectpa Windows npu 3arpyske OC.

Monutuka NMPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BW Dallas Lock.
BupTtyanbHas mawunHa: KOHTpOnb LefioCTHOCTU NO pacnMCcaHuio

[aHHaa nonuTuka no3BONSIET BKAYUTb KOHTPOJIb LUEJTOCTHOCTU BMpTyaﬂbHOVI MallnHbl MO
pacnncaHunio N HaCcTponTb pacnncaHne KOHTpPOonA.

Mo ymonyaHuio gaHHasa NonuTMKa He NCMONb3YeTCS.
Monutuka npumeHsieTcst Ha mogynsax C3U B Dallas Lock.

BMpTyaanaﬂ mawuHa: Neprnoanyeckn npoBepATb LLENIOCTHOCTbL ANCKOB
Monutuka NPUHNMAaET 3HA4YeHunA oT 1 MWHYTbI 00 5 vacoB n «He NCNOJIb3yeTCAa». Mo YMOJ14aHUIo
3Ha4YeHme gaHHoM NoNuTUKK: «He NCNOoJIb3yeTCA».

[laHHasa nonuTrka No3BONAET BKHOYNTD I'IepVIOD,VI‘-IeCKI/IIZ KOHTPOJ1b LIEJTOCTHOCTUN ANCKOB N HAaCTpPOUTb
nepnoanyHOCTb NPOBEPKU.

MonuTtnka npumenseTca Ha moagynsax C3U BU Dallas Lock.

BupTyanbHaa mawmHa: lNepnoanyeckmin KOHTPONb LIENOCTHOCTH
MonuTtnka npuHMMaeT 3HayveHus oT 1 MuHyTbl Ao 5 yacos n «He mncnonb3yetcax». Mo ymonyaHuio
3HaveHue faHHoW nonnuTuku: «He mncnonbayeTcsa».

[aHHaa nonuTuka no3BONSET BKIOYUTL nepwop,vlqecmﬁ KOHTPOJIb LEJIOCTHOCTU U HaCTpPOWUTb
nepnoanyHOCTb MPOBEPKU.

Monutuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock.
BupTyanbHasa mawuHa: NMpoBepATb LEeNOCTHOCTbL AUCKOB MO pacnucaHuio

[aHHasa nonnTtuka No3BOSET BKIOYNTL KOHTPOI1b LUEeJTIOCTHOCTU AUCKOB NO pacnnucaHnio U HAaCTpouUTb
pacnnucaHne KOHTpon4.

Mo ymonyaHuo gaHHas nonuTrka He UCNomb3yeTcs.
MonuTtunka npumenHseTcsa Ha moagynsx C3U BU Dallas Lock.

BupTtyanbHas mawuHa: NpoBepsAaTb LLeNOCTHOCTL Npu 3arpy3ke OC

Bo3moxxHoe 3HauyeHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukn: «Het».

BknioyeHve OaHHOW NOMUTUKK (3HaveHue «[a») no3BonsieT NpoBepsaTh LENOCTHOCTb Npu 3arpyske
OcC.

MonuTtunka npumenHseTcsa Ha moagynsx C3U BU Dallas Lock.
Pecypcbi: KOHTponb LenocTHOCTH MO pacnucaHuio

[JaHHaa nonuTuka MNOo3BONSET BKIYUTb KOHTPOJIb UEJNIOCTHOCTU NOo pacnmcaHunio U HacTpouTb
pacnncaHmne KOHTponA.

Mo ymonyaHuio gaHHas NnonuTuka He UCNonb3yeTCs.
Monutuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock.



Pecypchbl: lNepuognyecknin KOHTPOIb LLENTIOCTHOCTU
MonuTtuka npuHuMaeT 3HadveHus oT 1 MUHYTbl Ao 5 Yacos n «He ncnonbsyetcar. Mo ymonyaxuio
3HayeHwe JaHHOW NonuTuKK: «He ucnoneayetcs».

[daHHas nonuTuka nNO3BONSIET BKMOYUTbL MNEPUOOUYECKUA KOHTPOSb LENOCTHOCTU M HAcTpOUTb
NepuoanNYHOCTL NPOBEPKN.

Monntuka npumeHsieTcst Ha mogynsax C3U B Dallas Lock.
Pecypchbi: [poBepsaTL LenocTHOCTL Npu 3arpy3ke OC
Bo3moxxHoe 3HayeHne nonutuku: «da/Het». Mo ymonyaHuio 3HadeHne gaHHON NonuTukn: «Het».

BkntoyeHve OaHHOW MONMUTUKK (3HaveHne «[a») no3BonsieT NpPoBepsiTb LENOCTHOCTb Npu 3arpyske
OcC.

Monutuka npumeHsieTcst Ha mogynsax C3U B Dallas Lock.

5.4.6 HacTpomnka nonutuk pexuma padotsl C3U

Ha Bknagke «[Monutukn» B kateropmm «Pexum paboTtel C3UW» HacTpanBaloTca napameTpbl HEAKTUBHOIO
pexuma C3U ana mogynsa C3U Dallas Lock 8.0 u C3U BU Dallas Lock.

B cooTtBeTcTBMM C TpeboBaHMsMM MOMUTUKM 6€30MacHOCTM OpraHusaumm HeobxoaMmo HacTpPouTb BCe
napameTpbl, PacnosioKeHHbIE B CUCKE NONUTUK pexuma paboTel C3U.

Ta6nuua 15. MonuTtukm pexxuma padotbi C3U

MexceTeBOM aKpaH

BosmoxHoe 3HaveHune nonntukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHmio: «Bkn.».

[aHHas nonuTuka nosBonsieT ynpaensaTb BKOYEHNEM/BbIKIOYEHMEM Moaynsa «MexceTeBol akpaH»
C3W Dallas Lock 8.0.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

HeakTUBHbIN pexum
C nomoLbl OaHHOW MOMUTUKM MOXHO MPOU3BECTU TMOKYHD (TOYEYHYI0) HaCTPOMKY HEaKTUBHOrO
pexvMma. B okHe HacTpowikn HaxoauTcsa cnucok pyHkuun C3U, ans KoTopbixX BOCTYMHa 6NoKMpoBKa.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

HeakTtuBHbIN pexxum C3U Dallas Lock

Bo3moxxHoe 3HaveHune nonutukn: «Bkn./Bbikn.». 3Ha4yeHne no ymonyaHuio: «BbIkm.».

[daHHas nonuTuka No3BONSET ynpaBnsTb BKAOYeHMeM/BbikNoyeHnem «HeaktusHoro pexuma C3M»
B C3U Dallas Lock 8.0.

Monutuka npuMeHsieTca Ha Moaynax npeabiaywmnx ceptuduumnpoBaHHbix Bepcuax C3U Dallas Lock
8.0-K/C.

HeaktuBHbIn pexxum C3U BU Dallas Lock

Bo3moxHoe 3HaveHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuo: «BbIkm.».

[aHHas nonutnka nNo3BonseT ynpaBnsTb BKNOYEHMEeM/BbIkNoueHnem «HeaktnsHoro pexuma C3U»
B C31 BW Dallas Lock.

MonuTtnka npumenHseTcsa Ha moagynsax C3U BU Dallas Lock.

Cucrtema obHapyXeHUs1 BTOPXXEHUMN

Bo3moxHoe 3HaveHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHmio: «Bkn.».

,U,aHHaﬂ NnoNiMTUKa nNo3BoNidAeT ynpaBlATb BKIHOYEHUEM/BbIKITIO4YEeHNEM moayna «Cuncrtema
obHapyxeHus BTopxeHun» C3U Dallas Lock 8.0.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.



5.4.7 HacTpomnka nonMTUK OYUCTKN OCTaTOYHOMU MHopmauum

BonbwunHcTBo OC npu yganeHun panina He yoansioT cooepxumoe danna, a yoansioT Nulb 3anucb
o cpanne ns gupektopum ®C. Tak caenaHo Ans yckopeHus paboTbl CUCTEMBI.

PeanbHoe cogepxumoe dhanna ocTaeTcs Ha 3anoMUHaoLWEM YCTPOMCTBE, U €r0 MOXHO NMPOCMOTPeTb
0o Tex nop, noka OC 3aHOBO He UCNOSb3YeT ATO NPOCTPAHCTBO A5 XpaHEHUS HOBbIX AaHHbIX. OcTaToyHas
WHOpMaUNsA MOXeT TMpMBECTM K HernpegHaMepeHHOMY pacrnpOCTpPaHEHUID  KOH(UOEHLUMAaNbHON
N CEKPETHOM NHopmaLmn.

Ha Bknagke «lMonutuku» B kKateropun «O4ncTKa 0CTaTOMHOM MHOpPMaLMM» HacTpamBatoTCa napameTpbl
OYMCTKM OCTATOYHOW MHopMauuW, KOTOpble NpedHas3HayeHbl And  obecneveHwWss rapaHTun
no NpefoTBpaLLEHMIO BOCCTAHOBMNEHUS yAANEHHbIX HA MOAYNAX OAHHbIX.

B cooTtBeTcTBUM C TpeboBaHWAMM MOMUTUKM Ge3onacHOCTU OpraHm3aumm HeobXoAMMO HAcTpouTb BCe
napameTpbl, pacnosiOXeHHbIE B CMUCKE MOMUTUK OYNCTKN OCTaTOYHOW MHpOpMaLun.

Tabnuua 16. MonnTMKM o4NCTKN ocTaTouHOM MHbopmauun
3aTuparowas nocnegoBaTeribHOCTb

[daHHoWM nonutukown onpegenseTcd MeToq 3aTvpaHuMs OCTaTOMHOW MHAOpMauMn nyTeM YCTaHOBKU
yncnoBbix 6anToBbix 3HaveHun (0T 0 go F) Ansa kaxgoro u3 YeTbipex LMKNOB 3aTtupanus. Ecnn atu
3HaYEeHUss He YCTaHOBMNEHbl WM YCTAHOBMEHbl He AN Kaxdoro uukna, To MO  YMOMYaHuio
Ansa 3aTupatoLen nocnegoBaTenbHOCTU LIMKINOB ncnonb3yeTcs nocnegoBaTenbHOCTb,
ycTaHoBneHHasi B C3U Dallas Lock 8.0.

YCTaHOBMNEHHbIN MEeToA 3atupaHma Kncnonb3yeTcAa npu BCEeX YCTaAHOBJIEHHbIX BuMAaxXx OYUCTKU
OCTaTOYHOM I/IHCbOpMaLI,VII/IZ no KoMaHae agMUHUCTpaTtopa, B aBTOMAaTU4YE€CKOM  peXume,
N Npun 3a4NCTKE HakKonmuTen4.

MonuTuka NnpuMeHsieTcs Ha MoAYNsX:
e C3W Dallas Lock 8.0-K/C;
e C3U/ BW Dallas Lock.

KonunuecTBO LUKIOB 3aTH paHusA

Monntnka «KonmyecTBO UMKIOB 3aTMpaHusy» Mno3BonisieT BbiOpaTb OT O4HOMO [0 YeThipex LMKIOB
3aTupaHns MHopMauumn Ha mogyne. 3HavyeHne No ymonyaHuio: «1».

YCTaHOBNEHHOE KONMYECTBO LMKIMOB 3aTMpaHuUs WCMNOMb3yeTCs MPW BCEX YCTAHOBIIEHHbLIX BUAaXx
OYMCTKN OCTATOYHOM MHGOPMALIMK: MO KOMaHAe agMUHUCTPaTopa, B aBTOMATUYECKOM pPeXUMe, 1 Npu
3a4MCTKEe HaKonNuTens.

MonuTnka NpuMeHsieTca Ha MoaYNsAX:

e C3W Dallas Lock 8.0-K/C;
e C3M BW Dallas Lock.

OuuwaTb 0CBOGOXAaemMoe UCKOBOe NPOCTPaHCTBO

Bo3moxHoe 3HauyeHune nonutuku: «da/Het». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukn: «Hetr.

BkrioyeHne QaHHOW MOMUTMKM (3HadveHne «[a») MOo3BONAET aBTOMaTMYECKW 3aTupaTb BCHO
0OCTaTOYHYI0 MHGOPMaLMIo Npu ocBobOXAEHUM oBnacTeli Ha auckax, To ecTb Npu yaaneHun dainnos
WM MpU YMEHbLUEHUM pa3MepoB ainoB Ha Modyne. 3aTupaHue Npou3BOAMTCA 3amnuCbio
Mackupylollei nocrnegoBaTenbHOCTM (NonuTuka «3aTupatollas nocrnenoBaTenbHOCTbL») MOBEpX
ocBo60XKaeMoro NpocTpaHcTBa 3a4aHHbIM KONMYECTBOM LIMKIOB 3aTUpaHusa (nonutuka «KonuyecTeo
LUMKNOB 3aTupaHusi»). BknioyeHve [OaHHOrO napamMeTpa MOXeT 3aMeTHO CHU3WUTb CKOPOCTb
BbINOMHEHWS (halroBbIX onepaumii, 0COGEHHO NPUW KONMYECTBE LIMKITOB 3aTUpaHus 6onblue eguHULbI.

Monutuka NpUMEeHAeTCA Ha MOoA4YyINAX:

e C3W Dallas Lock 8.0-K/C;
C3M BW Dallas Lock.

OuuwaTtb gaHHbIe B KOH(‘bM,D,eHLI,VIaHbeIX ceaHcax gocTtyna

Bo3moxxHoe 3HaueHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHOM Nonutukun: «Het».

BknioyeHve aaHHoOM NonuTukK (3HadeHne «[1ax) no3BonseT oCyLLeCTBNATL aBTOMATUYECKYIO 3a4NCTKY
ocBo6OXOaeMoro AMCKOBOro NpPOCTpaHCTBa TONbKO Mpv  yaaneHun/nepemMelleHnn/yMeHbLLeHN
pa3mepa o6bekToB C npu paboTe nog MaHAATHON METKOW UM YpOBHEM OOCTyNa Gorblue HyNsA Ha



moayne. [aHHasi nonuTuka YHKLUMOHMPYET MpU YCMOBUM BKMKOYEHHOW NONUTMKM «OumniaThb
ocBo6oxaaemMoe ANCKOBOE NPOCTPAHCTBOY.

Monutuka npumeHsieTcst Ha moaynsax C3M Dallas Lock 8.0-C.
Ounwatb ann nogkaykum BUpTyaribHOM NamMATU

Bo3aMoOXXHOe 3Ha4eHmne NOSITUKMN: «,D,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHOW NONUTUKK: «HeT».

BknoyeHne paHHOM nonutukM (3HadveHve «[a») no3BonsieT aBToOMaTUYecKn 3atupaTb BCHO
OCTaTouHyl0 uHopmaumo B ¢amne nogkadkm Windows Ha mopgyne. 3aTtupaHve Npou3BOAMTCS
3anucbio MackMpyloLLern nocrnefoBaTensHOCTM noBepx ganna nogkadku. OuncTka npou3BOAUTCH
npu 3aBepLUeHun paboTel (3akpbITuK anna nogkadkn) 1, ecrnv odncTka Obina npepsaHa, Npu ctapte
cucTembl (OTKPbITUK banna nogKaykm).

MonuTuka NnpuMeHAeTCA Ha Mo4ynax:

e C3W Dallas Lock 8.0-K/C;
C3M BU Dallas Lock.

lMpoBepATb 04UMCTKY MHOpMaLKn

Bo3aMoXXHOe 3Ha4eHmne NOSIUTUKMN: «,El,a/HeT». Mo YMOJ14aHUIO 3Ha4YeHne OaHHON NONUTUKK: «HeT».

Ecnv paHHas nonutuMka BKkIOYeHa, TO Mocre npoBedeHust oumcTku obbektoB ®C Ha mopyne,
OONOMHUTENBbHO BbIMOSHAETCA MpOBEpKa TOro, YTO O4YMCTKA OEWCTBUTENbHO OCYLLECTBIEHa.
B Tom cnyyae, ecnv npoBepka BbisiBUNA, YTO OYMUCTKA HE OCYLLECTBIIEHA UMK 3aBepLUeHa C OLnBKon,
TO B XXypHan pecypcoB MOAyNs 3aHOCUTCHA COOTBETCTBYHOLLEE CODbITHE.

lMpoBepka OCYLLECTBMSETCS MPU OYUCTKE OCTATOYHOM MHAOPMaLUKM, BbINOMHAEMON MO KOMaHae
agMVHUCTpaTopa, B aBTOMATUYECKOM PEXMME, M MpW 3a4UCTKE HakonuTens uenukom (pyHKums
«3auncTka gnckar).

Monutuka NPUMEHAETCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
C3W/ BU Dallas Lock.

5.4.8 Hactpownka nonutuk ACH

Ha Bknagke «[MonuTtukmy» B kateropumn «lMonutukm OCY» HacTpamBaioTcs napameTpbl paboTbl gatymka
cnyyanHbin yncen ana mogynewn CA3 Dallas Lock.
B cooTtBeTcTBUM C TpeboBaHWAMM MOMUTUKM Ge3onacHOCTU opraHm3aumm HeobxoaMMO HacTpouTb BCe
napameTphbl, pacnosioXeHHble B cnucke nonutuk JCY.

Ta6nuua 17. Nonutnkmn OCH

TectnpoBatb [ICY npu Bxoge

Bo3moxxHoe 3HauyeHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHon nonutukun: «dax.

B 3HaveHun «[a» ocyuwectsnaetrca TtectuposaHue [OCYH npu Bxoge. lNpu 3HaveHun «Het»
TectupoBaHue [CYH npu Bxoae OTKMOYEHO

Monutuka npumeHsieTcs Ha moaynax CO3 Dallas Lock.
Yucno nonbiTok camotectupoBaHma [ CY
Bo3moxHoe 3HavyeHne napameTpa: oT 1 go 3. 3HavyeHne No ymonyaHuio: «1».

YCcTaHOBNEHHOE 3Ha4YeHWe AaHHOW MONUTUKK pernamMeHTUpyeT YMUCro MonbITOK CaMOTeCTUpOoBaHUA
OCH.

Monutnka npumeHsieTcst Ha mogynsax CO3 Dallas Lock.

5.4.9 HacTpomka nonMTUK MaHA4ATHOro AocTtyna

CornacHo maHgaTHOMY NPUHLMNY YNpaBreHns AOCTYNOM, KaXaoMy 0O6bEKTY MOXHO NPUCBOUTL YPOBEHb
[OCTyna U MaHgaTHy MeTKy. [ns y4eTHOM 3anucy nonb3oBaTens Takke Ha3HavyaeTcst ypoBeHb 4oCTyna
M MaHZaTHas MeTka, KOTopble OMpefensioT OOBbEKTbl, K KOTOPbIM MOXeT OblTb AocTyn. MaHaaTHbIN
NPUHLMN yNpaBeHust 4OCTYNOM AENUTCSt Ha ABE KaTeropuu:

1. I/IepapxuquKaﬂ Kateropua — OCyLleCTBIIAETCA CpaBHEHue ypOBHeI7I nocrtyna obbekTa



n nonb3osartens. B mogyne C3U Dallas Lock 8.0-C ypoBHu goctyna nmetot Homepa oT 0 go 7. Yem
fornblle HoOMep, TeM Bbile YpoBEHb AocTyna. Ecnun He ykasaH ypoBeHb A0OCTyna, TO CYUMTAETCH, YTO
06bekT mmeeT yposeHb goctyna O («OTkpbiTble AdaHHble»). Ecnu ypoBeHb gocTyna MnpUCBOUTL
poanTenbCckoMy OBBLEKTY (nanke, AUCKY), TO BCe 0OBbEKThI, HaxoadLwmecs BHYTpU, ByayT UMeTb TOT xe
YPOBEHb A0CTYNa, 3a UCKINIOYEHNEM TeX Criydaes, Korga UM SiBHO NPUCBOEH APYron ypoBeHb AOCTYyNa.
Ons yoobctBa paboTbl, ypOBHAM AOCTYNa MOXHO npucBavMBaTb MMeHa. 10 ymonyaHuio nepsbIM NSATU
ypoBHAM goctyna (o1 0 4o 4) NpMCBOEHbl HAMMEHOBAHUSA:

o 0 (OTKpbITblE AaHHbIE);
1 (KoHpmaeHumanbHble AaHHbIE);
2 (MepcoHarnbHble AaHHbIE);
3 (CekpeTHble AaHHbIE);
4 (CoBepLUEHHO CEKPETHO).
CornacHo JaHHOMY MpPUCBOEHMIO YPOBHEW [OCTyna, nofb3oBaTerb, VMEKLWnUA [OMNYyCK YPOBHS
«KoHdmaeHumaneHble JaHHbIE», He MOXEeT MOMNy4MTb OOCTyn K ODObekTy C ypOBHeM JocTyna
«CekpeTHble AaHHble». B To e Bpems, monb3oBaTtenb C AOMYCKOM YpPOBHS «CeKpeTHble AaHHbIe»
MMeEeT NpaBo AoCTyna K 00bekTy ¢ ypoBHeM «KoHduaeHUmManbHble JaHHbIEY.

Heuvepapxuyeckas KaTteropussi — OCYLUECTBNSAETCA CpPaBHEHME MaHAaTHbIX MeTOoK obbekTa
n nonb3oBartens. B cnyyae coBnageHns mMaHOaTHbIX METOK OObeKkTa 1 nonb3oBaTens, Nofnb3oBartesb
nony4aeTt A4OCTyn Kk 00bekTy. B cnyvyae HecoBnageHnss MaHgaTHbIX METOK 06bekTa 1 nonb3oBaTens —
poctyn brnokupyetcs. Hanpumep, nonb3oBaTtenb, UMeLWMn MaHgaTHyo MmeTky «MeTka 1», He MoxeT
nonyyYntb OCTYN K 0ObekTam C MaHgaTHbIMM MeTkamn «MeTka 2», «MeTtka 3» u 1. 4. [aHHbInA
nonb3oBaTenb MOXET MOoNydYnTb AOCTYN TOMbKO K obbektam ¢ maHgatHow meTkonm «MeTka 1».

Mo ymonyanuio Ha mogyrne C3U Dallas Lock 8.0-C maHaaTHble METKM OTCYTCTBYHOT.

Ha Bknagke «[Monutmku» B kaTeropum «MaHgaTHbIM OOCTYn» HacTpauBaloTcA napameTpbl paboThbl
C YPOBHAMM JOCTyNa M MaHAaTHbIMM MeTkamu B [lomeHe 6e3onacHocTw.

B cootBeTcTBUM C TpeGOBaHMﬂMI/I NoNUTUKM ©e3onacHOCTU opraHunsauunmn HeobxogMmo HacTpouTb BCe
napamMeTpbl, pacnosfioXXeHHble B CMUCKEe NOJIMTUK MaHAaTHOro gocrtyna.

Ta6nuua 18. MonuTMkn maHgaTHOro goctyna

Bbi6op maHpgaTHOM MeTku npu Bxoge B OC

Bo3moxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». 3HadeHne no ymonyaHuio: «Bbikm.».

BkntoveHne gaHHOM NONUTMKU pas3peLlaeT UCMomb3oBaHWE MaHOATHbIX METOK Ans aBTopusauun B OC
Windows.

MonuTtunka npumenseTca Ha mogynsx C3U Dallas Lock 8.0-C.

3anpeT OAHOBPEMGHHOﬁ paGOTbI nonb3oBaTenien ¢ pas3fIMYHbIMN YPOBHAMU UITN MEeTKaMU
MaHAaTHOro gocrtyna

Bo3moxHoe 3HauyeHne nonutukn: «Bkn./Beikn.». 3HadeHne no ymonyaHuio: «Bbikm.».

Mpu BKkNOYEHUM 3anpeTa OAHOBPEMEHHOW paboTbl Nonb3oBaTenel C pPasfnMYHbIMU  YPOBHSAMM
uUnuM meTkamMyM MaHgaTHOro goctyna Ha pAaHHoMm [MK 6yget Bo3moXHa opHoOBpeMeHHas paboTa
HECKOMbKUX MHTEPAaKTUBHBLIX MONb3oBaTenew, 3aleflmx TOMbKO Mo OAHUM YPOBHEM AOCTyna unu
MaHZaTHOW MeTku. [MpuyeM JaHHbIN ypoBeHb ByaeT onpefensiteCA MO YPOBHIO MW METKe NepBOro
nonb3oBaTens, 3alleLero Ha AaHHbIA KOMMbIOTEP.

Mpumeyanue. Ecnn npu BKNOYEHUW 3anpeTa, €CTb YXKe 3anyleHHble ceccun
C pasnuyHbiMW YPOBHSAMW AOCTyna WNAM MaHAaTHbIMM MeTKaMu, peKoMeHOyeTcs
BbINONHUTL Mepesarpysky KommnbloTepa. Ecnu He cnepoBaTh AaHHOW pekoMeHaaumm,
MOXET MOMy4YUTbCH, YTO CynepagMUHUCTPaTop Npy BIOKMPOBaHNM CBOEN 3anyLLEeHHON
Ceccun He CMOXET ee pasbnokmpoBaTb B BUAY BCTYNNEHUst B AEACTBUS UMEIOLLErocs
orpaHnyeHus.

Monutuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-C.
MaHgaTHble MeTKMn

[JaHHaa nonutuka npefHasHadyeHa Ans pefakTUpOBaHWs Cnucka MaHAaTHbIX METOK ANsi opraHv3auum
Henepapxmnyeckoro NpUHLMNA ynpaeneHus MaHaaTHbIM goctyrnoM B [16. B pegaktope NonuTMKM MOXHO
co3[aBaTb HOBble MaHOATHbIE METKM U yAanaTb CYLLECTBYIOLLME.



MonuTunka npumensieTca Ha moaynsax C3U Dallas Lock 8.0-C.
YpoBHM focTyna

[aHHaa nonuTuka npegHasHavyeHa Ons pefakTUPOBaHUA CnMcKa ypoBHEW OOCTyna ANd opraHu3auum
nepapxu4eckoro nNpvHUuna ynpaeneHns MaHgatHbIM goctyrnom B [1B. B pegaktope NonnTMKM MOXHO
NpUCBOWTL/OTPEAAKTUPOBaTb NMSsI, COOTHOCMMOE C ONnpederneHHbIM YpoBHEM gocTyna. Becero goctynHo
8 ypoBHewn goctyna (0T «0» 0o «7»).

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-C.

[Job6aBnATb WTamMn Npy nevyaTn nog ypoBHAMMU
HacTpowika gaHHOro napameTpa B JOMNOMHUTENBbHOM OKHE NO3BONSAET BbiOpaTh YPOBHM MaH4AaTHOIO
JocTyna nonb3oBarteneun, npu pabote nNoa KOTOPbIMK Ha pacnevaTbiBaeMble JOKYMEHThI byaeT
AobaBnAaTbCcA WwWramnm.
Monutnka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-C MK11.

PaspewnTb neyaTb u3-noa ypoBHEN Aoctyna

HacTpowka gaHHOro napameTpa B JOMNOMHUTENbHOM OKHE NO3BONSAET BbIbpaTh YPOBHM MaH4AaTHOrO
JocTtyna, paboTtas nof KOTOpbIMU, MONb30BATENN MOTYT OCYLLECTBNAATL NeYyaTb JOKYMEHTOB.
MonuTtunka npumenseTca Ha moagynsax C3U Dallas Lock 8.0-C NUK11.

5.4.10 HacTpouka nonuTuK gocTtyna

Ha Bknagke «Monutukn» B kateropum «lonmTukn JocTyna» HacTpauBaloTCs napameTpbl GrIOKMPOBKM
paboTbl ¢ hannamm onpeaeneHHbIX paclumMpeHuit u 610KMPOBKM aBTO3anycka NOAKMHOYEHHbIX YCTPONCTB.

B cootBeTcTBUM C TpeGOBaHMﬂMI/I NoNUTUKM ©e3onacHOCTU opraHunsauunmn HeobxogMmo HacTpouTb BCe
napamMeTpbl, pacnosyioXeHHble B CMUCKe NONIMTUK AoCTyna.

Ta6bnuua 19. Monutukn goctyna
BrnoknpoBaTb aBTO3anycK NOOKMOYEHHbIX YCTPOUCTB

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne JaHHON NonuTukmn: «Het».

I'Ipm BKMOYEHNN AAHHON NONUTUKN aBTOMATUYECKN 6J'IOKI/|pyeTCFI BO3MOXHOCTb 3anycka 6e3 komMaHAbl
nonb3oBaTesnd (aBT03aI'IyCKa) yCTpOVICTBa npwn NOAKNK4YeHNNn.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
BrnokupoBaTb KOMNbIOTEP NPU OTKNOYEHUU annapaTHoro naeHTudukaTopa

Bo3moxxHoe 3HauyeHune nonutukn: «da/HeTt». Mo ymonyaHuio 3HadeHne gaHHoON NonuTukK: «Het».

Mpy BKNIOYEHMM [aHHOW MNONUTUKM BCEeM MOoNib3oBaTeNsAM, KOTOPbIM Ha3Ha4eH annapaTtHbIn
naeHtudmkatop, pabota Ha gaHHom (1K npu oTkmoveHun naeHTudmkaTopa 6ygeT 3abnokuposaHa.
MonnTtuka He pacnpocTpaHaeTcs Ha NAeHTUUKaTopPbI, NpeabABNAeMble No KacaHuio.

MonuTnka NnpumMeHsieTca Ha MogynAX:
e C3W Dallas Lock 8.0-K/C;
e C3WV BW Dallas Lock.

BnokupoBaTb NoakKnoYeHNe He3apermcTpupoBaHHbIX Hakonutenen USB-Flash

Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHmio 3Ha4deHe JaHHOW NonuTuku: «Het».
[aHHasa nonuTuka no3sonsieT 6rnoknupoBaTb HesapernctpupoBaHHble USB-Flash HakonuTenu.
Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.

BnokupoBaTtb ¢hann-gUCcKu Npu OoTKITIOYEHUUN annapaTHoro naeHTudukaTtopa

Bo3moxxHoe 3HauyeHune nonutukn: «da/HeT». Mo ymonyaHmio 3HadeHre nonuTukn: «ax.

Ecnu npu cozganum chann-gncka noMmmo napons NCnonb3yeTcs annapaTtHbIi naeHTudmkartop, To npu
OTKMNoYeHMn nageHtudmkartopa ot MK, dann-guck Takke dygeT oTknodeH. CTOMT yumTbIBaTh, YTO NpU
M3MEHEHMN HACTPOEK annapaTHOro MaeHTudmukaTtopa HeoOGXOAMMO HadaTb HOBbIN ceaHC paboTbl
nonb3oBartens Afis  BbIMOMHEHUS KOPPEKTHoW OrnokupoBku. [lMonutnka He pacnpocTpaHsieTcs
Ha NOeHTUUKATOPLI, NPeabABNSEMbIE MO KaCaHMIo.



MonuTtunka npumeHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Briokupyemble pacluMpeHus

[aHHaa nonuTuka mcnonb3yeTcs Ang paboTbl CO CNMCKOM 3anpeLueHHbIX pacluMpeHun dannos
(nocnepoBaTenbHOCTM  CUMBOMOB, [AobaBngembix K UMeHW anna un  npegHasHayYeHHbIX
ans ngeHtndvkauum dpopmarta ganna). Mo ymonyaHuio gaHHasi NONMTUKA HE UCMonb3yeTcs.

Cnuncok 6nokupyembix pacLunmpeHuii painos NULLETCS B OAHY CTPOKY, 3NeMeHTbl Cnucka pasaensioTcs
TOYKOM C 3aNATON.

®yHKUMS «BrnokvpyemMble pacluvpeHusi» ByoeT pacnpocTpaHAaTbCs Ha BCeX Morfb3oBaTerneit kKpome
cynepagmuHuctpaTtopa. [lpu nonbiTke nonb3oBaTens OTKpbiTb pain ¢ 3aboKMPOBaHHLIM
pacluMpeHneM, NOSIBUTCS COOTBETCTBYIOLLeE NpeaynpexaeHue.

BHumaHue! Criegyet yyecTb, 4To AobaBrneHne B CNMCOK BNoKnpyembiX pacLuMpeHuit,
Takux kak exe, dll, sys, moxeT npmeectu Kk HepaboTocnocobHocTn OC (uckniodeHne
cocTaBuUT paboTa nog y4eTHOIN 3anucbio cynepagMuHucTpaTopa).

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Bpemsa oxunaaHmsa nogknroveHnsa no VNC (cekyHp)

MNonutnka nossonseT YCTaHOBUTb BpeMaA OXUOaHuA yaarneHHOro noakrntoYeHnda K pa60qe|v|y cTony
KOoMMbloTepa no cetu. Bo3amoxHble 3HaveHuss napameTtpa oT 5 go 600 cekyHa. 3HadveHue no
ymonyaHuio: «120».

Mo ncreveHMn ycTaHOBNEHHOIO BPEMEHHW 3arpoc NpepbiBaeTcs.

MpumeyaHume. NMpn nHMUMnpoBaHumn noakntodeHns no VNC koHconb ELLY 6rnokupyeTcs
[0 MOMEHTa NoAKnoyeHms/oTkasa B NOOKMIOYEHWN.

Monutuka npumeHsieTcs Ha moaynax AreHt ELLY Windows.

UckniouyeHns Ansa NpunoxXeHUn
[aHHas nonuTrKa No3BONSIET HACTPOUTL CMUCOK halnoB, AN KOTOPbIX HE MPOU3BOAUTCS KOHTPOSb
MPUNOXEHWI, NeYaTh U N30NMPOBAHHBLIX NMPOLIECCOB.

Cnucok coaepXnT MMeHa U Ha3BaHUS UCKITIOYEHWI, nepeyvuncrieHHble yepes «;». VIMeHa MoryT He
cogepxaTtb nyTu, NMbo BknoyaTb B cebs MOCNEAHIon YacTb NyTW UK NOMHbIA NYTb (3TOT BapuaHT
Hanbonee 6e3onaceH). Popmat 3HauyeHNs napameTpa: «MMs (MyTb), UCKITIOYEHNE;».

Cnuncok UCKNOYEHNIA:
— all — gns Bcex KOMMOHEHTOB,
— ips — gnsa COB;
—  print — gns nevaty;
— clipboard — ons n3onupoBaHHbIX NPOLECCOB.

Ecnu B ntobom anemeHTe crnvcka B Ka4eCcTBE MMEHUN YKa3aHO «*» — HacTpoika OyaeT akTMBHOW ANs
BCEX UCKITIOYEHUN.

Mo ymonyaHuio 3HavyeHne — He ucnonbayeTcs.
Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
MpuHyauTenbHOe 3aBepLUeHNe ceaHca Nonb3oBaTernsi P OTKIHUYEHUM annapaTHOro
naeHTudukaTopa

Bo3moxHoe 3HauyeHune nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne AaHHON NonNuTUkK: «dax.
[aHHas nonuTuka 3aBepLUaeT ceaHc Npu OTKITKYEHUM annapaTHOro ngeHTndmkaTopa.
Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.



5.4.11 HacTpouka nonuTuK cetn

Ha Bknagke «[llonutukm» B kaTeropum «CeTb» HacTpauBalTCca napameTpbl paboTbl CETEBOro
B3aMMOAENCTBUS.
B cootBeTcTBUM C TpeboBaHUsSMU NONMUTUKM ©€30MacHOCTU opraHusauum HeobxoaMMo HaCTPOWUTb BCe
napamMeTpbl, PacrnosioXXeHHbIE B CMUCKE MNONIMTUK CETU.

Ta6bnuua 20. MonuTukK cetn

BPEMH XpaHeHusA ceTeBOro Kawia

MonuTnka nNpuHUMaeT 3HayveHus oT 5 MuHyT Ao 14 gHen n «He mncnonb3yetcs». Mo ymonyaHuio
3HayYeHve JaHHOW NonuTukK: «He ucnonbayetcar.

[nsa yeBenuyeHus ckopoctu padotbl no cetn C3U Dallas Lock 8.0 npemoctaBnsieT BO3MOXHOCTb
COXpaHeHUs CeTeBOro kawa ¢ MHopmauunen o6 MMELNXCA B CETU TEX KOMMbIOTEPOB, KOTOPbIE
3awuwenrbl Dallas Lock 8.0, n k koTopbiM ke 6bino npousseaeHo obpatlueHme ¢ gaHHoro MNK. JaHHasa
NnonuTMKa No3eonseT BolOpaTh BpeMs XpaHEHNSI TaKoro CETEBOTO KaLLa.

Monutuka npumeHsieTcst Ha moaynsx C3U Dallas Lock 8.0-K/C.
CnucokK He3alMLLEHHbIX CepBepoB

C noMOLWbI0 AAHHON MNOMWUTUKM ANS YBENUYEHWs CKOPOCTM paboTbl MO ceTu, YTOBbl COKpaTwuTb
konnyecTtBo obpaweHun, C3W Dallas Lock 8.0 npegoctaBnsieT BO3MOXHOCTb COXPaHUTb NMOCTOSIHHbIN
cnmcok INK, koTopble He 3awumiieHbl C3U. BeoasTtcs nmena MK n cepeepoB nnmn ux IP-agpeca yepes
TOYKY C 3ansiTon.

MonuTtuka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.4.12 HacTpouKa nonuTMK annapaTtHon naeHTudpukauum

Ha Bknagke «[Monutuku» B kateropum «AnnapatHas WAeHTUMKALUS» MPOM3BOAUTCA BKIOYEHMWE
cuuTbiBaTenew annapaTtHbix naeHtTudgmkartopos aAna mogynen C3U Dallas Lock 8.0-K/C.

B cooTtBeTcTBUM C TpebGoBaHUSIMU MONUTUKM GE30MacHOCTM OpraHM3auuM HeobxoaMMO HacTpouTb BCe
napameTpbl, pacnonoXeHHbIe B CIUCKE NOMUTMK annapaTtHOn naeHTUdMKaLmu.

MonuTnkM annapaTHoW naeHTUdUKaLUM NPUHUMAIOT 3HAYEHUsT «Bkn.» 1 «Bblkn.».

JocTynHa HacTpolka cneayloLwmx TUNOB annapaTHbIX MOEHTUUKATOPOB:

NFC-mMeTKku n cMapT-KapThl;

USB flash drive;

CuutbiBaTenn ESMART;

CuutbiBaTEnM Guardant ID;

CuutbiBaTenu HID IronLogic Z-2;

CuutbiBaTenu JaCarta GOST;

CuutbiBaTenu JaCarta PKI;

CuutbiBaTenu KT-TM;

CuuntbiBaTenm TM COM-A (DS9097V);

CuuntbiBaTtenn TM COM-P (DS9097);

CuutbiBaTEnu eToken;

CuutbiBaTenu PyTokeH.

Ha npoBepky wnaeHTUMUKaUNMOHHON WHOPMaLMM MOnb3oBaTens HacTponka nonuTUK annapaTtHomn
ngeHTudurkaumm He Bnmset. [loatomy, ecnu, Hanpumep, HAaCTPOUTb CYMTbIBATENb, 3a4aTh NOMb30BATENO
annapaTtHbIi ngeHTudmkaTop, a nocrne U3MeHMTb 3HayeHre NMONUTMKU ANS AAaHHOTO Tuha annapaTHbIX
cumTbIBaTENENn Ha «BbIKN.», TO NpW BXOAE AaHHOro Nnonb3oBaTtens annapaTHbli UAeHTUdUKaTop BCe paBHO
OyaeT npoBepsiTbCs, U, COOTBETCTBEHHO, OH HE CMOXET BOWTWU B cuctemy. Ecnn nonb3oBaTtento 3agaH
annapaTtHbIi uaeHTUduKaTop, cucTeMa 3alimTbl 06s3aHa ero NpPoBepuTb, @ ECINN NPOBEPUTL HENb3S,
TO AONYCTUTb NONb3oBaTens A0 MHPOPMAaLNOHHBIX PECYpPCOB CUCTEMA 3alLMTbl HE UMeeT npasa.

5.5 MexceTeBOM 3KpaH

Mocne HaCTpOVIKI/I CUCTEeMbl ynpaBneHus, HeobxoaMmo npon3secTtun HaCTpOVIKy MeXCeTeBOro aKpaHa. Mopg
HaCTPOVIKOVI MEeXCeTeBOro 3KkpaHa NnoHNMMaeTCA yCTaHOBKa 3Ha4YeHU NONUTUK OISt MEXCEeTEBOro 9KpaHa,
yaoBneTBopALWMX NONMUTUKaM ©e3onacHocTun opraHusauumu.



Bonee noapobHO 0 MexceTeBOM akpaHe B PykoBoacTtse no akcnnyaTtauun C3U Dallas Lock 8.0 rnasa 15
n B PykosogcTee no akcnnyatauuu Dallas Lock Linux pasgen 4.11.

Ons nepexoga K pasgeny HacTpoek «YnpaerneHue KomnoHeHToM MO3» Heobxogumo Ha BKnagke
«KoMnoHeHTbI» BbiGpaTh «MexceTeBon akpaH». Ha cTpaHuue «YnpasneHne KoMnoHeHTOM M3» MOXHO
pefakTMpoBaTb NapameTpbl NONUTUK Ha ypoBHe Bcero 1B, nocne cnHxpoHmnsauum Ha Bcex NOAYMHEHHbIX
obbekTax B [1b npumeHsitoTca ycTaHoBNeHHble HacTpouku (Puc. 101).

KomnoHeHTs!

YnpaBneHnune komnoHentom M3 MexceTeBoW 3KpaH

CucTema KOHTPONIA HakonuTeneit AEWCTBUA

Nonutmka A 3nauenue Tun moayns

OU/bTPbI

Wma noantukmn | *

Puc. 101. Bknagka «MexceTeBOM 3KpaH»

OTKpbITb peAakTop NOfUTUKA MOXHO CreayoLmmMmm cnocobamm:

e [BaXAbl LLENKHYTb JIEBOW KHOMKOM MbILLW MO U3MEHAEMOWN NONUTUKE;
e  BbI3BaTb KOHTEKCTHOE MEHIO U3MEHAEMOW NONUTMKN 1 BbibpaTh «CBONCTBAY;
e HaxaTb KHOMKy «CBONCTBa» Ha naHenu «encTeums».

5.5.1 Hactpouka nonutuk M3

HacTpowiku, kacawwmecs 3HadeHun nonuTtuk M3, perynupytotca B kaTteropum «Hactponkn MO» Ha
Bknagke «KOMMoHeHTbI» — «MexXceTeBOon aKpaH».

B cooTtBeTcTBUM C TpeboBaHWAMM MONMUTUKM Ge30nacHOCTU opraHM3aumm HeobXoAMMO HACTpOUTb Bce
napameTphbl, PacrnosioXeHHble B Crincke nonmMtuk M3.

Ta6nuua 21. HacTtpoikun M3
BnokupoBatb npotokon QUIC

BoamoxHoe 3HauyeHune nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukKn: «Hetr.
Mpu BkNOYEHUN gaHHoW nonutukm M3 BrokmnpyeT npoTtokon QUIC.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

Bknio4yaTtb yBegoMiieHMe B Tpew Npu 6110KMpoBKe coeaUHEHUA
Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHe JaHHOW NonuTukK: «Hetr.
Ecnu BkNtoUMTb AaHHYI0 NONUTKKY NpU 6IIOKMPOBKE CoeauHEHNsT OyayT NpuxoauTb YBEAOMIEHNS.
Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
JoBepeHHble npaBuna M3

Bo3moxHoe 3HavyeHne nonutukn: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuio: «BbIkm.».
BknoyeHne gaHHOWM MNONUTUKX paspeLlaeT MCNofb3oBaHUe A0BEPEHHbIX npasun M3.
Monutuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-C.
Ucnonb3oBaTtb 6e3onacHbIN Be6-cephuHr
[aHHas nonuTuka ncnonb3yeTcsa Ansl HacTpoviku 6esonacHoro Beb-cepdumHra. Mo ymonyaHmio gaHHas
NONMNTMKA HE UCMONb3YEeTCA.

B Hell MOXXHO NMPOM3BECTU YCTAHOBUTL, YTO AeNnaTb C BpeAOHOCHbIM MO, KOHTEHTOM ONsi B3POCHbIX U
umwnHrom (6noknpoBaTh, XKypHanupoBaTb, OTKIHOUYNUTD).

MonuTtunka npumenseTca Ha moagynsax C3U Dallas Lock 8.0-K/C.



MakcumanbHbIn pa3mep http-3aronoBka

Monntvka no3BonsdeT YCTaHOBUTb MakCcuManbHbIA pasmep http-3aronoBka. Bo3amoxkHble 3HayYeHus
napameTpa oT 128 go 16384. 3HauyeHne no ymonyaHumio: «2048».

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MexceTeBoW 3KpaH

Bo3moxHoe 3HavyeHune nonutukn: «Bkn./Beikn.». 3HavyeHne no ymonyaHuo: «Bbikm.».
BkntoveHne gaHHOWM NONUTUKKM BKIToYaeT padoty MO.

Monutuka NnpuUMeHAeTCA Ha Mo4ynax:
e (C3M Dallas Lock 8.0-C;
e C3MHC[ Dallas Lock Linux.

Otkniovatb GZIP ansa aHanusa HTTP tpacmka

Bo3moxxHoe 3HaveHune nonutukn: «Bkn./Beikn.». 3HavyeHne no ymonyaHmio: «Bkn.».
BblkntoyeHne gaHHOM NONUTUKM paspeluaeT ncnonb3oBaTb GZIP anga aHanm3a HTTP Tpadwuka.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-C.

OTknovaTh nokanbHble npaBuna M3 npu aBTonepeknto4veHun npocdunsa M3
Bo3moxxHoe 3HauyeHne nonutuku: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHon nonutukmn: «dax.

BoiknioyeHne [daHHOW MOMUTWMKM  paspellaeT WCMNonb3oBaTb JoKamnbHble npasBuna MO  npu
aBTonepeknoyeHum npocpunsg M3.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
OT1o6paxaTb coobLieHne 0 3a6NOKMpPOBaHHOM coeguHeHun (canTe)
Bo3moxHoe 3HaveHune nonutukn: «Ja/Het». Mo ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKN: «HeT».
BknoyeHne gaHHOWM NONUTKKKU pa3speLlaeT yBeJOMIIEHUS O TOM, YTO AaHHbIN CanT 3abrokupoBaH.
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
MepuoanYHOCTL NPOBEPKM 3aLULLEHHOCTU CUCTEMbI

[aHHas nonutmMka ncnonb3yeTcst A HaCTPOMKU NEPUOLMYECKON NPOBEPKN 3ALUMULLIEHHOCTM CUCTEMBI.
MeproamyHOCTb NpoBEpPKU NO ymonyaHuo 1 pas B yac. [loctynHble 3Ha4yeHusa ot 10 MvH 0o 1 gHs.

Takke MOXHO HacTpouTb onoeelleHne o6 OoTCyTCTBUM OOHOBNEHU Ansa Takux o6bekTos, kak OC (no
ymonyanuto 20 gHen), aHTMBUPYChI 1 ceTeBble curHaTypbl (Mo ymonyaHuio 20 gHert). Ons OC m ceTeBbIX
CUrHaTyp AOCTYNHble 3Ha4YeHus oT 1 go 60 gHew.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
MpoTtokonupoBaHue cobbiTun M

[daHHas nonutuka Mcnonb3yeTcs ANS HAaCTPOWKM NPOTOKONMpoBaHusa cobbituii M3. Mo ymonyaHuio B
3TOM NONMTUKE BblBpaHbl BCe anemeHTbl. [ns Toro 4tobbl BoibpaTh COBbITMA HEOOXOANMO 3alTh B OKHO
NPOTOKONUPYEMbIX COObLITUIA M BbIOpaTb U3 AETEPMUHMPOBAHHOIO ChnMcka (yCTaHOBKa napamMeTpoB
HeaKTUBHOro pexumMa, usmeHeHne Hactpoek M3 v np.)

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Pexum obyyeHus MJ

[JaHHaa nonutuka ucnonb3yeTcs ANsi HACTPOMKM pexuma obydeHus MO. 3HayeHne no ymonyaHuio:
«BblIknto4eHo». B oKkHE HaCTpOWKy MONWUTUKA MOXHO BblOpaTb aBTOMATUYECKUN UMW UHTEPAKTUBHbIN
peXxuM obydeHus.

[ns aBTomaTnyeckoro Heob6xoauMo HacTpouTb Nepunod obyveHus, BpeMs 1 gaTy OKOHYaHWst oby4veHus,
a Takke pexum nocne obyyeHusi: nponyckaTb MMM 3anpewartb naketbl. Kpome TOro, B 9TOM OKHE
HacTpaMBaeTCs MakCMMarbHOe KONMM4YecTBO MNOpToB B opHoMm npasune (10-100), makcumanbHoe
Konm4ecTBO aapecoB B ogHom npasune (5-100) n makcMmMarnbHOe KONMMYECTBO CO34aBaeMbIX NpaBui
(10-1000). Ecnu B KY ELLY BBECTU MeHbLLee 3Ha4YeHWe B None BBOAA, TO NPU COXPaHEHUN 3HAaYEHNe He
COXpaHWTCA, a BepHeTcs Kk ucxogHomy. Ecnu ato cpgenaTte Ha knueHTe DL8.0, To none npumet
MUWHMMarbHO BO3MOXHOE 3Ha4YeHUe (C MakCUMarnbHbIM 3Ha4YEeHWEM NOBEAEHNE aHAMNOTNYHO).

Ona MHTEPaKTUBHOIO pexunma HeO6XOp,I/IMO Bbl6paTb nencteme no ymon4yaHuio ana coeaunHeHua:
paspeLwaTtb nnn 6ﬂ0KMpOBaTb coegnHeHue.



Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
Pexum paboTtbl hunbTpaumum
[aHHas nonuTtuka ncnonb3dyeTcs Ans HACTPONKM pexuma paboTbl puneTpauuu. No ymonyaHuo B 310N

NONMMTUKE HWUYEro He Bbl6paH0. ,D,OCTyI'IHbIe 3Ha4YeHuA: «q)VIJ'IbTPOBaTb BCe, Kpome VCKIIOYEHNNY,
«(DVIJ'IpraLI,I/IFI aKTMBHa TOSTbKO AM151 XOCTOB-UCKITIOYEHUIY.

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
CoxpaHsaTb NoKanbHble npaBuna M3 npu cuHxpoHusauum ¢ ELLY
Bo3moxxHoe 3HauyeHne nonutukn: «da/HeTt». Mo ymonyaHuio 3HadeHne gaHHon nonutukmn: «dax.
BbiknioveHne gaHHOM NOMUTUKM OTKITOYaeT cCoXpaHeHue nokasnbHbIX npasunn M3 npy CMHXpOHM3auun ¢
ELY.
MonuTtunka npumeHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Cnucok nepexBaTbiBaeMbIiX MUCXOAALLUX NOPTOB
MonuTuka no3BOMSIeT YNpaBnsATb CMAMCKOM MWCXOAsAWMX noptoB, pabota c koTopbiMn Oyaer
punbTpoBaThCs. 3HaYeHne nNo ymonyanumio: «80,8080,3128,443».
Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
YBegomMreHusi N0 COGLITUSIM OTCYTCTBUSI aHTUBUpYca U obHoBreHun OC u DL
[aHHas nonuTuka ncnonb3yeTcsa Ans onpefeneHns mecta, kyga OyaoyT npuxoantb yBeOOMIEHUS MO
cobbITUAM OTCYTCTBUA aHTMBMpPYca u obHoBneHun OC n DL. 3HavyeHre no ymonyaHuio: «YBegomreHue

B XypHan». [OCTynHble 3Ha4yeHus: «YBEAOMIIEHME B CUCTEMHLIN tray», «YBegomneHue B ELY»,
«YBegoMneHune B XXypHany.

Monutnka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.

PunbTpauma SSL
BoamoxxHoe 3HaueHne nonutukn: «da/Het». Mo ymonyaHuio 3HadeHne AaHHON NONUTUMKK: «[ax.
BkntoveHne gaHHOWM NONUTUKKU BKOYaeT omnbTpaumio SSL.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MpoTokonupoBaHue cobbiTun M

[daHHas nonutuka mMcnonb3yeTcs AN HacTPOWKU MPOToKoNupoBaHus cobbituin M3. Mo ymonyaHuio B
3TOM NONUTUKE BblOpaHbl BCe anemeHTbl. [ns Toro 4Tobbl BbiOpaTb COObITMS HEOOXOANMO 3aATH B OKHO

NPOTOKONUPYEMBIX COObLITUIA U BbIOpaTb U3 OETEPMUHMPOBAHHOIO ChMcka (YCTaHOBKa napaMeTpoB
HEeaKTUBHOro pexumMa, n3aMeHeHue HacTpoek M3 n np.)

MonuTtunka npumenHsetca Ha moaynsax C3M HC[ Dallas Lock Linux.
Benbii cNUCOK NpUNoXeHUNn n YepHbIM CNUCOK NPUNOXKEHUN

HaHHas nonutuka ncnonb3yeTcs Anst BKITYEHUSA/BBIKITIOYEHUST 6E0Or0 U YEPHOTo CUMCKA NPUITOXKEHWIA.
OpLHOBpEMEHHO BKIMIOYUTL M YEPHbIN, 1 6ENBIN CMIMCOK HEBO3MOXHO. 3Ha4YeHUE MO yMONYaHuMo «Bbikn.».
HocTynHble 3HayYeHus: «BkntoveH 6enbin cnncoky, « BKknioYeH YepHbIA CAMCOKY.

Monutuka npumeHsieTcs Ha mogynax C3U HC Dallas Lock Linux.
BrnokupoBka agpecoB

MonuTnka no3BONSET OCYWEeCTBUTbL OMNOKMPOBKY aApecoB Mpu  YCTAHOBMIEHHOM  KONMWYecTBe
cpabaTbiBaHUA NpPaBUIT MEXCETEBOr0 3KpaHa B TEYEHWM YCTaAHOBIIEHHOINO MNepuoda BpEeMEHMW.
MpuHMMaeT 3HayeHne konmdecTBa cpabaTbiBaHuin: oT 2 go 10; npuHMMaeT 3HaveHne cpabaTbiBaHWN
npasun M3: ot 5 go 60 MuHyT. Mo yMOnYaHUO NONUTUKA OcyLlecTBNAeT 6NMokMpoBKy agpecos npu 10
cpabatbiBaHuax npaBun M3 B TeyeHne 60 MUHYT.

Monutuka npumeHsieTcst Ha mogynsax C3UW HC[ Dallas Lock Linux.
BknounTtb hunbTpauuio
BoamoxxHoe 3HauyeHne nonutukn: «da/HeT». Mo ymonyaHuio 3HadeHne gaHHOW NonuTukK: «dax.
BknoyeHne gaHHom nonuTuku BkNtovaeT unstpaumtio SSL(TLS) Tpaduka.
Monutuka npumeHsieTcs Ha mogynax C3U HC Dallas Lock Linux.



5.5.2HacTtpouka npaBun M3 C3U Dallas Lock

Ha Bknagke «MexceTeBou akpaH» B kaTteropum «lpasuna M3 Dallas Lock 8.0» npoussoantcs HacTponka
npaesun M3 gns moagynen C3U Dallas Lock 8.0-K/C (Puc. 102).

KomnoHeHTs1
¥npasnaeHue komnoHeHToM M3
AENCTBUA
Hactpoiiku M3 ] Mpaewuna M2 Dallas Lock 8.0
e —————————— Cospm
Ne Mms npasuna ¥ Hanpasnenme nepenaun  Tvn npackaa MapameTpul npoToKoN0E
lokansHbIE CETeBbIE Nanku Nioboie nakers! TCP/UDP-npasuno flokansHsie TCP-noprer: 139,445,135; Brewrne
8 BHELUHNE CETEERIE NANKK NroBeie nakeTel TCP/UDP-npaenno flokankHeie TCP-noprsr: Beg Brewnne TCP-m
7 andex.ru Vicxopauwme naxerst IP-npaennc NokansHiii 1P-agpec: Bee; Brewnnii IP-agpec:
test NioBoie nakers! IP-npasnno NlokansHeiii 1P-aape 96; Brewmuii 1
20 MSRPC NroBeie naketel TCP/UDP-npaenno flokankHeie TCP-noj ewkHne TCP-ne Konupoe

2 LDAP NioBbie nakeTs! TCP/UDP-npaswno Jokansreie TCP-nopret: 389; Brewrne TCP-ne
5 Interet Explorer HTTP/ HTTPS NioBoie nakers! TCP/UDP-npasuno JlokansHbie TCP-noprer: Bee; Brewsie TCP-nn

16MP TNiabiie nakeTel I6MP-npagune  OrcyTcTeyroT
17 ICMPV6 no ymonuasmio (#cxoaniy.. Vcxogaiume naxets: ICMPv6-npasuno  ICMP- cooBuenus: 1,141,142,13 L]
19 ICMPVS no ymonuasio (sxopatuee) Bxoaaiume nakers: ICMPv6-npasuno  ICMP- cooBujerus: 3,133,135,129,136; Jarpyse
16 ICMP no ymonuakmio (Moxoaaes)  Mcxoaawume nakers: ICMP-npagwae  ICM el
18 ICMP no ymonwanuio (xogatiee)  Bxogaiume nakets: ICMP-npagune  ICMP- cooBuerus: 3,8,10,11;

Puc. 102. Kateropus «MpaBuna M3 Dallas Lock 8.0»

Heobxoaumo HacTpouTb BCe npaBuna, pPacnosioXeHHble B cnucke npasun M3, B COOTBETCTBUMM C
TpeboBaHNAMM NONUTUKM BE30MacHOCTW OpraHm3aumm.

B atom kaTeropum MOXHO co3gaBaTb, pedakTMpoBaTb, y4anATb, akTMBUPOBaTb, AeakTUBUPOBATb,
KONUpoBaTb, MOBLICUTb UMW MOHU3UTb NPUOPUTET, COXPaHATb U 3arpyxaTb npasuna M3. Takke MOXHO
CKpbIBaTb OTOBPaXeHne HEKOTOPbIX CTONBLIOB HACTPOVKN NpaBur.

Mo ymonyaHuMio npornyckawTca BCe NakeTbl. HO B OKHe AaH CNUCOK OCHOBHbIX npaBun M3, koTopble
HaxoA4sTCA B 4€aKTUBMPOBaHHOM COCTOSIHUM.

Cnuncok npeaycTaHOBNEHHbIX AeakTMBUPOBaHHbIX npasun M3:

e DNS KknueHrT;

ARP;

DHCP knueHr;

HTTP /HTTPS KknueHrT;

Internet Explorer HTTP /HTTPS;

IGMP;

yandex.ru;

BHellHWe ceTeBble nanku;

JlokanbHble ceTeBble Nnarku;

DL yganeHHoe ynpaeneHue (BxogsLuee);
DL yganeHHoe ynpasneHue (ucxogsiiee);
DL npoBepka goctynHocTtu knueHtos (ICMP ping);
DL Cb (Bxoasiuee);

DL Cb (ncxogswee);

DL CJl (Bxogsuee);

ICMP no ymonuaHuio (1ncxogsiuee);
ICMPV6 no ymonyaHuio (ncxogsiee);
ICMP no ymonuaHuio (Bxoasiee);
ICMPV6 no ymonyaHuio (Bxoasiee);
MSRPC,;

LDAP.

Cnmncok npaesun MO ansa mogynein C3U Dallas Lock 8.0 Ha ypoBHe b npeactaBnsaeTt cobon Tabnuuy ¢
nonamu:

1. «Ne» — cTtonbel, ¢ MAEHTUPUKALMOHHBIM HOMEPOM CTPOKW MpaBuna U ¢ UHAMKATOPOM aKTUBHOCTU
npaewuna. Mone «Ne» NpuHMMaeT cneayroLwuii BUA:

# — paspelwatoLiee NpaBmo akTMBHO;

€ — sanpewaroliee npaBuno akTMBHO;



5.

— 3anpeujarwiee nnm paspeliarouiee npaBsuniio HeaktnBHoO.

«Mma npasuna» — 3agaHHoe AVB npounsBonbHoe umsa npasuna M3 npu co3gaHum.
«HanpaBneHue nepegaun» — oTobpakaeTcs HanpaereHMe CceTeBoro Tpadmka, AN KOTOpPOro

OeNCTByeT NpaBuno.

«Tun npasuna» — 0T06pa>+<aeTcsq TN nNpoToOKOoJla, Ha OCHOBAaHUWM KOTOPOro ocylwlecTBrAeTCcA

qJVIJ'IpraLI,I/IFI CeTeBbIX NakeToB.

OCHOBHble AaHHble Mo pecypcamMm 1 nosnb3oBaTesidM, OJ1A KOTOPbIX OHM Ha3Ha4eHbl: MackKu nyTu,

nonb3oBartenn, ypoBeHb goctyna n 1.4.

Ons NnpUMeHeHnd N3MEHEHNIN CNucka YYE€THbIX 3anucen Ha Moaynax Heobxoamma CUHXPOHM3aUnA.

B kateropuu «[pasuna M3 Dallas Lock 8.0» MOXHO Ha3HaunTb OENCTBUS, KOTOpble ByayT BbINOMHATHCS
C naketamu, He NoNasLIMMMK HM NOA OAHO NMpaBuIio (MPOMNycKaTb UNK 3anpeLuaTtb nakeTbl). Takke MOXHO
ykasaTb, Kyga OyayT npuxooutb yBEAOMMEHUS O AEWCTBUSX C TakMMU naketamu: «YBeOOMIEeHWe B
cucTeMHbIn tray», «YBegomneHune B ELLY», «YBegomneHune B XXypHan nakeToB».

5.5.3HacTtpownka npaBun M3 Dallas Lock Linux

Ha Bknagke «MexceTteBon akpaH» B kateropum «[lpaBuna MO Dallas Lock Linux» npoussoauTcst
HacTponka npasun M3 ana moaynen C3UM HC[ Dallas Lock Linux (Puc. 103).

HeobxoaMmMo HacTpouTb BCe NpaBwuna, pacrnosiokeHHble B crnucke npasun MO,

KomnoHeHTs!

¥YnpaBneHue komnoHeHTom M3

Ne Mpuopwrer  Wmia npasmna Hanpasnenve nepepaun
1 255 OTKNOHATE AOBLIC NaKETS! NioBic nakera:
Cera NioGiie nakete:
FTP-aarirsie NioGuie nakere:
4 4 Ornipaska cooBLuennii no nexTporHoii nouTe Nro6sie naxers:
5 5 CHIPOHUSaLIA 3NEKTPOHHOR MoUT! NioGiie nakeTs:
[loCTy K 3NEKTPOHHOH NOHTE 13 NOKZALHOrO NENTAROTG KANEHTa JTrobEic NaKeTs!
712 test NG nakeTe

8 128 bb NioBele naxeter

l l Mpaeuna M3 Dallas Lock 8.0 ] Mpaeuaa M3 Dallas Lock Linux

Tun npaswna
IP-npagnno

TCP-npasuno
TCP-npasino
TCP-npasuno
TCP-npasuno
TCP-npasuno
IP-npagnno

IP-npasuno

Puc. 103. Kateropus «MpaBuna M3 Dallas Lock Linux»

TpeGOBaHVIFIMVI NonuTNKM 6e30NacHOCTU opraHunsauunn.
Cnuncok npenycTtaHoBIIEHHbLIX AeaKTUBUPOBaAHHbIX NpaBun M3:

e CerTb;

FTP-gaHHblE;

OTnpaBka coobLLEHNI NO 3NEKTPOHHOM MOYTE;
CHHXPOHM3aLMA SNEKTPOHHOM NOYThI;

OTKMNOHATL NoOble NakeThl.

,uOCTyI'I K SJ'IeKTDOHHOIZ no4yTe U3 NoKasibHOro NO4YTOBOIO KIMNEHTA,

AEWCTBMA

Cco

Kom
Cox
3ar

Cxprims cro

B COOTBETCTBUMN C

Cnuncok npasun M3 gns moaynen C3UM CH[ Dallas Lock Linux Ha ypoeHe b npeacrtaBnset cobon
Tabnuuy ¢ nonamu:

1.

2.

«Ne» — cTonbel, ¢ MAEHTUPUKALUMOHHBIM HOMEPOM CTPOKMU NpaBuiia U C MHOMKATOPOM aKTUBHOCTU
npasuna. lNone «Ne» npMHMMmaeT crnegyowmin Bua;
# — paspelwatoLiee NpaBuIo akTMBHO;
€ — sanpewaroliee npaBuno akTMBHO;
— 3anpeLlaroLlee unum paspeluatoliee npaBuo HeakTUBHO.
«YyeTHad 3anucb» — COAEPXKUT NMSA YHETHON 3arnucu.



3. «[lMpuoputer» — ctonbel, ¢ HOMEpPOM NpropuTeTa Npasuna.

«Mms npaBuna» — 3agaHHoe AVB npounsBonbHOe nvs npasuna M3 npu co3gaHuu.

5. «HanpaBeneHve nepegaun» — oTOOpaxaeTcsa HanpaeBreHue ceTeBoro Tpadwuka, Ans KOTOpOoro
AeNCTBYeT NpaBusio.

6. «Tvn npaBuna» — oOTOOpaxaeTcs TWUM CEeTEeBOr0 MMM TPaAHCMOPTHOrO MPOTOKONA, Ha OCHOBaHWUU
KOTOPOro ocyLlecTBnsieTcs hunbTpaLms ceTeBblX NakeToB.

7. «[Mpocounb Safe Mode» — cTonbey cooepXut MHOPMALUIO O COCTOSHUN (BKIOYEHA/BLIKMIOYEHA),
nobaeneHo nu npaswuno B npocunb «Safe Mode».

>

MoryT ObITb yganeHbl nonb3oBaTtenem Ha moayne C3W HC[L Dallas Lock Linux. Ons
yaanexus npasmna M3 Ha moayne, agMUHUCTPAToOpPy HEOBXOAMMO OTKMIOUYUTL OaHHbIN
napameTp Ha ELLY.

MpumeyaHue. He pekomeHayeTcs ygansaTb Bce npasuna m3 npoduna «Safe Modey,
NMOCKOSIbKY OH He0BX0AMM Ans KOppeKTHoW obpaboTku Tpaduka B crydae KpUTUYeCcKoro

@J MpumeyaHue. NpaBuna, co3gaHHble Ha ELLY ¢ BknoyeHHbIM Moaynem «Safe Modey, He
@J cbos paboTel M3.

8. OcHoBHble faHHble No pecypcaM: dunbTpauus, ayauTt, aBTobNoKMpoBKa U T.4.
[N NpUMEHEHNA U3MEHEHUI CMMCKA YYETHbIX 3anncei Ha Moaynsx HeoOXoAMMa CUHXPOHU3ALMS.

B aToi KaTeropuv MOXHO CO3[aBaTb, peAaKkTUpoBaTb, yAansTb, aKTUBMPOBATb, [AeaKTMBMPOBaTb,
KOMMPOBaTb, NOBLICUTL UM MOHU3UTL MPUOPUTET, COXPaHATb U 3arpykaTb npasuna M3. Takke MOXHO
CKpbIBaTb OTOGPaKeHMe HEKOTOPbIX CTONBLOB HACTPOVKM NpaBus.

PeannsoBaHa BO3MOXHOCTb 3KcropTa npasuin MO B dann no kHornke «CoxpaHutb» (Puc. 104). MNocne
HaxkaTus «CoxpaHnTb», B NMOSBMBLUEMCS OKHE, HY)XHO yKa3aTb NyTb AN COXPAHEHUs] OTYETA C AaHHLIMM
13 Tabnuupl ¢ npasunamm MO. ®ann coxpaHsieTcs B goopmaTe txt.

0 Coxparenne daiina *

CoxpaHnTe Gaiin Kak...

s | |

OTtmeHa

Puc. 104. QkcnopT npaBun M3 B dann

Ons npumeHeHus npaeun M3 Ha Mmogynsax Heob6XxoAMMO Ha NaHenNn OENCTBUN HaXaTb KHOMKY «3arpy3ntby.
B nosiBuBLLEMCSI OKHE, HEODXOAMMO YyKa3aTb NyTb K dhanny, ANs 3TOro HY>KHO:

e  HaxaTb KHOMKY «BblbpaTby;
HaMTW 1 BbIOpaTb COXpaHEHHbIV paHee dan npasun M3;
HaXkaTb KHOMKY «MpUMEHUTbLY.

BHumaHue! [llpumeHeHve npasun MO 13 KoOHurypauuoHHoro pavina npusBedeT K
yAaneHuio Bcex Tekywmx npasun MO.

5.5.4 Co3pganue npasun M3

Ons co3gaHusa Hosoro npasuna M3 Ha yposHe 1B Heobxognmo:



1. Boibpatb [16 B AepeBe KoHCONU 1 NepenTun Ha Bknaaky «MexceTeBoun akpaH».

2. lMepenitn B Kateropuio npasun Dallas Lock 8.0 unu Dallas Lock Linux u Ha naHenu MHCTPYMEHTOB
HaxkaTb kHonky «Co3aatb».

3. Ha akpaHe nosiBMTCS OKHO MacTepa co3aaHus npasun MO (Puc. 105). BeibpaTb Ha kakve mogynu 6yaet
pacnpoCcTpaHATbCA OAaHHOE NpPaBuiio, MOXHO CO3[4aTb YHMBEPCANbHOE NPaBuIo UNM NpaBuio Ans
KOHKpeTHoro moaynsi. lNocne HaxaTb KHoMKy «[aneey.

O MacTep cozaarua npaeun M3 *

Tun moaynei

BEIBEPKTE, HA KAaKME MOZYIW BY1ET PACNPOCTPAHATECA COSAABAEMOE NPAEUND

=

(®) YhueepcaneHoe npasuno M3
‘C:‘ Mpaenne M2 gna mogyneit Dallas Lock 8.0

O Mpaenne M3 ana mogyneit Dallas Lock Linux

Nanee Ormexa

Puc. 105. MacTtep cosgaHusa npasun M3

4. BBecTu HasBaHuWe npasuna n TMn gencreus. lNocne HaxaTb KHOMNKY «[aneey.

5. BblbpaTb 06beKkTbl AepeBa AOMeHa, AN KOTOpbIX NpaBuno OyaeT akTMBHO NMOO OCTaBUTb NMPaBuUIIo
BbIKMIOYEHHbIM U HaXxaTb «[daneex.

6. BbibpaTb HanpasneHus nepegaym u ykasatb napameTpbl npasuna. lNocne HaxaTtb «[daneex.

7. Bbibpate TUN npaBuna, onpegenslowmii Habop NPOTOKON ANs AarnbHEeMWen HacTPOWMKM U HaxaTb
«daneey. 3anonHnTbe HeobxoauMble Nonsa 1 HaxaTb «[Janeey.

8. lMocne oTKpoeTCcA OKHO 3Ha4YeHUr NapameTpoB co3faBaeMoro npasuna. [na 3aBeplleHus HaxaTtb
KHOMKy «["0TOBOY.

Co3gaHHoe npaBufo NosiBUTbCA B Tabnuue npaBun Moaynen, Ans KOTOPbIX OHO Oblno HasHauyeHo.

OTKpbITb peAakTop npasuna MOXHO criegyoLwumy cnocobamu:
e [OBaXAbl WWENKHYTb NIEBOWN KHOMKOW MbILLX MO U3MEHSIEMOMY MpasuIy;
e BbI3BaTb KOHTEKCTHOE MEHIO N3MEHAEMON NOMNUTUKM 1 BbiBpaTb «CBOMCTBAY;
e HaxaTb KHOMNKy «CBoncTBa» Ha naHenu «encTems».

5.6 Cucrtema KOHTpoOns HakonuTenemn

Ona nepexopga Kk pasgeny HacTpoek «YnpasBneHue komnoHeHTom CKH» HeobxoaMmo Ha Bknagke
«KoMnoHeHTbI» BbibpaTh «CMcTEMa KOHTPONSA HakonuTeneny». Ha ctpaHuue «YnpaBneHne KOMMOHEHTOM
CKH» MoxHO pegakTupoBaTb NnapameTpbl MONUTUK Ha ypoBHe Bcero [1B, nocne cuHxpoHM3auumn Ha Bcex
NoAYNHEHHBbIX 06bekTax B [1b NpMMeHsitloTCa yCcTaHOBMNEHHbIE HAacTporkn (Puc. 106).

Bonee nogpobHo o Cucteme KOHTponsi Hakonuternen B PykoBoactBe no akcnnyaTtauum C3U
Dallas Lock 8.0 rnasa 13 u B PykoBoacTtee no akcnnyaTtauum Dallas Lock Linux pasgen 4.5.



KomnoHeHTs!

YNPABJIEHUE KOMMOHEHTOM CKH MexceTegoii 3kpak

HacTpoviku CKH [ CuemHbie HakonuTenn |

Cucrema KOHTPOAA HaKonuTenen AENCTBUA

Noaurnka “ 3uauenue Tun mopyns

DUNBTPhI

Wma noavmikn |~

Puc. 106. Bknagka «YnpaBneHue komnoHeHToMm CKH»

5.6.1 Hactponku CKH

HacTpowiku, kacawwmecsa 3HadeHun nonmmtuk CKH, perynupytotca B kaTeropunm «Hactponkm CKH» Ha
BKNaake «YnpasrneHne komnoHeHTom CKH».
Tabnuua 22. Hactpownkun CKH

Bknrounts MTP/PTP ycTponcTBa

BoamoxHoe 3HayeHne nonuTuku: «Bkn./Bbikn.». 3HavyeHne no ymonyaHuio: «Bbikm.».
[daHHas nonutyka no3sBonseT HacCTPOUTb paspelueHne ang sknoyeHmns MTP/PTP ycTtponcTs.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock Linux.
MapameTpbl CD-ROM guckoB no ymosn4vaHuio

Monutnka nosBonseT HacTpouTb AJoctyn Kk napametpam CD-ROM guckos, npegoctaenss
onpegeneHHbIM Nob30BaTeNsaM uUnv rpynnamM npaso Ha paboTy.

MonuTtuka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MapameTpbl USB-HakonuTteneu no yMmonyaHuio

Monntuka nosBonseT HacTpouTb AocTyn K napametpam USB-HakonuTenen, npegocraBnsas
onpegeneHHbIM Nofb30BaTeNsaM unv rpynnamM npaso Ha paboTy.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock Linux.

MpumeyaHue. B cnyyae, ecnm Ha knueHTckom APM ¢ C3WU Dallas Lock Linux He
NPUMEHUNNCL KOPPEKTHO paspelwatwwime npasuna anad USB-Hakonutenen (MOXHO
npoeepuTb B 06onodke agmumHuctpupoBaHusa Dallas Lock Linux Ha Bknagke «KoHTpomnb
pecypcoB» B KaTteropun «brodHble ycTponcTBa» B none «Tun KOHTPOnsi»), Heobxoaumo
npogenartb criegylowme 4encTBus:

B koHconu ELY pgna pgadHHoro APM (unu gns rpynnel, wnu Ansg Bcero AoMeHa
©e30nacHOCTN) HaACTPOUTb OAHHYH MOMUTMKY creayrlwmm obpasom: «[UCKPEeLMOHHbIN
aoctyn» — «Bce» — ycTaHOBUTb 3HayeHue «[lMonHbIn gocTyny. Ha naHenu MHCTpyMeHToB
«OnepaTtBHOE ynpaBneHuMe» MUCMNoNb3oBaTh KHOMKY «CUMHXPOHM3MPOBATby, O0XOATbCS
coobueHunsa «Komanga CMHXpOHU3aLUumM NHLMMPOBAHA ANSA BIIOXEHHBbIX MOLYIEN».

B koHconu ELY pnsa pganHoro APM (unu pgns rpynnbl, wnu Ans BCEro AOMeHa
©e30nacHOCTN) HACTPOUTb LAHHYK MOMUTMKY cregyrowmm obpasom: «ANCKPEeLMOHHbIN
aocTtyny — «Bce» — yCcTaHOBUTL 3HaveHue «3anpeTutb BCE». Ha naHenn MHCTPYMEHTOB
«OnepaTtBHOE ynpaBreHne» UCMNoNb30oBaTbh KHOMKY «CHMHXPOHU3NPOBATbL», O0XOATbCS
coobueHuns «Komanga CMHXPOHU3aLUM NHULMMPOBAHA ANS BIOXEHHbIX MOAYNEN.

MpoBeputb Ha APM KOppPeKTHOCTb YCTaHOBIEHHbIX HACTPOEK.
MapameTpbl PC No ymonyaHuro

Monutuka no3sonset HaCcTpoOuUTb O0CTyn K MNapamMeTpam C, npegocTtaBndaa onpegefieHHbIM
nonb3oBaTendamMm unu rpynnam npaso Ha pa60Ty.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.



MapameTpbl OTKPbITLIX FDD-AUCKOB NO YMOMYaHUIO

MonuTuka nos3BonsieT HacTpPoOWUTb [OCTyn K napameTpaMm OTkpbiTbix FDD-guckoB, npegocTaBnss
onpeaeneHHbIM Nofb30BaTeNsiM Uy rpynnamM npaso Ha paboTy.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
MapameTpbl OTKpbITbIX USB-Flash HakonuTenen no ymonyaHuio

Monntvka no3BonsieT HacCTpOUTb [JOCTyn K napameTpam OTKpbiTbiX USB-Flash Hakonutenen,
npenocTaBnas onpeaeneHHbIM Nofnb3oBaTeNsiM UK rpynnam npaeo Ha paboTy.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MapameTpbl OTKPbITLIX CbEMHbIX HAaKONUTENen No yMoYaHUo

Monutuka nossonsaer HacTpouTb [OOCTyn K nMnapamMeTpamM OTKPbITbiIM CbEeMHbIM HaKOMUTENAM,
npegocrtaendaa onpegeneHHbIM Nonb3oBaTendam unu rpynnam npaso Ha pa60Ty.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
MapameTpbl npeo6pasoBaHHbIX FDD-ANCKOB MO YMOMYaHUIO

MonuTtuka no3BonsieT HaCTPOUTL AOCTYN K NapaMeTpam npeobpasoBaHHbix FDD-auckos, NpefocTaBnsis
onpeneneHHbIM Nonb3oBaTeNsiM Uy rpynnamM npaso Ha paboTy.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MapameTpbl Nnpeobpa3oBaHHbIX USB-Flash HakonuTenen no ymonyaHuto

MonuTrka No3BONSIET HAacCTPOMTb AOCTYN K NapameTpaM npeobpasoBaHHbix USB-Flash Hakonutenei,
NpeaoCcTaBnsAs onpeaeneHHbIM NoMb3oBaTensam Unu rpynnam npaso Ha paboTy.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-K/C.
MapameTpbl Npeo6pa3oBaHHbIX CbEMHbIX HAKONUTENen No yMoYaHuto

Monutuka NO3BONSIET HACTPOWUTL AOCTYM K NapameTpam npeobpa3oBaHHbIX CbEMHbIX HAKOMUTENEW,
npefocTaBnssi onpeaeneHHbIM Nonb3oBaTensmM UM rpynnam npaeo Ha paboTy.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.6.2 CbeMHble HaKkonuTenu

B kateropun «CbemHble Hakonutenu» Ha Bknagke «YnpaeneHue komnoHeHTom CKH» dopmupyetcs
CMUCOK BCEX YCTAHOBMEHHbLIX AECKPUNTOPOB HA CMEHHLIE HaKoMUTENW, B TOM 4Yucne npasa [OCTyna u
HasHayeHHbl ayanT (Puc. 107).

KomnoHeHTEI

YNPABAEHWME KOMMOHEHTOM CKH

Wmsa pecypca “ Mapamerpe: Brapeney Onucanune Tun moayna

AEACTBMS

oo

Flash(1403-5001-1702290402300... fuckpetHeii goctyn  [owmen - [omen GesonacHoctn DL8.0 K11, DLL WK

Puc. 107. Bknagka «CbeMHble HaKONUTENu»

YTobbl Ha3HAYNTb npaBa OocTtyna K KOHKpeTHOMY HakonuTesto, HeO6XOp,I/IMO:

1. MNoAknynTb 3TOT HAKOMNUTESb K COOTBETCTBYIOLWEMY rnopTy MK.
2. Ha naHenu genctBumn HaxaTtb KHOMKY «[J06aBUTb».
3. Ha akpaHe nosiBuTCst OKHO MacTepa gobaBneHnsi cCbemHbix Hakonutenen (Puc. 108).



O Macrep goBaeneHna ceemHe HakonuTened - ELLY Dallas Lock *

Tvn mogyneii n cnoco6 NnogKArOYeHnA

BuIB epuTe TMN AECKPUMTOPA W CNOCOE NOAKMOYEHNA CHEMHEIX HAKOMKUTEN i

® Yenee, i 0
\8) pcansHelil geckpuntop

':i:' Jeckpuntop ana meayneit Dallas Lock 8.0

=
(®) USB-HakonuTenn nogknrouens k APM ¢ konconsto ynpaenequa ELLY

£y
\_J) USB-nakonuTenn nognrodedsl K APM B gomede BesonacHooTr

DNanee OTtmena

Puc. 108. MacTtep go6aBneHusi CbeMHbIX HaKonuTeneun

4. BblbpaTb TN geckpunTtopa u cnocob NoaknYeHns CbeMHbIX Hakonutenen. Haxatb «Janee».

Mpumeyanue. Ecnn Hakonutenb nogkntodeH Kk ELY, pabotatowemy Ha OC Linux, u
[OCTYN K ero hannoBon cMcTeMe OTCYTCTBYET, HEOOXOAUMO YCTaHOBUTb HEAOCTAaloLLMN
naket ntfs-3g.

5. BblbpaTb CbeMHbIN HAKONUTENb U 06BEKT hanNoBO CUCTEMBI.
6. HacTtpoutb npasa goctyna v ayaut. [inga 3aeBeplueHns HaxaTtb « 0TOBO».
HobaBneHHbI HakonuTenb nosiBUTCS B cnvcke. OTKPbITb pefakTtop napameTpa MOXHO Creaylowumu
crnocobamu:
e [OBaxAbl WEMKHYTb NIeBOM KHOMKOW MbILLKX NO U3BMEHAEMOW HAKONUTENHO;
e  BbI3BaTb KOHTEKCTHOE MEHIO N3MEHSEMON NONUTUKN U BbiGpaTb «CBOMCTBAY;
e HaxaTb KHOMKY «CBoNCTBa» Ha naHenu «[JencTeus».

MNpumeuaHune. B cnvcok KoOHTponuMpyembix OOBLEKTOB HAKOMUTENW 3aHecyTcsl B
cneumansHOM oopMaTe, B KOTOPbIA BXOAWUT TUM HAKOMUTENS U €70 YHUKarbHbIA HOMEpP
(«Flash(XXXX-XXXX- XXXXXXXXXXXXXXXXXXXKX):\»).

Ona USB-Flash HakonuTenenm HoOMep BbICYUMTBIBAETCA Kak:  MAaeHTudukaTop
npoussogutens (VendorID), naeHtndukaTtop npogykta (ProductiD) n cepuiHbin Homep
(Serial Number).

5.7 3apanua Ob

KomaHgpl, otnpaensemble ¢ ELLY Dallas Lock Ha moaynu, ¢ oxuaaeMbiM pe3ynbTaTOM BbINONHEHUS
CO CTOpPOHbI Moaynsa HasbiBatoTest B ELLY Dallas Lock 3agaHuamu.

YnpaBneHue 3ajaHuaMuU ocyLLleCcTBRsieTCa Ha Bknagke «3agaHusa» (Puc. 109).



3apannn

AP w— an Aanop o Nowm  Cane
YMPABAEHUE 3ALAHHAMM

RoGanmrs saganme

Puc. 109. Bknagka «3agaHus»

Cnmncok 3agaHun Ha ypoBHe b npeactaBnset cobow Tabnuuy ¢ nonsmu:
1. «CosgaHo» — coaepxuT nHdopmaumio 0 gate U BpEMEHN CO3aaHusA 3adaHuns, TaKkke B JAHHOM none
COOEPXKUTCHA MKOHKA, KOTOpasi yKa3bIBaeT Ha CTaTyC BbINOMHEHWS 3aaHNS:
9 _ 3aJaHve BbIMOSHEHO;
— 3ajaHune OXuAaeT BbIMOJIHEHWS;

o _ npwv BbINOSIHEHMM 3aaHUS MPOM3oLLISIa ownbka.

«BbINONHEHO» — coaepXuT aaty u BpeMs BbINOMHEHUS 3a4aHus.

«Tuvn» — cogepXut Ha3BaHne 3agaHus.

«ABTOpP» — COAEPXKUT UMS YHETHOW 3anncu nonb3oBaTens ELLY, cosgaBwero sagaHue.
«APM» — cogepxut nms MK, anga BbINOAHEHNA HA KOTOPOM CO34aHO AaHHOE 3aJaHue.

«Mopgynb» — cogepXuT UHdopmaLumto 0 TUNe MOAYNS, AN BbINOMHEHNS HA KOTOPOM CO34aHOo AaHHOoe
3ajaHue.

7. «CTtaTyc» — yKasblBaeT Ha CTaTyC BbIMOJNIHEHWUS 3afaHus.

o gk whN

5.7.1 Co3paHue 3agaHun

[nga co3gaHuns HOBOro 3agaHus Ha yposHe [1b Heobxoanmo:

1. Bbibpatb [1b B AepeBe KOHCONN 1 NepPenTH Ha BKNaaKy «3agaHus».

2. BbibpaTtb nyHKT «[Jo6aBWTbL 3agaHue» Ha NaHenyu UHCTPYMEHTOB.

3. Ha akpaHe nosiBUTCS OKHO MacTepa co3gaHus HOBOro 3agaHus (puc. 110).

O MacTep cosgaHma 3agaHnA X

BeiBepute TN Mogyna

Dallas Lock 8.0 FE11 A

BriGepwuTe THN 3333HNA

MonyuyeHne koHpUrypaumm i

Co3pate OrmeHa

Puc. 110. MacTtep co3aaHus 3agaHusi

4. BblbpaTb TN MOAYNS 1 TUM 3adaHus.

5. HaxaTtb kHomnky «Co3gaTtb.

6. Npu Heo6XoAMMOCTM yKka3aTb OOMONHUTENbHYIO MHpopMaLmMio, Heo6XoaMMYHO AN CO34aHNsA 3aAaHus.
Ouepegpb co3gaHHbIX 3afjaHuWi OOCTynHa npv Bblbope obbekTa B gepeBe M nepexode Ha BKMagky
«3apaHusy.

Co3pgaHHoe 3agaHne accouumnpyeTcs C KOHKPETHBIM MOAySieM B JOMEHE, MO3TOMY Mpy CO34aHMM 3agaHnst
Ha ypoBHe [1b B cnucke nosiBATCA 3anucy O 3afaHusx no KONMYEeCTBY B AOMEHE MOAyrnen Toro tmna,
KOTOPbLIN yKa3aH Mpu co34aHum 3agaHus. Tunbl 3agaHni 4ns Kaxaoro OTAEeNbHOro MoAyns NepeyncrieHbl
B Tabnuue Huxe.



Mpumeyanue. Ecnn 3agaHms Gbinn co3gaHbl OOHOBPEMEHHO A1 ONpedernieHHoro Tvna
MOZYInewn, TO OHW aBTOMaTMyeckn 6yayT oObeaMHEHbI B rpynmny.

Ecnu B [JlomeHe 6e30nacHOCTM He 3aperncTpmpoBaHO HU OOHOrO MOAYnsi TOro TMna, KOTOPbIN yKka3aH npu
co3gaHuM 3aaHus, 3afaHne He co3daeTcsl U He MonagjaeT B odepenp.

Mpu cosgaHun pyGnvkata He BbINOMHEHHOro 3afaHus Ans MOAyns BO3HWKaeT npeaynpexneHue
(puc. 111), nponcxoanT OGHOBEHWE 3afaHust, NPU 3TOM CTapoe 3afaHue yaansieTcsl U 0cTaeTcs TONbKo
6onee HoBoeE.

O Coobuerne *

o 3343HWA A3HHOTO THNA Y3KE CYLLECTEYHOT 4nA cnegyrowp APM: DESKTOP-

IMAUFQS

Puc. 111. NpeaynpexaeHue o co3aaHvmn ay6nukara 3agaHus

Tabnuua 23. Tunbl 3agaHnn

HauvmeHoBaHue moayns Tunbl 3agaHnn

¢ 3MEHeHMe NapamMeTpoB NULEH3UN (U3MEHSIET HOMEP NULEH3UN
N KOO TEXHNYECKOWN NOAAEPXKKN);
C3W Dallas Lock 8.0-K/C e [ony4yeHne KoHdurypauuu;
¢ NPUMEHEHNE KOHUrypaumu;
e NPoOBEepKa LieNOCTHOCTH

® 3MEHEHME NapamMeTpoB NULEH3UN (MI3MEHSAET HOMEpP NULEH3UN
C3U HC[ Dallas Lock Linux N KO TEXHUYECKON NOAAEPKKM);
e ynaneHne C31 HC[ Dallas Lock Linux

® 3MEHEHME NapamMeTPoB NULEH3UN (MI3MEHSIET HOMEP NULEH3UN
N KO TEXHUYECKON NOAAEPKKM);

e roflydeHne KoHdurypauum;

e [ony4yeHue oTyeTa o KoHdurypauumn (gpopmam *.rtf);

® MPMMEHEeHMe KoHdUrypaumu;

¢ NpoBepka 0O6HOBNEHW

Dallas Lock C3/ BA

e O4NCTKa XypHana;
e roslydeHne KoHdurypauum;
e ronydyeHue otdyeta ob annapaTHoM obecneyeHuy;
C[O3 Dallas Lock e [ONy4eHne oT4eTa Nno KoHdUrypaumm;
® NPUMEHEHNE KOHUrypaumu,;
e cobpoc [BK;
e TecTpoBaHue yHkumn CO3

¢ O4NCTKA XypHana;
e ronlydeHne KoHdurypauum;

e ony4yeHue otyeTa o6 annapaTHom obecneveHunuy;
e MoNlydeHne oT4yeTa No KOHUrypauuu;

e TecTupoBaHue yHkumn CO3;

¢ NPUMEHEHNe KoHdUrypaLmm

CO3 YB Dallas Lock

® BOCCTAHOBUTb PE3EPBHYIO KOMUIO;

¢ 0OHOBEHNe 0a3bl pa3peLlaoLnx NpaBus;
WAF Dallas Lock ¢ cbop >xypHanos;

e cOpOC K 3aBOACKMM HacTpoMrKawMm;

e CO3[aTb PE3EPBHYIO KOMUIO



e oT4yeT 06 annapaTHoM obecneveHuy;
ArenT ELJY e ynaneHue Arenta ELLY;
e OTYET O NporpamMHOM obecneyeHnn

e OOHOBIEHNE aHTMBUPYCHbIX 0a3;

Kaspersky Endpoint Security e cKaHMpoBaHue knmeHTcknx APM

5.7.2 PesynbTaT BbINONIHEHUA 3aAaHUA

Mogaynu BbINOMNHSOT NOMyYEeHHbIE 3a4aHUs NPy NEPBON BO3MOXHOCTM M OTNpaBnsioT pesynbTtaT Ha ELLY
Dallas Lock.

[na coxpaHeHus peaynbTaTa BbINOSHEHMS 3adaHnsi HeoOXOAMMO BbIOpaThb BbLIMOSTHEHHOE 3adaHue
B CMMCKE M HaXaTb Ha MaHenu MHCTPYMEHTOB koMaHAay «[llokasaTb pe3ynbTaT» UnvM ABaxdbl LLENKHYTb
JIEBOW KHOMKOW MbILLW MO 3aaHUI0.

5.7.3YpaneHue 3agaHun

[ns yoaneHust 3agaHus U3 cnucka HeoOXo4MMO BbIOpaTh 3afaHne U HaxaTb Ha MaHenn MHCTPYMEHTOB
KoMaHay «YOanuTb BblAeneHHble 3a4aHuns».

Takke Ha naHenu WHCTPYMEHTbI AOCTYMNHbI KOMaHAbl AndA yoaneHUa HECKOJIbKUX 3agaHui:

e «Y[OanuTb BbINOMHEHHbIE 3aAaHnay;
e «YpanuTb BCce 3agaHusa».

5.8 XypHan A1b

Bknagka «KypHanbl» Ha ypoBHe [JomeHa Ge3onacHOCTM MNO3BONSET MpocMaTpvBaTth crnegyoLme
kateropum xypHanos [1b (Puc. 112):

«KypHan ELIY» — oToGpaxkatoTcs peructpupyemble cobblTusi, CBSI3aHHbIE HEMOCPEACTBEHHO ¢ paboToi
Tekywero [1b ELLY Dallas Lock;

«XypHan ceccuit» — oToGpaxkaeTcs UHbopMaumMs 0 CO3haHuUM 1 3aBepLueHUn ceccumn Ha APM;

«KypHan Syslog» — oTobpaxatoTca perncTpupyemble cobObITUS, CBA3aHHbIE C W3MEHEHMEM
KOHdUMrypaLmm ceTeBblX YCTPONCTB, 3aperucTpmpoBaHHbix B Ob.

v
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Puc. 112. Bknagka «XKypHanbi» [lomeHa 6e3onacHoOCTH

MpumeyaHue. [Ing KOPpPEKTHOW perncrpauun BpemeHu cobbituin B xypHane OB pomxHa
L paboTaTb CUHXPOHU3aLUNs BpEMEHW, Kak Ha OTAENbHOM CepBepe, Tak U Ha KaxxaoM cepBsepe,
BXxoasiLeM B knactep ELLY.

MNpumeuaHune. [ns xpaHeHWs >XypHanoB BO BHellHel 6a3e [JdaHHbIX HeobxoauMo
lu ncnonb3oBaTtb PostgreSQL Bepcun 13 nnu Boiwe.

CnpaBa pacnonoXeHbl NaHerb MHCTPYMEHTOB «PUNbTPbI» U NaHENb MHCTPYMEHTOB «[1eiCTBUSI».

MapameTpbl hunbTpaumm 3aBUCAT OT KaTeropum xxypHana. Copoc u npumeHeHne BblOpaHHbIX UNbLTPOB
OCYLLIeCTBNsEeTCA No koMaHae «CopocuTb» n «IPUMEHUTE» COOTBETCTBEHHO.



OTunbTpoOBaHHbIE  3anUCKM  XKypHana MOXHO COXpaHuTb B BblbpaHHOM Tune cpavna (TXT,
CSV) c noMoLLbi0  KOMaHAbl «JKCMOPTUPOBATb >KypHan» Ha MaHenuM WHCTpyMeHToB «[encTBusa»
(Pwnc. 113). OkcnopTupoBaTth XypHan MOXHO YYMTbIBasi TEKYLLYD COPTUPOBKY, ANs 9TOro Heob6xoaumo
YCTaHOBUTb COOTBETCTBYIOLLMIA donar B OKHE «QKCMOPT XypHana.

Ons ouncTkn BbIBpaHHOrO XypHana mogyns ucnonb3dyetcst komaHga «O4ncTuTb XKypHan» Ha naHenm
WHCTPYMEHTOB «[lencTBusa».

D 3kcnopt xyprana *

CoxpaHWTe dain Kak...

s |

D YUNTBIBATE TEKYLLYHD COPTHROBKY

Oraena

Puc. 113. OkHO «3KCNopT XXypHana»

[IBOHOWN KITMK NO NYHKTY >XXypHarna oTKpoeT OKHO ¢ noapobHocTsimu 3anucu (puc. 114). Haxxumas Ha KHOMKK
«BBEPX» U «BHU3», MOXXHO MpPOCMAaTpPMBaThL 3anuncu XypHana.
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6 TPYMNMNbl AOMEHA BE3OMNACHOCTU

6.1 bBbasoBble rpynnbl

B pepese obwvektoB KoHconu ELY Bcerga npucyTtcTByiOoT 6asoBble rpynnbl, MNpegHasHaveHHble
ans obecnevyeHnss COCTOAHMS 3alUuLLEHHOCTN 06bekToB [lomeHa 6e3onacHOCTU:

e HepacnpegerneHHble O0bEeKTbI;

e CeTeBble YCTPOWCTBA;

e yaaneHHble 06beKTbI.

YnaneHue, nepeMmeHoBaHue 1 nepemMelleHe 6a3oBbIX rpynn HEAOCTYMHO.

MpumeyaHwme. Npn gobasneHnn HoBoro moayns B [Jb oH Bcerga nomellaeTcsd B rpynmny
«HepacnpegeneHHble 06bEKTBI» 1 NPU ATOM:

1. Mogaynb BkrntoyaeTca B rpynny B coctaBe APM (3a nckntoveHnem moaynen 6es APM).

2. 3HayeHus NONUTWK AN HEro HacneaylTcs M3 NOMUTUK rpynnbl «HepacnpeaeneHHble
00BEKTBIY.

3. Cnuckn y4yeTHbIX 3anucer KOMUPYKTCA M3 cnucka rpynnbl «HepacnpeageneHHble
00BEKTBIY.

MpumeyaHue. [pn pobaBneHnnm HOBOro ceTeBoro yctponctea B b oOHO Bcerpa
nomewyaetcs B rpynny «CeTeBble yCTPOMUCTBAY.

MpumeyaHue. pynna «YaaneHHble oObEKTLI» NpeAHa3HayeHa AN nonydeHus gocrtyna
K XypHanam obbekTta nocne yganexus n3 [1b. BocctaHoBneHne o6beKTOB, NepeMeLLeHHbIX
B rpynny «YganeHHble 06beKTbl», HeAOCTYMHO.

oo & &=

B panbHenwem agmwuHuctpatop ELY Dallas Lock moxeT nepeHectn mMoaynb v3 6a3oBon rpynmbl
«HepacnpegeneHHble obbekTbl» B Mobyo apyryto rpynny (nogrpynny). lMoarpynnbl Takke MOXHO
nepemellatb B gpyrve rpynnbl. [Ang 9Toro MOXHO nepetawmntb 3Ha4YOK HYXKHOro 06bekTa KHOMKON MbILLN
B none apyroro 3Ha4ka («Drag-and-drop»).

6.2 HacTtpowka rpynn

Cosgartb rpynny/noarpynny MOXHO HECKOfbKMMK cnocobamu:

e BblbpaTb anemeHT Aepesa b (ans pacnonoxeHuss HOBOW rpynnbl), HaxaTb kHonky «Co3gatb

rpynny» Ha NaHenu UHCTPYMEHTOB «[JencTBuA»;

e BbIbpaTb NyHKT «Co3gaTh rpynny» B KOHTEKCTHOM MEHIO HY)XKHOIo ypoBHS Aepesa [b.
BBegeHHoe Ha aTane co3faHns HanmeHoBaHWe rpynnbl, MOXXHO BNOCNEACTBUN U3MEHUTD.
lMepemelyeHne rpynnbl B AepeBe OCYLLECTBMSAETCH MepeTackMBaHMeM 3Hauyka KHOMKOW MbIln B none
apyroro 3Hauka («Drag-and-drop»). lNepemelueHne rpynnbl OCYLLECTBSAETCH CO BCEMU BIIOXEHHbLIMU
obbekTamm.
Yaanutb CyLeCTBYIOLWYIO rpyrny MOXHO C MOMOLLbIO KHOMKU «YAanuTb» Ha MaHernuM MHCTPYMEHTOB
«[enctBna» wMNU BOCMOSMb30BaBLUNCL KOHTEKCTHbIM MeHo B gepese [b. YpaneHwuwe rpynnbl
OCYLLIECTBMISIETCA CO BCEMM BMOXEHHBIMU OOBbEKTaMM.
Kaxxgas rpynna (nogrpynna) B AepeBe OOBHEKTOB COO4EPXUT OAUHAKOBbIE BKIAOKW A58 MHOUBMAYaNbHON
HacTpoWku napameTposB Ana moaynen, APM, ceTeBbix yCTPOUCTB M NOArpynn B coctase AaHHOM rpynmbl
(kpome 6asoBbix rpynn «CeTeBble YCTPONUCTBa» M «YAaneHHble OObekTbl», ANA HUX AOCTYMHA TOMbKO
Bknagka «CBoakay).

6.2.1CBoaka gnsa rpynnbi 1B

Bknagka «CBogaka» ans BbibpaHHOW rpynnbl B AepeBe 06bekToB oTobpakaeT obLuee COCTOsHNE Moaynen
N ceTeBbIX YCTPONCTB, Bxoaawmx B rpynny (Puc. 115).



Qv e Ceoaka

v S Jlowmen Gezonactoch 2 '
¥ [ HEPACTIPEAENEHHBIE OBBEKTBI

MHUMAEHTBI 6E30NacHOCTH v AEACTBUA
& DESKTOP-1BGEAP2

+ [ OBAL 2 BN 25.06.2024 00:00 - 26.06.2024 23:59 3xcnopt

T recr [ Tonsko Henposrarmsie

Gal| v

Mo konuuecrey 3a nepiog
Windows1021H1

v DESKTOP-1D262R2

o™

£
=4

(
w

Dallas Lt

R /3 - I

B CETEBbLIE YCTPOI

|

L]

0
25060.. 25060.. 25060. 25061, 25061. 25061.. 25062.. 26060.. 26060.. 26061. 2606Ll.. 26.061..

He npouwTaHo/scero

[]

v [ YAANEHHBIE OBbEKTHI

Lomen GesonacHocti (A6)
= Konmuectso

[lomen BesonacHoct (flor

Puc. 115. Bknagka «CBogka» ans rpynnbl OB

YnpaBneHne AaHHOW BKNaAKOW aHaNorm4yHo ynpasneHuo Bknagkm «Ceogka» Ha ypoeHe [b.
Ha naHenu nHCTpyMeHTOB JOCTYMHbI Criegyrolme OeNCTBMS C rpynnou:

1. O6GHOBUTL MHpOPMaLMIO O rpynne.

MepenmeHoBaTb rpynmny.

[obasuTb B cocTas rpynnbl (MOArpynmbl) HOBYKO Noarpynny.

Ypanute rpynny u3 OB (Bce BnoxeHHble 06beKTbl rpynnbl nepemelsalnTcsa B GasoByw rpynny
«YaaneHHble 06beKTbI»).

CospgaHne APM B cocTaBe rpynnbl.

CkaHupoBaHue ceTu Ansa o6HapyXeHuss Mogynew u ceTeBbIX YCTPOWCTB.
[obaBneHne ceTeBoro ycTponcraa.

[MpoBepuTb 4OCTYMHOCTbL CETEBbLIX YCTPONCTB.

. NpoBepuTb LENOCTHOCTL CeTEBbIX YCTPOWCTB.

10. YoanuTs.

W
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Ha naHenu MHCTPYMEHTOB AOCTYMHbI Creaylolue KomaHAabl OonepaTMBHOrO ynpasrneHus AN rpynnbl
(Habop komaHza 3aBUCUT OT MOAYINEN, BXOAALWMNX B COCTaB rpynmbl):
1. BbIKSOUUTB.

Mepesarpy3uTsb.

Pa3bnoknpoBaTtb nonb3oBaTenem.

lMepecuntaTb LENOCTHOCTD.

CobpaTb XypHanbl.

CVHXpOHM3MpOBaTb.

CuncTemHbIn XXypHan.

BknounTb aBapuinHbIN pexuMm.

. OTKMIOYUTL aBaPUNHBIN PEXMM.

10.C6pocutb GrIOKNPOBKN.

11.06HOBUTb.

12.YpaneHHoe BKNOYEHME.

©PNO O A ®WN

MpumeyaHue. Pe3ynbTaT  BLINOMHEHMS  KOMaH  OMEpaTUBHOINO  yrnpaBrieHus
He oTpaxaeTcsa B XXypHanax ELLY. Takke He npegycmoTpeHbl BChmbiBalLlmMe 1 npoyve
yBEAOMIEHNSI O pe3yribTaTax BbINOIHEHWSI KOMaH, ONepaTMBHOIO yrpaBeHus.

6.2.2MNMonb3oBaTtenu v rpynnbl ans rpynnsl Ab

Bknagka «MNonb3oBatenun» Ha ypoBHe rpynnbl B cogepXut cnvcku rmobanbHbIX yYETHbIX 3anncen u rpynn
nons3oBatenen rpynnsl Ab.



Yd4yeTHble 3anucu rpynnbl b

Kateropus «[lMonb3oBatenun» coaepXnt CNMCOK yY4eTHbIX 3anucen nonb3oBaTenen rpynnel b (Puc. 116).
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Puc. 116. Cnucok y4yeTHbIX 3anvcen nonb3oBaTteneun rpynnsi Ab

YnpaBneHne nosfb3oBaTeNnsiMM Ha ypoBHe rpynnbl [B Npou3BOAUTCA aHaNorM4yHoO ynpaBfieHUIo
nonb3oBatenamun ansa b (cm. «[apameTpbl nonb3oBaTenemny).

Mone «CocTosiHMe» Ha YpOBHE rpynnbl NPUHUMAET CneayLwun Bua:

OoTMeYeHHoe hriarom rnosie 03Ha4aeT, YTo AaHHas y4eTHas 3anuncb Nosib3oBaTens MMeeT AOCTYM
— Ha ypoBHe rpynnbl B, npu aTtom «CocTtosHne» 3agaHo (nepeonpefeneHo) Ha JaHHOM YPOBHE
faepeBa;

__ OTMeYeHHoe hnarom none o3HayaeT, YTO AaHHas ydYeTHas 3anuch Nonb3oBaTens UMeeT AoCTyn
Ha ypoBHe rpynnbl OB, npu atom «CocTosiHMe» HacneayeTcs C YpoBHS Bhille B AepeBe;

D __MycToe rosie 03Ha4aeT, YTO y4eTHas 3anucb OTKMoYeHa Ons paboTtbl Ha ypoBHe rpynnbl [B,
npu atom «CocTosiHme» 3agaHo (nepeonpefeneHo) Ha AaHHOM YPOBHE AEpPeEBa;

__MycToe roJsie 03Ha4aeT, YTo y4eTHas 3anucb OTKMoYeHa Ans paboTtel Ha yposHe rpynnbl B,
npu aTom «CocTosiHMe» HacnegyeTcs ¢ ypoBHS Bbille B epese.

MpumeuyaHue. 3HayeHne nonst «CoCTosIHNE» HE OTpaXkaeT COCTOsSIHME YYEeTHOW 3anucu
nonb3oBaTeney Ha BIIOXEHHbIX B rpynny obbektax. Hanpumep, ydyeTHas 3anucb MOXeT
ObITb OTKNOYEeHa Ana paboTbl HA ypoBHe rpynnbl (none « CocTosiHne» — MycToe), HO MMEeTb
OOCTYM Ha ypoBHe BKMoYeHHoro B Hee APM (ctout donar B none «CoctosaHuey).

lMpn 3TOM, NpM M3MEHEHMU COCTOSHMSA YYETHOW 3anvMCu Ha YpOBHe Bbille B Oepese,
COCTOSIHME NPUHYOUTENbHO M3MEHAeTCA Ha BMOXeHHbIX obbekTtax. Hanpumep, nocne
OTKIMIOYEHMSA Ans paboTbl y4eTHOWM 3anvMcu Ha ypoBHe rpynnbl, paboTa y4yeTHOW 3anvcu
OTKNIOYaeTcs Angd Bcex BnoxeHHblx noarpynn, APM (mogynei B coctase APM) u moaynen
6e3 APM.

Ha yposHe rpynnbl [1b B kaTeropumn «llonb3oBaTtenu» Ha Bkragke «lonb3osatenun» JOCTYMNHO:

e co3gaHue rnobanbHbIX nonb3oBaTtenen (cMm. «CosgaHue nonb3oBatenen [Oby», «Perncrpauums
OOMeHHbIX nonb3oBaternen B [1by», «Perncrpauns AoMeHHbIX Nonb3oBaTenien no Mmackey);

e yaanexuve rnobanbHbIX M JOMEHHbIX NOMb3oBaTenen (CM. «Yganexwve nonb3osarenen Ob»);

e MPOCMOTP M HacTponka napameTpoB rnobanbHbIX U JOMEHHbIX Nonb3oBaTtenen (cM. «apameTpbl
nornb3oBaTeneny);

e CMeHa Tuna y4eTHOW 3anucu nonb3oBaTens, B 3aBUCMMOCTM OT TOro, AN MoAyren Kakoro tuna
NPUMeHsIeTCs AaHHasa ydeTHas 3anuch nonb3osaTens;

e CMeHa napons y4eTHOW 3anucu nonb3oBartens (cM. «HasHayeHue napons»).

Fpynnebl nonb3oBartenewn rpynnsi AB

[dononHuTenbHbIM MHCTPYMEHTOM yNpaBneHus npaBaMm yyeTHbIx 3anucen rpynnel b — «pynnbi». 3TOT
WHCTPYMEHT PYHKUMOHUPYET aHanornyHo «JlokanbHbiMm rpynnam» B OC cemenctea Windows 1 goctyneH
B kaTteropuu «[ pynnbi» Ha Bknagke «[Monb3oBatenu» (Puc. 117).
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YnpaeneHue rpynnamu nonb3oBaTenen Ha ypoBHe rpynnbl b NponM3BOAMTCA aHanornmyHo yrnpasrneHuto
rpynnamu nonb3osatenen ansa Ab (cm. «[apameTpbl rpynn nonb3osarenemn»).

Y mMogynewn cyllecTBYeT Takke CBOW CMUCOK rpynn nonb3oBaTenen, B KOTOPOM Takke MOXHO BblbpaTb
HeoOxoavMble Ans goctyna k pabote Ha moayrne.

3a paHHyo dyHkuuio otBevaeT none «CoctosdHuex». [Mone «CocCTosiHME» Ha ypOBHe rpynnbl JOMEHa
6e30nacHOCTM NpMHMMaeT crneayowui BUA:

OoTMeYeHHoe chraroMm mnose O3HavaeT, YTO AaHHash rpynna nonb3oBaTeneil MMeeT OOCTYN
— Ha ypoBHe rpynnbl B, npu aToM «CocTosHWe» 3adaHo (nepeonpeaeneHo) Ha JaHHOM YpOBHeE
faepeBa;

__ OTMeYeHHoe brarom rone O3Ha4yaeT, YTO AaHHas rpynna nonb3oBaTeneil MMeeT AOCTyn
Ha ypoBHe rpynnbl OB, npyu aToM «CocTosiHMe» HacneQyeTcs C YPOBHS BbilLe B AEPEBE;

D __ MycToe nosie 03HayaeT, YTo rpynna nonb3oBaresne oTkoYeHa Ans paboTbl HA ypOBHE rpynnbi
OB, npu atom «CocTosiHMe» 3agaHo (NepeonpeneneHo) Ha AaHHOM YPOBHE AepeBa;

__ MycToe nosie 03HayaeT, YTo rpynna nonb3oBaresnen OTkMoYeHa Ans paboTbl HAa ypOBHE rpynnb
OB, npn atom «CocTosiHne» HacneayeTcs C YpOBHS BbilLe B AepeEBE.

MpumeuyaHue. 3HauyeHne nons «CocTosiHME» He OTpaXaeT COCTOsiHME [pynnbl
nonb3oBaTesie Ha BIIOXEHHbIX B rpynny obbektax. Hanpumep, ydeTHas 3anncb MOXeT
ObITb OTKMNOYEHA A58 paboTbl HA ypoBHe rpynnbl (none « CocTosiHne» — MycToe), HO UMETb
OOCTYM Ha ypoBHe BKMoYeHHoro B Hee APM (ctout donar B none «CoctosaHuey).

Mpn 3TOM, NPU U3MEHEHNN COCTOSIHWUS FPYMMbl NONb30BAaTENEN HA YPOBHE BbllLE B AEpEBE,
COCTOSIHME NPUHYAUTENBHO W3MEHSIETCA Ha BIOXEHHbIX o0bekTax. Hanpumep, nocne
OTKNIOYEHMA Ansi paboTbl rpynnbl Norb3oBaTenen Ha ypoBHe rpynnbl, paboTa rpynnbl
nonb3oBaTenen oTKNoYaeTca ANs BCEX BOXeHHbIX nogrpynn, APM (mogynewn B coctase
APM) n mogynei 6e3 APM.

Ha yposHe rpynnel 6 B kaTteropum «[pynnbi» Ha Bknagke «llonb3oBaTenny AOCTYMNHbI:

e co3gaHue rnobarnbHbIX rpynn nonb3oBaTenen (CM. «CosgaHue rpynn Nonb3oBaTenemny);

e ypnaneHve rnobanbHbIX rpynmn nofb3oBaTtenen (CM. «Yganenve rpynn nons3osateneri [by);

e MPOCMOTP M HacTpoWka mMapameTpoB rpynn mnonb3oBatenen (cM. «[lMapameTpbl rpynn
nonb3oBaTeneny);

e CMeHa Tuna Yy4yeTHbIX 3anucen rpynnbl, B 3aBMCMMOCTM OT TOro, ANS MOAYMeWn Kakoro Ttuna
NpUMeHSEeTCA AaHHas rpynna nons3oBaTeneu;

e yCTaHOBKa HacnegosaHWs € NOMOLLBIO NapameTpa «HacnenosaTby;

e POCMOTP CBOWCTB rpyn.

6.2.3Monutukn ana rpynnsi A1

Bknagka «onuTukn» Ha ypoBHe rpynnbl NO3BONSAET peAakTMpoBaTh napameTpbl 6e30nacHOCTU Ha ypoBHE
rpynnel (nogrpynnst) (Puc. 118).
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Puc. 118. MonuTtuku ans rpynn [lomeHa 6e3onacHocTn

HacTtporika nonuTuk ansa rpynnsl (nogrpynnbl) NpOM3BOAUTCS aHanorMyHO HacTponke nonuTtuk ans Ob
(cm. «MNonutukm [B»). Ans npuMeHeHns napaMeTpoB Ha MOAYNsX HeobxoanmMa CUHXPOHU3aLUUS.

MonuTukn MOryT HacnegoBaTb YCTaHOBMEHHble HAcTpoinku (oT OB unu oT rpynnbl, B COCTaB KOTOPOM

BXOOUT OaHHasi rpynna (mogrpynna)) unu npuHMMaTth UHOUBMAYaIbHbIE 3HAYEHWS CrieayoLwmm obpasom:

1. Monntukn, f[Ns  KOTOPbIX OTMEYEHO HacnegoBaHWe, MPUMMYT  3HAYEHUS, YCTaHOBJIEHHbIE
Anst poanTenbckoro obbekta B Aepese obbekToB ELLY: 3HaveHusa anda OB vnum rpynnel. B atom cnyvae
NnonNuTUKM ByayT oTobpaaTbCsi HEYETKUM CEPbLIM LIBETOM.



2. Monntnkn, gns KOTOpPbIX Bbl6paHbI M YyCTaHOBIIE€HblI OpUTrMHAlbHbIE HaCTpOIZKM, 6yﬂ,yT 0T06pa)KaTbCF|
YEeTKMM YepHbIM LIBETOM.

[nsi Toro, YTo6bl YCTAHOBUTL MMM CHATb HacrnegoBaHMe HaCTPOEK, UMEIKOTCA CrieayroLmne BO3MOXHOCTY:

1. D,J'IH TOro, yTOObI BCE napamMmeTpbl HacnegoBsanu 3Ha4YeHud, YCTaHOBJIEHHble ANA poAUTEeNIbCKOro
obbekTa gepesa, Heobxoanmo nocTtasuTb pnar B none «Hacnegyetca» (puc. 119).

BT R )
|

|
4 Hacnhepyerca Monwnruka
y 1

<J<J<I<H

Puc. 119. BknoyeHue HacnegoBaHUA NONUTUK OO beKTa

2. Ecnu cHaTb dnar n3 nons «HacnegyeTca», To BCe napameTpbl OAHOBPEMEHHO CTaHYT 0B03HAYEHbI Kak
MHOMBMAYanbHO HaCcTpOeHHble (puc. 120).

BT oo

ID Hacnepyerca I Monntuka

X(

w

CA: 3aNPET OAHOBPEMEHHOMN PalOThlI NONL30OBATENEN

YDOBHW AOCTVNA
OBHW AOCTYNa

O
D MaHaaTHbIE METKW
O

OXO0A: BbIOOP M3HA3ATHOM METKKW NpX BXOAE B U

Puc. 120. BbiknoyeHne HacneaoBaHUA NONIUTUK 06bekTa

3. Ona otaenkbHo Bbl6paHHOl7I NOJIMTUKN MMeeTCA BO3MOXHOCTb Bbl6paTb opurnHanbHoe 3Ha4deHue,
CcHeAB/NocTaBmB (bnar B none «Hacnep,yeTc;m B CTPOKe C OAHHOWN MOSNIUTMKON UMK U3MEHUB 3HAYEHME
NOJINTUKN B pefakTope.

Ecnu yactb nonuTuk HaCJ'Ie,D,yeTCFl, a 4vyacTb nmeeT OpI/IFVIHaJ'IbHoe 3Ha4vyeHue, none ((HaCﬂeﬂyeTCﬂ» nveet
3HaueHne W,

6.2.4 MexceTeBoW 3KpaH ans rpynnbl 1B

Bknagka «MexceTeBOM 3KkpaH» Ha YpOBHE rpynmnbl MO3BONSAET YNpaBsTb MeXCEeTeBbiM 3KPaHOM Ha
ypOBHe rpynnbl (nogrpynnel) JomeHa 6e3onacHoctu (Puc. 121).

Qv e KomnoHeHTe!

v ) [omen GesonacHocTn
- _ YnpaBaenue komnoHeHTom M3 =
¥ [ HEPACMIPEAEAEHHBIE OFBEKTHI

~ 0 05An T ( Npasina M3 Dallas Lock 8.0 Il Npasina M3 Dallas Lock Linux

7 L DESKTOP-4DORC

AEACTBMA

B Hacnepyeren Monumuka 4 3uzuenme Tun mopynn
Arent ELLY Dallas Windo...

v B DESKTOP-AKLNIQQ (2)

@ Arenr ELLY Dallas Lock Windo...

DESKTOP-1BGEAP2 (1) SUNBTPBI

B CETEBLIE YCTP A Vina noumaen |

igo@sQcan

B YJIANEHHBIE OBbEKTbI

Puc. 121. MexceTeBon 3kpaH ansa rpynn [lomeHa 6e3onacHocTn

YnpaBneHve MexceTeBbiM 3KpPaHOM Ha ypoBHe rpynnbl [1B npousBoanTcs aHamornyHo ynpasreHuto
MexceTeBbIM 3KkpaHoM Ans b (cm. «MexceTeBon aKpaH»).




6.2.5Cuctema KOHTpoONsa HakonuTeneun ansa rpynnol OB

Bknagka «Cunctema KOHTPONS HakonNuTenen» Ha ypoBHe rpynnbl NO3BONSET YNPaBNsATb HAKONUTENAMN Ha
ypoBHe rpynnbl (noarpynnbl) lomeHa 6esonacHocTu (Puc. 122).

KomnonenTu

ABACTEMA

Chesnave KacomeTenn

o leavewme Tum ozynn

Puc. 122. Cuctema KOHTpons Hakonutenen ansa rpynn flomeHa 6esonacHocTn

YnpaBrneHWe CUCTEMOW KOHTPOSsl HakonuTeneil Ha ypoBHe rpynnbl OB npousBoauTcs aHanormyHo
yNpaBfeHno CUCTEMOM KOHTponst HakonuTener ana b (cM. «CrucTema KOHTPOMA HakonuTenemny).

6.2.6 3apgaHua ana rpynnbl 0B

Bknapgka «3agaHusa» Ha ypoBHe rpynmnbl NO3BONSET YNpaBnisaTe 3a4aHNSAMM Ha YPOBHE rpynnbl (noarpynnbi)
HomeHna 6esonacHoctu (Puc. 123).

Q vV © 3agannn
v Jomen GesonacrHoctin
Cozgano ~ Bumonweno  Tun Astop APM Mopynu Craryc =

Monyyerue ko...  admin DESKTOP-1BGE... DallasLock80.. OK
Oryér o6 anna... admin DESKTOP-AKLN... Arewt ELLY Dall.. OK

a Abe3onacHocT
YMNPABNEHWE 3AJAHWAMMA

v O HEPACTIPEAENEHHBIE ...
[lloSasus sapanme

* [0 OBAL

v DESKTOP: GEAP2
g VYAanuTh BBINOAKEHHBIE 33AaHWA

Dallas Lock

YAANMTE BCe 33aHMA

APM test

Puc. 123. 3apgaHus gnsa rpynn lomeHa 6e3onacHoCcTU

YnpaBneHve 3agaHnsmMu Ha ypoBHe rpynnbl b Npou3BoAMTCSH aHanorMyHo yrpaBreHuio 3adaHusmu

ans Ob (cm «3agaxud Ob»).



7 APM OOMEHA BE3OINACHOCTU EUY

B ELLY Dallas Lock APM ncnonb3yeTtcs Kak cnocob npeactaBneHnsi COBOKYMHOCTM HECKOMbKUX MOAYyIen
B KayecTBe eQuHON MaLuuvHbl (puc. 124).

APM-1

Dallas Lock 8.0 MKS
Dallas Lock C3M BK MK3

Puc. 124. APM B pgepeBe ELLY Dallas Lock

APM moxeT BkntovaTtb B ceba moaynuv cnegyroLmnx TUMoB:

e C3M Dallas Lock 8.0-K/C;

e C3MHC[O Dallas Lock Linux;
e C[H3 Dallas Lock;

e C[HO3Yb Dallas Lock;

e C3M BW Dallas Lock;

e ArenT ELLY.

7.1 Hacrtpouka APM

Cosgate APM B KoHconu ELLY MoxHO ¢ nomolubto kHomnkn «Cosgatb APM» Ha nmaHenu MHCTPYMEHTOB
«[dencTemsi» Unmn BoCcnosib3oBaBLUMCL KOHTEKCTHLIM MeHto B Aepese [b. Mpu cosgaHun APM notpebyetcs
BBECTM HaUMEHOBaHNE, KOTOPOE MOXHO BMOCHEeACTBMM U3MEHUTb.

MepemeweHne APM B oepeBe OCyLLEeCTBISETCS NepeTackMBaHNEM 3HAYKa KHOMKOW MbILLM B MOJie Apyroro
3Hauyka («Drag-and-drop»). NepemelieHne APM ocyLlecTBnseTcs o BCEMU BIIOXKEHHBIMU MOOYIISAMM.
Yaanutb cyuwecteyowee APM MOXHO C MOMOLbIO KHOMKM «YOanuTb» Ha NaHenM WHCTPYMEHTOB
«[JencTBmsi» MM BOCNONb30BaBLUNCL KOHTEKCTHBIM MeHto B Aepese [1b. YaaneHne APM ocyliecTtenseTcs
CO BCEMMU BIIOXXEHHbIMU 0O bekTaMu.

Kaxxgoe APM B gepeBe 0OBbEKTOB COOEPXKWT OOVHAKOBbLIE BKMAAKW ANs MHOVBMAYaNbHOW HaCTPOMKM
napameTpoB Ans Moaynen B coctase gaHHoro APM.

7.1.1CBopgka APM

Bknagka «Csogka» ans BeibpaHHoro APM B gepeBe 06bekToB oTobpaxkaeT obLiee COCTOsiHWE Moaynen,
Bxogswmx 8 APM (Puc. 125).

Ceopxa

AEACTBAA

Vinbopmaums o obnexTe ~

0/0

He npoumTano/Beero

Puc. 125. Bknagka «CBogka» APM

Ha naHenu nHCTpyMeHTOB AO0CTYMNHbI cnegyowue genctensa ¢ APM:
1. O6HOBUTB.
2. lNepenmeHoBaTb APM.



3. Ypanute APM.

Ha naHenu nHCTpyMeHTOB OOCTYMHbI CrieAylolme KoMaHabl onepaTtuBHoOro ynpasneHus ans APM:
BbikniounTb.

Mepesarpy3uTsb.

Pa3bnoknpoBaTtb nonb3oBaTenen.

MepecumTaTth LEMOCTHOCTb.

Cobpatb XypHanbl.

CWHXpOHM3MpOoBaTh.

YpaneHHoe ynpasneHuve.

Habop komaHa onepaTuUBHOIO ynpaBneHus ansi kaxgoro APM 3aBucuT OT BXOOALWMX B HEFO MOAYINEN.

No oM DNE

MpumeyaHue. Pe3ynbTaT  BbINOMIHEHUA  KOMaHg  OMepaTMBHOIO  ynpasrieHus
He oTpaxaeTca B XXypHanax ELLY. Takke He npegycmoTpeHbl BChnbiBaloLWme U npoyve
yBEAOMINEHNSsI O pe3yrbTaTtax BbINOMHEHUS] KOMAHA ONepaTMBHOIO yrnpaBneHus.

7.1.2MNonb3oBaTtenu u rpynnsi APM

Bknagka «[Nonb3oBatenu» ansa BbibpaHHoro APM coaepXnt CnMcky rnobanbHbIX U JOMEHHbIX YYETHbIX
3anucen, u rpynn nonb3osartenen APM (Puc. 126).

Q v o Monbsosatenu

) [lomen ezonacocty
[ —— ( Tpynne: =

¥ [0 HEPACIPE/LENIEHHBIE OBbEKTbI

X Cocr.. ™ Yuemsaszanmce  Kaveropws  Tvnywemois sanncw ELLY Bragenen Ponb aamunmcrpuposanus Monnoc wms  Onucam
vi

admin Tnobanukan  Bee Howen - flomen GesonackocT Aammtn
APM anonymous TroGanuwan  Cwcrema, DL8.0 (MK10, UK11), C3U BU (MK4) flomen - flomes Gesonacrocm Anonymous user Mcnonu:

C3K BN VK5

Puc. 126. Bknagka «lMonb3oBatenu» APM

HacTtpoiika none3osatenen ansg APM npon3BoanTcst aHarnorm4Ho HacTponke nornb3osaTenen n rpynn Ans
rpynnbl B (cm. «[Nonb3oBatenu u rpynnel Ans rpynnsl Ab»). Ang npyuMeHeHus napameTpoB Ha MOgynsix
HeobxoaMMa CUHXPOHM3aLNS.

7.1.3Nonutnkn APM

Bknagka «[Monutukn» ansa BbibpaHHoro APM noseonsieT pefakTupoBaTb napameTpbl 6e3onacHocTu
Ha ypoBHe APM (Puc. 127).

Q v o Moantukn

Towmen GesonacHocTn . _
R | Mo cogmea I TmToTE Il T R ST ] E

¥ O HEPACMPEAENEHHLIE OBBEKTHI [

TOAMTKH KoHTPONA LeRoCTHOCTH ][ Pesxim pabotl C3U ][ Ouncrka ocTaTouHOi HHpOpMaLIN [ omakn 71CY )

| ETn I e I = I ]

C3U BU MKS M Hacreayerca Monutika ~ 3nauenne  Tun moayan

: I CETEBBIE YCTPOWCTBA

M YANEHHBIE OBBEKTbI

<0<

Puc. 127. Bknagka «Monutuku» APM

Hactporika nonutuk ana APM npou3BoAUTCA aHanormyHo HacTpouke nonutuk ans rpynnel OB
(cm. «MNonutukmn _ans rpynnbl [B»). [OnNs nNpMMeEHeHWs napameTpoB Ha MoAaynsax Heobxoguma
CYHXPOHM3aUUS.

7.1.4 MexceteBou 3kpaH APM

Bknagka «MexceTeBow akpaH» ans BelopaHHoro APM no3BonsieT ynpaBnsiTb MEXCETEBbIM 3KPaHOM Ha
ypoBHe APM (Puc. 128).
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Puc. 128. Bknagka «MexceTteBon akpaH» APM

YnpaBneHve MexceTeBblM 3KpaHOM Ha ypoBHe APM npou3BoanTCs aHanorM4yHo yrnpaBrieHuio
MexceTeBbIM 3KpaHoM ans b (cm. «MexceTeBon 3KpaH»).

7.1.5Cuctema KoHTponsi Hakonutenen APM

Bknagka «YnpasneHue komnoHeHToMm CKH» gnsi BeibpaHHoro APM nosBonsieT ynpaBnatb CUCTEMOMN
KOHTpoOns HakonuTenen Ha yposHe APM (Puc. 129).

Q v @ KomnoHenTel

Jllomen GezonacHocti 11
YNPABNEHUE KOMMOHEHTOM CKH =
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Aren ELI k Windows

Pwuc. 129. Bknagka «YnpaBneHue komnoHeHtom CKH» APM

Ynpaenexue komnoHeHToM CKH Ha ypoBHe APM npon3BoamMTCca aHanormyHo ynpasrieHno KOMIOHEHTOM
CKH gna OB (cm. «CrcTtema KOHTpOns HakonuTenemy).

7.1.63apaHusa APM

Bknagka «3aganusay ans seidpaHHoro APM nosBonseT ynpaBnath 3agaHmsmMu Ha ypoBHe APM (puc. 130).

e el 3anauus

[ A EEeTEn L Cospawo  ~ Bumomwewo  Tun Astop APM Monynts Cratye
v O3 HEPACTPE/ENEHHBIE O... Moysenue ko admin DESKTOP-IMAU... Dallas Lock 80 ... Oswnaarime somonnerns YNPABJIEHUE 3A0AHUAMU
v OBAA AoSaswe sasanue

~ @ DESKTOP-IMAI

Yaanwute ece 3apanus

B YAANEHHBIE OBBEKTHI

Puc. 130. Bknagka «3agaHusa» APM

YnpasneHve 3agaHuamu Ha yposHe APM npousBoguTcs aHanorn4yHo yrnpasneHuto 3agaHusmun ana b

(cm. «3aganug [16y).




8 MoAaylnn JOMEHA BE3OMNACHOCTU ELY

8.1 HacTtpownka moayns

Ona nobaBneHusa HoBoro moayns B [lomeH 6e3onacHocty ELLY nytem ckaHMpoBaHWs guana3oHa CeTeBbIX
agpecoB (aaHHasa yHkums goctynHa ans mogynen C3U Dallas Lock 8.0, C3M HC[ Dallas Lock Linux,

Arent ELJY), Heobxoammo:

1. Ha ypoBHe [omeHa GesonacHocTu wnu rpynnbl (noarpynnbl) Ha Bkragke «CBogka» Ha naHenwu
WHCTPYMEHTOB «[1efiCTBUA» HaaTb KHOMKY « CKaHMPOBaTb CeTb» UMM BOCTONb30BATLCH KOHTEKCTHBLIM

MeHIo B aepese [1b.

2. lMosButcsa okHo «CkaHMpoBaHUe ceTuy», B KOTOPOM Heobxoaumo BbibpaTth Bknaaky «Moaynby, BBeCTH

AvanasoH IP-agpecoB Ans ckaHMpoBaHWs 1 HaxaTb KHOMKY «CkaHnpoBatby (puc. 131).

D Crennposarine cem

Ceresoe ycTpoiicTso

@ Cnpaska

m]

Otmena

*

Puc. 131. OkHo «CkaHMpOBaHue ceTu»

3. Mo 3aBepLlIeHnto npouecca CKaHMpoBaHUA U3 CrNUACKa 06Hapy)KeHHbIX 00BHEKTOB MOXHO Bbl6paTb
T€ MOA4YyIn, KOTopble HeobxoaMmMo 3aperncTpmpoBaTtb B 06, nnbo YCTaHOBUTb ¢>nar BO3ne cronbdua

«APM», ons Beibopa Bcex obHapyXeHHbIX Mmoaynen (puc. 132).

O Crannposarne ceth - [m]
I
Cetemoe ycTpoiicTBD CKaHWpOBaHHWe CeTH... 0%
OBHapy#eHHIE ofberTh:
] APM Moaynb JNomen Aapec
\:‘ CZIOTIS001-2.isc.confident.spb.oru Dallas Lock 8.0 MKE OTcyTcTRyeT 192168131.14
\:‘ cziotisd06-001.isc.confident.spb.ru Arewt ELLY Dallas Lock Windows  Jomen ELLY: OTIS-OBAD 192168.131.14
\:‘ Deploy2012R2.dIifw.org Dallas Lock 8.0 K10 OreyTeTeyer 192168131.5
\:‘ WIN2012.dlfw.org Dallas Lock 8.0 K10 OrcyTcTeyer 19216813117
\:‘ DEPLOYTX64 . difw.org Dallas Lock 8.0 K10 OrcyTereyer 192168131.9
\:‘ 1s2012Web5B.dl.local Dallas Lock 8.0 K10 OrcyTcTeyer 192168.131.27
\:‘ alt9sa.dl.local Dallas Lock Linux MK3 OrteyTerayer 192168131.20
[]  WIN-3U75MOGLBPC Dallas Lock 8.0 MKL0 OrcyTcTeyer 192168.131.34
\:‘ DESKTOPR-E3033VK.difw.org Dallas Lock 8.0 VK10 OTcyTcTeyeT 192.168.131.25
\:‘ DESKTOP-OVI4PMNH.difw.org Dallas Lock 8.0 K10 OreyTereyer 192168131.41
\:‘ localhost.localdomain Dallas Lock Linux MK3M OreyTeTeyer 192168.131.54
\:‘ DEPLOYEX64.dIfw.org Dallas Lock 8.0 K10 OTcyTcTeyeT 192168131.44
\:‘ DESKTOP-CEF2Q)5.difw.org Dallas Lock 8.0 K10 OreyTereyer 192168.131.64
\:‘ bds-winll-fizstend Dallas Lock 8.0 11K9 OreyTcTeyer 192168.131.68
\:‘ win2016.difw.org Dallas Lock 8.0 K10 OrtcyTereyer 192168131.76
\:‘ torwinl02004x32.dl.local Dallas Lock 8.0 K10 OrcyTcreyer 192168.131.90
</_| 152012Web5B.dl.local Dallas Lock 8.0 WKL0 OTcyTcTever 192168.131.91
Hasag

Crary,

-~

Puc. 132. Bbibop o6bekToB Ans peructpauuu B 16




Mocne Bbibopa perncTpmpyemblx Moaynen HaxaTtb KHOMKY «3apernctpnpoBatby.
4. TosiBUTCA OKHO «PerncTtpaums mogyneny», B KOTOPOM HYXHO BBECTU aBTOPWU3aLMOHHbIE AaHHble
agMuHUCTpaTopa Moayns u kntod goctyna k b (puc. 133).

G PervcTpauma mogynei >

Knod goctyna Ab: b
MMA nonezoBaTENA: !
Mapono:

ANMapaTHele MOEHTHDMKETOPRE: 1 i

LA RSyl o=y o il AN EHTUQMEETOD HE BoldpaH
|
Hauate perucrpaumo Otmena |

Puc. 133 BBoa AaHHbIX Ans perncrpauum

HaxaTb KHOMKY «Havatb perncTpaunto» nocrie BBoga BCcex AaHHbIX.

5. Ecnn BBedeHHble [AdaHHble BepHbl, TO B cTaTyce perucrpauum otobpasutca pesynbtat «OKby,
W 3apernmcTpupoBaHHble Mogynu noseaTcA B AepeBe [omeHa ©Oe3onacHocTn B 6a3oBou rpynne
«HepacnpegeneHHble 06beKTbI».

Mpumeyanme. 3apeructpuposatb mogynu B b ELLY nonyuntcs, TONbKO npu ycrnosuwu,
yto Ha APM, roe ycTtaHOBMEeHbl AaHHble MOAYNW, HACTPOEHO paspeluaroliee npaBuIio
dunbTpaumm Ha TCP-nopTel 17901 n 17903 Ha Bxoasllee coeanHeHne.

MepemelleHne Moayns B AepeBe OCYLIECTBSETCA NnepeTackMBaHMEM 3Hayka KHOMKOW MbIlLW B norne
Aapyroro 3Hauka («Drag-and-drop»).

MmeeTca BO3MOXHOCTb [00aBUTb KOMMEHTaApUA K MOAYMo, AMs 3TOr0 HYXKHO HaxaTb KHOMKY
«KommeHTapuii»  Ha  naHenu  «[encTtBusi» MM BOCMONb30BaTbCsl  KOHTEKCTHbIM  MEHH
B Aepese b (puc. 134). [dobaBneHHbIn KOMMeEHTapui oTobpasuTcsa B pasgene «WMHdopmaums o6
o6bekTe» Bknagkn «Ceogkay.

MpumeyaHue. MakcumanbHas AnvMHa KOMMeEHTapusa K Moaynto coctaensieT 256 CMMBOSOB.

Ons BbiBoga mogyns u3 JomeHa 6e3onacHoctn ELLY Heobxoammo:

1. BbIbpaTb NyHKT «YAanuTb MOAYMNb» U3 KOHTEKCTHOIO MEHIO AaHHOro moayns B aepese b (puc. 134),
UM BOCMNOSb30BaTbCA KOMaHAOW «YOanuTb» Ha MaHennm WHCTPYMEHTOB «[lencTBus» BKAagku
«CBogka» Ha ypoBHe moayns B gepese [b (puc. 135).

* B2 DESKTOP-OAVA4PNH
@ Dalas

Kommentapui

¥aanuTe

Bripesate Ctrl+X

Puc. 134. YaaneHune Moaynsi NoCpeaCcTBOM KOHTEKCTHOrO MEHHIo
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‘! AnTuEMpYCHEIE Bazbl AKTYANBHE
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- K OUMGTIRL — — - — -y
D Tonbko HENpOYNTaHHbIE
| Yaanute |

Mo KOAWYECTBY 33 Neproj
5 e o o e o o - - ——J

Puc. 135. YganeHue nocpeacTtBoM naHenu «encteus»

2. YpaneHHbli Modynb nepeMecTuTcs B 6a3oByto rpynny «YaaneHHble oobekTbl» Aepesa [Ob.

Kaxabln Moaynb B AepeBe 06bEKTOB COAEPXKUT BKNAAKN ANS MHOUBMAYANbHON HACTPOWKN NapameTpoB
B 3aBMCMMOCTU OT ero Tuna.

Mpumeuanwme. B ELLY peannsoBaHa BO3MOXHOCTb paboTbl C MOGYISIMU, pacnosoKeHHbLIMN
3a NAT, B pamkax ogHou ceccun. Kak TONbKO Ceccusi 3aBeplunTcd, CBA3b C MoAynem
pasopseTcs. B cnegyowmn pas ELLY cMoxeT cBa3aTbCca ¢ MogyneMm, Korga Moayns co3gact
HOBYIO CECCUIO.

8.1.1CBoaka moayns

Bknapgka «CBogka» Ha ypoBHe Moaynsi oTobpaxaeT obLiee coctosiHie Moayns (Puc. 136).
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AHTUBUpPYCHBIE Basbl AKTYANBHBI

Bepcun 11.3.0825.DLEZ-13601.14-C
Bepoun aHTUBMpYCa Windows Defender

KonuuecTen akTUBHBIX ceccuii

KomMnoHeHTEI

4
HCA / M3/ COB / CKH-M/ CKH-H /

O6noBnTL

CKDL/PK
MexceTeroit 3kpan (M3) Bicn.
Heaktnenbii peskum Beikn,
B8 CETEBbL.. PesyneTtat nocneaHed nposepkn KL Hapywenni et
H Cuctema OBHapyxenua Bropsennii (COB) Bin,
v O YOAJEH... Texnnueckan noagepsea OeiictentensHa no 28.02.2025
DESK... Yacoeoil noac GMT+02:00
) KommerTapuii
DESK...
WHUnaeHTLI 6e30NnacHOCTH A

3a nepuog: 19.06.2024

D Tonbko HENPOYUTAHHBIE

Jkcnopt

Kommentapmid

Mo konuuecTey 3a nepuog Ypannte

5

Puc. 136. Bknagka «CBogka» mogynsi

Bknapgka cBogka Ha ypoBHe MOAYMs BKMoYaeT B cebs pasgenbl:
e  UMHopmaunsa 06 00beKTE;
e  VHUMAEHTbl 6e30MacHOCTW.
CocTae napameTpoB, BbiBOAWMbIX B pasgene «MHdbopmauns 06 o6bekTe» 3aBUCUT OT TUNa MOAYIS.

WHdbopmauuss B pasgene «MHUMpeHTbl Ge3onacHocTU» opMupyeTcsi MO aHanorMm ¢ ocTanbHbIMU
obbektamu gepeBa b (cM. «IHUMAEHTbI 6e30NacHOCTUY).

CoctaB KkoMaHz onepaTtuBHOro ynpaslieHNUd 3aBUCUT OT TUNa MoAyns.

MpumeyaHune. PesynbTaT  BLINOMHEHUA  KOMaHA  ONepaTMBHOIO  YNpasrieHus
He oTpaxaeTca B XKypHanax ELLY. Takke He npedycMoOTpeHbl BCnrbiBaloWme 1 npoyve
yBeJOMINEHNs 0 pe3yrbTaTax BbINOMHEHWUS KOMaHA onepaTUBHOrO yrpaBneHus.

8.1.2MNMonb3oBaTtenu u rpynnbl MoAyns

Bknagka «[llonb3oBatenu» Ha YypoBHE MOAyNA COAEPXKWUT CMNUCOK rnobanbHblX U OOMEHHbIX
nonb3oBaTenen v rpynn, HacnegyembiX C YpOBHEW BbIlle MO MepapxmMm U CO3AaHHbIX Ha YPOBHE AaHHOIO
MOAYNS, a TaKkke MOAYMNbHbIX Nonb3oBaTtenen (Puc. 137).

Monesosatenn
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TR i |
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APM test anonymous nobanbhas  Cucrema, DLB.0 (MK10, M... flowen - lomen.. Anonymous u

Puc. 137. Bknagka «Monb3oBatenu» moayns

YnpasneHue rnobaneHbIMY 1 JOMEHHBIMY MOSb30BATENAMM U FPYNNamMmn Ha ypoBHE MOAYIS MPOM3BOANTCH
aHarnorM4yHo ynpaereHuI0 MoNb3oBaTeENAMW U FPynnaMyM Ha YpOBHE rpynnbl JomeHa 6Ge3onacHocTu
(cm. «[MNonb3oBatenu v rpynnbl Ans rpynnbl B»).




NpumevaHue. MMobanbHLIM yYEeTHLIM 3aNUCAM, CO34aBaeMbIM Ha YPOBHE MOAYNsA,
aBTOMaTUYECKW NpucBavBaeTcs none «Tun yyeTHol 3anucu ELLY», cooTBeTCTBYOWMIN TUNY
AaHHOro mMoaynsi.

[ns nonb3oBaTenen u rpynn Ha ypoBHe moayns none «Kateropus» oTtobpaxaeTca B obLieM cnucke
nones3oBatenewn u rpynn. MNone «Kateropua» npuHumaet 3HadeHus «nobanbHas» n «MoaynbHas».

[nsa nameHeHus kaTeropmm Nnonb3oBaTensa unu rpynnel cpeacTesamu ELLY HyXHO Bblaennte He06XoauMoro
nonb3oBaTens Unv rpynny, Nocne Ha NaHenu MHCTPYMEHTOB HaxaTtb KHoMKy «Caenatb rmobansHomny. NMpu
3TOM UMSA MOAYMbHOro Mnofb3oBaTens WNM MOAYMNbHOW rPynnbl NPW CMEHe KaTeropum He [OOMKHO
coBnagaTb C CyLEeCTBYOLWUMN MMeHamMK rnobarnbHbIX nofb3oBaTenen unm rpynmn.

Mma mogynbHOro nonb3oBaTens WNM Ha3BaHMe MOAYNbHOW Tpynnbl MOXET coBrnagatb C MMEHeM
CyLLeCTBYIOLLMX B AoMeHe 6e3onacHOCTM rnobanbHblX M JOMEHHbIX Monb3oBaTtenen u rpynn. B takom
crnyyae npuvopuTET MPU  CUHXPOHMU3auun 6OygeT uMMeTb MOAYMbHbIM Nonb3oBaTens WAM  rpynna
COOTBETCTBEHHO. [puopuTeT NPM CUHXPOHM3aLMN NOApPa3yMeBaET, YTO TakoOW Nonb3oBaTernb Unu rpynna
OyayT nepegaHbl HA MOAYIb C NapaMeTpamm, HACTPOEHHbIMU ANS MOAYBHOMO NOMb30BaTENs UKW rpynnbl
cooTBeTCTBEHHO. B uHTepderice koHconn ELLY Takne mogynbHble ydeTHbIe 3anncu 1 rpynnbl BblAeneHbl

3Ha4yKkoM A (puc. 138).

Cocrosnune Yyernan sanuce “ Kareropmsa Tun yyernon 3anucwm ELLY
— L] L —_— == L] L | = L | L] L | q
I admin lnobanbhas Bce
I A admin Moaynbhas DL8.0 UK10
=== f===} === e} == == == o= _— f ==} —} bl
anonymous lmobanbnas  Cucrema, DL8.0 UKS, DLS.(

Puc. 138. CoBnageHue umeH MoAyIfnbHOIMo n rno6anbHoro nonb3oBaTtens

MpumeyaHue. ocne BbiBoga moayna m3 [1b Bce rpynnbl U nonb3oBaTenyM ocCTalTCA
B cnuckax Ha moayne. MNpu noBTopHOM BBOAE Moayns B 1B Takue nonb3oBartenu u rpynnbl
6ynyT 3apermucTpupoBaHbl B ELLY ¢ kaTeropuen «MogynbHas» n 6yayt MMeTb NpuopuTeT Npu
CVHXPOHM3aUnK.

[na mooynbHbIX NONb3oBaTeENEN HE MOXET OblTb Ha3Ha4YeHa pPonib Ha agMUHUCTpUpoBaHne [b.
MogayrnbHble y4eTHbIe 3anncu MOryT ObITb BKIOYEHbI B rrobanbHble rpynnbl Nonb3oBaTenen.
[nsi npuMeHeHns NnapaMeTpoB Ha MOAyne HeEOOX0AMMa CUHXPOHM3ALUUS.

8.1.3Monutnkn moayns

Bknagka «lMonuTukny» ans BbibpaHHOro mModyns no3sBonsdeT pedakTMpoBaTb napameTpbl 6e3onacHocTu
Ha ypoBHe moayns (Puc. 139).
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Puc. 139. Bknagka «[Monutuku» mopyns

Ha YpOBHE MOAYINA B CNUCKE AOCTYMNHbI TOJTbKO MOJINTUKKU, aKTyallbHble ONA JaHHOIo Tuna Mmoayns ELly.

Hactporika nonutuk Ons MOAyns MNpou3BOOUTCA aHanormyHo HacTpomke nonutuk Ans rpynnsl OB
(cm. «Monutnkm ons rpynnel O6»).

Ons npuMeHeHnA napamMeTpoB Ha MOAOYNAX Heobxoamma CUHXPOHM3aUUnA.




8.1.4 MexceTeBOM 3KpaH moayns

Bknagka «KomnoHeHTbl» — «MexceTeBon akpaH» Ha ypoBHE MOAynsA no3songet ynpasnate MO gns
moayns (Puc. 140).

Q v @ KomMnoHeHTs!
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Puc. 140. Bknagka «MexceTteBow aKkpaH» Mmoayns

Ha ypoBHe Moaynsa AOCTynHbl HAcTponkn M3, akTyaneHble Ans AgaHHoro Tuna moayns ELLY.
YnpasneHne MO Ha ypoBHe MoAyns NPOU3BOAMTCA aHANOMM4YHO yrnpaBneHnio MeXceTeBbiM 3KpaHOM Ans
OB (cm. «MexceTeBOn aKpaHy»).

8.1.5CucTemMa KOHTpONSA HakonuTenen Moayns

Bknagke «KoMnoHeHTbI» — «CucTema KOHTPOIS HakonuTenen» Ha ypoBHE rpynbl No3BONAET YNpaBnsTh
HaKonMTensiM1 Ha ypoBHe rpynnbl (noarpynnbl) JoMeHa 6e3onacHocTu (Puc. 141).

Q v e KOMMOHEHTS!
- [flomeH GesonacHoCTH
YNPABNEHWE KOMMNOHEHTOM CKH -
B gbezonacocn K
~ _ ) AEACTBUA
* [0 OBAL
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* B DESKTOP-
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Puc. 141. Cuctema KOHTpOIsi HakonuTenen ans rpynn JlomeHa 6e3onacHocTn

YnpaBneHve CUCTEMOW KOHTPONS HakonuTenem Ha yposBHe rpynnsl [1B npoussoautcs aHanornyHo
yrnpaBrneHno cUcTeMon KoHTponst Hakonutenen ans b (cm. «Cuctema KOHTPONSA HakonuTenemy).

8.1.6 3apgaHusa moayns

Bknagka «3agaHua» Ha ypoBHe MoAyns NO3BONSET ynpaensaTe 3agaHuamu ans mogyns (Puc. 142).
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Puc. 142. Bknapgka «3agaHusi» Moayns

Ha ypoBHe Moaynsa AOCTYMHbI 3ad4aHuns, akTyarnbHble A8 AaHHOro Tuna moayna ELLY.
YnpaBneHue 3afaHUsMU Ha ypoOBHE MOAYNS NPOM3BOAUTCS aHaNornMyHo ynpasneHuio 3agaHnavmn ansa b

(cm. «3aganug [1by).
8.1.7 XypHansbl moayns

Bknagka «KypHanbl» Ans BblbpaHHOro MoAyns NO3BOMSET MpocMaTpuBaTh XypHanbl 6esonacHoCTu
moayns (Puc. 143).
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Puc. 143. Bknagka «XKypHanbi» mogynsi

KaTeropvnA XypHanoB Ha BKnagke COOTBETCTBYHT Ha3BaHUAM XypHanoB Ha Moaynax.
CnpaBa pacnosioXeHbl NaHellb MHCTPYMEHTOB ((d)VIJ'IprbI» M naHesb NHCTPYMEHTOB ((,D,GVICTBVIFI».

MapameTpbl UNbTPaUNUM 3aBUCAT OT KaTeropum xypHana. Copoc 1 npuMeHeHne BbiIGpaHHbIX (OUbTPOB
ocyllecTBrsieTcst No komaHae «C6pocuTb» U «MPUMEHUTb» COOTBETCTBEHHO.

OTpMnbTpoOBaHHbIE 3aNUCK XXypHana MOXXHO COXPaHUTb B BbIOpaHHY0 nanky B Hy>kHOM Tune canna (TXT,
CSV), ¢ NOMOLLbIO KOMaHAbl «OKCMOPTMPOBATL XXypHanNy» Ha NaHenu NHCTPYMEHTOB «[encTeus».

Ans ouncTKM XypHana Modyns ucnonb3yetca komaHaa « OuncTuTb xypHan».



9 MOAYIb C3U DALLAS LOCK 8.0-C/K

9.1 BBopg moaynsa B [1b

Beectn mogyne C3U Dallas Lock 8.0 B [JlomeH 6e30nacHOCTU MOXHO crneayoLmMmn cnocobamum:

e B npouecce yctaHoBkm C3U Dallas Lock 8.0;
e 4epes obonouky agmuHucTpatopa C3U Dallas Lock 8.0;
e C nomoupbto koHconu ELLY (cm. «HacTporika moaynsy).

BHumaHume! NMpu BBoge moaynst C3U Dallas Lock 8.0 B [1b gomkeH ObiTb cobntogeH psa
YCIOBUIA:
e B JIBC gomkeH 6bITb paboTtatowmin cepeep ELLY;
e Mexay moaynem u cepepom ELLY pomkeH OblTb CBOGOAHBIN OOMEH NakeTamu
no TCP/IP nopty 17900.

BHuumanue! Nocne Beoga moayna C3W Dallas Lock 8.0 noa ynpasneHue ELLY 3HayeHus
napameTpoB 6e30nMacHOCTM noanexar CUHXPOHU3auuuM CO 3HaveHusamu nomutuk ELY
Ansi 6azosow rpynnebl «HepacnpegeneHHble 06bEKTbIN.

9.1.1Beoa moaynsa B [1b B npouecce yctaHoBku Dallas Lock 8.0

B npouecce yctaHoBku Dallas Lock 8.0 B okHe BBoga napamMeTpoB NPUCYTCTBYIOT NOMs Afsi BBoAa MOAyns
B [1b Ha aaHHoM aTane (puc. 144).

NapaMeTpbl KoHhUYpaLkK

[]BeecTi koMnBoTED B HOMeH PesonacHOCTH

@ [omeH Cepeepos DE30MacHOCTH

O JomeH EAMHOND LUEHTPE YNPaSBneHuA

Cepsep: | |

Knwou goctyna: | |

DESKTOP-OV14PNH

Dallas Lock

KoHbMrypaLwma: CTaHaapTHaA ~

default

MMpMMEYEHKE: BEOA KOMMBIOTEPE B A0MEH DESONACHOCTH M MPUMEHEHE
hafNoE KOHPHMYDALIM MOPKET OCYLLECTENATECOA NOCNE YCTaHoEkH T3

< Hazan Y CTEHOBWTE OTMeHa

Puc. 144. NapameTpbl yCTaHOBKU CUCTEMbI 3aLUUTDbI

Heobxognumo noctaButb ¢nar «BBectn komnbioTep B AoMeH GesonacHocTu». [anee, Heobxoanmo
BbIOpaTb NyHKT «[domeH EgnHoro ueHTpa ynpaBneHus». B cooTBeTcTBYOLLME NONS HEOOXO4MMO BBECTHU
ums cepsepa ELLY, kntou goctyna k A6 n umsa APM, B cocTtaBe KOTOPOro Heo6xoanmo BBECTU MOAYIb,
N HaxxaTb KHONKy «[daneex». Ecnu umsa cepeepa ELY BBegeHO HEBEPHO, TO MO 3aBEPLUEHUIO YCTAHOBKU
C3M B obnactn yeBepomneHun nosiButcsi coobuieHne o6 owmbke BBoAa KommnbioTepa B [domeH
6esonacHocTu (puc. 145).



52|
I, Dallas Lock 8.0

| KomnewTep sawmwen C3l14 Dallas Lock 8.0 X |

Owwnfka BE0QA KOMNLOTERE B goMed GesonacHocT! X
(¥kasaHHbll CcEpBEep HEJOCTYNEH)

Puc. 145. Owunbka BBoAa komnbioTepa B A1B

Ecnu npouecc Beoga moayns B [1b npowen ycnewHo, To B AepeBe ob6bekToB [JomeHa Ge3onacHoCTu
B rpynne «HepacnpepeneHHble 06bekTbl» nosiBUTCS HOBbIM APM C ykasaHHbIM UMEHEM, B KOTOPOM
3apeructpupoBaH moaynb C3W Dallas Lock 8.0.

9.1.2BBopa yctaHoBneHHoro moayns Dallas Lock 8.0 B AAB

Ins Beoga moayns B 1B yepes o6onoyky agMuHUCTpaTopa HeobXxoanmo:

1. Y6eauTtbes, 4to cepsep ELLY goctyneH no cetw.

2. 3anyctutb obonoyvky agmuHucTpartopa Dallas Lock 8.0 Ha moayne.

3. OTkpbITe BkNagky «lapameTpbl 6e3onacHocTu» — kaTeropust «CeTb». BeibpaTbh napametp «[JomeH
©e3onacHocTu» u HaxaTb Ha «CBoKcTBa» naHenun «dencteusi». OTkpoeTca OKHO «HacTponkn gomeHa
©esonacHocTu» (puc. 146).

HacTporkn gomeda GesonacHooTy x

WmMa gomena:

| | G

CnuWcoK cepsepos AoOMEHE!

Cepeep BezonacHoCTH Cratyc

Beecti B AomeH | 3aKpEITE

Pwuc. 146. Hactpouku b

4. HaxaTtb kHoMKy «BBecTtn B gomeH». OTKpOeTCs OKHO BBOAA KNueHTa B AOMeH 6e3onacHocTu (puc. 147),
roe Heobxogumo:
e BblbpaTb NyHKT «[JoMeH EAnHOro ueHTpa ynpaeneHusy;
e BBecCTU ums cepepa ELLY;
e yKasaTb KN4 Jgoctyna k gaHHomy [b;
e ykasaTb umMst APM, B cocTaBe KOTOPOro Heob6XxoaAMMO BBECTU MOLYIb.

Beog knweHTa B gomeH Be3onacHoCTH >

O [LomeH Cepeepos DesonacHoCTH

(®) [lomer EAMHOMO LEHTPa YNpaBneHts

Cepeep: ‘ 192.168.122.155 |

Knoy aocTyna: ‘ e |

AmMA APM: ‘ aPM_DL_8.0| |

Omnera

Puc. 147. BeBog komnbtotepa B [1b ELLY




Hanee Heobxoanmo HaxaTb kHoMky «OK», n, B criyqae ycnexa, Yepes HekoTopoe BpeMsi MosiBUTCH
coobLLeHne 0 ToM, 4TO Moaynb ycnewHo BeeaeH B [1b (puc. 148).

Dallas Lock 8.0-C >

BEbIMOAHWTE NEPE3arpysKy, yToBEl BCE M3MEHEHKWA BCTYMWAK B

o KomneoTep BEEAEH B 40MeH Be30nacHoCTH, PekomeHayeToa
cHAY,

Puc. 148. CoobuieHune 06 ycnelwHom BBoae moaynsi B b

5. Mepesarpyautb MK gns noakntoYeHnsa n CMHXpoHmnsauun moayns ¢ Ob.

B noepese obbekToB [lomeHa Ge3onacHocTu B rpynne «HepacnpeneneHHble 06BbEKTbI» NOSABUTCS HOBbIN
APM c ykaszaHHbIM MUMeHeM, B KOTOpOM 3apernctpupoBaH moaynb C3U Dallas Lock 8.0.

9.2 BbiBog moaynsa us [1b

BbiBect Moagynb C3W Dallas Lock 8.0 us [JomeHa 6e30nacHOCT MOXHO crieayoLwwmmMmm cnocobamu:
e C nomouwpbto koHconu ELLY (cm. «HacTpovika moaynsay);
e 4epes obonouky agmuHucTpatopa C3M Dallas Lock 8.0.
[ns BbiBoga moayns Yepes 060ro4Ky agMUHUCTPMPOBaHNS HEOBX0AMMO:
1. 3anyctuTb 060104KY aAMUHUCTPUPOBAHMSA Ha MOAYIE.
2. OTkpbITb BKNagky «lMapameTtpbl 6e3onacHocTu» — kateropus «CeTb». BbibpaTb napametp «[domeH

©e3onacHocTU» u HaxaTb Ha «CBoKcTBa» naHenu «dencteus». OTKpoeTca OkKHO «HacTpownkm gomeHa
©6esonacHocTu» (puc. 149).

Hactpoiikm gomena BesonacHooTk *

WmMa gomeHa:

| [JomeH_besonacHocTh

CnMcok CEpBEpos A0MEHE!

Cepeep GesonacHocTA Cramyc
Bif| obad-win2016-34: 17500 Mo aknoHer
BeIEECTH U3 AOMEHA 3aKpEITE

Puc. 149. Hactpouku OB

3. Haxatb «BbiBecTn u3 gomeHa». OTKpoeTCA OKHO Afs NoATBepxaeHus BbiBoga moayns u3 Ob
(puc. 150).

Dallas Lock 8.0-C

Bl yE2peHEl, 4TO XOTHTE BLIESCTH KAMEHTA M3 40MEHa
BezonacHoCTK?

ber

Puc. 150. BbiBog moayns us b




4. HaxaTb «[a». [NoasuTcs coobLyeHne o ToM, 4To Moaynb ycnewHo BeiBeaeH ns b (puc. 151).
Dallas Lack 8.0-C hod

o KoMOeiTEp YCNEWHO BRIBELEH W3 JOMEHE BE3IONACHOCTH.

Puc. 151. CoobLeHune 06 ycnelwHom BbiBoae moayns us b

B koHconun ELLY ypaneHHbln mMogoynb nepemectutcss B 6asoByto rpynny «YaaneHHble 0OObekTbi»
nepesa [b.
MpumeyaHue. [Npu OTCyTCTBUM CETEBOIO NOAKMoYeHns k Cnyx6e ELLY, mogynb moxeT ObITb
BblBeAeH u3 [lomeHa 6esonacHoctn ELLY npunyamTtensHo. MNpu atom, B KoHconu ELLY Takow
MOAYIb NPOJOIMKUT OToBpaxaTbCs, HO ero ctaTyc byaet «HegocTtynen».
Moatomy, kaxabli MoAynb, BbiBeAeHHbIM u3 coctaBa [b Bo Bpems OTCyTCTBMS CBSA3U
co Cnyxb6own ELLY, Heobxoanmo AononHUTENBLHO yaansaTb BpydHyto n3 KoHconu ELLY.

9.3 YpaneHHoe pa3BepTbiBaHue C3U Dallas Lock 8.0

CyuwectByeT BO3MOXHOCTb BbINONHUTL YycTaHoBKy Dallas Lock 8.0 ueHTpanu3oBaHHO Ha OAWMH WK
HECKOJTbKO KOMMNbIOTEPOB, pacnonoXeHHbIx B ogHou JIBC.

YaaneHHas yCTaHOBKa BO3MOXHa B CreayrLinx BapnaHTax:

e LIEeHTpanu3oBaHHO — AN rPynnbl KOMMAbIOTEPOB, UMEKLLMX OAMHAKOBbLIE MMEHa W Maponu
agMuHucTtpatopa OC;

e N5 KOMMbLIOTEPOB, UMEKLLMX UHAUBUAYATbHLIE NMS U Naponb agMuHuctpaTtopa OC, yaaneHHyo
YCTaHOBKY CrielyeT BbIMONHATb OTAENBHO OT APYrUX.

9.3.1YpaneHHoe pa3BepTbiBaHMe C NOMOLbIO KOHconu ELLY

MpumeyaHue. 1o ymonyaHuio B onepaumoHHbIX cucTemax HadmHas ¢ Windows 7 goctyn
K yAaneHHOMY KOMMNbIOTepy nog NoKanbHOW Y4eTHOW 3anucbio 3anpelieH. [1oapobGHyto
nHdpopmaumio 06 3TOM OrpaHUYEHUM MOXHO HawWTM Ha odwmumanbHom cante Cnpasku
n nogaepxkkn komnaHum Microsoft no apgpecy https:/support.microsoft.com/kb/951016
(Ha aHrmMNCKOM s3bike).

Ona paspelleHnss yganeHHOro MNOAKMOYEHUS MOA  FlOKanbHOW  YYETHOM  3anucblo
HeobxoamMmMo B pegakTtope peecTtpa no nyTu
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Syste
m co3gatb kntod Tuna dword ¢ nmeHem LocalAccountTokenFilterPolicy co 3HavyeHnem «1»
(«LocalAccountTokenFilterPolicy»=dword:00000001) w©n nepesarpy3nTb  KOMMbIOTEP.
B kpynHbIx ceTax ¢ AD gaHHOe 3HaYeHne MOXHO pacnpoCTpaHUTb Yepes NONUTUKN.

BHumaHue! o ymonuaHuio yganeHHoe pasBepTbiBaHME BbINOMHAETCA Yepe3 nopt 445.
Insa sToro Ha uyenesbix TC B bpaHgmayape Windows Heobxoaumo paspelunTb BXOAsLmne
nogkroyeHns anga noprta 445.

BHumanue! [Ina Heckonbkux ueneBbix TC LEHTpanM30BaHHY yOaneHHyl YCTaHOBKY
MOXHO OCYLLECTBUTb TOMNBLKO MPWU BbINOSTHEHUW CNEAYOLWNX YCIOBUI:

e ueneBble TC BxogaT B TOT e gomeH AD nnun LDAP, yto n APM ¢ ELLY Dallas Lock;
e  V3BECTHbl MMSA MOMb3oBaTenNsl M Napofb AOMEHHOW YYE€THOW 3anmncu C npaBamu
agMVHUCTpaTopa JoMeHa.


https://support.microsoft.com/kb/951016

BHumanue! [1na BBoaa knveHTa B AomeH 6e3onacHoctn ELLY B none onpeaenenuns gomeHa
yKa3sblBaeTCsi UMs NMoSib30BaTeNs U JOMEH, B CBSA3M ¢ YeM Ha knneHTe C3W HC/ Dallas Lock
8.0 He gonyckaeTcsa Hanmuue npobena B umeHun nonb3oBatens OC.

BHumanue! Ha knneHte C3UM HC[ Dallas Lock 8.0 He nogaepxuBatoTcs NosfHbIe MeHa
OOMeHa — He [onyckaeTCs Hanmunme TOYKM B UMeHU gomeHa. [lpu HeobxogmmocTu
yKasaHUn JOMEHHOr0 NIorMHa B Mactepe pasopayvmanusa DL8.0 ncnonb3ynTe 3anvck BMaa
domain\user.

IOnsa yonaneHHon yctaHoBkn C3UM HC[ Dallas Lock 8.0 Ha knvMeHTe ans y4eTHOW 3anucu agMmHucTparTopa

pornxkeH 6blTb 3agaH nNapornb. YCTaHOBKY Heo6XxoAMMO OCyLecTBRATb No npoTtokony IPv4, Ha MOMEHT

OOHOBNEHNsI N YCTAHOBKU MoAynen HeobxoomMmo OoTknunTe npotokon IPv6 Ha APM c¢ koHconbto ELLY.

[anee HeobxoaAUMO BbINOMHUTL CnegyroLiue Lwarm:

1. MNepea UeHTPanNM3oBaHHOW YCTAHOBKOW HEOOXOAMMO pa3MeCcTWTb Ha KOMMbKOTEPE, Ha KOTOPOM
3anyweHa koHconb ELLY, guctpnbytmnes C3M HC[ Dallas Lock 8.0.

2. 3anyctutb KoHconb ELLY oT umeHn agMuHucTpartopa.

3. Janee Heobx0AMMO OTKPbLITb FfTaBHOE MEHI0 kKoHconu ELLY 1 BblbpaTb «YaaneHHas yCcTaHOBKa».
OTkpoeTcs cTpaHmua Mactepa yaaneHHoun yctaHoBku (Puc. 152) na cnucka Beibpatb «Dallas Lock 8.0»
N HaxkaTb KHOMKY «[aneey.

YpaneHHan ycTaHOBKa
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Puc. 152. MacTep yaaneHHOW yCTaHOBKMU

Ha oTkpbiBLWeElicS cTpaHuLe Heobxoammo nobasutb uenesble TC aAnga yganeHHoro passeptbiBaHus. TC
MOXHO A06aBWUTb OLHUM U3 criegyowmnx cnocobos, Yepes:
e pYYHOW BBOA ajgpeca — [AnA 3TOro HyXHO 3anonHutb nons «llopt» n «Beeaute IP-agpec
U CETEBOE UMS KOMMbIOTEPAY, 3aTEM HaXaTb KHOMKy «[Job6aBuTb komnbtoTep» (puc. 153);
e MMNopT 13 channa — Haxatb «MMnopT 13 arnay» n NnpMKpenuTb TEKCTOBLIV dhaln co cnnuckom IP-



agpecos uenesbix TC;

e (pann cnucka KnMeHToB — HaxaTtb «/mnopT u3 cparina» u BeibpaTh ¢ann co CNUCKOM 3apaHee
BbIFPY>XE€HHbIX KITMEHTOB.

Mpumeyvanue. [inga cdanna c IP-agpecamv BO3MOXEH crnegyowmnin gopmaT Cnmncka: B Kaxaomn
CcTpoke harina moxeT BbiTb ykasaH TONbKO oauH IP-agpec 6e3 4ONONHUTENBHBIX CUMBOIOB.

Mpumep:
192.168.0.1
192.168.0.35
10.10.112.55

Macrep yaanenHoi ycraHosku Dallas Lock 8.0
CnucoK KOMNbIOTEPOB
YCTanoBKa CCKa KOMNIOTEPOB AR NOAKAIOUEHAR

Baegue IP agpec wiw ceteBoe MMA KOMMbIOTEPa

Mopr 445 3

IP-appec FQDN-umsn v

Puc. 153. Cnucok uenesbix TC ansa yaaneHHoro pa3BepTtbiBaHusa C3U HCA Dallas Lock 8.0

KHonka «YganuTtb» Heobxogmma ans yganeHus gobasneHHbIx paHee IP-agpecos.
Mocne pobasneHus uenesbix TC B CNUCOK, HEOBXOAMMO HaxaTb KHOMKY «[aneex.

4. 3anonHuTb napameTpbl YCTAHOBKM, KOTOpble ByayT NMpUMeHeHbl K MOAYMsSIM B NPOLECcce akTMBaLumu
C3U HCA Dallas Lock 8.0 (puc. 154):

e norvH 1 napone agmuHuctpatopa OC Ha uenesbix TC;
e IOTMH U Naporb cynepnonb3oBaTens (ONuUUoHanbsHO).



Macrep yaanenHoi ycraHoskm Dallas Lock 8.0

BBOA aBTOPM3aLMOHHBIX AaHHBIX

YueTHbIe AaHHbIE AAMUHACTPATOPa OC KOMNBIOTEPOB KAMeHToB

Wms user0

Maponb |essssssses| —

[] Cosgars Hoeoro nons3osatens e kauectse agmuHncTpatopa B

Puc. 154. MNapameTtpbl yctaHoBkun C3U HCO Dallas Lock 8.0

Mocne 3anonHeHust Bcex HeobxoauMbIX Nonen HYXXHO HaXXaTb KHOMKY «Janeey.

5. Ha cnegywouleni ctpanuue (puc. 155) HeobxoamMmMo ykasaTb:

e NyTb K ucxogHomy auctpmndytmey C3 HC[ Dallas Lock 8.0;
e HOMep NULEH3MK, KOTOPbIN yKasaH Ha 06noxke yTnapa;
e KOO TEXHUYECKOW NoaaepKKM, KOTOPbIN yka3aH B NMCbMe, OTNPaBNEeHHOM Ha SMEKTPOHHYIO MOYTY.

Mpu HeobXxoaMMOCTM NPUMEHEHMUS ONPEAENEHHON KOHpUrypaumum ona guctpnbytrea, MOXHO NOCTaBUTb
dnar «CoxpaHATb HACTPOWMKM OT NpeablayLiein YCTaHOBKM» UMK yKasaTb NyTb K panny KoHdurypaumm
ans C3U Dallas Lock 8.0. Ecnin none He oTMeyeHO hnaroMm 1 He ykasaH nyTb K hanny koHdurypaumm,
npuMeHsieTcst KoHdurypauus «Io ymonyaHuio», YTo MMeeT CMbICI TOJbKO Npy 0GHOBIEHNN.

Onsi BBoga mogynen B [lomeH 6e3onacHocTn ELLY cpa3sy nocne yctaHOBKM, MOXHO NocTaBuTb cpnar «Beog
B AoMeH 6e3onacHocTu ELY», ykasaTb ums cepsepa ELLY v kntoy goctyna k 6. 3atem Haxatb «[Janee».

Ecnu panHble gna Beoga moayns B b ELLY (B TomM uucne knod goctyna) 6binm ykaszaHbl HEBEPHO,
TO ycTaHoBka 6ygeTt npuoctaHoBneHa. KHonka «[anee» GygoeT HeakTMBHa OO TeX MOp, Noka OaHHbIe
ansi seoga B [1b ELLY He 6yayT BBeaeHbl BepHo. YToObI NpodomkmTh ycTaHoBKYy 6e3 BBoga moaynsa B b
ELLY HeoBGxoanmo cHATb conar «Beoa B gomeH 6e3onacHocTn ELLY ».



Macrep yaanenHo# ycraHosku Dallas Lock 8.0

MapameTpbl ycraHOBKM
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Puc. 155. Bei6op yctaHoBou4Horo canna C3U HCJ Dallas Lock 8.0

6. Ha cnepytowen ctpanuue (puc. 156) MOXHO HacTpOUTb OOMOMHUTESbHbIE MapaMeTpbl YCTaHOBKW,
Takue Kak:

e nepesarpyska yaaneHHOro KoMmmnbloTepa nocrne ycTaHoBKW. [locTaBneHHbIn Ha cTpaHuue dnar
no3BonseT aBTOMaTUYECKU Mepe3arpy3uTb KOMMbIOTEP MOCMe 3aBepLUeHUsl YCTaHOBKM
C3W Dallas Lock 8.0 no ucteyeHuto ycTaHOBNEHHOIO BPEMEHU, MHAYe KOMMbIOTEP OOJMKEH ObITb
nepesarpyxeH nornb3oBaTenemM camoCTOATENBHO;

e coobuweHne pans nonb3oBatenen. CooblieHwe, ykasaHHOe Ha QaHHOW CcTpaHuue, OGyaeTt
MOBTOPATBCA C 3adaHHbIM MHTEepBarioM, Ans MNofb3oBaTenen, Ha YbMX KOMMblOTepax
nponssoautcsa yctaHoska C3U Dallas Lock 8.0.

3aTem HaxaTb KHOMKY «YCTaHOBUTbY.



Macrep yaanenHoii ycranosku Dallas Lock 8.0

Mpouyecc yctaHoBKK

Bi60p AONONHMTERLHIX NAPAMETPOB YCTAHOBKM

MNepesarpy3uTb yAaneHHbii KOMNbIOTEP MOCAE YCTAHOBKM

Mepesarpy3uTe Yepes (MuH.) 13

Avanason or 1 40 999999

c@toraadam v

(]

Coobuienvie ans noassosateneit

Puc. 156. ononHuTenbHble napameTpbl yctaHoBkun C3U HCO Dallas Lock 8.0

7. Oanee MOXHO npocmaTpuBaTb COCTOSIHME NPOLecca YCTaHOBKM AN Kaxaoro knuenTa (puc. 157).

g
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]

(o] Mpouyecc ycraHoBkmM

@

” 1P-appec FQDN-uma . Mpouece for
1010112227 ucc-win-9.dllocal posepka Lenesoi cheTens!

T

1o g

M8

C ]

Omuena

Puc. 157. UHdpopmauus o xoae LieHTpanM3oBaHHOW yCTaHOBKM cpeacTtBamu ELLY

8. Mo oKOH4YaHWo Mpolecca LeHTPann3oBaHHOM YCTAaHOBKU MOSIBATCA COOTBETCTBYHOLLME KOMMEHTapUM
yAA4YHOro UMK He yaayHoro 3aBepLUEHUs onepawmu.



MpumeuyaHue. [lpu yOoaneHHOM YCTaHOBKE OOBLEKTbI C  OOWHAKOBBIMM  MMEHaMMU
06beanHAOTCS, BHE 3aBUCMMOCTM OT peructpa. lNocne obbeanHeHns otobpaxaeTcs ums,
KoTOopoe Bbino paHee coxpaHeHo B ELLY.

9.3.2 leHTpanu3oBaHHas yctaHoBKa cpeactBamu Active Directory

CpeactBamn Microsoft Windows Bo3moxHa LieHTpanu3oBaHHas yctaHoBka Dallas Lock 8.0 Ha paGoune
CTaHuwmu, Bxoaswue B coctaB KoHTponnepa gomeHa. Heobxoanmble ons yCTaHOBKM AENCTBUS BKIOYAOT
B cebsi:

dopmupoBaHue drarna ycTaHoBKU B KOHconu ELLY.

CospgaHue To4kn pacnpocTpaHeHus Ha KoHTponnepe goMeHa.

Cos3paHne 06beKTa rpynnoBor NONUTUKK ANS LieHTpan1M3oBaHHOW yCTaHOBKM cpeactBamum AD.
KoHcpurypaums n npumeHeHne rpyrnnoBov NOMUTUKN.

9.3.2.1 NoparoTtoBka auctpubytusa DL8.0 ana AD

B ELLY cyuwectByeT BO3MOXHOCTb noarotoButb amctpmbytms C3W Dallas Lock 8.0 ansa ycraHoBku
cpencteamu Active Directory.

Mepen Hayanom NoAroToBKM ANCTPMOYTUBA HEOOXOOUMO Ha KOMMbIOTEPE, HA KOTOPOM 3anyLLeHa KOHCOMb
ELY, pasmectute auctpmnbytmus C3U Dallas Lock 8.0.

MpumeyaHue. Bo3moxHocTb co3gaHms auctpmbytmea C3U Dallas Lock 8.0 ans yctaHOBKM
cpeagctBamu Active Directory B koHconu, 3anyweHHon nog OC Linux 3abnokmposaHa.
CosgaHne anctpmnbyTtnea Bo3mMoxHO Tonbko nog OC Windows.

[ns BbINONHEHUSA NOATOTOBKM AUCTPUOYTMBA HEOOXOAUMO OTKPbITb FMaBHOE MEHK koHconun ELLY n
BblbpaTh «YganeHHas yctaHoBkay. OTKpoeTcs cTpaHuua mactepa yganeHHon yctaHoBku (Puc. 158) us
cnucka BblbpaTtb «[loarotoBka auctpubytmea Dallas Lock 8.0 ans Active Directory» n HaxaTb KHOMKY
«danee».

YpaneHHanA ycTaHOBKa
Mactep yaaneHHo ycTaHOBKW

BrIBEpHTE, 4TD HEDBXOAMMO YCTAHOBMTE H3 KAKEHTE

(O Dallas Lock 8.0
(O Dallas Lock Linux
'C:' Arent ELLY

@ Mogrotoeka guctpniynea Dallas Lock 8.0 ana Active Directory

Puc. 158. MacTep yaaneHHOW yCTaHOBKMU



Ha cTtpaHuue 3anonHWTb yveTHble AaHHble agMmuHuctpatopa OC KOMMbHOTEPOB KNUEHTOB (puc. 159).
Takke cylwectByeT BO3MOXHOCTb nNoctaButb ¢nar «Co3gaTb HOBOro nonb3oBaTens B KayecTBe
agMmuHuctpatopa Vb», 3agaTe umMsa y4eTHOM 3anvcyn agMUHUCTpaTopa MHGOpMaLNOHHOM Ge3onacHoCTH
1 napornb Ang Hee. B pesynbTaTe GyaeTt npMHyaAnTEnbHO CO34aHa y4eTHas 3anncb Nonb3oBaTtens, kKotopasi
OyaeT BbICTynaTb B poNnu cynepagMmHucTpaTtopa nocrne ycraHosku (o6HoBneHus) C3U Dallas Lock 8.0.

& Macrep nogrotoeku guctpubytuea Dallas Lock 8.0 gna Active Directory
(o) BeEoA aBTOPM3aLMOHHBIX GAHHBIX
YyeTHele gaHHBIE agMUHKCTRaTopa OC KOMNEBIOTEPOE KAWEHTOE
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Puc. 159. Mactep noarotoBku auctpuoyrtusa C3U Dallas Lock 8.0 pna AD

Mocne 3anonHeHnsa nonen Haxatb KHoMKa «[danee» ans nepexoga K cnegywouwiemy wary.

Ha BTOpOM Liare NOArotoBkM AuCTpnbytTMBa HEOOXOAMMO yKasaTb NMapameTpbl yAaneHHOW YCTaHOBKW,
KoTopble 6yayT npuMeHeHsl K LenesbiM TC nocne aktmeaumm C3U Dallas Lock 8.0 (puc. 160):

e [ytb k ucxogHomy auctpmbyTtmey C3U Dallas Lock 8.0.

e HOMep NULEH3MK, KOTOPbIN yKkasaH Ha 0b6noxke yTNsapa;

e KOO TEXHUYECKOW NoaaepKKM, KOTOPbIN yka3aH B NMCbMe, OTNPaBNEeHHOM Ha SMEKTPOHHYIO MOYTY.
Mpu HeobxoAMMOCTM NMPUMEHEHNS ONpeaeneHHon KoHurypaumm ona guctpnbytmea, MOXHO NOCTaBUTb
dnar «CoxpaHaTb HACTPOMKM OT MpedblayLien yCTaHOBKMY» MMM ykasdaTb NyTb K hanny koHdurypauum
ans C3U Dallas Lock 8.0. Ecnn none He oTMeyeHO hnaroM 1 He ykasaH MyTb K hanny KoHdurypauuw,
npuMeHsieTcst KoHdurypauus «Io ymonyaHuioy», YTo MMeeT CMbICI TOJbKO Npy 0GHOBIEHNN.
Mpu HeobxoammocTu BBoAa B goMeH ELLY moxHo noctaeutb cpnar «Beog B gomeH 6esonacHoctu ELLY »,
ykasaTtb umsa cepsepa ELLY n kntoy goctyna k Ab.
lMocne 3anonHeHnsa nonen HaxaTtb KHOMKY «[anee» onga nepexoda K crieayroLen ctpaHuue.



Macrep nogrotoBku guctpuéytuea Dallas Lock 8.0 gna Active Directory
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Puc. 160. BBoa napameTpoB ans AncTpmbyTmea

Ha cnegyiowem ware noOAroToBKM AUCTPMOYTMBa  yKasblBalOTCA MNapamMeTpbl  nepesarpysku
npv nHctannsumm (puc. 161). NocTtaeneHHbIN Ha cTpaHuue dnar «llepe3arpy3autb yaaneHHbI KOMMNbIOTEP
nocrie yCTaHOBKW» MO3BONSET aBTOMaTUYeCK/ nepesarpy3ntb KOMMNbIOTEP NOCIe 3aBepLUEHUS YCTaHOBKM
C3W Dallas Lock 8.0 no ncrtedyeHuio YCTAHOBMEHHOIO BPEMEHW, MHA4ye KOMMbITep OOSKeH ObiTb
nepesarpyXxeH rnorib3oBaresieM CaMOCTOSATENbHO.

Takke Ha 4aHHOWM CTpaHuLUe 3agaeTcs Npou3BosbHOE COobLLEeHMe 1 HTepBar, Yepes KOTopblin OHO ByaeT
noBTOPATbCS, ANS MNonb3oBaTenen, Ha YbMX KOMMbKOTEpax npousdsoauTca yctaHoBka C3W. [Onsa
NPOAOIMKEHNS NOArOTOBKN ANCTPUBYTUBA HaxaTb «[10AroToBUTLY.



Mactep nogrotosku gnctpubytuea Dallas Lock 8.0 ana Active Directory
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Puc. 161. HacTtponka napamMeTpoB nepe3arpysku

MosiBuTCA cTpaHuua ¢ coobueHnem o6 ycnewHoM OBHOBReHuW AncTpubyTuBa Ans ycTaHosku AD.
OnctpubyTns GyaeT pacnonoxeH no nyTu, ykazaHHOMY Ha cTpaHuue (puc. 162).

3

Macrep nogrotoeku guctpubytuea Dallas Lock 8.0 gna Active Directory

Pesy.n bTaT NOAroTOBKWM

QOBHOENSHWE MSi YCNEWHO 33BpLUEH,
BAXHO: Mpu HacTpolike rpynnoBoi NOAUTUKK Ha KOHTPOAAEpe AOMEHa,
AUCTPUBYTUE ANA YCTaHOEKKM Heobxoammo gobaenTe B pazaen "Kondurypauva komneoTepa”

AncTprbyTie pacnonoxen:
Cif/Users/user/AppData/Local/Temp/DallasLock8.0C-AD.msi

Puc. 162. 3aBeplueHne NnoaAroToBKM AUCTPUMOYTUBA




MoarotoBneHHbl AUCTPUBYTUB HEOBXOAMMO nepeHecTM Ha KoHTponnep AomeHa Windows Server,
C KOTOporo 6yaeT NpoM3BOAUTBLCH yaaneHHast ycTaHoBKa.

Nanee Heo6xoAMMO NPUCTYMUTb K HACTPOMKaM HEMOCPeACTBEHHO Ha KOHTpOnepe AoMeHa B criykbax AD.

9.3.2.2 Co3paHue o6beKTa rpynnoBon NOSIUTUKM

Ha koHTponnepe gomeHa HeobxoauMmo co3gatbh OOBEKT rpynnoBOW MOMUTUKM AN pa3BepTbiBaHUS

Dallas Lock 8.0.

1. Ons atoro B cnyxbax AD Heobxooumo OTKpbITb OcHacTky «Active Directory — nonb3oBaTtenu u
KomnbloTepbl». [lanee HanT nnu cosgaTb noapasgeneHue, kotopoe byaget cogepxaTtb KOMMbIOTEPHI,

Ha KOTopble TpebyeTcs yCTaHOBUTbL cUCTEMY 3aLuTbl (puc. 163, puc. 164).
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Puc. 163. Co3pnanue nogpasaeneHus B AD
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3ANTUTE KOHTEAHED OT CRYYEAHOMD YOANEHUA

OmaenHa Cnpaexa

Puc. 164. Umsa HoBoro nogpasgeneHnsa B AD

2. B aT0 nogpasgeneHve nepeHectTn HeobxoaMMble KOMMBbIOTEPBI C MOMOLLbI0 OYHKLUKN U3 KOHTEKCTHOTO

MeHio «lMepemecTntb» (puc. 165, puc. 166).
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Puc. 165. MyHKT KOHTeKCTHOro MeHro «lMepemecTUTb...»

MepemecTuTe *

MNepemecTiTs 06bEKT B KOHTERHED:

- secdomain

7 Builin

| Computers

Domain Controllers
ForeignSecurityPrincipals

Managed Service Accounts
] Users

Omeria

Puc. 166. MNepeHoc pabounx cTaHUU B noapasaeneHne

B cosgaHHOM noapasgeneHun nosiBUTCS CMUCOK C HEOBXOAUMbBIMU KOMMbIOTEPaAMMU.
Takum o6pas3oM, cosaaH 0ObEeKT rpynnoBoii NONUTUKN Ans pa3BepTbiBaHus M0.

BHumaHue! [Ins KoppekTHOW ypaneHHoOW ycTaHoBku msi-¢paina C3U Dallas Lock 8.0,
nogpasfgeneHune cnefyeTt co3faBaTb MMEHHO Arsi KOMMbIOTEPOB, a HE A1 MONb30oBaTenen.

9.3.2.3 Co3aaHue rpynnoBOW NOJIUTUKU

Tenepb Anst BblGpaHHOro nogpasgeneHns HeobxoAMMO €O34aTb PYMNMOBYH MOMUTMKY, C MOMOLLBHO
KOTopoW 1 6yaeT NpoucxoauTb yaaneHHas yCTaHOBKA CUCTEMbI 3aLUUTLI.

Co3gaHue M penakTMpoBaHWe rpynrnoBbIX MonuTuk o6bektoB AD B Windows Server ocyllecTBnsieTcs
U3 OTAENbHOM KOHCONMW.

1. [Onsa cosganusa rpynnoson nonuTtukm B Windows Server Heo6X0AMMO OTKPbITb OCHACTKY (MM KOHCOSb)
«YnpaeneHve rpynnoBon nonutukow». B pgepeBe KoHcOMM HeobGXxooumO pasBepHyTb y3en
HeobxoaMMOoro JomeHa 1, BbibpaB co3gaHHoe nogpasaeneHune, NpaBon KHOMKOW MbllW HaXXaTb MYHKT
MeHo «Co3gaTb 0OBbEKT rpynmnoBoOv NONIUTUKA B 3TOM JOMEHE U CBA3aTh ero...» (puc. 167).
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Puc. 167. KoHconb ynpaBneHus rpynnoBoi nonutukon Ha Windows Server

2. B nosiBuBwIEMCS OKHE HEOOXOOMMO BBECTU MMsi HOBOW FpynmnoBon nonuTuku. B none ¢ mncxogHbim
OOBbEKTOM TpynnoBON MOMWTUKMA HMYero BblOMpaTb He cnepyet. B cnncke o6bekToB nosiBUTCS
co3pgaHHas rpynnosas nonutuka (puc. 168).
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Puc. 168. HoBbI 06BEKT rpynnoBoW NOMMUTUKMU, CBAA3aHHbIW C Noapa3perneHnem

3. Takum obOpa3om co3gaHa rpynnoBas nonuTMka Ang noapasgeneHunss komnbiotepos B OC
Windows Server.

9.3.2.4 Co3paHue UCTOYHMKA YCTaHOBKMU

Tenepb H606XOLWIMO onpegenntb Tak Ha3blBa€MbI UCTOYHUK pacnpocTpaHeHna naketa uin yCtaHOBKU
cchopmumpoBaHHoro msi-cpavina Ha cepepe Windows. 3To gomkHa 6bITh 00LLas ceTeBas nanka, K KOTopon
paspeLleH AOoCTyN CneayowWwmm rpynnam nonb3oBaTenei:



e  aAMWHUCTPATOPbI;

e MpoLUefLIne NPOBEPKY;

e ronb3oBaTenu JomMeHa.
PekomeHayeTcsi UICNOMb30BaTh B KAYECTBE TOYKM PacrnpoCTPaHEeHNst KOHTEMHEP MECTOHAXO0XAEHUS camMoi
rpynnoBoi nonutuki. OnpeaenuTb NyTb K Nanke co CKpUnTamu rpynmnoBov NOSIMTUKN MOXKHO pasfnyHbIMU
cnocobamu.

1. BHauane HeobxoamMmo onpeaenvTb YHUKanbHOE UMS rpyrnnoBON NOMUTUKU.

B OC Windows Server onpegenntb yHUKansHoe MMs (yHUKanbHbIA KOA) rpynnoBON NONIMTUKA MOXHO

yepe3 KOHCOMNb YMpaBrieHUsi rpynnoBbIMM MNONMUTUKaAMWU, BbIAENVMB HEOOXOAUMYIO MOMUTUKY
M OTKPbIB BKNaaKy cBoncTB «CBeaeHusi» (puc. 169).
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Puc. 169. HoBbI 06eKT rpynnoBoi NOMIUTUKK, CBA3aHHLIN C NogpasaeneHnem

Mankn-koHTerHepbl rPyNnoBbLIX NOAUTUK pacnonaralTcs B cuctemHon nanke «SYSVOLy». Ota nanka
AaBnsieTcA obLen nankon B COCTaBe OAHOro AomeHa cnyxbbl katanoroB AD. Moatomy ee cBolcTBa
COOTBETCTBYIOT €QUHOIN TOYKE pacnpoCTpaHEHMS.

2. Nanee HeoOxooumMo onpedenuTb CETEBYK MNanky C CO34aHHOW COOTBETCTBYIOLLEW T[PYNnoOBOW
NOMWTUKON NS yAaneHHOW yCTaHOBKU cucTembl 3awmuTol (puc. 170).
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Puc. 170. PacnonoxeHue nanku-KkOHTeilHepa rpynnoBoi NonuTuK1



B nankax rpynnoBbix MNONUTWUK pacnonaraeTtca katanor Adm, cogepxawmin wabnoHsl *.ADM,
ucnonb3yemble B obbekTax rpynnoson nonutuku, a take nankmu MACHINE n USER, Bkniovatowme
B cebs palnkl co cneumanbHbIMU NapaMeTpamu.

3. B

narke

MACHINE HeoGxogumo  pacrnonoXuTb

ans C3U Dallas Lock 8.0 (msi-cpann) (puc. 171).
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Puc. 171. NepeHoc msi-gucTpnbyTMBa B Nanky rpynnoBon NONMUTUKKN

Takum o6pasom, 6bin co3aaH MCTOYHMK YAaneHHOM yCTaHoBKM cucteMbl 3awmTel Dallas Lock 8.0, koTopbin
B kOHTekcTe Microsoft umeeT HasBaHue «Toyka pacnpocTpaHeHUs».

9.3.2.5 HacTpo#ka rpynnoBoun NOSIUTUKN

Tenepb HEOBXOAMMO U3MEHUTB CO30aHHbIN OOBLEKT rPYNNOBON NONUTUKK ANsA pa3sepTbiBaHua M0O.

1. B Windows Server pegaktop o0bEKTOB rpynnoBOM MOMUTUMKA OTKPLIBAETCA B KOHCOMNMW YMNpaBneHus
rpynnoBbiMK nonuTukamu. Heobxoaumo BbIOpaTb CO3OaHHYK MOMAUTMKY MPaBbiM LUEMYKOM MbILLK
W HaXaTb B MOSABUBLUEMCS KOHTEKCTHOM MeHI0 «M3meHnTb» (puc. 172).
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Puc. 172. BbI30oB KOHTEKCTHOTO MeHIo B KoHconu ynpaBneHusi rpynnoBon NONMTUKON

OTkpoeTtcs HeobxoamMmMoe OKHO pefdakTopa. B gaHHOM okHe B AepeBe napameTpoB TpebyeTcs BbibpaTb
yCTaHOBKY nporpamm (puc. 173).
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Puc. 173. OkHO peaaKkTopa rpynnoBoi NonuTUK1

2. Janee B nNpaBoM nofie OKHa YCTAHOBKM MPOrpaMm C MOMOLLbI0 KOHTEKCTHOTO MEHI0 co3faTb nmakeT
YCTaHOBKW: HaxaTb nocnegosatenbHo «Co3gatby, «MakeT...» (puc. 174).
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Puc. 174. CospgaHue nakeTa KoHcurypaumm

3. C nomoubto nposogHuka Windows fo6aBuTb CceTeBOW MyTb K pacnpocTpaHAeMOMY YCTaHOBOYHOMY
nakeTy B obLier nanke (NakeTy yCTaHOBLLMKA B TOYKE pacnpoCcTpaHeHuWs), KOTopbI Obln pacnonoxeH
TaMm paHee (puc. 175).
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Puc. 175. BbiGop pacnonoxeHus naketa ycTaHOBKU

4. BblbpaTb msi-nakeT 1 HaxaTtb KHOMKY « OTKPbITbY.

5. B gnanoroBoM OkHe BbIOOpa MeTOAda pa3BepTbiBaHWs Mporpamm Heobxoammo BbiOpaTb BapuaHT
«Ha3Ha4yeHHbIN» 1 HaxaTb «OK» (puc. 176).

PaseepToiBaHKe nporpamm >

BrifiepiTe MeToA Pa3EEDTRIEEHUA:

My B mA4HE
() HaSHaYEHHGI

() ocobieii

BrifiepWTe 3ToT NapaMaTn ANA HESHAYEHWK ADNLIKE NPMAOKEHW
GEs MSMEHEHWIA

Omena

Puc. 176. BbiGop meTopa pa3BepTbiBaHUA NporpamMm

Cuctema pasBepHeT chOpPMUPOBaHHbIA (ann yCTaHOBKW. BbibpaHHbI 06LWNIA YCTaHOBOYHLIN NakeT
NosIBUTCSA Ha NpaBoW NaHenu pegaktopa 06BbEKTOB rpynnoBON NONUTUKKM (puc. 177).



¥
= PepakTop ynpaBneHnA rpynnossitMmn NoanTHKamMM

®aiin  fOeficteme Bua  Cnpaeka

e« nEE =z HE

-~

=] Monutuka InstDLBD [WIN-STMTHED2DFO.SECDC| | Hazganue Bepc.. CoOCTOAHME pa..
= K-DHqJHF}"FIEILI,HH KomneroTepa DallasLock&DC a0 Ha3HEYEHHBIN
v || Monutien

w [ | Kondurypaumua nporpanm
(]| ¥cTaHoeka nporpanm
| Kondurypauma Windows
| AAMWHWCTPATHEHBIE LLIABAOHBL Moy
| Hactpoiika
v i, KoHdurypauws nonssoeaTens
| Meantren
| Hacrpoiika

Puc. 177. NosiBneHne Ha3Ha4eHHOro nakeTa ycTaHOBKM B OKHe KOHdurypauumn

Takum obpasom, nponssegeHa KOHUrypaumsa onsa rpynnoBon NOAUTMKA yoaneHHON YCTaHOBKN CUCTEMBI
3awwmTel Dallas Lock 8.0.

Tenepb ycTaHOBO4YHLIM MakeT OydeT ycTaHaBnvBaTbCs U3 OOLLEN CeTeBOW NamnkM Ha KOMMbHOTEPSI,
BXOZsILUME B COCTaB NoApasdeneHunst ¢ Ha3Ha4YeHHON rpynmnoBoM NONUTMKOW, yaaneHHo, npu 3arpyske OC.
YcTaHoBKa OyaeT nMpoucxoguTb C ABYMS nepesarpy3kamy 3aTMx KomnbtoTepoB. lepBas Heobxoguma
ANs NPUMEHEHNA HasHavyeHHOW nonuTukn. BTopas — kak ycnoBume yctaHoBku Dallas Lock 8.0 —
NpyHyauTenbHas nepesarpyaska.

lMocne  BTOpoW  nepesarpy3kM Bxog  yxe  OyaeT  OCYyWecTBRAATbCA  Ha  3alUULLEHHbIN
cuctemon Dallas Lock 8.0 komnbtoTep.

9.4 YpaneHHoe obHoBneHune C3U HC[ Dallas Lock 8.0

LleHTpanm3oBaHHOe oOOHOBMNEHMe npegHa3HayeHo Ans O6HOBNEHMs 3aperncTpupoBaHHbIX B ELY
knueHtoB Dallas Lock 8.0 (HaunHasa ¢ obHoBneHua MK9 Ha WK10 n T1.4.). MNonHOoMounamMm Ha 3anyck
LeHTpanu3oBaHHOro OOHOBMEHUA obnagjaeT TOMbKO YMOMHOMOYEHHbIV nonb3oBatens ELYY ¢ ponblo
«AAMUHUCTPATOP».

Mocne ueHTpanM3oBaHHOIO UK NoKanbHOro 06HOBNEHUS Moayns Ha criegyrowmin UK Ha cTopoHe knueHTa
COXpaHsoTCS:

e Tekyllee pacroroxeHue Mmoayns B aepese [b;
e BCe paHee cobpaHHbIe XypHarbl;

e  HACTpPOEHHble MONUTUKM Be30MacHoOCTy;

e MapameTpbl y4ETHbIX 3anucein.

YcTaHoBKy He06X0AMMO OCyLLEeCTBNATL N0 NpoTokony IPv4, Ha MOMEHT 0GHOBMNEHNS M YCTaHOBKWN MOAynen
HeobXxoaMMO OTKM4YMTL NpoTokon IPv6 Ha APM ¢ koHconbio ELLY.

Onst ynaneHHoro obHoBneHus C3M HC Dallas Lock 8.0 Heo6x0AMMO BbINOMHWTL Creayowue warm:

1. HeobOxoaumo OTKpbITb FMaBHOE MeHK KoHconu ELLY — «YpganeHHoe obHoBneHue». OTkpoeTcs
CTpaHuua macTtepa yganeHHoro obHoBneHusi (Puc. 158) u3 cnucka BbibpaTh «Dallas Lock 8.0» wu
HaxaTb KHOrky «[anee».
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Puc. 178. MacTtep yaaneHHoro o6HoBneHusi

2. Ha oTkpbiBLWENCS CTpaHULEe He0BX0aMMO BbIGpaTh KNMMEHTOB, MOAYNM KOTOPbIX HEOOXO0AUMO OOGHOBUTL
(Pvic. 179). Heobxoanmbii 06 beKT MOXHO HAMTK NO MMEHN Yepe3 MOMCKOBOK CTPOKY Ui NPY NOMOLLM
aepesa knueHToB Dallas Lock 8.0, noctaBMB HanpoOTUB HYXXHOO KIiMeHTa (iakok.

Macrep yaanéunoro o6Hosnenun Dallas Lock 8.0

Boi6op mogyneit
Bribop MoAYIel AnR oBHoBREH

Mopr 445 S

&7 lomen GesonacHocTn
HEPACTPEAENEHHLIE OB bEKTBI
- ecwin-29
@ Dallas Lock 80 UK10
- ecowin-27

@ Dallas Lock 8.0 K10

Puc. 179. CtpaHuua BbiGopa Mmoaynen ansi o6HoBneHus

3. 3anonHuTb NnapamMeTpbl, KOTOpble ByayT NPpMMEHeHbl K MogyrnsiM B npouecce obHosneHns C3/ HCLO
Dallas Lock 8.0 (Puc. 180):
e none «Mmsa» ans BBoga norvHa agMmuHmuctpartopa 6esonacHoctn mogyns Dallas Lock 8.0 (none
00s3aTenbHO A4S 3aN0SIHEHUS);
e none «lMaponb» Ans BBoga napons (none Heobsi3aTeNbHO ANs 3anoSIHEHUS).



Macrep yganénHoro o6Hosnenua Dallas Lock 8.0

BBOA, aBTOPM3aLMOHHBIX AaHHBIX
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Wma user()

Puc. 180. BBoa aBTOpM3aUMOHHbIX AaHHbIX ANA OGHOBMEHUSA

Mocne 3anonHeHns Bcex HeOBXOAMMbIX NOMIEN HYXXHO HaXaTb KHOMKY «[anee».
4. Ha cnepytowien ctpaHuue Heobxogmmo (Puc. 181):
e yKasaTb NyTb K AMCTPUBYTMBY C 06HOBREHNEM (0bsi3aTenbHbIN NapameTp);
e BBECTM HOMEP MNMLEH3MM B COOTBETCTBYIOLLEe norne (none obasatensHO Ans 3anonHeHns);
e BBECTU KOA TeXnoadepXXKn B COOTBETCTBYHOLLee nose (none obsa3atenpHO Ans 3anofHeHus ).

Macrep yaanéunoro obHosnenms Dallas Lock 8.0

MapameTpbi o6HOBNEHUA

BLBop AHCTPMEYTHEA 1 NApaMETPOB BBHOBNEHNA

WcxoaHbIA AMCTpMBYTME  /home/user0/DallasLockd 0C.msi

Homep nuuen3mn

Koa Texnopaepxxi

Haza Omena

Puc. 181. CTpaHuuUa napameTpoB oGHOBMEeHUs

5. Ha cnepgyiollel cTpaHuue MOXHO HacTpoUTb AOMOSIHMTENbHbIE NapameTpbl OGHOBMNEHUs, Takue Kak
(Pwuc. 182):




e nepesarpyska yaaneHHOro KomrnbloTepa nocne obHoBneHus. NloctaBneHHbIN Ha cTpaHuue dnar
no3BonsieT aBTOMAaTMYECKM Nepe3arpy3uTb KOMMNbIOTEP MOCMe 3aBeplueHus OBHOBMeHUs
C3MU Dallas Lock 8.0 no ncreyeHunto ycTaHOBMEHHOIO BPEMEHU, MHAYe KOMMbIOTEP AOMKEH ObITh
nepesarpyxeH nonb3oBaTenieM CaMOCTOSATENbHO;

e coobuweHne pana nonb3oBatenen. CoobuieHne, ykasaHHOe Ha [daHHOW CTpaHuue, Oyaet
NOBTOPATBCA C 3afdaHHbIM WHTEpBanoM, AN nofnb3oBaTenen, Ha YbWX KOMMblOTEPax
nponssoautca obHoBneHne C3U Dallas Lock 8.0.

3ateM HaxaTb KHonky « OGHOBUTBLY.

a

Macrep yaanéunoro o6HoBnenus Dallas Lock 8.0

Mpoyecc ycranoskn
BBiGOp AONOAHKTENHbIX NaPAMETPOB YCTAHOBKH

(] NepesarpyauTs yaanenHsi komnsioTep nocae ycraHoskM

Coobuwenwe AnA nonk3ceaTenei

Puc. 182. lononHuTenbHble NapamMeTpbl OGHOBIEHUSA

6. [anee MOXHO NpocMaTpuBaTb COCTOSIHWE NpoLiecca 06HOBMNEHNS AN kaxaoro knueHTa (Puc. 183). Mo
OKOHYaHWI0 MpoLecca LeHTpanM3oBaHHOrO OOHOBMEHNS MOSIBATCA COOTBETCTBYIOLIME KOMMEHTapum
yOa4yHoro Uin HeyaayHoro 3aBepLUEHUst onepauui.

o

Macrep yaanénHore o6Hosnenna Dallas Lock 8.0

Mpouecc obHoBneHun

1P-agpec . APM Mpouecc

10.10112.183 uc 27 Ompaska daiina

1010112221 uc 29 Omnpaska daina

Ormena

Puc. 183. NMpouecc o6HoBNeHUA



9.5 HacTtpownka moaynsa C3U Dallas Lock 8.0

B nepese [omeHa 6esonacHoctn ELY npucytctBytoT 3apeructpupoBaHHble B OB  moaynu
C3W Dallas Lock 8.0 B coctaBe APM.

3Ha4vkn 06bekToB, 0b6o3Havawmx Moaynu DL8.0, 3aBUCAT OT COCTOSIHUSA MOZYNSA U MOTYT MPUHMMATb
cnenyloLwnn BuAa:

—  MOAyrnb MNOOKIMIOYEH;

@'. —  MoAaynb nofKknioyeH u pabotaeT B «HeakTmeHoM pexume C3N»;

. —  ©BfI3b C MOAYINEeM OTCYTCTBYeT.
HacTtpoiiku Ha ypoBHe Moayns oTobpaxaloTCs Ha HECKONbKUX OCHOBHbIX BKINaaKax.

9.5.1 CuHXpoHu3auua

[ns npuBegeHns B COOTBETCTBUE 3HAYEHMAM MNapaMeTpoB, BbiCTaBrneHHbIM Ha ELY, Ha mogyne
C3MW Dallas Lock 8.0 HeobxoamMmo npoBeaeHne CUHXpoHM3auumn. CUHXPOHM3auus MOXeT ObITb NpoBedeHa
npw ycrnoBUN Hanu4yms ceTeBoro nogknoveHms mexay ELLY n mogynem:

e [pK BKIHOYEHUN MOAYNS;
e nepuoamnyeckn (cm. «MapameTpbl paboTbl Moaynem»);
e [0 KOMaHAe nonb3oBaTens:

e 13 KoHconu ELLY;

e 13 0bonoykm agMmHucTpupoBaHma moayns C3U Dallas Lock 8.0.

CuHXpOHM3aUumMA No KomaHae u3 KoHconu ELLY

KomaHga «CwuHxpoHusmpoBaTb» B koHconu ELYY ana mogyns C3U Dallas Lock 8.0 goctynHa Ha Bknagke
«CBogka» Ha ypoBHe moayns B gepese [JlomeHa 6e30nacHOCTM Ha naHenu nHeTpymeHToB «OnepaTtnsHoe
ynpasneHune» (puc. 184).

BLIKNHYHT b
MepesarpysaTe
PazbnokupoBaThb NoNbL3IoBaTENESH
HEPECHIITEITI: UenQOCTHOCT b
Cobpate wypHane

CHHXPOHHZHPOBATE

Puc. 184. KHonka «CUHXpOHU3UpPOBaTb»

CUHXpOHM3aLuMsA NO KOMaHAe U3 0060ro4Yku agMmnHucTpupoBaHusa DL8.0

Ona npoBedeHusi CUHXpoHu3auum ¢ [JomeHoMm O6e3sonacHoctTu ELLY no komangoe wn3 o6onoyku
agMuHucTpupoBaHuss moayns C3W Dallas Lock 8.0 Ha knueHTckom [1K Heobxoaumo BbINOAHUTL
cnegyoLme waru:

1. Banyctutb ob6onoyky agmmHmuctpmposaHusa C3U Dallas Lock 8.0.

2. OTKpbITb OCHOBHOE MEHIO HaXkaTeM KHOMKW @
3. BbiBpaTb NyHKT OMNONHUTENBHOIO MeH «CMHXpOHM3MpoBaTh ¢ [JlomeHoM 6e30macHOCTUY.

9.5.2C6o0p XypHanoB

Ons nonyyeHus B ELLY 3anucen xypHanos, Begywuxcs Ha mogyne C3W Dallas Lock 8.0, Heobxogumo
npoBegeHune cbopa xypHanos. COop xypHanoB MoXeT ObiTb NPOBEAEH MPU YCNOBMU HaNU4Ms CETEBOIO
nogkntoveHusa mexay ELLY n mogynem:



e pPUW BKIHOYEHUN MOAYNS;
e nepuoaunyecku (cM. «apameTpbl paboTbl MOAYNEN»);
* [0 KOMaHAe Nnonb3oBaTens:
e un3 koHconu ELLY;
e 13 obonoukn agMuHncTpupoBaHus moayns C3U Dallas Lock 8.0.

C6op XypHanoB no KomaHge u3 koHconu ELLY

KomaHnpa «CobpaTtb xypHanbi» B koHconu ELLY ans mogyna C3U Dallas Lock 8.0 goctynHa Ha Bknagke
«CBopgka» Ha ypoBHe moaynsa B aepese [lomeHa 6e30nacHOCTM Ha naHenu MHCTpyMmeHToB «OnepaTuBHOe
ynpasneHue» (puc. 185).

ONEPATMBHOE YMPABJIEHUE

Boikntounte
MNepesarpysnie
Cobpars ¥ypHans
Paz6nokupoears nonssosarenen
Curxponmnsmposars

nEpECHHTETh HEeEROCTHOCTL

Puc. 185. KHonka «CobGpaTtbk XypHanbi»

OTnpaBkKa XXypHanoB No KOMaHAe U3 0605104k agMUHUCTpUpoBaHuAa DL8.0

Ons otnpaBku xypHanos B [lomeH 6e3onacHocTn ELLY no komaHae M3 060noykn agMmHMCTPUPOBaHMWS
moaynsa C3U Dallas Lock 8.0 Ha knueHTckom MK He06Xx0aMMO BbINOMHUTL CReayoLme Lwaru:

1. BanyctuTb obonoyky agmmHuctpuposaHma C3U Dallas Lock 8.0.

2. OTKpPbITb OCHOBHOE MEHIO HaXaTnem KHOMKM @

3. BbibpaTtb nyHKT gononHuTensHOro MmeHto «OTnpaBuTb XypHansbl B [lomeH 6e3onacHoCcTuy.
9.5.3CBoaka moaynsa C3U Dallas Lock 8.0

Bknagka «CBogka» Ha ypoBHe moaynsa C3U Dallas Lock 8.0 otobparkaeT obLiee coctosHme moayns (Pwc.
186).

> Ceogka
L] Wudopmauua 06 obnexre ~
2-kscl4.dllocal
"1 _ _ ) AEVCTBMA
¥ O HEPACMNPEAENEHHbIE OB... Beoge 6 2024-07-08 11:43:54 (GMT~03:00)

o) + B DESKTOP-1BGEAP2 Mocneanee noakntouenne 2024-07-08 12:46:00 (GMT-03:00) O6HosMT:
@ IP-agpec 101010596
< Dallas Lock 8.0 MK11 MAC-agpec 00:50:56:A2:D6:81
"- € Arewt ELLY Dallas Loc... Antusnpycrie Gassi AKTYANbHBI
o Bepenn 113.0828-dev-C

Bepcus armenpyca Windows Defender
=, Komnorens: HC/1/ M3/ COB / CKH-T / CKH-H / CK DL/ PK
® Mexcereeoii Ixpan (M3) Ben

HeakmuieHsi ekt Beakn
L) PesyneTar nocneaHei nposepiu KL, Hapywwenuii ver

Cuctema OHapykerns Bropxeruii (COB) Ben
® TexHuueckan nogaepikKa [JeiicreuTensHa no 28.02.2025
o B YA/IEHHBIE OBBEKThI Hocoeoi nose OMT+0300

KowmerTapnii

M Hozas rpynna
WHuMACHTbI 6e30nacHoCTH v
3a nepuos: 08.07.2024 3xcnopt
[ Tonsko Henpouutarmsie
Mo konmecTey 33 neproa Kommesapuis
5
Yaanums
4

OMEPATUBHOE ¥MPABNEHWE

Puc. 186. Bknagka «CBogka»

J[ocTynHbl crieaytolmne pasaernbl MHpoOPMaUVOHHON NaHenu.



UHdopmauus o6 o6bekTe

B BepxHen yactu MHOPMALMOHHOW NaHenn oTobpaxaeTcsa crneayollas MHpopMauns 0 TeKyLluem
COCTOSIHUN MOAYNS:

WHpopmaLms 0 Aate u BpeMeHu NocrneaHero NoakniYeHus Mogyns;
WHcpopmaLums 0 gate u BpemeHu Beoaa moayns B [1b;
cTaTtyc HeakTuBHoro pexuma C3U;

CcTaTyC TEXHNYECKON NOAAEPXKKY;

Bepcus Dallas Lock 8.0;

aKTuBHble KOMMOHeHThl Dallas Lock 8.0;

BEpCUS aHTUBMPYCA;

CTaTyC aHTMBUPYCHbIX 06as3;

YacoBOW NOSIC MOAYNS;

COCTOSIHME MEXCETEBOr0O 3KpaHa;

COCTOSIHME CUCTEMbI OBHAPYXEHUSA BTOPXKEHNI;
IP-agpec;

MAC-agpec;

pesynbTaTt nocneaHen nposepkn KLL;

KOMMEHTapuii K MOAYmio;

KONMNYECTBO aKTMBHbIX CECCUM

MHumnaeHTbl 6e3onacHoOCTU

OTobpaxaeTcs CNUCOK MHUMAEHTOB GesonacHocTuM MoAynsi ¢ rpaduyeckort naHenbto. [ocTynHa
unbTpaums oTobpaxaembix coObITUA NO nepuogy W HacTpoika oTobpaxeHus Aauarpamm
(cm. «HacTponka nHungeHToB 6€30MacHOCTUY).

[lBonHON KWK No cobbiTnio OTKpOEeT 3anncb B OoTAEJSIbHOM OKHe, B CNCKe gaHHOoe cobbiTne 6yp,eT
NMOMEYEHO KaK NnpoYnTaHHoe. Mone «KOMMeHTapVIVI» AOCTYNHO ANnA peaakTnpoBaHUA.

JocTynHbl cnegylowne oencTenst C MoayneM Ha naHenu UHCTPYMEHTOB:
1. OBHOBUTB.

2. Yganutb.

3. KommeHTapui.

,D,OCTyFIHbI cnegywuiye KomaHabl onepaTtuBHONO ynpaBlieHna Ha naHenn NHCTPYMEHTOB!

BbikniounTts.

Mepesarpy3uTsb.

Pa3bnoknpoBaTtb nonb3oBaTene.

MepecunTatb LENOCTHOCTb.

Cobpatb XypHanbl.

CWHXpOHM3MpOoBaTh.
Mpumeyanue. Ecnu nuueHsuna mogyns C3UM Dallas Lock 8.0 He BkntovaeT B cebsi Takue
KOMNoHeHTbl kak M3 u COB, TO uWH(opmMauus no 3TUM KOMMOHeHTam He Oyger
oTobpakaTbcs Ha Bknagke «Ceoaka» B pasgene «MHdopmaums 06 obbekTey.
MyHkTBl ¢ wnHpopmaumen o6 AHTuBMpycHom [1O, Tawke He 6ygyT oToBpaxaTbes
Ha Bkrnagke «CBofka», Tak Kak 3a B3aumopgenctsume ¢ AHTUBMPYCHbIM 1O oTBevaet
komnoHeHT COB moaynsa C3U Dallas Lock 8.0.

OuhAwWNE

9.5.4MNMonb3oBartenu u rpynnsl moayna C3U Dallas Lock 8.0

Bknagka «[lMonb3oBatenu» Ha ypoBHe moaynsa C3WU Dallas Lock 8.0 cogepXut cnucok rnodanbHbIX U
OOMEHHbIX NoNb30BaTeNen 1 rpynr, HacnegyeMbiX C YPOBHEN BhiLLE MO MepapXumn N CO30aHHbIX HA YPOBHE
OAHHOTrO MOAYINS, a Takke MOAYIbHbLIX NoNib30BaTeNeNn.

YnpaBneHne nonb3oBaTensaMu u rpynnamm Ha ypoBHe mopyna C3U Dallas Lock 8.0 npoussogutcs
aHarnorm4yHo ONMcaHHOMY YMpaBEHMIO NONb30BaTENSAMN U FpynnamMu B pasgene «llonb3oBaTenu v rpynnbl
Moaynsay. [Ans npyMMeHeHns U3MeHeHI Ha MOAYNAX HeobxoamMMa CUHXPOHM3aLU S,




9.5.5MNMonuTtnkn moayna C3U Dallas Lock 8.0

Ha yposHe mogynsa C3W Dallas Lock 8.0 B cnucke Ha Bknage «[1onuTukm» OOCTYMHbI TONBKO NONIUTUKM,
aktyanbHble gnst C3U Dallas Lock 8.0 (cm. «Monutukm OBy).

Hactporika nonutvk Anst mMoAayns nNpou3BOOMTCA aHanormyHo HacTpoWke nonuTuk ang rpynnsl OB
(cm. «Monutmkn _anga  rpynnel [AB»). [Ona npuMMeHeHus napameTpoB Ha Mogynax Heobxogouma
CYHXPOHM3aLUS.

9.5.6 MexxceteBom akpaH moayna C3U Dallas Lock 8.0

Ha ypoBHe moayns C3WU Dallas Lock 8.0 B cnuicke Ha Bknage «KOMMOHEHTbI» — «MeXceTeBOoWm aKpaH»
AOCTYNHbI ToNbko nonutunkn M3, akTyansHble Ansa C3U Dallas Lock 8.0 (cm. «MexceTeBon akpaH»).
HacTtpoiika MO gnst mogyns npor3BoanTcs aHanorm4yHo Hactporike MO gns rpynnel B (cm. «MexceTeBor
akpaH ansa rpynnbl [A6»). [Ins npyMeHeHnsi napaMeTpoB Ha MOAYNsIX HeoOXoarMa CMHXPOHMU3aUUS.

9.5.7 Cuctema koHTponsa Hakonutenen moayna C3U Dallas Lock 8.0

Ha ypoBHe mopyns C3WU Dallas Lock 8.0 B cnucke Ha Bknage «KoMnoHeHTbl» — «Cuctema KOHTponsi
HakonuTenewn» OOCTyNHbl Tonbko napameTpbl CKH, aktyanbHble ana C3U Dallas Lock 8.0

YnpaBneHve CUCTEMOMN KOHTPOMSA Hakonuternew Ha ypoBHe rpynnbl [Jb npov3BoanTcs aHanornyHo
yrnpaBrneHnio CUCTEMOMN KOHTpons HakonuTenen ans Ab (cm. « Cuctema KOHTPONsA HakonuTenemy).

9.5.83apanusa moaynsa C3U Dallas Lock 8.0

Ha yposHe moayna C3U Dallas Lock 8.0 B cnvcke Ha Bknage «3agaHusa» 4OCTYMNHbI ANsi CO30aHUS TONbKO
3agaHus, aktyanbHble ana C3U Dallas Lock 8.0 (puc. 187):

® UN3MEHEeHWe NapamMmeTpPoB NULEH3NK;

e  MOnyYeHue KoHurypauuu;

e MpUMEHeHMne KoHurypaumu;

e npoBepka LeNoCTHOCTH.

O MacTep cozgaHua 3a4aHuA >

BribepuTe THN MogyNA

Dallas Lock 8.0 MK ~

BribepuTe THN 334aHHA

W3MeHeHWe NapaMeTpos NMLEH3MK

W3MeHeHWE NapaMeTpoB NMUEH3MK

Mony4eHHe KoHGMr yPaLM
MPHMEHEHKME KOHGMmyPaLwI

MPpOBEPKE LENOCTHOCTH

Cozpatb OTmena

Puc. 187. MacTep co3panus 3agaHusa anst moaynsa C3U Dallas Lock 8.0

MpumeyaHue. Ecnn npu BbINONHEHMM 3agaHuUs Ha NonyveHun KoHgurypauum Dallas Lock
8.0 Bo3HuMKaeT owwmnbka, yoeguteck, 4to APM ¢ C3U Dallas Lock 8.0 nogkntoveH K JOMEHY.

PaboTta ¢ 3agaHuamu gns mogynsa C3U Dallas Lock 8.0 nponsBoguTCca aHanorMyHo HacTpovike 3agaHui
ans Ob (cm. «3aganua Ob»). ns BeinonHeHUs 3agaHusa TpebyeTcs CUHXPOHU3aLUms ¢ Mogynem.



9.5.9XKypHansl moayna C3U Dallas Lock 8.0

Bknagka «XKypHanbi» gna  mogyna C3U Dallas Lock 8.0 nossonsieT npocmaTpmBaTb XXypHanbl
©esonacHocTn mogyns (Puc. 188).

Qv e Kypmuanei
MacHOCTH =2
[ JKypHan ynp. yd. 3anicamu l l JKypHan pecypcoe ] [ JKypHan ne'
-kscl4.dl.local
[ KypHan ynp. NoaAUTUKAMI ] [ ypHan npoueccoe l [ JKypHan naketoe M3 ] [ 2KypHan coequH OUNBLTPBI
v [0 HEPACMNPEAENEHHBIE OB... =
ID + Bpems Monesoearens OC Hcrounmi Joctyn Ma| 100 *) -

0 WKLL

0 (Oripaireie ganneie) Bed

[ ®unetp no spemenn
Biixoa U3 CIALLErD pexitma

@ Arent ELLY Dallas Loc...

Mepexop & cnauwit pesn D (Orkpaireie sanrisie) Bes

DESKTOP-1BGEAPZ2\Admin Beixog us OC PhIThIE 4aHHBIE] Be

} DESKTOP-1BGEAP2YAdmin Bxoa e OC 0 (OtkperTeie satitbie] bel

Puc. 188. Bknagka «XKypHanbi»

B bds- - 24

IOna moaynst C3U Dallas Lock 8.0 gocTynHbl:

o «KypHan ceccuny;
«KypHan pecypcoBy;
«KypHan ynp. nonutukammy;
«KypHan npoueccoBy;
«KypHan naketoB MOy;
«KypHan coeguHeHunin MO»;
«KypHan Tpadmka MOy;
«KypHan BxogoB»;
«KypHan nevatny;
o «XKypHan ynp. y4y. 3anncamm».
PaboTa ¢ xxypHanamu moaynen onnucaHa B pasgerne «XXypHanbl Mooynsy.
[nsi nony4yeHns 3anvcen XXypHanos ¢ Moayns Tpebyetca BbinonHeHne cbopa KypHaros.




10 MOAOVYIJlb C3U HCAO DALLAS LOCK LINUX

10.1 Beog moaynsa B [1b

Beectn mogyne C3U HC[ Dallas Lock Linux B [JlomeH 6e30nacHOCTU MOXHO crneaytoLmmmn cnocobamum:
e Yepes rpacumyeckyto 060nouky agmmHuctpaTopa Dallas Lock Linux;
® Yyepes KOHCOoNbHY obonouky agMmuHuctpartopa Dallas Lock Linux;
e C nomMoLbio koHconu ELY (cm. «HacTtponka moayns»).

BHumaHwme! MNpu BBoge moaynsa C3M HC[ Dallas Lock Linux B 1B gomxkeH 6biTb cobnogeH

psg ycrnosui:

e B JIBC pomxeH 6biTb paboTatowmnn cepsep ELLY;

e Mexay moaynem u cepeepoMm ELLY pomkeH OblTb cBOGOOHBbI OOMEH nakeTamu
no TCP/IP nopty 17900.

BHumaHume! lNMocne Beoga mopyns C3UM HC[O Dallas Lock Linux nog ynpaenenue ELLY
3Ha4YeHns napameTpoB 06e30MacHOCTU MoAasexaT CMHXPOHU3AUUN CO 3HAYEHUSAMU MONUTUK
ELLY ana 6asoBon rpynnel «HepacnpeaeneHHble 06beKTbI».

10.1.1 Bsopa moaynsa B [1b nocpencteom rpacdmyeckon o60no4ku moayns

Ins Beoga moayns B 1B yepes rpadpmyeckyto 0605104Ky aaMUMHUCTpaTopa HeobXoaMMOo:

1. Y6eauTtbes, 4to cepsep ELLY goctyneH no cetw.

2. 3anyctuTb rpadumyeckyto 06onoyky agmmHucTpmposaHus (GUI) Ha moayne 1 aBTopn3oBaTbCs.

3. lMepentun Ha BkNaaky «lMapameTpbl 6e3onacHOCTM» 1 BbibpaTb kaTeropmto « OCHOBHbIE HACTPONKMY.

4. 3anycTtuTb none «Hacrtporika gomeHa 6e3onacHOCTM», rae BO BkNagke «EAWHBIN LEHTp ynpaBneHus
Dallas Lock» Heobxoaumo ykasatb (puc. 189):
e «APM» — ceTeBoe nMS UnM Npodee roBopsLlee Ha3BaHWe Ansi CETEBOro ysna, kKotopoe 6yaet

oTobpaxaTtbcsa B naHenu ELLY B cnvicke ynpaBnsiembix 0O bEKTOB;

e «[b ELlY» — ceTeBoe nms unu IP-agpec ceTeBoro ysna, Ha KOTOpoOM ycTaHoBrneHa cnyxba ELLY;
o «Kntou goctyna» — kntoy goctyna k 1b (MoxeT BbITb NyCcTbIM).

JomeH 6e30NacHOCTH (OT CyneprnonbL3oBaTens)

EMHEIA LeHTp ynpaenexua Dallas Lock Cepeep GezonacHocTd Dallas Lock
APM:

5 ELLy:

Kniow goctyna:

CnWCOK CEPBEPOB:

BeecTh B 16 | CHHXPOHU3ALNA ¢ ELLY | | OTNpaBWTL MyPHANLI Ha ELLY | | BeigecTh U3 B

Ok

Puc. 189. OkHo «[loMeH 6e3onacHOCTU»



5. Hanee HeoGxoammo HaxaTtb KHOMKy «BeecTtu B [Ab».

Ecnu ykasaHHble nons He 3anoniHeHbl, kHomka «BeecTu B 16 OyaeT HeaocTynHa Ans Haxatus».

B npouecce BBoga moayns B [lomeH besonacHocTu kHonka « CuHxpoHmnsaums ¢ ELLY» 6ygeT HegocTynHa
ANsi HaXkaTus 00 ychnelwHoro pesynbtaTta permctpaummn moayns B [lomeH BesonacHocTn. 4

PesynbTaT ycnewHoro BbinonHeHus: «Mogynb ycnelHo 3apernctpupoBaH B [lomeHe be3zonacHocTu».

B Konconun ELLY B rpynne aepesa b «HepacnpeneneHHble 06beKTbI» NoABMTCA HOBbIV APM ¢ ykaszaHHbIM
UMeHeM, B KOTOpoM 3apernctpmposaH mogyne C3W HC[ Dallas Lock Linux.

10.1.2 Bsoa moayns B [1b nocpeacTBOM KOHCONbHOW 060/104KM MoaynA

Ins Beoga moayns B 1B yepes KoHconMbHY0 060104Ky agMUHUCTPATopa HEO6X0AMMO:

1. Y6eauTbes, uto cepBep ELLY goctyneH no cetw.

2. 3anyctnTb KOHCOMbHYHO OGOMOYKY aAMWHUCTPMPOBAHUSA Ha MoAyne NyTem BbIMNOSHEHWUS KOMaHAbl
«ishl» n aBTopmnsoBaTtbCs.

3. llepenTtn B MEHIO LIEHTPanM3oBaHHOIO ynpaBneHusl, BbINONMHUB kKoMaHay «management-dll». MNocne
BBOJA KOMaHAbl cMCTeEMa NepenaeT B MEHIO LLEHTPaNM30BaHHOIO yrpaBneHusl.

4. B MEHI0 LEHTpanu3oBaHHOIO yrnpaBneHus AONns nepexoga B MOOMEHI0 MOAKIIOYEHUS K OOMEHY
©esonacHocTn, BbINOMHUTE KOMaHay «connect-domainy. lNMocne BBoAa komaHAbl cCUCTEMa NepenaeT B
pasgen noaknYeHns kK JomeHy 6e3onacHocTu «connect-domainy.

5. [anee KoHConbHOE nMpunoxeHue OyaeT oxuaaTb BBOAA YNPaBNAOLWMX KOMaH4 AaHHOW NOACUCTEMBI,
CMMCOK KOMaHa npueefeH B Tabnuvue 24.

Tabnuua 24

Ne KomaHpa OnucaHune

CeTeBoe MMs unu IP-agpec ceTeBoro yana, Ha KOTOPOM YCTaHOBIIeHa

1 net-name Cnyx6a ELLY.
<3Ha4yeHue> Mpu ykasaHuM ceTeBOro MMeHW unu IP-agpeca BaXHO ykasaTb HOMep
nopta

CeTeBoe UMS UM Npoyee roBopsilliee HasBaHWe ANs CeTeBOro yana,
2  name <3HayeHue> KoTopoe byaeT oToGpaxaTbcs B naHenu ELLY B cnucke ynpaBnsiembix
obbekToB

3 key <sHaweHue> Kntou poctyna k 1B ELLY

6. |_|pI/IMeHI/ITb BHeCeHHble USMEeHEHUNA, BbINOJIHMB KOMaHAY execute.
7. B pesynbTaTe yCcneLHoro BbINOMHEHWS NOSIBUTCS COOOLLEHME:
«Command ‘connect-domain’ executed successfully» — mogynb ycnewHo BeegeH B [b.

10.2 BbiBOoa moayns us 1b

BeiBectn mogyne C3M HC[ Dallas Lock Linux n3 [JlomeHa 6e30nacHOCTM MOXHO criegyoLmnMm cnocobamu:

e c nomoubto KoHconu ELLY (cM. «HacTpoika moaynsay»);

e yepes rpaduyeckyto obonoyky agMmHucTpatopa Dallas Lock Linux;

e Yyepes KOHCONbHY obonouky agMmuHucTpatopa Dallas Lock Linux.
MpumeuaHume. Mpu OTCyTCTBUM CETEBOIO NOoAKMNtoHeHus k Cnyx6e ELLY, mogynb MmoxeT ObITb
BbiBeAdeH u3 [lomeHa 6e3onacHoctn ELLY npuHyantensHo. MNMpu atom, B KoHconun ELLY Takon
MOZYIb MPOJOIMKUT OToBpaxaTbCs, HO ero ctaTtyc 6yaeT «HegocTtyneH».
MoaToMy, Kaxabli MOAynb, BblBEOEHHbIM M3 cocTaBa [1b BO Bpemsi OTCYTCTBMS CBSA3U
co Cnyx6own ELLY, Heob6xoanmo AononHUTENBHO yaansaTb BpydHyto n3 KoHconu ELLY.

10.2.1 BbiBoag nocpeactBom rpacdmyeckomn 0605104k Moayns

[nsa BbiBOAA Moayna Yyepes 06OJ'IO‘-IKy aaMUHNCTPUPOBAHUA HeobxoaMMo:

14 NaHHoe noBepeHWe KHOMKkU «CUHXpPOHU3aLWs ¢ ELLY» npu Beoge Moayns B b nocpeacTBoM rpacinieckoi 060mouku
mMogayns cootBeTcTBYeT cbopkam C3U HC[ Dallas Lock Linux Hoee, yem 3.25.21.



3anyctutb rpaduyeckyto obonodky agMmHucTpupoBaHus (GUI) Ha Moayne 1 aBTopru3oBaThCS.
MepenTn Ha Bknagky «lMapameTpbl 6e3onacHOCTU» U BbIbpaTb kaTeropnto « OCHOBHbIE HACTPOWMKMY.
Banyctutb none «Hacrtporika gomeHa 6e3onacHOCTUY.

HaxaTtb kHonky «BbiBectn ns b» (puc. 190).

PR

[LomeH 6e3onacHOCTU (0T Cynepnonb30BaTens)

EavHEIR ueHTp ynpaenexna Dallas Lock Cepaeep GesonacHocTy Dallas Lock
APM:

IF ELLY:

Kmiow gocTyna:

CrMCOK CEpBepoB:

BeecTu & [16 | CMHXpOHW3aUWA ¢ ELLY | | OTNpasuTh kypHans! Ha ELLY

Ck

Puc. 190. BeiBog moayns u3 b

Ecnu npouecc BbiBoga Moayns u3 [1b npoluen ycrneLiHo, To Yepes HeKoTopoe BpeMs Nosisi C MHdopmauunei
o [lomeHe 6e30MacHOCTU CTaHyT AOCTYMNHbIMU AN PeAakTUPOBaHUS.

B Konconu ELlY yoaneHHbIi Mogynb nepemecTutcs B 6a30Byt0 rpynny «YaaneHHble 00bekTbi» gepeBa

Ob.

10.2.2 BbiBOoA NocpeacTBOM KOHCOSNIbHOW 000S104KM MoAayns

[nsa BbiBOAA mMmoayna un3 Jils) 4Yepe3 KOHCOJIbHYIO O6OJ'IO'~IKy agMUHUCTpaTopa HeobxoaMMO:

1. 3anycTuTb KOHCOMbHYO OBOMOYKY agMUHUCTPUPOBAHWS Ha MOAyre MnyTeM BbIMOMHEHUA KOMaHAabl
«ishl» n aBTOpM3OBaTHLCS.

2. lepenTn B MEHIO LEHTpPanu3oBaHHOIO ynpasrieHWs, BbINOMHMB KoMaHay «management-dlly. Mocne
BBOJA KOMaHAbl cMCTeMa nepengeT B pa3gen LeHTpann3oBaHHOro ynpasneHns «management-dll».

3. B MeHI0 LueHTpann3oBaHHOroO yrnpasBneHuns BbiNOMHUTL komaHay «disconnect-domain», yctaHoBMB Ans
aTpubyta 3HauveHue forcel/yes.
Mpumep:
disconnect-domain force <enter>

4. B pesynbTaTe yCMEeLHOro BbIMOSIHEHMS MOSABMTCS coobLleHme:

«Unregistration success» — Moaynb ycnewHo BbiBegeH us Ab.

B KoHconu ELlY yoaneHHbIi Mogynb nepemecTutcs B 6a3oByto rpynny «YAaneHHsle 00bekTbi» gepeBa

0p.
10.3 YpaneHHoe pa3BepTtbiBaHne C3U HCL Dallas Lock Linux

CyuwiectByeT BO3MOXHOCTb LIEHTPanM3oBaHHO BbINOMHUTL YCTaHOBKY wunu yaaneHne C3UW HC[O
Dallas Lock Linux gnst o4HOro unmn HeCKOMbKUX KOMMbOTEPOB, PacnonoXeHHbIX B ogHou JIBC.



BHumaHume! [Ina Heckonbkmx uenesblix TC LEeHTPpaIM30BaHHYIO yaoaneHHy yCTaHOBKY MOXHO
OCYLWLECTBUTb TOJIbKO Npwu BbINOJIHEHNN CleayoLWnX yCJ'IOBVIVIZ

e uenesble TC BxoasaT B TOT xe gomeH AD nnu LDAP, yto n APM ¢ ELLY Dallas Lock;
e  U3BECTHbl MMS MNONb30BaTeNsl M Mapofle AOMEHHOW YYE€THOW 3anmMcu C npaBamu
agMUHMCTpaTopa OOMEHa.

BHumanue! B npouecce yganeHHon yctaHosku C3M HC[ Dallas Lock Linux Ha knueHTax
aBTOMaTUYECKM CO3[aeTcs yyeTHas 3anucb agmuHucTpatopa Dallas Lock Linux ¢ nmeHem
«dlladmin» n naponem «dlladmin». lMocne ycTaHOBKM peKOMeHAyeTCs CMEHWUTb MNaposib
agMuHucTpatopa «dlladminy.

YaaneHHas yCTaHOBKa BO3MOXHa B CreayrLinx BapmnaHTax:
® 514 rpynnbl KOMNbOTEPOB, UMEKLNX OOAMHAKOBbIE MMEHAa 1 Naposin agMMHUCTpaTopa (0]0%

e [O51S1 KOMMBIOTEPOB, MMEILLMX MHANBMAYANbHbLIE UMS U Naponb agMuHucTpaTopa OC, yaaneHHyo
YCTaHOBKY CrieflyeT BbINOSNHATL OTAENbHO OT APYrUX.

BHumaHue! Heobxoammo BbINOMHeHWe creayowmnx TpeboBaHWA Ans  yaaneHHbIX
onepaumi:
1. Hanwuume goctyna k cetu VIHTepHeT y uenesbix TC.
2. YcTaHoBKY HEOOXOAMMO OCYLLEeCTBMATL MO nNpoTokony IPv4, Ha MOMEHT OGHOBMEHNS U
YyCTaHOBKW MoAynen Heobxoanmo OTKNouYnTb npoTokon IPv6 Ha APM ¢ koHconbio ELLY.
3. MNpun ypaneHHom pa3sBepTbiBaHMM C3UM HCL Dallas Lock Linux npepgBaputensHo
Ha ueneBbix TC Heobxogumo ycTaHOBWUTbL M HacTpouTb SSH-cepsep. PekomeHayeTcs
ucnonb3oBatb OpenSSH cepeBep. YcTtaHoBka knueHTa u cepBepa OpenSSH
BbINOSNHAETCA cnegyowmm obpasom.
Ons Ubuntu B TepMyHane Heo6xo4MMO BbINOMHUTE KOMaHAbI:
e «sudo apt-get install openssh-server openssh-clienty.
[na Debian, Astra Linux, ALT Linux B TepmMuHane Heo6xoaumMo BbIMONHUTb KOMaHAbI:
e «su (sudo gna Astra Linux) apt-get install openssh-server openssh-clienty.
Ona RHEL, PE[L] OC, POCA, CentOS Heob6x0aMMO BbINOMHUTL B TEPMUHANE KOMaHAbI:
e «SuU -Cc “yum install openssh-server openssh-client™.
Ons 3anycka cnyx6bl OpenSSH HeobXx0aUMO BbIMONHUTL KOMaHAbI:
e ansa Ubuntu «sudo systemctl start ssh»;
ansa Debian «su -c¢ “systemctl start ssh”»;
ana RHEL, PE[] OC, POCA, CentOS «su -¢ “systemctl start sshd.service”»;
ana Astra Linux «sudo systemctl start ssh»;
ansa ALT Linux «su -c¢ “systemctl start ssh™.
4. Tlo ymon4yaHuto nomnb3oBaTerb root He MMeET npaBa Ha Bxof no SSH. [ina Toro, 4Tobbl
paspeLlmnTb emy Bxod, Heobxoanmo NpoBepuTb KOHUrypaumnoHHbeli dann sshd.
e OTKpblBaeM Ha pefakTupoBaHue dann: «/etc/ssh/sshd_configy;
e uwem cTpoky: «#PermitRootLogin noy;

Ecnu ctpoka nmeet Bua «#PermitRootLogin prohibit-password», To MOXHO nepexoauTb
K cnegyoLemy Liary.

Ecnu ctpoka nmeet Bug «#PermitRootLogin no», To nonb3oBaTtens root He UMeeT npasa
Ha BxoZ no SSH. [1ns Toro, 4tobbl pa3pelwnts eMy BXo, HEOOXOAMMO OTpeaakTUpoBaTh
KOHGMrypaLmoHHbIv doann sshd.

CHUMaeM 3HaK KOMMeHTapus «#»;

n3meHsaeM 3HayeHne Ha «yes» (PermitRootLogin yes);

TO XXe caMoe aenaem co ctpokon «#PasswordAuthentication noy;

CHMMaeM 3HaK KOMMeHTapus «#»;

n3meHsieM 3HayeHne Ha «yes» (PasswordAuthentication yes);

nepesanyckaeM agemoH sshd (komaHga «systemctl restart sshd»).



Mocne ypganenHon yctaHoskn C3W HC[ Dallas Lock Linux Heobxoaumo oTknounte SSH-
cepBep Ha ueneBbix TC.

IOna yopaneHHon yctaHoBkn C3M HC[ Dallas Lock Linux, Heo6xoaumo BbINOMHUTL cnegylowme warm:
1. Hauenesbix TC npoBepuTb CNNCOK NOAAEPKNBAEMbIX MPOTOKONOB MO SSh — BbINOMHUTL KOMaHAY «Ssh

—Q cipherx».
Ecnu B cnvcke nogaepxvBaembix NPOTOKOMOB HET creaytowwmx anropntmos: 3des-cbe, aes192-cbc,
aes128-cbc, arcfour128, arcfour, To B kOHUrypauunoHHein ain Heobxoammo nponucate «Ciphers
+3des-chc,aes192-cbc,aes128-cbc,arcfour128,arcfour»>. CoxpaHutb ann nocrne BHECEHHbIX
N3MEHEHNN.

Mpumevanue. ELLY Dallas Lock ansa ceasn ¢ mogynem C3W HC[ Dallas Lock Linux
ucnonb3yeT anroputMmbl WnudgpoBaHua «3des-cbe, aes192-cbe, aes128-cbc, arcfourl28,
arcfour», Ha cTopoHe wmoaynsa Linux cnvcok nogaepXuBaemblX anroputMoB MOXET
HECYLLeCTBEHHO OTNMYaTbCs, U Npu 3TOM yaaneHHasa yctaHoska C3M HC[ Dallas Lock
Linux Bce paBHO BydeT BO3MOXHa.

lMocne BbINOMHEHUS BCEX HACTpPoeK B KOHdUrypauumoHHom danne cepeuc sshd Heobxogmmo
nepesanycTtuTb.

lMepen ueHTpPanu3oBaHHOW YCTAHOBKOM HEOOXOAMMO pa3MecTUTb Ha KOMMbKTEpe, Ha KOTOPOM
3anywieHa koHconb ELLY, anctpmnbyTtuns Dallas Lock Linux.

Heobxoanmo oTkpbITb rnaBHoe MeHi KoHconn ELY N BblibpaTb «YpganeHHass ycTaHOBKay.
OTKpoeTca cTpaHuua MacTepa yAaneHHOW YCTaHOBKM M3 cnucka Bblbpatbk «Dallas Lock Linux» wn
HaxkaTb kHonky «[daneey.

Ha oTkpbiBLIElCA cTpaHuue Heobxoaumo nobasuth Lenesble TC Ana yaaneHHOro passepTbiBaHUs.
TC MoxHO 406aBWUTbL OOHUM U3 crneayoLmnx cnocobos, Yepes:

e py4yHOW BBOA ajpeca — [ANs 3TOro HyxHo 3anonHuTb nonsa «flopt» n «Beeaute IP-agpec
UNN ceTeBoe MMS KOMMblOTEpay, 3aTem HaxaTb kHonky «[JobaButb komnbtoTep» (puc. 191);
e (pbann cnucka knmeHTOB — HaxaTb «MmnopT 13 cdanna» n BeibpaTh hann co CNNCKOM 3apaHee
BbIFPY>XEHHbIX KITMEHTOB;
e MMMOPT U3 parina — HaxaTb «IMNopT 13 parna» 1 NPUKpennTb TEKCTOBLIN ans co Cnnckom IP-
agpecos uenesbix TC.
Mpumeyanue. [ina dana c IP-agpecamm BO3MOXEH TONbKO crieayowwmi dopmaT crnmcka:
B KaXkgow cTpoke danna MoxeT ObiTb yka3aH Tonbko oguH IP-agpec 6e3 4oNonHUTENbHbIX
CVYMBOJOB.
Mpumep:
192.168.0.1
192.168.0.35
10.10.112.55

15 B psine OC cuMBOM «+» MOXET He BOCNIPUHUMATLCS, U CTPOKa GyAeT CcUMTaTbCst HEKOPPEKTHOM.



Mactep yaaneHHoW ycraHoBku Dallas Lock Linux

Cnucok KOMMNbHOTEPOE

¥CTaHOBKA CNMCKA KOMNBKTEPOE ANA NOAKNKYEHNA

Beeaute IP agpec unm ceTeBoe MMA KOMMBHITEPA

Mopt 22
IP-appec FQDN-mma o
1c 01110
1L redos-7T-murom.isc.confident.spb.ru
Hasag Hanee Otmena

Puc. 191. Cnucok ueneBbix TC gna ynaneHHoro pasBeptbiBaHusa C3U HCL Dallas Lock Linux

Mocne pobasneHns uenesbix TC B CNMCOK HEOBXOAMMO HaxaTb KHOMKy «[daneey.

3anonHnTbL NapameTpbl YCTaHOBKW, KOTOpble ByayT NpMMeHeHbl K MOgynsam B npouecce aktmeaumm C3U
HCQ Dallas Lock Linux (puc. 192):

e JOMMH 1 naponb agmuHuctpatopa OC Ha uenesbix TC;

e IOrMH U Naporb cynepnonb3oBaTens (ONUUoHanbsHO).
e n

MacTep yaanensod ycranomky Dallas Lock Linux

BEO/ ABTOPHIALMONHMIX AaHHMIX

ETHE ARHHISE BMSHETDRTORD O SOMIRAITEDON EAMENTOR

Puc. 192. MapameTtpbl yctaHoBku C3U HC Dallas Lock Linux

Mocne 3anonHeHus Bcex HeobxoauMbIX Nonen HY>XHO HaXaTb KHOMKY «[Janeey.



5. Ha cneaytowen ctpanuue (puc. 193) HeobxoamMmo ykasaTb:

nyTb kK ucxogHomy amctpmoytmey C31 HC[ Dallas Lock Linux;

HOMEp NULEH3UN, KOTOPbIN yka3aH Ha obnoxke yTnsapa;

OOMOMHUTENbHbIE KINOYM YCTaHOBKY;

napameTpbl Ans BBoga moaynen B [lomeH GesonacHoctn ELY Dallas Lock nocne ycraHoBku

(onumoHanbHo).

B kayecTBe AONONHUTENBHBIX KIMHOYEN YCTAHOBKM MOXHO yka3aTb criegytoLimne aTpubyTo:

--CO

--qu

ATpubyTr
nfim

iet

--accept

--no

--N0

exec

exec-cleanup

--keep

--N0

--N0

--N0

progress
x11

chown

--chown

--N0

diskspace

--target dir

--tar argl [arg2 ...]

--ssl-pass-src src

--cleanup-args args

--arm-name=name

--ucc-addr=address

--ucc-key=key

--grub-pass=password

--just-check

OnucaHune

Cnpocutb nepepn 3anyckom BCTPOEHHOMO CKpunTa
He neyartatb HM4ero kpome coobLieHun o6 oLwmobkax
MpUHATL HOMEP NULEH3UN

He 3anyckaTb BCTPOEHHbIN CKpUNT

He 3anyckaTb BCTpoeHHbIVI CKPpUNT OYUNCTKN

He yoanAate AdaHHble O uenesoun OVNPEeKTOpnn nocne BbINOJIHEHUA
BCTPOEHHOIo cKkpunta

He nokaseiBaTb Nporpecc B npoLecce AeKOMMNPeCccu
[aHHbin aTpmbyT He ncnonb3yeTcs B npouecce yctaHoskn C3V HCO

He paBaTb OOCTyn K pacnakoBaHHbIM dharinamM TeKyLemy nonb3oBaTernto

PekypcuBHO Ha3HauUTb AOCTYMN K pacrnakoBaHHbiM dhaiiniam Tekyliemy
nonb3oBaTento

He npoBepATb 4OCTYNHOE MECTO Ha AUCKe

M3Bneyb HeNoCpeACTBEHHO B LieNIeBY0 AMPEKTOPUIO (Mo abCcontoTHOM unu
OTHOCUTENbHOW CCbiNke). JTOT KaTanmor MoxeT OblTb noaBeprHyT
pekypcuBHon obpaboTke (cm. hochown)

Hoctyn Kk copgepXumMomMmy apxvsBa 4vepe3 komaHay tar. Bo BCTpOEHHbIN
CKpMNT ByAyT NepefaHbl cneayolume aprymeHTbl

Mcnonb3oBaTb yKasaHHbIN SIC B KavyecTBE WCTOMHWKA napons Ans
pacLumnpoBKM AaHHBLIX C oMok OpenSLL, cM. «ApryMeHTbl NaporbHON
(pasbl» B pykoBoactBe OpenSLL. [lo ymonyaHuio Monb3oBaTtento
npegnaraeTcsa BBECTU NAponsa Ans paclungpoBKnN Ha TEKYLLIEM TepMuHane
AprymeHTbl BCTPOEHHOro CKpunTa o4vucTku. [Ina nepepadv HECKONbKUX
aprymeHToB TpebyeTcs 3aknoyaThb MX B KaBblYKK

YkasaTb nog kakum nmeHem byaet sapermctpuposaH APM B [lomeHe
6esonacHocTn ELLY

YkasaTb |IP-agpec unu cetesoe ums komnetoTepa [JomeHa 6e3onacHocTn
ELLY

YkasaTtb knto4v [lomeHa 6esonacHoctu ELLY

YcraHoBuUTb naporsb GRUB

ymonyanuto — dlladmin

Ans  cynepnornb3oBaTens rno

He yCTaHaBMBaThb, a TOJIbKO NPOBEPUTb NOAAOEPXKKY XOCT-CUCTEMbI

[ononHuTenbHbIe KoUK YCTaHOBKM YKa3blBalOTCA B MNoJie 4yepes npo6en.

Mpumep:

--nochown --nodiskspace

Ons BBoga mogynen B [lomeH 6e3onacHocTu ELLY cpasy nocne yctaHOBKM, MOXHO nocTaBuTb dornar «Beog
B AoMeH ©OesonacHoctn ELLY», ykazatb wums cepBepa ELY u kniou goctyna k OBb. 3atem Haxatb
«YCTaHOBUTbY.

Ecnu paHHble gna BeBoga moaynst B b ELLY (B ToM uucne knod goctyna) 6binm ykaszaHbl HEBEPHO,
TO ycTaHoBKa 6yfeT npuocTtaHoBneHa. KHonka «YcTaHoBUTb» BY4ET HeakTMBHA 4O TEX MOP, NOKa AaHHbIE
ansi seoga B [1b ELLY He 6yayT BBeaeHbl BepHO. UTOOLI NpoaomkmTb ycTaHoBKy 6e3 BBoga moaynsa B b
ELLY HeoBGxoanmo cHATb donar «Beoa B gomeH 6e3onacHocTn ELLY ».



3arteM HaxaTb KHOMKY «YCTaHOBUTLY.
[ ]

Macrep yaanennoit ycramonn Dallas Lock Linux
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Bsaa s nowes GesonaiocTw ELLY
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Knou gocrynak S5 [sesed] o

Puc. 193. UHcpopmauus o xoae LeHTpanu3oBaHHOW yCTaHOBKM cpeacTBamu ELLY

6. [Janee MOXHO npocmMaTpMBaTb COCTOSIHME NPOLIecCa YyCTaHOBKM ANSA KaXaoro knneHTa (puc. 194).

a
Macrep yaanenHoii ycranoexu Dallas Lock Linux
Mpouecc ycraHoskn
he 1P-agpec FQDN-ums ., Mpouecc Nor
B 101011259  uce-lin-1 yeneuw Noapobee
o 101011258  ucc-li puiena ycrewno Moapobree
= 1010112194 ucc-lin-11dllocal Yeranoska sasepusena ycnewno NoapoGee
i}
=
2
L]
(]

Puc. 194. UHcpopmauus o xoae LieHTpanu3oBaHHOW yCTaHOBKM cpeacTBamu ELLY

7. Mo okoH4aHuo npouecca Ll,eHTpaJ'II/I3OBaHHOI7I YCTAHOBKM NOABATCA COOTBETCTBYHOLWMNE KOMMEHTapumn
yAa4yHOoro unn He ygadyHoro sasepLueHund onepauunn.

NMpumeyaHue. Bo Bpems LeHTpanM3oBaHHOW YCTaHOBKM for-cpann npouecca yCTaHOBKU
MOXEeT ObITb mnepenoniHeH. [pekpallieHne BedeHWs [OaHHOro npouecca He BnvsieT
Ha pe3ynbTaT YyCTaHOBKU. B cnyyae HeobGXxoaMmoCTu AaHHbIA Nor-cpain MOXHO HanlTh
Ha LIeNeBOM KITMEHTE.

BHumaHume! Npu yganeHHoMm pa3BepTbiBaHUM ycTaHaBnmneaeTca Tonbko C3UW HCL Dallas
Lock Linux. padunyeckass obonoyka agMMHUCTPUPOBAHUSA YCTaHABMBAETCA OTAENBHO U
TOJBKO NTOKASbHO.

Mpw nonbiTke pas3BepHyTb rpacduyeckyto 060Mo4Ky aAMUHUCTPUPOBaHKS yaaneHHo oyaet
BO3HMKaTb owmbka 3anycka ycTtaHoBoYHoro gavina (Puc. 195), nockonbky C3U HCL, yxe
yCTaHOBMEHO, a rpaduyeckas obonoyka aBnseTcs n3dbITOYHON 1 ONLMOHANBHON.



Mpoyecc yctaHoBKK

IP-agpec FQDM-umraa Mpouecc

10.210.100.252 pui-ubuntuzi0d,dllocal Tposepka yenesoi cuoTemel, DLWKAKE 3aNyCKa YCTaHOBOYHOD diaina, Mporpammioe ofecnedeHte e BbLN0 YCTAaHOEAEHD PaHEe:,

Puc. 195. Owmbka 3anycka yctaHoBoYHoro cpaina

B nepeBe o6bekToB [1b ELLY nosiBaTca 3Hadku HoBbix APM n mogynei.

MpumeyaHue. [lpy ypaneHHoOW yCTaHOBKE OOBLEKTbI C OOUHAKOBBIMW  MMEHaMWU
00beaguHATCH, BHE 3aBUCMMOCTHM OT pernctpa. lNocne o6beanHeHnst oTobpaxaeTcs ums,
KoTopoe 6bINno paHee coxpaHeHo B ELLY.

MpumeyaHue. Ecnun yctaHoBneHHbIn mogynb Dallas Lock Linux He nosiBuncsa B gepese
o6bekToB 16 ELLY, To Heobxoammo ocyuectBuTb ero Beoa B 1B ELLY Bpy4Hyto.

10.4 YaaneHHoe ooHoBneHne C3U HCL Dallas Lock Linux

LleHTpanm3oBaHHOe OOHOBMNEeHMe npegHasHayeHo ANns O6HOBNEeHMs 3aperncTpupoBaHHbix B ELLY
knueHTtoB Dallas Lock Linux (HaunHas ¢ obHoBneHusa VK2 Ha VK3 (Bepcusa 6e3 M3 n ¢ M3), ¢ UK3 (Bepcus
6e3 M3J) Ha VK3 (Bepcua ¢ M3) u 1.4.). NMonHOMOUMAMM Ha 3anycK LEHTpann3oBaHHOrO OBGHOBMNEHWS
obragaeT TONbKO YNONTHOMOYEHHbIN nonb3oBaTtens ELLY ¢ ponbio « AaMuHUCTpaTop».

Mocne ueHTpan1M3oBaHHOIO UK NOKanbHOro 06HOBNEHUS Moayns Ha criegyrowmin UK Ha cTopoHe knneHTa
COXpaHaTCSA:

e Tekylliee pacrnonoxeHve moayns B gepese [ib;
e Bce paHee cobpaHHble XypHarbl;

e HACTpPOEHHble MNONUTUKM BesonacHoCTy;

e napameTpbl YYeTHbIX 3anncen.

YcTaHoBKy He06X0AMMO OCyLLEeCTBNATL N0 NpoTokony IPv4, Ha MOMEHT 0GHOBMNEHNS M YCTaHOBKMN MOAynen
HeobXxoaMMO OTKM4YMTL NpoTokon IPv6 Ha APM ¢ koHconbio ELLY.

Onsi ynanenHoro obHoBneHms C3M HC Dallas Lock Linux Heo6xo4umo BbIMONHUTL CrieayloLme Waru:

1. Heobxoammo OTKpbITb rNaBHOE MeHK KoHconu ELY — «YpaneHHoe obHoBneHue». OTKpoeTcH
CTpaHuua macTepa yganeHHoro obHoBneHus ns cnucka Boibpate «Dallas Lock Linux» 1 HaxkaTb KHOMNKY
«[Nanee».

2. Ha oTkpbiBwencsa crtpaHunue Heobxoammo BbibpaTb MOAYMb ANA OOHOBMEHUS U KNMEHTOB, MOAYMMU
KOTOpbIX Heobxoammo obHoBuTb (Puc. 196). Heobxoanmbii 0OBGBEKT MOXHO HaWTW MO UMEHMU 4Yepes
MOMCKOBOIO CTPOKY wvnu npu nomowm gepesa knueHTtoB Dallas Lock Linux, akTMBmpoBaB HanpoTus
HY>XHOTO KInneHTa YekBOKC.



Macrep ypanénunoro o6noenenuna Dallas Lock Linux

Bui6op mogyneii

BuiGop Moayned Ana oGHoBnen

() Dallas Lock Linux 1K2 () Dallas Lock Linux 1K3 (®) Dallas Lock Linux MK3M

Mopr 22

& fomen Besonackoctu
HEPACTPEIENEHHBIE O LEKTSI
- cclin-10

© Dallas Lock Linux MK3M

Hazag Oruena

Puc. 196. CtpaHuua BbiGopa KOMNbIOTEPOB € Linux

3. 3anonHuTb napameTpbl, KOTopble OyayT NPMMEHEHbI K MoaynsM B npouecce obHoeneHnss C3W HC
Dallas Lock Linux (Puc. 197):
o none «Mmax» ans seoga norvHa agmuHuctpatopa OC (none obsizatensHO Ans 3anofHeHns);
e none «[Maponb» Ans BBoga naponst agmuHuctpatopa OC (none HeobsasaTtenbHO Ans
3anorHeHus).
Ecnn aktuBmpoBatb Yekbokc «[lonb3oBaTenb SBRSieTCS cyrnepnonb3oBaTenem», To MoNns ANns BBoAa

[AaHHbIX Cyrnepnonb3oBaTtens CTaHyT HeaKTUBHbIMWU. B NpoTUBHOM criyyae HeoGXoaMMO BBECTU MOMMH U
naponb cynepnonb3oBaTens.

Macrep yaanénnoro o6Hosnenun Dallas Lock Linux

BEOpj aBTOPM3aLMOHHBIX AAHHBIX

YueTHbie AaHHLIE AAMMHACTPATOPa OC KOMNBIOTEPOB KiMEHTOR

L3

Puc. 197. BBoa aBTOpM3aLMNOHHbIX AaHHbIX

Mocne 3anonHeHus Bcex HeOobXo0AMMbIX NMOMEN HY>KHO HaxKaTb KHOMKY «[anee».



4. Ha cnepaytouler ctpaHuue Heobxoammo (Puc. 198):

yKasaTb NyTb K ANCTpUBYTUBY C 0OHOBMNEHMEM (0DA3aTeNbHbIN NapaMeTp);
BBECTW HOMEP NULIEH3NM B COOTBETCTBYIOLLee nore (none o6sa3atensHO Ans 3anonHeHus);
BBECTW NOrMH agMuHucTtpatopa C3U B cooTtBeTcTByloWwee none (none obssatensHo Ans
3anosIHeHNS);
BBECTV naponb agMuHucTtpatopa C3W B cooTBeTcTBylOLlEEe none (none HeobA3aTeneHO ANS
3anorHeHus);
BbIOpaThb B KakoM bopMaTe 3KCNopTUPOBATL XXypHanbl (Heoba3aTenbHbIN NapaMmeTp):

o «B ¢hopmate PDF»;

o «B ¢opmaTte ODSy;

o «B gopmate XMLy;
BBECTW OOMOMHUTENbHbBIE KITHOYM YCTAHOBKM B COOTBETCTBYHOLLEE none (nofne HeobsA3aTenbHo
AnNsi 3anofiHeHus).

ot aafa v

e d

Macrep ypanénnoro o6nosnenunn Dallas Lock Linux

Mapamerpel 06HOBNEHNA

BuG0p AMCTpHEYTHBA 1 NapaMeTpoB GBHOBNENUS

Woxoamsii avcTpubyTve /home/userd/dilx-4.6.69.run

Homep nuuensi

Wmn Agurmcrpatopa C3W HCAL | diladmin

Mapons Agmunmcrparopa C3V HC | sssssses -

3kenopr xypHanos

(®) s gopmare PDF () & popuare ODS () & gopmare XML

[LONONHUTENLHLIE KNIOUK YCTAHOBKU

Hasag Ormena

Puc. 198. MapameTpbl oGHOBRNEHUA

5. [lanee MOXHO NpocmaTpuBaTb COCTOSIHME MpoLlecca OGHOBREHUs Ans Kaxgoro knueHTta (Puc. 199).
Mo oOKOHYaHWIO Mpouecca LEeHTpanM3oBaHHOTO OOHOBMEHWUSI MOSIBATCA  COOTBETCTBYIOLLME
KOMMEHTapun yaa4yHoro Unm HeyaadyHoro 3aBepLUeHUs onepaLumn.



Macrep yaanéutoro o6Hoenenus Dallas Lock Linux

afFfe v

Mpouecc obHoBNeHNA

IP-agpec . APM  Mpouecc Nor

T

1 o g

[C}

®
®
[}

Oruena

Puc. 199. Npouecc o6HoBNEeHUA

10.5 Hactpounka moayna C3U HC[ Dallas Lock Linux

B nepese [JomeHa 6esonacHoctn ELLY Dallas Lock npucytctBytoT 3apernctpupoBaHHblie B 1B mogynu
C3M HCJ Dallas Lock Linux B coctaBe APM.

3Haukn obbekToB, obo3Havatowmx mogynu C3M HCL Dallas Lock Linux, 3aBUCAT OT COCTOSIHUS MoAyris
1 MOFYT NPUHMMAaTb CreayLWwnii BUa;

— MoAYyIb NMNOOKITHOYEH;

. —  CBSi3b C MOAYNIEM OTCYTCTBYET.
HacTtpoiiku Ha ypoBHE Moayns oTobpaxatoTcs Ha HECKOSNbKUX OCHOBHbIX BKMaaKax.

10.5.1 CwuHxpoHMu3auus

Ons npvBegeHuMs B COOTBETCTBME 3HayeHMAM MapameTpoB, BbiCTaBneHHbIM Ha ELLY Dallas Lock,
Ha mogyne C3M HC[ Dallas Lock Linux Heobxogumo npoBefeHne CUHXpoHu3aumu. CUHXpOoHM3aums
MOXeT ObITb MpoBefeHa Npu YCNoBUWM Hanuuusl ceTeBOro nogkntodeHus mexay ELY Dallas Lock
n Moaynem:
e MpW BKITKYEHUN MOAYIS;
e nepuogmnyeckn (cm. «apameTpbl paboTbl MOAYNENY);
e [0 KOMaHAe Nnonb3oBaTens:
e 13 KoHconu ELLY;
e 13 rpacudeckon obonoykn moayna C3M HCQO Dallas Lock Linux.

CuHXpoHu3aumsa no KomaHae u3 koHconu ELLY

KomaHga «CwuHxpoHusmpoBatb» B KoHconu ELY gna mogyna C3W HCL Dallas Lock Linux goctynHa
Ha Bknagke «CBodka» Ha ypoBHe moayns B Aepese [lomeHa 6e30MmacHOCTM Ha NaHenu MHCTPYMEHTOB
«OnepaTnBHoe ynpasneHue» (puc. 200).



OMEPATMBHOE YMNPABJ/IEHME

Boiknounts
MepesarpyzuTe
Cobparb MypHanbl
PazBaokuposars nonAb3oBaTener
CuHxponMsMpoBaTh

n EpecyMTaTh LLENOCTHOOTE

Puc. 200. KHonka «CUHXpOHU3UpOBaTb»

CuHXxpoHu3aumsa no komaHae us rpadumyeckon o6onoukun C3UM HCA Dallas Lock Linux

[nsa npoBeaeHnst cMHXpoHM3auun ¢ lomeHom 6e3onacHocTn ELLY no komaHae ua rpadudeckort 060o4km
mogynsa C3M HC[ Dallas Lock Linux Ha knneHTckoMm MK Heo6x0amMmo BbINONHUTE CAeAyoLne Lwaru:

1. 3anyctutb rpadudeckyto obonouky C3M HC[ Dallas Lock Linux n aBTopnsoBaTbcsi.

2. Ha Bknagke «MapameTpbl 6e3onacHocTU» BbIGpaTh kaTteropuio «[lomeH 6e30MacHOCTWY, OTKPbIT Ans
pefdakTMpoBaHua napameTp «HacTpoika goMeHa Ge3onacHoOCTU».

3. B okHe «[JomeH 6e3onacHOCTM» HaxaTb KHOMNKY « CuHxpoHunsaumsa ¢ ELLY» (puc. 201).

OomeH 6e3onacHocTH

Eavsbi yeHTp ynpaenesud Dallas Lock | Cepeep 6ezonacHoctv Dallas Lock

APM: UCCARM3
OB ELLY: Oowmen GezonacHocTy
Kniou goctyna:

UCCARM1:17900

Cnucok cepeepos:

Beectu 8 16 | | Cunxponusauma c ELLY | | OtnpasuTe XypHanbi Ha ELLY | | BoisecTi u3 [1b

(0]%

Puc. 201. KHonka «CuHxpoHusaums c ELLY»

10.5.2 CO6op xypHanoB

Ona nonyyenns B ELY Dallas Lock 3anucenm xypHanos, Begywmxcss Ha mogyne C3UM HCL
Dallas Lock Linux, Heo6xoaumo npoBeaeHne cbopa xxypHanoB. C6op »xypHanoB MoxeT 6biTb NpoBeaeH
Mpun yCnoBUM HanmM4umsi CeTEBOro noakntodeHns mexay ELLY n mogynewm:



e NPV BKIHOYEHUM MOAYNS;
e nepuoaunyecku (cM. «apameTpbl paboTbl MOAYNEN»);
e [0 KOMaHfe nonb3oBaTens:
e 13 KoHconu ELLY;
e 3 rpacumyeckon obonouku mogyns C31 HC Dallas Lock Linux.

C6op XXypHanoB no KomaHge u3 koHconu ELLY

Komanpga «Cobpatb xypHanbi» B KoHconn ELLY gna mogyns C3WM HC[H Dallas Lock Linux goctynHa
Ha Bknagke «CBoaka» Ha ypoBHe Moayns B AepeBe [JomeHa 6e30MacHOCTM Ha MaHenu MHCTPYMEHTOB
«OnepaTuBHOe ynpasneHuey» (puc. 202).

OMEPATMBHOE YMPABJ/IEHME

Buiknoumnte
Mepesarpyzure
Cobparb »ypHanbi
Pas6rnokupoBarbh NOAL30BaTENER
CMHXpPOHU3KMPOBATH

I'Iepecuwra'rh LEROCTHOCTH

Puc. 202. KHonka «CobGpaTtbk XypHanbi»

OTnpaBka XXypHanoB no KoMaHge u3 rpacgpuyeckon o60No04YKM agMUHUCTpaTopa

Insa oTnpasku xypHanos B [JomeH 6e3onacHocty ELLY Dallas Lock no komaHzae 13 rpacmyeckoin 060m104km
moayns C3M HC[ Dallas Lock Linux Ha knneHTckoM MK Heo6x0amMMo BbINOMHUTL CreayoLne waru:

1. Banyctutb rpadudeckyto obonoyky C31 HC[ Dallas Lock Linux n aBTopr3soBaTbCS.

2. Ha sknagke «[lapameTpbl 6e3onacHocTny BblbpaTb kaTeropuio «JomeH 6e3onacHoCT», OTKPbITL ANS
peaakTupoBaHusa napameTp «HacTtporika gomeHa 6e3onacHOCTMY.

3. B okHe «[JomeH 6e3onacHOCTM» HaxaTb KHONKy «OTnpaBuTtb XypHanbl Ha ELLY» (puc. 203).



OomeH 6esonacHocTyn

EavHbin ueHTp ynpaenexud Dallas Lock Cepeep 6e3onacHocty Dallas Lock

APM: UCCARM3
OB ELLY: Dowmen HezonacHocT
Knioy goctyna:

UCCARM1:17900
Cnuncok cepeepos:

Beectu B [I6 | | Cunxponusauua c ELLY | | OTnpasuTh XypHans! Ha ELLY | | BoisecTn u3 ib

Ok

Puc. 203. KHonka «OTnpaBuTb XXypHanbi Ha ELIY»

10.5.3 CsBoaka mogynsa C3U HC[L Dallas Lock Linux

Bknagka «CBogka» Ha ypoBHe mopyns C3W HCL Dallas Lock Linux otobpaxaeT obliee cocTosHue
mMoayns (puc. 204).
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v Lomen NacHoCT
WHpopmayna o6 o6bexTe ~ =
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Puc. 204. Bknagka «CBoagka»




JocTynHbl crieayoLmne pasaenbl MHpOPMaLMOHHON NaHenu.

MUHdopmauusa o6 o6bekTe

B BepxHen yactu MHOPMALMOHHOW NaHenn oTobpaxaeTcsa crneayollas MHpopMaums 0 TeKyLluem
COCTOSIHUN MOAYIS:

WHpopmaLms 0 gaTe u BpeMeHu NocrneaHero NoaknioYeHus Mogyns;
WHpopmaums 0 gate u BpemeHu Beoaa moayns B [1b;
HOoMep COOopKY;

BEpCUS OnepaLyoHHON CUCTEMBI;

Bepcua sapa;

KOMMOHEHTBI;

HOMEp NMLEH3MK;

KOZ TEXHNYECKON NoAaEPXKKN;

IP-agpec;

pesynbTat nocneaHen nposepku KLL;

KONMMYECTBO aKTUBHbIX CECCUI;

KOMMEHTapui.

MHumnageHTbl 6e3onacHoOCTU

OToGpaxaeTcs CNUCOK MHUMAEHTOB GesonacHoCcTM MoAynsi ¢ rpaduyeckoli naHenbto. [ocTynHa
unbTpaumss oToGpakaemblx COObITUIA MO nepuogy W HacTpoika OToGpaXeHus auarpamm
(cM. «HacTpoiika MHUMAEeHTOB 6e30MacHOCTUY).

[lBonHON KWK no cobbiThio OTKpOET 3anncb B OTAEJSIbHOM OKHEe, B CNCKe gaHHOoe cobbiTne 6yp,eT
NMOMEYEHO KaK NnpoYnTaHHoe. Mone «KOMMeHTapVIVI» AOCTYNHO ANnA peaakTnpoBaHUA.

,D,OCTyI'IHbI cneaywoume DEencTBus C mMoaynem Ha naHenn MHCTPYMEHTOB!

1. OBHOBUTB.
2. YganuTb mogynb.
3. KommeHTapun.

,D,OCTyFIHbI cnegywouime KomaHabl onepaTtnBHONO yrnpaBsieHnd Ha naHesnn NHCTPYMEHTOB!

CuvHXpOoHM3MpoBaTb.

BbikniounTtb.

Mepesarpy3uTs.

Pa3bnoknpoBaTtb nonb3oBaTenen.
lMepecuntaTb LENOCTHOCTD.
Cobpatb XypHanbl.

ouakrwNE

10.5.4 Monb3oBatenu u rpynnbl moaynsa C3U HCL Dallas Lock Linux

Bknagka «[Monb3oBatenu» Ha ypoBHe moayns C3M HC[ Dallas Lock Linux cogepxuT cnncok rnobanbHbIX
W OOMEHHbIX nonb3oBaTenew u rpynn, HacrnegyeMbiX C YPOBHEW Bbille MO MepapxvMu U CO3OaHHbIX Ha
YPOBHE JAHHOIO MoAynNs, a Takke MOAYNbHbIX NOMb3oBaTenen.

YnpasneHue nonb3oBatensmu u rpynnamu Ha yposHe moayns C3W HC[ Dallas Lock Linux npounssogurcs
aHarnorm4yHo onMcaHHoOMy yrnpaereHuio Nonb3oBaTensiM1 1 rpynnamu B pasgene «llons3oBaTeny v rpynnol
Moaynsay. [Ans npUMeHeHNst U3MEHEHUI Ha MOAYNAX HEO6X04MMa CUHXPOHM3aLKS.

10.5.5 Monutnkm moaynsa C3U HC[ Dallas Lock Linux

Ha yposHe mopyna C3W HC[ Dallas Lock Linux B cnucke Ha Bknage «[onuTukm» [OCTYMHbI TONBKO
nonuTukK, aktyaneHsle ana C3M HCL Dallas Lock Linux (cm. «[Monutuku OB).

HacTtpovika nonutuk gns moayns npou3BOAWUTCA aHanormyHo HacTpovike nonuTuk ans rpynnel OB
(cm. «MNonutukm _ans rpynnbl [B»). OnNs nNpMMeHeHWs napameTpoB Ha Moaynsax Heobxoguma
CUHXPOHM3aLuS.

10.5.6 MexceTteBou akpaH moaynsa C3U HCA Dallas Lock Linux

Ha ypoBHe moayns C3U Dallas Lock Linux B cnucke Ha Bknage «KoMnoHeHTbI» — «MexXceTeBOn aKpaH»
AOCTYNHbI ToNbko nonutukn M3, akTyaneHble gnsa C3W Dallas Lock Linux (cm. « MexceTeBow akpaH»).




Hactporika MO ons mogynsa npomsBoguTca aHanormdyHo Hactporike M3 ana rpynnel b (cM. « MexceTeBon
akpaH anga rpynnel A6»). [Ins npumeHeHns napameTpoB Ha MOAyNAX HeobxoamMma CUHXPOHU3ALMS.

10.5.7 CwucTtema koHTpons HakonuTtenen moayns C3U HC[ Dallas Lock Linux

Ha yposHe mogynsa C3WU Dallas Lock Linux B cnucke Ha Bkrage «KoMnoHeHTbl» — «Cuctema KOHTpons
HakonuTenemny» OOCTYNHbI Tonbko napameTpbl CKH, akTyanbHble ans C3U Dallas Lock Linux.

YnpaBneHne CUCTEMOW KOHTPOMs HakonuTenem Ha yposBHe rpynnbl OB npousBoguTcs aHamnornyHo
yrpaBneHnto CUCTEMOM KOHTponst HakonuTenen ana b (cM. «CucteMa KOHTpOns HakonuTenemy).

10.5.8 3apaHusa moaynsa C3U HCQ Dallas Lock Linux

Ha ypoBHe moayns C3M HC[ Dallas Lock Linux B cnvcke Ha Bknage «3agaHusi» OOCTYMHbI A1S CO30aHUs
TONbKO 3agdaHus, aktyanbHble ansa C3M HCL, Dallas Lock Linux (puc. 205):
e  M3MEHeHue napamMeTpoB NULEH3UN (U3MEHSIET HOMEP NNLIEH3UN W KOA TEXHUYECKOW NoaOEPXKKN);
e yaaneHve moayns.

G MacTep cozgaHna 3agaHna X
BoibepuTe TN MoaYNA

Dallas Lock Linux K3

|

BoiGepuTe THN 3aAaHUA
HM3MeHEHWE NapaMeTpoB NMUEH3HK
YaaneHwe Mogyna

Cozpatb OTMeHa

Puc. 205. MacTtep co3aanus 3agaHus anst mogyns C3U HCA Dallas Lock Linux

Pabota ¢ 3agaHuammn gna mogynsa C3W HC[ Dallas Lock Linux npov3BoaMTCA aHanornyHo HacTpoike

3aganun ansa b (cm. «3aganus OBy).
10.5.9 XypHanbl moaynsa C3U HCL Dallas Lock Linux

Bknagka «KypHanbi» gna mogyns C3W HCL Dallas Lock Linux no3sonsieT npocmartpuBaTb >KypHarbl
©esonacHocTn moayns (puc. 206).

[ VT i T 1 T ]

ypHan yipasnenin nonuTxasm Gesonackocrn | CHTeMHsl XypHan I ypHan AocTyna K yCTpOikTEaM [ KypHan coskmail BesonackocT M3 ]

[ Sy ]

Puc. 206. Bknagka «XXypHanbi»

Ona moaynsa C3W HCQ Dallas Lock Linux 4ocTynHbI:
e «KypHan ceccuiny;
e «KypHan gocTtyna K ycTponcTBamy;
e «KypHan BxogoBy;



«KypHan neyatmny;

«KypHan ynpasneHus Nonb30oBaTensamMmmny;
«>KypHan ynpaBneHus nonutrkamm 6e3onacHoOCTuy;
«CUCTEMHBIN XypHan»;

«KypHan goctyna K pecypcamy;

«KypHan ynpaBsneHus MO»;

«>KypHan cobbiTuin 6e3onacHoct M3».

Pabota c xypHanamm mogynen onucaHa B pasgene «KypHanbl MOAYAsA».
[ns nony4eHns 3anucen xypHanoB ¢ Mogyns TpebyeTcs BbiNONHeHWe cbopa XKypHanos.




11 MOAOYIJlb C3U BU DALLAS LOCK

11.1 Beog moaynsa B b

Beectn mogynb C3/ BU Dallas Lock B [JomeH 6e3onacHoCT MOXHO Yepe3 KoHconb LieHTpa ynpaBneHus
C3W1 BU Dallas Lock.

BHumaHume! Npu BBoge moaynss C3M BU Dallas Lock B [1b nomkeH 6biTb cobniogeH psag
YCrOBUIA:
e B JIBC pomxeH 6biTb paboTtatowmnn cepsep ELLY;

e Mexay moaynem u cepsepom ELLY pomkeH ObiTb CBOOOOHBbIN OOMEH nakeTamu
no TCP/IP nopty 17900.

BHumaHume! NMocne sBBoga mogyna C3U BU Dallas Lock nog ynpasneHne ELLY Dallas Lock
3Ha4YeHus1 NapameTpoB 6e30MacHOCTU MoanexaT CUHXPOHU3AUUN CO 3HAYEHUSIMU MONUTUK
ELLY Dallas Lock onsa 6asoson rpynnel «HepacnpeaeneHHble 06beKTbI».

Ons Beoga moayns B 16 yepes KoHconb LieHTpa ynpaenerus C3W BU Dallas Lock Heobxognmo:

1. Y6eauTbes, uto cepBep ELLY gocTtyneH no cetu.
. 3anyctunTtb kOHCONb MOAYNSI.

2
3. OTKpbITb rMaBHOE MEHIO — «[NapameTpbl ELLY ».
4. TMocTtaButb dnar «nog ynpaeneHnem ELLY» (puc. 207), 4ToObl None HACTPOEK CTarno akTUBHO, 3aTeM
yKasaTb crneaylLlme gaHHbIE:
e DNS-umsa nnwn IP-agpec cepsepa ELLY;
e ums APM, B cocTaBe KOTOPOro HEOGX0ANMO BBECTM MOAYIb;
e kmtoy goctyna k Ab.

MapameTpbl ELLY

nop, ynpaeneHnem ELLY

OaHHble ELJY

192.168.130.91

C3M1 BU K5

Puc. 207. Beog B ELLY

5. HaxaTtb kHONKy «OK», n 6ygeTt ninumnmpoBaHo cos3gaHune APM u peructpaums Mmogyns B ero coctaBe.



MpumeuaHue. Ecnm Bo Bpemsa npouecca Beoga moayns C3W BW Dallas Lock B OB
BO3HMKaeT owwmnbka, cogepxawasa Tekct «Owunbka peructpaumm B ELLY! (HekoppekTHblie
napameTpbl Bbi30Ba (PYHKLMW.)», TO HEOH6XOAMMO BbINONHUTL CReayoLne AenCTBUS:

e B HacTtporkax ELLY Dallas Lock (cm. «O6uwime napameTpbl paboTbly) B napaMmeTpe
«Cnocob nopknoyeHnss K cepBepy» YcTaHoBUTbL 3HauveHue «ObGa cnocoba» u
BbIOpaTh NpuopuTeT NoaknyeHuns no IP-agpecam;
nogoxaatb 30 cekyHA ANA NPUMEHEHUS HOBbIX 3HAYEHUN;
noBTOPUTL NonbITKy BBoAa moaynst C3M BU Dallas Lock B OB.

Mocne, npn HEOBXOAUMOCTU, MOXHO YCTAHOBUTL 3HAYEHUE NO YMOMYaHUIO ANs napameTpa
«Cnocob nogkntoveHus kK cepsepy» (oba cnocoba ¢ NPMoOpUTETOM NOAKITHOYEHUS MO NOSHBLIM
OOMEHHbBIM MMEHaM), Ha yrpaBneHne yxe 3apeructpmpoBaHHbiMu B [1b mogynsammn C3U BU
Dallas Lock aTo He nosnuseT.

11.2 BbiBoa moaynsa us [1b

BbiBectn Moagynb C3M BU Dallas Lock u3 [lomeHa 6e30nacHOCTM MOXHO criegytowmmMm cnocobamu:

e c nomoulbto KoHconu ELLY (cm. «HacTpoiika mogynsay);
e yepe3s KoHconb LleHTpa ynpaenenunsa C3M BU Dallas Lock.
Ina BeiBoga moayns Yepes KoHconb LieHTpa ynpasneHus C3U B Dallas Lock Heobxoanmo:

3anycTuTb KOHCOMb MOAyNs, nogkntountbes K LieHTpy ynpasnernms C3U BU.

OTKpbITb FNMaBHOE MEHIO — «[lapameTpbl ELLY».

Y6patb conar «nog ynpasnernnem ELLY» (puc. 207), 4tobbl none HacCTpPOEK CTano akTUBHO.

HaxaTb kHonKy «OK».

KoHconn ELY ypaneHHbin mMoaynb nepemectutcsa B 6asoBylo rpynny «YAaneHHble OObekTbi»
aepesa [b.

W hrwn P

MpumeyaHue. [Npu oTCyTCTBUM CETEBOIO NOAKMoYeHNs k Cnyxoe ELLY, mogynb moxeT ObITb
BblBeAeH u3 [lomeHa 6esonacHoctn ELLY npunyamTtensHo. MNpu atom, B KoHconu ELLY Takow
MOAYIb NPOJOIKUT OToBpaxaTbCs, HO ero ctaTyc byaet «HegocTtynen».

lMoaTtomy, kaxadbli MOAynb, BbiBeAEHHbIN U3 cocTtaBa [1b BO Bpems OTCYTCTBUS CBA3U
co Cnyx6own ELLY, Heob6xoanmo AononHUTENBLHO yaansaTb BpydHyto n3 KoHconu ELLY.

11.3 Hactpounka C3U BU Dallas Lock

B nepese [JomeHa 6e3onacHocTv ELLY npucyTcTByoT 3apernctpupoBanHbie B 16 mogynn C3W BU Dallas
Lock, koTopble oTobpaxatoTca B coctaBe APM.

3Haukn ob6bekToB, o60o3Havatowmx mogynun C3M BU Dallas Lock, 3aBMCAT OT COCTOAHMS MOAYNS U MOTyT
NPUHMMAaTh CNeayLLnMin BUA;

—  MOAYIb NOAKIIOYEH;

. — CBA3b C MOAYyJ1eéM OTCYTCTBYET.

HacTtpoliku Ha ypoBHE MOAyNs 0TOOpaxatTCs Ha HECKONbKMX OCHOBHbIX BKMaaKax.

11.3.1 CwuHXpoHM3auunA

[na npuBegeHMss B COOTBETCTBME 3HAYEHMAM MNapamMeTpoB, BbicTaBneHHbiM Ha ELY Dallas Lock,
Ha moayne C3U BU Dallas Lock Heo6xoamMmo npoBeAeHne CUHXPOHMU3aunn. CUHXPOHN3aLMsA MOXET ObITb
npoBeeHa Npu yCrnoBuUKU Hanuuusa cetesoro nogkniodeHus mexay ELLY Dallas Lock u mogynem:
®  [pW BKITKOYEHUN MOAYNS;
e nepuoanyecku (cM. «apameTpbl paboTbl MOAYNEN»);
e [0 KOMaHAe Nnonb3oBaTens:
e 13 KoHconu ELLY;
e 13 KoHconu UeHTpa ynpasneHua C3/ BN Dallas Lock.




CuHxpoHusauumsa no komaHge us Konconu ELLY

Komanga «CwuHxpoHunsmpoBatb» B KoHconn ELY gna C3UM BW Dallas Lock goctynHa Ha Bknagke
«CBogka» Ha ypoeHe moayns Dallas Lock C3/ B/ B pepese [1b Ha naHenu nHcTpymeHToB «OnepaTnsHoe
ynpasneHue» (puc. 208).

OMEPATUBHOE YMNPABNEHWE

Cobparth MypHanb
CHHXpOHNIMpOBEaTE

OtkpbiTe web-agmunancrpuposanmne

Puc. 208. NMaHenb nHcTpymeHTOoB «OnepaTuBHOe ynpaBneHue»

CuHxpoHusaumsa no komaHge us Konconu LenTpa ynpasnenna C3U BU Dallas Lock

[nsa npoBegeHunss cnHxpoHmsaumm ¢ [lomeHom 6e3onacHoctn ELLY Dallas Lock no komaHae 3 KoHconu
LleHTpa ynpaBneHus C3U BW Dallas Lock Ha knneHTckom MK HeoOXxoanmo BLINONHUTL CReayoLLne LWaru:

1. 3anyctuTb KOHCOMb MOAYNS, NoAkNtUnTLES K LieHTpy ynpasnenus C3U B,
2. B kateropumn «CocTtosiHMe» Ha Bknagke « OCHOBHOE» HaxaTb KHOMKy «[lencteusy».
3. B BbinagawoweM cnmcke HaxaTb KHOMKY « CUHXpoHu3upoBaTb ¢ ELLY» (puc. 209).

Nobasuts CB

Q CWHXpOHW3WpOBaTh

l'1(& CunxpoHusuposaTs c ELLY §
h--------------

®F O6HoBUTL fepeBo

L]

Puc. 209. KHonka «CuHxpoHusupoBaTb ¢ ELIY»

11.3.2 CO6op xypHanoB

Ona nonyyeHunsa B ELLY Dallas Lock 3anucen xypHanos, Begywuxcsa Ha moayne C3W BW Dallas Lock,
HeobxoamMMo npoBedeHne cbopa xypHanoB. CGop XypHamnoB MoxeT OblTb NMpoBedeH Npu YCroBUM
Hanmumsa ceTeBoro nogkntoyveHns mexay ELLY n mogynem:

e NPV BKIIOYEHUN MOOYNS;

e nepuognyeckn (cm. «apameTpbl paboTbl MOAYNENY);

e [0 KOMaHAe nonb3oBaTens n3 KoHconu ELLY.

C6op xypHanoB no komaHge u3 Konconu ELLY

KomaHga «Cobpatb ypHanel» B KoHconu ELLY gnsa mogynen Dallas Lock C3U BU gocTtynHa Ha Bknagke
«CBogka» Ha ypoBHe mopgyns B gepeBe b Ha maHenu WHCTpyMeHTOB «OnepaTuMBHOE ynpaBrieHue»
(puc. 208).

11.3.3 Csopaka moayns Dallas Lock C3U BU

Bknagka «CBogka» Ha ypoBHe mopyns Dallas Lock C3U BU otobpaxaeT obliee coCTOosHME MOAyns
(puc. 210).
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Puc. 210. Bknagka «CBogka»

JocTynHbl cnegyrowmne pasgensl MHOOPMaLNOHHOM NaHenu.
NHdopmaumsa o6 ob6bekTe

B BepxHen 4yactu MHdoOpMaLMOHHON naHenun oTobpaxaeTcs criegylowas MHpopmaums o Tekyem
COCTOSIHUN MOAYNS:

MHdOPMaLMNA 0 AaTe U BpEMEHN NocneaHero NoaKMoYeHUs;
WHOpMaLua o gate 1 BpeMeHn seoga moayns B [b;
IP-agpec;

HOoMep u gata cOopKu;

HOMEpP NULEH3NMK;

KOO, TEXHNYECKOWN NoAaEPXKKU;

napamMmeTpbl NMUUEH3NK:

e 00Llee Konn4yecTBo nuueHsun BU;

e  KONMMYEeCTBO MCMOMNb3yeMbIX NPOLLEeCCOpoB B VvSphere;
e  KOMMYECTBO MCMNOSb3yeMblX npoueccopos B KVM;
KonuyecTtBo areHTtoB VMware;

KonuyecTtso areHToB KVM;

agpec v nopt Be6-agMUHUCTPUPOBAHUS;

penakunsa C31 BU;

KOMMEHTapuii K MOAYNI0.

MHUMpaeHTbI 6e3onacHoOCTHU

OTobpaxkaeTca CNUCOK WHUMOEHTOB 0e3onacHOCTU Mopyns ¢ rpacduyeckon naHenbto. [ocTynHa
dunbTpaumsa oTobpaxaembix COObITUI NO Nepuoay W HacTporika OTobpakeHuss auarpamm
(cm. «HacTponka nHungeHToB 6e30macHOCTUY).

[BOVIHOW KNWK NO COObLITMIO OTKPOET 3anvCb B OTAENMbHOM OKHe, B CNuCke AaHHOe cobbiTwe OyaeT
NnoMeYeHo Kak npoymTtaHHoe. [None «KoMmmeHTapui» JOCTYMHO ANS pefakTUpoBaHus.

,D,OCTyFIHbI cnepywoumne DEencTBus ¢ mMoayrnem Ha naHesnn MHCTPYMEHTOB!

1. O6HOBUTB.
2. Ypanutb mogynb.
3. KommeHTapui.

ﬂOCTyI’IHbI cneayouime KomaHabl onepaTnBHONO yrnpaBieHnd Ha naHesnn MHCTPYMEHTOB!



1. CobpaTtb xypHansbl.
2. CuHXpOHM3MpoBaThb.
3. OTKkpbITb Web-agMVHUCTPUpPOBaHKE.

11.3.4 Web-agMuHucTpupoBaHue

Ina nepexopa B Beb-nHTEepdeinc Dallas Lock C3U BU, Heobxogmmo BbiGpaTh komaHay «OTKpbITb web-
agMUHUCTPUPOBaHUE» Ha NaHenu MHCTPyMeHToB «OnepaTunBHoe ynpasneHve» (Puc. 211).

OMEPATMBHOE YMNPABNEHWE

Cobpars wypHansi

CMHXPOHWIMPOBATE
I-------------------'

| Oripeite web-agmubancrpuposatnme |

h------------------'
Puc. 211. KHonka «OTKpbITb Web-agMuHucTpupoBaHue»

Mpu HaxxaTum Ha kHOMKY «OTKPbITb Web-agMUHUCTprUpoBaHuey, B Gpay3epe OTKpPOETCA OKHO BXoaa B BEG-
KOHCOJb, A€ HeobX0ANMMO BBECTM JIOTVH U Naposib. 3aTeM HaxaTb KHOMKY «BoiTuy.

11.3.5 Tlonb3oBaTtenu u rpynnel moayns Dallas Lock C3U BU

Bknagka «lNonb3oBatenu» Ha ypoBHe moaynsi Dallas Lock C3U BU cogepxut cnvcok rnobanbHbIX U
AOMEHHbIX NONb3oBaTenen n rpynn, HacneayeMbix C YPOBHEN BbiLLE MO MepapXxum U Co34aHHbIX Ha ypOBHE
AaHHOro MOAyns, a Takke MOAYIbHbIX NONb3oBaTenen.

YnpaeneHve nomnb3oBatensamMu v rpynnamu Ha ypoBHe mogynsa Dallas Lock C3M BU npoussogutcs
aHarnorm4yHo ONMcaHHOMY yrnpaBneHunio Nonb3oBaTensMu U rpynnamu B pasgene «llons3osaTtenuy v rpynnol
mMoaynsay. [Ans npyMeHeHns u3MeHeHU Ha Moaynsax Heobxoamma CUHXPOHU3aUKs.

11.3.6 Monutukmn moayns Dallas Lock C3U BU

Ha ypoBHe moayns Dallas Lock C3W BU B cnucke Ha Bknage «[Monutukn» (puc. 212) AOCTYNHbI TOMbKO
nonuTukm, aktyanesHble Ansa Dallas Lock C3U BU (cm. «[Monutuku OB»).

Q v o Monutukn

Jlomen BeaonacHocT -
TMonnTrkw naponeit [ TonuTHKN 3BTOPH3aLMK ] [ MonnTiki ayaia ] [ TO/HTHKN KOHTPONIA UENOCTHOCTH ] =

PEAENEHHBIE O...
o0 @ M Hacreayerca Mosutnka * 3nauewne  Tun moaynn

@ Dallas Lock C311 BM .
B CETEBbIE YCTPOWCTBA

B YAANEHHBIE OFbEKThI

*a
@
=
=
)

o @

LRSI BB B fofaJal< JoR< < ]<]

Puc. 212. NMonutukn mopyns Dallas Lock C3U BU

Hactporika nonutuk Ans Moayns npousBOAUTCA aHanormyHo HacTpovke nonuTtuk aAng rpynnel OB
(cm. «MNonutukmn _ans  rpynnel [B»). [Ons npMMeHeHWs napameTpoB Ha MoAaynsax Heobxoguma
CUHXPOHU3aLUS.




11.3.7 3apaHusa moayns Dallas Lock C3U BU

Ha ypoBHe moayns Dallas Lock C3/ BU B cnucke Ha Bknage «3agaHnsi» OCTYMHbI 41151 CO30aHNSA TOMbKO
3apaHus, aktyanbHble ans Dallas Lock C3U BW6 (puc. 213):

nonyyeHune KoHurypaumu;

npUMeHeHne KoHUrypaumm;

npoBepka 0OHOBMEHUIA;

nony4yeHve otyeta o napameTpax 6esonacHoctn C3/ BU.

@ MacTep cosgaHma 3aaaHMA >

BeiBepute TN Mogyna

Dallas Lock C3K B MES -

BeiGepuTe TWN 3333HKMA

MonayyeHne KoHGUIypaLm

Mpoeepka cGHOBNEHNIA
Monyyvenune oTyeTa o napamerpax BesonacHocrn T3 BN

MpumMeHeHne KoHEUMYPaLKMIK

| Srues

Puc. 213. Mactep co3paHus 3agaHusa pna moayna Dallas Lock C3U BU

Pabota ¢ 3agaHusamn gna mogyns Dallas Lock C3U BU npou3BoguTca aHanormyHo HacTpovike 3agaHun

ansa b (cm. «3aganua OB»).
11.3.8 XypHanbil moaynsa Dallas Lock C3U BU

Bknagka «XKypHanei» ana wmogyna Dallas Lock C3W BW nossondetr npocmaTpvBaTth >XypHarnbl
©esonacHocTn moayns (puc. 214).
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Puc. 214. Bknagka «XXypHanbi»

Onsa moayns Dallas Lock C3U BU goctynHbIt:
o KypHan cnyx6bl LJY C3U BU;

16 Cnu1cok 3aaHnin MOXeT MEHSITbCS! B 3aBUCMMOCTM OT BEPCUM KIUEHTA.

17 Cnucok XKypHanoB MOXeT MEHATLCA B 3aBMCUMOCTU OT BEPCUW KINeHTa.



o XKypHan yBegomneHun oVirt;
o KypHan ysegomneHuin KVM.
PaboTa ¢ xxypHanamu moaynen onnucaHa B pasgerne «XXKypHanbl Moaynsy.
[ns nony4yeHuns 3anucen xypHanos ¢ Moayns TpebyeTcs BoinonHeHne cbopa KypHanos.




12 MOAOVYIb CA3 DALLAS LOCK

12.1 Beog moaynsa B [1b

Beectn mogyne C[3 Dallas Lock B [lomeH 6e30nacHOCTM MOXHO Yepe3 060noyky agmuHuctpaTtopa CA3
Dallas Lock.

BHumaHume! TNpn BBoge moaynsa CHA3 Dallas Lock B 1B gomkeH GbiTb cobnogeH psig

YCrOBUIA:

e BJIBC pgomxeH 6bITb paboTtatowmin cepeep ELLY;

e Mexay moaynem u cepeepoMm ELLY pomkeH ObiTb cBOGOOHBbI OOMeEH nakeTamu
no TCP/IP nopty 17900.

BHumaHume! Nocne BBoga moayna CL3 Dallas Lock nog ynpasneHne ELYY Dallas Lock
3Ha4yeHuMs NoNUTUK 6e30NacHOCTM NognexaTt CUHXPOHU3aLMK CO 3HaYeHnaMn nonntuk ELLY
Dallas Lock anst 6asosown rpynnbl «HepacnpeaeneHHble 00beKTbI».

Ona Beoga moayna B 16 yepes o6onouky agMmHucTpaTtopa Heob6xoammo:

1. Y6eauTtbes, 4to cepsep ELLY goctyneH no cetw.

2. 3anyctute TC c ycraHoBneHHown nnaton C[A3 Dallas Lock, BBectn aBTOpM3auUMOHHbIE AaHHblE
1 BbIbpaTb cueHapui ceccum «AOMUHUCTPUPOBAHMEY.

3. HoxpaTtbcsa 3anycka obonoyvkn agMmuHmuctpatopa mogynsa CA3 Dallas Lock.

4. Tepentun Ha Bknaaky «lMapameTpbl» — KaTeropus «[lapameTpbl ceTn» (puc. 215).

Cepenc . [Monb3oBarTend KoxTponupyemsie obuexTe: NonuTekw Ge3onacHocTH XKypHan Napamerpu

e L% L
Mnara KT MNapamertpw 3arpy3kv  NapameTpe ceTH

Kateropus

Cere

Puc. 215. Bknagka «Mapametpbi cetu» moayns CA3 Dallas Lock

5. MNoctaButb chnar B none «CeTb», Nocne 4Yero CTaHyT AOCTYMHbl ANS pedaKkTMpoBaHWA Apyrue nons
CTpaHuUUbI.

6. 3anonHuTe BpYyYHYlO HeobxoduMble CeTeBble MapameTpbl WM Xe nocTaBuTb dpnar B none
«3anpawwmsaTtb |IP-agpec AvHamuyecku» ANsS aBTOMaTUYECKOro HasHa4YeHUs CeTeBbIX NapameTpoB
DHCP-cepsepom (puc. 216). HaxaTtb kHOMKy «[1puMeHnNTbY.



Cepeuc | MMonpioBaTens | KowTponvpyemble ofwexTe | Monwmeks GelonackocTe | MypHan | Mapametpe

b | &5 U
Mnata KT Napamerpw 3arpyase | MapaseTpel 0eTH
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¥ 3ANPALMBATH IP AAPEC AXHAMAYECKM
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IPV4 MECKa NONCETH:
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v IANPALMBATE AAPEch DMS CEpREDOE AMHAMUSECKM

Cepaapw DNS: + -

192.168.13.162
192.168.0.172
192 168.0.50
192.168.0.51

MpHMEHATE

Puc. 216. 3anonHeHHble ceTeBble NapaMeTpbl

7. 3anonHuTb NnapameTpbl BBoga B [1b Ha naHenu «LleHTpanm3oBaHHoe ynpasneHune» (puc. 217):
e BblbpaTb «EguHbIN LieHTp YnpaBneHusy;
e ykasatb uma APM, B cocTaBe KOTOPOro Heob6xoamMmo BBECTU MOLYIb;
e yKasaTb ceTeBOW aapec cepsepa ELLY;
e BBeCTM kntoM goctyna k Ab.

LUgnTpanHioaaMHoe ¥ panasHne

Cepeep beronacHocT  * Eqwmwd LewTp ¥npasneuns

MMA KmbeHTaAPM: APM_CN3

MsA CepRepa: 192.168.122.125
K pocTyna: |H'ﬂ

Boaect B 6

Puc. 217. LleHTpanu3oBaHHoe ynpaBreHue

8. lNocne 3anonHeHWs nonen Haxatb KHOMNky «Bectun B [1B6».
9. Ecnn npouecc BBoga moayns B b npowen ycnewHo, TO 4Yepe3 HekoTopoe BpeMs MOsiBUTCSH
cooTBeTCTBYIOLWEe coobLieHme (puc. 218).

YenewHo

i‘ KnueHT ycnewHo eeeféH B 6. Mpw HaxaTuy kHonkw OK bypet
\.\Q oCyLLeCcTBNEHa Nepe3arpyska

[P ]

Puc. 218. CoobiieHune 06 ycnewHom BBoae moaynsi B b



B KoHconu ELLY B rpynne aepesa b «HepacnpeneneHHble 06beKTbI» NoABMTCA HOBbIV APM ¢ ykaszaHHbIM
UMEeHeM, B KOTOpPOM 3apernctpmposaH moayne CA3 Dallas Lock.

12.2 BbiBoa moayna ns [1b

BeiBectn moagynb CA3 Dallas Lock u3 [lomeHa 6e30nacHOCTM MOXHO cnegyowmumm cnocobamu:
e c nomouwpto KoHconu ELLY (cm. «HacTponka moaynsi»);
e 4yepes ob6onoyky agmuHucTpatopa CA3 Dallas Lock.
[nsa BbiBOAa Moaynst yepes 060noYKy agMUHUCTPUPOBaHUS HEO6X0AMMO:
1. Banyctute TC c yctaHoBneHnHon nnaton CL3 Dallas Lock, BBeCTM aBTOpM3aLMOHHbLIE [aHHbIE
1 BblbpaTb cueHapuii ceccnm «AOMUHUCTPUPOBAHNEY.
. Doxpatbca 3anycka obonoykm agmuHnctTpatopa mogynsa CA3 Dallas Lock.
MepenTtn Ha Bknagky «lMapameTpbl» — kaTeropus «llapameTpbl ceTny.
Ha naHenu «LleHTpanu3oBaHHOe ynpaBneHne» HaxaTb KHOMKY «BbiBectn us [b» (puc. 219).

ENFAEN

LeHTPanu3oBaHHOR yNpasneHue

VMA KnuenTa/APM:

WMa aomena:

Cnucok cepeepos:

BuigecTn w3 16

Puc. 219. BoiBog moaynsa C13 nocpeacTBOM 060M104YKM agMUHUCTpaTopa

5. Ecnun npouecc BbiBOga moayna u3 B npowen ycnewHo, TO 4Yepe3 HEKOTOPOe BpeMs MNOABUTCS
cooTBeTCTBYIOLWEe coobuieHune (puc. 220).
YcnelwHo

i‘ KnueHT ycnewHo eeiBedeH 13 6. Mpu HamaTuw kHonkw OK bynet
\) OCyLLEeCcTBNEHa Nepe3arpyska

[P |

Puc. 220. CoobLieHne 06 ycnewHoM BbiBoge moayns us b

B KoHconu ELY yganeHHbIn mogynb nepemectutcd B 6asoBylo rpynny «YAaneHHble OObekTbi»
npuv ycnosum Hanu4us ceasm ¢ ELLY Dallas Lock.
MpumeyaHume. Mpu OTCyTCTBUM CETEBOIO NOoAKMNtoHeHus k Cnyx6e ELLY, mogynb moxeT ObITb
BblBeAeH u3 [lomeHa 6esonacHoctn ELLY npunyamTtensHo. MNpu atom, B KoHconu ELLY Takown
MOZYIb MPOJOIMKUT OToBpaxaTbCs, HO ero ctaTtyc 6yaeT «HegocTynen».
MoaToMy, Kaxabll MoAynb, BblBEOEHHbIN U3 coctaBa [Ab BO Bpemsa OTCyTCTBUA CBA3U
co Cnyx6own ELLY, Heob6xoanmo AononHUTENBHO yaansaTb BpydHyto n3 KoHconu ELLY.

12.3 Hactpouka mopgyna CA3 Dallas Lock

B nepese JomeHa 6e3onacHoctn ELLY Dallas Lock npucyTtctBytoT 3apernctpupoBaHHbie B 16 mogynu C3
Dallas Lock B coctaBe APM.
3Haukn obbekToB, 0b6o3Havarwmx mogynu CL3, 3aBUCAT OT COCTOSHUSA MOAZYMS U MOTYT NpUHUMAaTh

cnegyooLwunm sna;



— MoAyJib NOAKITHYEH, BbIMOJIHEH BXO B 060n0\4|<y agMUHNCTPaTopa Ha APM,;

. Moaynb Haxoamtca Ha cBasu ¢ ELLY Dallas Lock nocpeactsom yctaHoBneHHoro Ha APM
~ Arenta LLOC;
—  CB$I3b C MOAYNEM OTCYTCTBYET;
. — Moaynb HaxoguTcsa B pexume pabotel LUOC n B LLUOC He ycTaHOBMNEH AreHT;

—  HeT coeanHeHus mexay AreHtom LLOC n ELLY Dallas Lock.

HacTpoWiku Ha ypoBHE Moayrnsi 0TOOpaXatoTcs Ha HECKOMNbKMX OCHOBHbIX BKadKax.

12.3.1 CwuHxpoHu3auus

[na npuBegeHna B COOTBETCTBME 3HAYEHUsIM MapaMeTpoB, BbicTaBneHHbiM Ha ELLY Dallas Lock,
Ha moayne C[3 Dallas Lock Heobxoaumo npoBeaeHuMe CUHXPOHM3aLUMU. CUHXPOHU3AUUSA MOXET ObiTb
npoBefeHa npu yCroBUM Hamnuuusa ceTeBoro nopgknodeHs mexagy ELYY Dallas Lock n mogynem
npw BKITFOYEHUM MOAYIIS.

12.3.2 CO6op xypHanoB
Ons nonyyeHus B ELLY Dallas Lock 3anucew xypHanos, Begywumxca Ha moayne C[O3 Dallas Lock,

Heobxoammo nposegeHve cbopa xypHanoB. CbHop xypHanoB moxeT 6blTb MpPoOBEeAeH Mpu yCrnoBuu
Hanu4uns ceTeBoro nogknoyerHns mexay ELLY n mogynem npu BkntodeHun mogyns.

12.3.3 Csopaka moayna C[A3 Dallas Lock

Bknagka «Csogka» Ha ypoBHe Mmopyns C[3 Dallas Lock otobpaxaeT obuiee cocTosiHne moaynsi
(puc. 221).
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Puc. 221. Bknagka «CBogka»

[ocTynHbl criegytowme pasgens UHPOPMaUMOHHOW NaHenu:
UHdopmauusa o6 o6bekTe

B BepxHelt YacTM MHGOPMaLMOHHON NaHenu oTobpaxaeTcs creayollas MHOopMaUUa O TeKyLlem
COCTOSIHUM MoAayns:

WHpopMauumst 0 JaTe U BPEMEHM NOCNeAHEro NoAKII0YEHNS;
WHpopmaLms o gaTe u BpeMeHu BBoda moayns B [b;
WCMNONHEeHNe ne4yaTHom nNnaTbl;

KoA KOHdUrypauuu;

COCTOSIHME YacoB nnaThbl;

HoMmep cOOopKY;



COCTOSIHME JaTYMKOB BCKPbITUSA KOPNYyCa;
CTerneHb 3anofIHEHHOCTU XXYPHAanoB.;
MAC-agpec;

pesynbTat nocneaHen nposepku KLL;
KOMMEHTapUii K MOAYMI0.

MHumnaeHTbl 6e3onacHoOCTU

OToGpaxaeTcs CNUCOK MHUMAEHTOB Ges3onmacHOCTM Moayns c rpaduyeckoil naHenbto. [ocTynHa
unbTpaumss oTobpakaemblx COOLITUIA MO nNepuogy W HacTpoika OToOpaXeHus auarpamm
(cM. «HacTpoiika MHUMAEeHTOB 6e30MacHOCTUY).

[BOViHOM KNMK NO COObLITMIO OTKPOET 3anuCb B OTAEMNbHOM OKHEe, B CMUCKe AaHHOoe cobbiTve byaer
NMOMeYeHO Kak npoymTaHHoe. [None «KommeHTapuii» JOCTYMHO A8 PeAaKTUpPOBaHuUs.

D,OCTyI'IHbI cneaywoune DEencTBus C mMoaynem Ha naHenn MHCTPYMEHTOB!

1. OBHOBUTB.
2. Ypganutb mogynb.
3. KommeHTapun.

,D,OCTyI'IHbI cneayouime KomaHabl onepaTnBHONO yrnpaBsieHnd Ha naHenn NHCTPYMEHTOB!

BbiknounTtb.

MepesarpysnTb.

PasbnoknpoBaTtb nonb3oBaTeneun.
YaaneHHoe BKMOYEHME.
MepecunTatb LENOCTHOCTb.

agrwNE

12.3.4 NMonb3oBatenu moayna CA3 Dallas Lock

Bknagka «[lMonb3oBatenu» Ha ypoBHe Moayns CLO3 Dallas Lock cogepXut cnucok rrnodanbHbIX U
AOMEHHbIX NOMb30BaTENEN 1 rpynmn, Hacneayembix C YpOBHEN BbILLE MO MEPAPXMMU Y CO3OaHHbIX HA YPOBHE
OAHHOro MOAynNS, a Takke MOAYNbHbIX NoNb30BaTeENEeN.

YnpaBneHue nonb3oBatensaMu U rpynnamm Ha ypoBHe moayna C[A3 Dallas Lock npownssoguTcs
aHarnorm4yHo onncaHHoOMy yrnpaereHuio Nonb3oBaTensiM1 1 rpynnamm B pasgene «llons3oBaTenuy v rpynnbl
Moaynsay. [Ans npuMeHeHNst U3BMEHEHUI Ha MoAYNsAX HeobxoaMma nepesarpyska.

12.3.5 MNonutukn moaynsa CA3 Dallas Lock

Ha yposHe mogyna C[O3 Dallas Lock B cnucke Ha Bknage «lonuTukm» [OCTYMHblI TOMBbKO MOJSIUTUKM,
aktyanbHble onga CO3 Dallas Lock (cM. «Nonutukn OB»).

Hactpoiika nonutvk Ans Moayns npousBOAMTCA aHanormyHo HacTpPoWke nonuTuk ana rpynnel OB
(cm. «MNonutukm ang rpynnel AB»). [ng npuMeHeHnsa napameTpoB Ha Mogynsax Heobxodyvma nepesarpyska.

12.3.6 3apaHusa mopynsa CA3 Dallas Lock

Ha yposHe moayna C[O3 Dallas Lock B cnucke Ha Bknage «3afaHusa» OOCTYNHbI ANS CO34aHUSA TOMbKO
3apaHus, aktyanbHble ana CA3 Dallas Lock (puc. 222):

cbpocutb OBK;

04MCTKA XypHana;

nonyyeHue KoHpurypaumu;

nonyyeHne otyeta 06 annapaTtHoM obecneyeHny;

TecTupoBaHune cdyHkuun COS3;

nony4yeHne oTyeTa no KoHUrypauuu;

NPUMEHEHNE KOHUrypaumm.



@ MacTep cozgaHwa 3a5aHuA ot

BeiGepuTe TN mogyna

CA3 Dallas Lock MES e

BeiGepuTe TN 33gaHuA

Copocwte JBK

O7uér no kondurypayun
OyncTka #gypHana
OTuer o annapatHom oBecnedeHmnm

Tectmposanve dyHrymid CO3

Mpumenerne Kongurypagmum

MonyueHue KoHGUrypaLmMmn

Puc. 222. MacTtep co3aanus 3agaHus ans moayns CO3

Pabota c 3agaHuamu gna mogyns CO3 Dallas Lock npon3BoguTCca aHanmorMyHo HacTpovike 3agaHun
ana Ob (cm. «3agaHvs moaynsay).

12.3.7 XypHanbl moaynsa CA3 Dallas Lock

Bknapgka «XypHanei» gna mogyns CO3 Dallas Lock no3sonsieT npocmaTtpuBaTh XypHanbl 6e3onacHocTu
moayns (puc. 223).
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Puc. 223. Bknagka «XXypHanbi»

Ona mogyna CAO3 Dallas Lock gocTynHebl:
o «XypHan knueHta C13».
PaboTa ¢ xxypHanamu moayren onnucana B pasgerne «XXKypHanbl Moaynsy.
[na nony4eHus 3anuncen xypHana ¢ Moayns tpedyetcsa nepesarpyska moayns CO3 Dallas Lock.




13 MOQAOYIJb CA3 Yb DALLAS LOCK

13.1 Beog moaynsa B [1b

Beectn mogynb CA3 Yb Dallas Lock B [lomeH 6e30nacHOCTM MOXHO Yepe3 060novKky agMnHUCTpaTopa
CO3 Yb Dallas Lock.

BHumaHume! NMpu BBoge moaynsa CO3 Yb Dallas Lock B 1B gomkeH GbiTb cobniogeH psg

YCrOBUIA:

e BJIBC pgomkeH 6bITb paboTtatowmii cepeep ELLY;

e Mexay mogynem u cepeepoMm ELLY pomkeH ObiTb CBOOOOHBIN OOMEH nakeTamu
no npotokony TCP/IP, nopt 17900.

BHumaHume! NMocrne BBoga moaynsa CO3 Yb Dallas Lock nog ynpaesnenue ELLY Dallas Lock
3Ha4yeHuMs NoNUTUK 6e30NacHOCTM NognexaTt CUHXPOHU3aLMK CO 3HaYeHnaMn nonntuk ELLY
Dallas Lock anst 6asosown rpynnbl «HepacnpeaeneHHble 00beKTbI».

[na BeBoga moayna B 16 yepe3 060n04ky agMmMHUCTpaTopa Heobxoanmo:

1. Y6egutbcs, uto cepsep ELLY goctyneH no cetw.

2. Banyctnute TC ¢ mogynem CA3 YB Dallas Lock, BBecTM aBTOpu3auMOHHble OaHHblEe U BbibpaTb
cueHapui ceccum «KAOMUHUCTPUPOBaHUEY.

3. HoxpaTtbcsa 3anycka obonoyku agmmHuctpaTtopa mogyns CO3 Yb Dallas Lock.

4. Tepentun Ha Bknaaky «lMapameTpbl» — kaTeropus «[lapameTpbl cetn» (Puc. 224).

Cepsuc | Monb3osaTenun KoHTponupyembie 06bekThl Nonutukn 6esonacHoOCTN HHKypHan NapameTpel
<@
NapamMeTpbl 3arpy3kun MNapameTpbl ceTr
KaTteropws
v CeTs
Ncnonk3iyemuin uHtTepgenc: EO:DS5:SE:70:€ ~
Vv 3anpawmsaTh IP agpec AMHamMunyeckn
IPv4 anpec:
IPv4 macka nogceTv
IPv4 winos:
DNS
Vv 3anpawwvwsats anpeca DNS cepsepos AMHaMU4eckn
Cepsepsbl DNS:
MNpuMeHnTL
Ueurpanu ynp
EavHbin LleHTp YnpasneHws
WMn knveHTa/APM: sdz_ub
Nmn cepeepa: ucc_server.dl.local
Knto4 pocryna: eoccccoe|
Beectwn B 16
R

Puc. 224. Bknagka «MapameTtpbi cetu» moaynsi CA3 YB Dallas Lock

5. AktmBmpoBaTb yekbokc B none «CeTb», MOCHEe Yero CTaHyT AOCTYMHbI AN peAakTupoBaHus gpyrve
nons CTpaHuubl.

6. 3anonHuTe BpYy4YHYO HeobxoauMMble CeTeBble MapameTpbl WU Xe MocTaBuTb dnar B none
«3anpawwuBaTb IP-agpec avHamuyeckn» AN aBTOMaTUYECKOro Ha3HayeHus CEeTeBbIX NapameTpoB
DHCP-cepBepoM. HaxaTb KHOMKY «[1puMeHUTbY.

7. 3anonHuTb napameTpsbl BBoAa B [1b Ha naHenu «LleHTpanu3oBaHHOe ynpaBneHue»:
e ykasaTtb ums knueHta/APM, B cocTaBe KOTOpOro Heob6xoa4nmMo BBECTM MOOYIb;
e yKasaTb ceTeBoW agpec cepepa ELlY/umsa cepsepa ELLY;
e BBeCTM KoY goctyna k Ab.

8. lNocne 3anonHeHWs1 nonen HaxaTtb KHOMKy «Bectu B [16».




9. Ecnu npouecc Beoga moayns B [b npowien ycnewHo, TO 4epe3 HEeKOTOpoe Bpemsl MOSBUTCS
cooTBeTCTBYIOWEe coobuleHme (Puc. 225).

YenewHo

i‘ KnueHT ycnewHo eeeféH B 6. Mpw HaxaTuy kHonkw OK bypet
\) oCyLLeCcTBNEHa Nepe3arpyska

[P ]

Puc. 225. Coo6leHue 06 ycnewHom BBoAe moayns B [1b

B KoHconun ELLY B rpynne gepeBa [1b «HepacnpeaeneHHble 06beKTbI» NosABMTCS HOBbI APM ¢ ykazaHHbIM
UMeHeM, B KOTOpPoM 3apeructpuposaH moayne CA3 Yb Dallas Lock. Ecnu 6bin ykasaH yxe CyLleCcTBYOLWNIA
B [1b ELLY APM, To mopgynb CA3 nobasutca B Hero.

13.2 BbiBoa moayna ns [1b

BeiBect mogynb CA3 YbB Dallas Lock n3 [lomeHa 6e30nacHOCTM MOXHO creayloLwmmMmu cnocobamu:
e c nomouwpbto KoHconu ELLY (cm. «HacTponka moaynsi»);
e yepe3s obonoyky agmuHmncTpatopa CO3 Yb Dallas Lock.

[ns BbiBOga moayns 4Yepes 060ro4Ky agMUHUCTPUPOBaHNS HEOBXOAMMO:

1. 3anyctute TC ¢ moaynem CL3 Yb Dallas Lock, BBecTM aBTOpu3aUMOHHblE OaHHble W BbibpaTb
clieHapuii ceccum «AOMUHUCTPUPOBAHKEY.

HoxpaTbcs 3anycka obonoykm agmuHuctTpaTopa mogyna CA3 Yb Dallas Lock.

MepenTtn Ha BkNagky «lMapameTpbl» — kaTeropus «lMapameTpbl ceTuy.

Ha nanenu «LleHTpanu3oBaHHOe ynpaBneHne» HaxaTb KHOMNKY «BbiBectn us [b».

Ecnun npouecc BbiBoga moayns w3 [1b npowen ycnewHo, TO Yyepe3 HeKkoTopoe Bpemsi MOSiBUTCA
cooTBeTCTBYIOWEe coobuieHme (Puc. 226).

arwN

YenewHo

i‘ KnueHT ycnewHo eeiBedeH 13 6. Mpu HamaTuw kHonkw OK bynet
\) OCyLLEeCcTBNEHa Nepe3arpyska

[P |

Puc. 226. CooblieHne 06 ycnewHoM BbiBoge moayns us b

B KoHconu ELY ypaneHHbin modynb nepemectutca B 6asoBylo rpynny «YganeHHole OObekTbi»
npu ycnosun Hanu4yusa ceasm ¢ ELLY Dallas Lock.
MpumeyaHwme. Mpu OTCyTCTBUM CETEBOIO NOoAKMNtoYeHUs k Cnyx6e ELLY, mogyrnb moxeT ObITb
BblBeaeH u3 [lomeHa 6esonacHoctn ELLY npunyamTtensHo. MNpu atom, B KoHconu ELLY Takown
MoZyrb NPOAOIMKUT OTOBpaxaTbCs, HO ero ctatyc byaet «HepocTyneH».
lMoaTomy, kaxadbli MOAyrb, BbiBEAEHHbIN U3 cocTasa [1b BO Bpems OTCYTCTBUS CBA3U
co Cnyx6own ELLY, Heobxoanmo AononHUTENBLHO yaanaTb BpydHyto n3 KoHconu ELLY.

13.3 Hactpouka moayna CA3 Yb Dallas Lock

Hactpoiika mogyna C[13 Yb Dallas Lock nponsBoguTca aHanornyHbim obpasom, kak u B C[13 Dallas Lock
(cm. «Hactporika mogynsa CO3 Dallas Locky).

13.3.1 CwuHXxpoHM3auunA

[na npuBegeHMss B COOTBETCTBME 3HAYEHUSIM MapameTpoB, BbiCTaBneHHbIM Ha ELYY Dallas Lock,
Ha moayne C3 YbB Dallas Lock Heobxoanmo npoBefeHne CMHXpoHM3aunm. CUHXpOHU3auus MoXeT ObiTb
npoBefeHa Mpu yCroBUW Hanuuuga ceTeBoro nogkniodeHus mexay ELYY Dallas Lock n moagynem
npw BKITKOYEHUW MOAYIIS.



13.3.2 COop xypHanoB

Ons nonyyenua B ELY Dallas Lock 3anucei xypHanos, Begywumxca Ha mogyne CA3 YB Dallas Lock,
HeobxoauMo npoBeaeHue cbopa xypHanoB. COop XypHanoB MoOXeT OblTb MpoBedeH Mpu ycrnoBuu
Hanuynsa ceTeBoro nogknioyeHns mexay ELLY n mogynem npu BkmtoYeHUM MOayns.

13.3.3 Csopaka moayna CO3 Yb Dallas Lock

Bknagka «Csogka» Ha ypoBHe mopgynst CO3 Yb Dallas Lock otobpaxaeT obliee cocTtosiHue monaynsi
(Pwnc. 227).
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Puc. 227. Bknagka «CBoagka»

HocTynHbl cnegyrowmne pasgensl MHOOPMaLNOHHOW NaHenu:
UHdopmaumsa o6 obbekTe

B BepxHelt yacTu MHOPMaLMOHHONM NaHenn oTobpaxaeTcs criedyowas MHdopMauusi o TekyLleMm
COCTOSIHUM MOAaynsi:

WHopmMaLms 0 JaTe U BPEMEHM NOCNEAHEro NOAKIIOYEHMS;
WHdOpMaLKa o gate 1 BpeMeHn Beoda moayns B [1b;
HoMmep cOOopKY;

CTerneHb 3anoSfIHEHHOCTU XXYPHAaroB;

MAC-agpec;

pesynbTat nocrneaHen nposepku KLL;

KOMMEHTapuii K MOAYMo.

MHUMpeHTbI 6e3onacHoCTHU

OTtobpaxaeTcs CNMCOK MHUMAEHTOB Ge3onacHOCTM Moaynsa € rpadmyeckon naHensto. [JoctynHa
unbTpaumss oTobpaxaembix cobbiITUA NO nepuogy W HacTporka oTobpaxeHusi auarpamm
(cM. «HacTtpolika HUMAEHTOB 6€30MacHOCTMY).

[1BOVIHOM KKK NO COObLITMIO OTKPOET 3anucb B OTAENIbHOM OKHE, B CMMCKE AaHHoe cobbiTne byger
NnoMeYeHo Kak npovmTtaHHoe. [None «KoMmmeHTapuin» OOCTYMHO ANS pefakTupoBaHus.

,D,OCTyFIHbI cneaywouwme DencTBus ¢ mMoayrnem Ha naHesrnn MHCTPYMEHTOB!

1. O6HOBUTB.
2. Ypanutb mogynb.
3. KommeHTapun.

ﬂOCTyI’IHbI cneayouime KomaHgbl onepaTtuBHONO ynpaBieHna Ha naHesnn MHCTPYMEHTOB!

BbiknounTtb.

Mepesarpy3uTsb.

Pa3bnokupoBaTtb nonb3oBaTenem.
YaaneHHoe BKMOYeEHMe.
lMepecuntaTb LLENOCTHOCTD.

agrLONE



13.3.4 Monb3oBatenu moayna CO3 Yb Dallas Lock

Bknagka «[lonb3oBaTtenu» Ha ypoBHe moayns CO3 YBb Dallas Lock cogepxut cnvcok rnobanbHbIX 1
AOMEHHbIX NONb3oBaTenen n rpynn, HacneayeMblix C YpOBHEW BbILLE MO MepapXun 1 CO3AaHHbIX Ha YPOBHE
AaHHOro MOAYynNs, a Takke MOAYrbHbIX NONb3oBaTenew.

YnpaeneHve nonb3oBatenamu u rpynnamu Ha ypoBHe moayns C[3 YB Dallas Lock npowussoautcs
aHarnorn4yHo oNMCcCaHHOMY yNpaBreHuto Nonb3oBaTensMun u rpynnamu B pasaene «onb3oeareny v rpynnbl
mMoaynsay». [ina npuMeHeHnsa n3aMeHeHnn Ha Moaynax Heobxoamma nepesarpyska.

13.3.5 Monutukn moayna CA3 Yb Dallas Lock

Ha ypoeHe mopynsa CL3 Yb Dallas Lock B cnvcke Ha Bknage «l1onuTMKM» OOCTYMHbI TONBKO MOJINTUKMK,
aktyansHble ons CO3 Yb Dallas Lock (cm. «Nonutunkn OB»).

Hactpoika nonutuk ansi moaynsi NpouM3BOAMTCS aHaNOrMYHO HACTpoWke MonMTWMK Ana rpynnbl OB
(cm. «Monutmkm anga rpynnel A6»). [Ang npyumeHeHnsa napameTpoB Ha Moaynsax HeobxoamMma nepesarpyska.

13.3.6 3apaHusa moaynsa CA3 Yb Dallas Lock

Ha ypoBHe mogynst C[13 Yb Dallas Lock B cnucke Ha Bknage «3agaHusay» JOCTYNHbI AN CO34aHUs TONbKO
3agaHus, aktyanbHble ana CO3 Yb Dallas Lock (Puc. 228):

e  OuMUCTKa XypHana;
nony4eHune KoHurypauuu;

nony4eHune otyeta 06 annapaTtHoOM obecneveHuu;
TectupoBaHue dyHkunn CO3;

nony4YyeHne oTyeTa no KoHpurypauuw;
npumeHeHve KoHdurypaumm.

O MacTep cozgaHua 3a5aHuA ot

Beiepute TUN Mogyna

CA3 ¥E6 Dallas Lock MEL e

BeiBepure TUN 23gaHmnA

OTuET no KoHGurypaumm

OyuncTia #ypHana
O7yeT o annapatHom oBecnedeHmnm
TecTupoeanue dyHeumin CO3

Mpumenerne Kongurypagmm

MonyyeHne KoHGUMypagrm

Puc. 228. Mactep co3paHus 3apaHus ans moayns CA3 Yb

PaboTta ¢ 3agaHuamu gna mogynst CA3 Yb Dallas Lock nponsBoguTtcst aHanormyHo HacTpovike 3agaHui
ana b (cm. «3agaHusa moaoyns»).

13.3.7 XKypHanbl moayna CA3 Yb Dallas Lock

Pab6ota c xypHanamu gns mogynsa CO3 Yb Dallas Lock nponsBognTtcs aHanorm4yHo paboTe ¢ xXypHanamu
ana CA3 Dallas Lock (cm. «XKypHanel moayns CO3 Dallas Locky).




14 MOAYIIb WAF DALLAS LOCK

14.1 Beopg moanynsa B 1b

Beectn mogyns WAF Dallas Lock B [lomeH 6e30nacHOCTM MOXHO Yepe3 Beb-uHTepdeinc moayns.
BHumaHume! lNMpn Beoge moaoyna WAF Dallas Lock B 16 gomkeH ObiTb cobntogeH psig
YCrOBUIA:
e B JIBC pgomkeH 6bITb paboTtatowmin cepeep ELLY;
e Mexay moaynem u cepeepom ELY pomkeH ObiTb CcBOGOAHbLIN OOMeEH nakeTamu

no TCP/IP nopty 17900.
Ina Beoga moaynsa B [1b yepes BeG-nHTEpPdENC MOAYNSA HEOOXOANMO:
1. Y6eauTtbes, 4to cepsep ELLY goctyneH no cetu.

2. 3anyctuTb Beb-MHTEpdenc Moayns 1 aBTopn3oBaThbCA.
3. lNepenTtn Ha BKNagky «HacTtponkny — nyHKT «Hactporikun mogynsa ELLY» (puc. 229).

@ DALLAS LOCK WAE

VHGpOPMaUMOHHAA NaHeNkb JKYPHAALI W CTAaTUCTHKE v

Hacrpowukn mogyns ELLY «

Cratyc
HE SAPEMICTPUPOBAH Mons3oEaTenn
OGHOBMTE ASHHEIE Cepeuasl
¥npasaeHue ceprudkaramm
HacTpoiiku ABSpUIHLIT pexu

Wwawogynn | zmwaf-suto-re126 | GEC IP e

Puc. 229. Bknagka «HacTponku»

4. B pasgene «HacTtpownkuy 3anonHuTb napameTpbl BBoAa B b (puc. 230):
e 1MS MOAyns;
e ceTeBOW agpec cepsepa ELLY;
e ktov goctyna k Ab.



@) pALLAS Lock WAR

S

ViHGpOpPMaLMOHHaA NaHeNb JKypHanb! ¥ CTaTHCTHKE

Hacrponkn mogyns ELLY

Cratyc
HE 3APETMCTPUPOBAH
OfHoErTe QasHEE
Hacrpoiiku
Wis moayna | Zrmwaf-auto-rel 26 v |
Cepsep ELY [192.168.121.155 V|
Katou gocryna k 45 B o
SaperacTprpossTe B 15 SaperWCTPMPOEaTLER

Pwuc. 230. Hactpownku moayns ELLY

5. Janee Heob6xoAMMO HaxaTb KHOMKY «3apernctTpupoBaTbCsy.

Ecnu npouecc BBoga moayns B [1b npowlen ycnewHo, To Yepe3 HEKOTOPOEe BPEMS MONSA C HACTPONKaMM
CTaHyT HeJoCTYMHbIMU ANs pedakTupoBaHus, B pasgene «CrtaTyc» nosiButca MHopmauus o [JomeHe
©6esonacHocTtu ELLY Dallas Lock (puc. 231).

\'7 DALLAS LOCK WAE

!

.

e
WHpopmaumoHHan NaHenb JKypHane! ¥ CTaTUCTHKE v
bl
Hacrponkun moaynsa ELLY «
Cratyc
WMwua gomeHa SezonacHocy fNomen S230nNacHOCTA
Vimr cepespa SezonacHocTM
Beegen g A5 wak WAF Dallas Lock WK1
OGHOBKTE A3HHEIE DKoM
o
HacTtpoWku
Vina mogyna | Zmwaf-auto-rcl 26 4 |
Cepasp ELLY | 192168131155 v |
Knmou gocryna k b . £
BuigecTi w3 [5

Puc. 231. Ctatyc



B KoHconn ELLY B nepese b B rpynne «HepacnpegeneHHble 06bekTbl» nossutca moayns WAF (6e3
APM) ¢ cooTBeTCTBYOLWMM MMEHeM (puc. 232).

55 [NomeH Ge30nacHOCTH

* [0 HEPACMPELENEHHLIE OBbEKTHI
@ waF

Pwuc. 232. UkoHka moaynsa B aepese [1b

Mocne ycnewHoro Beoga moaynsi B coctae b ELY Dallas Lock, Ha WAF aBToMaTu4ecku1 HacTpanBaeTcsi
CuHXpoHu3aLmsa no sBpemenmn ¢ ELLY Dallas Lock.

14.2 BbiBoa moayna n3s [1b

BeiBectn mogynb WAF Dallas Lock n3 [lomeHa 6e30nacHOCTU MOXHO crieayoLmmm cnocobamu:
e ¢ nomowbto KoHconn ELLY (cm. «HacTtporika mogyns»);
e yepes Beb-nHTEepdenc moayns WAF Dallas Lock.

[nsi BbiBoga Moayns Yepes Beb-nHTepdenc Heobxoaumo:

1. 3anyctutb Beb6-uHTepderic WAF Dallas Lock n aBTopur3soBatbcs.
2. lNepenitn Ha BkNaaky «HacTponkn» — nyHKT «Hactponkn mogynst ELLY ».
3. B paspgene «Hactponikn» HaxaTtb kHoMKy «BbiBectn n3 Ob» (puc. 233).

Hactpoukn
Mraa mogyns WAF v
Cepeep ELLY 10.10.102.238 v
Knrou goctyna k A6 v
Buisectt ws JB

Puc. 233. BoiBog 13 b

Ecnu npouecc BbiBoga moaynsa ns [ib npoluen ycnewHo, To Yepes HeKOTOpoe BpeMs Noss ¢ HacTponkamm
moaoyna ELY Dallas Lock ctaHyT pocTynHbiMW Ans pefakTupoBaHusa, B pasgene «CocTosiHue»
oTobpasutcs ctatyc «HE SBAPETMCTPUPOBAH».
B Konconu ELlY yoaneHHbIi Mogynb nepemecTutcs B 6a30Byt0 rpynny «YaaneHHble 00bekTbl» gepeBa
Ob.
MpumeyaHume. MMpu oTCyTCTBUM CETEBOIO NOoAKMNtoYeHUs k Cnyx6e ELLY, mogyrnb moxeT ObiTb
BblBeAeH u3 [lomeHa 6esonacHoctn ELLY npunyamTtensHo. MNpu atom, B KoHconu ELLY Takow
MOZyrb NPOAOIDKUT OToBpaxaTbCH, HO ero ctatyc 6ynet «HepoctyneH».
MoaToMy, Kaxabll MoAynb, BblBEOEHHbIN U3 coctaBa [Ab BO Bpemsa OTCyTCTBUA CBA3U
co Cnyx6own ELLY, Heob6xoanmo AononHUTENBHO yaansaTb BpydHyto 13 KoHconm ELLY.

BHumaHume! MNpu BoinonHeHnn 3agaHus ¢ KoHconu ELLY Ha cbpoc k 3aBOACKMM HACTpoOMKaM,
moaynb WAF Dallas Lock npuHyautensHo BelIBOAUTCA U3 goMeHa 6esonacHoctu ELLY.

14.3 Hactpouka moayna WAF Dallas Lock

B nepese [JomeHa 6e3onacHoctn ELLY Dallas Lock npucyTtcTBytoT 3apernctpupoBaHHble B b mogynu
WAF Dallas Lock.



3Haukn o6bekToB, obo3Havaowmx mogynu WAF Dallas Lock, 3aBUCAT OT COCTOSAHMA MOAynst U MOTyT
NpUHUMaTh CReayLnin BUA:

—  MOAyrnb NOOKIOYEH;

. — CBA3b C MOoAyJ1eM OTCYTCTBYET.

HacTpoWiku Ha ypoBHE Moayrnsi 0TOOpaXatoTcs Ha HECKOMNbKMX OCHOBHbIX BKadKax.

MpumeuaHue. B cnyyae ecnv aBa nnu 6onee mogynen WAF nogkntoyeHsl k ELYY Dallas
Lock, 1 Ha 0gHOM 13 HUX NponCcXoauT BIIOKMPOBKa Kaknx-nmbo aTakyLwmnx y3noB — AaHHbIe
6nokupoBku nepepatotcs Yepes ELLY Dallas Lock Ha Bce nogkntodeHHble k ELLY Dallas Lock
moaynn WAF Dallas Lock. MNocne aTtoro, Bce nogkntoveHHble k ELLY Dallas Lock moaynu
WAF Dallas Lock — 6rokunpytoT aTakyrLuii XOCT 4O UCTEYEHUsI BPEMEHN BNOKMPOBKMN.

14.3.1 CwuHxpoHMu3auus

[nsa otnpaekun Ha ELLY Dallas Lock cBeaeHuin o mogyne WAF Dallas Lock v npuBegeHusi B COOTBETCTBUE
CUCTEMHOIO BpPEMEHM HeobxoaMMo npoBedeHMe CUHXPOHM3aumMn. CUHXPOHU3aUMs MOXeT ObiTb
npoBeAeHa Npu yCrnoBUKU Hanu4usa cetesoro nogknodeHma mexay ELLY Dallas Lock n mogynem:
e pU BKITKOYEHUN MOAYNS;
e nepuognyeckm (cM. «apameTpbl paboTbl MOAYNENY);
e M0 KOMaHZe nonb3oBaTens:
e 13 KoHconu ELLY;
e nocpencteom Beb-nHTepderca mogyna WAF Dallas Lock.

CuHxpoHusaumsa no komaHge us Konconu ELLY

KomaHnga «CuHxpoHuaupoBatby B KoHconu ELLY ans WAF Dallas Lock goctynHa Ha Bknagke «CBogka»
Ha ypoBHe moaynss WAF Dallas Lock B gepeBe [JomeHa Ge3onacHOCTM Ha MNaHenM WHCTPYMEHTOB
«OnepaTtnBHOe ynpasneHune» (puc. 234).

ONMEPATHUBHOE YMNPABJIEHME

Brikntoumnth
MNepesarpysuTh
CobpaTe ¥ypHansl
CHpocuTb BAOKMPOBKK
Brniounte aEapuiHbIA pexim
PazGnokupoeaTs NoAb30BEaTENEH
CMHXpOHWI MPOBEATE
OTHAKYMTE AEAPMAHBIA PEXHMM
Caenarte MacTepom

Otipbite web-agmunncrpuposanmne

Puc. 234. NaHenb nHcTpymMeHTOB «OnepaTMBHOE ynpaBneHue»

CuHxpoHu3auusa no KomaHae u3 Be6-uHtepcgenca moaynsa WAF Dallas Lock

[Onsa npoBeaeHust cUHXpoHM3aumMm ¢ [omeHom GesonacHoctn ELLY Dallas Lock no komaHgoe n3 Beb-
uHTepderca mogyna WAF Dallas Lock Heo6xoaumo BbINOMHUTL CriegyroLme warmn:

1. 3anyctuTb BeG-UHTepgeinc Moayns 1 aBTopU3OBaThLCA.



2. Mepewitn Ha BkNagky «HacTtporikny — nyHKT «HacTporikn moaynst ELLY ».
3. B pasgene «Ctatyc» HaxaTb KHoMKy « O6HOBUTBL» (puc. 235).

@) DALLAS LOCK WAE

WMugpopmaumoHHan NnaHelb XypHano! U CTAaTHCTHKA w

Hacrpoiikn mogyns ELLY «

Cratyc

Mima gomena Se30nacHoOCcTH fonmex Ge3onacHocT

Puc. 235. KHonka «OGHOBUTb»

14.3.2 COGop XypHanoB

Ons nonyyexus B ELY Dallas Lock 3anucen xypHanoB, BeayLmxcs Ha mogyne, Heobxoanmo nposegeHune
cbopa >xxypHanoB. C6op >xypHanoB MoXeT OblTb NPOBEAEH NPU YCIOBUM HaNMYMsa CETEBOTO NMOAKIOYEHNS
mexay ELLY Dallas Lock n mogynem:

®  [pW BKIIOYEHUN MOAYNS;

e nepuoaunyecku (cm. «[MapameTpbl paboTbl MOAyNen»);

e o koMaHzae nornb3oBaTensa ns KoHconu ELLY.

C6op xypHanoB no komaHae u3 Konconu ELLY

KomaHga «Cobpatb xypHanbl» B KoHconu ELLY ana mogyns WAF Dallas Lock goctynHa Ha Bknagke
«CBoaka» Ha ypoBHe Moayns B aepese [JomeHa 6€30MacHOCTM Ha NaHeny MHCTpyMeHToB «OnepaTuBHoe
ynpasneHue» (puc. 234).

14.3.3 Csoaka moaynsa WAF Dallas Lock

Bknagka «Csogka» Ha ypoBHe moaynss WAF Dallas Lock oTobpaxaeT obuiee cocTosHue Moayns
(puc. 236).



Q v @ Ceogka

v JomeH BezonacHoCTH 2
Kscl4.dllo.. Wudopmauus o6 o6hekre ~
" LENCTBUA

r O HEPACTIPEAENEHHDI... Bseaert & 6 kak: WAF Dallas Lock KL

E Beoas /b 2024-07-09 13:12:06 (GMT+03:00) ObnoenTn
Mocneanee noaxtouenie 2024-07-09 13:12:11 (GMT+03:00)
Cerezoe Mua 2mwaf-auto-rcl26
IP-3apec 10.10.200.126
MAC-aapec 00:50:56:42:3D:13
Kommerrapuii
Mogens VMuware, Inc. VMware Virtual Platform
Bepcun MpoLunexn 265 (2024-06-27T14:39+00:00)

B CETEBbIE YCTPOP Bepcua Bazer Curnaryp 0

E Homep nuuensun 1-7499-100319 (WAF COB)

B YAANEHHBIE OBBEKTHI Kon nopgepskn 25784453-745 (2023-06-03)
Cratyc cepamcon WAF - etiicn. UTM - gein.
Cratyc & knactepe Orkniouerio
Pexcum paborsi Wirathbiit
Bpema paorst 280 uacos 26 munyT 53 cexynge
3anoanennocts Jucka 15.8% 3ariao, 5098.64 MB ceooario 3 6052.47 MB
Mawats O3y Beero: 7968.95 MB, CeoBoaro: 5506.80 MB (69.10 %)
3arpysxa npoueccopa 3%
TekyLymit agunn ro0t@192.168.130.92
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Koummenrapuii
WHumnaeHThl 6e3onacHocTH ~ Trany

33 neprog: 09.07.2024 3xcnopr AEBATURMOE YRBARREMUE

Puc. 236. Bknagka «CBogka»

JocTynHbl cnegytowmne pasgensl MHOOPMaLNOHHOM NaHenu.
UHdopmaumsa o6 obbekTe

B BepxHen 4yactu MHOpMaLMOHHON naHenu oTobpaxaeTcs cregyrowas nHPopMaumsa O TeKyLem
COCTOSIHUN MOAYNS:

WMHpopMauns o0 gate U BPEMEHM NOCTIeAHEro NOAKIKYEHNST MOAYNS;
WHpopmaums o gate u BpemeHn Beoga moayns B [b;
nocrnegHee NOAKMOYEHNE;

ceTeBoe UMS;

IP-agpec;

MAC-agpec;

KOMMEHTapuii K MOAYmo;

Moaens;

BEPCUS MOLUMBKY;

Bepcus 6a3bl curHaTyp;

HOMEp NULEH3UN N KoL, TEXHUYECKOW NOAAEPXKKY;
cTaTyC CepBM1COB;

cTaTyc B KracTepe;

pexvum paboTbl (LWUTaTHbIN/aBapuUnHbIN);

Bpems paboThl;

WHpopMaLmst O 3aNONHEHHOCTM ANCKa;

namaTte O3Y;

3arpyska npoweccopa;

TEKYLUUN agMUH;

CCblflka Ansi Be6-aaMUHUCTPUPOBAHMS.

MHUnpeHTbI 6e3onacHoOCTHU

OTobpaxaeTcs CnMCOK MHUMAEHTOB 6e3onacHOCTU Moayns ¢ rpadwuyeckor naHenbto. [JocTynHa
dunbTpauma ortobpaxaeMbix coObITMA NO MNepuogy M HacTponka OTobpaxeHWs Auarpamm
(cm. «HacTpoiika MHUMOEeHTOB 6€30MacHOCTUY).

[lBonMHON KWK No cobbiTho OTKpOEeT 3anncb B OoTAEeJsIbHOM OKHe, B CnnCKe gaHHOoe cobbiTne 6y,u,eT
NnoOMeYeHOo KaK NnpovYnTaHHoe. Mone ((KOMMGHT&pMVI» OOCTYNHO OANA peaakTupoBaHuUA.

[ocTynHbl cneayowmne AeACTBUS C MOAYNEM Ha NaHenn MHCTPYMEHTOB:
1. O6HOBUTB.



2. KommeHTapui.

3. Ypanuteb.

HocTynHbl cnegyowmne KoMaHabl ONepaTMBHOIO yNpaBrieHNs Ha NaHen MHCTPYMEHTOB:
BbIiknounTb.

2. TlepesarpyaunTb.

3. Cobpatb xypHansbl.

4. COpocutb OOKMPOBKMU.

5. BknounTb aBapuUnHbIA PEXUM.

6. PasbnokupoBatb nonb3oBaTenen.

7. CMHXpPOHU3NPOBATL.

8. OTKNIOYUTb aBaPUNHBIV PEXUM.

9. Cpenatb macTepom.

10. OTkpbITb Web-agMUHUCTPUpPOBAHKE.

14.3.4 3apaHusa moaynsa WAF Dallas Lock

Ha ypoeHe moaynss WAF Dallas Lock B cnvcke Ha Bknage «3agaHusiy OOCTYMNHbI ANS CO34aHUS TOMbKO
3agaHus, aktyansHble ana WAF Dallas Lock (puc. 237):

co3aaTb PE3EPBHYIO KOMMUIO;

BOCCTaAHOBMWTb PE3EPBHYIO KOMMUIO;

cbop XypHanos;

cbpoc K 3aBOACKNM HACTPOWKaM;

e 0OHOBMEeHMe 0asbl peLlarLmMx NpaBus.

G MacTep cosganua 3agaHuns et

BeiGepuTe TN MogynAa

Lnoz GesonacHocTn WAF Dallas Lock K1 b

BeiGepuTe TMN 3383HKMA

Co3aTe pEIEPEHYHD KON

BoccTaHoOBWTE pESEPEHYHD KONWHD

CGop #ypHanoe

CBpoc K 33B04CKMM HACTPORKAM

OBHoBNEHWE Bazkl peLlaKILLMX NPaBRA

Puc. 237. MacTtep co3aaHus 3agaHus ana moaynsa WAF Dallas Lock

Pabota c 3agaHuamn ans mogyns WAF Dallas Lock npousBoauTcsi aHanorMyHo HacTpOWKe 3agaHun

ana b (cm. «3aganus 16»).

ﬁ BHumaHume! Mpu BbinonHeHnn 3agaHuns ¢ KoHconu ELLY Ha cOpoc k 3aBOACKMM HAcTpomnKam,

mogynb WAF Dallas Lock BocctaHaBnvMBaeT CBOK KOH(Mrypauuito no ymOmn4yaHuio u
- NPUHYAMTENBHO BbIBOAUTCH U3 AoMeHa 6e3onacHoctu ELLY, npu 3TOM BCe BbINOMHEHHbIE
= 3afaHusa Moayns B KoHconum ynpaenexus ELLY yoanstoTes.

14.3.5 XKypHanbl moayna WAF Dallas Lock

Bknagka «XXypHanbel» ans mogyns WAF Dallas Lock no3sonsieT npocMaTpumBaTh >XypHarnbl 6€30nacHoCTy
moayns (puc. 238).



HKypHane!

<sc14.dl.local

[ Kypran cerestix naketos | | SKypHan nowmuk J [ Xypran asropuzaum | T
¥ 3 HEPACMPEENEHHBIE..
o R Ne Pesywtar  Obvexr o @ Konmuecrso sanpaiwmsaenr sanuceii
collectd[5192] perk avvalue: array does not contain enaugh elements fo 100 S| Mocnegruc samuceit
ervice "ntpd” stopping by emergency_mode [ @wnerp no spewmersn
Configuration reload finished; 1 13

Configuration reload request received, reloading ¢

Service "wafuced” starting by webui root@192.16

TEM] Cepenc sanyuwien

[ v

BuneTp No NapameTpam
4dliocal O P e napemeTp

[STATUS] Moaknouenme or ELLY. Cratye: 0:)

I CETEBbIE YCTPOWCTBA

B YAANEHHBIE OBbEKTbI
Puc. 238. Bknaaka «XKypHanbi»

Ona mogyns WAF Dallas Lock gocTtynHsbl:

o «CuCTEMHBIV XXypHany;

o «XKypHan WAFy;

o «XypHan COBy;

o «KypHan M3Ov;

e «KypHan ceTeBbIX NaKeToOBY;

o «XKypHan nonutuky;
o «XKypHan aBTopu3auumy.
PaboTa ¢ xxypHanamu moayrnen onnucaHa B pasgerne «XXKypHanbl Moaynsy.
[ns nony4yeHuns 3anvcen xypHanoB ¢ moayns Tpebyetcs BoinonHeHne cbopa KypHanos.




15 ATEHT EUY

HesaBucumbin areHT gns MK (aganee — ArenT ELLY) npegHasHaueH ansa nepegayn 6asoBon nHdpopmaumm
00 ycTporicTBe (cucteMHble xypHansl, Bepcusa OC, IP- n MAC-agpeca) Ha KOTopOe OH YCTaHOBIEH.

15.1 TpeboBaHus K annapaTHOMY U NporpamMMHOMY obecne4vyeHuto

AreHT ELLY npeacraBsnsieT cobown cnyxby, paboTtatowyo B pOHOBOM pexume, yctaHaBnusaemyo Ha [1K,
anga nocrnegyrowero seoga B [1b ELLY Dallas Lock. AreHtom ELLY nopgaoepxuBatoTtca crneayowme Tunbl
onepaumoHHbix cuctem cemerictea Windows:

Windows 7 x32, x64 (SP 1) (Ultimate, Enterprise, Professional, Home Premium, Home Basic,
Starter);

Windows Server 2012 x64 (Foundation, Essentials, Standard, Datacenter);

Windows 8.1 x32, x64 (Core, Pro, Enterprise);

Windows Server 2012 R2 x64 (Foundation, Essentials, Standard, Datacenter);

Windows 10 x32, x64 (Enterprise, Education, Pro, Home);

Windows Server 2016 x64 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);

Windows Server 2019 x64 (Standard, Datacenter, Essentials);

Windows Server 2022 x64 (Standard, Datacenter, Core);

Windows 11 x64 (Home, Pro, Enterprise, Education);

n cemencTtBa Linux (x64):

Debian 10.x;

Debian 11.x;

Debian 12.x;

Red Hat Enterprise Linux 8.x;

Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Ubuntu 22.04 LTS;

Ubuntu 23.04 LTS;

Ubuntu 24.04 LTS;

Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6;
Astra Linux Special Edition (CmoneHck) 1.7;
AnbT Cepaep 9;

AnbT CepBep 10.0, 10.1, 10.2;

AnbT CIT Cepaep 10;

AnbTt Paboyasa CtaHumsa 9.x;

AnbTt Paboyasa CtaHuma 10.0, 10.1, 10.2;
AnbTt Pabovasa CtaHuma K 10.0, 10.1, 10.3;
AnbT CI Paboyasa CtaHumsa 10;

PEL OC 7.3 Mypowm;

PEO OC 8§;

ROSA FRESH DESKTOP 12.

15.2 YctaHoBKa u yaaneHue AreHTta ELLY

15.2.1

NokanbHana yctaHoBKa AreHta ELLY

Ho yctaHoBkn AreHta ELlY Ha OC Linux, Heo®xoAMMO NpOW3BECTU [AOMOSHUTESNbHbIE OENCTBUS
B TEpMUHarne:

ansi Debian, Ubuntu, Astra Linux, AnbT Pabo4vas CTaHUMs BbINOMHUTL KOMaHAY:
apt-get update

anga Red Hat Enterprise Linux, PE[ OC BbINONHUTbL KOMaHAYy:

yum repolist ; yum makecache



IOna yctaHoBkn AreHta ELY HeobGxogmmo 3anycTuTb yCTaHOBOYHLIM dhanin uccAgentinst, koTopbii
Haxo4uTCs B KOPHEBOW AMPEKTOPUM ANCTprbyTuBa (Mnu BeibpaTh AaHHOE OENCTBUE B MEHIO OKHa autorun).

MpumeyaHue. lMNMpn yctaHoBke AreHta ELLY Ha MK ¢ OC Linux, nepen 3anyckom
YyCTaHOBOYHOrO hbarna, Heo6xoanumo NpoBepuTb, ABNAETCA Nu dpann «uccAgentinst»
ncnonHaembiM. [1ns 9TOoro MOXXHO BOCMNOMNb30BaThLCSA CneaytoLlen KoMaHaou:

chmod a+x <nyms k ¢haliny>.run

MpumevaHue. [1na nogkntoyveHus k Arenty ELLY no VNC TpebyeTca 4ONONHUTENBHO
oTKpbITb TCP-nopT 17902, ncxopasiiee nogknoveHme.

Ecnun Arent ELLY yctaHaBnuBaeTcs Ha [1K, He ocHalleHHbI NPpMBOAOM KOMMAKT-AMCKOB, a ANCTpnbyTus
nocTaBnsieTcst UMeHHo Ha CD-gucke, TO MOXXHO CKOMMpPOBATh C AUCKa HEOOXOANMbIA YCTaHOBOYHbIN dhalin
Ha ganHbin MK nobbim yaobHeim cnocobom: vepes JIBC, USB-Flash HakonuTenb v ap.

Mocne 3anycka nNporpaMMbl YCTAaHOBKM HEOOXOAMMO BbIMOMHATL AEWCTBUS MO NoAckaskam nporpaMmbl.
BbinonHeHWe criegyowero wara yCTaHOBKM OCYLLECTBISIETCA C NOMOLLbIO KHOMKK «[daneey. Ha kaxaom
liare yCTaHOBKM MNpPedoCTaBfsieTCs BO3MOXHOCTb OTMEHbl YCTaHOBKM C BO3BPaTOM MPOU3BEAEHHbIX
N3MeHeHnn. [Ina 3Toro crnyxumT kHonka «OTMeHa.

1. MNocne 3anycka NPUNOXeHUs Ha akpaHe OyaeT BbIBEAEHO OKHO Arsi NOATBEPXAEHUSA onepauun. MNocne
noaTBepPXAeHnsa 3anyctutca mactep yctaHoBkm AreHta ELLY Dallas Lock (puc. 239).

@ Macrep ycranosku - Arent ELLY Dallas Lock, sepeua 3.0.84.0 o7 08.07.2024 X

YcraHoeka AreHTta ELLY Dallas Lock

Job6po noxanosatb!

AnA Hauana yctaHoekW AreHTa ELLY Dallas Lock eepcum 3.0.84.0
HaXMUTE =[lanees,

Arent ELLY DALLAS LOCK

Qanee OtmeHa

Puc. 239. OkHo Ha4yana yctaHoBku AreHTta ELIY

[nNsi NpOAOMKEHNs1 YCTAaHOBKWN HaxaTb KHOMKY «[anee».

2. Ha cnepytowem ware MOXHO cpasy BBecTu komnbioTep B [b, yctaHoBuB donar Hanpotus «Beectu
komnbioTep B [lomeH BesonacHoctu». Nocne yctaHOBKM dhnara, CTaHyT OOCTYMHbI ANst U3MEHEHUs
napameTpbl peructpauun AreHta ELLY B B (puc. 240).



& Macrep ycranoskn - Arent ELLY Dallas Lock, sepcia 3.0.84.0 ot 08.07.2024 Ed

Peructpaumna B flomeHe bezonacHocTk

YKammTe NapamMeTpbl 408 perucTpauie e HomeHe bezonacHocTK

Beect komnetoTep B JomeH BezonacHocTi

Agpec B:
Kntow goctyna:

Mman APM: DESKTOP-1BGEAR2

Hazag OtmeHa

Puc. 240. Pernctpaums Arenta ELlY B 1B

Mocne Haxatma Ha KHOMKy «[lanee» BbINOMHAETCHA MpoBepka BBEAEHHbIX ANS pPerncTpauum OaHHbIX.
B cny4ae ycneluHowm npoBepkn AaHHbIX, MPOU3OMAET Nepexo K CneayoLemy wary.
Y0661 NponycTutb BBOA AreHTa ELLY B 15 BO BpeMs yCTaHOBKM, HY)XHO HaxaTb Ha kHonky «[daneex.

3. 3atem Heobxoaumo BbIGpaTh pexum paboTel AreHta ELLY (puc. 241):

e CTaHAAPTHbIN PexunM;
e  CKPbITbIV pexunm (No3BoNseT CKpbiTb NpucyTcTBUE AreHta Ha 1K oT nonb3oBarens).

BHumaHue! CmeHnTb pexxum paboTel AreHta ELLY nocne ycTtaHOBKM HEBO3MOXHO.

& Macrep ycranoekw - Arent ELLY Dallas Lock, sepena 2.0.84.0 ot 08.07.2024 *

Bbibop pexuma pabotbl

BriGepute pexuvm patotw AreHta ELLY

® CraHAapTHBIH pexum

O CrpbITbINA pexum
MNozB0nAET CKpbITE OT NoAL3CEaTENR NpUCYTCTBEME Arenta ELLY Ha yorpofcTee - 3Havok Arenta He oToBpaxaeTca B
0BNacTN MHAMKATOPOE NaHENK 33434

Hasaa Qanee OrtmeHa

Puc. 241. Bbi6op pexuma pabotbl AreHta ELLY



Ons npoaoJIKeHNA YCTaHOBKU HaXXaTb KHOMKY «Oanee».

4. CneaywolMM LWaromMm HY)XHO NpOBEpPUTb MNapameTpbl YCTAHOBKM (pucC. 242) U HaxaTb KHOIMKY
«YCTaHOBUTbY.

Q MacTep ycranoeku - Arent ELLY Dallas Lock, sepowna 3.0.84.0 ot 08.07.2024 >

MapameTpbl yCTaHOBKW

Moxanyicra, NpoeepsTe EbIOpaHHbIE NapamMeTpel YCTaHOBKMW.

HaxmuTe "YeTaHoBUTE", YToGEI NpOgoMKNTE, WK "Hazad", ecny XoTUTe W3MEHWTL NapamMeTphl YCTaHOEKN,

Komnonent: Arent ELLY Dallas Lock

Onepauma: ¥cTaHoeka

Pexcum paboToi: cTaHaapTHBIA

Appec AB:10.10.104.86

MyTb yeranoekw: C:h\Program Files (x88)\uccAgentibin

Hasag YcraHoBWTE Otmena

Puc. 242. NpoBepka napameTpoB ycTaHOBKM AreHTa ELLY

B npouecce yctaHoBkum AreHTa EL)Y Dallas Lock Ha OC Linux BbINOMHATLCA NpoOBepKa Hanuuus
HeobXo4MMbIX CTOPOHHUX NakeToB. [Ans mMx aBTOMAaTMYECKOW YCTAHOBKM HEOOXOOUMO HaxaTb YekDOoKC
«ABTOMaTMYeCKas yCTaHOBKa HEJOCTalOLWMX NaKeTOB» UMK YCTaHOBUTbL UX CAMOCTOATENbHO:

— ana Debian 10.x, Debian 11.x, Debian 12.x, Red Hat Enterprise Linux Server 8.x, Ubuntu 18.04
LTS, Ubuntu 20.04 LTS, Ubuntu 22.04 LTS, Ubuntu 23.04 LTS, Ubuntu 24.04 LTS, ROSA FRESH
DESKTOP 12:

o rsyslog
o gnome-shell-extension-appindicator ~ (TpebGyetca  TOnMbkO  NpPU  MCMOMb30BaHUU
rpacpmyeckon obonovkn GNOME)

— ana Astra Linux Common Edition (Open) 2.12, Astra Linux Special Edition (CmoneHck) 1.6, Astra
Linux Special Edition (CmoneHck) 1.7, PEL, OC 7.3 Mypom 1 PE[] OC 8:

o rsyslog

— ansa AnbT Pabouyas CrtaHuus 9.x, AnbT Pabouas CtaHums (10.0, 10.1, 10.2), Anbt Pabouas
CraHuma K (10.0, 10.1, 10.3), AnbT CI Paboyas CtaHuua 10, AnbT Cepsep 9, AnbT Cepsep (10.0,
10.1, 10.2) n AnbT CI Cepsep 10:

o rsyslog
o rsyslog-journal
o clamsmtp (ecnu yctaHoBneH, pekomeHayeTcsi 0OOHOBUTL 40 MOCHeaHeR Bepcum).
5. [lanee BO3MOXHO HabnwpaTb 3a npoueccom yctaHoBku (puc. 243). Ecnm npouecc npowen 6e3
OLWMBOK, HEOBXOANMO HaXaTb KHOMKY «3aBepLUNTbY.



& Mactep ycranosku - Arent ELLY Dallas Lock, sepoua 3.0.84.0 ot 08.07.2024 X

YcraHoBKa

Konnpoeanue: C\Program Files (x86)\uccAgent\bin\uccAgentUninst.exe

Puc. 243. MNMpouecc yctaHoBku AreHta ELLY

MpumeyaHue. 1) Ecnn Ha APM c Linux yxe yctaHoBneHbl cTopoHHne C3U unu gpanBepbl Ha
Apyrve annapatHble ngeHTudukaTopbl, U NpM 3TOM B npouecce yctaHoBku AreHta ELLY
npousowna owwunbka yCTaHOBKW, KOTOpas CBA3aHa C MaKeTHbIM MeHeIKepoM, TO MOXeT
nomMmoyb KomaHga sudo apt --fix-broken install.

2) Ecnu B npouecce yctaHoBku AreHta ELLY Ha Linux Bo3HukaeT owmnbka Buaa: «...error whiel
loading shared libaries: libxcb-xkb.so.1: cannot open shared object file: No such file or
directory», To HeOOX0AUMO Nepea YyCTaHOBKOW BPY4HYHO ycTaHOBUTL nakeT "libxcb-xkb1.

lMocne ycnewHoro 3aBepluieHnsa yctaHoBkun AreHta ELLY Ha [K, B aepese [1b KoHconu ELLY B rpynne
«HepacnpegeneHHble 00bekTbly ©OyaeT co3gaH HoBbii APM, B COCTaB KOTOPOro  BKIHOYEH
3aperncTpupoBaHHbii Moaynb «AreHT ELLY Dallas Lock» (puc. 244).

=5 [omeH Ge30nNacHOCTH
* [ HEPACMNPELOENEHHLIE OBLEKTHI
* 3@ DESKTOP-K1MS5GL

AredT ELLY Windows

B CETEBGLIE YCTPOWCTBA

B Y[IANEHHBLIE OBBEKTHI

Puc. 244. Oto6paxeHue AreHta ELLY B 1B

B cnyyae, ecnu BBegeHHoe umsa APM yxe 6bino B gepeBe obbektoB [1B, n B ero coctaBe HeT gpyroro
mogyns AreHt ELLY, 1o B gaHHbii APM Arent ELLY 6ynet gobasneH kak mogynb «AreHt ELLY Windows»
unun «AreHt ELLY Linux».

MpumeyaHue. 3apeructpupoBaHHbii B OB AreHT ELLY pormkeH nopaepxvBaTb CBSi3b
c cepsepom ELlY. B cny4vae, korga cepBepoB ELLY Heckonbko (knactep pennukauumm),
AreHT ELLY fomkeH umeTb ceTeBOM A0CTYN XoTsi Obl K OAHOMY CEPBEPY M3 CMMCKa KnacTtepa
cepsepoB ELLY, KoTOpbIN eCTb B CNUCKE CepBEPOB pennmkaLmm y AaHHOro Moayns.



15.2.2

KoHconbHasa yctaHoBKa AreHTta ELLY

YctaHoBka AreHTa ELLY BoamoxHa 13 koHconu. B kavectBe atpubyToB k komaHae ./uccAgentinst MOXHO
yKkasblBaTb criegytolwime (Tabnuua 25):

Ta6bnuua 25. ATpubyTbl ycTaHoBKM AreHTta ELLY

ATpubyT OnucaHue

YcraHoBka AreHTa ELLY 13 koHconu

-install Mpumep:

Jucclnst -install <enter>
-server-name Ykasatb ums cepsepa ELLY ana seoga B b
-access-key Ykasatb knto4v [lomeHa 6esonacHoctu ELLY
-arm-name YkasaTb UMs, C KOTOPbIM areHT 3anget B [1b
-hidden-mode BbiGop ckpbITOro pexvwma
-install-libs Bbibop aBTOMaTNYECKON YCTaHOBKM

HegocTaLWmMx NnakeToB B linux

15.2.3 YpaneHHas yctaHoBKa AreHta ELLY Windows

YpnaneHHas YCTaHOBKa BO3MOXHa B CleylLinx sapnaHTax:

ONs TPYNMbl KOMNBIOTEPOB, UMELLNX OAMHAKOBbLIE UMEeHa U naponu agMmuHuctpatopa OC;

AnNs KOMMNbBIOTEPOB, UMELLNX MHAMBUAYAmNbHbIE UMSI U Naponb agMuHucTpaTtopa OC, yaaneHHyto
YCTaHOBKY CrielyeT BbIMOMNHATb OTAENBHO OT APYrUX.

MpumeyaHume. o ymonyaHuio B onepaumoHHbIX cuctemax HaduHas ¢ Windows 7 goctyn
K yAaneHHOMY KOMMNbITepy nog NOKanbHOM Y4eTHOW 3anucbio 3anpeldeH. [loapobGHyto
uHdopmaumio o6 3TOM OrpaHMYEeHMU MOXHO HaWTu Ha odwmumanbHom cante Cnpasku
u nogaepxkn komnaHum Microsoft no apgpecy https:/support.microsoft.com/kb/951016
(Ha aHrnunckom a3blke).

Ecnu paHee Ha gaHHbIv K He BbINOMHANOCH yaaneHHoe passepTbiBaHue AreHTta ELLY unu
mogyna C3W HCLO Dallas Lock, To Ans paspelweHs yaaneHHOro MoAKMoYeH s
nod nokanbHOW y4eTHOM 3anucbid  Heobxooumo B pedaktope peectpa Mo nyTu
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
co3gatb knod Tuna dword ¢ umeHem LocalAccountTokenFilterPolicy co 3HayeHnem «1»
(«LocalAccountTokenFilterPolicy»=dword:00000001) u©  nepesarpyauTb  KOMMbIOTEP.
B kpynHbix ceTsax ¢ AD gaHHOe 3HayYeHne MOXXHO pacnpoCcTpaHUTb Yepes NOoNUTUKN.

MpumeyaHue. Mo ymonyaHuio yaaneHHas yCcTaHOBKa BblNONHAETCA Yepes nopt 445. Ecnu
paHee Ha faHHbIV K He BbINONHANOCHL yaaneHHoe pa3BepTbliBaHne AreHta ELLY nnun mogyns
C3W HCL Dallas Lock, To B bpaHamayape Windows gaHHoro K Heob6xoguMMo OTKpbITb
nopt 445 (co3gaTb NpaBuMIo AN BXOAALWMX NOAKITOYEHNN).

BHumaHue! [na Heckonbkux uenesBbix TC LEHTPanuM3oBaHHYKO YAaneHHYK YCTaHOBKY
MOXXHO OCYLLECTBUTb TOSbKO NPU BbINOMHEHWUWN CIEAYIOLWMX YCIOBUIA:

e uenesble TC BxogaT B TOT e gomeH AD nnn LDAP, yto n APM ¢ ELLY Dallas Lock;
e UM3BECTHbl MMS MOSb30OBATENsl U Naposfib JOMEHHOW YYEeTHOW 3anvMcu C npaBamu
agMUHUCTpaTopa AJOMeHa.

Onsi ynaneHHom yctaHoBku AreHta ELLY Ha knveHTe gns y4eTHOM 3anucu agMuHMUcTpaTopa SOJKEH ObiTbh
3ajaH naposib. YCTAHOBKY HEOOXOOMMO OCYLLEeCTBNATbL NO NpoTokony IPv4, Ha MOMEHT OBGHOBREHUst U
YyCTaHOBKM HeobXxoaumo OTKMouuTb npoTokon IPv6 Ha APM c koHconbto ELLY. [anee Heobxogumo
BbIMOMTHUTL CrnegylLwme waru:

1. Ha yganeHHom APM, Ha koTopbin 6ygeT yctaHaBnuBaTtbest AreHT ELLY u3 Konconu ynpasnenus ELLY,
[OMKeH ObITb AOCTYNeH aAns Bxoaawmx coeguHeHun TCP-nopt 135 (epmap).

2. I'Iepep, Ll,eHTpaJ'II/I3OBaHHOI7I yCTaHOBKOVI HeobxoaMmMo pa3MecTuTb Ha KOMMbKOTEPE, HA KOTOPOM


https://support.microsoft.com/kb/951016

3anyweHa KoHconb ELLY, auctpmbytmns Arenta ELLY Windows.

3. [anee Heob6xoanMMo OTKPbITb rnaBHoe MeHto KoHconu ELLY — «YOaneHHasi ycTaHOBKa».
y

Ha oTkpbiBLIENCA cTpaHuue Heobxoammo [o6aButh LeneBble TC Ans yaaneHHOro passepTbiBaHUS.
TC moxHO gob6aBuTb 0AQHMM 13 criegytoLlmx cnocobos, Yepes:

pyyHOM BBOA ajpeca — [ANA 3TOro HyxHo 3anonHutb nona «lopt» n «Beeaute IP-agpec
UNN ceTeBOE UMS KOMMbIOTEpPay, 3aTeM HaxaTb kHomnky «[o6aButb koMnbtoTep» (puc. 245);
dhann cnucka KNMeHToB — HaxaTb «MmnopT 13 darina» u BeibpaTtb ¢ann co CnMckomM 3apaHee
BbIFPY>KEHHbIX KITMEHTOB;
MMMNOPT M3 haina — HaxaTb «IMnopT 13 harna» n NPUKPennTb TEKCTOBLIN dalin co cnuckom IP-
agpecos uenesbix TC.
MpumevaHue. [ina caina c IP-agpecamm BO3MOXEH TONMbKO creayowwmin oopmaT crnmcka:
B KaXXOW CTpoke dhanna moxeT ObiTb ykasaH Tonbko oauH IP-agpec 6e3 AononHUTENbHbIX
CVMBOJIOB.
Mpymep:
192.168.0.1
192.168.0.35
10.10.112.55

3artem HaxaTb KHoMKy «[danee».

Macrep yganeHHo# ycTaHOBKM

CNUcoK KOMNEIOTEpPOB
YCTAHOBK CNMCKOB KOMNLIGTEPOR ANR NOAKAKOUEHHA

BeeawTe IP a4pec i ceTeBoe MMA KOMNLIOTEPa

Mopr SSH |22
Mopr SMB 445

1P-agpec FQDN-mmn =

Puc. 245. Hayano yganeHHou yctaHoBku AreHta ELLY Windows

4. Ha cnegytoleit ctpaHuue (puc. 246) Heo6XoanMo BBECTY aBTOPM3aLMOHHbBIE AaHHbIE:

NoruH n napons agMmuHuctpatopa OC Ha ueneBbix TC;
NOTVH 1 Naponb cynepnonb3oBatens (OnuMoHarnbHO).



Macrep yganeHHOMH yCTaHOBKH

Beoj, aBTOPU3ALMOHHBIX AaHHBIX

VueTHbIE AaHHSIE 3AMMHACTPATOPA OC KoMK ISTEPDE KIMERTOR

Yueran :anice OC Windows

Yuernan sanuce OC Linux
Wma

Mapone

[ Nons3osatens seaserca cynepnonsaosatenem

Wma

Napons

Puc. 246. BBoa aBTOpM3aLMOHHbIX AaHHbIX

Mocne BBedeHWs [daHHbIX HEOOXOOMMO HaxaTb KHOMKY «[aneex», OyaeT BbINONMHEHa MpoBepka
MOAKIMIOYEHNA K KOMMbloTepaM. Ecnn npu noaknioyeHnn K XOCTaM BO3HUKHET owwunbka, nosBuTCs
COOTBETCTBYIOLLEE NpeaynpexxaeHne ¢ NpeanoxeHnem NpoaoPKMTL YCTAHOBKY, UCKITIOYMB HEOOCTYMHbIE
komnbtoTepsl (Puc. 247).

O Onpegenenne OC Ha LENEBBIX KOMNBHOTERAX *

I'Ipln NOAKAHYEHUH K LENEBbIM KOMObBHITEDEM NPONU30LLLAE oclumBra

127.001 : Ownbka nogrnroyeHna

Bel xotute Npo4onHNTE YCTAHOEKY, MCKNHYKWE NEQEHNCNEHHBIE HELQOCTYNMHBIE KDMI‘IbI‘DTEFIbI?

Puc. 247. OwmnbkKka nogKno4eHus

5. Oanee (puc. 248) Heo6xoamMMO ykasaTb NyTb K UCXOQHOMY ANCTpUOYTMBY AreHta ELLY.

Ons Toro, 4ToObl CKpPbITb OT MONb3oBaTens npucytcTeme AreHta ELLY, MOXHO BbiOpaTh CKPbITbIA PEXUM
yCTaHOBMB COOTBETCTBYOLLMIA chnar.

[na BBoga mogynen B [lomeH 6e3onacHocTtu ELLY Dallas Lock cpa3y nocne ycTtaHOBKWU, MOXHO NOCTaBUTb
dnar «Beog B gomeH 6esonacHocTn ELLY», yka3aTtb nmsi cepsepa ELLY v kntow goctyna k b ELLY.
3aTeM HaxaTb KHOMKY «YCTaHOBUTbY.

MpumeyaHue. Ecnu ykasaH HeBepHbIN Koy goctyna k b ELLY, To ganbHenwasn ycraHoska
AreHTa ELLY He OygeT BbINONHATLCS.


https://www.google.com/search?sca_esv=7b146052151698da&sca_upv=1&rlz=1C1GCEU_ruRU1085RU1085&q=%D1%81%D0%BE%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D1%81%D1%82%D0%B2%D1%83%D1%8E%D1%89%D0%B5%D0%B5+%D0%BF%D1%80%D0%B5%D0%B4%D1%83%D0%BF%D1%80%D0%B5%D0%B6%D0%B4%D0%B5%D0%BD%D0%B8%D0%B5&spell=1&sa=X&ved=2ahUKEwinjcX304iIAxXVAxAIHTXfKYIQkeECKAB6BAgSEAE

Macrep yganeHHOM ycTaHOBKI

MapameTpe! ycTaHOBKM
BLi6OD YCTAHOBOUHOTD GAMNA 1 NAPAMET OB YCTAHOBKH

McxogHele ANCTPHGYTHES!
(] Crpoimeadi peskmm 0

ABTOMATU4ECKH YCTHOBWTS HEAOCTAIOLLME NAKETE!

(] Beoa & aomen Gesonacroctn ELLY

Puc. 248. NapameTpbl yctaHoBKM AreHTta ELLY

6. Ha HoBon cTtpanuue (puc. 249) moxHO HabmnogaTe 3a npoueccoM ycTaHoBku AreHta ELY. TMo
OKOH4YaHuio npouecca byaeT BbiIBeAeHO coobLLeHne 0 pe3yrnbTaTe 3aBepLUeHNs onepauun.

. B e —

Macrep yaaneHHo#! ycTaHOBKM

Mpouecc ycraHoBKK

IP-agpec  FQDN-wms . Mpoyecc Nor

MoapobHee

R yCTIGROE " echeuene yike B840 YETRHOBAHD paHe Noapobuee
1 {08K8 AHCTRHBYTHE X a yera ) fpaHOR HBECTEUEHIE YKE BHA0 YCTAHOBAHD pat Moapobnee

Puc. 249. Npouecc yctaHoBku AreHTta ELLY

15.2.4 YpaneHHas yctaHoBKa AreHta ELLY Linux

Ha ypnaneHHom APM, Ha koTopbin 6ygeT yctaHaBnmBatbea AreHT ELLY Linux m3 KoHconu ynpaeneHus
ELLY, pomkeH 6bITb AocTyneH ang sxogdwmx coeguHeHun TCP-nopt 135 (epmap).

Mepen LeHTpanM3oBaHHOW YCTAHOBKOW HEOOXOAMMO pa3MeCcTUTb Ha KOMMbIOTEPE, Ha KOTOPOM 3anylieHa
KoHconb ELLY, auctpmubytme Arenta ELLY Linux.

Ons nepexoga Kk npoueccy ycrtaHoBkM AreHta ELY Linux, HeOOXOAMMO OTKPbITb [MTABHOE MEHI0

KoHconu ELLY > — «YaaneHHas yctaHoBKay.

Cnepyrowasa nocrnegoBaTenbHOCTL AEUCTBMI ANA yAareHHon ycTtaHoBku AreHTta ELLY Linux aHanornyHa
yaaneHHom yctaHoBke AreHta ELLY Windows (cm. «YganeHHas yctaHoBka AreHTa ELLY Windowsy).

MpumeuaHme. Ecnn B npouecce yctaHoBkM AreHta ELLY Ha Linux Bo3HukaeT owmnbka Buaa:
«...error whiel loading shared libaries: libxch-xkb.so.1: cannot open shared object file: No such
file or directory», To HEO6Xx0AMMO Nepes YyCTaHOBKOW BPYYHYO yCTaHOBUTb nakeT "libxcb-xkbl.



15.2.5 YpaneHue AreHTta ELLY Windows

B OC Windows Heobxoammo oTKpbITb «ITyck» — «[laHenb ynpaBneHua» — «l1porpamMmmbl U KOMMOHEHTbI».
B nosiBuBLleMCsl OKkHe M3 cnucka BblOpaTb nporpammy «AreHT ELLY Dallas Lock», HaxaTb «Ypanutb»
W noaTBepauTb yaanenue (puc. 250).

[ Mporpamme! u KOMOOHEHTE

<« ~“ 4 [ » Nanens ynpaenenna » Mporpammer » Mporpammel 1 KOMOOHEHTEI v D Mowck &: Mporpam

Manens ynpaeneHna —

AOMALLHAR CTPEHIALE YaaneHne nan nimeHeHwe nporpamMmel

Jlna yaanenwa nporpammel eeibepute ee 8 crimcke u wenkiute "Yaanute", "Mamenuts” wan "Bocctanos
MpocMoTp ycTaHoBAEHHBIX

oBHOBNEHWI

E; BrnkousHWE AN OTKAHOUEHWE

komnoHenTos Windows ¥nopagounTe ¥

ma zaatens YcTaHoeneE...
@VMwareTools VMware, Inc. 24.01.2022
= Word Word 25.01.2022
U Arent ELY Dallas Lock 000 "KoHdwnaeHT" 11.10.2023
ul Apaiiseper Pytoken Komnanua "Aktue" 01.06.2023
U ELLY Dallas Lock 000 "KoHdwnaeHT" 11.10.2023
& Cpena suinonnenna Microsoft Edge WebView2 Runti..  Kopnopauua Malikpocodt 09.10.2023

“=__  YCTaHOBNEHHbIE NpOrpamMmsbl Monseii pasmep: 1,276
[,] YeTanosneHo nporpamm: 19

Puc. 250. YaaneHue ArenTa ELIY Dallas Lock

Mpumeyanne. Mactep yganexus AreHta ELLY Takke MOXHO Bbl3BaTb C MOMOLLBIO 3anycka
yCTaHOBOYHOIo AncTpmbyTtmea.

Mocne noaTteBepxaeHWs 3anyctutca MacTep ypaaneHus AreHta ELY Dallas Lock (puc. 251).
Ansi NnpoomkeHns yoaneHust HaxkaTtb KHomnky «[daneey.

Q MacTep yaanenuns - Arent ELY Dallas Lock, sepowna 3.0.84.0 or 08.07.2024 *

YnaneHwe Arenta ELLY Dallas Lock

Aobpo noxanosatb!

[na Hadana yganeHua ArenTa ELLY Dallas Lock eepcun 3.0.84.0
HaxMmuTe =/Janee=,

Arent ELLY DALLAS LOCK

Puc. 251. OkHo Ha4yana ypaneHus AreHta ELLY Dallas Lock

MpoBeputb U NoaTBepaAUTL yaaneHue AreHta ELLY (puc. 248).



Q MacTep yaanenna - Arent ELLY Dallas Lock, sepona 3.0.84.0 ot 08.07.2024

MapameTpbl yaaneHus

Moxanylicra, NpoBepsTe BEIBpaHHBIE NaPaMETPLI YAANEHWA,

Hasmute "¥aanute", utoBel NpogdonxiTe, UaK "Hazan", ecnu XoTWTe EEPHYTCA K FNAEHOMY 3KpaHy YaaneHu:.

Komnonenr: Arent ELLY Dallas Lock

Onepauma: ¥ianedue
Myt yeranoskm: Ch\Program Files (x86)\ucchAgentibin

Hasan ¥nanurth OTmeHa

Puc. 252. MNapameTpbl yaaneHus

Nanee Bo3MoXHO HabnogaTb 3a npoueccom yaaneHus (pvc. 253). Ecnn npouecc npoluen 6e3 ownbok,
HeobXxoaMMO HaxaTb KHOMKY «3aBepLUnTb.

& Mactep yaanenns - Arent ELY Dallas Lock, sepena 3.0.84.0 ot 08.07.2024

¥naneHwe

BuinonHeHwe Komanael 'ChProgram Files (x86)\uccAgent\bintuccAgentService.exe -uninstall’

Puc. 253. Npouecc yaaneHusn AreHta ELLY Dallas Lock

15.2.6 YpaneHue AreHTa ELY Linux

Ons ynaneHus Arenta ELLY Heobxogumo obnagate npaBamu agmuHuctpaTtopa OC (root) Ha gaHHom K.
Hanee Heobxogumo 3anycTUTb UcMonHsembld  cann  uccAgentUninst (NyTb  pacnonoXxeHus:
/opt/uccAgent/bin/uccAgentUninst) B TepmuHane. Ons atoro HeobxoAuMo BhINMOMHWTL B TepMuHane

KOMaHA4y:



sudo /opt/uccAgent/bin/fuccAgentUninst
lMocne BbINONMHEHMS KOMaHAbl 3anyCTUTCA OKHO MacTepa yaaneHus AreHta ELLY Dallas Lock (puc. 251).

Hanee nopsagok yaanexus AreHta ELLY Dallas Lock aHanornyeH nopsigky yoaneHusa gaHHou nporpamMmmebl
B OC cemenctea Windows (cm. «Yaanenune AreHta ELLY Windowsy).

15.3 Peructpauunsa Arenta ELY B b

BapernctpupoBaTb Mmogynb AreHT ELLY B [JomeHe ©6e30macHOCT! MOXHO criefyroLyMmy cnocobamm:
e  BO BpeMs foKarnbHOM Unu yganeHHon yctaHoBku AreHta ELLY (cm. «JlokanbHas yctaHoBka AreHTa

ELLY»);

e MyTEM CKaHMpOBaHMWs ceTu (CM. «HacTpoiika Moayns»).

15.4 Hactpounka moaynsa AreHTt ELLY

B Konconu ELLY B pepese [1b AreHTbl ELLY oTobpaxatotca kak otaenbHble moaynu «AreHt ELLY Dallas
Lock Windows» unu «Arent ELLY Dallas Lock Linux» B coctaBe APM. 3Hauku AreHta ELlY 3aBucar
OT COCTOSIHUSI MOAYNSt U MOTYT NPUHMMAaTb CreayoLniA BUua;

— MOAynb He NOAKITHYeEH.

—  MOAYSb NOAKIIOYEH;

MpumeyaHue. [INs KOpPpekTHON paboTbl PYHKUMM yOaneHHOro ynpasfieHUsi C MOMOLLbIO
AreHTa ELLY Heobxogumo Ha APM c Linux oTkntountb npotokon Wayland.

15.4.1 CsBopaka moaynsa AreHt ELLY

Bknagka «Ceogka» (puc. 254) otobpaxaet obLiee cocTosHue paboyen CTaHLmMmM, Ha KOTOPY YCTaHOBMEH

Arent ELIY.
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Puc. 254. Bknagka «CBopka» mopyns AreHt ELLY

JocTtynHbl cnegytoumne pasgensl UHPOPMaLMOHHON NaHEenNw.
MHdopmaumsa o6 o6bekTe

B BepxHen yactu MHGOPMALMOHHOM NaHenun oTobpaxkaeTcsa crneaywowas nHpopmaums 0 TeKyLem

COCTOAHUN MoaynA:

e NH(opmaums 0 gaTe U BpeMEHM NOCNeAHEro NOAKIYEHUS;
e MH(popmaums o gaTte u BpemeHu Beoda B [1b;

e Bepcua OC;



FQDN-ums;
pexum paboThbl;
IP-agpec;
MAC-agpec;
KOMMEHTapui.

MHumnaeHTbl 6e3onacHoOCTU

OToGpaxaeTcs CNMCoK MHUMAEHTOB 6e30MacHOCTM ¢ rpadonyeckon naHenbto. [locTynHa dounbTpauus
oToOpakaeMbIx COObITUI MO MEpPUOAQYy W HacTporka oTobpaeHus auarpamm (cM. «Hactporika
MHUMAEHTOB 6€30MacHOCTMY).

[BOViHOM KNMK NO COObLITMIO OTKPOET 3anuCb B OTAEMNbHOM OKHEe, B CMUCKe AaHHOoe cobbiTve byaer
NMOMeYeHO Kak npoymTaHHoe. [None «KommeHTapuii» JOCTYMHO A8 PeAaKTUpPOBaHuUs.

Ha naHenun nHcTpymeHToB BKknaakn «Ceoaka» (puc. 254) 4OCTYNHbI CreaytoLme AencTBus:

e «OOHOBUTL» — NO3BONSIET OOHOBUTL MHAOPMaUUio Ha Bkragke «CBogkay;
e «YpanuTb» — nepemellaeT B 6a30Byto rpynny «YaaneHHble 06GbEKTbI» C COXPaHEeHNEM XKYPHaIoB;
e «KommeHTapuii» — pobaBneHHbIi KOMMEHTapuin otobpasutca B pasgene «WHdopmaums
06 oObekTe» Bknagkn «Ceoakay.
Ons mogynsa AreHt ELLY pocTynHel cnegytowime KoMaHAbl onepaTtvMBHOro ynpaserneHust (puc. 255)
Ha NaHenu MHCTPYMEHTOB:
o «Bblknountb»;
«lMepesarpysntb;
«Cobpatb XypHarnbl»;
«CMHXPOHM3NpOBATbLY;
«YpaneHHoe ynpaBreHuey.

OMEPATMEHOE YMNPABNEHWE

Beiknounts
MNepezarpyzuTh
Cobpath mypHanm
CuHXpOHMI MpOBEaTE

¥panennoe ynpagneHne

Puc. 255. OnepaTtMBHOe ynpaBrieHue

MpumeyaHue. Pe3ynbTaT  BLINOMHEHMS  KOMaH4  OfepaTUBHOMO  ynpasreHus
He oTpaxaeTca B XXypHanax ELLY. Tawke He npegycmoTpeHbl BCnmbiBawwme n npoyve
yBeJOMINEHNs 0 pe3yrbTaTax BbINOMHEHWUS KOMaHA onepaTUBHOrO yrpaBneHus.

15.4.2 Co6op xypHanoB AreHta ELlY

Ona nonyyenns B ELLY Dallas Lock 3anucen xxypHanoB, Begywuxcs Ha TC, rae yctaHoBrneH AreHT ELLY,
HeobxoamMMo nposegeHne cbopa xypHanoB. CHop XypHanoB MoxeT OblTb MPOBEAEH MpW YCIOBWM
Hanuuus ceteBoro nogkrtoyeHus mexay ELLY n TC ¢ yctaHoBneHHbIM AreHToM:

e nepuognyecku (cM. «apameTpbl paboTbl MOAYNENY);

e 0 KOMaHAe nonb3oBaTens u3 KoHconu ELLY.
KomaHga «Cobpatb xypHanbl» B Konconu ELLY ana mogynsa AreHt ELLY goctynHa Ha Bknagke «Csogka»
Ha naHenu MHcTpymeHToB «OnepaTuBHoe ynpaeneHuey (puc. 255).




15.4.3 Topknio4yeHue K yaaneHHOMy paboyemy ctony

[na nogkntoyeHns k yaaneHHomMy paboyemy ctony TC, Heobxoanmo:

1. Beibpatb HyxHbI Mogynb AreHT ELLY B aepese [b;

2. Ha naHenu wnHcTpymeHTOB B pasgene «OnepaTuBHOe ynpasneHue» BblOpaTb MNyHKT «YaaneHHoe
ynpasneHue» (puc. 255).

3. Ha APM, rge yctaHoBneH AreHT ELLY nosisButcsa okHo (Puc. 256), B KOTOpoM nonb3oBaTento Heo6xoaumo
BblOpaTb AENCTBME C MOMOLLLbIO KHOMOK.

KHonka «[lMoaknounTb cervac» No3BONsieT HavyaTb CeaHC yOaneHHOro NOAKMOYEHNS.

KHonka «OTKNOHUTb» NO3BOMSET OTKNOHUTL 3anpoC Ha CeaHC YAaneHHOro NOAKIIOYEeHNS.

KHonka «3akpbiTb» MO3BOMSET 3aKpbiTb OKHO. 10 MCTEYEHUU BpEMEHW, YCTAHOBIIEHHOIrO MOMWUTUKON
«Bpems oxunganusa nogknodeHns no VNC (cekyHa)», 3anpoc Ha yaaneHHoe nogkntoyeHme 6yaeT npepsaH.
Ecnu nogkntoveHne BO3MOXHO, TO Ha 3kpaHe OoTobpasuTcsa 3anyweHHasd ceccusi Ha BbibpaHHom TC.
B nHom crniyyae nosiButcs coobuieHne o6 ownbke (Puc. 257).

[nsi Toro 4ToObl CHATE BNOKMPOBKY 3kpaHa npu nogknoyeHun no VNC, Heobxoaumo HaxaTb codeTaHune
knasuw Win+Del.

U ¥YaaneHHoe nogkaradeHme >

K AaHHOMY KOMNBHTERY BEINOAHEH 33MNPOC HA YAAAEHHOE NOAKAKYEHNE,
Yepes 96 cekyHA sanpoc ByaeT aETOMATHYECKKH OTENOHEH,

MoggnroHuTE Cefidac | | OTKAOHKTE 23KpLITE

Puc. 256. OkHO yaaneHHoro nogknto4yeHusa Ha ctopoHe APM ¢ Aredtom ELLY

DwmBra x>
)

He yaanoce s3anyctute VM C-cepeep Ha yaaneHHoW MallnHe:
MonezoBaTene oTKACHWA YARNEHHOE NOGKAHYEHNE

Puc. 257. Owmnbka yaaneHHOro nogkioyYeHus

Ecnu Cepsep ELLY n KY ELLY passepHyTbl Ha OC Windows, T0:

e npu nogkntodeHnn no VNC k OC ¢ yctaHoBneHHbiM AreHT ELLY Linux npoucxogut 6nokupoBka
paboTtbl "ropsumx” knasuww (Ctrl+Alt+T) — OTKpPbITb TEPMUHAN HEBO3MOXHO;

e npu nogkntoyeHnn no VNC k OC c¢ yctaHoBneHHbiM AreHT ELLY Linux (Astra-Bpect, Open,
CmoneHck) u mncnonb3oBaHuu "ropsumx” knasuw (Win+T — ana oTkpbITUA TepMuHana) —
nocnegytwouwasi pabota B TepMuHane 6nokvpoBaHa;

e npu nogkntodeHun no VNC k OC c yctaHoBneHHbiM AreHT ELLY Windows 1 oTKpbITUS OkHa
"BoinonHuts" (Win+R) — BBO4 kOMaHg Ha ucnonHeHue B none "OTKpbITh" 6M10KNMPOBAHO.

MpumeyaHmne. CoGbITMSA, CBA3aHHble C yaaneHHbIM nogknoyeHnem k TC, dukcupyroTes
B XypHane «XypHan ELlY» (owubK/M NOAKMYEHUs, Havyano M 3aBeplleHue yaaneHHoro
NoaKmnio4eHuns).

MpumeyaHue. OpHoBpemeHHOe noaknyenHne Kk TC ¢ yctaHoBneHHbiM AreHtom ELLY
BO3MOXHO TONbKO ¢ ogHon KoHconun ELLY.

Mpumeyanwme. MNMpu nHuuumnposaHumn nogkntodeHusa no VNC koHconb ELLY 6nokupyetca oo
MOMEHTa NOAKIMIOYEHNS/0TKa3a B NOAKMIOYEHNW.

= &0 &



|| BHumaHume! MogkntoveHune k TC (c yctaHoBneHHbIM AreHTom ELLY), pacnonoxeHHbiMm 3a NAT,
no npotokony VNC He nogaepxumBaeTtcs.

15.4.4 Monutuku moayns Arent ELLY

Ha ypoBHe mogynsi AreHT ELLY B cnncke Ha Bknage «[lonutukm» (puc. 258) AOCTYNHbI TOMBbKO NOJIMTUKM,
akTyanbHble gnst Moaynsa AreHt ELLY (cm. «Monutukn OB»).

Monantrkm

) Jlomen GezonacHocTu
g MonnTvkn ayauta [ MoauTnki Joctyna =

JomeH BezonacHocTnl2

AENCTBUA

M Hacnepyercn  Moavuica “ 3nauenme Tun moayna

HEPACTPEENEHHBIE OBBEKTHI

DESKTOP-1BGEAP2
Dallas L WK11

ArenT ELLY Dallas Lock Windows

<J<J<d<]<]

)

uc. 258. Bknagka «Monutukn» moaynsa Arent ELLY

HacTtpoiika nonutuk Ona mogynsi Npou3BOAWUTCS aHarorMyHo HacTpoike nonutuk ans rpynnel OB
(cm. «Monutukn _ans rpynnsl AB»). [Ona npuMeHeHWs napaMeTpoB Ha Moaynsx Heobxoguma
CMHXPOHM3aLMS.

15.4.5 3apaHusa moayns Arent ELLY

Ha ypoBHe moayns AreHT ELLY B cnncke Ha Bknage «3agaHusa» OOCTYNHbI AN CO34aHNs TONbKO 3a4aHus,
akTyanbHble and AreHta ELLY (pwuc. 259):

e OT4eT 06 annapaTHoMm oGecnedeHny;
e ynaneHue AreHta ELLY;
e OTYET O NPOrpaMMHOM obecrneveHnn.

O MacTep co3gaHua 3a5aHuA x

BeiGepuTe TN Mogyna

Arent ELLY Dallas Lock Windows ~

BeiGepuTe TN 338aHMA

OT4ET 06 annapatHomM oBecnedeHn

¥aaneHwe areqTa ELLY

OTUET o nporpamMMHot oBecnedeHn

Cospate Otmena

Puc. 259. MacTtep co3aanus 3agaHusa ans moayns AreHt ELLY Windows

MpumeyaHue. Tunbl 3agaHni ogmHakoBble Ans mogynen AreHT ELLY Linux n Arent ELLY
Windows.

PaboTta ¢ 3agaHuamun gns mogynsa AreHT ELLY npomsBoguTcs aHanorm4yHo HacTpomnke 3aganui ansa [Ob

(cm. «3aganug 16»).

[na BbINONHEHUA 3agaHns Tpe6yeTcs=| CUHXPOHM3aLUna ¢ mogynem.



15.4.6 OTtyeTbl moaynsa AreHt ELLY

Ha yposHe mogyna AreHT ELLY Ha Bknage «OT4yeTbl» (puc. 260) 4OCTYNHbI criegyoLme oT4eTbl Moayns:
e oT4yeT 06 annapatHom obecneyeHun (cogepxuT MHOPMAaLMIO O MaTepuHckon nnate, BIOS,
npoueccopax, onepatusHon namstn, PCl-ycTporcTBax n 0 HakonuTensx);
e OTYET O nporpamMMHOM obecnevyeHun (cogepxuT wuHdpopmaumio o060 BCEX YCTaHOBMEHHbIX
nporpammax (ansa mogynen Arent ELLY Windows) nnun naketax (ansa moaynen Arent ELLY Linux)).
MepBble nonydeHHble ang AreHta ELYY (otyetel 06 annapatHom obecneuveHun u [1O) craHoBATCA
amasioHHbiMu. Criegyrolime nonyvyaemble OTYETbl CPaBHMBAKTCS C 3TanoHHbIM. [lepBbi oTyeT Byaet
nonydeH ELLY Dallas Lock cpa3sy nocne npouecca peructpaumm moayns AreHt ELLY B OB.
Hap tabnuuen ectb none «lMokasaTb TOMbLKO OTAMYNS», yCTaHOBKa dhriara HanpoTUB 3TOro Nons NpuBoauT
K Mepexogy B pexum OToDpaxeHus oTnuuMa oTyeTa, Tekywero OT 3tanoHHoro. CHatve dnara
BO3BpaLlaeT K NPOCMOTPY BCEX NapaMeTpoB.
Ha naHenu nHcTpymeHTOB «[leicTBusi» Bkragkn « OT4eTbl» AOCTYNHbLI criedyrolmne koMaHabl no padote
c oTyeTamun moayns AreHt ELLY:

e «OBHOBUTBbY» (NOMYYNTb TEKYLLMI OTYET C MOAYNSA U CPaBHUTL C 3TArIOHOM);
e «[lpuMeHUTb n3meHeHusa» (caenaTb TEKYLLUA OTYET ITANIOHHbIM);
o «CoxpaHuTb B hann» (NO3BOMNSET COXPaHUTb TEKYLLMIA OTHET B TEKCTOBOM hopmare).

OTtyetsl

Jlowen GesonacHocT 4 . .
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Puc. 260. OT4yeTbl moayns AreHT ELJY

MpumeuaHue. [lepnoamyeckoe CpaBHEHWE OTYETOB MOXHO HacTpouTb B pasgene
«[TapameTpbl paboTbl MOOYIIENY.

Mony4yeHHbIN Tekywnin otyeT oT AreHta ELLY cpasHuBaeTcs ¢ aTanoHHbIM. PesynbTaT cpaBHeHWsi
oTobpaxaeTcsa B paboyen obnactu Bknagkn «OT4ETbI».

Ecnun nony4YeHHbI OTYET OTNNYAETCA OT 9TanNOHHOro, TO MPOUCXOAUT HapyLleHue LenocTHOCTU. B Takom
cryyae nosiBnseTcs ysedomneHne o6 nHumaeHTe 6e30nacHOCTM, a OTNMUMS B oTYeTe BGyayT BblAeneHbl
LBETOM.

Mpu BbIGOPE Ha NaHenu MHCTPYMEHTOB «[encTBus» koMaHabl «CoxpaHuTb B aiin», OTKpPbIBAETCA OKHO
«CoxpaHute oTtyeT 06 annapatHom obecnedeHun» wunm «CoxpaHWTb OTYET O MPOrpaMMHOM
obecrneyeHun», COOTBETCTBEHHO.

B okHe HeobxoauMo ykasaTb NyTb AN COXpaHeHUs!, U 3adaTb UMsi doaiina (No HeoBGXOAMMOCTH, 3aMOSTHUTL
nHpopMaLMio O NoapasfeneHnax U aBToMaTU3MpPoBaHHON cucTeMe).

B wanke otyeTta pgononHuTensHo OydeT 3adMKcMpoBaHa  MHGOpMauus O  nonb3oBaTere,
VMHULMUPOBABLLEM COCTaBIIEHNE OTYeTa, AaTa COCTaBMeHns oTYeTa U UMSI KOMMbloTepa.



D CoxpaHuTe OTHET 0 NporpaMmHonM cBecnedenn =

CoxpaHuTe dakn Kak...

MyTe:  frware_2024_07_04_16_46_58.6¢t |

Mudopmauma:

Haseanwe nogpasgenceHna

HanmeHosaHne AC

OTEETCTBEHHEIE nngas

HauaneHuk nogpazgeneHma
Hauanenuk nogpasgenenna T3

Hauanexnk NojpasjeneHia CoNpoBoHLEHNA

CoxpaHnTs OTmena

Puc. 261. KomaHaa «CoxpaHuTb B dhann»

15.4.7 XypHanbl Arenta ELLY

Bknapgka «KypHanbi» ans AreHta ELLY nossonsieT npocmatpuBaTh KypHarnbl 6e30nacHOCTM MOAYNS.
Ona mogyns ArenT ELLY Windows (puc. 262) AOCTYNHbI:

«CunCTEMHBIN XypHany;

«KypHan npunoxeHum»;

«KypHan 6e3onacHoCTuy;

«KypHan ycTaHOBOK».

XKypHane!

v [lomeH BesonacHocT = -
JKypHan NpruAoKeHNi [ KypHan Ge3onacHocTn ] [ KypHan ycTaHoBoK ] =

Jower BezonacHocTnl2
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Puc. 262. XypHanbi Arenta ELLY Windows
Ona moayns ArenT ELLY Linux (puc. 263) OOCTYMHBbI:
o «CuUCTEMHbBIN XypHan»;
e «KypHan ayTeHTUrkaummny;
e «KypHan nonb3oBaTenbCKMX COODLLEHWNAY;
(] pHan ne4vyaTtn»,
' B T | Hypren J [ Hopron nomsoearesecxn | Hypron nesarn
SUNBTPBI

D ¥ Bpemn Tun Mctounm Wma APM Coobuienne

) 100

55 (][ —
© ArentELLY D T

Puc. 263. XypHanbi Arenta ELJY Linux



EgouHbin ueHTp ynpasneHns Dallas Lock
UHCTpYyKLUMA NO ncnosib3oBaHUIO

Pa6oTa c xypHanamu moaynei onucaHa B pasgerne «KypHanbl MOoynsy.
[nsa nonyyeHust 3anuncein xxypHanos ¢ Moaynsi TpebyeTcsi BbiNonHeHWe cbopa XKypHaroB.
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16 KASPERSKY SECURITY CENTER

16.1 Hactpounka Kaspersky Security Center

IOna HacTporkn napameTtpoB Kaspersky, Heob6xogMmMo B rnaBHOM MeH KoHconm ELLY BbiOpaTtb MyHKT
«HacTtporika KSCx». lNMpu HaxaTun, oTKpoeTca cTpaHunua «Hactponka Kaspersky Security Center» (Puc.
264).

> Hacrpoiika Kaspersky Security Center
|

Mapamertpsbi v
@ Mepuoa cBopa xypHanos c cepeepa KSC: kS ~
Q
-
Th
@ .

Mogknouenue k Kaspersky Security Center b
&
® . .

s DNS nmn IP-agpec xocra  Bepcwma npogykia

(i}

Puc. 264. CtpaHuua Hactpoinku Kaspersky Security Center

B 6rnoke napameTpbl 3agaeTcsa NepnoanyHoOCTb cOopa XXypHarnoB 1 CUHXPOHU3auumn ¢ cepsepom Kaspersky
Security Center (KSC). lNMepuog cbopa xypHanoB ¢ cepBepa KSC n nepvog CUHXPOHU3ALMU MOTyT
NpyYHUMaTh 3HadeHus oT 5 MUHYT 0o 1 Hegenu n «Hukorga». 3HavyeHne No yMonyaHmio — «1 4.».

16.2 MNopgknrouyeHune K Kaspersky Security Center

Ons nopkntoyeHns k KSC HeobxoaMmo OTKpbITb rnaBHoe meHio KoHconwn ELLY n BbiGpaTb NyHKT —
«HacTtporika KSC».
B 6noke «lMogknioverne k Kaspersky Security Center» (puc. 265) HaxxaTb KHOMKY «[1o6aBuT HoBbI KSCy,
B OTKPbIBLUEMCS OKHE YyKa3aTb:

e cepBep KSC (copmat BBOAA <adpec>.<rnopm>. B kayecTBe agpeca MOXHO yka3aTb DNS-ums,

NetBIOS-umsa, nnbo IP-agpec);
e nmsa agMmuHuctpartopa KSC;
e Maponeb.

HaxaTb kHonky «[logknioueHue» Ang noareepxaeHus noakmnodeHns Kk KSC. [na oTMeHbl NoaknoyeHns
HaxaTb «OTmMeHay.



O Moakniovenne k Kaspersky Security Center >

Cetesoe nmA cepeepa K5C

Mma agmuHucTpatopa K5C

Mapone
Puc. 265. NoakntoyeHue k Kaspersky Security Center
Ecnv nogknioyeHwe npowno ycnewHo — B cnegywowem okHe (puc. 266) oTtobpasutca 6Gasosasi

nHdopmaums o cepsepe KSC.

YcTtaHoBKa dnara «ABToMaTtuyeckuii BeBog B [1b HoBbix knueHToB KES» — no3BonseT 3apernctpnpoBatb
Bcex knueHToB KES, Bxoaswmx B coctaB nogkniovaemoro cepsepa KSC, B lomeHe ELLY Dallas Lock.
lMocne pepakTnpoBaHMsa NnapameTpoB HaxaTb KHOMKY «Beectu B [1b».

0 Mogrmoyerme x Kaspersky Securty Center X

Agromamieecowi goog & JB rossx ennenroe KES

Mwn cepeepa KSC | bds-srv22-kse14.dl local
Bepcwn KSC:

Kon-so canesiron KES:

Puc. 266. MopknioyeHue k Kaspersky Security Center

B KoHconu ELLY B kopHe gepeBa [lomeHa 6e30nacHOCTM NOSIBUTCS 3anvCb C COOTBETCTBYIOLLMM UMEHEM
cepepa KSC (puc. 267).

bds-winl0-12.dl.local

Kaspersky Endpoint Security

' Puc. 267. KSC B aepeBe [lomeHa 6e3onacHocTu

Knuentol KES B gepeBe [lomeHa 6e30nacHOCTU O0TOOpaXalTCs Kak oTaeNnbHble Moaynu B coctaBe APM
(puc. 268). Ona peructpauum B OB ELY HesapeructpupoBaHHbIX knuveHToB KES wunu yaaneHus
3aperucTpmpoBaHHbix Mopynen KES, HeobxoaMmo ycTaHOBUTH/CHATL dnar B ctondue «CocTosiHue»
(cm. «KnuenTbl Kaspersky Security Center»). Bce wuameHeHuss oTtobpaxatotcs B AepeBe [JomeHa
©esonacHocTw.




55 OomeH GR30nacHOCTH
@ k-win-ksc.dllocal
v [0 HEPACNPEAENEHHEIE OEREKTHI
* 3 k-ubuntu-kes
<y Endpoint Security
B2 k-win-kes.dl local
B k-win-ksc.dl.local

B CETEBLIE ¥YCTPOL

- I'II"I,-I:L‘IJ‘..” E HHEIE OB BEETHI

Puc. 268. KES B gepeBe [lomeHa 6e3onacHocTu

Mpumeuvanue. [ns peructpaumm B OB ELY «knueHtoB KES, Bxogsdwux B cocTtas
nogkniovaemoro cepsepa KSC, HeobXxogumo HamuuvMe  YCTAHOBJIEHHOTO  Ha
pernctpupyembix APM MO «AreHT agMuHUCTprpoBaHnst KSCy.

16.3 OTkntoyeHmne Kaspersky Security Center

BbiBecTu cepep KSC n Bxogsime B Hero mogynu KES 13 [lomeHa 6e3onacHoctu ELLY Dallas Lock MoxHO
cnegywowummn cnocobamm:

e Ha Bknagke «CBoaka» BblOpaTb AeNCTBME «YOanuTby;
e  OTKPbITb KOHTEKCTHOE MEHIO B ilepeBe 0OBEKTOB ANsi AaHHOrO y3na, BeldopaTh «Yaanutby.
Mpu BbIBOpE OencTBMSA «YOanuTb» NOSBUTCA OKHO C npegynpexaeHuem (puc. 269). Ecnu nogteepanTs

yoaneHne — cepeep KSC wu wmogynu KES ©Oyayt nepemelieHbl B 6aszoByo rpynny [domeHa
6e3onacHocTN «YAaneHHble 00 beKTbI».
O YaaneHme >

Bbl TouHO ®oTHTE waanuTe cepeep Kaspersky Security Center W 5Ce BxogaLLMe B Hero
moaynn Kaspersky Endpoint Security?

Puc. 269. OtkntoyeHue Kaspersky Security Center

16.4 Hactpouka Kaspersky Security Center

B kopHe gepesa [JomeHa 6e3onacHocTn ELLY Dallas Lock otobpaxaeTcs noakntoyeHne k cepepy KSC.
3Ha4ku nogknoyeHHoro cepsepa KSC, 3aBUCAT OT COCTOSIHWSA U MOTYT NPUHMMAaTb CeayoLwni BUA:

— cepBep NOAKITHOYEH;

cepBep He NOAKITHYEH.



16.4.1 CwuHxpoHM3auusa

Ona otnpasku Ha ELLY Dallas Lock ceegeHun o cepsepe KSC v npuBeaeHns B COOTBETCTBUE CUCTEMHOIO
BpeMeHN Heobxoaumo npoBeAeHne CuHXpoHu3auun. CuHxpoHu3aums MoxeT ObITb npoBeaeHa
npw ycroBumn Hanuums cetesoro nogknoveHms mexay ELLY Dallas Lock n cepeepom KSC:

e nepuoanyeckmn (cm. «Hactpowka Kaspersky Security Centery);

e 1o koMaHge nonb3oBatens us KoHconu ELLY.
Komanga «CwuHxpoHusmpoBatb» B KoHconun ELLY ana cepsepa KSC goctynHa Ha Bknagke «Csogka»
Ha naHenu MHCTpymeHToB «OnepaTtuBHOe ynpasneHue» (puc. 270).

CHHEPOHWEHPOEATE
CobpaTh ¥YpHanbI

OTEpLITE web-agMUHUCTpHpOBaHKE

Puc. 270. OnepaTuBHOe ynpaBneHue

16.4.2 CO6Gop XypHanoB

Ona nonydennss B ELLY Dallas Lock 3anuceit xypHanoB, Beaywimxcs Ha cepBepe KSC, Heobxooumo
nposegeHune cbopa xypHanos. CO0p xypHanoB MoXeT ObiTb NMPOBEAEH MPU YCNOBUU HaNU4Msa CETEBOrO
noaknoveHns mexay ELLY Dallas Lock n cepsepa KSC:

e nepuognyeckn (cm. «HacTtpowika Kaspersky Security Centery);

e 0 KOMaHAe nonb3oBaTtens us Konconu ELLY.
Komanga «CobpaTtb xypHanbl» B KoHconu ELLY ans KSC poctynHa Ha Bknagke «CBogka» Ha naHemnu
uHcTpyMeHToB «OnepaTunBHoOe ynpasneHuey» (puc. 270).

16.4.3 OTKpbITb Web-agMUHUCTPUpPOBaHME

Ons nepexona B Beb-uHTEpdelic Kaspersky Security Center, Heobxoanmo BbibpaTtb kKomaHgy «OTKpbITb
web-agMUHUCTpMpOBaHNE» Ha NaHenu MHCTpPYMeHToB «OnepaTuBHoe yrnpasneHme» (puc. 270).
Mpu HaxaTum Ha kHomky «OTKpbITb Web-agMuHMCTpUpOBaHME», B Bpay3epe OTKpOeTCs OKHO BBOAA,
roe HeobxoamMmo 3anofHUTb cnegyowme Nons:

e  1Ms nonb3oBaTens;

e Mapone;

o unms CepBepa aMUHUCTPUPOBAHWS, K KOTOPOMY HYXKHO MOAKIHOUUTBCS.
3aTtem HaxaTb KHOMNKy «Bontny.

16.4.4 CBopka Kaspersky Security Center

Bknapgka «Ceogka» (puc. 271) otobpaxaeT obLiee cocTtosiHue cepepa KSC.



> Q v @ Ceopxa
L WUHdbopmaLua 06 o6bekTe v
) scl4.dllocal
"1 ) AEWCTBUA
HEPACTIPEJIE/IEHHBIE OB BEK... Beog e b 2024-07-08 12:48:10 (GMT+03:00)
o) CETEBBIE YCTPORCTBA Mocneriee nokntovenue 2024-07-08 14:14:32 (GMT+03:00) O6Hosuts
@ I DNS komnstoTepa bds-srv22-ksc14
i FQDN xomnsrorepa bds-srv22-kscld.dllocal
*a Hogas rpynna IP-zapec 1010112140
o) AsTomatnecknil eeoa & 5 Hosbix knnerToe KES Bin,
Aapec web- 10.10112.140:8080 Nepeumenosars
b Apxexrypa npoveccopa 64-Gurrias
9 Bepcuna Kaspersky Security Center 14.2.0.26967
Wiz kounsiotepa BDS-SRV22-KSC14
@ Knuenre KES. 4
Onepaunonnan cucTema KomneroTepa Microsoft Windows Server 2022
® Mopr 13209
o Kommentapuit
MHLiAEHTEI GesonacHocTH v Napamerpe: nopniouenns
3a neprog: 08.07.2024 Scnopr
[ Toneke Henpouvarmeie

Mo konnuecTey 3a nepnoa

& Kommenrapuii

4 Ypanutt

Puc. 271. Bknagka «Ceogka» Kaspersky Security Center

HocTynHbl cnegytowmne pasgensl MHOOPMaLNOHHOM NaHenu.
UHdopmaumsa o6 obbekTe

B BepxHen 4yactu MHdOpMaLMOHHON naHenu oTobpaxaeTcs cregyrowas MHpopMauus o TekyLlem
COCTOSIHUN MOAYIISA:

e MH(opmauua o gate u BpemeHn Beoaa B [1b;

o Bepcua Kaspersky Security Center;

uma komnberotepa KSC;

DNS komnbtoTepa KSC;

FQDN komnbtoTepa KSC;

OC komnbloTepa KSC;

apxuTekTypa npoLeccopa;

WHhopMaLus 0 JaTe U BPEMEHM NOCNEeAHEro NOAKINIOYEHMS;
WHopmaums o Konuyectee knneHtos KES;

cTtatyc napameTtpa «ABTomaTuyeckmin Beoa B b HoBbIX kKnneHToB KESy;
IP-agpec;

nopr;

agpec web-agMUHUCTpUpoBaHus;

KOMMEHTapui.

MHUMpeHTbI 6e3onacHoOCTHU

OTtobpaxaeTcs CNMCOK MHUMAEHTOB 6e30MacHOCTU ¢ rpadmnyeckor naHensto. JJoctynHa unbTpaums
oToGpakaemMbix COObLITUMA MO MepuMofy W HacTpolka oTobpaxeHus aunarpamm (cm. «HacTtponka
MHUMAEHTOB 6e30NacHOCTNY).

[1BOVIHOM KKK NO COOBLITMIO OTKPOET 3anucb B OTAENIbHOM OKHE, B CMMCKE AaHHoe cobbiTne byger
NoMeYeHo Kak npoymTaHHoe. [lone KoMMeHTapuin JOCTYNHO ANdA pegakTUpoBaHus.

Ha naHenu nHcTpymeHToB BKknagku «Ceoaka» (puc. 271) 4OCTYMNHbI crieayolme OeicTBUs:

«OBHOBUTLY (06HOBUTL MHGOPMaLMIO Ha BKNaake «Ceoakay);

«lMepenmeHoBaTh» (NepeMMeHoBaTbh UMS cepBepa);

«Ypanutb» (BbiBecTu cepep KSC un Bce Bxogdwme B Hero moaynu KES n3 16 ELLY Dallas Lock);
«lMapameTpbl nogknioveHusa» (puc. 272) (pegaktnpoBaTb afpec cepsepa, NOMMH UM naponb
aAMUHUCTpAaTopa, BKMOYaTb/OTKNIOYaTbL YeKOOKCOM aBTOMaTUYeckuin BBog B [16 HOBbIX KITMEHTOB
KES, koTopble nosiBunuck B coctaee cepeepa KSC);

e «KommeHTapuii» (gobaBreHHbI KOMMeEHTapun oTobpa3utcs B pasgene «WMHdopmaums
06 obbekTe» Bknaakm «Ceogkar).



O MapameTpel NogknoYeHMa k Kaspersky Security Center >

AETOMATHHECKHA BEBOA B AB HOBEIX KNMeHToE KES

Cepeep KSC: |1|:|.1|:|.1|:|3.=32:13299

Maponk: |m

NapT web-roHoonH |EEIBEI

|
MMA 3AMHHHMCTpaTopa KSC: |a|:|min |
|
|

AP3HHTE CITMEHS

Puc. 272. MNapameTpbl noAaKnto4eHUs

Ons cepsepa KSC gocTynHbl cnegylolme KOMaHgbl onepaTtuBHOro ynpasneHus (puc. 270) Ha naHenu
WHCTPYMEHTOB:

e «CUMHXpOHMN3MPOBATLY;

o «CobpaTb XypHarnblI»;

o  «OTKpbITb Web-agMUHUCTPUPOBaHUEY.

MpumeyaHue. Pe3ynbTaT  BbINOSIHEHUA  KOMaHg  ONepaTMBHOIO  YNpaBrieHus
He oTpaxaeTca B KypHanax ELLY. Takke He npegycMOTpeHbl BCNibiBalOWME N npoyune
yBEeOOMIIEHMS O pe3ynbTaTax BbIMOMHEHNS KOMaH, OrnepaTMBHOIO yrpaBlieHus.

16.4.5 KnueHTtbl Kaspersky Security Center

Bknagka «KnuneHTbl» cogepxuT cnucok knneHtoB KES, nonyveHHbIx oT cepsepa KSC (puc. 273). MNone
«CocTosiHMe» oTpaxaeTt coctosaHune pernctpaumm knnentos KES B [b:

OoTMeueHHoe hriarom rnosie o3HavyaeT, YTo AaHHas y4eTHas 3anuncb Nosib3oBaTensl MMeeT AOCTYM
— Ha ypoBHe rpynnbl OB, npu atom «CocTosiHMe» 3agaHo (nepeonpeneneHo) Ha AaHHOM YpOBHE
faepeBa;

[ | — nycTtoe none o3HauaeT, 4To knueHT KES He 3apeructpuposaH B [15.

Ona peructpaumm B OB ELY Dallas Lock HesapernctpmpoBaHHbix knueHTtoB KES unu yaanenHus
3aperucTpmpoBaHHbix mogynen KES, HeobxoaMmo ycTaHOBWUTL/CHATH dnar B ctonbue «CoctosHuey,
cooTBeTCTBEHHO. [Npu peructpaumm n yganenHnn mogynen KES mameHeHus oTobpaxatoTcsi B JepeBe
HomeHa 6e3onacHocTy.

Q v © Knveutsi

eH BezonacHoCTA Coctoanne ™ | Knwnent KES Bepcua APM IP-appec Onucanne
Kaspersky Endpoint Security ana —

bds-srv22-kscl4.dllocal KES 1240467 bds-srv22-ksclddllocal  10.10.112.140 | PEr=s

HEPACTIPEZIENEHHBIE OBBEK... KES 12.40467 bdswinl0-13dllocal 1010112230 hespersky Endpoint Security an

T E T KES 12.40467 bdswinl0-12dlocal 1010112229 Kespersky Endpoint Security ans B
VANEHHBIE OB bEKTHI KES 1240467 bds-win1123h2-12.dllocal 10.10.105.50 Heopersky Endpoint Security ans

HoBan rpynna

Puc. 273. KnueHTtbl Kaspersky Security Center

16.4.6 3apaHua Kaspersky Security Center

Ha ypoBHe moayns Kaspersky Endpoint Security B cnvcke Ha Bknage «3agaHus» AOCTYNHbI AN1s CO3aaHns
TONbKO 3adaHus, aktyanbHble and KES (Puc. 274):

e 0OHOBMEHWE aHTUBUPYCHbIX 6as3;



e  CKaHMpoBaHue KnneHTckux APM.

Ej MacTep cosgaHua 3aaaHus >
BeiGepuTe TMN Mogyna

Kaspersky Endpoint Security ke

Brifepute TMN 3383HWA

OBHoBNEHWE BHTMENPYCHEE Bas

Cranupoeanne knnenTormnx APM

CospaTtk OTtmeHa

Puc. 274. MacTtep co3aaHus 3agaHus

Pabota c¢ 3agaHusmu ana mogynsa KES npousBoguTCs aHanorMyHo HacTtpowke 3aganun ans b

(cm. «3aganua [b»).
16.4.7 XypHanbl Kaspersky Security Center

Ha Bknagke «XXypHanbi» ans KSC goctyneH «XXypHan Kaspersky» (puc. 275). B xxypHane otobpaxaroTcs
BCe cobbITUA, KOTOpble NpMXoAnT ¢ onpegeneHHoro cepsepa KSC Ha ELLY Dallas Lock. Cnpasa Ha naHenu
WHCTPYMEHTOB MOXHO 3agaTb napameTpbl cwunbTpaumn. B paspene «[encTBua» MOXHO COXpPaHUTb
OT(PMNbTPOBAHHbBIE 3aMMCK XypHana C MOMOLLBbK KOMaHAbl «3JKCMOpTUPOBaTh XypHan». [ns o4nctku
BbIOpaHHOr0 >XypHana Mogyns ucrnonb3yeTcsa KoMaHaa « O4ncTuTb XXypHamn».
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Puc. 275. XypHansbi Kaspersky Security Center

16.5 HacTpounka moayna Kaspersky Endpoint Security

KES oToGpakatoTcs Kak oTaenbHble Moaynu B coctase APM, 1 MoryT npuHumaTh criegytowmin BUA:

—  MOAynb MNOAKMIOYEH, 3aluUTa BKITIOYEHE;
@ —  MOAYnb NOAKIMOYEH, 3aLLMTa BbIKIOYEHa;

—  MOAyMb He MOAKMHOYEH.



16.5.1 CsBopaka moaynsa Kaspersky Endpoint Security

Bknagka «CBoaka» oTobpaaeTt obuiee coctosiHue moaynsa KES (puc. 276).

Ceopgka
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Puc. 276. CBogka moaynsa Kaspersky Endpoint Security

JocTynHbl cnepytowmne pasgensl MHopMaLMOHHOW NaHenw.
NHdopmaumsa o6 ob6bekTe

B BepxHel yacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs cregyolas MHopMaUus 0 TeKyLLeM
COCTOSIHUM MOAayns:

e UMHoOpMauMa 0 gate U BpeMeHu nocneaHero NoaknioYeHus Moayns;
MHdOpMaLnsa 0 gate u BpeMeHn Beoga moayns B [1b;

Bepcus Kaspersky Security Center;

ums komnbetotepa KSC;

DNS komnbtoTepa KSC;

FQDN komnbtoTepa KSC;

OC komnbloTEpPA;

ApxutekTypa npoueccopa;

IP-agpec;

cratyc 3awunTtbl KES;

WHpopmMaLms 0 gaTe U BpeEMEHM NocrneaHero 0OHOBNEHNS aHTUBUNPYCHbIX 6as3;
cTaTyC aHTMBUPYCHbIX 6as;

WHopmauns 0 Aate U BpeMeHu nocneaHero nosiHoro CKaHMpOBaHWS;
KOMMEHTapuii K MOAYIMIo.

MHumnageHTbl 6e3onacHoCTU

OTobpaxaeTcs CNUCOK MHUMAEHTOB GesonacHocTuM MoAdyns ¢ rpaduyeckort naHenbto. [ocTynHa
unbTpaumss oTobpaxaembix cobbITUA NO nepuogy W HacTporka oTobpaxeHusi auarpamm
(cm. «HacTponka nHUnaeHToB 6€30MacHOCTUY).

[lBoMHOM KWK No cobbiTho OTKpOEeT 3anncb B OoTAEJsIbHOM OKHe, B CnnCke gaHHOoe cobbiTne 6y,u,eT
NnoMeY4eHOo KaK npovYnTaHHoe. Mone «KommeHTapr» OOCTYNHO OANA pefaKTupoBaHUA.

[ocTynHbl cneayowmne AeNCTBUS C MOAYNEeM Ha NaHenn MHCTPYMEHTOB:

4, OBHOBUTB.
5. Ypanuteb.
6. KommeHTapui.

16.5.2 3apaHusa moaynsa Kaspersky Endpoint Security

Ha ypoBHe moayns Kaspersky Endpoint Security B cnvcke Ha Bknage «3agaHus» AOCTYNHbI AN1s CO3aaHns
TONbKO 3afaHus, akTyanbHble ana KES (puc. 277):

e OBHOBMEHME aHTUBMPYCHBIX 6a3s;

e CKaHumpoBaHue KnueHTckmx APM.



E] MacTep cosgaHns 3a4aHna >
BeiGepute TN mogyna

Kaspersky Endpoint Security kS

BeiGepute TN 3agaHna

OGHoBNEHNE AHTHEMPYCHBIX Ba3

Cranupoeanne knnenTormx APM

Co3path OrtmeHa

Puc. 277. MacTtep co3aaHusa 3agaHumsa

Pabota c¢ 3agaHusmu ana mogynsa KES npousBogWMTCs aHanorMyHo HacTtpowke 3aganun ans b

(cm. «3aganua [1by).
16.5.3 XypHanbl moaynsa Kaspersky Endpoint Security

Ha Bknagke «XypHanbi» ans KES goctyneH «XKypHan Kaspersky» (puc. 278). B xxypHane otobpaxatoTcs
TONbKO T€ COBbITUSA, KOTOpblE NPUXOAAT € BolbpaHHoro moayns KES.

Ha naHenu WHCTpYMEHTOB MOXHO 3afaTb napameTpbl cunbTpaumn. B pasgene [delcTBus MOXHO
COXPaHUTb OTUNBLTPOBAHHbLIE 3aMUCKU XKypHana C MOMOLLb0 KOMaHAbl «3JKCMOPTUPOBATh XXypHan».
[Onsa o4ncTkm BbIBpaHHOrO >XypHana mMogyns ncnonb3yetcs komaHaa « OUNCTUTDL JKypHan».

Q v © JKypHanet

T [lomen GesonacHocTn =
e,

kscl4.dllocal
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B DESKTOP-1BGEAP2 6 03:0C Choit Muuensua otcyTereyer 12 VetaHoska obH|

[ @unetp no spemenn

3asepLuena ycnewro  Nlnuersia orcyTcrayer 12.4.0, Yeranoska o6

Oaxugacr Bsinonmenia 1240, pa———
2
Vuerero 1240 Veranosia ot
Cooi Mwuessna oreyrerayer 12 Veranoska 6|
3asepuiena ycnewno Nluensun o7cy Veranoska obme DuneTp Mo napameTpam
: Oaxugacr BeinoAHEHIA Veranaska o6 Cobumie -
B YAANEHHBIE OBBEKTHI i 5 6
suerero Veranoska obHc Ommcsmne .

C6oit Vetanoska obre .
Y Bepcus npoaykTa
3asepuiena ycnewno Nlnuenzua orcyrcreyer 12 Veranoeka obme
) Japaua -
Ocugaer moinonmeria Veranoska oBhe

. Tun cobermn
Vimerero Yeranoska o6

08:21 (GMT+03:00) Chowt Jlnuensna otcyTcTEyET LZ:J:CHE' Ycranoeka obme
Puc. 278. XXypHansi mopaynsa Kaspersky Endpoint Security




17 CETEBOE OBOPYOJOBAHUE

17.1 Peructpauumsa ceteBoro ycrtponcrtea B [1b

3apernctpmpoBaTtb ceTeBoe yCcTponcTBo B [lomeHe 6e30nacHOCTU MOXHO CrneayrLWmnMmn cnocobamu:

nytem gobasnenus no IP-agpecy;
nyTeEM CKaHMPOBAHUA CETMU.

Ob6a cnocoba no3BonsOT 3aperncTpupoBaTb CETEBOE YCTPOMCTBO B AoMmeHe BesonacHocTu ELLY Dallas
Lock no cneaytowmm npotokonam: SNMP n SSH.

17.11

MpumevaHue. [na koppektHoro B3aumogenctema ELYY Dallas Lock ¢ ceTteBbiMu
ycTponcTBamm TpedyeTcs ONONHUTENBHO OTKPbITh Cneayowmne nopThbl:
e SNMP: nopt 161/UDP, ncxoasiwee nogkmno4YeHune;
e SSH: nopt 22/TCP, ucxoasiwiee nogkrnoYeHune;
¢ Syslog:
o nopt 514/ UDP, Bxogsiiee NogkrioyeHue;
o nopt 1468/TCP, Bxoasiiee nogknoyeHme (npn HeobxogumocTw).

MpumeyaHme. B pamkax koHTponsa CY no npotokony SSH obecneyeHa nogaepxka CY Cisco
I0S, Cisco ASA, D-Link DGS n ZyXel ZyNOS.

[Jo6aBneHune ceTeBoro ycrpouctaa no IP

Ona peructpauumn ceTteBoro yctponctea B [JomeHe 6esonacHoctn ELLY Dallas Lock no IP-agpecy
HeoOX0AMMO BbINOMHWTL CreayoLwme warm:

1. Y6eantbcs, YTO ceTeBOE YCTPOMCTBO NoaaepXmBaeT oauH u3 npotokonos (SNMP/SSH), n goctynHo
no cetu Ans Bcex cepsepos knacrepa Ob.

2. 3anyctutb KoHconb ELLY n aBTOpu3osaTtbces.

3. Ha yposHe [domeHa GesonacHocTu unw rpynnbl (nogrpynnbl) Ha Bknagke «CBogka» Ha naHenwu
WHCTPYMeHTOB «[encTtBusi» BbiOpaTe kKoMaHay «[JobaBuTb ceTeBoe yCTPONCTBO» (puc. 279).

=y

O6HoBNTL
NepenmeHoBaThb

Cosparte rpynny

CxkannpoBaTh CeTh
Oobasutb ceTesoe yCcTpoicT 80
MpoBepuTb QOCTYNHOCTb

MpoBEpHT b UENOCTHOCTb

Puc. 279. lo6aBUTb ceTeBoe YCTPOUCTBO



4. TosiBuTtcs okHo «[JobasneHne ceTesoro yctponcTea» (puc. 280) B KOTOPOM HeoBxoaMMO ykasaTb IPv4-
agpec v BblbpaTk TUN NpOTOKONa ceTeBOro ycrporcrea. [nga Bbibopa Tuna npoTokona, Heobxoanmo
yCcTaHoBUTb pnar HanpoTus Hy>kHOro (SNMP nnn SSH). Mo ymonyanutio BkntodeH cnar «Acnonb3oBatb
SNMP».

[danee Heob6Xx0AMMO 3anoNHUTL NapameTpbl NOAKNIOYEHNS BbIBPAHHOIO NpoToKona:

SNMP SSH
e Bepcua npotokosia SNMP e qopT
e rmopT e TanMayT NoAKIoYeHUs (Mc)
e Tanmayt (McC) e TanmayT oTBeTa (MC)
e coobuecTBO (Naponb) ®  1Ms nonb3oBaTens
e naposnb
e  MpVBWIErMPOBaHHbIN Naposb

D JoGaenenne ceTeBoro ycTpoicTea X
IPvd:

WMcnonezosate SMMP:
Bepcun SNMP: G ke

Mopr: 161

TaimayT (mc): 400

CoobBwecreo (napons): |public

WMcnonesoeate 55H:
Mopm |22
TalimayT nogentodenna (mc): 400
TakimayT oTeeta (mc): 4000
WMma nonezceatens:
Mapone:

MpuennernpoeadHblil napons: | CnuMoHansHo

MpuHnmate Syslog-coobwenna:

@ Cnpaska OTmena
Puc. 280. OkHO napamMeTpoB NOAKMOUYEHUsI

5. Mocne 3anonHeHusi Bcex Mornen HaxaTb KHOMKy «[pogomkutey». [Mpu peructpauumn ycTponcTea
no npotokony SNMP nossutca okHo «[pegynpexaeHue» (puc. 281). [Ins npoOormkeHusa npolecca
pervctpaumm HeobxoaMMo HaxaTb KHOMKY «OK», Mpu HaxaTum KHomnkn «OTMeHa» OyaeT npousseneH
BO3BpaT Ha Liar Hasag, rge MoXkHo 6ygeT BHECTU U3MEHEHMS B NapaMeTpbl NMOAKITIOYEHUS.

O Npegynpexaenme X

MpegynpexgeHme.
Mogknioserne no npotokoay SNMP He 3awmulero.

Bbl yBEPEHBI, HTO XOTUTE NPOADAKNTET

] He noxassisaTs cHosa

Ommena

Puc. 281. NMpeaynpexpeHune o noakntoveHnu no npotokony SNMP




MpumeuyaHue. [lpu yctaHoBke dnara «He nokasbiBaTb CHOBay, cneayouwme
npegynpexaeHusa dyayT ckpbITbl. BoccTaHOBUTL NpeaynpexaeHns MOXHO HaXaB Ha KHOMKY
«BoccTaHoBUTE NpeagynpexaeHns» B rnaBHOM MeHo koHconu ELLY — «[lMapameTpbl...» —
«Obwmey» (cM. «[MapameTpbl paboTbi»).

Ecnu npouecc peructpaumm ceteBoro yctponctsa B [1b npollen ycnewHo, To Yepe3 HEKOTOpoe BpeMst
B AepeBe [lomeHa Ha ypOBHe, Ha KOTOPOM Obina Bbi3BaHa kKomaHaa «[JobGaBuTb ceTeBOoe YCTPONCTBOY,
NOSIBUTCS UKOHKA 3aperMcTpMpoBaHHOro CETEBOro yCTponcTaa (puc. 282).

Jomen GezonacHOCTK

© Mikrotik routeros.isc.confident.spb.ru

Puc. 282. UkoHka 3apernctpmpoBaHHOro ceTeBoro yctpoucrtea B aepese [1b

17.1.2 CkaHupoBaHMe AMana3oHa ceTeBbIX afpecoB

[na pernctpaunn ceteBoro yctponcTtea B [lomeHe 6e3onacHoctn ELLY Dallas Lock nytem ckaHupoBaHus
AnanasoHa ceTeBblX aApecoB HEOOXOAMMO BbINOMHUTL CreayoLme Lwaru:

1. Y6eoutbcs, 4TO ceTeBOe YCTPOMCTBO MogaepxuBaeT oguH 3 npotokonoB (SNMP/SSH), n goctynHo
no ceTu Ang Bcex cepBepoB knacrtepa Ob.

2. 3anyctutb KoHconb ELLY n aBTOpHn3oBaTbCA.

3. Ha ypoeHe [domeHa GesonacHocTu unw rpynnel (nogrpynnbl) Ha Bknagke «CBoaka» Ha naHenwu
WHCTpYMeHTOoB «[JencTBusa» BblbpaTe KoMaHay «CkaHupoBaTb ceTby» (puc. 283).

=

06HOBHTB
NepenMeHoBaThb

Cosgarte rpynny

Cospnars APM

CKaHMpoBaTh CETh
DobasuTb ceTesoe yCTpoicTBo
MpoBepHTb JOCTYNHOCTb

lMpoBepuTb LENOCTHOCT b

Puc. 283. CkaHupoBaTb ceTb

4. TossuTtcs okHO «CKaHMpoBaHWE CeTU», B KOTOPOM HYXXHO NepenTun Ha Bknagky «CeTteBoe yCTpPOMCTBO»
1 ykasaTb AnanasoH IPv4-agpecoB ons ckaHupoBaHus (puc. 284). 3atem BbIOpaTh O4MH U3 NPOTOKOMOB
(SNMP/SSH) 1 3anonHutb Tpebyemble Anst HEro Nofsi:

SNMP SSH



e Bepcuda npotokona SNMP e nopT
e ropT e TanWMayT NOAKIMYeHUs (MC)
e TammayTt (Mc) e TanmayT oTBeTa (Mc)
e coolOuecTBO (Naponb) e  1Ms nonb3oBaTens
e naponb
®  MpPUBUMErMPOBaHHbIA Naponb
0 Ckanmposarine cetn [m} >
] Mogyne | IPv: A 5 : — 3 A 3 |
Wecnonezosate SHNMP:
Bepoua SMNMP: vac ~

MopT: | 161
TaimayT {Mc): | 400

Coobwecrso (napone): |public

WononezoBaTte S5H:
MopT:
TaimayT noaknodenns (mc): | 400
TalmayT oteeTa (Mc): | 4000
VA nonb3oBaTens;:
Mapons:

TPUEMNErMPOBEHHSIA NEPoMs: | CNLMOHENEHD

MprHuMaTe Syslog-coofuenna:

® Crpaska Il CKaHWpOBaTE | OTreHa

Puc. 284. OkHO ckaHMpoBaHUWe ceTn

B 3TOM ke OkHe C MOMOLLIbIO MOCTAHOBKM dhriara MOXHO HacTpoUTb NpueM Syslog-cooBLLeHWIA.

5. MNocne 3anofiHeHUsi Bcex Momnei HakaTb KHOmMky «CkaHMpoBaTb» WM Aaree MOXHO MpocMaTpuBaTh
COCTOSIHME MpoLecca CKaHMPOBaHUS AJ1s1 KaX40ro Anana3oHa CeTeBbIX afipecoB.

MpumeyaHue. [lpu ckaHupoBaHuuM cetu no npotokony SNMP nossutca  OKHO
«Mpegynpexaenne» (puc. 281). [Ans NpoaosmkeHns npouecca CKaHMpoBaHUs Heobxoaumo
HaxaTb kHoMKy «Ok», npu HaxaTtuu kHonkn «OTmeHa» ByaeT npoussBedeH BO3BpaT Ha war
Hasap, rae MOXXHO BHECTU U3MEHEHMSA B NapaMeTpbl CKAHUPOBaHMS.

6. Mo 3aBepleHUn npouecca CKaHWPOBaHUSA U3 Crnncka OBHapyXeHHbIX OOBLEKTOB MOXHO BbibpaTb
Te 06bekTbl, KoTopble Heobxoaumo 3apernctpuposaTth B b (puc. 285).

D Crannpossnne cetn m] X

-
~ " CKBHHDOEEHHE CETH 3aBEpIWeHD
CeTesoe YCTPOUCTBO

DBHApyHEHHEIE 00BEKTEL
IP-appec DNS-uma Obwexr Domen SSH

192.168.12,122  debianikl.confiru HewzeectHoe ycTpoiicTee debianikl.confiru  Otcytcreyer  He 3agano uma none3cearens,

<

Puc. 285. Bbi6op 06LekToB ansa peructpauuu B 16




7. Mocne BbiGopa BCEX PErMCTPUPYEMBIX YCTPOMCTB HY)KHO HaXaTb B OKHE KHOMKY «3apernctpuposatby.

Ecnn npouecc peructpaumm ceteBbix YCTpPoOWCTB B [Bb npolwen ycnewHo, To BblibpaHHble CeTeBble
yCcTpoWicTBa 3apernctpupytotcs B aepeBe [omeHa 6esonacHoctu B 6asoBoi rpynne «CeTteBble
ycTponcTtea» (puc. 286).

* [ CETEBBIE YCTPOWCTBA

© HeussecTHoe ycTpoiicTBO debian

Puc. 286. UkoHka 3apernctpmpoBaHHOro ceTeBoro yctpoucrtea B aepese [1b

17.2 YoaneHue ceteBoro yctpoucrsa us [1b

[na ynaneHus ceteBoro yctponctea us lomeHa 6e3onacHoctn ELLY Dallas Lock Heobxoanmo:

1. BblbpaTb NYyHKT «YganuTb» M3 KOHTEKCTHOMO MEHI0, HaXKaB MpaBOM KHOMKOW MbIWKN Ha HyXHOe
ycTponctBo B AepeBe b (puc. 287), unvM BOCMONb30BaTbCA KOMaHAOW «YOanuTb» Ha NaHenu
MHCTpyMeHTOB «[encTteusa» Bknagkn «Ceogka» Ha ypoBHe ycTporicTBa B aepese b (puc. 288).

[0 CETEBLIE ¥CT CTEA

s EHH LI EEE e
MapaMeTpbl NOAKNKYEHKMA

MpoBepUTE ADCTYNHOCTE
rlpDBEpMTb UeNoCTHOCTE

KommeHTapui

Bripesate Ctrl +

Puc. 287. YaaneHue ycTpoiricTBa NnocpeACcTBOM KOHTEKCTHOIO MEHHO

Q v @ Ceogka
= Jlomen BezonacHocT 8
Wudopmauus 06 o6bexte v —
® Mikrotik routeros.sc.confident opmaLy
~ ) ) AEACTBUA
¥ 0O HEPACNPELENEHHBIE OBBEKTHI Beoae /16 2024-07-10 11:20:42 (GMT+03:00)
DMS-uma routeros.isc.confident.spb.ru O6HoBuTL
_ ) Appec 192.168.130.231
S ez o U Venonsayensie npoTokos SNMP, SYSLOG
OBA/L KoHTpoAs AOCTynHOCTH Bicn.
CETEBBIE YCTPOWCTBA Kewtpens yenocrocta Ben.
] Mogens
ST I E ST Tocnearee Bpena AQCTYNHOCTH yerpoiictea  2024-07-10 11:21:01 (GMT+03:00)
TMoaunHerHsiii J16 TocneaHAn NpoBEpKa AOCTYMHOCTH 2024-07-10 11:21:01 (GMT+03:00)
ToCAEAHAR NPOBEPKE YENOCTHOCTH 2024-07-10 11:20:52 (GMT+03:00)
Mpousscautens Mikrotik
PesynuTat nocnegseii npoaepin KL HapyLuenuii ner
PesynbTat nocneaseii nposepku AOCTynHocTH JlocTynes
Coobuyecreo/ VA nonssoeatens public
Tun NETWORKING
Koumermapuii Mapamerp asropu3aiym
Mapamerpui noakniouetua
TposepuTs gocrynHocTb
WHumgeHTb BesonacHocTn v = =
Mposepuib uenocrHoCT
3a nepuog: 10.07.2024 00:00 - 10.07.2024 23:59 xenopr
D Toneko HENPOUUTAHHBIE Knuuamaguﬁ

Mo konn4ecTay 3a nepnoa I

y

Puc. 288. YaaneHue nocpeactBom naHenu «encreusi»

2. YpaneHHoe ceTeBOe YyCTPONCTBO NepemecTutcs B 6a3oByto rpynny «YganeHHble o6bekTbi» aepesa [b.

17.3 HacTpounka ceTeBOro ycrtpomcraa

B pepese [omeHna 6GesonacHoctu ELY Dallas Lock npucyTCTByIOT 3aperncrpyMpoBaHHble CeTeBble
yCTpOUCTBA.

3HaukmM 06bekToB, 0603HaYaKOLMX CEeTEBbIE YCTPOWCTBA, 3aBUCAT OT COCTOSIHUSI CETEBOrO YCTPOWCTBA
1 MOTYT NPUHUMATb CrieayoLwWwuii BUA!



ﬂ —  CeTeBOe YCTPOWCTBO AOCTYMHO;

. —  ceTeBOe YCTPOMCTBO HEOOCTYMHO;

Ha CEeTEeBOM YCTPOWCTBE 3aUKCUPOBAHO HapyLIEHME LENOCTHOCTU KOHdUrypauuu,
npu 3TOM CETEBOE YCTPONCTBO AOCTYMHO;

. Ha CeTeBOM YCTPOWCTBE 3adpMKCUPOBAHO HapyLleHWe LEeNoCTHOCTU KOHdUrypaumm,
"~ NpuW 9TOM CETeBOE YCTPOMCTBO HEOCTYMHO;
CBSi3b C CETeBblM YCTPOMCTBOM OTCYTCTBYeT CBbille 3agaHHoro Ha ELLY Dallas Lock
. BpeMeHU, KOTopoe onpegensieTcs napameTpoMm «OnoBeLLeHns Npyu OTCYTCTBUN CBSI3N C
" 06bekToM (B AHSAX)» (MPW YCMOBWM, YTO HACTPOEHO OroBeLLeHe 06 OTCYTCTBUM CBA3M
C 0ObekToM).
HacTpolikn Ha ypoBHe ceTeBoro ycTpoicTBa 0TOOPaxKatTCst Ha HECKOIIbKUX OCHOBHbIX BKIagKax.

17.3.1 CpBopaka ceTeBOro yctpoucrea

Bknapgka «CBoakay» Ha ypoBHE CETEBOrO YCTPONCTBa oToOpaxkaeT obLuee COCTOAHME CETEBOIO YCTPOWCTBA
(Puc. 289).

Ceopaka
v [Nomet BeaonacHoCTH 8
- WHdpopmayus o6 o6bexTe v —
® Mikrotik routeros.sc.confident opmaLy
~ ) ) AEACTBUA
v 0O HEPACTIPEAENEHHBIE OBBEKTHI Beoae b 2024-07-10 11:20:42 (GMT+03:00)
) CA3-MP MKS DMS-uma routeros.isc.confident.spb.ru O6HoBuTL
_ ) Appec 192.168.130.231
S ez o U Venonsayensie npoTokos SNMP, SYSLOG
OBA/L KoHTpoAs AOCTynHOCTH Bin,
CETEBLIE YCTPOV KorTpons yenoctHoctn Bin.
] Mogens
SR IENE ST e Tocnearee Bpena AQCTYNHOCTH yerpoiictea  2024-07-10 11:21:01 (GMT+03:00)
TMoaunHerHsiii J16 TocneaHAn NpoBEpKa AOCTYMHOCTH 2024-07-10 11:21:01 (GMT+03:00)
ToCAEAHAR NPOBEPKE YENOCTHOCTH 2024-07-10 11:20:52 (GMT+03:00)
Mpousscautens Mikrotik
PesynuTat nocnegseii npoaepin KL HapyLuenuii ner
PesynbTat nocneaseii nposepku AOCTynHocTH JlocTynes
Coobuyecreo/ VA nonssoeatens public
Tun NETWORKING
Koumermapuii Mapamerp asropu3aiym
Mapamerpui noakniouetua
TposepuTs gocrynHocTb
WHumgeHTb BesonacHocTn v = =
Mposepuib uenocrHoCT
3a nepuog: 10.07.2024 00:00 - 10.07.2024 23:59 xenopr
[] Tonsko nenpouuaHmsie Kommertapmii

Mo koanuecTay 3a nepnoa y
ganwTs

Puc. 289. CBopgka ceTeBoro yctpoucraea

JocTynHbl cnegyowne pasgensi MHOOPMaLNMOHHOW NaHenu:



UHdopmauus o6 o6bekTe

B BepxHen yactu MHOPMALMOHHOW NaHenn oTobpaxaeTcsa crneaywoLllas uHpopmaums o TekyLiem
COCTOSIHUUN CETEBOro YCTPOWUCTBA:

Aarta 1 Bpems perncrpaumm ceTeBoro yctponcTtsea B [16;

DNS-ums ycTponcTea;

ceTeBOW agpec YyCTPOMUCTBa;

UCMnonb3yemble NPOTOKOSbI;

COCTOSIHME KOHTPONS OOCTYMHOCTH;

COCTOSIHME KOHTPOIS LeNoCTHOCTY;

Hdopmauns 0 npoussoguTene, TUNe U Moaeny CETEBOro YCTPONCTBA;
Aata v Bpems nocrnegHen 4OCTYNHOCTM YCTPOWUCTBA;

Aarta v Bpems nocnegHen npoBepky AOCTYMNHOCTY;

Aarta v Bpems nocrniegHer NpoBepPKU LLeNoCTHOCTY;

MHdopMaUns o pedynbTaTax NPOBEPKN LIENOCTHOCTY;

WHopmMaLms 0 pedynbTaTax NPOBEPKN AOCTYNHOCTN YCTPONCTBA;
coobLecTBo/MMSA Nonb3oBaTens, Nog KOTOPbIM 3aperncTpupoBaHO YCTPONCTBO;
KOMMEHTapWUN K YCTPOWNCTBY.

MHUunpeHTbI 6e3onacHoOCTHU

OTobpaxaeTca CNUCOK MHUMAEHTOB Be30nacHOCTU CETEBOr0 YCTPOWCTBA C rpachmyeckon naHesbto.
HoctynHa dunbTpaumsa otobpaxaemblx COObLITUI NO NEpMoAyY M HACTPOKKa OTOBpaXeHus avarpaMmm
(cm. «HacTponka nHungeHToB 6e30nacHOCTUY).

[BOMHONM KNWK NO COObLITUIO OTKPOET 3anvCb B OTAENbHOM OKHE, B CMWCKe AaHHoe cobbiTne byaet
noMeyeHo Kak npovmTaHHoe. [None «KommeHTapuin» JOCTYMNHO ANA peAakTMpOBaHus.

,D,OCTyFIHbI cnegywoouine OEenCTBus C CETEBbLIM YCTp0I7ICTBOM Ha naHesn MHCTPYMEHTOB!

Nogkrwbdr

OGHOBUTB.

MapameTpbl aBTOPU3ALNN.
MapameTpbl NOOKMOYEHMS.
MpoBepuTb AOCTYMHOCT.
lMpoBepuUTb LIENOCTHOCTb.
KommeHTapui.

Yoanuts.

Ha naHenu MHCTPYMEHTOB OOCTYMNMHa KoOMaH4a onepaTtuBHOIO yrnpaBlieHnsA «I'Iepe3arpy3MTb».

MpumeyaHue. He Bce ceTeBble YCTPOWCTBA NOAOEPXKMBAIOT YNpaBrieHWe MUTaHEM
no SNMP, Ho gaxe Takue ycTporcTsa 6yayT gobasneHbl B rpynny ceTeBbix ycTponcts [b.
[nsi KOppPEKTHOW BO3MOXHOCTW nepe3arpysku ceteBoro ycrponctea no SNMP TtpebyeTcs
HacTpouTb NapameTpbl aBTOpu3auuun. B none «YnpaBneHuwe nNUTaHMEM» OOMKHO ObITb
nponucaHo public (Puc. 290).

O MapameTpbl asTOpUsaLMm X

Coobwectso

MonyyeHue KoHUrypawm: ’public

Wcnonb3oBaTh ANA YNPaBNEHUA NMUTaHUEM

YnpaBneHue NuTaHueM: public

Puc. 290. HacTpoiikn napameTpoB aBTOpU3aLn

MpumeyaHue. Pe3ynbTaT  BLINOMHEHMS  KOMaH4  OMEpaTUBHOIO  yrnpaBrieHus
He oTpaxaeTca B XXypHanax ELLY. Takke He npegycmoTpeHbl BChbiBaloLme 1 npoyve
yBeJOMIIEHMS O pe3ynbTaTax BbIMOMHEHNS KOMaH OnepaTUBHOIO yrpaBlieHus.



17.3.2 KoHdwurypaumsa ceTeBoro yctpomcraea

Bknagka «KoHdurypaumsi» Ha ypoBHE CETEBOr0 YCTpPOWCTBa oOTOOpa)kaeT napamMeTpbl CETEBOro
ycTponcTea (puc. 291).

~
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Puc. 291. KoHdurypauus ceteBoro yctponctea

B T1abnuue Ha Bknagke «KoHdurypaumsi» copepxatcsl napameTpbl U MX 3HAYEHUS, MONyYEHHbIe
OT CeTeBoro ycrtponcrtaa no npotokony SNMP unm SSH.
Cnncok napameTpoB CETEBOro YyCTPOWCTBa nNpeacTaBnserca cobon Tabnuuy ¢ nonsamu:

SNMP SSH
e HOMep e HOMeEp
e  COCTOSIHWE e  COCTOSIHME
e MapameTp nms
e  3TanoHHOE 3Ha4eHue koMaHaa

9TalfioHHOEe 3Ha4YeHune
nocnegHee 3Ha4vyeHne

e [locneaHee 3Ha4YeHue

Hapg Tabnuueit ectb nosne «lMokasaTb TONbKO OTNMYMS» , yCTaHOBKA chriara HanpoTMB 3TOro Mo NPUBOANT
K nepexofy B pPeXuMM OTOOpakeHVsi mapameTpoB KOHGMrypauuu, LenoCTHOCTb KOTOPbIX HapylueHa.
CHsiTve chnara Bo3BpalLaeT K MpoOCMOTPY BCEX NapamMeTpoB.

Mpumeyanue. MIB — 6asa ynpasnswowen uHgopmauun. OID — 37O yHMKamnbHbIN
naeHtucpmkatop obvekta B SNMP (0Obektom MOXeT ObiTb MoOAenb YCTpoOWCTBa
UNW KOHKpPeTHbIN  napameTp). OID 3anucbiBaeTCA Kak MOCNefoBaTeribHOCTb  4Ymncen,
pasgeneHHbIX Toykon. Hampumep, «1.3.6.3.2.1». MIB-channbl no3sBonsoT Mcnonb3oBatb
TekcTtoBoe npegctasneHvne OID. Hanpumep, ansa OlDa «1.3.6.1.2.1.31.1.1.1.10» TekcTtoBOE
npeactaeneHne — «ifHCOutOctets».

Mpu pernctpaumm ceteBoro ycTporictea B [lomeHe 6e3onacHoctu B base koHurypauuin ELLY Dallas Lock
OCYLLIECTBNSAETCA NOUCK KOHUIypaLumm Ans 4aHHOro yCTPOMUCTBa.

KoHurypauunoHHele cannbl — peKkoMeHAOBaHHble CMUCKM napaMeTpoB YCTPOWUCTB, HapyLleHue
LLeNTIOCTHOCTM KOTOPbIX CYNTaAETCHA MHUUAEHTOM 6Ge30nacHOCTN.

B ELLY Dallas Lock ecTb HeCKONbKO BUAOB KOH(PUrypaLMOHHbIX (hanifnoB YCTPOUCTB:
e  KOHhurypaumsi ons onpegeneHHbIX Moaenemn YCTPONCTB;
e  KOHCbUrypaums gnsi onpegeneHHbIX Npon3BoanTenen;
e  KOHhMrypauusi no ymon4aHuto.

Mocne pobGaenenusi yctponctea B base koHdwurypauum nponsBoguTCsl MOUCK Hauboree noaxogsiuen
KOHdUrypaumm Ans AaHHOW Modenu ycTponctea. Ecnu koHdurypaumsa nnsa gaHHOWM Modenu He
obHapyXeHa, NpOM3BOAMTCA TMOWUCK KOHdUrypaumm ans npoussogutens. Ecnu He oOHapyxeHa
KOHdUrypaumsa ans npom3sBoauTens, UCNonb3yeTcsa KOHUrypauusa no yMonyaHuo (0 TOM Kak NomnofHUTb
Basy koHdurypaumn ELLY Dallas Lock cMm. «[MapameTpbl ceTeBoro o60pyaoBaHusa»).

HanpgenHasa B 6ase koHdwurypauus npegcrtaBnsetr cobow cnucok OID. YcTponmcTBo onpaluvBaeTcs
no cnucky OID un3 koHdurypauuu, ganee nonyyeHHble npu NepBoM ONPOCe 3HaYeHWs UCMONb3YTCH
B Ka4YeCTBE 3TarOHHbIX.




Ecnu B oTBeT Ha 3anpoc 3HayeHns napameTpa y ceTeBoro yctpornctsa ELLY Dallas Lock nonyyaet nycroe
3HayeHue, B Tabnuue HanNpoTUB Ha3BaHWsS Takoro napameTtpa OyaeT coaepxaTbCcs cumBon «@». Ecnu
YCTPONCTBO HE OTBETUIIO Ha 3anpoc 3Ha4YeHns napameTpa — B Tabnuvue 6yaeT cogepxaTcs 3anuch «(HeT
oTBeTa)».
Ecnn B npouecce (yHKUMOHMPOBAHWS YCTPOWCTBA 3HAYeHWEe MapameTpa CTAHOBUTCH OTIUYHBIM
OT aTanoHHoro, B [1b dukcmpyeTca nHungeHT 6e3onacHocT «HapylieHne LenoCcTHOCTN KOHGUrypawmm
ceTeBoro obopygosaHus» (puc. 292).
MpumeyaHmne. CobbiTS HapylweHUs LEeNOCTHOCTM CETEBOro 00OpygoBaHUS MOryT
Bo3HMKaTb, ecnn ELY Dallas Lock npu pabote He ycneBaeT MNONy4YnTb 3HAYEHUS
napameTtpoB OID c ycTtponctB. [ns peweHus gaHHOW Mpobrembl ceTeBoe YCTPOMCTBO
HeobxoomMMo BbiBeCcTM u3-nog koHTponst ELLY Dallas Lock n 3apeructpupoBaTtb 3aHOBO,
yBenu4umB npu gobasneHum BpemMs TaviM-ayTa.

@ Mpocmorp >

Bpema
2020-10-26 07:34:45 (GMT +03:00)

APM
Mikrotik 10,10, 102,255 (public)

Mogyne
CeTesoe obopyacsaHue

CobeiTne
HapylweH1e LENOCTHOCTH KoHMUrypaLwmi ceTesoro obopyaosaHa

PesynbTar
BrissneHo HapYLWEHHE LENOCTHOCTH

MpuoputeT
BllcokuMi

[ ONONHATeNbHbIE CBENEeHnA

KOMMEHTapMIA:

Puc. 292. MpocmoTp cBepeHUit 06 MHLUMAeHTe 6e3onacHOCTH

Ha Bknapgke «KoHdurypauusi» cooTBETCTBYIOLWMIA NapamMeTp, OTINYHbINA OT 3TanoHHoro, byaeT BblaeneH
LiIBETOM:

e  3TasfloHHOE 3Ha4YeHWe COOTBETCTBYIOLLEro NnapameTpa — KpacHbIM;

e rnocnegHee 3HaYeHne COOTBETCTBYIOLLEro napamerpa — 3eMneHbliM.
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BiicntoumTs KoTpoAB AOCTYnHOCTI

JLo6aswms napaverp

YAAMMTE BbIAENeRHEIE NapaMETPbI

Puc. 293. OTo6paxeHne 3Ha4YeHM NapamMeTpoB ceTeBOro obopyaoBaHusi Ha Bknapke «KoHdurypauusa»

Ha Bknagke «KoHdwurypaumns» Ha naHenu MHCTPYMEHTOB «[lencTBusi» OOCTYMNHbI CrieAyowme KoMaHAabl
(Pwc. 293):
1. «[MpuMeHnTbL u3MeHeHus», MpefHasHavyeHa pAna NPUHATUA MOoCNedHUX MOMYYEeHHbIX 3HaYeHun



KOH(UrypaLum 3a aTarnoHHbIe.
2. «[Mowmck...», N03BONSIET UCKaTb NapaMeTpbl KOH(UIypaLuu.
«OBHOBUTbLY, NpeaHa3HaveHa Ans NonyYeHusl akTyanbHbIX 3HaYEHWUI KOHGUIypaummn oT yCTPOMCTBa.

4. «CoxpaHuTb B hanny», npegHa3HavyeHa ans COXpaHeHWs oT4eTa O TeKyLlen KoHdUrypauum ceteBoro
yCTpOWCTBa B hopmate «.txt».

5. «Bknountb/BbIKNOUMTE  KOHTPOMb AOCTYNHOCTW», npedHasHayeHa Ans WU3MEHEHWUst COCTOSIHWUS
KOHTPOIS AOCTYMHOCTM CETEBOro YCTPONCTBA.

6. «Bkniountb/BbIKMOYMTL KOHTPOSMb LENOCTHOCTU», MNpedHasHavyeHa [nnsa M3MEHEHUs COCTOSIHMS
KOHTPOIS LeNOCTHOCTM CETEBOrO YCTPONCTBA.

7. «dobaBnTb napameTpy», ANs HOBOIO KOHTPOMMPYEMOro MapameTpa MO3BOMSET YCTaHOBUTb
dnar «KoHTponvpoBaTtb napameTp», a Takke 3agatb ums u OID.

Mpy pobGaBneHun napameTpa, OH 3anucbiBaeTcs B baiin KoHdurypauum M oTobpaxkaeTcs Ans BCex
CBsi3aHHbIX C HAM YCTPOMUCTB (BNUSIET Ha HOBble 1 fo6aBneHHbIe paHee ceTeBble ycTpoiicTea [1B).

8. «YOanuTb BblAeneHHbIe NnapameTpbl».

[ns oTobpaxeHns TONbKO OTNMYMN MEXOY STaNOHHbIM 3HAYEHWEM W NOCMNeAHMM 3HaYeHUeM OOCTyneH
PunbTp «lokasaTb TOMLKO OTANYUSY.

3a aTanoHHoe 3HayeHune byaeT NPUHATO 3HaYEeHNe, NONyYeHHOEe OT CETEBOrO YCTPOWCTBA NpY CreayoLLen
npoBepke.

w

17.3.3 XypHanbl ceTeBOro yctponcraa

Ha Bknagke «KypHanbi» gna ceteBoro ycTtpouctBa pgoctyneH «KypHan Syslog». B xypHane
oTobpaxatlTcsa Tonbko Syslog-coobLeHns, Nony4YeHHble OT CETEBOIO YCTPONCTBA.

Ha naHenun nHCTpyMEeHTOB MOXHO 3agaTb napameTpbl unbTpauui. Ha naHenu MHCTPYMEHTOB B pasaene
«[encTBusi» MOXHO COXPaHUTb OTWUMBLTPOBAHHbLIE 3anMUCUM  XypHarma C MOMOLbI  KOMaHAbl
«3KCNopTUPOBaTh XypHan».



18 NMOAYUHEHHbIA OOMEH BEE30MNMACHOCTU

BHumaHume! Npu BBOAE 0aHOro fomMeHa 6e30nacHOCTU B MOAYMHEHNE APYrOMY AOSIKHO
ObITb COBMOAEHO crneaytoLlee ycnosue: Mexay AoMeHamMyn 6e30nacHOCTU JOJKEH ObIThb
cBoboaHbIN 06MeH naketamu no TCP/IP nopty 17900.

BHumanue! B ELLY Dallas Lock gomxHO BbIMOMHATLCA NpaBuio Co3daHusi CBSA3EWN
Mexgy TrnaBHbIM W MNOOYMHEHHBIM [JOMEHOM, KOTOpOE 3akriyaeTcs B 3anperte
opraHMsaumm «LUMKIOB agMUHUCTPUMPOBAHMA [OMEHOB», KOrga rfnaBHbIA [OOMEH
ABNAETCA NOAYUHEHHBIM OMEHOM AN OOHOIO M TOro Xe JOMEHa.

MpumeyaHue. NogunHEHHbIN JOMEH 6€30MNacHOCTM MOXET UMETb TONbKO OAMH rMaBHbIV
[b Ha oanH ypoBeHb Bbilwe no nepapxmm ELLY Dallas Lock (cywectByeT BO3MOXHOCTb
co3gaBaTb HECKONbKO YPOBHEW noguvHeHust). OrpaHuM4eHuss Mo KONU4ecTBy
NOAYUHEHHBIX Y FMaBHOro JomMeHa 6e30MacHOCTM YCTaHaBMMBAKOTCA NINLIEH3NEN.

18.1 Beopg b B nogunHeHue

18.1.1 Bsopa b B nog4YMHeHMe B npoLecce yCTaHOBKMU

[nsa BeBoga B nog4nHeHne [lomeHa 6e3onacHocTu B npouecce yctaHoBku ELLY Dallas Lock Heobxoaumo:

1. Y6eautbes, 4uto [JomeH 6e3onacHOCTM, B NOAYMHEHUE KOTOPOMY OCYLLECTBNAETCHA BBOZ, OOCTYMNEH
no cetu.

2. 3anyctutb npouecc yctaHoBkn ELLY Dallas Lock.

3. Ha ware «BbiGop Tvna gomeHa» BblOpaTb NyHKT «IMogyYnHeHHbIN omMeH 6e3onacHocTu» (puc. 294).

O Mactep ycranoskn - ELLY Dallas Lock, sepcun 3.0.280.0 o1 15.08.2024 X
Beibop TMNa AomeHa O
BblﬁepMTE TWN CO333B3EMOro 4OMEHA

()
(0] () AomeH BezonacHocTH
®-0-E CozgaHne Hoeoro Jomeda BezonacHocTi
(o] ® MNogunHénnelil Jomen BezonacHocTn
@®-0-(6) Co34aHne HoBOro JloMmeHa BEe30nacHoCTH, BKNKOYEHHOTD B COCTaB
cylecTeyroLero JomeHa bezonacHocTu
)
(0) () Cepeep penamkayuu
0 oBaENEHNE Y2Na B KNACTED CEPEEPOE
0“0 fob y p cepeepoe ELY

Hasaa HAanee OtmeHa

Puc. 294. Lllar «Bbi6op TMNa gomeHa» B MacTepe ycTtaHoBku ELY Dallas Lock

4. 3apaTb napameTpbl rnasHoro A6 (puc. 295):
e agpec rnasHoro [1b;
e ktov goctyna k Ab.



D Macrep ycranoskn - ELLY Dallas Lock, sepena 3.0.280.0 o1 15.08.2024 *

MapameTpbl yaanéHHoro cepeepa @

YKaxuTE NapamMeTpbl yAanEHHOro CEPBEPa

Appec rnagHoro fB:

Knrow goctyna:

Hazag OtmeHa

Puc. 295. MapameTpbl yaaneHHoro cepeepa

5. Janee npodormkuTb 1 3aBepumnTb ycTaHosky ELLY Dallas Lock.
6. lNocne 3aBeplweHnss ycTaHoBKM noguvmMHeHHoro 1B B gepese rmaBHoro [1b nosiButcs BBEAEHHbIN
B nog4mHexuve OB (puc. 296).

=5 JomeH Ge30NacHoCTH

HEPACMPELENEHHLIE OB BLEKTHI
CETEBLIE YCTPOWMCTBA
YNANEHHLIE OB BLEKTHI

MNoaynHeHHBIR OB

Puc. 296. NoaunHeHHbIM 1B B oepeBe poauTenbCKOro

18.1.2 Bsopa [1b B nogunHeHMe nocre ycTaHOBKMU

[ns BBOAA B noavnHeHune [lomeHa 6Ge30MnacHOCTM Nocne YCTaHOBKU HeoBXoaumo:

1. Y6eautbes, 4TO OomeH 6e3onacHoCTK, B MOAYMHEHUE KOTOPOMY OCYyLUeCTBNIAE€TCA BBOL, OOCTYNeH
Nno ceTu.

2. 3anyctutb KoHconb ELLY k B, BBOAUMOrO B NOAYUHEHME.

3. OTkpbITb rMasHoe MeHto KoHconu ELLY > BbIOpaTb NyHKT «[NapameTpbl OB5».
4. B 6noke «BBoa B nogunHeHve» ykaszaTb CETEBOE MMS CepBepa 13 rMaBHOro AOMEeHa U KNy AoCTyna K
rnaBHomy gomeHy 6esonacHocTtu (puc. 297).

|.%.| BBoa B NoguMHeHNE v

CeTeEoe MMA CEpBEERa

Kawou goctyna

Puc. 297. BBog B nog4unHeHue

5. HaxaTb kHomnky «BBecTu».



Ecnu npouecc BBOga B MOAYMHEHWE MpOLLEN YCMewHo, TO 4Yepe3 HeKoTopoe BpeMsi MOSIBUTCA
cooTBeTCTBYIOLWEe coobuleHure (puc. 298).

U Beog B nogumHeHne ot

- ,ﬂ,DMEH YCNEWHO BEEEAEH B NOJYHUHEHHE,

l KoHcone Byget nepesanyyeHa.

OK

Puc. 298. 1B ycnewHo BBeAeH B noA4YMHeHne

Mocne nepesanycka KoHconu Ha ypoBHe [b Ha Bknagke «Cogka» — «WHdopmauusa o6 obbekrte»
oTobpasntcs MHpopmaumsi 0 poAUTENBCKOM JoMeHe (puc. 299).

MH®OPMALIMA Ob ObbEKTE

Cepeepa wnactepa ELLY gwerty555.dl.local: 17900
PoouTensckuid aoMeH  [lomeH BesonacHocTk (fedora-vm-kvm.isc. confident. spb.ru: 17300)

MAPAMETPbI MTHLIEH3HH MoapofiHes
I Nemosepoia
APM a/6
CeTeBkIE YCTPONCTEA 0/4
MogYvHEHHBIE AOMEHEI o/2
ELLY DALLAS LOCK Mcnonb3yeMble [ Bcero

Puc. 299. UHdopmaumsa o poanTenbLCKOM AOMEHe

Tarxke B gepese rnasHoro [1b nosBuTCA BBEAEHHbINM B nog4mMHeHve OB (puc. 296).

18.2 BbiBog [1b 13 nogunHeHus

18.2.1 BbiBog [1b 13 nogunHeHnsi N3 CO6CTBEHHOW KOHCOMM

[nsa BbiBOga 13 nogunHeHns JlomeHa 6e30nacHOCTN NOCPEACTBOM COOCTBEHHOM KOHCONM HEOBX0AMMO:
1. Mopkmountb KoHconb ELLY k B, Haxogdawemycs B MOAYUHEHUN.

2. OTkpbITb rmaBHoe meHo KoHconv ELLY > JN «lMapameTpbl OB».
3. B 6noke «Beog B nogumHeHue» (puc. 300) HaxxaTb KHOMKY «BbiBO4 U3 NOAYMHEHMUS».

.%. BbiBOg M3 NOZUMHEHNA v

LoMEH HAXOAWTCA B NOAYMHEHMIM v AoMeHa: JomeH Ge3onacHoCTK

BrisecT

Puc. 300. BbiBog U3 nogunHeHus

Ecnu npouecc BbiBoga JOMeHa 13 MOAYMHEHWUS NPOLLEN YCMELHO, TO Yepe3 HEKOTOPOE BpeMs NOSBUTCA
cooTBeTCcTBYlOLEe coobuieHme (puc. 301).



18.2.2

0 Coobiuenne X

o Jomed yonelwHo BeIBEAEH W3 NOAHUHEHWA

Puc. 301. 4B ycnewHo BbiBeAeH U3 NOAYUNHEHUS

BbiBoa 16 13 noguymHeHUA Yepe3 KOHCOSb rnasHoro b

[ns BbiBoga u3 nogunHeHus b yepes KoHconb ELLY rnasHoro [16 Heobxoommo:

1.
2.

Mogkntountb KoHconb ELLY k rmasHomy [16.

Bbibpatb noguvHeHHbin [16 B aepeBe u Ha Bknagke «CBOAka» HaxaTb Ha MaHENW WHCTPYMEHTOB
«JewnctBus» kHonky «Yganutb» (puc. 303) unu BbibpaTb COOTBETCTBYIOLLYIO KOMaHOY U3 KOHTEKCTHOrO
MEHI0, HaXkaB NpaBoWv KHOMKOW MbILW Ha nogvmMHeHHbIV B B aepese (puc. 302).

S Moa MepeMmeHoBaTE

¥aanuTe

MogknrodmTe KoHoone

BripezaTe Chrl+X

Puc. 302. KOHTeKCTHOe MeHIo nog4YnHeHHoro 1B



06HOBUTHL

lMepewmeHoBaThb

Yaamtb

MoaxknounTb KOHCONb K Nnog4YvHedHony b

CMHEPOHU3UpOBaATDL

Puc. 303 KomaHabl naHenn MHCTPYMEHTOB AnA noa4yuHeHHoro b

BbiBeaeHHbI u3 nog4mHeHns Ob nepemecTtutcs B 6a3oByto rpynny «YaaneHHble 06beKTbl».

18.3 HacTpomnka nogYyMHeHHOro oomeHa 6e3onacHocTu

B nepese rmasHoro [lomeHa 6e3onacHoctu ELLY Dallas Lock npucytcTBytoT nog4mHeHHble [b.

3Ha4vkn obbekToB, 0BO3HavaWwmnx nogunmHeHHole OB, 3aBucAT oT coctosHua OB u mMoryT npuHumathb
cnegyoLwunn sna;

@ —  noauuHeHHbI b nogkntoyeH;
. —  CBSI3b C NoA4YMHeHHbIM [1B oTcyTCTBYET;

CBA3b C NoAYMHEeHHbIM B oTCcyTCTBYeT cCBbllle 3adaHHOro B rmaBHoM [B BpemeHwu,
. —  KoTopoe onpegensieTcs napameTpoM «ONoBELLEHNSI MPU OTCYTCTBUM CBSA3U C OOBEKTOM

(B OHSAX)» (MpW YCMOBUU, YTO HACTPOEHO OMOBELLEHUE 06 OTCYTCTBUM CBA3M C 0O HLEKTOM).

AamuHuctpatop ELLY Dallas Lock moxeT nepemeltatb nogyunHeHHsle B B rpynnsl (moarpynnel) Agepesa
OB. Ona aTtoro Heob6xooMMO nepeTawnTb 3HAYOK HY)XHOTO MOoAYMHEHHOro OB KHOMKOW MbIwK B none
apyroro 3Hadka («Drag-and-drop»).

HaCTDOIZKVI Ha ypoBHE NOAYNHEHHOro b OT06pa)KaPOTCF| Ha HECKOJ1IbKMX OCHOBHbIX BKI1agKax.

18.3.1 CwuHXpoOHM3auun

[ns npvBedeHUs B COOTBETCTBME 3HAYEHUSIM MapameTpoB, BbICTABMEHHbIM Ha rnaBHoMm [B,
Ha nogYmMHeHHoMm [16 Heob6xoaMMo npoBeaeHne CUHXPOoHU3aL K. CUHXPOHU3aL M MOXeT OblTb NpoBeaeHa
Mpwv YCIOBUWN HanNu4msi CETEBOro NMOAKIMIYEHUS MeXAy rMaBHbIM U NOAYNHEHHBIM JOMEHOM:



e npw BKOYEHUM nogunHeHHoro [B;

e nepuoaunyecku (cM. «apameTpbl paboTbl MOAYNEN»);

e o koMaHge nonb3oBaTens u3 KoHconu ELLY rmasHoro [b.
KomanHga «CuHxpoHusmpoBatb» B KoHconmm ELLY poctynHa Ha Bknagke «CBogka» Ha YpOBHe
nogynHeHHoro b B gepese [b Ha naHenu nHctpymeHToB «OnepaTvBHOE yrpaBrneHue».

18.3.2 CBopgka nogumHeHHoro [1b

Bknagka «Ceogka» Ha ypoBHe noaumHeHHoro b otobpaxaeT obuiee coctosiHue nogyvHeHHoro b
(puc. 304).

Q v © Ceoaka
v JlomeH BezonacHoCTIA
: _ _ WHdopmaumsa o6 o6bekTe v =
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Puc. 304. Bknagka «CBogka»

HocTynHbl cnepytowmne pasgenbl MHOopMaLMOHHOW NaHenw.
UHdopmaumsa o6 obbekTe

B wHdopmaumoHHOM naHenu oTobpaxaeTcs crnepylowas MHpopmMauus O TeKyem COCTOSHUK
MoAyns:

MHdopMaLusa o aate n BpemeHn seoga B [16;

UMs MOAYMHEHHOrO JOMEHa;

GUID noa4nMHEHHOro AOMeHa;

cepBepa knactepa ELLY;

MHdOpMaLns 0 faTte U BpeMeHU nocrneaHen CUHXpPOHU3aumu;
pes3ynbTaTt nocrneaHer CUHXPOHN3aLK;

KONMMYEeCTBO MHLMAEHTOB 6e30nacHOCTN.

JocTynHbl cnegylowne 0encTBus ¢ NogYMHeHHbIM 16 Ha naHenu MHCTPYMEHTOB:
1. OGHOBUTB.

2. lNepenmeHoBaThb.

3. YganuTb nOgYNHEHHbBIN JOMEH.

4. TMopgkntountb KoHconb k nogynHeHHomMy OB.

ﬂOCTyI’IHbI cneayouime KomaHgbl onepaTtuBHONO ynpaBieHna Ha naHenn MHCTPYMEHTOB!

1. CUHXPOHU3NPOBATL.

MpumeyaHune. PesynbTaT  BbINOMHEHUA  KOMaHA  ONepaTMBHOIO  ynpasrieHus
He oTpaxaeTca B XXypHanax ELLY. Tawkke He npegycmoTpeHbl BCnfbiBawLwme n npoyve
yBEeIOMINEHNS O pe3yrbTaTax BbINOMHEHWUS KOMaH onepaTUBHOrO yrpaBneHus.

OtkpbiTb KoHconb ELLY Dallas Lock nogunHeHHoro B moxHo ¢ KoHconun ELLY Dallas Lock MasHoro [b.
[nNsi 3TOro HyXHO:

1. Haxatb «[lMogkniounte KoHcomnb k nogumHenHomy [OB» (puc. 304) Ha naHenu WHCTPYMEHTOB



«denctBuay Bknagkn «Ceoaka.
Mogkntounte KoHconb nogumMHeHHoro OB MOXHO Takke C MOMOLLbIO OAHOUMEHHOW (OYHKLUK
KOHTEKCTHOro meHto (puc. 302)
2. MMosiBuTcA okHO «[MopgkntoyeHne Kk cepsepy» (puc. 305). [danee HeobxoAMmo 3anofiHUTL
cnegylowne nons:
e /MS KOHCOMW;
e CETEeBOE MMS CepBepa;
e Kkniov goctyna k Ab.

EJ MogknrmYedne k cepeepy et

MoAKNHYEHHE K CEPBERY!

33Tk HOEBIN CEPEED

WA KaHCank: [WINDOWS1021H1 |

CETEEOR MMA CEPEERA: |admin-vm.dl.lncal: 17900 |

Knrod aoctvna k A6 | |

3apErHCTEMPOESTE OTMEHA

Puc. 305. OkHo «lMoakntoyeHune Kk cepBepy»

3ateM HaxaTb «3apernctpupoBaTb».
3. B crepgywowem okHe (puc. 306), HeOOXOAMMO BBECTU aBTOPU3ALUMOHHBLIE AaHHbIE U HaXaTb
«lMNoagkniounTtbecay.

E:l MogknHYeHMe K CEpBEpy >

MoAKNHIYEHHE K CEDBEDY:

Mo AYMHEHHEIR A6

MMA nonbsoEaTena: |LISEI’| |

Maponk: | |

AnnapatHele MAEHTHBHEATOpE: O

Fitp I WER TR TR (Tl A, M AEHTHHEATOP HE EEIBRAH

CMEHWMTE Napone

MoaknHYMTECA | OTHEHE

Puc. 306. BBog aBTOpM3aUMOHHbIX AaHHbIX
Ecnu paHHble BBeAeHbI BEpHO, ByaeT oTkpbITO HoBOe OkHO KoHconu ynpasnexust ELLY MNogunHenHoro [B.

18.3.3 Tlonb3oBaTenu v rpynnbl noa4ynHeHHoro b

Bknagka «[Monb3oBaTenu» Ha ypoBHe noguYMHeHHoro [B coaepXWuT CNUCOK rnoGanbHbiX U AOMEHHbIX
nonb3oBaTenein 1 rpynmn, Hacneayemblx C YPOBHEW BhILLE MO MepapXvu 1 CO34aHHbIX Ha YPOBHE AaHHOIo
NMOAYMHEHHOTO AOMEHa.



MpumeyaHue. [lonb3oBatenn U rpynnbl, CO34aHHble B nNoayMHeHHom [b,
He nepefalTcs B [MaBHbI U He OToDpaxaloTcd B CMMCke nonb3oBaTenew u rpynn
B KoHconu rmasHoro ELLY Ha ypoBHe nogynHeHHoro b B aepese.

YnpaBneHne nonb3oBaTtensaMu M rpynnaMmyM Ha ypoBHe nogyuHeHHoro [B npou3Boautca aHanornvyHo
ONUCaHHOMY yMNpaBfeHWIo Nonb3oBaTensaMu 1 rpynnamm Ha yposHe rpynnsl OB (cm. «[lonb3oBatenu u
rpynnbl Ang rpynnst AB6»).

YnpaBneHne nonb3oBaTensaMu W rpynnamu, co3gaHHbiMu B rnasHoMm [1B 3abnokupoBaHo B KoHconu
nog4uHeHHoro [b.

MpumeyaHue. Ecnv nmsa nonb3oBartens vnu rpynnbl, CO34aHHOrO B Nog4YMHeHHom b,
COBMano ¢ UMeHeM Mosib3oBaTens uUnu rpynnsl B rmaeHoM [b, To napaMeTpbl Takoro
nonb3oBaTtens WM  TPynnbl  noanexaT  CUMHXPOHW3auMM CO  3HAYEHUsIMW,
yCTaHOBMEHHbIMK B rnasHom [b.

Ons npuMeHeHnd N3MEHEHNIN Ha Nnog4YnuHeHHoM [1b HeobxoamMma CUHXPOHM3aUUnA.

18.3.4 Monutukn noguunHeHHoro Ab

Bknagka «[onutukn» Ha ypoBHe noguuMHeHHoro [B nosBonsieT pepakTvpoBaTb  MOSIUTMKK
Ha nog4mHeHHom OB (puc. 307).

C/13 V6 Dallas Lock WKL

Q v @ Moautykm
v Jlomen BesonacHoeT 4

[ Mommiky napanei Il Monumi asropHsaL ] =!

B HEPACMPELENEHHBIE.. 1 -
[ MoAKTHKN KOHTPONA LEeNoCTHOCTH ] [ Pexnm pafmn:l C3m ] [ OUNCTKa OCTATOUHOI HH¢OPM3UHH ] AEE‘CTEMH

m OBAd -
[ MaHaaTHbIH Aoctyn ] [ MoAKTHKN AocTyna ] [ CeTs ]

I CETEBbIE YCTPOWCTBA

B VIANEHHBIE OGLEKTH 2 [JHacrepyeres Monurika “ 3uauenue Tun mopyns
O KVM: 3a6710KHp0BaTS BLIFpYSKY HyPH... HE 33i3HO C311 BY (VK

MogunHeHHsd 46 " "
O Sphere el e 338HO C31 BY (K4, VIKS)
O Sphere: USB-ycpoiicrea e 334aHo C3V1BY (K4, VIKS)
O Sphere: Arev ESXi e 338HO C3 BY (K4, IKS)
O Sphere: Aret CB vCenter e 22amo C3N BN (kS P —
O Sphere: AyTesTndicauns e 33aHo C3V1 BY (VIK4, VIKS)
O Sphere: BpTyansHEIE LaLIMHE! e 338HO C311 BY (K4, VIKS) Wnas v |+
O Sphere: Sauncrea OC e 334aHO C3V1 BY (VIKS, VIKS)
O Sphere: Chcremrisie coberma e 22aro C3N BY (K4, VKS Chcrema
O Ayaur USE-HakonTeneit e 334aHo DLEO (MKLO, K11 Delles Lock 80 KL
O AyaaT cuCTeM KB MomesoRaTENet e 338HO DLBO (MKLD, K1), C3M BIA (MIK4)
Dallas Lock 8.0 K1

] Ayt coBemuii sauncrin e saaaro DLE.0 (MIKL0, VIKLL), C3V1 BY (K8, alas Lec
O AyauT yerpoiicrs He 335aHD DLB.O (MIK10, VK1), C31 BUA (MIK4) CA3 Dallas Lock MK4
O Beirpyska syprHanos e 338HO DLBO (MKLD, WK1 /13 Dallas Lock WIS
O Kypran M3 e 33aHo C31 BY (VK4 /13 Y6 Dalls Lock KD
O SKypHan ayTentndikaumi He 3373H0 Arent ELLY Dallas Lock Linux
O Kypran BesonacHocTh He 334aH0 Arent ELLY Dallas Lock Windows
O Kypran ex0308/ senogos He 3a5aH0 DL8.0 (K10, WIKL1), DLL (VIK3, MK3M, WIK4), C311 B (MIKA) Dallas Lock Linux K3
O Xypran ranepaiops Hyper- e 338HO €3V BU (UK4 Dallas Lock Linux HKEM
O XKypran aocTyna K ycTpoRicTEam e 22amo DLL (VIG, IGM, VK4
O KypHan 3any Cka/338€PLLUEHIA NPOLIEC... HE 3333HO DLB (K10, KL1), C311 BA (VIKd)

Puc. 307. Bknagka «Monutnku»

MpumeyaHue. 3HayeHNss NONUTUK, YCTaHOBIEHHbIE B nogynHeHHoM [B, He nepepatoTcs
B [MaBHbIN U He oTobpaxatTca B cnvcke nonutuk B KoHconu rnmaeBHoro ELLY Ha ypoBHe
NoAYMHEHHOro B AepeBe.

Monutukn ana nopgumHeHHoro OB MoryT npuHuUmMaTb AONOMHUTENBHOE 3HadeHue «He 3agaHo».
Ona paHHoro 3HayeHws rmasHbld OB ELY He ynpasnser 3HavyeHuaMM NONUTUK nogvmMHeHHoro B,
npuMeHsieTca 3HavyeHne, 3agaHHoe AUB B KOHCOMNN NOgYNUHEHHOTO.

Mo ymonuaHumio npu BBOAEe B nogyuHeHwe OB Bce ero nonutuvku B rnasHoMm OB umeloT 3HaveHue
«He 3apgaHo».

[nsi cbpoca nepeonpeneneHHoro 3Ha4yeHms NoNnTUKN Ha «He 3agaHo» Heo6xoaMMo BbibpaTb NOMUTUKY
u3 crnvcka M garnee Ha naHenu UHCTPYMeHTOB «[encTBusi» BblOpaTb komaHgy «COpocuTb 3HaveHune»
WITN U3 KOHTEKCTHOrO MEHI0 BbibpaTh COOTBETCTBYIOLLMIA MYHKT.

HacTtporika nonutuk ans nogymMHeHHoro b nponsBoaMTCs aHanormyHo HacTpowke NONUTUK AN rpynnbl
OB (cm._«[Monutukun ans rpynnbl B»).




Eaunbii uenTp ynpasneHus Dallas Lock
MHCTPYKLMA NO UCMNONb30BaHUIO

Ons npuMeHeHunA 3HayeHu Heobxoanma CUHXPOHM3aUn4.
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