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BBEAOEHUE

[aHHasi MHCTPYKUMA npedHa3HayeHa Ans agMUHUCTpaTopa MporpaMMHOro npoaykta EguHbIN UeHTp
ynpasneHus Dallas Lock.

B uvHCTpykumMM copepxaTcs cBedeHusi, Heobxoaumble ANS nonyyeHuss obulero npeacTaBneHus
O NMPOrpaMMHOM M3AeNuKn, ero PyHKUMOHANbHbLIX BO3MOXHOCTSIX, @ TakkKe ANs YCTaHOBKW, HaCTPOWKM
1 ynpaeneHus paboTol B COOTBETCTBUM C TpeboBaHnsaMm 6e3onacHoOCTy.

Cawt komnaHuu-paspaboTtyunka eguHoro LeHTpa ynpasneHus Dallas Lock OO0 «KoHduaeHT» goctyneH
no ccbinke: www.confident.ru.

UHdopmauma o npogyktax nuHenkn Dallas Lock npeacraBneHa Ha  cTpaHuue  cavTta
http://www.dallaslock.ru/. Ha gaHHOM camTe MOXHO 3aka3aTb KOMMMEKC YCMyr No NpOEeKTUPOBaHWUIO,
BHEAPEHMIO N COMPOBOXAEHUO npoaykTa. Takke npu HEOOBXOAMMOCTU MOXHO 00paTuUTbCs B CRyxOy
TEXHUYECKOW NoaaepXKu No anekTpoHHOMY agpecy: helpdesk@confident.ru.

TEPMUHbI

HekoTopble TepMUHbI U COKpaLLEHUs!, COAePXKaLLMECS B TEKCTE UHCTPYKLMW, YHUKATbHbI AN NPOAYKTOBOW
nuHeikn OO0 «KoHdwmaeHT», Opyrve ABRSOTCA OGLLENPUHATBIMA U MCMOSb3YIOTCS U3 COOBpaXxeHus
KpaTkocTu 1 ygobcTsa.

TepmuH OnpegeneHune

Asmomamu3suposaHHOe BUpTyanbHas unu pusmyeckas paboyas ctaHuus, ucnonbsyemas B ELLY kak
paboyee mecmo crnoco® npeacTaBneHnst COBOKYMHOCTM HECKONIbKMX MOAynen B KavecTBe
€JMHOM MaLUVHbI

pynna noruyeckoe obbegnHeHne Heckonbkmx oobekToB b (Hanpumep, nogrpynn,
APM, moaynenn WAF Dallas Lock n ceteBbix ycTponcte). Mogynn ELLY
B coctae APM ygo6HO obbeguHsiTe B rpynnbl €CNu Y HUX coBnagarkoT
napametpbl 6e3onacHocTu. [onyckaetcs co3gaHve nwboro 4ucna
BMOXEHHbIX rpynn

JloeepeHHbIl OomeH AomeH GesonacHocTu, Haxoasawwmines ¢ [1b B JoBepUTenbHbIX OTHOLLEHUSIX
b6e3onacHocmu

HomeH 6e3onacHocmu  COBOKYNHOCTb (KracTep) OOHOrO WM HECKOSMbKUX CEepBEpOB B pexunme

ELlY pennukaumn KoHdwurypauuu. [lpeactaBnser cobow KOPHEBOW YpPOBEHb
opraHmsaumm rorMyeckon rpynnupoBKM MOZYyIen, CeTeBbIX YCTPOWCTB
M nogYvHeHHbIX domeHoB 6GesonacHoctv ELY, npegHasHayeHHbIN
AN OCyLLEeCTBNEHUs LeHTpanu3oBaHHOro yrnpasneHus BCEMU
NOAYMHEHHBIMWN 06 beKTamu

Lepeso domeHa CTPYKTYpMpPOBaHHOEe oOTOOpaxeHne OOBbEKTOB [JoMeHa ©Oe3onacHocTu
b6esonacHocmu B Buae nepapxum B koHconu ELLY
3adaHue HeKoTopoe AencTBMe, Ha3HayeHHoe agMuHucTpaTopom Ana moayns ELY,

KOTOpOe MOAYMb AOIHKEH BbINOMHUTL NPU NEPBOM e BO3MOXHOCTU. Tun
3aJaHunin: NONy4YnTb OTYET, Co3aaThb dpain KOHUrypaLumm, o6HOBUTbL Kakoe-
nnbo nporpaMMHoe obecneyeHune 1 T.4.

Modynb npeacTaeneHne OTAENBHOro npogykTa npomsBoacTBa
000 «KoHdunpeHT»:

C3MU Dallas Lock 8.0 pegakumn «K» n «Cy;
C3U HCL Dallas Lock Linux;

C3U BU Dallas Lock;

CAO3 Dallas Lock;

CO3 Yb Dallas Lock;

wrto3 6esonacHoctn WAF Dallas Lock;
ArenT ELLY.

Kaxabin MoAyIb MOXET UCNOoJb30BaTbCA HE3ABMCUMO OT APYrnx


http://www.confident.ru/
http://www.dallaslock.ru/
mailto:helpdesk@confident.ru

KoHconb ELIY

Knacmep cepsepos [Ib

JlokanbHoe/YdaneHHoe

adMuHUCmpuposaHue
MOOyris

OnepamusHoe
yrnpasneHue

MoO0YyuHeHHbIU OoMeH
b6e3onacHocmu

Pennukauyus
KOHguzypayuu

CuHxpoHu3ayus

Cybwexkm docmyna

LleHmpanu3ogaHHoe
yrnpasneHue

loC-06bekm
loC-ghaiin

COKPALLUEHUA

CokpalueHue
AU
AUb
APM
AC
b/
BC

npunoxeHune, npegHasHadyeHHoe ana ynpaeneHus ELY Dallas Lock
1 nomeHom besonacHoctn ELLY

pabota b moxeT obecneumBatbcs kak ogHum cepsepom ELLY Dallas
Lock, Tak u Heckonbkumn. B nocnegHem crnydae roBopsT O knacrtepe
cepsepoB [b. lNpeumyuwectso Knactepa cepsepos [b B pennukauum
KOHpurypauum CEepBEpOB, pacnpegeneHmn Harpysku
N OTKa30yCTONYMBOCTM

HacTpolika, NpPOCMOTP BCEX napaMeTpoB moayns. [loaknoyeHune
npov3BoaMTCcA Yepes ceTb. [na fokanbHOro agMMHUCTPMPOBaHMUS
UCMonb3yeTcs MOAKMIYEHME MO  3apes3epBMPOBaHHOMY  FOKarbHOMY

IP-agpecy 127.0.0.1 unn goMeHHOMY nmeHu localhost

npoLecc ynpasneHus MoaynemM nytemM oTnpaBky KOMaHz, BbINOMHAEMbIX Ha
CTOpOHE MoAynd, M He Tpebywwmx nepejaym pesynbtatoB Ha ELY.
Hanpumep, komaHaa Ha BbIKNoYeHUe Moayns

AomeH 6e3onacHocTu, Bxoaswmi B 16 Ha 6onee HM3KoM ypoBHE nepapxum

noBTOpeHne yHKUMOHanbHOCTU cepBepoB ELY ans obecneveHus
OTKa30yCTOMYMBOCTU W pacnpeernieHns Harpy3km no BO3MOXHOCTU
Hambornee onTumarbHbIM 06paszom

npouecc, B kotopoMm yyacTteyeT cepep ELLY Dallas Lock n mogyns ELLY.
3aknioyaeTcs B NpUBEAEHUN B COOTBETCTBME napameTpoB moayns ELYY
(cnmckn nonb3oBaTtenen, NONUTUKA U T.4.) NnapaMmeTpam, 3agaHHbim B [1b

COTPYOHVK NPeanpusaTus, y KOTOPOro ecTb Yy4yeTHas 3anucb. Y4YeTHas
3anncb XapakrtepusyeTtcs NOTUHOM, napornem, annapaTHbIM
noeHTndmkatopom (AW), pacnucaHuem, rpynmnon n T.4. Y4YeTHast 3anucb
AoImkHa ObITb eguHon ans Bcex moaynen ELLY

COBOKYMHOCTb Takux yHKUMoHanbHbIX Bo3amoxHocTen ELLY Dallas Lock,
Kak:

e OTCMEeXuBaHWe ctaTyca MOAynewn;

e yaaneHHoe pasBepTbiBaHMe moaynen Ha APM;

ynpaBneHne y4yeTHbIMU 3anucamu, NoNUTMKaMM U napameTpamu
Ge3onacHocTy (BKINOYAA CUHXPOHN3ALMIO);

cbop, XxpaHeHne, aHanNn3 xxypHaros;

onepaTMBHOE YNpaBneHue;

BbIMOMTHEHNE 3a4aHWA HA MOAYNSAX;

curHanusauus

JSON-006bEKT, KOTOPbIA COAEPXKUT ONUCaHWEe MHOANKATopa KoMNpoMeTaunm

(oain, B KOTOPOM onpeaeneHbl 04MH UM Heckonbko l10C-06beKkToB

MonHasa coopmynupoBka
annapaTHbIn naeHTudnkaTop
agMUHUCTpaTop MHOopMaUMOHHON Ge3onacHoCcTH
aBTOMaTN3MpoOBaHHOEe paboyee MecTo
aBTOMaTU3MpOBaHHas cucTema
©6a3a gaHHbIX

BesonacHas cpena
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BMpTYyanbHas MaluvHa
rocygapcrtBeHHas MHGOpMauMoHHas cuctema
pomeH 6e3onacHoctn ELLY

OaTymK BCKPbITUS Kopnyca

OaTymK CriyqyamnHbIx ymcen

EnuHein ueHTtp ynpaeneHus Dallas Lock
3aMKHyTas nporpaMMmHas cpega

WH(popMaLMoHHasa cuctema

WHpOpPMaLIMOHHas cucTeMa nepcoHarnbHbIX AaHHbIX
KpuTuyeckasi MHopMaLNoHHast MHApaCcTpyKTypa
Kroy npeobpa3oBaHUs CbeMHbIX HakonNuTenen
KOHCOIb YnpaBneHns

KOHTPOMb LenoCTHOCTH

nokarnbHasi BblMMCMTENbHAA CETb

MEXCEeTEBOW 3KpaH

HECaHKLMOHMPOBAHHbIN JOCTYN

onepaumnoHHas cuctema

nepcoHanbHbIA KOMMbIOTEP

nporpammHoe obecneveHune

cpeacTeBo AosepeHHou 3arpy3ku Dallas Lock

CPeACTBO JOBEPEHHOM 3arpy3ku ypoBHsi 6a30BOI CUCTEMbI BBOAA-BbIBOAA

CPeACTBO 3alUnTbl HOpMaLnn

cucTemMa 3almThl MHGOPMaLUuUM B BUPTyanbHbIX MHppACTPYKTypax

cuctemMa KOHTpOnA Hakonuteneun
cuctema obHapyXeHUsi BTOPXKEHUI
CcpeacTBoO 0OHapYXXeHUst U pearpoBaHus
ceTeBO€e YCTPOMCTBO

cucTtema ynpaeneHms 6asamm gaHHbIX
CcepBep ynpasneHns OCTyrnoMm
TEeXHU4YecKoe cpeacTeo

y4yeTHasda 3anncb

dannoBas cuctema

LUTaTHasa onepaunoHHas cuctema

LlenTtp ynpaBneHua C3U BU Dallas Lock
Active Directory

C3U Dallas Lock 8.0

UMA OOMeHa

MHOUKaTop KoMnpomMeTauun



SP (Service Pack) naket obHoBneHun ans OC

WAF web application firewall

NPEOCTABNEHUE MOAYNEW B UHTEP®EUCE ELlY

Mogynb — npegcTaBneHne otgenbHoro npoaykra npomssoactea OO0 «KoHdmaeHT», BkMovatollee
obo3HaveHue utepauum npoaykta (VMK) ¢ nopsiakoBbiM HOMEPOM (COOTBETCTBYET MOPSIAKOBOMY HOMEpY
o4yepedHOM npoueaypbl MPOXOXAEHUS UCMbITAHWMIA NPOAYKTOM, BbI3BAaHHbIX BHECEHWEM W3MEHEHUN
B CepTUDOMLMPOBAHHOE CPEACTBO 3aLUNUTbl MHGpOopMaLN).

Mpoayktbl npoussoactea 00O «KoHdmaeHT» nonHoueHHo B3aumopencteytoT ¢ ELY Dallas Lock
B COOTBETCTBUM C HACTOSLLEN MHCTPYKLUMEN, HAYMHAsA C BEPCUI, yKa3aHHbIX B Tabnuue.

MpoaykTt

C3W Dallas Lock 8.0 pegakummn «K»
n «C»

C3W1 HC[ Dallas Lock Linux
C3W BU Dallas Lock

CO3 Dallas Lock

CO3 Yb Dallas Lock

wnto3 6esonacHoctn WAF Dallas Lock

Arent ELLY

HanmeHoBaHune MoAaynsa

OcHoBHOe 0603Ha4YeHne

Dallas Lock 8.0

Dallas Lock Linux
C3W BW Dallas Lock
CO3 Dallas Lock
CO3 Yb Dallas Lock

Mo yMOS4YaHMo COOTBETCTBYET
CUCTEMHOMY MMEHM XOCTa,
MOXeT ObITb 3agaHo AVB
BPYYHYHO

AreHt ELLY

NMoppepxuBaetcs
C Bepcum (utepauum)

Bepcus 8.0.689.0 (UK8)
1 Bbllle

Bepcus 3807 (MK2) n Bbiwe
Bepcus 4.68 (MIK4) n Bbiwe
Bepcus 348.1 (MK4) un Bbiwe

BCe Bepcuun

BCe Bepcuun

BCE Bepcum



1

HA3HAYEHUE N BO3MOXXHOCTW ELLY DALLAS LOCK

EovHbin ueHtp ynpasneHus Dallas Lock — kpoccnnatdopmeHHoe usgenve B NpoayKTOBOW NMHelke
Dallas Lock, npegHasHayeHHOE Ans pelleHnsa cneayowmx sagaq:

1.1

co3gaHve eduHOro OTKasoycTomumBoro gomeHa 6esonacHoctn (ganee — [B) n opraHmsaums
ueHTpanmsoBaHHoro ynpaBneHusa cpeactsamu 3awmtbl MHdopmauumn nuHenkn Dallas Lock:
C3U HCA Dallas Lock 8.0 pegakunii «K» n «C» (qanee — DL8.0);

- C3U HC[ Dallas Lock Linux;

- C3U BU Dallas Lock;

- CQAO3 Dallas Lock;

- CQA3 Yb Dallas Lock;

- WAF Dallas Lock;
yaaneHHoe ynpasreHne pabounmu CTaHLMsaMu U cepBepamu;
yOaneHHas HacTpoWKa, a Takke cOOp XXypHarnoB U OTYETOB C paboymx CTaHUUA U cepBepoB
npu nomowym AreHta ELLY;
KOHTPOIb LIENOCTHOCTU HacTpoek ceteBoro obopyposaHusa (no SNMP/SSH) n cbop cobbitui
no Syslog;
WHTEerpawumsi Co CTOPOHHUMU NPOAYKTaMM:

- @HTVBUPYCHbIE CUCTEMBI;

- SIEM-cuctemsl.

Crtpyktypa ELLY

ELLY Dallas Lock coctouT 13 cnegytowmx OCHOBHbIX KOMMNOHEHTOB:

1. CepBepHbii komnoHeHT ELY (Cnyx6a ELLY). BeinonHset ocHoBHble doyHKumnm ELLY:

obecneynBaeT LieHTpanM3oBaHHOE onepaTUBHOE yNpaBreHne u ayaut Moaynewm;
obecneynBaeT KOHTPOIb M yNpaBrieHne CeTEBLIMIN YCTPONCTBAMUY;

noseonseT 06beauHATL HeCKonbKo cepeepoB ELLY B eguHyto nornyeckyto eanHnly — knacrep
HomeHa 6e3onacHocTy;

obecneynBaeTt paboTy MexaHM3mMa pennukaLmmn KoHurypauum B pamkax ogHoro knactepa [b;
nossonsieT o6beauHsATb Heckonbko [B B eQuHyl0 NOrnyeckyo eauHuULY, UMEIOLLYIO CTPYKTYPY
BINOXXE@HHOCTM CO CBSA3SIMU TUNA «POSUTENb-MOTOMOKY.

2. KoHconb ELY. MNonb3oBatensckun nHtepdenc, npegHasHavyeHHbIn Ans ynpasreHns HacTponkamm
cnyx6el ELLY, a Takke ana otobpaxeHus Ha akpaHe uHdopmaumm o paboTe cnyxobl.

1.2 Bo3amoxHoctn ELlY

Mpun paboTe ¢ ceTeBbIM 060PYAOBaHMEM AOCTYMNHbI CneayLmne BO3MOXHOCTU:

CKaHVMpoBaHue ceTun Ans obHapyxeHus obopyaoBaHusa no npotokoriam SNMP u SSH;

BBOJ ceTeBoro obopynosaHus nog ynpasneHue gomeHa 6esonacHoctn ELLY;

yAarneHHas nepesarpyska ceTeBoro ooopynoBaHus;

noagepxka cobcTBeHHON paclumpsiemon 6a3bl dhannoB KOHUrypauum o6opynoBaHus;
COXpaHeHune oT4eTa 0 KoHdUrypaumm ceTeBoro 06opyaoBaHus;

HaCcTpoWviKka napameTpoB 000pyaoBaHus, 6epyLmnxca nog KOHTPOIb;

CpaBHEHWE TeKyLWMX 3HaYeHU napameTpoB KoHdUrypauun obopyaoBaHuMs C 3a4aHHbIM
3TaroHOM 3HaYeHunewM;

cuUrHanusauus 0 HapyLeHUM LenocTHOCTY;

npuem coobLeHni no npoTokony Syslog.

Mpu pabote ¢ mogynsmm C3U Dallas Lock 8.0 pepakumm «K» n «C» pocTynHbl crnegyrolime
BO3MOXXHOCTH:

3aBepLUEHNe paboTkl 1 Nepesarpyska Moayrs;

oTobpaxxeHne MHpopMaLmMn 0 COCTOSHUN MOAYIS;

CYHXPOHM3auus NONUTUK/Nonb3oBaTenem;

yaaneHHoe pasBepTbiBaHMe mogynsa Ha APM;

yaaneHHoe 06HoBneHne moaynsi Ha APM;

yrnpaeneHne nosib3oBaTensiMm 1 rpyrnnamMm nonb3oBaTenen Ha Mmoayrne;



ynpaBneHue 3abyI0KMPOBaHHbIMM YYETHBIMW 3annCsMu;

yrnpaBreHue nonutukamm 6e3onacHocTy;

mMurpauusa ¢ cepsepa besonacHoctn HacTpoek MO, COB, CKH u koHTponst yCTPOWCTB;
ynpaBneHne 3agaHusammn Ha:

nonyyYeHve oTyeTa o JIOKamnbHbIX rPynnax U BXOASLIMX B HUX NONb30BaTENSX;

nonyyeHve KoHdurypauum;

NpUMEHeHne KOHUrypauuu;

NPOBEpPKY LeNOCTHOCTU KOHTPOSMPYEMbIX OO HLEKTOB;

apxuBauuIo NoKasnbHbIX XXYPHAaNoB;

CKaHMpOBaHMe CUCTEMbI Ha Hanu4mne nHamkatopos komnpomeTtauum (1oC);

npoBepKy yctaHoBneHHoro N0 Ha ya3BuMocCTy;

yaaneHue mMoaynsi;

N3MeHEeHVe NapaMeTpoB NULEH3UN;

dhopmMumpoBaHne oT4eTa MO XypHanam;

cbop XypHarnos Moayns;

OoTnpaBka curHanuaaumm ob nHumaeHTax 6e3onacHocTy;

BKIHOYEHME HEAKTUBHOTO pexuma paboTbl MOAYMS UMM KOMMOHEHTOB;

ynpaeneHne mangaTHeiMu meTkamu (Tornsko ans Dallas Lock 8.0 pegakumm «Cy»);

yOaneHHasi peructpauusi annapaTtHbIX MaeHTUrKaTopos;

HacTpolKa annapaTHbIX NAEHTUMNKATOPOB;

KOHTPOMb ¥ nepepacnpeaeneHne TepMUHanbHbIX CECCUM;

ynpasneHue npocunem MO U3onayus ysna, nossonsowmm mdonupoeats APM oT cetu
nepegayn gaHHbIX C BO3MOXHOCTbIO yripaBrneHus co ctopoHbl ELLY;

LEHTpPanM3oBaHHOE YMpaBfeHNe MEXCETEBbIM 3KPaHOM, BKIYasi LEeHTpanu3oBaHHOE
ynpasneHue npodunamm M3, cermeHTammn cetun, punbTpamm n HacTponkammn Beb-KOHTPOns;
LeHTpann3oBaHHoe ynpasneHune komnoHeHToMm COB, Bkntovas ynpasneHune 6esonacHomn cpegon
COB (necoyHunuen);

LEeHTpann3oBaHHOe ynpasreHne kommnoHeHTom COP, Bkmovas ynpaBneHue uHAWKaTopamu
komnpomeTauun (IoC) n npaBmnamm aBToMaTUYECKOrO pearMpoBaHus;

LUeHTpanu3oBaHHoe ynpaBneHwe KomnoHeHTom CKH, Bkmodas ynpaeneHue Knoyamu
npeobpasoBaHHbIX CbEMHbIX HakonuTenewu;

LEeHTpanu3oBaHHOEe ynpaBfieHWe KOHTPOMNEM YCTPOWCTB, BKIMOYAsh KOHTPONb OTAENbHbIX
NPUHTEPOB;

ynpaBrneHne pa3brnokMpoBKO KOMMbOTEPA C YCTAHOBINEHHBIM MOAYIEM.

Mpu pabote ¢ mogynamm C3U HCO Dallas Lock Linux gocTynHbl cnegyoLime BO3MOXHOCTU:

3aBepLueHne paboTbl U nepesarpyska Moayrnsi;
oTobpaxeHne nHopmMaLmMm 0 COCTOSHUN MOOYNS;
CUHXPOHM3aLMA NONUTUK/NoNb3oBaTeNen;

ynpaBreHne 3abnoKMPOBaHHLIMU YYETHBIMM 3aMMCAMU;
yaaneHHoe passepTbiBaHue moayns Ha APM;

yoaneHHoe obHoBneHne moayns Ha APM,;

ynpaBreHne nonb3oBaTensaMu 1 rpynnamu nonb3oBaTenen Ha Moayrie;
ynpagereHne nonutukamm 6e3onacHocTy;

ynpaereHue 3agaHusiMu Ha:

yoaneHue mogyns;

N3MeHeHne napamMeTpoB NULIEH3NMN;

nony4YyeHne KoHUrypaumu;

NpPUMEHeEHNe KOHUrypaumm;

nounck nHamkaTopos komnpomeTtauum (loC);
apxXuBaLMio NOKasbHbIX XXYPHAIOB;

cbop KypHanoB Mmogyns;

oTnpaBka curHanusauum ob nHumMaeHTax 6es3onacHocTy;
yAaneHHas peructpaunsi annapaTtHbIX AEHTUDUKATOPOB;
HaCTpoWKa annapaTHbIX MAEHTU(PNKATOPOB;
LEeHTpann3oBaHHOE YMpaBfieHME MEXCETEBbIM SKPAHOM, BKMYas LEHTpanM3oBaHHOE
ynpasneHune npogpunamm M3;



e  LleHTpanu3oBaHHoOe ynpasneHne komnoHeHToMm COB, Bkntovas ynpaeneHme 6e3onacHomn cpenom
COB (necouHuuen);

e LEHTpanu3oBaHHOe ynpaBneHue komrnoHeHToM COP, Bknio4vas ynpaBrieHWe uHAWKaTopamu
komnpomeTtaumu (IoC) n npaBMnamm aBToMaTUHECKOro pearnpoBaHns;
LieHTpann3oBaHHoe ynpasneHme komnoHeHtom CKH;
LEeHTpanu3oBaHHOE yMnpaBfieHWe KOHTPONIEM YCTPOWCTB, BKIMOYasi KOHTPOSb OTAENbHbIX
NPUHTEPOB.

Mpu pabote ¢ mogynamu C3U BU Dallas Lock goctynHbl cneytoLine BO3MOXHOCTU:
oToGpakeHne nHopMaLMm 0 COCTOSHUN MOLYNS;

CUHXPOHM3aLMsa nonuTuk/nons3osaTenei’;

ynpaBreHue nonb3oBaTensamu 1 rpynnamu nons3oeatenei! Ha moayne;
CYHXPOHM3auus 1 ynpaeneH1e nonutnkamm 6e3onacHocTy;

HacCTpolika HeaKTUBHOIO pexuma paboTbl Moayns?;

ynpasneHue 3agaHnsiMn Ha:

e npoBepKy OOHOBMEHWIA;

nony4veHne KoHdurypaumu;

npUMeHeHne KoHurypaumu;

nony4eHve otdyeTa o napameTpax 6esonacHoctn C3U BU;
oTnpaeky darna nMueHsum;

e cbop XypHanoB moayns;

e  OTKpbITUE Beb-MHTEpderica agMUHUCTPUPOBaHNS;

e OTnpaBka curHanusauum ob nHumageHTax 6es3onacHoCTy;

e  LIeHTpanu3oBaHHOE ynpaBfieHNe MEXCETEBbIM SKPAHOM.

Mpu pabote ¢ mogynem CA3 Dallas Lock gocTynHbI criegyrowme BO3MOXHOCTU:

e 3aBeplueHue paboTbl M Nnepesarpyska Mogyns;

e oOTOOpaxeHne uWHQOpPMaLUUM O COCTOSHUM MoAyns (MPOUEHT 3anofiHeHus  >XypHana,
oTcnexunBaHue cobbitun [BK, KOHTponb Bepcuu YCTaHOBMEHHOW cOopku, WHdopmauns
0 Mogenu nnatbl U T. 4.);
yOaneHHasi aBTopm3auus nonb3oBaTens;
yoaneHHoe ynpaerneHue obonoyvkon agmuHmctpuposarHus CO3 Dallas Lock;
CUMHXPOHM3aLUns NonuTuk/nons3oBaTenew;
yrnpaBneHne nonb3oBaTensaMm 1 rpynnamMmm nonb3oBaTenemn Ha Mogyne;
yrnpaBreHue nonutukamm 6e3onacHocTy;
ynpaBneHne 3agaHusamm Ha:

OYUCTKY XKypHana;

nonyyeHve KoHdurypauuu;

NpUMEHeHWEe KOHUrypauuu;

nonyyeHve otyeta o6 annapaTtHom obecneveHunu;
nony4yeHve oTyeTa o KOHurypauuu;

cbpoc OBK,;

TectTupoBaHue pyHkunn CAO3;

cbop XypHanoB Moayns;

OTnpaBka curHanuaaumm ob nHumaeHTax 6e3onacHocTy;
B3anmopgencTeune ¢ areHtom LLOCS3;

HacTpoWka annapaTHbIX WOeHTUMUKaTOpPOB.

Mpu pabote ¢ mogynem CA3 YB Dallas Lock JocTynHbI crieytoLimMe BO3MOXHOCTMU:
e 3aBeplueHMe paboTbl M Nepesarpyska Moayns;
e cOop XXypHanoB ayguTa B eauHyto cuctemy xpaHeHus ELLY unu 6a3y gaHHbIX;

1 Ana mogynen C3U BU UK4. [ina C3U BU UK5 pocTtynHO ynpaBneHne BCTPOEHHBIMW YYETHBIMKU 3anucsmu
nonb3oBaTenen Ha MoAyre U CUHXPOHM3aLMs BCTPOEHHBIX YYETHbIX 3anuncel nons3oBaTtenew.

2 ins mopynen C3U BU UK4.
3 Onsa moaynen CO3 UK4.



oTobpaeHne MHGOPMaLUKN O COCTOSIHUM Moayns (MPOLIEHT 3anofHEHUS XXypHana, nocrnegHee
noakmntoYeHne, KOHTPOSIb BEPCUN YyCTaHOBNEHHOW cOopku, pesynbTaT nocnegHen npoeepkn KL
nT. 4.);

CUHXPOHM3aLMSA NONUTUK/YYETHBIX 3anucen;

ynpasneHue 3agaHnsiMu Ha:

OUUCTKY XKXypHana;

nony4eHne KoHdurypaumu;

nNpuMeHeHne KoHurypaumu;

nony4eHve ot4yeta 06 annapaTtHoM obecneveHny;

nony4eHne ot4yeTa o KoHdUrypaumu;

TecTupoBaHune oyHKUUNI;

pa3bnoknpoBka y4eTHbIX 3anucen;

curHanmsaums o cobbiTnsix HCL B peanbHOM BpeEMEHY;

3anucb B NamaTb TOKEHOB WHcopmMauun o nonb3oBaTene B dopmaTe, NoaAepXKnBaemMoMm
CO3 Yb Dallas Lock.

Mpun paboTte co wnto3om 6e3onacHocTn WAF Dallas Lock gocTynHbl criegytolme BO3MOXHOCTH:

3aBepLUeHne paboTkl 1 Nepesarpyska Moaynsi;

oTobpaxeHne MHOpMaL MM O COCTOSIHUM MOAYNS (COCTOsIHME NOAKMYEHUs!, pexuM paboThbl,
nms wno3a 6esonacHocTy, IP-agpec wno3a 6e3o0nacHOCTU, aHanNn3 XXypHarnos cobbiTUiA Wo3a
6e3onacHocT, MAC-agpec nopgkntoyeHus wnio3a 6Ge3onacHocTv, AaHHble 06 annapaTHoM
obecneveHnn, Bepcusi O, Bepcus 6Gasbl pellatolwmx npasun, obbem cBobogHoro Mecrta
Ha gucke, HOMep NULEH3UN, KO TEXHUYECKOWN NoaOepPXKKN);

nepeBog Wto3a 6e30nacHOCTM B pexmnme Krnactepa B cocTosiHne Master;

cbpocC BpeMeHHbIX BITOKMPOBOK;

O[JHOKOMaHAHOE ynpaBrieHNe akTMBaLMEN N AeaKTMBaLUMEN aBapuiHOIO PeXnmva;

OTKpbITME BED-UHTEphenca agMUHUCTPUPOBAHNS;

ynpaBneHue 3agaHusamMmn Ha:

e obHoBMNeHue 6a3bl pelatoLmx npasusT;

e CO3[aHuWe 1 BOCCTAHOBIMEHME pPe3EePBHOW KOMWMK;

e cOpOC K 3aBOACKNM HACTPOWKaM;

* [pUYMeHeHue dhanna nNnuueHsuu,;

cbop XypHarnoB Moayns;

CUrHanM3auusi 1 MOHUTOPWHI MHUMAEHTOB 6e30NacHOCTK ¢ rpacpuyeckum oTobpaXKeHeM.

Mpu pabote ¢ mogynem AreHT ELLY gocTynHbl cnefyrowime BO3MOXHOCTU:

3aBeplUeHne paboTbl U nepesarpyska yganeHHon paboven CTaHUuM C  YyCTaHOBMNEHHbLIM
Arentom ELLY;

yhaneHHoe passepTbiBaHne moayns Ha APM;

yOaneHHoe nofkntyeHmne kK paboyen ctaHuum ¢ yctaHoBrneHHsiM AreHtom ELLY;

yrpaBreHne 3agaHnsammn Ha:

e nony4yeHue otdyeta 06 annapaTtHoM obecneyeHny;

e [ONyYeHWe oT4yeTa O MPorpaMMHOM obecneyeHny;

e ynaneHuve AreHta ELY;,

cbop XypHanoB ¢ pabo4yen cTaHUMM C ycTaHoBNeHHbIM AreHTom ELLY;

cbop oTyeToB 06 anmapaTHOM W nporpaMmHoM obecnevyeHun ¢ paboyen crTaHUMK
C ycTaHoBneHHbIM AreHTom ELLY;

ayaut nogkniodeHun AreHta ELLY.

Mpun paboTe ¢ Kaspersky Security Center gocTynHbl cnegytowme BO3MOXHOCTU:

nonyyeHve ceegeHu o cocTtosiHum AHTuBMpyca Kaspersky Ha knveHTckux APM (Bepcus,
BKITHOUYEH/BLIKIIOYEH, CTaTyC OOHOBEHUS aHTMBUPYCHbIX 0a3);

nony4yeHue xypHanos AHTusnpyca Kaspersky;

nony4yeHne nHcdpopmaumm o6 nHuMaeHTax (cpabaTtbiBaHNsIX aHTUBUPYCa) Ha KnneHTckux APM;
3anyck npowecca 06HOBNEHUS aHTUBMPYCHbIX 6a3 AaHHbIX Ha KNueHTCKknx APM;

BbINOMHEHNE NPVHYAUTENBHOTO CKAHMPOBaHUS (MOMHON NPOBEPKK) KNMeHTCkux APM.



1.3 PekomeHpgauum no npumeHeHuto ELLY

Huxe (Tabnuua 1) npeacrtaBneHbl pekoMeHOauMu MO MPUMEHEHMUIO CYLLECTBYHOLINX MHCTPYMEHTOB
ueHTpanusoBaHHoro ynpaesneHusi ELLY Dallas Lock B 3aBMCMMOCTU OT KONMYECTBA KIMEHTCKMX paboymx
CTaHUMNA.

Tabnuua 1. PekomeHaauum no NpUMeHeHUIO

XpaHeHue Bbirpy3ska
KonunyectBo Knactep Moa4YnHEHHble .
>XypHanoB BO cobbITUN B
KnueHTckux APM cepBepoB ELLY b .
BHewHen B[] SIEM-cuctemy
MeHee 500 =
500 — 5 000 = = + =
5000 - 10 000 + = + =
10 000 — 50 000 u + + + +
bonee

"="— onyuoHarnbHo, "+" — pekomeHAyemcs npUMeHsImb
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YCTAHOBKA U YOANEHUE ELlY DALLAS LOCK

2.1 TpeboBaHuA K annapaTHOMYy U NpOorpaMMHOMY ob6ecneyeHuto

ELLY npegHasHayveH ans mucnonb3oBaHust Ha TC, TakMx Kak: MepcoHarnbHble KOMMbITEPBI, MOPTaTUBHbIE
KOMMbIOTEPbl (HOYTOYKW, NnaHweTbl), cepBepbl U TC ¢ nogaepXkon BUPTyanbHbIX cpeq (Mo TEXHOMNormu
VMware n np.) u TexHonorun Live USB, paboTtaiowmx Ha 64-OMTHOM apXUTEKType NpoLecCOopoB Mnog

ynpaBrieHneM onepaumoHHbIX cuctem cemenctea Windows (x64):

Windows 8.1 (Core, Pro, Enterprise);

Windows Server 2012 (Foundation, Essentials, Standard, Datacenter);
Windows Server 2012 R2 (Foundation, Essentials, Standard, Datacenter);

Windows 10 (Enterprise, Education, Pro, Home);

Windows Server 2016 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage

Server, Hyper-V Server);

Windows Server 2019 (Essentials, Standard, Datacenter);

Windows 11 (Enterprise, Education, Pro, Home);
Windows Server 2022 (Standard, Datacenter);
Windows Server 2025 (Standard, Datacenter);

n cemeinctea GNU Linux* (x64):

Debian 10.x;

Debian 11.x;

Debian 12.x;

Ubuntu 18.04 LTS;

Ubuntu 20.04 LTS;

Ubuntu 22.04 LTS;

Ubuntu 24.04 LTS;

Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6, 1.7, 1.8;
AnbT Cepaep 9;

AnbT CepBep 10.0, 10.1, 10.2, 10.4;

AnbT 8 CIN Cepaep 10;

AnbTt Paboyasa CtaHumsa 9.x;

AnbTt Paboyasa CtaHuma 10.0, 10.1, 10.2, 10.4;
AnbTt Pabovasa CtaHuma K 10.0, 10.1, 10.3, 10.4;
AnbTt Paboyasa CtaHuma 11.1;

AnbT 8 CI1 Paboyas CtaHuusa 10;

PEL OC 7.3 Mypow;

PEO OC 8§;

ROSA FRESH DESKTOP 12;

MCBCdepa APM 9.

Ha OC pgomkHbl 6bITb YCTaHOBJ1€HbI BCE€ aKTyallbHble obHoBneHus. B NPOTUBHOM Clly4dae MOXeT NoABUTbCA

owmnbka ¢ npocbboN ycTaHOBUTL OOHOBMNEHMST U NOBTOPUTL ycTaHoBKy ELLY.

TpebyeMbin 06beM cBOGOOHOrO UCKOBOrO NpoCcTpaHcTBa and ycraHosku ELLY: 1 6.
Ona OC cemenctea Linux Heobxoammo Hanmnymne ceobogHoro Mmecta B pasgerne /opt.
Hwke (Tabnuua 2) npencTaBneHbl pekoOMeHAauuu B 4acTM MWHUMMAIbHbIX CUCTEMHbIX TpeboBaHWI

Ans onTMMarnbHon paboThbl B 3aBMCMMOCTI OT cocTaBa AomeHa ELLY.
Ta6bnuua 2. MMHMManbHbIe CUCTEMHbIe TpeGoBaHuUsA

CoctaB ELlY
Knacrep: HeT KnacTep: HeT Knactep: HeT
APM: 2 Tbicsy APM: 8 Tbicsuy APM: 20 Tbicsiy
¥Y3: 5 ThicaY Y¥3: 20 Tbicsay Y¥3: 50 Thicsay

Knactep: oa
APM: 50 Tbica4
Y3: 125 Tbicauy

4 [Onsi uHcTannsuum n paboTbl ¢ koHconbto ELLY nog OC cemeiicta Linux TpebyeTcsi rpachuyeckas obonouyka.



HasH. AUN: 5 Tbicay
3aper. CKH: 10 Tbicay

KomnoHeHT «Cnyxb6a
ELLY»

OC: KnueHTckas
Mpoueccop: Intel Core
i5/ Intel Xeon E3 (8
anep®)

OnepaTtnBHas namsaThb:
16 I'b

Hakonutene: SSD
CobogHoe
npoctpaHcTBo: 50 b

KomnoHeHT «KoHconb
ELY»

OC: KnueHtckas
Mpoueccop: Intel Core
i5/ Intel Xeon E3 (4
anpa’)

0o3Y:8Tb
Hakonutens: HDD
CsobogHoe
npocTtpaHcTBo: 2 ['b

HasH. AU: 20 Teicay
3aper. CKH: 40 Tbicau

HasH. AW: 50 Thicsay
3aper. CKH: 100
ThicAY

MuHMManbHble CUCTEMHbIe TpeGOBaHVIFI

KomnoHeHT «Cnyxb6a
ELLY»

OC: KnueHTckas
Mpoueccop: Intel Core
i7/ Intel Xeon E5 (8
anep®)

OnepaTtnBHasi naMaThb:
32Tb

Hakonutene: SSD
CobogHoe
npoctpaHctBo: 50 I'b

KomMmnoHeHT
«KoHconb ELLY»

OC: KnueHTckas
Mpoueccop: Intel Core
i5/ Intel Xeon E3 (4
anpa’)

03Y:8Tb
Hakonutens: HDD
CeobogHoe
npocTtpaHcTBo: 2 ['b

KomnoHeHT
«Cnyx6a ELLY»
OC: CepeepHasi
Mpoueccop: Intel
Core i7/ Intel Xeon
E5 (16 sgep®)
OnepatuBHas
namatb: 32 'b
Hakonutens: SSD
CBobogHoe
npoctpaHcTeo: 50 I'b

KomnoHeHT
«KoHconb ELLY»

OC: KnuneHTckas
Mpoueccop: Intel
Core i5/ Intel Xeon
E3 (4 appad®)
Oo3Y:16Tb
Hakonutenb: HDD
CBobopgHoe
npocTtpaHcTBo: 2 ['b

HasH. AW: 125 Thicay
3aper. CKH: 250 Tbicsay

KomnoHeHT «Cnyx6a
ELY»

OC: CepeepHasi
Mpoueccop: Intel Core i7/
Intel Xeon E5 (16 anep?®)
OnepatuBHas namaTtb: 32
5}

Hakonutens: SSD
CeoboaHoe
npoctpaHctBo: 50 b

KomnoHeHT «KoHCcONb
ELY»

OC: KnueHTckas
Mpoueccop: Intel Core i5/
Intel Xeon E3 (4 sigpad)
0o3Y:16I'b

Hakonutens: HDD
CsobogHoe
npocTtpaHcTBo: 2 ['b

MwuHumManbHoe NPOCTPaHCTBO AN1A XpaHEeHUA XYpHanoB Ha KaXayk TbiCAYY KIIMEHTOB (B TeyeHune

1roga): 1 Th

MuHUManbHLIe CUCTEMHbIE TPe6oBaHUA AN KOMMbIOTepa ¢ ycTaHoBneHHon B°

OC: KnuneHTtckas

Mpoueccop: Intel Core i5/Intel Xeon E3 (8 saep?®)

O3Y: 16 I'b
Hakonutenb: SSD

Cama nporpaMmmMma 3aHMMaeT OOCTaTO4YHO Mario Mmecrta Ha AUCKe, HO HeobxoaMmMo 3apaHee
OOMNOJIHUTENbHO 3ape3epBnUpoBaTb MECTO Ha ANCKE OJ1A OpraHu3aunn XxpaHeHusa XXypHarioB.

Ona XpaHeHusi XypHanoB BO BHelwHel 6a3e [aHHbIX HeobXoAMMO UCNoSb30BaTb
PostgreSQL Bepcuun 13 unu Beiwe, Jatoba, Proxima DB nnu Tantor.

ELlY Dallas Lock nosBonsieT B kayecTBe CpeacTBa OMO3HaBaHWS MOSfb30BaTENen WCNONb30BaTb
cnegyowue annapaTHble naeHTUudmKaTopsi:

e  9MEKTPOHHble kntoun Touch Memory (iButton)?:

e DS-1992;
e DS-1993;
e DS-1995;

5 dusnyeckue sgpa 6e3 yueta Hyper-Threading.
6 BHeluHiot0 6a3y faHHbIX peKOMeHOyeTCs UCMOoNb30BaTh NPY KOMMYeCTBE KNEHTOB OT 10 ThicsY.

7 Ona OC Linux anekTpoHHbIM kntod Touch Memory (iButton) nogaepxkvuBaeTcs TONbKO ANS YTEHWS, TO €CTb €ro MOXHO
TONbKO HAa3HaYUTb NONb30BaTENt0. 3anncb YYETHbIX AAHHBLIX MOMb30BaTENs HA TakoW UAEHTUUKATOP HE NPOU3BOAUTCS.



e DS-1996;
e USB-kntoun Aladdin eToken?;
e Pro/lJava;
° 72K;
e cmapT-kapTbl Aladdin eToken Pro/SC;
e USB-kntoum Guardant ID 2.0;
e USB-kntoun u cmapt-kapTel PyTokeH (Rutoken):
PytokeH (Rutoken);
PyTokeH (Lite);
PyTtokeH OUIT;
PyTokeH 3UIM 2.0;
PyTtoken 3UIM 3.0;
PyTtokeH 3UIM PKI;
PyTokeH S°¢;
e  USB-kntoun n cmapTt-kapthl JaCarta:
e JaCarta SF/TOCT;
JaCarta I'OCT;
JaCarta PKI;
JaCarta PKI/Flash;
JaCarta LT;
JaCarta PRO;
JaCarta-2 PKI/TOCT;
JaCarta-2 IOCT;
e  USB-kntoum u cmapt-kaptel ESMART:
e ESMART Token;
e ESMART Token I'OCT;
e ESMART 64K.

Mpy HacTpoike annapaTHOro uaeHTUdMKaTopa peKkoMeHAyeTcs ycTaHaBnuBaTb  ApaliBepbl,
nocTaBnsieMble B KOMMNIIEKTE C MOEHTU(UKATOPOM, UK ckayaTb MX C cailTa NPOM3BOAUTENS.

[Ona paboTbl anekTpoHHbIX kntoden Touch Memory (iButton) Ha APMax ¢ OC Windows
Heobxoaumbl apansepbl Prolific USB-to-Serial Common Port (gaHHble ApanBepbl YXXe MOoryT
6bITb B coctaBe OC, nnm nx MOXXHO ckavaTb C canTa npounssoauTens gparvisepos Prolific).

[ns paboTbl aneKkTpoHHbIX Krtoder Touch Memory (iButton) Ha APMax ¢ OC Linux (kpome
ALT Linux), Heob6xoaumo paspeLunTb 06bIMHOMY Mornb3oBatento pabotats ¢ COM-nopTtamu.
[ns atoro gocTtatodHO MOMECTUTL MOMb30BaTens B rpynny dialout, ¢ MOMOLLbIO KOMaHAbl
sudo usermod -a -G dialout $USER, 3atem nepesarpy3utb APM.

Onsa koppektHo paboTbl anmapaTHbIX uaeHTUdukatopoB eToken Heobxogmmo
ucnonb3oBaTtb ApanBepbl SafeNet. Bepcusa gparisepa SafeNet ans pabotbl ¢ annapaTHbIMK
noeHTncmkatopamm eToken B onepaumoHHbIX cuctemax cemenctaa Windows gomkHa 6b1Tb
He Bblwe 10.0.43. [Ons onepauMoHHbix cuctem cemenctea GNU Linux cregyet
ncnonb3oBaTb Bepcuio gpansepa SafeNet — 10.0.37.

lMpn wncnonb3oBaHum annapaTtHoro uaeHTudukatopa eToken coBmecTHo c  SafeNet
Ha onepaunoHHbIX cuctemax Linux Heo6xoANMO AONOMHUTENBHO YCTAHOBUTbL NakeThl libssl-
dev (deb based linux) nnwu libssl-devel (rpm based linux).

8 [ins USB-kntoya eToken 32K6 obecneunBaeTcs TONbKO BO3MOXHOCTb YCUIEHUS MeXaHu3ma ayTeHTudukauum. 3anuce
YYETHbIX AaHHbIX NONb3oBaTens Ha TakoW UAEHTUMKATOP He MPOW3BOAUTCS B CUMY OrpaHUYEHHOro oGbemMa JOCTYNHON NamsiTv
annapaTHoro uaeHTUdgukaTopa.

9 [1na OC Linux HegocTynHO hopmaTUpoBaHue Knoya.



B cBsA3n ¢ ocobeHHocTbio ycTponctBa JaCarta-2 TOCT, onepauusi cpopmaTnpoBaHUS
annapaTtHbIX  MOEHTMUKATOPOB  OAHHOMO  TWMAa  LOPKHA  BBIMOMHATBCS  TONBbKO
¢ ncnonb3oBaHmeM N0 «EamHbin KnvenT JaCartay.

2.2 YcrtaHoBka ELlY Dallas Lock

Ona ogHon Cniyx6bl ELLY MoXxHO ycTaHOBUTbL Heckonbko KoHconewn ELY Ha gpyrme APM cetn. Takum
obpasom, MOXHO ByaeT ynpaenaTb [JJomeHom 6e3onacHocT ELLY ¢ pasHbIX yCTpONCTB.

B DNS-cepBepe fomkHa 6bITb TONbKO oaHa 3anucb 06 APM, Ha koTopom ByaeT pasBepHyT
cepeep ELLY.

Onsa wnoeHtndukaumm cepeepa ELLY B cetm no ymondaHwuto ucnonbdyetcd uma [1K,

Ha KOTOPbIV OH Dbl YCTAHOBIIEH:

1. W3meHeHune umenu MK nocne yctaHoBku Ha Hero cnyx6bl ELLY He nonyckaeTtca.

2. [1nsA koppeKTHOoro nogkmntodeHus k cepsepy ELLY mogynen, yctaHoBneHHbix Ha MK ¢ OC
Windows n OC Linux, cnyxby ELIY pekomeHgyetca yctaHaBnueatb Ha [1K, mms
kotoporo cootBetcTByeT kogupoBke ASCIl. B npotMBHOM cny4vae noTpebyetcs
BHECEHNe M3MeHeHM Ha cTopoHe ucnonbdyemoro DNS-cepepa. Hanpumep, ecnu
B kOoprnopaTtuBHon cetn ucnonb3yetcs DNS-cepep Microsoft, To ans KoppekTHoro
paspeLleHns MMeH co cTopoHbl mogynen Ha K ¢ OC Linux, HeobxoaMmo gob6aBuTb
A-3anucb ¢ nmeHem cepeepa ELLY, 3akoanpoBaHHbIM B NbtoHMKOAE (punycode).

Mepen yctaHoBkon ELLY Tpebyetca npoBepuTb, YTO npoucxogouT nonydveHue IP-agpeca
KoMMbloTEpa No ceTeBoMy uMeHu pgaHHoro [1K. [Ons 3Ttoro HeobxooumMo BbINOMHUTL
cnegyroLine OeNCTBUS:

1. MNony4ntb ceTeBOE UMA cepBepa, AN 3TOro 3anyCcTUTb TepMUHan W BbINOMHUTL
KomaHay hostname.

2. [NpoBepuTb 4OCTYNHOCTb MO CETEBOMY MMEHW, BLIMOSTHUB KOMaHAyY ping <cemeegoe umsi
MK>.

3. BobinonHutb komaHay fraceroute <IP-adpec K> (ansa OC cemencTtsa Linux) nnu tracert
<IP-adpec K> (gna OC cemerictBa Windows) 1 npoBepuTb, YTO MOMy4YEHHOE UMS
coBnagaeT C BbIBOAOM KOMaHAbl hostname Ha ware 1.

B cnyyae HecoBnageHWss MMeH crneayeT OTKOPPEKTMPOBaTb MNepeMeHHyt hostname,
Onsi 3TOro:

1. [Ona Linux: BbINONHWUTL KOMaHAy hostnamect! set-hostname <cemesoe ums K>.
2. Ina Windows: nepeMMeHoBaTb UMS KOMMbOTEpPa C MOMOLLIbIO NaHenn ynpasneHus.

Cnocob xpaHeHus XXypHanoB gonyckaetca BblbpaTth kak B npouecce yctaHoBku ELLY Dallas
Lock, Tak u nocne ero yctaHOBKMU.

B ELY Dallas Lock peanunsoBaHbl cregyolie BapuvaHTbl CMeHbl MecTa XpaHeHus
XKYPHaroB:

1. C BHyTpeHHel cucTeMbl XpaHEHUs Ha BHELUHW/NokanbHbI cepsep B (gocTtynHo
TONbKO AN oAnHOYHOro cepsepa ELLY);

2. C xpaHeHusi Ha BHelUHeM/nokansHoM cepBepe B[l Ha BHyTpeHHI0l0 cucTeMy XxpaHeHust
(oocTynHo ToNbKO Ans oguHo4vHoro cepeepa ELLY);

3. CwmeHa B[l B pamkax ogHoro cepBepa b[;

4. CwmeHa ogHoro cepepa b1 Ha apyrow;

5. BosBpalueHue Ha ncnosnbdyemble paHee B[l (Ha BHelwHem/rnokanbsHOM cepBepe B[).
MopgpobHee o HacTporike cnocoba XpaHEeHWs >KypHaroB onucaHo B pa3sgene «llapamerpbl
KYPHAIoBY.



[ns noaknoveHns BHeLIHEro cepBepa C 6a3on AaHHbIX HA CTOPOHE BHELUHEro cepBepa
OOJIMKHO BbITb HACTPOEHO paspeLuaroLLiee NpaBuno punbTpaLmm Ha BXOAsLLEE COeANHEHME.
Heobxogumo oTkpbiTe TCP-nopT, ncnonb3yembliii AN NOAKITHOYEHUS.

2.2.1Nopsapok yctaHoBku ELLY Dallas Lock B OC cemenctea Windows

YctaHaenuBatb ELLY Dallas Lock MOXeT Tonbko nornb3oBaTerib, 06nagarLwmi npaBamm
agMVHUCTpaTopa Ha OAHHOM KOMMbOTEpPE. OTO MOXET ObITb JNOKasNbHbIA MW AOMEHHbIN
nonb3oBaTenb.

ﬂOKaJ'IbHyIO YCTaHOBKY HeOGXO,EI,VIMO BbIMNOJIHATE TOJIbKO W3-NO04 CeCCUM  TeKyLlero
aBTOPM30BaHHOIO MONb3oBaTens. 3anyck YCTaHOBKM OT MMEHM ApYroro nonb3oBaTens
(Run as) He ponyckaeTcs.

B npouecce yctaHoBku ELLY Dallas Lock 6yneT npov3BegeHa aBTomaTnyeckas HacTporka
6paHgmayapa Windows (Windows Firewall).

Ons cepsepHbix Bepcui Windows npu BkntodeHHom Windows Firewall Tpebyetcsa
AononHWTenbHaa HacTpowka npaBwun Ans obecneyeHus KOPPEKTHOro B3avMOAEMNCTBUS
cnyx6bl n koHconu ELY. [1ns BbINONHEHNST HACTPONKM HEOBX0ANMO:

1. 3anyctutb obonouky Windows PowerShell ¢ noBbiwatowymy npuBmMnernsiMm ot y4eTHon
3anucu agMmuHuctpartopa OC.

2. BbINOnHUTb cnegywuine KomaHgbl B KOHCOJ1U:

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - exodswue TCP"
-Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allowy;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepeep EL]Y - exodswue UDP"
-Direction Inbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
UDP -Action Allowy;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - ucxodsuwue TCP"
-Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -Protocol
TCP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: cepsep EL]Y - ucxodsuwue
UDP" -Direction Outbound -Program "C:\Program Files\UCC\UcMainCore.exe" -
Protocol UDP -Action Allow»y;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb ELIY - exodswue TCP"
-Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -Protocol
TCP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb ELIY - exodsuwue
UDP" -Direction Inbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol UDP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb ELY - ucxodswue
TCP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol TCP -Action Allow»;

o «New-NetFirewallRule -DisplayName "Dallas Lock: koHconb ELY - ucxodsawue

UDP" -Direction Outbound -Program "C:\Program Files\UCC\UcConsole.exe" -
Protocol UDP -Action Allow».

Ons yctaHoekn ELLY Dallas Lock B OC cemenctea Windows Heobxoammo:

1. 3anyctuTb ycTaHOBOYHbIN hann ucclnst-5.0.441.3.exe, KOTOPbI HAXOAUTCS B KOPHEBOW AMPEKTOpUmn
AncTpubyTunea (Mnu BeibpaTb AaHHOE AENCTBME B MEHIO OKHa autorun).
Ecnn ELY Dallas Lock yctaHaBnuBaetca Ha [1K, He oOCHalleHHbIM NPUBOAOM KOMMAaKT-AUCKOB,
a gucTpmMbyTMB MNOCTaBNSETCS MMEHHO Ha OWCKE, TO MOXHO CKOMMPOBAaTb C AMcCKa HeobxoauMbin
YyCTaHOBOYHbIN (hanin Ha gaHHbI MK nobbim yaobHeiM cnocobom: Yepes JIBC, USB-Flash Hakonutenb
v ap.
Mocne 3anycka nporpamMmMbl YCTaHOBKM HEOOXOAUMO BLINOSMHATL AEACTBMSA MO NOACcKaskam nporpamMmbi.



BbinonHeHWe cneayloLLEero wara ycTaHOBKW BbIMONHAETCSA C NOMOLLLI0 KHonky [anee. Ha kaxaoM ware
YCTaHOBKM MNPefoCTaBNseTcs BO3MOXHOCTb OTMEHbl YCTaHOBKM C BO3BpaToM Mpou3BedeHHbIX
n3MeHeHuin. [N aToro crnyxuTt kHonka OTMeHa.

Ecnn paHee Obina ycrtaHoBreHa otaenbHaa KoHconb ELY, 1o ee Hago ypanuTb
L (cMm. «[MNopsipok yaanenus ELLY Dallas Lock B OC cemerictBa Windows») 1 NOCTaBUTb 3aHOBO
BMeCTe C yCTaHoBKoW cryx6bl ELLY.

L BoamoxHo nogkntoveHve mexay KoHconbto ELLY 1 Cnyx6on ELLY pa3sHbix Bepcui.

2. Tocne 3anycka NpUNoXeHWst Ha aKkpaHe OyaeT BbIBEAEHO OKHO Afsi NOATBEPXKAEHUSA onepaL .
Mocne noateepxaeHus 3anyctutcsa mactep yctaHoekm ELLY Dallas Lock (Pwuc. 1).
O MacTep ycranoekw - ELLY Dallas Lock, sepewa 5.0.441.3 o7 01.07.2026 X

YcraHoBka EauHoro LieHtpa Ynpaenedus Dallas Lock

[Jobpo noxanosarb!

Ana Hauana ycraHoekw EaMHoro LleHTpa Ympaenenwna Dallas Lock
eepciit 5.0.441.3 HaxkmMuTe «/lanees,

ELY DALLAS LOCK

Puc. 1. OkHo Hauyana yctaHoBku ELLY Dallas Lock

[na npoaormkeHns yCTaHOBKN HaxaTb KHOMKy Oanee.
3. BblbpaTb KOMMOHEHTHI, KOTOPbIE ByAyT ycTaHoBneHbl (Puc. 2).

O MacTep ycraHoeku - ELLY Dallas Lock, eepcua 5.0.441.3 o1 01.07.2026 X

BbiGop KOMMOHEHTOB @
r

BblaEpMTE KOMMOHEHTEI, KOTOPbBIE Bbl XOTWUTE YCTAHOENTL

Cnyx6a ELLY Dallas Lock
KomnoHenT ana ynpaenedna mogynamn C3 HC,

KoHconn ELLY Dallas Lock

Hasan m Oruena

Puc. 2. Bbi6op komnoHeHTOB Ans ycraHoBku ELLY Dallas Lock



Cnyx6a ELY vcnonbayet nogkntoveHne TCP/IP no nopty 17900. YcTaHOBKA HECKOJbKMX
ak3emnnspoB Cnyx6bl ELLY Ha ogHom TNK He gonyckaeTcs.

4. Ha crnepytollem wware yctaHOBKM HEOBX0OMMO NpeabsaBuTb dann NuuUeH3nu, HanpaBnsembli BMecte
C KOOOM TEXHWYECKOW MoaAepKKM MO 3NEeKTPOHHLIM CpeacTBaM CBS3W, ANt NPUMEHEHUS NULEH3WN
Ha ycTaHaBnvBaeMmbln cepsep (Puc. 3).

D MacTtep ycranoekn - ELY Dallas Lock, eepona 5.0.441.3 o1 01.07.2026 x

ﬂHl_I.EHBHFIOBaHHe

MpessABNTE aNNapaTHEIR KNFOY nAK Gailn NMLEHzuT

Cnocos Amuercnposayns

MapameTphl AMLEHINK

APM 6w,
CeTeBble yCTpoHCTES 4 wr,
Mo AYNHEHHKIE JOMEHEI 2w,
Arentel ELLY 6w,

Puc. 3. lMpumeHeHne nuueH3umn

MpUMEHNTb NWLIEH3NI0 BO3MOXHO W nocne YyctaHoBkun ELY: TpebyeTca ycTaHOBWUTHL
aemoBepcuto ELLY Dallas Lock n go6aButb nuueHsnio B okHe COCTOsiHME NMULIEH3UKU
(cm. «[NapameTpbl IULEH3NNY).

5. BbibpaTb TMn co3gaBaeMoro AoMeHa B 3aBMcuMocTy oT uenu yctaHosku ELLY Dallas Lock (Puc. 4).
OnuncaHne yctaHOBKM nogynHeHHoro [lomeHa Ge3onacHOCTM WM cepBepa pennukauvum npuBeaeHo
B pasgenax «Besog [B B noaoyuHeHwe B npouecce YCTaHoBKM» U «[lapameTpbl knacTtepay
COOTBETCTBEHHO.

D MacTep ycranoekwn - ELLY Dallas Lock, sepcun 5.0.441.3 ot 01.07.2026 X

Beibop Tvna AomeHa

BbléEpMTE TUN COZR3B3EMOro JOMEHE

[0} ® fAomen bezonacHocTn

CozgaHne Hoeoro JlomeHa bezonacHocTi

@®
®

O MopguMHEHHEIA JomeH BezonacHocTh

0o}
O,

Co3AaHne HOBOra floMeHa Be3onacHoCT, BKAKYEHHOMO B COCTAB
cyLLecTEYOLWero JoMeHa Ee3onacHocTh

®

(O Cepeep penamicaumu

Ly

o]
[/

[0}

Jobaenenne y2na B knacrep cepeepoe ELLY

Puc. 4. BbiGop TMna cozgaBaemMoro gomeHa



6. 3apatb napameTtpbl b (Puc. 5):

e B none Haseaxue /b ykasatb nma Ob;
e B nons Knoy docmyna v lTodmeepdume ko4 docmyrna BBECTU KIHOY AocTyna.

D MacTep ycraneskm - ELLY Dallas Lock, eepcnn 5.0.441.3 ot 01.07.2026 X
MapameTtpbl flomeHa besonacHocTH @
YkamuTe napametpel Jomena besonacHoomu J

Hazeanwe fE: JomeH BesonacHocTy
Knwou goctyna:

MNoATEEpANTE KNKOY AOCTYNA:

Hasan m Omena

Puc. 5. HacTtpowka napametpoB 1B

Kntou goctyna k b npegHasHaveH ans BBoAa HoBbIX 06bekToB B [1b 1 Ana nogkntoyeHus
koHconu ynpasnenus (KY) k cepepy ELLY.

7. 3apaTb napameTpbl y4eTHoW 3anncu agMmuHucTtpatopa b (Puc. 6).

O Mactep ycranoekw - ELLY Dallas Lock, sepoua 5.0.441.3 ot 01.07.2026 x
Y4éTHble AaHHble aAMWHWCTpaTopa @
BeeanTe y4ETHBIE 4aHHbIE agMmuHncTpaTopa Jomena besonacHoomi ¥

Az admin

Maponk:

MNoaTeepauTe Napons: ||

Hasag m s

Puc. 6. Hactpoinka napameTpoB y4eTHOW 3anucu agMmuHuctpartopa b

8. OnuuoHanbHO nocTaBuTb hrar M 3anofiHMTb MOMSA ANS UCMOMb30BaHWA BHelWHeln 6a3bl AaHHbIX
(Pvic. 7). Ecnn ncnonb3yeTcs BHELWHUI cepBep ¢ 6a3oln AaHHbIX (pekoMeHayeTcsl), Ha ero CTOpoHe
JOIPKHO OblTb HacTpoeHo pa3spellatowlee npasuno GubTpauumM Ha BXoAdlee COeAVMHEHUE.
Heobxogumo oTkpbITe TCP-nopT, Mcnonb3yembli ANs NOAKITHOYEHUS.



O Mactep ycranoekn - ELLY Dallas Lock, eepowa 5.0.441.3 o7 01.07.2026 X

XpaHeHue XypHanoB @

Mo YMOAHIHWH MCNONEZYETCA BCTPOEHHAA CHCTEME XPAaHEHNA

D WenonesoBate BHELWHIOK Basy A3HHEIX

Haszag Hanee Otmena

Puc. 7. HacTtpoiika BHelwHel 6a3bl AaHHbIX

[ns xpaHeHus >XypHanoB BO BHelWHen 6ase AaHHbIX Heobxooumo UCMoMb3oBaTb
PostgreSQL Bepcun 13 nnu Bbiwe, Jatoba, Proxima DB nnu Tantor.

lMonb3oBaTtenb, KOTOPbIN yKasbiBaeTCA NPy NoaKNoYeHMn 6a3bl AaHHbLIX, AOMKEH obnagaTb
nonHeIMy NpaBamu Ha ncnonedyemyto bIl. CoenaTtb 370 MOXHO criefytoLern KOMaHaon:

e GRANT ALL PRIVILEGES ON DATABASE <database _name> TO <user_name>.

Ecnu npu nonbiTke yctaHoButb ELLY Dallas Lock ¢ BbiOpaHHOM onuuen Mcronb3oeameb
8HEWHIOK ba3y 0aHHbIX NOABMAAKTCA HeYMTaemble owunbkM, To B OC ¢ NnomoLblo naHenm
YyNpaBneHns CrnefyeT YCTaHOBWUTb PYCCKMM $3blK AN napameTpa f3blk nporpamm,
HenoapepxuBaembix KOHUKoA.

9. lNpoBepuTb NapaMeTpbl yCTAHOBKU U HaXaTb KHomnky YctaHoButb (Puc. 8).
D MacTep ycranoskw - ELLY Dallas Lock, sepcun 5.0.441.3 ot 01.07.2026 X

MapameTpbl ycTaHOBKM @

MoxanyiicTa, NpoBepsTe BoIBPaHHBIE NAPAMETEI YCTAHOBKN,

Komnonent: Cnyxta ELLY Dallas Lock
Onepauma: ycTaHoBKa

Tun: Jowmed BezcnacHocTH

Homep nopra: 17900

Wma AB: "Jomen GezonacHocTi”
Appmumcrparop [lB: admin

Myrb ycranoskm: C:\Program Files\UCC

Komnonent: Koncons ELLY Dallas Lock
Onepauwms: ycraHoska
MyTe yoranoswn: C:\Program Files\UCC

Hazag ¥cTaHOBHTE OtmeHa

Puc. 8. NpoBepka napameTpoB YCTaHOBKMU



10.[Janee Bo3MOXHO HabntogaTb 3a npoueccom yctaHoBku (Puc. 9). Ecnu npouecc npowwen 6e3 owmnbok,
HeobXxoaMMO HaxaTb KHOMKy [lanee, 4To6bl NepeTh K OKHY 3aBepLUEHUs NpoLecca YCTaHOBKU.

a Mactep ycranoekm - ELY Dallas Lock, sepeona 5.0.441.3 ot 01.07.2026 *

YcraHoBKa

Konuposanwe: C:\Program Files\UCClshare\snmp\configurationsi1.3.6.1.4.1.11.2.3-hp-system.ucMNetwork Cfg
Konupoeanue: C:\Program Files\UCC\share\snmp'\configurations'1.361.4.1.11.2.3.9.1-hp-
printerucMetworkCfg

Konupoeanue: C\Program Files\UCC\share\snmp\configurations\1.3.6.1.4.1.14988 1-mikrotik-experimental-
module.ucMNetworkCfg

Konupesanwe: C:\Program Files\UCChshare\snmp'\configurations'1.3.6.1.4.1.4526.100.16.8-netgear-
readynas.ucMetworkCfg

Konuposanwe: C:\Program Files\UCChsharehsnmp\configurations'1.3.6.1.4.1.9-cisco.ucNetworkCfg
Konupoeanue: C\Program Files\UCC\share!ssh\devices\ios.ucMetwaorkCfg

Konuposanwne: C:\Program Files\UCC\share\ssh\devices\nx-os.ucNetworkCfg

HacTpoiika napamerpos

Konupoeanwe: C:\Program Files\UCC\bin\uccUninst.exe ]

Puc. 9. lNMpouecc ycraHosku ELLY Dallas Lock

11.Haxatb kHonky 3aBepwmtb (Puc. 10).
E:j Mactep ycranoekw - ELY Dallas Lock, seponn 5.0.441.3 o1 01.07.2026 x

3aBeplueHune yctaHoBkW EanHoro LeHtpa YnpaBnexHus
Dallas Lock

HaxmuTe «3ageplunTes ANA BEIXOAA M3 MACTEPE YCTAHOBKW
EanHore Uentpa ¥Ynpaenedna Dallas Lock,

ELLY DALLAS LOCK

Puc. 10. 3aBepLlieHue npouecca yCTaHOBKMU

Mocne 3aBeplueHns npouecca yctaHoBky ELLY Dallas Lock Ha pabodem ctone u B MeHto Myck nossutcs
apnbik KoHconu ELY Dallas Lock (Puc. 11).

KoHcone ELLY

Puc. 11. Apnbik koHconu ELY Dallas Lock



2.2.2MNopspok ycrtaHoBku ELLY Dallas Lock B OC cemencrtBa Linux

Ecnu paHee 6bina yctaHoBneHa otgencHas KoHconb ELY, TO ee HyxHO yaanutb
(cm. «[Nopagok yaanenus ELLY Dallas Lock B OC cemenctBa Linux») 1 NOCTaBUTb 3aHOBO
BMeCTe C ycTaHoBKoW cnyx6bl ELLY.

Ecnn ELlY Dallas Lock yctaHaBnuBaetca Ha TC, Ha KOTOPOM Takke WCNonb3yeTcd
C3U HCA Dallas Lock Linux, To B HacTpomnkax MexceTeBoro akpaHa HeobxoamMmo OTKpbITb
TCP-nopt 17900.

Insa koppekTtHon yctaHoBkn ELLY Dallas Lock Heobxoaumo oTkmnoumTtb SELinux, ecnn oH
BKINOYeH. [Ina oTknoyeHns TpebyeTcsa BbINONHMTL cneayolime AencTBuS:
1. OTkpbITb thann /etc/selinux/config c npaBamm cynepnonb3oBartens (root).
2. B havine /etc/selinux/config 3aMeHUTb CTPOKY SELINUX=enforcing
Ha SELINUX=disabled.
3. BobinonHutb nepesarpysky OC.

Mpun yctaHoBke ELY Dallas Lock Ha APM ¢ OC Astra SE ans pasgenos, kotopble ELLY
Dallas Lock ncnonbsyet ana dyHKLUMOHMPOBAHUS, HEODXOAUMO OTKIIOYUTL Takue Oonumu
MOHTUPOBaHUA Kak: noexec, nodev, nosuid. B npotuBHom cny4ae ycTtaHoBka ELY
Dallas Lock 6ynet 3aBepLuaTbCH C OLLUMOKOW.

[nsa koppekTHon yctaHoBkM ELLY Ha onepaumoHHbix cuctemax PE[L OC TpebyeTcs Hanuuve
MakeTHOro MeHempkepa yum. [aHHbIN NakeTHbIN MEHeMKEP criegyeT ycTaHaBnueaTe Ha OC
[0 nepBoHa4vanbHOW nonbiTkM ycTaHoBku ELLY, nHaye npouecc yctaHoeku ELY Oyget
3aBEpLUATHCS C OLLUMOKOMN.

Ina yctaHoskn ELLY Dallas Lock B OC cemenctsa Linux Heobxoanmo:

1. CkonupoBaTb B AOMaLLHMI KaTanor nonb3oBaTens yCTaHOBOYHbIN cann ucclnst-5.0.441.3, koTopbli
Haxo4WTCA B KOPHEBOW OUPEKTOPUM OUCTpMOYTMBA.
Ecnu EUY Dallas Lock ycraHaenusaetcs Ha [K, He oOcCHalleHHbI NPUBOAOM KOMMAKT-OUCKOB,
a gucTpmbyTmMB NOCTaBMSETCHd UMEHHO Ha AMCKe, TO MOXHO CKOnupoBaTb C Aucka Heobxoanmbln
yCTaHOBOYHbIV dhann Ha gaHHbIn MK nobbim yaobHeiM cnocobom: Yepes JIBC, USB-Flash Hakonutenb
n ap.
2. TpoBepuTtb, asnsetcs nu dpann ucclnst-5.0.441.3 ncnonHaembIMm:
e nMbBo Cc NOMOLLBIO KOMaHAbI IS —I.
Mpumep:
Is -I <enter>
rw-rw---- oTobpaxaloTcs nocnegosartensHo 6e3 npobenos dnarn Bnagensua, dnarm rpynnel, dnaru
BCEX OCTalbHbIX norb3oBaTtenen. B paHHoM npumepe dann He SBNAETCA WCMOMHAEMbIM  HU
Ans Bnagenbyua, HW Ans rpynnbl, HX ANs BCEX OCTanbHbIX Nofb3oBaTenen.
e nMbBO MOXHO OTKPbITb CBOWCTBa haina, nepenTn Ha Bknaaky llpasa v ybeanTbes, 4TO B none
BbinoniHeHue noctaeneH dnar (Puc. 12).
Ecnn cann He saBnsieTcs uUCNonHAeMbiM, HeoOXOAMMO MOCTaBWTb dnar B none BbinonHUms
(vnwn BbinonHeHue, B 3aBUCMMOCTU OT MCMOMb3yeMOW OMnepaunoHHON cucTembl). Ann ncnonb3oBatb
KomaHgy chmod a+x <nyms K ¢halny>.



CeoicTBa ucclnst-5.0.441.3

OCHOBHEIE Mpaea

Bnapeneu; eKYLKWA NOMIb30BaTENb

JdocTyn: YTeHWe 1 3annck v
lpynna: user *

JocTtyn: UTeHWe 1 3aNChb -
OcTaneHbIe

JdocTyn: ToNBKO YTEHUE v
BbINO/HEHMNe: { (4 Paspewu T BbinonHenve daitna kak NporpamMMi |

KoHTekcT 6e30nacHOCTH: HEW3BECTHO

Puc. 12. lo6aBneHue npaB Ha BbINONHeHWe ¢hanna nporpaMmmbi

3. Banyctutb cpann guctpmbyTtmea.

4. Tocne 3anycka nNpuNoXxeHus Ha akpaHe OyaeT BbIBEAEHO OKHO, B KOTOPOM HeoBXxooumo ykasaTb
naponb nons3osatens (Puc. 13).

TpebyeTca asTopH3sauna X

BeeauTe napons AN\ user:

I |
X cancel || Pok |

Puc. 13. 3anyck nporpaMmMbl yCTaHOBKMU




Mocne HaxaTtusa kHonku OK 3anyctutcsa mactep yctaHoBku ELLY Dallas Lock (Puc. 14).

MacTep ycTaHoBKH - ELLY Dallas Lock, Bepcua 5.0.441.3 oT 01.07.2026

Ycravoeka EguHoro LieHTpa YnpaeneHwa Dallas Lock

Jobpo noxanoparte!

[lina Hauana yctaHoekw Eaunoro LienTtpa Ynpaenenus Dallas Lock
eepcii 5.0.441.3 HaxmuTe «Janees.

ELLY DALLAS LOCK

DNanee OTtmeHa

Puc. 14. OkHo Hayana yctaHoBku ELLY Dallas Lock

I Ecnu nocne 3anycka cdarna auctpnbyTtnBa okHO MacTepa yctaHoBku ELLY He 3anyckaeTcs,
HeobX04MMO BPYYHYH YCTaHOBUTL NakeT libxkbcommon-x11-0 n ero 3aBUCUMOCTW.

5. BblOpaTb KOMMOHEHTBI, KOTOpbIE OyaAyT ycTaHoBneHsbl (Puc. 15).

MacTep ycTaHoBKM - ELLY Dallas Lock, Bepcusa 5.0.441.3 ot 01.07.2026 x

Bbi6Op KOMMOHEHTOB

BhlﬂEpHIE KOMMOHEHTH, KOTOPRIE Bbd XOTUTE YCTAHOBEWTE

Cnyx6a ELLY Dallas Lock

KomnoHeHT gns ynpasnedna mogynann C3M HCA,

Koncone ELLY Dallas Lock

D ABTOMaTHUUecKan YCcTaHOBKa HejoCTaOW WX NaKeToB

B Cny4ase BOIHWKHOBEHWA HEYAOBNETEOPEHHLIY 338 HCMMOCI'EE, MacTep YCTAHOBKKW NONBITAETIR YWCTaHOBUTE
HESOCTAMILWIWE NAKETEl ABTOMATHYECKK

Puc. 15. Bbibop komnoHeHTOB Ans yctaHoBku ELLY Dallas Lock

Cnyx6a ELLY ucnonb3yet nogkntodeHme TCP/IP no nopty 17900. YcTaHOBKa HECKOSMBKUX
ak3emnnsipoB Cnyx6bl ELLY Ha ogHom MK He gonyckaeTcs.

Hanee nopspok yctaHosku ELLY Dallas Lock aHanornyeH nopsigky yCTaHOBKM AaHHOW nporpammel B OC
cemenctea Windows (cm. «[Nopsaaok yctaHoBku ELLY Dallas Lock B OC cemeiictBa Windows»).




Bo3moxxHo nogkntoyeHne mexay KoHconsto ELLY n Cnyx6omn ELLY pasHbix Bepcuii.

B npouecce yctaHoBku ELLY Dallas Lock BbinonHsieTcss npoBepka Hanuvyunsg HeobXoaMMbIX CTOPOHHUX
nakeTtoB. [Mpn OTCyTCTBUM NAKETOB B XXypHane MacTepa YCTaHOBKM MNOSBMASETCS 3anucb C ykazaHuem
OTCYTCTBYIOLLUX NAKETOB.
Heobxooumo MNOBTOpPHO 3anyCTUTb MacTep YCTaHOBKW, B AMANoOroBOM OKHE BblOOpa KOMMOHEHTOB
ANsi yCTaHOBKW HaxaTb YeKOOoKC Aemomamuyeckas ycrmaHoeka HeOoCcmarowux nakemos Unm yCTaHOBUTb
NX CaMOCTOSITENBHO:
— ans Debian 10.x, Debian 11.x, Debian 12.x:
o libsasl2-modules-gssapi-mit
o pescd
o libglib2.0-0
o libsmbclient
o libxkbcommon-x11-0
— pna Ubuntu 18.04 LTS, Ubuntu 20.04 LTS, Ubuntu 22.04 LTS, Ubuntu 24.04 LTS:
o libsasl2-modules-gssapi-mit
pcscd
libglib2.0-0
libsmbclient
dbus-x11
— pgna Astra Linux Common Edition (Open) 2.12, Astra Linux Special Edition (CmoneHck) 1.6
n Astra Linux Special Edition (CmoneHck) 1.7:
o libsasl2-modules-gssapi-mit
o pecscd
o libglib2.0-0
o libsmbclient
— ana Anet Pabouas CtaHuma 9.x, Anbt Paboyas CrtaHuua (10.0, 10.1, 10.2, 10.4, 11.1), AnbT
Pabouyas CtaHumsa K (10.0, 10.1, 10.3, 10.4), AnbT 8 CIl Paboyast CtaHuma 10, AnbT CepBep 9,
AnbT Cepaep (10.0, 10.1, 10.2, 10.4) n AnbT 8 CIT Cepsep 10:
o libsasl2-plugin-gssapi

O O O O

o pcsc-lite
o glib2
o libgio

o samba-libs
— ana PEQ OC 7.3 Mypom n PE[], OC 8:
o cyrus-sasl
o pcsc-lite
o glib2
o libsmbclient
— ana ROSA FRESH DESKTOP 12:
o pcsc-lite
o lib64glib2.0 0
o lib64smbclient0.
Mocne 3aBepleHns npouecca yctaHoskn ELLY Dallas Lock B cnucke npunoxeHwin nosBUTCA SPIibIK
KoHconu ELY Dallas Lock KoHcons ELJY (Puc. 16).

KoHconb ELLY

Puc. 16. Apnbik koHconu ELY Dallas Lock



Ecnm Ha APM c Linux yxe ycTtaHoBneHbl cTtopoHHne C3WU unu gparnBepbl Ha apyrue
annapartHble naeHTUduKaTopsbl, U NPy 3TOM B Npouecce yctaHoBku ELLY nponsowna owmnbka
YCTaHOBKU, KOTOpas CBsA3aHa C MaKeTHbIM MEHEeIKEPOM, TO MOXET MOMOYb KOMaHAa sudo

apt --fix-broken install.

Ecnun B npouecce yctaHoBku ELLY Ha Linux Bo3HukaeT owmnbka Buga: «...error whiel loading
shared libaries: libxcb-xkb.so.1: cannot open shared object file: No such file or directory»,
TO He06X0AMMO nepep YCTaHOBKOW BPYYHYHO YCTaHOBUTL NakeT libxch-xkb1.

2.2.3Nopsapnok yctaHoBku ELLY Dallas Lock Ha OC 6e3 rpacmuyeckoro nirepcenca

ELY Bo3mMOXHO ycTaHOBUTH Ha onepaumoHHyto cuctemy (OC) 6e3 rpacumyeckoro nHtepdgenca (GUI).
B komaHaHOM CTpoKe B kayecTBe aTpubyToB k kKoMaHae ./uccinst-5.0.441.3 MOXHO yKa3blBaTb criefytoLLme
KroYn ans yctaHoBKu (NapameTpbl MmacTepa yctaHosku) (Tabnuua 3):

ATpuoyT

--help

--version

--log=PATH

--no-gui

--force-update

--install-libs

--component=all

--component=console
--license=demo
--domain-type=standalone
--domain-type=subdomain
--domain-type=cluster
--domain-name=TEXT

--access-key=TEXT
--admin-login=TEXT
--admin-password=TEXT

--journal-storage=internal

--journal-storage=pg

Ta6nuua 3. ATpnbyTbl yctaHoBkM ELLY Dallas Lock Ha OC 6e3 GUI

OnucaHue

BbiBOA Ha 3KpaH cnpaBku Mo NapameTpam
YCTaHOBKM

Mpumep:
Jucclinst-5.0.441.3 --help <enter>
BosBpart Bepcumn macTtepa

MyTb k dpanny, kyoa GygeTt 3anucbiBaTbCS
1nor YyCTaHOBKU

3anyck mactepa ©6e3  rpadmueckoro
UHTEepdenca

Ecnm Ha APM yxe ycraHoBneH ELY
npeablgylwiei Bepcun, TO  BbIMOSHSAET
o6HoBneHne (6e3 aTtoro dnara BepHET
owmnbky)

ABTOMaTM4eckas yCTaHOBKa HeJoCTaloLmnx
naketoB ansa OC cemenctea GNU/Linux
Bbibop ycTaHaBnvMBaeMbiX KOMMNOHEHTOB —
yctaHoBka KoHconm wu  Cnyx6bl  ELLY
(no ymon4aHumio)

Bbibop ycTaHaBnMBaeMbiX KOMMNOHEHTOB —
ycTaHoBka Tosibko KoHconun ELLY

Boibop nuueH3MnM —  gemo-nuvueH3us
(no ymonyaHuto)

Bbibop TMna gomeHa — co3gaHue HOBOTO
HomeHa BesonacHocTu (N0 ymonyaHumio)
Bbibop TMna gomeHa — co3gaHue HOBOTO
nogynHeHHoro [lomeHa besonacHocTu
Beibop Tvna gomeHa — pobasneHve y3na
B knactep ELLY

YKkaszaTb HasBaHMe HoBoro [lomeHa
BesonacHocTn

YkasaTb K4y Joctyna Hosoro [JomeHa
BesonacHocTn

YKkasaTb NorvH agMmuMHucTpaTopa

YkasaTb naponb agMuHMUcTpaTopa

Bbibop Tuna xpaHwnuwa >xypHanos —
BCTpoeHHas Bl (no ymonyaHuio)

Bbibop Tuna xpaHwnuwa >xypHanos —
BHelHsAs B



--db-server=USER:PWD@ADDRESS:PORT/DB_NAME YkasaTb napaMeTpbl NoAKNoYeHns k b

YkasaTtb napameTpbl poaNTENBLCKOro
[NomeHna BesonacHocTn

YkaszaTb napamMeTpbl OAHOMO U3 CEpPBEPOB
knactepa ELLY

--parent-domain=ACCESS_KEY@ADDRESS
--cluster-server=ACCESS_KEY@ADDRESS

Insa yctaHoBkn ELLY Ha cepBepHble OC ALT Linux 6e3 rpadmyeckoro nHrepgenca (GUI)
HeobX0AMMO 3apaHee BPYyYHYH YCTaHOBUTL NakeT xdg-utils.

2.3 OoHoBneHune ELY Dallas Lock

O6HosneHnne ELLY Dallas Lock Jo HOBOM BepCcUMM OCYLLIECTBASIETCA Yepes CTaHAapTHbIN YCTaHOBOYHbIN
dann ELY. Ecnn Ha ycTpoicTBe yXe ycTaHOBMNeHa npeblaywiad Bepcusi nporpamMmbl, YCTaHOBLUMK
akTtyanbHon Bepcun ELLY aBTOMaTtuuyecku 3anyctut mactep OOHOBMEHWUsl, @ He npouenypy MOSHOW
yCTaHOBKW. YaaneHue npegpiaylen ycraHoneHHom sepcun ELLY ans obHoBneHus He TpebyeTcs.

2.3.1MNopspnok ooHoBneHus ELLY Dallas Lock B OC cemenctea Windows

[Onsa ooHosneHnsa ELLY Dallas Lock B OC cemerictea Windows Heobxoanmo:

1. 3anyctuTb ycTaHOBOYHLIA danin Hoeol Bepcum ELLY, KOTOpbI HaxoguTcs B KOPHEBOW AMPEKTOPUU
anctpubytnea (Mnu BbIGpaTb OaHHOe OeNcTBMEe B MEHK OkHa auforun). lMocne noaTBEPXAEHWS
3anycTutca mactep o6HoeneHust ELLY Dallas Lock (Puc. 17). [Ins npoaomkeHnsi 0GHOBNEHNS HaXaTb
KHOMKy Odanee.

O Mactep obHoenenna - ELLY Dallas Lock, sepcna 3.0.441.3 o7 01.07.2026 *

O6HoBneHne EaguHoro LleHTpa YnpaBnenua Dallas Lock

Jobpo noxanosarb!

AnA Havana oBHoeneHnA EguHoro LienTpa Ynpasnenwa Dallas Lock
pepcun 5.0.441.3 Haxmunte =[lanees,

ELLY DALLAS LOCK

Qanee OtmeHa

Puc. 17. OkHo Hayana o6HoBneHus ELLY Dallas Lock

2. TpoBepuTb NapameTpbl 06HOBNEHMS N HaXaTb KHOMKY OB6HOBUTL (Puc. 18).



D Mactep oBHosneHuA - ELLY Dallas Lock, sepona 5.0.441.3 o7 01.07.2026 >

MapameTpbl 06HOBNEHWUA @

Haxcmunre «0BHOBNTE», yToBbl NpPOACIKNTE,

Komnonent: Cnyxta ELLY Dallas Lock
Onepayma: OEHoENEHNE

Komnounent: Koncone ELLY Dallas Lock
Onepaumsa: OBHoBNEHNE

Hasan ObHoBHTE Otmena

Puc. 18. MapameTpbl 06HOBNEHUs

3. Janee Bo3MOXHO Habniogate 3a npoueccom obHoBneHus (Puc. 19). Ecnn npouecc npowen
6e3 owmnbok, HeobxoaMmo HaxaTb kHonky [danee.

D Mactep oBroenenna - ELLY Dallas Lock, sepownn 5.0.441.3 o1 01.07.2026 X

Ob6HoBNEHWE @

Konuposanwe: Chlsers\userAppData\Local\Temp'we_redist.xbd, exe
Yeranoeka Microsoft Visual C++ Redistributable

Yaanenne: C\Users\user\AppData\Local\Temp\we_redist.bd.exe
BeinonHeHue 3Tana NoAroToeKN

CoxpaHeHne KoHpurypaumm

Puc. 19. NMpouecc o6HoBneHus ELY Dallas Lock

4. Ina 3aBepLieHna 06GHOBNEHNS 1 Bbixoda U3 MacTepa HaXaTb KHOMKY 3aBepLLIMTb.

Mo okoH4YaHuMKM npoueaypbl 06HOBNEHUS HeobxoaMmo npousBecTn pervctpaumto KoHconu
ELLY (cm. «3anyck koHconu ELLY »).

2.3.2MNMopspok ooHoBneHus ELLY Dallas Lock B OC cemenctBa Linux

[Onsa ooHosneHns ELLY Dallas Lock B OC cemelictBa Linux HeobxoamMmo:

1. CkonvpoBaTb B JOMaLUHWIA KaTarnor Nofb30BaTens ycTaHOBOYHbIN chann HoBon Bepcuun ELY, koTopbin
Haxo4WTCs B KOPHEBOW AUPEKTOPUM OUCTprbyTmBa.



Ecnn ELY Dallas Lock ycraHaBnuBaetca Ha [1K, He OCHalleHHbI MPMBOAOM KOMMAKT-OUCKOB,
a gucTpmbyTvB NOCTaBMSETCHd UMEHHO Ha [MCKEe, TO MOXHO CKOMMpoBaTb C AWCKA HeobXoouMblIv
YCTaHOBOYHbIN dhann Ha aaHHbIn MK nobbiM yoobHbiM cnocobom: Yepes JIBC, USB-Flash Hakonutenb
v ap.
2. lMpoBepunTb, ABNSIETCH NN YCTAaHOBOYHbIN ¢hain UCMNOMHAEMbIM:
e nbBO C NOMOLLBLIO KOMaHAbI IS —I.
Mpumep:
Is -I <enter>
rw-rw---- oTobpaxatoTcsa nocnegosaTtensHo 6e3 npobenos nary Bnagensua, donaru rpynnel, dpnaru
BCEX OCTanbHbIX Monb3oBatene. B paHHOM npumepe dann He SABMASETCS  MCMOMHAEMbIM
HW onsa BnagensLa, HYW Ans rpynnbl, HA AN BCEX OCTarnbHbIX NONb30BaTeENEN.
e nMBO MOXHO OTKPbITb CBOWCTBa (barnna, nepenTtn Ha Bknaaky llpasa v ybeanTtbcs, 4To B none
BbinonHeHue noctasneH cnar (Puc. 20).
Ecnn dann He sBnsetcsa ucCnonHsembiM, Heobxoaumo nocTtaBuTb dnar B none BbinonHums

(vnun BbinonHeHue, B 3aBUCMMOCTU OT MCNONb3yeMON OnepaunoHHON cucTemsl). Ann ncnonbsosatb
KomaHgy chmod a+x <nymb K ¢halny>.

Ceoicrea ucclnst-5.0.441.3

O¢ ¢ Npaea

Bnagenew; eKyLLMA NONb30BaTENb

JocTtym: YTeHWe U 3an1ck b
Mpynna: user d

Joctyn: UTeHWe 1 3aNKCh -
OcTaneHbIE

JocTtym: TonekKo YTeHHEe hd

Pa3pelnTb BbiNoNHEHWe daina Kak nporpammbi!
]

1
BeINoNHEHHE: :
.

KoHTekcT 6e30NacHOCTU: HEW3BECTHO

Puc. 20. lo6aBneHue npaB Ha BbiNoMHeHUe ¢haiina nporpaMmmsi

3. Banyctutb cpann guctpmbyTtmea.

4. lMocne 3anycka NPUNOXeHUA Ha 3kpaHe OyaeT BbiBEAEHO OKHO, B KOTOPOM HeoOXOAMMO ykasaTb
napone nons3osatens (Puc. 21).



TpebyeTca aBTopHsauma X

BeepuTe napone AnA user:

X cancel || ok |

Puc. 21. 3anyck nporpaMmMbl yCTaHOBKMN

Mocne HaxaTtusa kHonkn OK 3anyctutcs mactep obHoeneHust ELLY Dallas Lock (Puc. 22).

Mactep obHoBReHuA - ELLY Dallas Lock, Bepcua 5.0.441.3 ot 01.07.2026 X

O6HoBneHwe EguHoro Lientpa ¥Ynpaeneuna Dallas Lock

Jobpo noxanoBats!

[lina Hauana obHoeneHuA EguHoro Uentpa ¥Ynpasnenua Dallas Lock
eepcn 5.0.441.3 HaxomunTe «Janees.

ELLY DALLAS LOCK

Hanee OTMeHa

Puc. 22. OkHo Hayana o6HoBneHus ELLY Dallas Lock

5. lNpoBepuTb napameTpbl OOHOBNEHNS U HaXaTb KHOMKY OB6HOBUTL (Puc. 23).

MacTep o6HoBneHuA - ELLY Dallas Lock, Bepcua 5.0.441.3 oT 01.07.2026 x

MapameTpel 06HOBNEHWS

Hammnte «DBHOBWTE», 4TOGBbI NPOAOAKUTS.

Komnoxent: Cnyxba ELLY Dallas Lock
Onepauua: OGHOENEHWE

KomnoHeHT: Kolcons ELLY Dallas Lock
Onepauuna: OGHOBENEHWE

Hazag OBHOBMTE OTMeHa

Puc. 23. NapameTpbl 06GHOBNEHUA



6. [lanee BO3MOXHO Habntogatb 3a npoueccom obHoBneHwuss (Puc. 24). Ecnu npouecc npowen
0e3 owmnbok, HeobxoaMMo HaxaTb KHoMKy Oanee.

MacTep obHoBNeHKA - ELLY Dallas Lock, Bepcua 5.0.441.3 o1 01.07.2026 X

ObHoBNEeHNe

0%

YETAHOBKA AONONHUTENEHEIX KOMNOHEHTOR Ana "CryxBa ELLY Dallas Lock’

Puc. 24. NMpouecc o6HoBneHus ELY Dallas Lock

7. Ons 3aBeplleHnsn OGHOBMEHMS W Bbixoda W3 MacTepa HaxaTb kHonky [lepesarpy3uTb
(vnn 3aBepnNTb).

Mo okoHuYaHuM npouenypbl O6GHOBMNEHUS HEOBXOAMMO NPOU3BECTM peructpauuio KoHconu
ELY (cm. «3anyck koHconu ELLY »).

2.4 Ypanenue ELY Dallas Lock

Ypanenve cepsepa ELY Dallas Lock, sBrsiowlierocs 4neHomM knacrepa pennukauuu
nnu cocTosilLero B nogyvHeHun y gpyroro [lomeHa, He ponyckaetcd. [Nepen yoaneHvem
cepep ELLY Dallas Lock Heo6xoanmo BbIBECTU U3 kKnacTepa/NoaAYMHEHNS] COOTBETCTBEHHO.

2.4.1Nopsapok yaaneHus ELLY Dallas Lock B OC cemenctea Windows

MpaBom Ha yoaneHue ELLY Dallas Lock o6nagaet nonb3oatens ¢ npasamu agmuHmuctpatopa OC.

B OC Windows Heobxoaumo oTkpbiTe Myck — MaHenb ynpaBneHus — lporpaMmbl U1 KOMMOHEHTHI.
B nosiBmBIEMCS OkHe M3 cnucka BblbpaTtb nporpammy ELLY Dallas Lock, HaxaTe Yaanutb/M3ameHnTb
n nogTBepauTe yaanenue (Puc. 25).



Mporpammel v KOMNOHEHTE! = m] X
porp

“ “ ‘I [ » Manensynpasnenua > Mporpammer > [porpammel n KOMNOHEHTSI v O Mowck B: Mporpammel W KOMNOHEHTEI L
MaHens ynpaeners — y
ACMELURAR CTPEHHLE AaNeHUe KA M3MEHEHWE NporpamMmbl

Ana yaanenna nporpammel EbiBepuTe e B cnncke n Wenkknte "Yaanume", "Msmennts” unu "BocctaHoents”.
MpocmoTp yeTaHoBAEHHE

0BHOENEHWA
& BuwnoueHme wnm oTRNDUERNE .
comnoHeHTos Windows Ynopagounte ¥ Yaanute/Vzmenute B== 9
W - Vzaarens Ycranoene.,  Pazmep Bepcuna
e Microsoft Edge Kopnopaums Maiikpocodt 19.06.2026 2,58T6  149.0.4022.80
@ Microsoft OneDrive Microsoft Corporation 20.06.2026 349 MB  26.098.0524.0004
(] Microsoft Update Health Tools Microsoft Corporation 20.01.2026 1.02MB 37400
! Microsoft Visual C++ 2015-2022 Redistributable (x64)... Microsoft Corporation 19.01.2026 206 MB  14.36.32532.0
8 Microsoft Visual C++ 2015-2022 Redistributable (x26)... Microsoft Corporation 19.01.2026 180ME  14.36.32532.0
) Paint Microsoft Corporation 28.05.2026
[] Update for x64-based Windows Systerns (KB5001716) Microsoft Corporation 02.02.2026 864 K6  8.94.0.0
@VMWEIE Tools VYhware, Inc. 19.01.2026 103MB  12.4.0.23258341
i ELLY Dallas Lock 000 "Konguaent" 25.06.2026 391MB 504413
'.%:HD)KHMLM:I Microsoft Corpeoration 28.05.2026
& Noaknrouenme k yaanerHony paBouemy cromy Microsoft Corporation 28.05.2026

QOO0 "KoHpnaeHT" Bepcwa npogykra:  5.0441.3
Pasmep: 391MB

Puc. 25. YaaneHue ELLY Dallas Lock

1. MNocne nogTBepxaeHus 3anyctutca mactep yganenus ELY Dallas Lock (Puc. 26). [ins npogormkeHus
yaaneHus HaxaTtb KHonky danee.

Ej MacTep yaanenuna - ELLY Dallas Lock, sepona 5.0.441.3 or 01.07.2026 >

YnaneHnwe EamHoro Uentpa YnpaBnenusa Dallas Lock

Aobpo noxanoearb!

[.nA Havana yaaneHua EgnHoro LieHTpa ¥npaeneHwa Dallas Lock
Eepcuk 5.0.441.3 HaxmuTe = anees=,

ELLY DALLAS LOCK

Puc. 26. OkHo Hauyana yaaneHus ELLY Dallas Lock

2. BblbpaTb KOMMOHEHTBI, KOTOPbIE OyAyT yaaneHsl (Puc. 27).



EgouHbin ueHTp ynpaeneHus Dallas Lock
UHCTpYKUMA NO nCnosib3oBaHUIO

G Mactep yaanenna - ELLY Dallas Lock, eepcna 3.0.441.3 o7 01.07.2026 X

Bbibop KOMMNOHEHTOB

BblﬁEpHTE KOMMOOHEHTEI, KOTOPBIE BBl XOTUTE YA3NWUTb

Cayx6a ELLY Dallas Lock [nopT: 17900]

Koncons ELLY Dallas Lock

Puc. 27. Bbi6op komnoHeHToB AnA yaaneHus ELY Dallas Lock

3. lMoaTtBepanTb yaaneHne kKoHUrypaumoHHbix dannos (Puc. 28).
ﬁ MacTep yaanenua - ELLY Dallas Lock, sepoua 5.0.441,3 o7 01.07.2026 >

MapameTpbl yaaneHms

MNparpaMma yaanedua rotoea Havate yaanedwe Eawnore LenTpa ¥npaenenun Dallas Lock © sawero komneroTepa,

Aupertopua © gandeimu ChProgramDatatUCCWT900 GyaeT nonHocTe yaaneHa!

Puc. 28. MapameTpbl yaaneHus
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4. [lanee BO3MOXHO HabnogaTh 3a npoueccom yaanenus (Puc. 29). Ecnn npouecc npolien 6e3 owmnobok,
HeobXoaMMO HaxaTb KHOMKy [anee, 4ToObl NEPENTM K OKHY 3aBEpLUEHMS NpoLecca yaaneHust.

Eﬂ MacTep yaanenus - ELLY Dallas Lock, sepowna 5.0.441.3 o1 01.07.2026 *

YpaneHuwe

YAEHEHHE I3EEPLUEHD

100%

Yoanenwe: C\ProgramDatatUCC17900W ournal tmp.db

Y¥aanenue: C\ProgramData\UCCI7900\Main.db

Yoanenwe: C\ProgramData\UCC\1 7900\ snmphusercenfigurations
Y¥aanenue: C\ProgramData\UCOI7900\snmphpersist\cert_indexes
Yoanenwe: C\ProgramData\UCC\1 7900\ snmppersist

Y¥panenwe: ChProgramData\UCCA 79000 snmp

Yoanenwe: C:\ProgramData\UC V17900 licenses

Y¥aanenue: CA\ProgramData\UCCW7900

Yaanenue: C\ProgramData\UCC

BHeceHWE MZMEHEHWI B peecTp

Yaanenuwe 3aseplueHo

Monned nor: ChlUsers\user\AppDatat Localh TempluccUninst.tet [

Puc. 29. NMpouecc yaanenus ELLY Dallas Lock

5. Haxatb kHonky 3aBepwwutb (Puc. 30).
Ej Mactep yganenun - ELLY Dallas Lock, sepcna 5.0.441.3 ot 01.07.2026 X

3aBeplieHve yaaneHnsa EavHoro UeHtpa Ynpasnenuna
Dallas Lock

Haxemure «338epLunTes 408 BEIX0A3 U3 MACTEPA YIAAEHWA
Eaunoro Lentpa ¥npasnenwa Dallas Lock.

ELLY DALLAS LOCK

Puc. 30. 3aBeplieHue npolecca yaaneHus

2.4.2Nopsapok yaaneHus ELLY Dallas Lock B OC cemencTtBa Linux

Ons yoanennss ELY Dallas Lock Heobxogumo obnagate npaBaMy agMuHMCTpaTopa OnepalyoHHON
cuctemsl (root) Ha gaHHom MK.

1. Ona ypanenna ELY Dallas Lock Heob6xogmMmo 3anycTuTb ucnonHsaembli dpavn uccUninst, koTopbi
pacnonoxeH B gupektopum /opt/UCC/bin/uccUninst B TepmuHane. [nsa 3Toro Heo6xXxoaMMo BbINOSHUTL
B TEpMUHane KoMaHay:
sudo /opt/UCC/bin/uccUninst



2. [lMocne BbINONHEHUS KOMaHAbI 3anycTUTCA OkHO Mactepa yaaneHus ELLY Dallas Lock (Puc. 31).

MacTep yoaneHus - ELLY Dallas Lock, Bepcua 5.0.441.3 oT 01.07.2026 X

Y¥aaneHve EguHoro LienTpa ¥npaeneHusa Dallas Lock

Jobpo noxanoears!

[na Hauana ynaneHus EguHoro Llentpa ¥npaenewwma Dallas Lock eepcin
504413 naxaamte «lanees.

ELLY DALLAS LOCK

lNanee OTmeHa

Puc. 31. OkHo Hayana yaaneHnus ELY Dallas Lock

Hanee nopsgok yoaneHusa ELLY Dallas Lock aHanornyeH nopsgky yaaneHusa gaHHow nporpammel B OC
cemenctea Windows (cm. «MNopsagok yaanenus ELLY Dallas Lock B OC cemenctea Windowsy).

2.5 YnpaBneHue KoHcuUrypaumen

B ELY Dallas Lock cyuiectByeT BO3MOXHOCTb COXPaHWUTb TeKyLLyl KOHUrypauuio cepsepa
Ans NPUMEHEHNa Ha HOBOM cepBepe Mocsie YCTaHOBKN.

2.5.1 CoxpaHeHue kKoHcurypauum ELLY

Ons coxpaHeHnsa koHdurypaummn ELY Dallas Lock B OC cemerictea Windows nnu Linux Heobxogumo

OTKPbITb rNaBHoe meHto KoHconun ELLY 1 BbIbpaTb NYHKT — YnpaBneHue KoHdpurypaumen.

B 6noke CoxpaHeHue koHgueypauuu ELIY (Puc. 32) HyxHO 3agaTtb nyTb K channy koHdurypaumm
C NOMOLLbIO KHOMKN BbIOGpaThb, nocrne HaxaTtb KHOMKy CoxpaHUTb.

¥npaeacHue koHpUrypayueid

CoxpaHeHne KoH$urypauun ELLY v
CoxpaHuTe paiin Kak...
MyTte:  Cifllsers/Adminfucc_configuration_2026_01_20_11_46_5T.uconf
L::::)'paml'rh
MpumeHeHne koHbUrypaymun ELLY ~
LasnoHbI MHOPMALHOHHBIX CHETEM ~

Puc. 32. CoxpaHeHune koHdurypauum



lMpn HesaBepLlIEHHOM MpoLuecce MWUrpauMnm COXPaHWUTb W MNPUMEHWUTb KOHMUrypauuio
He nony4utcs. KHonkv 6yayT HEaKTUBHBI.

2.5.2NMpumeHeHune KoHcurypaumun ELLY

MpumeHeHWe koHUrypaumm NpuBeaeT K yaaneHuo BCeEX AaHHbIX JoMeHa 6e3onacHoCTy.

Ona npumeHeHus koHdpurypaumm ELLY Dallas Lock B OC cemenctsa Windows unu Linux Heo6xoaumo

OTKPbITb rNaBHoe meHto KoHconun ELLY > 1 BblOpaTb NYHKT — YNpaBreHue KoH(purypaumen.

B 6noke lNpumeHreHue koHgpuaypayuu ELIY (Puc. 33) HeobxoamMmMo ykasaTb NyTb K dpanny KoHdurypaumm,
ANS1 3TOr0 HYXHO:

e HaxaTb KHOMNKy BblbpaTh...;
e HanTu u BbIBpaTb CoOXpaHeHHbIW paHee dann koHdurypauun ELY (*.uconf);
e HaxaTb KHOMKy MpUMeHUTb.

¥YnpaeneHue koHbUrypaumnei

8 nepeso pomera

CoxpaHeHune KoHpurypaunm ELLY ~
5 MNapameTpu A6
© Hacmoiika B MNpnMmeHeHne KoHdUrypauum ELLY v
4'1::?1‘ Hactpoit
“ MeHegxep JOMEHOE

@ MapameTpal
‘iﬂ-, Murpauyms c CB
.'EI YaaneHHaA yCTaHoEKa

._E ¥aaneHHOe 0BHOBNEHWE

L)

o O nporpamme

Puc. 33. NpumeHeHune kKoHdUrypauum

[Mocne npuMeHeHusa KoHdUrypauum mMogynum cMoryT BbINTU Ha cBA3b ¢ cepBepom ELLY Tonbko B cny4vae
cooTtBeTcTBUS MMeHu fomeHa (FQDN) n IP-agpeca ctaporo n Hosoro cepsepa ELLY.

2.5.3llabnoHbl MTHPOPMALMOHHbLIX CUCTEM

B ELlY Dallas Lock peannsoBaHa BO3MOXHOCTb NPUMEHEHUs WabrnoHoB 6e3onacHoCTH, coaepKallumx
B cebe KOHKpETHbIE HACTPOWNKM Nnog TpeboBaHWst HOPMATUBHBIX JOKYMEHTOB.

LLlabnoHbl BRAUSIOT TOMbKO Ha Te MOMUTMKW, ANS KOTOPbIX MpegycMoTpeHbl TpeboBaHus
COrfacHO HOPMaTUBHbIM [OOKYMEHTaM, 3HayYeHUst [OpyrMx MNOMUTUK BbICTABMAAOTCS
agMUHUCTPATOPOM  CaMOCTOSATENbHO (MO0 MCMOMb3YKTCA MO YMOSYaHuIo)
W Npy NPUMEHEeHuN LWabnoHOB ocTakTca 6e3 3MEHEHUN.

Onsi npyMmeHeHns wabnoHa ©6e3onacHOCTU HeoOGXOAMMO OTKPbITL rnaBHoe MeHw KoHconu ELLY
1 BbiIbpaTb NyHKT — YnpaBreHue KoHcurypaumen.

B 6noke LLabnoHb! UHGhOpMaUUOHHbBIX cucmemM Heobxoaumo BbIOpaTb M3 cnucka NOAXOASLUUA WabrnoH
(Mnn HeckomnbKO WabnoHOB — BbIOMPATCA U3 pasHbiX KaTeropui) Tpebyemon kaTeropum:



WabnoHbl aBTOMATU3MPOBAHHLIX CUCTEM — YyCTaHaBnueBawTca napameTtpbl ana  UC,
cooTBeTCcTBYylOLWMe TpeboBaHnsm k AC knaccoB 3awmweHHoctn 16, 1B, 1" n 1 cornacHo
PO ®CTOK AC;

WabnoHbl rocyaapCTBEHHbIX WMHPOPMALMOHHBIX CUCTEM — YCTaHaBNUBAKTCHA nNapameTpbl
ans NIC, cootsetcTtyowme tpebosaHnam k TMC 1, 2 n 3 knacca 3almweHHOCTU COrfacHo
Mpukazy ®CTIOK Poccum Ne 17;

WabnoHbl MHOPMALMOHHbBIX CUCTEM MEPCOHAamNbHbIX AaHHbIX — YCTaHaBMMBAKOTCA NapameTpbl
ana UVC, cootBeTcTByowme TpeboBaHusm k WICMOH 1—4 ypoOBHSA 3alUMLLEHHOCTU COrfnacHo
Mpukazy ®CTIOK Poccnm Ne 21;

WAabnoHbl KPUTUYECKON MH(POPMALMOHHON MHMPACTPYKTYpbl — YCTaHaBNMBAOTCS NapameTpbl
ana UNC, cooteeTcTBylOWME TpeboBaHMsAM K 3HauyMMbiM ob6bektam KWW 1-3 kateropum
3Ha4mmocTu cornacHo lNMpukasy PCTIK Poccum Ne 239.

MpyY COBMECTHOM MPUMEHEHUM HECKOMNbKMX LWAGMOHOB Ans MONMMTMK HasHavatoTcs
CyMMUpOBaHHble (boree cTporne) HacTPOWKM — 3HAYEHUs, HakmagbiBawlwye Gonblive
OrpaHuYeHus.

M3meHsieMble No wabroHamM NONIMTUKM U UX 3HAYEHUS npuBeaeHbl B MNpUoXeHmn (CM. anﬂO)KeHVIe A).

¥YnpasaeHne koHurypay nei

CoXpaHeHne KoHdUrypaynu ELLY ~

MpumeHenne Ko urypayum ELLY ~

La60HEI MHGOPMALIHOHHBIX CHCTEeM ~

Wabnons cueren y Ha|EHVS NO/MTHK BE30NACHOCTH B CODTBETCToMM ¢ TpeboBaHMaNy BCT3K Poccun

LLI3E.1GHE! ABTOMATHSAOBAHHBIX CUCTEM BbifiepuTe WabAoH HAcTpaEK
LLI36,10H ! TOCYABPCTEEHHEN UHABPRALMDHHEIX CHCTEM
L2 M MH (hapM AL O HHER CHETEM M OMABHER AaHHEDX

L6051 KpHTUHEEK DN MHBOPMALMOHHOR UHBPACTRYKTYPE!

He Nepesanuceioah 0B53aTeAbHBIE SHAHEHMHS NOAKTHE,
BNHOLMECH BOAEE CTPOTUMM, HEM PEKOMERATEAHHBIE LWaBOHaMM

Puc. 34. LlabnoHbl MHGOPMaLIMOHHbIX CUCTEM

I'IpM HaXaTun KHOMKU CGPOCVITb HaCTpOVIKM ana Bcex MOoJITUK 6yﬂ,yT BOCCTaHOBJ1E€HbI 3HA4YeHUA
no yMmoJ4aHuio.

Takke npu HacTpovike LWaGMOHOB [OCTYMHO BKNHOYeHME/OTKNoYeHne dnara He nepesanucbieamb
o0b6s13ameribHbIe 3Ha4YeHUs MoUMuK, sensuuecss bonee cmpoauMu, 4HeM peKkoMeHO08aHHbIe wabrioHamu
(Mo ymMon4aHuio yCTaHOBIEH):

ecnu dnar BkntodeH 1 B ELLY agmuHucTpaTtopom ycTaHoBneHbl 6onee cTporne 3HadeHus NonmTuK,
TO 9T 3Ha4YeHUs ocTalTca 6e3 nsmeHeHun;

ecnu dar BkNYeH, Ho B ELY ycTaHoBneHbl MeHee CTpornMe 3Ha4vyeHus MOSIUTUK,
TO NPV NpYMeHeHnn WwabnoHa 3HaveHnsa AoMKHbI Nepe3anncbiBaTbCcs Ha bornee cTporue;

ecnu drnar He yCTaHOBIEH, TO 3HAYEHMSA MONUTUK NONb30BaTenNs B N0OOM criyyae AOMKHbI ObITb
nepesanucaHbl Ha 3Ha4YeHus 13 wabnoHa.

Ons npumMeHeHnqa lwabnoHa Heob6XoANMO HaxaTb Ha KHOMMKY anMeHMTb.

2.6 O nporpamme

Ons nepexoda K MHGOPMauUWOHHONW cTpaHuue O nporpamme HeoGXOOMMO OTKPbITb [MaBHOE MEHIo

KoHconu ELLY > 1 BblIOpaTb NYHKT — O nporpamme.
OTKpoeTcs cTpaHuua, cogepXallasi cnegyowme AaHHbIe:

rnofHoe HaMmeHoBaHWe Nporpammsl;
Homep COOpPKKU KOHCOMW;

AaTa cbopku KOHCOMMU;

Homep cbopku cnyx6bl ELLY;

aarta cbopkm cnyx6bl ELY;



Eaunbii uenTp ynpasneHus Dallas Lock
MHCTpyKLMA NO MCMOJNIb30BaHUIO

e  KOHTaKTbl pa3paboTynka U TEXHUYECKON NOALEPKKM.

O nporpamme
Komcons ynpagnenns ELLY

Howep c6oprn [ 5.0.4413 | Aara cBopu [__01.07.2026

Cnyx6a ELIY

Homep c6opn | 5.0.4413 | Aara cBoprn [ 01.07.2026 e oALLAS LocK
Konraxres

Caifr koMnaHuk; www confident.ry

Caiir npoaykroBoi Awedikn Dallas Lock: v dallaslock.ru

Texuuueckan noaaepKKa:
Twunbiii kaBuwer: helpdesk.dallaslock.ru
Teneow: (812) 325-10-37 (306. 7754, 8002, 7752, 7908, 7728, 7753, 7704)

Tenerpam-6ot. tme/Dallasl ockSupportBot
PucyHok 35. CtpaHuua «O nporpamme»
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3 OBLWMUE NPUHUUMNDbI PABOTbI ELLY DALLAS LOCK

3.1 CuHXpoHM3auuA

CuHxpoHM3aumsa — aTo kntodeBoe noHstve B ugeonormn ELLY Dallas Lock. lNog cuHxpoHusaumen
NMOHMMAETCs MPOLIECC CBEPKM COOTBETCTBUS MapaMeTpoB C BHyTPeHHen ©0as3oni daHHbix [domeHa
©esonacHoctu ELY Dallas Lock n, npun obHapyXeHun HEeCcoOTBETCTBMS, MOOUUKaALMM NapameTpoB
NOAYMHEHHOrO OObeEKTA.

JTioBble M3mMeHeHus napameTpoB, NONUTUK, MONb30BATENEN UMK TPYNM, COBEPLUEHHbIE HA MOAYNHEHHOM
o6bekTe, MOCne CUHXPOHU3aLumn ByayT NpMBeAEHbl B COOTBETCTBUE C MapamMeTpamu, 3agaHHbiviu B ELLY
Dallas Lock. Ecnu napameTpbl ocTtaBanucb 6e3 U3MEHeHWsi (Hanpumep, CMMCOK Mofib3oBaTenen),
CVMHXPOHM3auust 3TUX NapaMeTpoB He npoucxoauT. ®akTbl U pesynbTaTbl CUHXPOHU3aLMKN PUKCUPYOTCS
B XXypHanax nog4vMHeHHbIx 06bekToB. Ho ecnv B mpouecce CMHXPOHM3auuM Ha NOAYUMHEHHOM OObekTe
He ObINI0 N3MEHEHWI, TO 3aMNNCh B XXypHas He 3aHOCUTCS.

CuHxpoHuzaums moaynen CO3 npoucxoguT Mpu Kaxaom BknodeHun mopynsa CO3 0o MomeHTa
aBTOpPU3aL MK NONb30oBaTenNs.

CuHxpoHusmpoBaTh ocTanbHble mogynu ¢ ELLY Dallas Lock moxHO cnegytowmmmn cnocobamm:

1. Mepuoagnyeckn un3 Konconun ELY. HeobxogMmo HacTpouTb NEpUOOUYHOCTb CUHXPOHMU3aLMK
C MOAyNsIMU.

2. o komaHae AUB n3 KoHconu ELLY. Heobxoammo ncnonb3oBatb KHONMKY CUHXPOHMU3UMpPOBaTb, KOTopas
pacnonoxeHa Ha naHenun MHcTpymeHToB OnepamueHoe yripasneHue Bkrnagkn Ceoodka.

3. V13 060noykm agMMHUCTPMPOBaHNS MOAYMS.

3.2 Pennukauus

Mop pennukaumen NoHMMaeTcsa npouecc oy6rnmMpoBaHns KoHdUrypauum (Cnucka NogYnMHEHHbIX 06 bEKTOB,
3Ha4YeHWI MNONMUTUK, CMMCKA NONb30BaTENEN U rpynn, 3anMcen XXypHarnoB 1 T.4.) cepBepoB B knactepe ELLY
Dallas Lock ¢ uenbio noBbILEHNA OTKa30yCTONYMBOCTU CUCTEMbI U NOBbLILLEHWS NPOU3BOANTENBHOCTHU
3a CYeT ropM3oHTanNbHOro MacliTabupoBaHus.

PacnpegeneHve Harpysku peanusyetcsl 3a CYeT paBHOMEPHOTO pacnpeaerieHvsi Mopynen mexay
cepBepaMu knacTtepa (Mogynb NoAKIoYaeTcs Kk cepBepy, BbiGpaHHOMY CryyaiiHbiM 0Gpa3om).

CepBepbl B knactepe pensimkaLmy npakTMyeckn no BCem 3agadam pacnpeaenstoT Harpysky
(3TO ogHa M3 3afgay, pellaemblx NPy NOCTPOEHUW Knactepa). B Tom yucne ato kacaetcs
aHanusa coctosdHus 0b6bekToB B ceTu. [oaTomy, ecnn 0BbLEKT CTaHOBUTCH HEAOCTYMHbIM
ONs Kakoro-nMbo cepsepa, aTa MHMOPMaLNS MOXET ObiTb CUHXPOHU3NPOBAHA C ApPYrMMuU
cepBepamu B knactepe. lNpyu obHapyXeHuM HeCoOTBETCTBUMA (PakTU4ECKOW AOCTYMHOCTU
00BbEeKTOB C AvarHocTMpyemon crnegyeT ybeawTbCs, YTO B pennukauMm HeT cepBepa,
KOTOPbIN HE MOXET YCTaHOBUTL C OO LEKTOM CETEBOE COEAMHEHME.

B cny4yae oTkasa 0gHOro 13 cepBepoB B kractepe pabota nog4MHEHHbIX 06BEKTOB He OyaeT HapyLueHa,
TaK Kak BCe HACTPOWKW, CAeNaHHble AN OOHOro cepBepa, NPUMEHSIOTCA Ha BCe cepBepbl Knacrepa,
BBEJEHHbIE B JOMEH.

PeanusoBaHo gMHaMM4ecKkoe NprMeHeHe U3MEHEHNIM HaCTPOEK Ha CTOPOHHME CepBepbl.

PeanusoBaHna dyHkums gybnuposaHus xxypHana ELLY Dallas Lock n cobpaHHbIX ¢ Mogynen XypHanos

Ha BCe cepBepbl knactepa. CMHXPOHU3ALNA XXypHaANoB Mexay cepBepamu Knactepa OCyLLeCTBNAETCH

B ABYX peXumax:

1. O6mMeH uHopmaumen, No KOTOPON MOXHO ONPedeNUTb HedOCTalLWMe OaHHbIe, U nepedayva AaHHbIX
naketamu pasmepom Ao 2 M6 (mnu ogHowm 3anuckbio, ecnv oHa 6onblue 2 M6).

2. O6MeH HOBbIMM JAHHbLIMU, MOMYYEHHBIMW OT NOAYNHEHHBIX OOBEKTOB, MeXay cepBepamMu.
Mpn BBOOE HOBOrO CepBepa B cyllecTByrWmn knactep (cM. «[lapameTpbl knacrtepa»), BCe CepBepbl

B knactepe ELlY, B TOM yucne He yyacTByloLiMe B HENOCPEACTBEHHOM perMcrTpauun HOBOro cepsepa,
aBTOMaTUYECKUN OMOBELLAIOTCA O HOBOM «YYaCTHUKEY.




4 AOMUWHUCTPUPOBAHMUE ELY DALLAS LOCK

4.1 3anyck koHconu ELLY

3anyck KoHconu ELLY ocyllecTBnsieTcst Npu ycrioBMK, YTO KOMMbBIOTEP, HA KOTOPOM pacnorioxeHa cnyxba
ELLY, BkroveH 1 AOCTyMNEH Mo ceTu.

Insa 3anycka KoHconu ELLY Heo6xoanmo 3anyCTuTb sipriblk KOHCOMW, KOTOPLIN MNOSIBUINCSA NOCIE YCTaHOBKM
Ha paboyem crtone MK.

Mpun nepeom 3anycke KoHconu ELLY HeobxoamMmo BbINONHUTL perncTpaumto aksemnnsipa KoHconu B ELLY.
[na atoro HeobxoaMMo ykasaTtb ceTeBoe ums NK, Ha koTopom ycTaHoBneHa cnyx6a ELLY v ko4 goctyna
k JomeHy 6esonacHocTh (puc. 1).

O Moakniodedne k cepeepy X

Moaknroderne k cepeepy:

e S

Mma koHconu: DESKTOP-1BGEAP2

CeTesoe WMA CepeEepa: | |

Knrou goctyna k Jb:

3aperncTpupoBarts OTmena

Puc. 1. Peructpaumsa koHconu ELLY B [lomeHe 6e3onacHocTu

B kauecTBe MMEHM KOHCONMM Mo ymonuyaHuio OyaeT wucnonb3oBatbed uMa K, Ha KOTOpoM OHa
3aperucTpupoBaHa.

Janee B okHe NOAKIIOYEHNS K cepBepy TpebyeTcs 3anonHWUTb nons (puc. 2):

e [lodkmoyeHue k cepeepy. W3 cnvcka BblbpaTb OOCTYMHbIA cepBep, K KOTOPOMY HeoGXxoavMmo
BbINOMHWUTL NOAKMNOYEHNE.

e  Uwms nonb3osameris. Ykasatb nMms nono3osatens [Ob.
e [laponbk. BBectu naponbe yyeTHoM 3anucu nons3osatens Ab.

e Annapamtbil udeHmughukamop. MNMpegbsaBuTb U BbIOpaTh M3 cnncka annapaTHbl naeHTudukaTop
(ecnn HacTpoeHo NCnonbL30BaHNe CPeACcTB annapaTHoOW naeHTudukauum).

O Mogkntoderne k cepeepy X

MogknoyeHne K cepeepy:

e

Mma nonezoeatens:  |admin

Mapone: |uu o |

AnnapatHele naeHTHgukaTope: 0

NG N Pl le Tl ANn.MAEHTRDUKATOp HE BuiBpan

CMEHNTE Naponk |:|
MoaknoUYKMTBECA Otmena

Puc. 2. BBog napons y4yeTHou 3anucu ansi Bxoaa B Koncons ELLY

Mpu HeobGXOQUMOCTN, CMEHUTL Napornb ANs yKa3aHHOW YYETHOW 3anvMcyM MOXHO, NocTaBuB dnar B rnorne
CmeHums naponb OO0 Haxatus kHorku [Moaknwounutbesa (puc. 2). 3aTteM BBECTU HOBbIM Napofb
n noaTeepxaeHue napons (puc. 3).



O CrmeHa napona "admin”

Crapeiii napone

Hoeeii napons

MoaTeep#aeHne napons

Puc. 3. YcTtaHOBKa HOBOro napons nosnb3oBaTens

4.2 OnucaHue KoHconu ELLY

OtmeHa

"maBHoe okHo KoHconu ELLY copgepxut cnegyowme paboune obnactu (puc. 4):

l ---------------------------------------- 2 --------------------------

Q v e CBogKa

v Jlomen BesonacHocTi
WHdopmauns o6 obberre

'D HEPACMPEAENEHHBIE OBBEKTHI

PoguTensckui Aomen Her

ock C31 B MK6

NAPAMETPEI AIMLIEH3MIA

o &

APM

CeTenbie yeTpoiicTsa
Moa4MHEHHEIE A0 MEHE]
Arente ELY

M YAAEHHBIE OBBEKTHI

e

L

{8 MogumHeHHLIR AomeH

LCI )

JSALEH3AA NOAYMHEHHbIX JOMEHOB

e @

TEPMWUHASbHBIE CEPBEPBI

TepMiHansHEI cepocpEl
AKTHEHbIE TEpMIHANERBIE ceccii

JSALIEH3UOHHAA
WHPOPMALIMA

TMPOLIECC MMIPALIMI

WHUHMA EHTEI Be30NacHoaTH

38 nepmog;

[ Tonsko nenpourannse

0/0

He npoumtano/Beero

W 20.01.2026

Cepoepbl aomena GesonacHocTi ucc-ikd.dllocal: 17900

Moapobiee

24500
04500
14500
0500

Moapathee

Moapobies

0500
/500

Moapotres

Meapatres

EAMHBI LEHTP YMPABNEHWA

DALLAS LOCK

ecropr

Mo konwvectsy 3a nepwon

Puc. 4. T'maBHOe OKHO KOHconu ELLY

1. MnaBHoe meHo ELLY Dallas Lock.

AEACTBMA

06HOBHIL

Co3gats rpynny

BLIrpy3MTE CIUCOK KAMEHTOR

Mepevmenosars

Coepuyts

CoepryTo be
Ckanwpogars cets

JlobasuTs ceresoe yeipoiictso

MpoBepHIL JocTynHocTe

MpoBepuIs LeroCTHOCTS:

OMEPATWBHOE ¥MNPABNEHWE

BrikH0uMTE
Mepesarpysuts
Pa36,10K1poBaTL KOMMbIOTEPLI
TMepecumras yeocHoCTs
CoBpatb sypHanbi
CHHXPOHUZMPOBATE
Pasb10xMpoBath kommbroTep

Visonuposars y3en

2. 3aronoBOK OKHa (BEPXHSAsl CTPOKa), COAepXalluin MMsi mporpammel, MMsi [lomeHa 6€30MacHOCTU U UMsI

cepsepa.
3. [Hepero [JomeHa 6e3onacHOCTW.

4. Bknagku gns ynpasnenus oobektom aepesa ELY Dallas Lock.
5. CopepxaHne pabouen obnacTtu Bknagku ynpasnerHusi oobektom ELLY Dallas Lock.



6. lMaHenb NHCTPYMEHTOB.

"maBHOe MeHto koHconu ELLY copepxut cnegytowme nyHKTbl (puc. 5):

HepeBo gomeHa (cM. «JOMEH BE30OMACHOCTW ELLY »);
MapameTpbl OB (cMm. «MapameTpbl fOMeHa 6€30NacHOCTUY);
Hactpovika VB (cm. «HacTponka nHumnaeHToB 6€30nacHOCTUY);
Hactporika KSC (cm. «HacTtporika Kaspersky Security Centery);
MeHemxep AoMeHoB (cM. «MeHeakep JOMEHOBY);
MapameTpbl (cM. «[MapameTpbl paboTbI»);
Murpaumsa ¢ Cb (cM. «MexaHu3sm aBToMaTuampoBaHHoW murpauuu ¢ Cb Ha ELLY »);
YaaneHHas ycTaHOBKa:
e cM. «YganeHHoe passepTbiBaHne C3W Dallas Lock 8.0»;
e CcM. «YganeHHoe passepTbiBaHne C3W HC[ Dallas Lock Linux»;
. cMm. «YoaneHHaa yctaHoBka AreHta ELLY Windows» u «YganeHHas ycraHoBka AreHTa
ELLY Linuxy;
. cm. «[Noarotoska anctpudyTnea DL8.0 ans AD»;
e YpaneHHoe oGHOBMEHME:
e cM. «YganeHHoe o6HoBneHne C3WM HC[ Dallas Lock 8.0»;
. cM. «YaaneHHoe obHoenenne C3WM HC[ Dallas Lock Linux»;
e CM. «YganeHHoe o6HoBneHne AreHta ELLY »;
e YnpaeneHue KoHpuUrypauuen (cm. «YnpaBneHne KoHUrypaumeny);
e O nporpamme (cm. «O nporpammen).

ﬁ Aepeso goMeHa

% Napametpw 4B
9 Hactpoiika MB
&lr Hacrpoiika K

“ MeHegwep 4OMEHOE

{:} MapameTphi

%1 Murpauua ¢ Cb

.__&_j ¥aaneHHanA yraHoEka
.___ ¥aaneHHoe OBHOBNEHHE
|§ ¥YnpasneHWe KoHDUrypaynen

o@m_

Puc. 5. MyHKTbI rMaBHOro MeHo

C nomoubto KoHconu ELLY MOXHO HacTpouTb NnapaMeTpbl ANs criegyrowmx oobekToB Ob:

e ans Bcero [lomeHa 6e3onacHOCTW, onNpeaenuB HAaCTPOKKKN Npu Bblbope ob6bekTa, 0603Ha4aloLLLEero
Tekywun [lomeH 6e3o0nacHOCTU B EPEBE;
Ans rpynnbl, onpeaenve HacTPONMKK Npu Bblbope 06bekTa, 0603HaYatoLLEero rpynny B AepeBe;
ana APM, onpegenve HacTpowiki npu Beibope obbekTa, obo3Havatowero APM B oepese;
Anst OTAENbHOrO MOAYNS, BbIOpaB ero B AepeBe;
Ansi CETEBOro yCTPOMCTBA, BbiOpaB ero B AepeBe;
ana noguvHeHHoro [b, onpegenvB HacTpoviku npu Bblbope obObekTa, 0003Ha4varLWwero
nogYMHeHHbI [lomeH 6e3onacHOCTM B AepeBe.



Ons kaxgoro u3 o6bLEKTOB B BEPXHEW 4YacTu AOMOMHWUTENBHOIO MEHIO KOHCONMM hOpMMPYeTCs CMCOK
BKIAOOK ONns ynpaeneHnss obbektom gepeBa. CnMCOK BKNaAOK MEHSIeTCs B 3aBMCUMMOCTM OT Tuna
BblOpaHHOro ob6bekta. [Mpy BbiOOpe BkMagku B paboyvelr obnactu OTKpbIBAaeTCs CTpaHuua
C COOTBETCTBYIOLLMMU NapameTpamMm U MeHIO.
IOnsa o6bekToB AepeBa [1b MOXXHO HACTPOUTL COPTUPOBKY 1 PUINbTPALIUIO:
® _ Coptuposka. Npy HaxxaTum Ha KHOMKY MOSIBMSAETCH MEHIO C BO3MOXHbBIMW BapMaHTaMm
COPTUPOBKMU:
e  [pynnbl NO yMOYaHNIO BBEPXY;
COPTMPOBKA BPYUHY!IO;
COpPTMPOBKa B andaBUTHOM MOPSAKE;
COpPTUPOBKA B 06paTHOM andaBUTHOM MOPSKE;
COpPTMPOBKA MO BO3pacTaHWIo UHUMAEHTOB 6e3onacHocTy;
COpPTMPOBKa MO YyObIBaHNIO MHUMAEHTOB Be3onacHoCTy.
— dunbtpaums. [llpyM HaxkaTMM Ha KHOMKY MOXHO BblOpaTb OOWH W3 BapWaHTOB
dunbTpaumm:

e (punbTpaums no Tuny APM;

e bunbTpauus no moaynam;

e (bunbTpauus no ceTeBbiM YCTPONCTBAM;
uUnbTpaLms No TEPMUHANbHbLIM CEPBEPaM;
dunbTpauma No nogaomMeHam;
dunbTpaumsa No BKIOYEHHBIM 0ObEKTaM;
PunbTpaumsa No BbIKNMIOYEHHbIM 06 beKkTaMm;
hrnbTpaumsa 06bEKTOB, JABHO HE BbIXOAMBLUUX HA CBA3b;
PunbTpaumsa 06 bEKTOB C HENPOYUTAHHBIMU MHLMAEHTaMM 6e30MacHOCTH;

e  (bunbTpauus M30NNPOBAHHbLIX Y3IOB.

[ns cbpoca Bcex PUNbTPOB HY>XHO HaxkaTb COpocUTb (hunbTpbI.

PyyHasi copTuMpoBKa akTUBMPYETCS aBTOMaTUYECKM MOCiie MepeTackMBaHus OObekTa.
Monb3oBaTeny MoryT BpyYHYH M3MEHsITb NOpsiAok oTobpakeHust o6bekToB B Aepese B,
nepeTackvMBasi UX Ha HOBOe MecTO.

Ponb Aydumop “MeeT JOCTYN K py4yHON COPTUPOBKE, HO He MOXET nepemMellaTb 0ObEKTbI
MeXay PasfuYHbIMK YPOBHSAMU BIIOXKEHHOCTMU.

Ons nowucka KoHKpeTHoro obbekta B Aepese [B MOXHO BOCNONb30BaTbCs MOWUCKOBOM CTPOKOW,
pacnornoXXeHHOW NpaBee KHOMKN punbTpaLun.
3Haukn 06beKkToB, 0603HavaroLWme rpynnbl, B 3aBUCMMOCTU OT COCTOSIHUA MOTYT MPUHUMATL CreayoLmi
BUA!

—  CMNUCOK BMOXEHHbIX 0GBEKTOB rpymnnbl CKPbIT;

m — CMUCOK BINOXEHHbIX 00 bEKTOB rpynnbl 0To6pa>|<aeTc:$| B Jepese.

KoHTekcTHoe MeH 00bekToB gepeBa KOHCOJNM NO3BOJIAET ,D,O6aBJ'IFITb/yD,aJ'IFITb/FIepeI/IMeHOBbIBaTb
rpynnbl, CO3gaBaTtb APM B rpynne, nepemMeLiatb 006BbEeKTbI U3 rpynnbl B rpynny u gpyrue onepauunu.

B ELLY Dallas Lock npegycmoTpeHbl 3 6a3oBblie rpynmnbl, NpeaHa3HayeHHble AN obecneyeHmns COCToAHMS
3almLEeHHOCTN 06bekToB [lomeHa 6e3onacHOCTH:

e HepacnpegeneHHble 00beKTbI;

e ceTeBble YCTPOWUCTBA,

e ynaneHHble OObEeKTHI.
YpaneHve n nepenmeHoBaHme 6a3oBbIX rpynn HEQOCTYMHO.

3Ha4ykn 06LEKTOB, 0603HAYAOLLNX MOAYIIN, 3aBUCST OT TUMA U COCTOSTHUS MOAYS.
Tak kak APM npeacraBnseTr cobor COBOKYMHOCTb Moaynen, coctosiHue APM 3aBUMCUT OT COCTOSIHUS
Mogynen. 3Ta cBA3b ONUCbIBAETCS CrieaytoLmmMm o6pasom:

ecnu xoTa Obl ogMH U3 mogynen B coctaBe APM HaxoauTcst B COCTOSAHUN « [TOOKITHOYEHY,

E ~ cocTosiHne APM — «8K/IoueHy;

— ecnu Bce moaynu B coctase APM He nogkntoyeHbl, coctosiHne APM — «8bIKMOYeH;



ecnu HuM oauH u3 moaynem B coctaBe APM He BbIxogun Ha cBa3b ¢ ELLY cBbiwe
- YCTaHOBMIEHHOro napaMeTpom OnoBeLeHUs NpU OTCYTCTBUU CBA3M C OGBLEKTOM
" (B AHAX) BpemeHM (NpW YCrOBMM, YTO HACTPOEHO NMCbMO 06 OTCYTCTBUW CBA3W

¢ 06bekToM), coctosiHne APM — «00s120 He 8bIx00UsT Ha CBSI3b».

B uenax ontummsaumm npoussogutensHoctn ELY nposepsiet APMbl Ha gonroe OTCyTCTBUE CBA3U
He Jalle, YeM pa3s B 4Yac. Ecnu B pamkax gaHHON NpOBEPKM CBA3b OTCYTCTBYET, TO B KOHCOMNM ynpasneHus
ELY nosasutca nHunaeHT 6e3onacHoOCTy ¢ pesynbtatom «[1podormkumernbHoe omcymemaeue Cesa3u».

B nepese HanpoTMB obbekTa, Ha KOTOPOM MPOU3OLLNN UHUMAEHTbl 6e30macHOCTN, UHAMUMPYETCA UX
Konm4yecTBo (puc. 6).

*[3 TEST
* @ Linux-ARM
@ Dallas Lock 8.0 MKS

& Dallas Lock Linux MK2
Mikrotik 10.10.102.244. .

Puc. 6. UHaukauusa nHUNgeHToB 6e30nacHOCTU B Aepese

Mpun aTOM ONa ypoBHSA BbiLe MO nepapxun b cymmmnpyeTcsa Konnm4ecTBo MHLMAEHTOB HA BCEX BITOXEHHbIX
obbektax. Hanpumep, Ha ypoBHe APM oToGpaxaeTcss cymma KonmyecTBa WHUWOEHTOB Ha MOLYNSX,
BXOASILUMX B €ro COCTaB.

Mpn obHoBneHun ELY c 6onee paHHux Bepcun go UK3 u HoBee, MAEHTUYHbIE MO UMEHU OOBLEKTHI
(HesaBucMMO OT perucTpa) asBTOMaTMYECKM MepenmMeHoBbIBalTCA. [lepBoe uMsa  coxpaHseTcs,
a nocnegytowune nonyyat cyddukc (N), rae N — uyucno (Hanpumep, «Hoeass epynna»
nepeumeHoBbIBaeTCA B «Hoeast epyrnina (1)»).

4.3 HacTpowku nuueH3npoBaHus

JInuensusa Ha ELLY Dallas Lock yctaHaBnnBaeT KONMYECTBEHHbBIE OrpaHUYEHNS NO CreayoLwmMmM o6bekTam:

3awmaemble APM;
ceTeBble YCTPOWUCTBA;
NOAYNHEHHbIE JOMEHBI;
AreHTbl ELLY;
TepMUHarnbHbIE CEPBEPHI;
TEePMUHarbHbIE CECCUM.

Mpn dopmupoBaHUM NULEH3UN HEOBXOAMMO Y4YUTblBaTb, YTO kommdectBo APM gormkHo
ObITb BCcerga 6onblue mnu pasHo konuyectey AreHtoB ELY, Ttak kak APM npeacrasnsiet
cobor coBoKynHOCTb Moaynen (Ha oanH APM ¢ AreHtom ELLY nonb3oBaTenb MOXET BBECTU
Apyrve mogynu u Haobopor).

Ecnu cornacHo npnobpeTteHHon nuueH3nn B [lomeH 6e3onacHOCTY eLle OonyCTUMO BBECTU
AreHT ELLY, HO numuT Ha konudectso APM gocTturHyT, To AreHT ELLY BO3MOXHO yCTaHOBUTb
TONMbKO Ha Y)XXe 3apernctpupoBaHHble B [lomeHe 6e3onacHoctn ELLY APM.

YnpaBsneHune nuueHsnen Ha ELLY Dallas Lock ocyuwiectBnseT nonb3oBarernb ¢ ponblo AOMUuHUCmpamop,
Ha3Ha4yeHHoW Ha ypoBHe [1b (cm. «PoneBasa moaenb y4eTHbIx 3anucen 6y ).




MHdopmaums o napameTpax TeKyLLen NMLUEeH3MM OCTYMHA Ha ypoBHe [JomeHa 6e30MacHOCTM Ha BKNaake
Ceopgka — UHcpopmaumsa o6 o6bekTe (puc. 7).

WHdopmaumna o6 obbenre v

Cepeepel AomeHa BezonacHocti ucc-apil.dllocal: 17900

Pogurensckril gomer Homen BesonacHocti (ucc-ikS.dllocal: 17900y
MAPAMETPLI FIALLEH3MIK MogpobHes
AP 54100
CeTeBble yoTpolicTea 0/10
MaguMHEHHEIE AaMEHE /10
ArenTe ELY 1/100
EAHHHI:‘I LIEHTP YNPABNEHWA
JIALLEH3MA NMOAYMHEHHLIX AOMEHOB Mogpobnes DALLAS LO c K
TEPMWHAABHLIE CEPBEPBI Mogpobhes
TepMUHaNeHsle Cepsepbl 0/10
AETHEHEIR TEPMUHANBHEIE CECTHK 0/100
JMLUEHINOHHAA
WHPOPMALIMA Moapates
NPOLECC MIATPALIMIA MoapobHes

Puc. 7. Uudbopmauma o napameTpax SIMLEH3NU

4.3.1MapameTpbl NUUEH3UU

Mpun HaxxaTum Ha BkNagke CeBoaka — UHcpopmauma 06 o6bekTe kHonku Moapo6Hee nons MNapamempsi
nuyeH3uu nosiBnsetca okHo CocTtosiHMe nuueHsum (puc. 8), KOTOpoe CcoaepXUT WHGOPMaLMIO
O COCTOSIHUM NWLIEH3NW ANA OAHHOIO CepBepa, a Takke Ans kaxaoro cepsepa B knactepe Ob.

D Cocronnue nuuensin X

Viun cepaepa Nnuenznn [ Pexxvm pabores cepeepa

APM: 500, Ceressie yerpoiicrea: 500, Mogunmenrsie aomersi: 500, Arenrs: ELLY: 500, T cepaeps 500, T ceconn: 500 [ @aiin POKiM QYHKLNOHIPOBIHIA & PRNKEX TMUEHZHH

crocri APM: 20, Cemesiie ycrpoiicrea: 0, Moasnrertsie sonens: 0, Arental ELLY: 0, Tepunnansrsie cepeeper 0, Tepuunansnsie ceccns JMUEHEHA POANTENECKOTO AOMEHa BEsonacnOCTH Peinh GyHKLNOHHPOSZHHA & PaMKEX INLERSN

Roaguts daiin mnuerann | (] 3axpairs

Puc. 8. OkHo «CoCTOsIHME NULIEH3UN»

Ansi nog4YuMHeHHbIX OOMeHOB ©Oe3onacHocTU Ha ypoBHe KopHA OB B okHe CocCTosilHME NnULEeH3uu
AOMNONHUTENbHO OTOoOpaxaeTcs MHopmauusa o BblgeneHHbix ¢ naBHoro B kBoTax. B kauyectse
3Ha4YeHusa anst napameTpa McmoYyHUK B AaHHOM crny4vae ykasbliBaeTcs JIuuyeH3usi podumesibco2o OoMeHa
6e3onacHocmu. Ecnn [1b siBNsieTcs NnogYMHEHHbIM, HO ANt HEro He Bblaensanucb kBoThl ¢ TnaBHoro B,
TO B cTonbuax JluyeHsus n lcmoyHuk nHdopmaunst 6yaeT oTcyTCTBOBaTb.



Ina npobaBneHusa danna nuueHsnn cpeacteamm ELLY, Heobxoanmo:

e HaxaTb kHOMNKy [lo6aBUTL han nuueH3uu;

e ykasaTb NyTb K channy dopmaTa .ucLicenseKey nnu .json;

e HaxaTb Ha KHomMKy NMpoBepuUTb NMULEH3ULIO.
B cnyyae ycnewHoro npumeHeHusi, B crtonbue JIuyeH3uss NOSIBATCS COOTBETCTBYWOLWAs Hagmnvcb
C YCTaHOBMEHHbBIMW KONTMYECTBEHHBIMY OFPaHNYEHNSAMM MO NOAYMHEHHBIM OObekTam. Takke nHopmMauus
0 NapameTpax TEKYLLEN NMLEH3UN N3MEHNTCA Ha BKNagke Ceodka (puc. 7).
Mpouenypa npoBepkn napameTpoB MMUEH3UM OOMOMHUTENbHO OCYLLECTBMSIETCS MPU KaXAOM cTapTe
cnyx6el ELLY.

4.3.2 JInueH3nm nog4YUHEHHbIX JOMEHOB

Mone JluyeH3uu nod4uHeHHbIx doMeHo8 Ha Bknagke CBopka B pa3gene UHdpopmauus
06 06bekTe oToOpaXkaeTcs TONbKO NpY HanmMuMu B [JomeHe 6e30MacHOCTU MOAYMHEHHbIX

Ob.

Mpun HaxaTumn Ha Bknagke CBogka — UHdopmauus o6 ob6bekTe kHonku MogpobHee nons SluyeH3uu
MoG4YuHeHHbIX OoMeHO8 nosiBNAeTcss okHO COCTOsiHMEe JULEeH3MM NOAYUHEHHbIX JOMEHOB (puc. 9),
cogepxatiee MHMOpMaLMIo O MOAYNHEHHBIX JOMEHAX N KBOTaX, BblAENEHHbIX Ha X 06beKTbl ¢ MaBHOro
OB. MNpwn oTCcyTCTBMM CBA3M C NOAYMHEHHBIM AOMEHOM B cTonbue JluyeH3uss ntHopmaums o BbiAeneHHbIX
Ha 06bekTbl gaHHoro [1b kBoTax He oTobpaxaeTcs.

O CoCToAHME AMUEHS MM NOAYUHEHHELX JOMEHOE X

Wraa Mo gumnennoro AB Fvyenzma
UecP fuce-2.dllocal: 179000 APM: 0, Cetesrie yotpofictea: 0, Mogqunennee gomens: 0, Srenter ELY: 0, Teprannanereie cepeeper 0, Tepmunanereie cecomm: (I

ri_Darn (n-DLLTI000  APM: 0, CeTeprie yoTpoiicTea: 0, MoguuHerHele gomenes 0, Arentel LY 0, TepmunaneHeie cepeepir ), TepMuHaneHele ceccuu:

flobaenTh Gain nMUEHSMK MpoEEprTh NHLEHSHHD aKkpeiTh

Puc. 9. OkHo «CocTosiHMe NULIEH3UU NOAYUHEHHbIX JOMEHOB»

Mpu BbIGOpe nogvmMHeHHoro OB n Haxatum Ha kHONKy U3MeHUTb nuueH3uio Oyaet BbiIBEOEHO OKHO
N3meHeHne nuueH3un (puc. 10), B KOTOPOM MOXHO HacTpPOUTb pacnpefenieHne KBoT o6Leln NueH3nm
rnaBHoro [16 Ha 06bekTbI, permctpupyemslie Ha nogunHeHHbIX [B. [lnana3oH 3HavyeHun B okHe M3meHeHume
FINLEH3UN 3aBUCUT OT NULLEH3MM rNaBHoro [1b: MMHMManbHoOe 3HayeHne Bceraa paesHo 0, MakcumManbHoe
paBHAeTCA OCTYMHOMY KONMUYECTBY NnuueH3un rmasHoro 6.



Mpn OTCYTCTBUM CBA3N C MOAYUHEHHbIM [B M3MEeHeHue nUUEH3UM HepocTynHo, OyaeT BbiBEAEHO
coobLeHne « Owubka nooKIOYEHUST» .

O 3meHeHKE AKLEHS MK x

APM 0
il 500

CeTeERIE YCTROACTES 0
yemp n s00

MNoAYHHEHHEIE AOMEHE] I
A A n 457

AreHtel ELLY 0
H i s00

TepMUHAAEHEIE CRpERPHI 0
P PEEp il 500

TepMHHAAEHEIE CBCCHK 0

MpHMEHKTE Otmena

Puc. 10. OkHO «A3mMeHeHue nNUuUeH3un»

MexaHun3m nepepacnpeaeneHuns NMUEH3NA He NPeayCMOTPEH B CrEAYIOLLMX ClyYasx:

e MpWU OTCYTCTBUW CBA3M C NOAYNHEHHBIM [B;
e ecnu Ha maBHom [0b npumeHeHa 6e3nNMMUTHas NMUEH3us;
e ecnu NogyunHeHHbIN 0B ncnonb3yet AemMoBepCuio.

Mpn ncnonb3oBaHMKM KnacTepa NMLEH3UN pacnpenensoTca NOPOBHY Mexay BCeEMU cepBepamm knacrepa
(c okpyrneHmem B MeHbLLEK CTOPOHY). Ha kaxagom cepBepe GygeT oTobpaxeHa nepcoHarnbHas KBOTa
OAHHOro cepBepa, a He 00Lasa nepepacnpeaeneHHas Ha knactep nuueHaus. MNpyn yMmeHbLUeHUN paHee
BblAaHHbIX KBOT Ha NoAYMHEHHbIV [1b B AaHHOM cryvae KBOTbl OyayT BblUMTATLCA M3 NIMMUTOB NULLEH3UU
Lenoro krnacrepa, a He KBOT KOHKPETHbIX cepBepoB. Hanpumep, ecnu B knactepe 2 cepepa, TO npu
ymeHbLUeHun kBoT Ha 10 APM ans nounHeHHoro b 13 kaxgoro cepBepa knacrepa 6yaeT BblYTEHO Mo 5
APM.

lMpu ycnewHoM MpUMEHEHWM HOBbLIX MNapaMeTpoB OyAeT BbIBEAEHO OKHO C COOTBETCTBYIOLUM
coobuweHunem (puc. 11).

U Coobuenne ot

o JaHHBIE AMLEHE MK 0BHOENEHE

DK
Puc. 11. NMpumep coobLueHMs Npu ycnewHoM pacnpeaeneHun NULEH3Un Ha nogYMHeHHbI OB

KBOTbI, Ha3Ha4yeHHble 0ObekTaM nogvmMHeHHoro [1b B okHe U3MeHeHune nuueH3uun, GyayT BbluMTaThCs
n3 obwern nuueHsum mmaeHoro [b. CoOOTBETCTBEHHO, MOCME YCMELUHOrO BbIMNOMHEHMS onepauum
nepepacnpegeneHns KBOT 3HauyeHus B pasgene [lapamempbl nuuyeH3uu Ha Bknagke Ceodka —
UnHpopmayusi 06 obvekme (puc. 7) byoyT otobpaxaTb TeKyLniA 06beM OOCTYNMHOW NMLUEH3MM FNaBHOro
OB ¢ y4eTOM BbIYTEHHbIX KBOT.

Mpu otcytctBuM cBSA3M mexay [maBHbiM 1 lMogyvHeHHbiM [B BblgaHHble kBOThHI OyayT
3abnokMpoBaHbl, He06X0ANMO UCMONb30BaThb NOKaNbHbIM ann NULEH3UN.



Mpv yoaneHny nog4ynmHeHHoro 16 KBOTbI NOAYMHEHHBIX eMY O6BLEKTOB ByayT aBTOMAaTUYECKM BO3BPALLEHbI
B NyNn AOCTYMNHbIX KBOT rnasHoro 6. 3HaveHus B pasgene Mapamempsbi nuuyeH3uu Ha Bknagke Ceodka —
UHebopmayusi 06 ob6vekme npu 3Tom GyayT aBTOMaTUYECKN OOHOBIIEHBI.

Peanusauuns kHonok [lo6aButb c¢hann nuueHsum u MNMpoBepuTb NMULEH3UIO MOMHOCTbLIO
aHanornyHa CcyulecTByloLeMy MexaHu3Mmy paobaBneHus anna nuueH3MM U NpOoBEpPKU
nvueHsun B okHe CocTtosiHMe nuueH3uu (cM. «[lapameTpbl NULEH3UU») U NO3BOMNsSeT
NPUMEHNTb NULEH3uno Ha MnaBHbIi [b.

4.3.3 lInueHanoHHasa nHdopmaums

Mpn Haxatum Ha Bknagke CBogka — WHcpopmauusa o6 obbekte kHonku [MogpobHee nons
JluyeH3uoHHasi UHOpMayusi NOSABMASETCA OKHO, CcoAepxallee JUUEH3MOHHYK  MHGOopMaLMIo
(MMUEH3MOoHHBIN ko4 W KOO TEXNOOAEPXKW) ANs BCex MOAynewn, BBEeAEHHbIX nog ynpasneHue ELYY
(puc. 12).

O SMueHzHOHHEA MHPOpMaLMa x

N2n.n. Hraa APM WMrmaFODN ™ IP-agpec Mogyan JMLEH3MOHHBIA KO g Koj rexnoggepaaxcmn TexnoggepxxalMueH3na MCTeKIeT Kommenrapuia
APK-DLED-C 101010573 DLB.OKIKLZ

APR-DLED-K 10.10.104.124 DLB.0 KIK1Z

APM_DLL 10.10.113.73  DLL KKS

APM_SZVT 10.10.101.192 C3 B VK6

[P

COXPEHMT... JaKpbITE

Puc. 12. OkHoO «JIMLeH3noHHaa NHdopmaLms»

Tarke B OTKpbIBLUEMCH OKHE OTOBpaxaeTcs MHgopMauusa O Cpoke AeNCTBUS TeXnogaepxku: B ctondue
Texnoddepkka/NuyeH3usi ucmekaem [ENCTBYOWAs TEXMOLAAEPXKKA/NMULEH3UA BblgeneHa 3erieHbIM
LUBEeTOM, UCTEeKLaa — KpaCHbIM.

Ctonbey KommeHmapuli NO YMOMYaHUKO MNYyCTOM M NpU HEeobXooMMOCTU MOXET ObITb 3anofHeH
agMVHUCTPATOPOM BPYUHYIO.

[na kaxpgoro u3 cTtonbuos npeaoycMoTpeHa BO3MOXHOCTb COPTUPOBKU MyTEM HaXaTud NEeBON KHOMKOW
MbILLUM HA Ha3BaHMK cTonbua.

Peann3oBaHa BO3MOXHOCTb COXpaHeHMsi CChOpPMMPOBAHHOIO OTYEeTa C NMLEH3VMOHHON WHGOpMaUnen
B cpann (B popmate HTML unu CSV) no kHornke CoxpaHUThb....

4.3.4 OcobeHHOCTM NULUEeH3npoBaHuA Knactepa [1b

Mpwn opraHunsaumm paboTbl [lomeHa ©e3onacHOCTM B pexume kractepa (cm. «[lapameTpbl knacrepay)
cnepyet obpaTuTb BHUMaHWE Ha 0COBEHHOCTU pacnpeaeneHns IMUEH3NOHHbIX OrpaHMYeHUIn: B Knactepe
NMPUMEHSAITCA MaKCUMarbHbI€ 3HAYEHUS NIMLEH3MN U3 NMPUMEHEHHbIX Ha BCEX yYacTHMKax Knacrepa. OTu
OrpaHMYEeHUs pacnpedensioTcs Mexay CepBepamu B COCTaBe Knacrtepa (MyTem HasHavyeHWs «KBOT»
ans nomeHa). Bce cepBepa B cocTaBe ogHoro knactepa [1b uMeroT paBHble KBOTHI.
Hanpumep, nmeetcsa koHpurypaums ns M pennuumpoBaHHbIX cepBepoB. KonuyecTBeHHbIe orpaHnyeHns
nMueH3nmn knactepa o6o3HayeHbl criegyowmm obpasom:

e N — konuyecTtBO 3aLyuaembix APM;

e K — KONN4eCTBO CETEBbLIX YCTPOUCTB;

e | — KONNYEeCTBO NOAYMHEHHbIX AOMEHOB 6€30MacHOCTU.
B gaHHOM criyyae KBOTa Kractepa paccuynTbiBaeTcs cnegyowmum obpasom:

o  MAX(N)/M = kBoTa Ha 3awuiaemble APM;

o MAX(K)/M = kBoTa Ha ceTeBble YCTPONCTBA;

o MAX(L)/M = kBoTa Ha nogumHeHHble Ob.
CooTBeTCTBEHHO, YeM Bonblue pennnuUMpOBaHHbIX CEPBEPOB, TeM BbiCTpee pacxoaytoTcs KBoThl Ans Ab.




Ecnu B pe3ynbTaTe AeneHuvs nonyyaeTtcst ApoGHOE YMCro, TO OKPYreHNE OCYLLECTBISETCS
B MEHbLLYIO CTOPOHY.

Mpu kaxxgom 3anycke cnyx6bl ELLY ocywecTBnaeTca npoBepka HadHayYeHHbIX KBOT A4S JOMEHa.
Hanpumep, nmeeTtcs cnegyiolas KoHUrypaums:

o X — KONMMYeCTBO pennMUMpPOBaHHbIX CEPBEPOB;

e Y — KONMYECTBEHHbIE OrpaHW4eHnst No NOAYMHEHHbIM ObbekTaMm, onpeaensemble nUMUeH3nen,
NPUMEHEHHON Ha 3anyckaeMoM cepBepe;

o MAX(Z)/X — KOnMMYEeCTBEHHble OrpaHW4YeHnss Mo MOAYMHEHHbIM OObekTam, AencTByoLme
B knactepe ELLY.

1. Ecnu no ntoram npoBepku napameTpoB NUUEH3UM OBHapyxeHa AEWCTBYIOLLAA NULEH3NS, Npu 3TOM
(MAX(Z)IX z YIX) — cnyxb6a ELY 3anyckaeTcs B LUTATHOM pexXvMe C Ha3Ha4YeHHbIMW B AOMEHe
KBOTaMW.

2. Ecnu no utoram npoBepky napaMmeTpoB NUUEH3UN O0BHapyxeHa AeNCTBYIOLWAN NMLEH3MS, NMPU 9TOM
(MAX(Z)/IX < YIX) — npoucxoguT nepepacnpegeneHme KBOT Mexagy cepBepamu knacrepa, cnyxba
ELLY 3anyckaeTcs B LUTAaTHOM peXunme Ha AaHHOM cepBepe.

3. Ecnn no wutoram npoBepku cepBepoM ELLY He oOHapyXeH nNpUMEHeHHbI ain nuueH3un
UN NPUMEHEHHAs NULEH3US HedenCcTBUTENbHA —TeKywWwmn cepep B b nepeBoautca B pexum
orpaHn4yeHHon OYHKLMOHANbHOCTUN OO NPUMEHEHMNS OENCTBYOWEN NUUEH3nn. Pexnm orpaHnyeHHom
PYHKLMOHANbHOCTU («OrpaHMYEHHbINA PEXUM») — 3TO pexuM paboTbl cepepa ELLY, npu koTopom:

e ayauT, ynpaBfeHWEe W  CUMHXPOHM3auMs C  MOAynsMKW, CeTeBbIMM  YCTPOMCTBaMM
W NOAYVHEHHbIMU (4OYEPHUMIN) JOMEHAMU HE OCYLLECTBNAETCS;

e ayauT u agMmuHucTpupoBaHue b knactepa nu3 koHconu ELLY He ocyliecTenseTcs;

e pennukauuma n OBMeH [aHHbIMW MexXZy CepBepamMu B pamKax Kractepa npoorkaeT
PYHKLMOHMPOBATb.

Ha yposHe [1b Ha Bknagke Ceodka BbIBOOMTCSA NpeaynpexaeHne 0b owmnbke ¢ NMUEH3Ne Ha cepBepe.
MHuumaumsa HoBOW NPOBEPKM NULIEH3UN OCYLLIECTBSIETCA MOBTOPHOM NOMbLITKOM 3anycka cnyxosl ELLY.

4.4 TlepepacnpeneneHme TepMMUHaNbHbIX CECCUN

B ELLY peanunsoBaH MexaHn3M nepepacrnpeneneHmsa TepMuHarbHbIX CECCUN, MO3BONAOLWMIA JUHAMUYECKU
pacnpefensdtb KBOTbl Ha WMCMOMb30BaHME TePMUHArNbHbIX CECCUN MeXdy TepMUHanbHbIMU CepBepamm
Ha mogynsix C3U Dallas Lock 8.0, 3apeructpupoBaHHbix B 1B ELLY.

MHdopmauus o napameTpax Tekylleh NULEH3UM Ha TepMUHanbHble CepBeEpPbl M CECCMU OOCTYMHa
Ha ypoBHe [JomeHa 6e3onacHocTu Ha Bkragke CBogka — UHdopmaums o6 o6bekTe (puc. 13).



WHdpopmaymua 06 obhexTe v

Cepeepel gomMena fesonacHoctd ucc-apmd.dllocal: 17900

PoauTenscki gomMeH Her
MAPAMETPbI MLLEH3MIA Mogpotines
APRA 7100
CeTesble yoTpoicTEa 0710
Mog4MHEHHBIE 40MEHBI 0/10
Arenter ELY 3/100
EAWHBIA LLEEHTP YMPABNEHWA
FAULEEH3IWIA NOJYMHEHHBIX AOMEHOB MogpotHes DALLAS Lo c K
TEPMUHA AIbHBIE CEPBEPLI Mogpotines
TeprMMHANEHEIE CEpEEpbI a/1n
PETHEHBIE TEPMUHANEHBIE CRCCHM 07100
FAULIEH3MOHHAA MoanobHes
MHPOPMALINA an
MPOLLECC MIMTPALLIAIA MoapobHes

Puc. 13. UHcpopmaumsa o napameTpax fIMLEH3UM HA TEPMUHalbHbIe cepBepbl

Brok nHdpopmaunn TepmuHansHble cepeepk! Ha Bknaake CBogka B pasgene UHcgpopmauus
06 06BbeKkTe 0TOOpakaeTcs TONbKO NPY HANM4MmM KBOT HA TEPMUHATIbHbLIE CEPBEPDI M CECCUN
B nuueH3nn Ha ELLY Dallas Lock.

Mpu HaxaTumn kHonkn MoppobHee nons TepMuHarnbHble cepeepbi NOSIBNSETCS OKHO TepMUHanbHble
cepBepbl (pyc. 14), KOTOpOe COOEPXKMT CBOOHYH MH(OpPMauUuio MO BCEM TEPMUHAmNbHLIM CeEpBepam,
BBeaeHHbIM B [16 ELLY.

QO Tepmuancribie ceppepel x
Wras repmmnanphioro cepeepa *  Cocrosnne cepeepa OTKpBITbIE TEPMMHA/IBHBIE CECCHI

Dallas Lock 8.0 K12 (APM-DLAD Heanemynen 44, ]

Dallas Lock 8.0 MK12 (APMA-DLED-K) Akrieen ]

akpoims

Puc. 14. OkHo «TepMUHanbHbIe CEPBEPbLI»

Mpu HaxxaTnm Ha HanmeHoBaHne APM ¢ 3aperncTpMpoBaHHbIM TEpMUHANbHBIM CEpBEPOM B cTonbue Mvs
mepMUHanbHO20 cepeepa OCyLLIeCTBnseTca nepexog Ha ypoBeHb mogynsa C3U Dallas Lock 8.0,
B cooTBeTCTBUM C uMeHeM APM B cTtonbue.

Ansi permctpaumm TepMmnHanbHoOro cepeepa Heobxoanmo Ha ypoHe mogyns C3U Dallas Lock 8.0 HaxaTtb
KHOMKy 3aperucTpupoBaTb TeEpMUHaNbHbIA cepBep Ha naHenu OrepamugHoe yrpasrieHue.

Ecnun mogynbe C3U Dallas Lock 8.0 3apernctpupoBaH kak TepMUHarnbHbIA cepBep, CTpoka TepMuHanbHbIU
cepsep B pasgene MHpopmayusi 06 o06ekme GyaeT MMeTb 3HavYeHne 3apeaucmpuposaH.



MpekpalleHne o6CnyXMBaHMA KINMEHTA B Ka4yecTBe TEPMUHaNbHOrO CepBepa BO3MOXHO
CO CTOPOHbI KNWEHTAa, 3aperMcTpUpoBaHHOIO B Ka4ecTBe TEpMUHaNbHOro cepeepa. bonee
nogpobHo O nepepacnpeneneHMn TepMUHarbHbIX Ceccuii onucaHo B PykoBoactee
no akcnnyatauun C3U HCA Dallas Lock 8.0.

4.5 MexaHu3Mm aBTOMaTU3NpOBaHHOU murpauum ¢ Cb Ha ELLY

MexaHn3m murpaumm cosgaH ansa obneryeHus nepeHoca AaHHbIxX npu nepexoge ¢ Cb Ha ELY.
Ons nogknioyeHns Kk CB u nonyyeHWs CTPyKTypbl AepeBa KIMEHTOB, MOMUTUMK U YYETHbIX 3anucewn

Heo6xoa4MMO B rmaBHOM MeHto koHconu ELLY > BblbpaTb Murpauums ¢ CB (puc. 15).

Mwrpauus ¢ CB

Macrep murpauum ¢ Cepeepa BesonacHocTn B EAMHBIA LIEHTP ynpaBneHna
JnA NPOAOAKEHUA HAKMUTE KHOMKY «/laneex

Macrep myrpaumnm nozeonnt noaydnts ot Cepeepa BesonacHocTw cpykTypy Aepesa Jomena BesonacHocTy, 3HadeHne MOAWTHK,
YyueTHble 3aMu1CK, a TaKxe NepeeecTu Beex KmeHToe vz Cepsepa BezonacHoctu e ELLY.

B npouecce Murpaumnn agmunmnctpatopy ELLY He pekomeHayeTcA meHATe katod goctyna ELLY v k Cepeepy BesonacHocti,

Puc. 15. CtpaHuua mactepa Murpaumm

OTkpoeTcs cTpaHunua mactepa murpaummn ¢ CepBepa BesonacHocT B EQMHBLIN LeHTP ynpaBneHus.
lMocne o3HaKOMMEHWs agMuHuUcTpaTtopa C WHdopMauuen, HeobxoaMMo HaxaTb kHonky [anee
Ans nepexoga K cTpaHuue PelleHue KONNMU3WA HeYHUKanbHbIX NonuTuk. Ha paHHOM cTpanuue
npegocTaBnseTcd BbIOOp TuNa KNMEHTa, MOMUTMKM KOTOPOro OOSKHbI  OblTb  MPUOPUTETHLIMU
NPV BO3HUKHOBEHWUW KOMMM3UIA NPU Ha3Ha4YeHn NONNTUK Ha YPOBHE rpynn B npouecce murpauun (puc. 16).
Ha Bbibop goctynHel knueHTsl Dallas Lock 8.0, Dallas Lock Linux n C43 Dallas Lock.



Mwrpayus c CB

BuibepuTe TN KAMEHTa, 3HAYEHMAMM MOAMTHK KOTOPOro BYaeT 0TA3BATLCA NPUOPWTET MPKM HasHAYeHWM NOAMTHUK Ha YPOBHE rpynn

Tun kamenTa: o

(® Dallas Lock 8.0
O Dallas Lock Linux

(O €43 Dallas Lock

Puc. 16. CtpaHuua «PelueHue KONnuM3nit HeyHUKanbHbIX NOMUTUK»

Mocne BbIGOpa TUNa KNMEeHTa, MNOMUTUKN KOTOPOro OOIMKHbI ObiTb MPUOPUTETHLIMU, HEOOXOOUMO HaXaTb
kHonky [lanee Ans nepexoaa Kk cTpaHuue nogknodeHus kK Cb (puc. 17).

Mwrpauma c CB

MNoaxntouenue k Cb

Anzs nograroueHna K CB 2anonHWTe Bce NOAA M HaXmMWTe KHOMKY «/laneex»

Wma unm IP-agpec CB: 10.10.105.96

Kmau Cb: senns o
Norun agmuHncTpaTopa CB: admin

Mapone aamuHucTpaTopa Ch: sese <

Haszaa Danee Otmena

Puc. 17. NopknioveHue kK Cb

Ona nogkntoyeHns k CB gormkHbl ObITh 3anNoNHEHbI cnegytoLwmne norsi:
e ums unm IP-agpec CB;
e kntoy CBb (ecnu 6bin 3agaH);
e norvH agmuHuctpaTtopa Chb;



e naponb agMmuHucTpartopa Cb.

lMocne 3anonHeHus nonem HeobxoouMmo HaxaTb kHorky [lamee ans nepexoja K OKHy Bblbopa
MOAyNen/kOMNOHEeHTOB Anga murpaumm (puc. 19).

Ecnn k CB He yaanocb NOAKMOUYUTLCS, TO B OKHE MOAKIYEHNS NOsIBNSETCA coobLieHme
c owmnbkon (puc. 18). Os3HakomuBLUMCL C ownbkon, crnegyetT Haxatb OK u moBTOpUTH
MOMbITKY NMOAKIOYEHNS.

Owinbka =
&

@ Jwmbka nogrntoderna k CB! ¥kazaHHoe nma He HalaeHD B ceTK

Puc. 18. Owmnbka nogkntoyeHus k Cb

Murpauus ¢ Cb

BriGop mogynei/| TOB gnA

PaL

Ecnn TpebyeTca, BoifepnTe 4ONOAHUTENHEIE MOAYAM/KOMIOHEHTEI 1 WX HACTROMKM, KOTOPEIE HYXHO MWMPUROBATE

Mpu Murpauun mogyna SyaeT NepejaH cNHCOK AecKPUNTOPOE ChEMHbIX HAKOMWTENEH, COOTBETCTBYIOWME MM NO/L30BATENLCKHE OMHCaHMA U cnncok KIMCH

[l CPeACTBO KOHTPOAA ChEMHBIX MAWHHHBIX HocuTenel nHgopmaumun (CKH)

Mpu murpauun npaeun u npodguneil M3 GyyT oYMLLEHb NPaBUAE W NPOQUAN, co3AaHHble Ha ELIY.MapameTp "Cnncok ceTeskIx a4anTepos” He MUrpupyet!
["] Mescerenaii akpan (M3)

D MapameTpul M3

D Mpasuna M3

D Mpogumn M3

D Gunetpauna M3

MpH MArpauni curHatyp COB GyayT CUNLLIEHs! CUTHATYPEL, CO3AaHHLIE Ha ELLY.

] cuerema obHapyXeHua ETopxennii (COB)
[ curnarype COB
[ Napametpel COB (HacTpoiiki 38PUCTHKM, KOHTPOAA NPHACKEKMIT 1 PELCTPA, TNOBANLHEIX NAPaMETPOE)
U Hactpoiiky GezonacHoi cpedel

[_] Aoeepentue agpeca

Puc. 19. BbiGopa moaynein/KoMNoHEeHTOB ANsi MUTpauun

Ha paHHon pabouen obnactn npepgocTtaensieTcs Bbl6Op Moaynen Ans mMurpauun, Ons HasHayveHus
HeobX0AMMO YCTaHOBUTL ornar HanpoTUB CTPOKU U HaxaTb KHOMKy [danee.
HocTynHble Moagynu Ans Belibopa:
o MexceteBon akpaH (M3):
e [lapameTpbl M3 (06wwme HacTponkn M3 n cermeHTbl CETH);
e [lpaBuna M3;
o [lpocomnun M3;
e  OunbTpaumsa MO (dbunbTpbl u NpaBunia BeG-KOHTPONA);

Mepeg murpauven npasun n npocunen MO agmuHuctpatopy ELY pekomeHayetcs
BbIFPY31UTb KOMMWIO CYLLECTBYIOLUMX NpaBun 1 npodunern M3. 310 N03BONUT BOCCTAHOBUTL
npasuna n npocpmnu M3 B criyyae BO3HUKHOBEHUS OLLNBOK.

o Cucrtema obHapyxeHus sTopxeHuin (COB):
e CurHatypbl COB,;
e [lapametpel COB (HacTpoWkun 3BPUCTUKK, KOHTPOMS MPUIIOXEHUN U peecTpa,



rnobarnbHbIX MapaMeTpoB);
e HacTpowku 6esonacHon cpeapl;
e [loBepeHHble agpeca;

CpeacTBo KOHTPONSA CbeMHbIX MalMHHbIX HocuTenen nHpopmauunn (CKH).

Ecnv oguH M TOT >Xe [AecKpunTop NpuHaanexuT pasHbim obbektam B CB n ELY,
NMPUOPUTETHBIM SBNSETCA OECKPUNTOpP, 3apernctpupoBaHHbIin Ha CB. B Takom cnydae
npy MuUrpaumMn  OEecKpunTop, 3apeructpuypoBaHHbii  Ha  ELY, Oymetr  ygame,
a murpvpoBaBLwun ¢ Cb — 3aperncTpmpoBaH.

Ecnv npn murpauumn ¢ Cb Ha ELY 6bin nepenaH KIMNCH, co3gaHHbI ¢ Mcnonb3oBaHWeM
anropuTMoB OT BHELLHEro KpMnTonpoBanaepa, KOTopbii OTCYTCTBYET B NepeyHe A0CTYMHbIX
Ha ELY, 10 npu otkpbitum cBonctB Takoro KMCH nosBnseTcs OKHO C owmnOGKoMn.
PepaktupoBanue ceorictB anst KINCH ¢ HegocTynHbIMKU KpunTonpoBanaepamu 3anpeLyeHo.

Mocne cnepyeT cTpaHuMua npouecca MUrpaumMu AaHHbIX CO CMMCKOM BbIMOSHAEMbIX AelCTBUIA. 1o mepe
BbINOMHEHNS1 OEWUCTBMA ranoyku B CNWUCKe CTaHOBSTCS 3eneHoro ugeta (puc. 20). Ona nepexopa
K cnefyoLLeMy OKHY HY>XHO HaxaTb kHonky danee.

Murpauua c Cb

Mpouecc murpawum
[l0A 23BEPLUISHNA NPOLECCa AOKAMTECE BLINONHEHMS ECEX AefCTEMIA 1 HaXMUTE KHONKY «danees

MoayueHue cTpyKTypsl AoMeHa BezonacHocTH
MoayueHue NoarTUK

MonyyeHWe yUeTHEIX 2annceid

MonyueHue AecKPUNTOPOE CMEHHLIX HAKOMUTEARH
CozaaHue cTpyKTypsl AoMeHa BesonacHocTH
Perncrpauma yueTHbIX 3anncei

MprMeHeHKMe 2HaUSHWIA MOAUTHK

Perncrpau,nﬂ AECKPUATOROE CMEHHBIX HakonuTener

@ 0 O 0 0 0 0 0 0

OTNpaeka perucTpaunoHHelx AaHHex Ha Cb

[anee Otmena
Puc. 20. NMpouecc murpaumm ¢ Cb Ha ELLY
I'Ipou,ecc mMurpadun npu OonbLUOM KonuyecTtse OECKPUNTOPOB MOXET ObITb OOCTaTO4HO

anuTenbHbiM. PekomeHayeTcs Bo3aepxaTtbest OT ncrnons3oaHus ELLY Bo Bpemsi npouecca
MuUrpauun, Ytobbl n3bexatb BO3MOXHbIX OLUMOOK 1 cOoeB.

B cnepytoulem okHe nokasaHa MHdopmauus, kotopas nepeHecnach ¢ CB. [NonHbIN CIMCOK MOXHO YBUAETD
no CCbINike, yKazaHHOW BHU3Y cTpaHuLbl (puc. 21). [Ins 3aBepLueHns npouecca HaxaTtb KHonky Oanee.



Murpauua ¢ Cb

MpeaynpexaeHne o NpoLecce MUIPaLMi AaHHbBIX
Mwurpauma Bkia EEINOAHEHA YCMELIHO, DAHAKO B NPOLECcCe MPOMIOLLIM NPeLypexkieHInA

MonHeid nor: C/Users/user/AppData/Local/Temp/log.txt

Puc. 21. MNpeaynpexaeHus o npouecce Murpaummn

Mocne aToro oTKpoeTcs cTpaHMua BBOAaA KNNMEHTOB (puc. 22). [insa Toro, 4Tobbl 3aKpbiTe MacTep Murpaumm,
HY>XHO HaXKaTb KHOMKY 3aBepLUnTb.

Mwurpauma c Cb

BBOpA KNMEHTOB
[lnA Toro, utoBbl 2aKPBITE MACTER MUTPALKMKM HAXMWTE «33BepLUnTE:

Hauanca doHoBbIF Npouecc eeoda kimeHToB B ELLY, koTopwid MoxeT 3aHATE gnwTensHoe BpemsA. BBog kiveHToB
OCYLLECTEARETCA Yepes MEXaHU3M CMHXpoHW2aumMK. Mpu clegyrolled CMHEpoHUzaumMM ¢ Cb KIneHT ByaeT BbiBedeH
wz b Cb v eeeaed e [b ELLY.

Ecv Ha Cb He HacTpoeHa NepWoAMYEcKan CWHXPOHW23UMA, HeoBXOAWMO 3anyCTWTb MPOLECC CMHXPOHW2ALMW
NpUHYAnTENsHO. MpoUecc BE0AS KIMEHTOE MOXHO OTCIEAWTE Ha BkAaake «CBoAKa» Ha ypoeHe [b.

Puc. 22. CtpaHuua BBOAA KNTMEHTOB

BBoa knueHToB OygeT ocyulecTBnsaTbea B hoHOBOM pexmme. Ha koHconu ELLY gaHHbIM npouecc MOXHO
oTcneantb Ha Bkragke Ceodka Ha ypoBHe [B (puc. 7). HaxaB kHonky Mopgpo6bHee nons [lpouyecc



Muepayuu, oTKpbiBaeTcsi okHo CocTtosiHMe mwurpauum (puc. 23). [1aHHOe OKHO copepXxuT Tabnuuy
C NonsMu:
e Co30aHo — coaepXuT MHOPMaLMIO O AaTe U BpEMEHM Havana Murpaumm, Takke B JaHHOM nore
COAEepPXNTCA MKOHKa, KOTOpasd yKadblBaeT Ha CTaTyC MUrpaunmn:
o 9 — MUrpauua 3asepllieHa ycnewHo nnm npuHyanTernbHO;

o — Murpaums B npouecce;

e  BbINOSIHEHO — COAEPXKUT MHOPMaLMIO O AaTe U BPEMEHM OKOHYaHUSA MUrpaunu;

e  Umsa Cb — nmsa cepBepa 6e30nacHOCTU, C KOTOPOro NPOUCXoauT MUrpauus;

e Konuyecmeo KnueHmos, muzpupyrowux Ha EL]Y — nokasbiBaeT KONMYECTBO MUTPUPOBABLLMX
KIMEHTOB K 0bLLemMy ymcny knueHtoB Ha CB;

e Cmamyc — nokasblBaeT COCTOsIHNE npoLecca Murpaunn: « YcrnewHo 3asepuweHa», «B npouecce»
unu «lpuHydumernbHOe 3a8epuieHuUe.

Mpu murpauum ¢ CB 06bekThl C 0AMHAKOBLIMM MMEHAMU 06BbEeOUHSAIOTCS, BHE 3aBUCHMOCTH
oT peructpa. Nocne o6beavHeHUs oTobpaxaeTcss UMsl, KOTOpPOe GbINO paHee COXpaHEHO
B ELLY.

[aHHbIN Npouecc MOXHO NPUHYAUTENBHO 3aBEPLUMTb, HaXxaB KHOMKY lMpuHyauTenbHoe 3aBeplueHue.
B cnyyae npuHyauMTenbHOro 3aBepLUeHWs mnpoLecca murpauun, ewe He BBeAeHHble B ELLY knumeHTbl
oCTaHyTcs B cocTaBe gomeHa CB, a Bce Heucnomnb3oBaHHble LWabnoHbl C HaCTPOMKamMu KNMeHToB ByayT
yAarneHsl.

D Cocroamue murpaumm x

Coszpano 4 Buinonneno Wma Cb Konuuecreo kimentos, murpupyrowmx va ELLY Craryc

3akpeITe
Puc. 23. OKHO COCTOSIHUA MUTpaLnKn

Mpu HaxaTtumn kHonku MNMoapobHee OTKPbIBAETCA CMUCOK KIMMEHTOB C AeTanbHON MHopMauuen o Tune
MOZYNS M O pe3ynbTaTe MuUrpaumy Kaxgoro KrvMeHTta, B TOM uucrne B 3ToM cnucke ByayT otobpaxaTbes
KINWEHTbI, KOTOPble MUTpaLMIo He NoaaepKmBatoT (puc. 24). [laHHOe OKHO coaepXuT Tabnuuy ¢ NoNsSMu:

e CocmosiHue — COAEPXUT MHGOPMALMIO O AaTe Y BPEMEHM TeKyLLero cratyca Murpauum, Takke
B JaHHOM MoMne COAEPXUTCS MKOHKa, KOTopasi yka3blBaeT Ha CTaTyC MUTpaLUu:

o @ — murpauns krvenTa 3aBeplUeHa yCMeLIHo;
o — MUrpaums KNeHTa B NPOLECCE;

o @ _ MUrpaLmns KMeHTa He 3aBeplueHa Mo NPUYUHE NPUHYAUTENBHOTO 3aBEPLUEHUS
CO CTOPOHbI aAMUHUCTPATOPa UM MUrPaLUs KNMeHTa He NOAAEPXKNBAETCH U3-3a Bepcuu;
o Umsa APM — vMs MUrpUpYIOLLEro KINNEHTa;
e  Modyns — Ha3sBaHue moaynsa C3U;
e Cmamyc — nokasblBaeT COCTOsiHMe npouecca murpaumun: «Muepayusi ycrnewHo 3asepuleHa»,
«OxudaHue muepayuu», «llpuHydumernbHoe 3asepuieHue Muzspauyuu» wnn «Tekywas eepcusi
KrnueHma He noddepxueaem Muspayuioy.

KHonka CoxpaHUTb NO3BOMSET BbIFPY3nTb B dhalin CIMCOK KMMEHTOB € MHdopMaLmen o murpauun. MNone
[Mouck... Nno3BONSET OCYLWECTBUTbL NOUCK MO MMeHU moayns n APM. NHdopmMauuio MOXHO mnbTpoBaTh
no Tuny mMoAdynew u ctatycy Murpaumm, a Takke copTmpoBaTb Mo ctonbuam.



O CocToanue murpauun X

Cocrosnne ¥ Wms APM Moayns Craryc

00000

Coxpatim m Sakphin.

Puc. 24. Coctosinne murpauuun. Bknapgka «Moapo6bHee»

4.6 [MNapameTpbl AOMeHa 6e30MacHOCTHU

MapameTpbl paboTbl AoMeHa Ge3onacHOCTM HacTpauBalroTCA B rnaBHOM MeHio KoHconu ELYY —
MapameTtpbl OB (puc. 25). Ha gaHHOW CTpaHuLe MOXHO CMEHUTL UMSA JOMEHA, YCTaHOBUTD KITHOY 4OCTYyNa,
BBECTVN AOMEH B NOAYMHEHME U HACTPOUTb NapameTpbl Krnactepa.

[na cMeHbl IMeHV AOMEHa HY>XHO B CTpoke Mmsi domeHa 6e30rMacHOCMU BBECTM HOBOE U HaXaTb KHOMKY
MpumeHUTh.

MNaf Pbl gOMeHa HOCTH
s gomera BezonacHocri | Aomen BesonacHocTi

YecraHoBHa KAkoYa gocTyna ™
BeeanTe HOELIA KAOY
MoaTeep:kaeHWE KNOUA

.%. BROR B NogUMHEHHE ~

CeTesoe MMA cepeepa

Kawou gocryna

+4/ MNapamerpbl kAacTepa v

Cetesoe WA cepeepa

Knaou gocryna

Puc. 25. NapameTpbl AoMeHa 6e3onacHoOCTH



4.6.1 YcTaHOBKa Knro4ya aocrtyna

KoHconb no3BonseT ycTaHOBUTb KNto4 gocTtyna K [1B, koTopbIn HyxXeH Anst BBoga Moaynen 1 Nnog4YMHEHHbIX
aomeHoB B Tekywmi [b. Mo ymonyaHutio KNy goctyna — nycTon.

[na nameHeHuns kniova goctyna k b Heobxoammo oTkpbITh rmasHoe MeHo KoHconn ELLY 1 BblbpaTb
nyHkT MapameTpbl OB.

B 6noke Ycmaroska knodya docmyna HeobxoOAMMO 3anonHUTbL MONs BBOAA U NOATBEPXKOEHWUS HOBOro
Kroya, nocne Yyero Haxatb KHOMKy NMpumMeHnuTb (puc. 26).

YeTaHoBKa KAKYA AoCTyNa v

BeeAMTE HOBLIA KAKY

MoATEEDHAEHME KAOYA

Puc. 26. YcTaHoBKa knioya goctyna

Monutukn cnoxHoctn naponer B ELLY Dallas Lock pacnpocTpaHsitoTCs Ha YCTaHOBKY
3HaueHunn knoya goctyna Kk Ob. YTobbl Gbina BO3MOXHOCTb 3adaTb MyCTOE 3HayeHue
poctyna k b, Heobxogumo, 4tobbl B KoHconu ELY nonutuka MuHMManbHasi gnvHa
napons 13 kateropun MonuTukM Nnaponen umena sHavyeHne He ucnonb3yemcs.

[leiicTBME NOMUTUKM CIOXHOCTM Naponss Heo6xoaMmMo naMeHeHue Naposisi He MeHbLue,
YeM B He pacnpocTpaHsieTcs Ha Koy goctyna k [b.

4.6.2 BBoa B nogunHeHue
[ns BBoga AomeHa 6e30nacHOCTU B NOAYMHEHWE APYroMy AOMeHY HeOBXOAMMO OTKPbITb rMaBHOE MEHIO

KoHconu ELLY BblIOpaThb NyHKT MapameTpsi AB.
B 6noke Bgod 8 nod4uHeHuUe HeEOOX0AMMO BBECTU NMsI CEpPBEpPA M KoY gocTyna (puc. 27).

-%: BBog B NoAUNHEHNE v

CeTeEoe MMA CEpBEERa

Kawou goctyna

Puc. 27. BBog B noguYMHeHune

Mocne 3anonHeHMsi AaHHbIX rnaBHoro cepBepa [OB Haxatb kHonky BBectu. [danee nosiButcs
MHdOopMaLMOHHOEe coobLueHne 06 ycrnelwHoM BBoAe JoMeHa (puyc. 28).

D Beog B noguuHeHne e

. ,ﬂ,DMEH YCMELHD BEEAEH B NOAYHMHEHNE,

I Koncone Byget nepesanyLleqa.

OK

Puc. 28. CoobuieHne o0 BBoAe AoMeHa



KoHconb ELY Oyget nepesanywieHa. [Ins BbiBOAA AOMEHaA M3 NOOYMHEHMSI HaaTb KHOMKy BbiBecTu
(puc. 29).

+%:) BbIBOg M3 NOAUMHEHNS v

LomeH HaxogWTCA B NOAYMHEHKMK Y gomeHa: JomeH BezonacHocTi

BrisecT

Puc. 29. BbiBoA 13 noguYMHeHUsA

Bonee nogpobHO O nogyYMHEHHOM [oMeHe onucaHo B rmase «[MOOYUHEHHbLIA OOMEH
BE3OMACHOCTW».

4.6.3NMapameTpbl KNacrtepa

Mepen Tem, kak co3gaBaTtb knactep cepsepoB b, AIB HeobGxoanmo npousBecTn NoAroTOBUTENbHbIE

OENCTBUSA:

1. Y6eoutbcsa, 4TOo Ha BCex Oyaywmx cepsepax KracTtepa nNPaBUNbHO HACTPOEHO MNOAKMYEeHne
k DNS-cepsepy.

2. KoppekTHo HacTponTb DNS-cepBep — Ha kaxxgom byayuiem cepBepe Knactepa LOMMKHO BO3BpaLLaTbCa
KOpPPEKTHOE, NOMHOCTLIO onpeaeneHHoe, nmsa gomeHa (FQDN) kaxgoro cepsepa, No KOTOPOMY NMOTOM
OyayT BBOAMTBECSA U paboTatb mogynu DL.

3. PekomeHOyeTcs  MNpPOM3BECTU  CMHXPOHM3ALUIO  BPEMEHW  CEpPBEPOB  Krnactepa  (Bpy4Hylo
Unun npu ncnonb3oBaHum cepsepoB NTP).

4. HactpouTb 6a3y gaHHbIX Ha BHELUHWE MOAKMOYEHMS, a Takke HacTpouTb CBA3b Mexay B[ n Bcemu

APM, koTopkle 6yayT BXoAWTb B KnacTtep. [ns aToro Heobxoamnmo:
e pnobaBuTtb B chann pg_hba.conf (kOTOPbIN HAaXOOUTCHA B OAHOM W3 KaTaroroB, KyAa yCTaHOBIEHa
6a3a gaHHbIX) crnegyoLLyo CTPOKY:

# IPv4 local connections:
host all all 0.0.0.0/0 password

910 no3BonuT paspewntb nogknoveHme k PostgreSQL ¢ nwoboro agpeca, And NOAKMYEHUs
c IPv4-agpecoB k niobon B[, niobbiM nonb3oBaTenem (UM HAacCTPOUTb OrpaHWYEHHbIM OOCTYN
Tonbko ¢ cepsepos ELLY Dallas Lock);

e packommeHTMpoBaTb B (hanne postgresql.conf cnegyoLyto CTPOKy:
listen_addresses = "*"

OT10 no3sonut PostgreSQL oTtBevaTtb Ha nbom MHTepderice cepBepa (MM HacTpouTb paboTy
Ha onpefeneHHOM ceTeBOM MHTepderice, AoCcTynHOM no ceTn ¢ cepeepa ELLY Dallas Lock);

e co3gaTtb OTAenbHyl 0asy faHHbIX M ydeTHyk 3anuck B PostgreSQL ana ELY Dallas Lock,
BbINOSHMB KOMaHAbl B koMmaHaHon obonodke SQL Shell (psql):
postgres=# create database <6asa_0aHHbIX>;
postgres=# create role <aOmuH_6a3bl_0aHHbIx> with login;
postgres=# \password <adOmuH_6a3bl_0aHHbIX>;
postgres=# grant connect, create on database <6a3sa_0aHHbIx> to <aOMuH_6a3bl_0aHHbIX>;

[aHHble [enctBnss MOXHO cgenaTb, YCTaHOBUB rpaduyeckyto  ytunuty pgAdmin,
npeaHasHadeHHyto ans 6onee ygobHoro agMmHMcTpupoBaHus PostgreSQL, yem komaHgHasi
CTPOKa.

LWarn HacTporikn 6a3bl gaHHbIX npuBedeHbl Ana PostgreSQL. MNMpu ncnonb3osBaHnn gpyrmx
CYB[ waru moryT oTnuMyaTbCs, AaHHY0 MHOpMaLUIo creayeT YTOYHUTb B AOKYMEHTauuu
Ha ncnonesyemyio CYB/[.



Mocne cosgaHus knactepa cepsepoB [1b AUB gomkeH ybeantecs, uto B KoHconu ELLY oTtobpaxatoTtcs
KOPpPEKTHbIE MMeHa cepBepoB knacTtepa. Ecnu xe B KoHconu ELLY oTobpaxatotcs HekoppekTHble FQDN-
UMeHa CepBepoOB, TO He0HBXO0aUMO:

1. BbiBecTu npobnemHbin cepsep 13 knactepa Ab.
2. KoppekTHo HacTpouTb DNS 1 npoBeputb HacTponK/M CepBepPOB KnacTepa.
3. lMoBToOpHO BBECTHM cepBep B knactep Ab.

CospgaHwue knactepa cepBepoB [1b BO3MOXHO TOSbKO MPU MCMOMb30BaHMN BHELLHEN Gasbl
OaHHbIX. [INsi XpaHEeHUS XXypHanoB BO BHeLWHeN 6a3e gaHHbIX HEOOXOAMMO UCMOMb30BaTh
PostgreSQL Bepcun 13 nnu Beiwe, Jatoba, Proxima DB unu Tantor.

Nocne pasBopaynBaHua knactepa cepsepoB ELLY Dallas Lock He gonyckatoTcs usmeHeHus
HacCTpOeK ceTeBbiXx afanTepoB, ceTeBOro umeHu cepsepa, FQDN-umeHn B 3anucwu
DNS-cepBepa n gobaeneHne DNS-3anncen, cBasaHHbIx ¢ cepBepamu ELLY Dallas Lock,
T.K. 9TO MOXET NoBfeyYb HepaboToCNOCOBHOCTL KnacTepa.

Ecnun B knactepe ELJY Dallas Lock HekoppekTHO HacTpoeHo pacno3HaBaHue FQDN-umeH
cepsepoB ELY Dallas Lock — nepeHoc n coxpaHeHue koHdurypauun ELLY Dallas Lock
MOXET He paboTaTb.

[lns BBOAA cepBepa B COCTaB kracTepa A0CTaToYHO, YToObI chaiin ¢ nuueHavei 6bin NPUMEHEH:
e Ha OJHOM U3 CEPBEPOB, BXOAALLMX B COCTaB KnacTepa;
nnm

e Ha TOM cepBepe, KOTOpbI BBOAMTCA B COCTAB KnacTepa.

BBog B knactep [1b B npouecce ycTaHOBKMU

Mpn cospaHum knactepa [Ob Heobxooumo ucnonb3oBaTb oAuMHakoBble Bepcun ELLY
Dallas Lock.

Ecnv Ha ynaneHHoMm cepsepe ELLY, k koTopomy Npon3BOAUTCS NOAKMNIOYEHUE, YCTaHOBNEHA
AemoBepcus NpoaykTa, To gobasneHue yana B knactep cepsepos ELLY Dallas Lock 6yget
HeJoCTYMNHO.

[ns pobasneHuns ysna B knacTtep cepsepos [1b B npouecce ycTaHOBKM HEOBXOAMMO:

1. 3anyctutb npouecc yctaHosku ELLY Dallas Lock.
2. Ha ware Bbibop Tuna gomeHa Boi6patb NyHKT Cepsep pennukayuu (puc. 30).



D MacTep yctanoekw - ELLY Dallas Lock, sepcna 5.0.441.3 ot 01.07.2026 >

BbiGop TMNa AoMeHa @

EbIEEpMTETHI'I CO3A3E3EMOrD JOMEHT

[0} O AomeH BezonacHocTH
(@0 Co3gaHue Hoeoro JomeHa Be3onacHocTk
[0} O MogunHénHbiA JomeH BezonacHocTh
(1) CozgaHue Hoeoro JomeHa Be3onacHocTH, BKIKOYEHHOMD B COCTAE

CyLLEeCTEYHILWErD JdoMmeHa Be30nacHocTH

@ Cepeep penavkaymnm
0"‘0 [Aobaenedne y3na B KiacTep cepeepos ELLY

Puc. 30. Bbibop Tuna cospaBaeMoro fJoMeHa

3. 3apaTb napametpsbl rmasHoro Ab (puc. 31):
e agpec rnasHoro [1b;
e kmtov goctyna k Ab.

D MacTep yeraneskw - ELLY Dallas Lock, sepowa 5.0.441.3 o7 01.07.2026 d

MapameTpbl yaanéHHoro cepeepa

¥KaMUTE NapaMETPI yaaNEHHOMO CEPEEPA

Apapec cepeepa ELY B knacTtepe:

K.nwou goctyna:

Hazag OtmeHa

Puc. 31. MapameTpbl yaaneHHoro cepsepa

4. [anee npogonmxuntb yctaHosky ELLY Dallas Lock.
5. lNocne 3aBeplleHnss ycTaHOBKM Ha cepBepax knactepa ELY Dallas Lock Ha Bknagke CBogka —
MHdopmaumsa 06 o6bekTe nosBmTCA MMst 4obBaBNeHHOro yana.



BBopa B knactep b nocne yctaHOBKU

Mpn BBOAe B knactep OB Tekywero cepeepa ELY Dallas Lock 6yaoyt notepsiHbl paHee
nobaBneHHbIe B HEr0 MOAYMNN U HACTPOMKU, M Ha3HaYeHbl HACTPOWKK CepBepa UK Knactepa
cepsepoB ELY, B [1E koTOpbIX NponcxoauT BBOA,.

Ona wnameHeHna HaCTpOeK Kractepa [Ob nocne YCTaHOBKM HeobxoaMmo OTKPbITb [J1aBHOE MEHI0

KoHconu ELLY — MapameTpbl AB.
B ©Onoke [lapamempsbi knacmepa, BBectn Tekywmi cepeep ELY Dallas Lock B knactep [b
ANsi pennvkaumm n Ky goctyna (puc. 32).

% MapameTpbl Knactepa v

CeTeEoe MMA CEpEEPa

Kawu goctyna

Puc. 32. MapameTpbl knactepa

Mocne 3anonHeHus AaHHbIX rMaBHoro cepBepa [OB HaxatTb kHonky BBectu. [anee nosiBuTCS
MHdopMaLnoHHoe coobLieHne 06 ycnewHon permctpaumm cepeepa (puc. 33).

Perucrpauws B knactepe [1b x

®  Cepsep ycnewro saperncipuposaH.

I Koncons BygeT nepesanywieHa.

Puc. 33. CoobleHue o peructpauumm B knactepe b

KoHconb ELLY GyneT nepesanyuieHa. 3ateM Heobxoaumo 3aperncrpupoBaTh ak3emnnsp KoHconu ELY
Kak npu nepBoM 3anycke (cM. «3anyck koHconu ELLY») n nogkntounTbes K cepBepy.

Ha ypoeHe b (Bknagka CBogka — WUHdopmauus o6 ob6bekTe) oTo6pas3AaTca MMeHa BCEX CEpBEpPOB
knactepa ELlY Dallas Lock, a Takke GygyT paccuuTaHbl KONMMYECTBEHHbIE OrpaHWYeHUs NULEH3UM,
cornacHo ocobeHHOCTAM Ha3HadeHus KBOT Ans AoMeHa (cM. «OcobeHHOCTH NNLEH3MPOBaHNS KnacTepa

4b») (puc. 34).




WHdopmauun 06 obbekTe v

Cepeepbl gomena Besonachocty AAA-WI1125H2-UCC:17900, AAA-Debl3-UCC0:17900

PoauTensckuii JoMeH Her

MAPAMETPbI MALLEH3UKA MNoapobree
APM 0/250
CeTegble yCTpoiicTea 0250
MNog4MHEHHEIE JOMEHEI 07250
Arentel ELY 0250
EAMHBIA LLEEHTP YMPABEHWA

TEPMWHAJ/IbHBIE CEPBEPDI Mogpobree
TepMUHANBHBIE CEPEEDDI 07250
AKTHEHBIE TEPMUHANBHBIE CECCUM 0/250
NALEH3WOHHAA MompoSHee
MHPOPMALIMA ap
NMPOLECC MUTPALLUK MogpobHee

Puc. 34. UHcpopmaums o knactepe cepeepoB
BbiBoa cepBepa u3s knactepa Ab

[Ona BbiBOga cepBepa u3 knactepa [Ob Heobxoanmo oTkpbITe rnaBHoe meHio KoHconm ELLY —
MapameTpbl OB.

B 6noke lMapamemps! knacmepa [b, n3 cnucka cepBepoB KracTepa BblibpaTb cepBep Ans BbiBOAA
n HaxxaTb BbiBecTu. MNosiBUTCA coobLyeHne 06 ycnelwHoM BbiBoAe cepBepa 13 knactepa ELLY Dallas Lock
n panee KoHconb ELLY nepesanyctutcs.

Mpwn wratHOM BbIBOAE cepBepa ELLY 13 knacTepa ocyllectBnseTcs:

e onoseleHune cepeepoB ELLY B cocTaBse knacTtepa o BblIBOAE cepBepa;

e MepepacnpegeneHne KBOT MexOy CepBepaMu B KracTepe B COOTBETCTBMM C OCOBEHHOCTAMMU
HasHayeHus KBOT Anst foMeHa (cM. «OcobeHHOCTM NuLeH3npoBaHua knactepa [6»);
nepexon CUCTEMbI XpaHEHMS XXypHaroB BbIBOAUMOrO CEpBEpPaA B JTOKamNbHbIN PEXNM;
cbpoc nornHa 1 napons y4eTHon 3anucu admin, a Takke Koga gocTyna K cepBepy;

®  MCYe3HOBeHMe BCeX 0OBbEKTOB U3 AepeBa 06bEKTOB.

Ecnn nocne BbiBoAa cepBepa u3 Knacrepa b B pes3ynbTaTte pacnpeneneHnd KBOT oCTaBLUnecd cepBepbl
nony4yaroT KBOTY Ha [b Ha MeHbluee YMCNo NOgYNHEHHbIX 06BHEKTOB, YEM yXe 3apernctpuposaHo B 06,
Takaa KBOTa HE NPUMEHAETCA. KnaCTep 0B (byHKLI,VIOHVIpyeT B OrpaHN4eHHOM pexmnme OO0 MOMEHTa
NPUMEHEHNA NMNLIEH3UN, obecneunBatoLlen 0OCTaTO4YHYO BEJNIMYNHY KBOTbI OJ14 AaHHOIo Ob.

4.7 Hactpouka MHUMOEHTOB 6e30nacHOCTH

4.7.1 HacTtpounka nHUMAOEHTOB 6e30nacHOCTH

HacTtpovka mHUMOeHTOB ©6e30macHOCTM AOCTYMHa Ha pasHbiX YPOBHSX AepeBa [domeHa
6esonacHocTu. [pn n3sMeHeHnn HacTPONKM oTOBpaxeHus Ha nobom yposHe [1Bb nameHeHuns
pacnpoCcTpaHATCs Ha oTobpaxeHue Bcex ypoBHen [1b.

B ELlY Dallas Lock npegycMoTpeHa BO3MOXHOCTb MOMb30BaTENIbCKOM HACTPOWKN BU3yanusaumm
anarpaMMm MHUMOEHTOB 6€30MacHOCTM U ynpaBreHWsi OMOBELLEHMSIMM B 3aBUCMMOCTM OT mpuopuTeTa



M TMNa cobbiTUS, a Takke peanu3oBaHa BO3MOXHOCTb 3KCMOpTa WMHUMAEHTOB 6Ge3onacHocTV B hain
Ha Bkragke Ceodka no kHonke JkcnopT (puc. 35).

WMHunaeHTh GesonacHoCTH v
Fr==———- k|
3a nepuog: 25.06.2024 00:00 - 26.06.2024 23:59 ! 3kcnoptl
I 1

D Toneko HENPOYUTaHHBIE

Mo KOAWHECTEY 33 NEQHUOS

3/3

He npouuTtaHo/ecero
25.06.. 2506.. 2506.. 2506.. 2506.. 2506.. 2506.. 26.06.. 2606.. 2606.. 2606.. 26.06..

B KonuyecTeo

Puc. 35. 9kcnopT HUMAEHTOB 6e30nacHOCTU

Ons HacTpoWKM WHUMAEHTOB 6e3onacHoCTU Heob6xoaMMO B rNaBHOM MeHw koHconu ELY BbiGpatb
kaTteroputo Hactpoika UB. Mpu HaxxaTum oTkpoeTcs cTpaHvua HacTpoiika MHUMAeHTOB 6e3onacHoCcTU
(pwc. 36).

Hacrpoiika HHUMgeHTOE Ge3onacHocTH

JHCMOPT MHLMAEHTOB 6E30NacHoCTH ~
Hacrpoiika yeegomaeHHd ~
Hacrpoiikin MHUWgeHT 0B Be3onacHocTH A4

[ cucrema [ Dallas Lock 80 [ Dallas Lock 80 VK12 [ Dallas Lock 8.0 MK13

[[J cA3 Dallas Lock [ cA3 ¥6 Dallas Lock [ Dallas Lock Linux [C] Dallas Lock Linux K4

D Dallas Lack C311 BA \:‘ Wntoz BesonacHocrm WAF Dallas Lock \:‘ CeTegkle ycTpoHcTEa D Arent ELLY Dallas Lock

O Kaspersky Security Center

O4MeTTh

© o nporpanme
Mpuapurer User  Onobewehie
o Cpeapni BLICOKH

e [ MIHLMAEHT Zarpyarm
L] I:l MHumaeHTel gatumkoe CA3
e I MHLMAHTEI MEKCETEEOrS 3KPaHa
L ] |:| FIHUA A BHTEI CUCTemMbl OBHAPYKEHAA BTOPSKEHNA
e [] MHUMAEHTEI cpeAcTBa 0BHAPYKEHWA 1 pearnpoBaHua
e [ Hapywenre gocryna k yarpoidcrean n obrexram OC
o [] HapylweHre noanTkk exoqa
e [] HapylleHHe LenoTHo

L] 1 HeobxoaAmocTs 0BHOBNEHWA KOMMIOHEHT3

[ ] - QBwmre MHUMAeHTE BesonacHocri C31A B

[ ] - QBwKre MHUMAeHTE BesonacHocria DL 8.0

® 1 OBue MHUMgeHT BesonacHoor i WAF
o [H OTeyTCTBWE CBAZA MAM NOAKNKDUEHWA
e [ PaboTa npu HapyLeHWA LERDTHOTI
o N IP zabnokmporaH. Beicoknid ypoBeHE yrpozkl

[ ] = IP zabnokmpoeaH. Huzkmid ypoeeHE yrpose
- [} m 10 R nnuiannan P el cmannin e

Puc. 36. CtpaHuua HacTponku nHumaeHToB 6e3onacHOCTH



B BepxHen yactu 6noka Hacmpolika uHyudeHmos be3onacHocmu pacnofioXeHo none ¢ dounbTpaunen
WHLUMOEHTOB MH(OPMaLMOHHON Ge3onacHocTM no mMoaynsam. Hwke pacnonoxeHa Tabnvua, cocrosiwas
13 Tpex cTonbuos:

e B crtonbue OnosgeweHue NpvBeaAeH CMMCOK AOCTYMHbIX MHUMAEHTOB 6€30MacHOCTM, AN KOTOPbIX
OCYLLECTBMAETCH HacTpouKa.

Mpu otknodyeHHOM aTpubyTe OnoseweHue yBegomneHne 06 uHUMaeHTe GesomnacHOCTU
He OygeT oTobpaxaTbCa B Tpee M oTnpaBnaTbcA Ha e-mail. Pernctpaums cobbitua Vb
1 oTnpaBka cobbiTusl B SIEM-cuctemy npu aTom 6yayT NpoM3BoAnNTLCS BCeraa, He3aBnucumMo
OT COCTOsIHUS aTpunbyTa.

e B ctonbue lMpuopumem npon3BOANTCS HACTPOKa NPUOPUTETOB NPaBUIT KOHTPONSA NPUIOXKEHWIA.
[ns kaxgoro uHUMpgeHTa ©6e30MacHOCTM MOXHO — M3MEHWUTb NPUOPUTET BbIGOPOM  OFHOTMO
13 3HadeHun. [ocTynHbl npuoputeTbl cobbiTuin: Huskul, CpedHul w Bbicokul. HacTpowku
NPUOPUTETOB BINUSAIOT Ha BHELWHWA BuA Auarpammbl «[lo npuoputeTy» (Bknagka CBogka —
MHumpaeHTbl 6e3onacHocTN).

e B cronbue Lisem npou3BoouTCA HacTpovka LBeTa CerMeHToB pAuarpammbl «[Mo Tuny»
(oTobpaxaeTca Ha Bknagke CBogka — WHuupeHTbl 6e3onacHocTu). [ns cmeHbl uUBeTa
WHUMOEeHTa 6e30MacHOCTU HYXXHO HaXkaTb FIEBOW KHOMKOW MbILLX MO HaBUraTopy LBeTa u BbibpaTb
uBeT 13 nanuTpsl (puc. 37).

© Buibop usera X

OcHoBHble UBETa

JEL

‘ B3atb user ¢ akpaHa

Tow: | 270 |+ | Kpachwit: 204 |3

[Nonb3oBaTensckue LBETa i
Hac: 1102 |5 3enénbni: |153 |5

Y

fipx: || Cumwit: 255 o

‘ Lo6aButb K N0Ab30BATENBCKMUM LLBETAM \ HTML: #ccooff

. o

Puc. 37. BbiGop uBeTa uHUMaeHTa 6e3onacHocTuy

MHumaeHTbl 6e30MacHOCTM Ha MoAymsiX OTCIEXMBAKOTCA M COMPOBOXAAKTCA curHanusaumen Ha ELLY
Dallas Lock. Ha K ¢ 3anyweHHol KoHconbio ELIY BOCnpomsBoguTcs 3BYKOBOW CUrHam O cCobbITuM
©e3onacHOCTU 1 BbIBOAUTCA BCMIbiBatoLLLee coobLeHne B obnacTtun ysegomnenun (puc. 38).



CobkiTMe 6e30nNacHOCTH

Puc. 38. YBegomneHue o cobbiTMM 6e3onacHOCTU Ha moayre

4.7.2 HacTtpounka yBeaOMII€HUN

Ons HaCTpOVIKVI yBeﬂOMﬂeHMVI MHUMAEeHToB 6e3onacHOCTM HEOBX0ANMO OTKPbITb rMaBHOE MEHI0 KoHconu

ELY > — HacTtpoiku UB. B 6noke Hacmpolika ygedomreHuli MOXHO OnpeaennTb, KOMy U OT KOoro byaeT
OTMNpaBMeHo NMCbMO, a TaKxe 3aJaTb TeMy NcbMa M ero TekcT. [insg pegaktupoBaHus 6noka Heobxoanmo
yCTaHOBUTb dhniar HaNpoTUB CTpokn Omrnpassisime yeedoMIeHUS Ha ANIEKMPOHHYI0 Mo4Ymy (MO YMONYaHMUIo
dnar He BbiCTaBneH). Tema n TEKCT NUCbMa 3aaHbl No yMonyaHuio (puc. 39).

B none Knroyeanie crioea HEO6X0AMMO 3aNOMHUTL MONS:
e cepBep;
e 1OpT (N0 ymonyaHuto — 25);
e nonb3oBaTernb;

e Maponeb.

B ctpoke LLlugpposaHue BbiOpaTb HEOOXOANMBI BApUAHT U3 NPEASTOXKEHHbIX:
e SSL/TLS;
e STARTTLS;
e Her.

rlpOBepI/ITb MMCbMO N TOYHOCTb YKa3aHHbIX AOaHHbIX, MOXHO C MNOMOLLbK TEeCTOBOro nunucbMa, HaXaB
Ha KHOMKY OTnpaBVITb TecToBOe NUcbLMO. [locne Bcex HaCTpOEK HaXaTb anIMeHVITb.

Hactpoiika MHUMAEHTOB Be30NacHOCTH

m Jepeso gomeHa

E MapameTpel A6

.elhn]m"-alﬁ

Hactpoiika ysegomneHui v

OTnpaensTs YBEAOMAEHUA Ha 3NEKTPOHHYH NoUTy
& Hacrpoii

‘- MeHepkep gomeHos
@ NapameTpei

%1 Murpauma ¢ CB

}] YaaneHHan yCTaHOBKA
}’J ¥YaaneHHoe 06HOBAEHWE

B ynpasnenme kordbnrypaumei

Kony:

O orao:

Tema: Mpowsowen WHUMAEHT BesonacHooT
Texct nucema:

Mpowsouwen nHUAEHT BesonacHocTi:

Wma gorera: %rma gomena®

Onucanue cobermus: %cobermme®
Bpema peructpaumn cobeimua: Teepemnate

o O nporpamme ADMA: BZADRASL
Kawuessie cnoea
Cepeep: Mopm: |25
Mone3oeaTens:
Maponk: 2eeceree
Wadposarme: () SsLTLs (O STARTTLS (®) Her

Puc. 39. CTpaHuLa HacCTPOWMKU yBeAOMITEHUI




4.7.3 OKCNOPT MHUMAEHTOB 6Ge3onacHoCTU

[na akcnopTupoBaHus nHumaeHToB 6e3onacHoctn B SIEM-cnctemy Heob6xoamMmo OTKPbITh rNaBHOE MEHHO

Konconn ELY > — HacTtpowku UB.
B 6noke 3kcropm uHyudeHmos be3onacHocmu 3anonHuTe cneayowme nonsg (puc. 40):

1. MoctaButb cnar Skcrnopm uHyudeHmos besonacHocmu e SIEM-cucmemy.
2. BbiGpaTb popmaT akcnopra.
3. YkasaTb ceTeBOe MMs cepBepa.
4. BbibpaTb NpOTOKON 1 NOPT NOAKMIOHEHUS.
5. Haxatb kHonky NMpuMeHnTDb.
JKCNOPT MHUMAEHTOB 6€30MacHOCTH ~
JkcnopT uHUMaeHToe GezonacHocTk B SIEM-cucreny
Gopuar:
Cepeep: localhost
MopT: 514

Puc. 40. 3kcnopT uHumaeHToB 6e3onacHocTtu B SIEM

Ecnn npouecc npowen ycnewHo, 4Yepes HeKoTopoe Bpems WHUMAeHTbl 6e3onacHocTn 6yayT
3KCnopTMpoBaHbl B BbIbpaHHOM cdopmate Ha SIEM-cepsep.

4.8 MeHenxep AOMEHOB

[ns obecneyeHns BO3MOXHOCTU perncrpauumn yyeTHblx 3anucen gomeHa Active Directory,
I FreelPA, ALD PRO, Peg AIOM, Samba B [JomeHe 6e3onacHoctu ELY Dallas Lock,
- pa3BepHyToro Ha MK ¢ OC Linux, Heo6xoauMo ykaszaHue NOMHOCTLIO ONpeaeneHHOro MMeHu

JoMeHa.

[nst npocMoTpa MHdopMaLmn 0 ToM, K kakoMy AomeHy npuHagnexut ELLY Dallas Lock, HeobGxogumo

OTKpbITb rMaBHoe meHto KoHconu ELLY > — MeHeaxep AOMEHOB.

OTtkpoeTca cTpaHuua CnuUcoK noAKnio4vYeHHbIX AoMeHoB (puc. 41). CTpaHuua MeHeaxepa OOMEHOB
npegcrtaeBnseT n3 cebsa Tabnuuy ¢ Tpemsa ctonduamu:
e [lonHocTblo onpegeneHHoe nvsi gomeHa (FQDN);
e Cnocob pobasneHus:
e ABTOMaTUYECKN;
e Bpyunyio;
o KommeHTapui.



MeHegxep fOMEHOB

CnWcoK NOAKAKYEHHLIX ACMEHOB

MeHeaxep ofecneuneasT BOIMOXHOCTE perncrpaumni 8 [lomeHe GezonacHocTi ELLY yueTHbIx 2anncei, cozgaHHbix NOCpeacTBoM
AomeHHblx cnyx6 Active Directory, FreelPA, ALD PRO, Peg AAM, Samba

AeTomaTHueckoe goGaBneHNe AOCTYNHLIX AOMEHOR NpK cTapTe cnyGul ELLY

Monnocreio onpepenennoe nua gomena (FQDN) “  Cnocob poBasnenna Kommentapmii

Puc. 41. CtpaHmua «CnMcoK NoAKMYeHHbIX JOMEHOB»

,D,J'IH aBToMaTun4yecKkoro ,IJ,O6aBJ'IeHVIF| AJOMeHa HY>XHO NMOCTaBUTb yekbokc HanpoTne CTPOKU
Asmomamuyeckoe dobaesnieHue 0ocmyrnHbix OOMEHO8 rnpu cmapme ciyx6bi EL]Y.

ABTOMaTunyeckoe aobaBneHne goMeHa OOCTYMNHO TOJIbKO MNpu yCioBUK, 4TO MK, Ha KOTOpOM
yCTaHOBJ1€Ha cny>|<6a ELLY, BBegeH B [OMEH wunu siBRsieTcd KOHTpOJIU1IEPOM AOMEeHa.
anI cobniogeHnn gaHHoro yCInoBuA BO3MOXHO TakKXe U pyyYHoe pobaBneHne goMeHa.

Mpn HecobniogeHWn [aHHOro ycnoBus AobaBneHve [oMeHa TpebyeTcs BbIMOMHATb
NCKIMKOYUTENBHO BPYYHY!IO.

Ins Toro 4ytobbl 4O6aBUTL HOBLIN OMEH BPYYHYH, HEOOX0AUMO:

1. HaxaTtb Ha kHonky [lo6aBUTbL HOBbLIN AOMEH. Ha aKpaHe MOABUTCA OKHO MOAKIIOYEHMSA K AOMEHY
(puc. 42).

U MogenoyeHe £ AoMeHy x

BeeguTe Ma gomeHa
Kommentapmii
Monezoeatents A0mMeHa

Mapone

OTmena

Puc. 42. NopgknioyeHne K 4OMeHY

2. BBecTtn umsa gomeHa un YKa3aTb KOMMeHTapMVI (ﬂpl/l HeO6XOLI,I/IMOCTI/I), a TakKkKe nosrb3oBaTtesid JOMeHa
1 ero napornb.

3. HaxaTtb kHONKy [lo6aBuTb.
4. Y6eamTbes, YTO AOMEH NosiBUNCS B Tabnuue.

B okHe OygeT ykasaHO MONHOCTbIO onpeaerneHHoe nms gomeHa (FQDN). Ecnu cnyx6a ELLY passepHyTa
Ha K ¢ OC Linux, none ¢ uMeHeMm JOMeHa MOXHO OTpeaakTUpoBaTb.



4.9 TlMapameTpbl paboTbl

MapameTtpbl pabotbl ELY Dallas Lock HacTpamBaioTcs B rnaBHom MeHio KoHconm ELY —
MapameTpbl (puc. 43).

MapameTtpsl

O6wme

Cnocof NoAKMHKIUEHKUA K CEPEEDY:

(O Nonvoe gomenroe wma (O P-agpec (®) OGa cnocofia UL LA LR

OnoeeLLeHnA HeAOCTYNHOCTH 00BeKTa

OnoBeLueHne NpW OTCYTCTBMK CBAZM ¢ 08bekToM (B gHaAx): |90
[] Cumxpormzauns eucremmoro epemeni & aomere GezonacHocTk

Mcnonk2yenslid Uacoeoid Nosc:
— ~ —~ .
\®) Cepeepa /mogyna () Konconw () 3agaHHelil

MoKazblBaTe Y3COBOW NOAC B OTMETKAEX EpemMeHn

MpeaynpexaeHua:

MNpegynpexaenuii ckpemo: 0 BoccranosuTe npeaynpesxaenna

m Ormeria

Puc. 43. CtpaHuua «MapameTpbi»

4.9.1 O6wume napameTpbl paboThbl

Ha Bknagke Obuwue HacTpavBalTcs napameTpsbl, obwme ans sBcex obwektos b (puc. 43).
Ha paHHow Bknagke goctyneH BbIGop ncnons3dyemoro cnocoba noakntoyeHus k cepsepy ELLY Dallas Lock:

e  MONHOE JOMEHHOE NMS;
e |P-agpec;
e oba cnocoba c NPUOpPUTETOM NOAKIMOYEHMUS MO:
e  MOMHbIM JOMEHHBLIM UMEHaM;
e |P-agpecam.
Ha Bknagke npouM3BOAMTCS HacTpoka napameTpa OnoBeweHne HeJoCTYNMHOCTU ObbekTa
C BO3MOXXHOCTbIO OTKITIOYEHUSA/BKITIOYEHNST OAHHOIO MapamMeTpa M YCTAHOBKW 3HAYEHMSI CpOKa B AHSX,
Mo NCTEYEHUN KOTOPOro MNOCTyMnaeT onoBeLeHne 06 OTCYTCTBUN CBSI3M C OO BbEKTOM.
YcraHoBKa ¢nara gns napametpa CUHXpPOHU3aUUs CUCTEMHOrO BpeMeHU B flIOMEHe 6e30MacHOCTH
BKMNIOYaeT CUHXPOHM3ALMIO CUCTEMHOrO BpeMeHM Ha Bcex Moaynsx, Bxogdwumx B coctas Ob ELY
Dallas Lock.
MapameTp Ucnonb3yembiii YacOBOW NOSIC NO3BOSISIET BblIOpaTh MCTOYHMK YACOBOrO Mosica C MOMOLLLHO
paguokHOMKM €O 3HadveHuamun: Cepsepa/modynsi, KoHconu w 3alaHHbil. Tawkke napameTp
Mcnonb3yembii 4acoBOW MNOAAC MO3BOMseT 3adaTb BMA OTOOpaXeHUs BpemMeHW B XKypHanax
Konconn ELLY.
Takke eCTb BO3MOXHOCTb BOCCTAHOBUTb CKpbITble MpeaynpexaeHus, HaxkaB Ha KHonky BocctaHoBUTBL
npegynpexaeHus.



4.9.2NMapameTpbl ceTeBOro o6opyaoBaHus

Ha Bknagke Cemeeoe obopydosaHue 3afaeTcsi NepuoauyHOCTb MPOBEPOK CETeBOro obopyaoBaHWs
no npotokony SNMP n SSH (puc. 44).

MapameTtpol

CeteBoe obopyaoBaHUe

Meprogrdeckan NPOBEPKA AOCTYNHOCTI

MepHoAMUHOCTE NPOEEPKN ACCTYTHOCTH (B MuHyTaxX): 60 s

MeprodMueckan NPOEEPKa LEAOTHOTH

MeproAMUHOCTE NPOEEPKM LENOCTHOCTH (B MUHyTaX): 360 ]

OBHOENEHKE KOHPHTYPALMOHHEK (G3HN0E CETEBLIX YCTROMCTE

Syslog-cepeep:
Mprew LDP-cooBlieHnid, nopr: 514 ]
|:| Mprew TCP-coobwieHmi, nopt: 1468
PUALTRALMA COOBLLEHNI NO BaXHOCTH
MpoeeHe 0] HpesgbluadHan camyalma
[¥poeeHt 1] Tpeeora
MpoeeHe 2] KpWTiueckoe coBeiTme
[¥poeeHt 3] Qumnbra
¥poeeHe 4] MpeaynpexieHe
[poeeHs 5] Yeesomneqne
|:| [¥poeeHe 6] VIHdopmauworHoe coobeHne

|:| [MpoeeHe 7] OTnagouHoe COOBLLEHME

Puc. 44. NapameTtpbl SNMP 1 SSH

JocTynHbl cnegyiowue napameTpsbl:
e MEepPUOAMNYHOCTb NPOBEPKU AOCTYNMHOCTU (B MUHyTax). JaHHbI napameTp nNpuvHUMaeT 3HaYeHUs
oT 10 MuHyT 8o 31 gHA (44 640 MUHYT), 3HaYeHWe No yMmon4aHuio: 60 MUHYT;

e  NEepuoaM4HOCTb MPOBEPKM LENOCTHOCTU (B MUHYyTax). [aHHbIN napameTp NpuHMMaeT 3HayeHus
oT 10 muHyT o 31 gHA (44 640 MUHYT), 3Ha4YeHUe no ymondaHuto: 360 MUHYT.

MononHuTb Basy koHdurypauun ELLY Dallas Lock, To ecTb fo6aBuTb He yka3aHHble B ELLY Dallas Lock
COOTBETCTBUST MOEHTUDMKATOPOB CeTEBbLIX YCTPOMCTB (SysObjectiD OID) n ux mopenen MOXHO
cnegyrwmumm cnocodamm:;

1. OTpepakTmnpoBaTtbh Bpy4Hyto chann extra-ids.ucNetworkCfg, KOTOpbIN pacnonaraeTcs:

e B OC Windows: C:\Program Files\UCC\share\snmp\extra-ids.ucNetworkCfg;
e B OC Linux: /opt/UCC/share/snmp/extra-ids.ucNetworkCfq.
2. To 3anpocy B crny6e TexHnveckon nogaepxku (helpdesk@confident.ru) MoXxHO nony4YnMTb 06GHOBMNEHMS
Basbl koHurypauni ELLY Dallas Lock. [Ina npumeHeHus nomnyyYeHHbIX oB6HOBNEHWN, Heobxoanmo
yKasaTb K HUM nyTb B pa3gene Ob6HoseHuUe KOHguUaypaUyUOHHbIX ¢halisiog cemesbix ycmpoulicms.

Hwxe gocTynHel cneaytowmne HacTporiku Syslog-cepeepa:

e  BKIOYEHME/BLIKIMIOYEHNE C MOMOLbIO Yekbokca npuema Syslog-coobuweHuit no UDP-npoTokony
N HasHa4YeHne CoOTBETCTBYOLLEro nopTta. o yMonyaHuio YekGOKC BKIHOYEH, NOMe ropm akTUBHO,
yctaHosrneH 514 nopr;

e  BKIOYEHMNE/BBLIKIMIOYEHNE C NMOMOLLBIO Yekbokca npuema Syslog-coobuieHunit no TCP-npoTokony
N HasHayeHWe cooTBeTCTBytoWwero nopta. o ymonyaHuio 4ekDOKC BLIKMKOYEH, None rnopm
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HeaKTMBHO, ycTaHoBMeH 1468 nopT;

e HaACTpoOWKa YpOBHeN BaXHOCTW cooblueHuii (Tabnuua 4), obpaboTtky kotopbix ELLY Dallas Lock
OOIKeH ocyLlecTBnATb. 1o ymMmonyaHuto BktoueHbl Yekbokebl Anst ypoBHel 0-5.

Ta6bnuua 4. Knaccudmkaumsa ypoBHen BaXXHOCTU cobbITUi B Syslog

3HauyeHue YpoBeHb cepbe3HOCTHU

0 UpesBblvanHaga cutyaumns
(emergencies)

1 TpeBora (alerts)
KpuTtnueckme cobbiTus

2 "
(critical)

3 CoobLeHuns 06 owmnbkax
(errors)

4 BceBo3amoxHble
npegynpexaeHus (warning)
BaxHble yBegomneHus

5 e
(notifications)
WHdopmaLmoHHbIe

6 . .
coobuweHuns (informational)

7 OTtnapoyHble coobLeHmns

(debugging)

4.9.3 NMNapameTpbl paboTbl Mmoayneun

OnucaHue
Cuctema He pabotocnocobHa
Heobxoanmo cpovHoe BMeLIaTenbLCTBO

Kputnuyeckue cobbitnsi o coctosiHum CY
YcnoBus owmbku

Ycnosus npegynpexaeHus

HopmanbHble, HO BaxHble YCroBuS (He SIBNSAOTCA
OLWNBOYHBIMU COCTOSIHMSAMM, HO TpebyT ocoboro
BHUMaHWS)

NHble MHOPMALIMOHHbIE coobLeHuns,
He TpelbytoLume 0coboro BHUMaHUS
CoobLeHus cogepxart NHpopmaumto,

NCNoJib3yeMyro TOJ1IbKO MNMpu oTnaake

Ha Bknagke Modynu 3apaeTtcsa nepuoanvHocTb cbopa xypHanoB u cuHxpoHusaumm ELLY Dallas Lock
¢ mogynsimu (pvc. 45).
CyuiecTtByeT BO3MOXHOCTb BblbOpa HEOOXOOMMbIX TUNOB OOBLEKTOB AMsl paboTbl B JAHHOM 3K3emnnsipe
KoHconu. B 6noke Bsibop omobpaxkaembix Modyrieli HeOOX0AMMO NpocTaBuTb doriarv psaoM ¢ 06bekTamu,
C KOTOpbIMW NpeanonaraeTcsi paboTa B KOHCOMMW.

Mpn BbIOGOpPe dyHKUMNM Asmomamu4deckull pexum B MeH Bblbop oTobparkaeMbix
moaynen 6yayT BKMOYEHb! doriark TONbKo BBEAEHHbIX B 1B mogynen.



MapameTpbi

Moayan

Bowi6op oTo6paxaeMbIX Moaynei v

BriGepuTe Heofxognmble MOAYAW ANA OTOOPAXEHWA NX HACTPOEK B KOHCOAK: o

& .
» [ Dallas Lock 8.0 1IK8
» [] Dallas Lock 8.0 K9
, Dallas Lock 8.0 MK10
> Dallas Lock 8.0 MK11
€3 Dallas Lock 1K4
ca3 Dallas Lock MK5
C/13 VE Dallas Lock MKO
CA13 VE Dallas Lock 1K1 .

D ABTOMATUYECKWA pexiimM

MapameTpbi 4

Mepuog cBopa XypHaNoe C Moaynei:
I'Iepno,a, CHHEPOHWZaUKMK,

[] PaGora c otuetamm

5 MuH,

T
m

OEEPKK L

]

m 0 ena

Puc. 45. NapameTpbl mogynen

B 6noke lMapamempsi HacTpauBaloTca nepuod cbopa >xypHarnoBs ¢ MOAYNEN U Nepuog CUHXPOHU3aLMMN.
MonuTnkn MoryT NpMHUMaTh 3HayYeHus oT 5 MuHyT Ao 1 Hegenu u Hukozada. 3HayeHre No yMon4aHuw —
Hukozda.

3HadeHus paHHbix napametpoB AVB gomkeH 3agaBaTb B 3aBMCMMOCTM OT Harpyskum ceTu, 4acToThbl
BHOCMMbIX NU3MEHEHWI 1 KONMYECTBa NOOKMIOYEHHbIX MOy TEeNn.

Mocne yctaHoBku ¢nara Paboma ¢ omyemamu BO3MOXHO HACTPOUTb MEPUOAUNYHOCTb MNPOBEPKM
LernoctHocTu otyeToB moaynen AreHt ELLY. Neproa npoBepku MOXeT NPUHUMATbL 3HAaYEHUsI OT 5 MUHYT
0o 1 Hegenwn. MNo ymonyaHuio yHKkuns Paboma ¢ omyemamu OTKITHOYEHa.

4.9.4TapameTpbl XypHarnos

Ha Bknagke XKypHanbl (puc.46) B 6noke Bbibop cucmembl XpaHeHUusi XypHasoe oTobpaxaeTcs
WHdopmaums o TekylemM cnocobe XpaHeHUs XXypHanoB, BbIOpaHHOM B MPOLECCE YCTAHOBKW, a Takke
BO3MOXHOCTb pefakTupoBaHus cnocoba XxpaHeHust XXypHaroB yxxe Ha yctaHoBrneHHom ELLY Dallas Lock.
Mpw BbIOOPE Ucronb3oeamb eHewHO 6a3y 0aHHbIX HEOHOXOAMMO 3anOSNTHUTL NOIS:

agpec cepBepa;

NnopT NOAKITHOYEHNS;

nMs 6a3bl AaHHbIX;

UMS Nonb3oBaTens;

naporb.

I'Ipvl Bbl60pe Ucnonb3oeame BHYMPEHHIO cucmemy XpaHeHUs 3an0NHATb NOoJiA He HYXXHO.



EgouHbin ueHTp ynpaeneHus Dallas Lock
UHCTpYKUMA NO nCnosib3oBaHUIO

Mo ymonuaHuio BbiGpaHo 3HadYeHue Mcronb3oeams 8HYMPEHHIOK CUCMEMY XPaHEHUS.

MNapamerpbl

HKypHane

BLIGOP cMCTeMbI XPAaHEHHA HYPHAAOB v

@ Kcnonezoeare EHYTPEHHHIHK CHMCTEMY XPaHEHMA

(O WMenenbsosart sHelHow Basy 4aHHLIX

Adpec cepeepa: ‘ |

MopT NegkaioqeHna; ‘ |

KA Bazkl 4aHHBIXG ‘ |

KA nonbzoEaTend: ‘ |

Mapont: ‘ |

Puc. 46. MapameTpbl XpaHeHUs1 XKypHanos

B 6nioke lNapamempbi apxusayuu xypHanos (puc. 47) NnponsBOAMTCS HACTPOWKa napameTpoB apxmBaLum,
KOTOpasi akTUBUPYETCS NyTEM YCTaHOBKW donara Mcrnonb3o8amp apxusayuro XypHamnoe — Mo yMOonyYaHuo
conar He yCTaHOBIEH, apXMBaLUs OTKIOYEHA.

Mapamerpbl apXUBaLIMK HYPHANOE v

D ecnonezoeate APAME LMD HYPIHAN0oE

PacriacaHwe APEMEALAK

MH BT Cp Yr nr Ch Ec

00:00

0200

0400

06:00

0s:00

1m0o

12:00

1400

16:00

1&:00

20:00

2200

APXMEMPOEATE XYPHAML! Taplie | B Mecaues

] Paznep apxwmea

MpumeruTa | _. CTheHa
Puc. 47. MNapameTpbl apx1MBaLum XXypHanos
Mo ymonuaHuMio apxXvMBUPYKOTCA BCE 3anvMcyu B XKypHanax crapwe 6 MecsiueB B 3aBUCMMOCTU

OT YCTaHOBMNEHHOIO pacnucaHusi, HacTpanBaemoro B Tabnuue PacrniucaHue apxusauuu (N0 YMOMYaHMUIO
B Tabnuue BbIbpaHbl S4elrikn co 3HaveHuamMmu «1my», «20:00»).
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Mapametp PacnucaHue apxuBauum sBnseTca ob6s3aTenbHbIM —ANS  3anofIHEHUS.
[Mpn nonbiTke NpUMMEHEHUA HacTpoek apxvBauun 6e3 BblboOpa pacnucaHus BbIBOOMTCSA
COOTBETCTBYIOLLAsA oLwmbKa (puc. 48).

U Owwka x

HeoBxogumo 33437 pacnucanne apxmeaumni. JanHeii
napameTp ABNAETCA 0OAZaTENLHEIM ANA 33MNO0AHEHWMA,

OK
Puc. 48. Coo6LieHune 06 oumnbke

CpoK XpaHeHMUs XKypHanoB MOXHO M3MEHUTb MyTeM Bblbopa HEOOXOAMMOro 3Ha4YeHUs1 U3 BbiMagatoLLero
cnucka napameTpa ApXMBUMPOBaTh XYpPHanbl cTaplue.

[lna npocMoTpa 3anncK 13 apxvBa HeobxoOMMO ykasaTb B ouIbTpax XKYpPHamoOB HYXHYIO
aary.

JononHnteneHo, BO u3bexaHune nepenoriHeHWs CUCTEMbl XPaHEHWSl, MOXHO HAacTpPOUTb OrpaHuyeHue
no pasMmepy apxmea, Ans 4ero Heobxoaumo yctaHoBuUTb chnar Pasmvep apxusa (ecnu drnar yCTaHOBIMEH,
none sBnseTcs obsA3aTenbHbIM Afs 3anofiHeHWs1), nocrne 4yero BBecTu Tpebyemoe 3HadeHue (B [B)
B TEKCTOBOM MOSie — Npw AOCTMKEHUM NIMMUTA CTapble 3anvcy B apxmee OyayT yaansTbes.

Ecnu B none Pasmep apxuea BbiICTaBUTb 3Ha4YeHUe 0, To 3anucu apxXnBMpoBaTbCA HE 6y,u.yT
(Bce 3anncun apxmea 6yp,yT yAaaneHbl, Aaxe ecri TOJIbKO 4YTO ObInK 3anuncaHbl HOBbIe).

Ecnn Ha APM, Ha koTopom ycTtaHoBneHa cnyxba ELY, ceo6ogHoro mecta meHee 20 b,
TO reHepupyeTca UHUNAEeHT 6e3onacHocTu lNepenonHeHue ducka, ecnm cBob6oAHOro MmecTa
mMeHee 5B — reHepupyetca wuvHuugeHT 6GesonacHocTn [lepenonHeHue Oucka
N OTKIMIOYaeTcs cOop XKypHarnoB ¢ MOAYNEN.



5 [OOMEH BE3OINACHOCTHU ELLlY

Ha ypoBHe b B aepeBe o6bektoB KoHconu ELY dopmupyeTcs Habop BkNagok ans obLiei HacTponKu
napameTpoB 6e3onacHocTh Ansa Bcero b n ons Bcex nogynHeHHbIx 06bekToB ganHoro OB. MNpu BeiGope
ONpedeneHHon BKMagkM MNOSIBNSAETCA BO3MOXHOCTb MpocMaTpvBaTb W pefakTMpoBaTb napamMeTpbl
6esonacHocTu. lNpu BblgeneHun Bknagok 4vepes Ctrl/Shift moxHO coBepwunTb rpynnoBble onepauun
OBHOBIEHNS UNK yaaneHus.

5.1 Csopka pnsa b

[ns ynobctea paboTbl BO3MOXHO y3HaTb obLiee cocTosiHue Beero [1b, AaHHble cBeaeHus oTobpaxaroTcs
Ha Bknagke Ceodka (puc. 49).

1 Konconoynpasners ELY [flomen BesonacrocTu: fomen Gesonacnoctu, Cepeep: ucc-ikS.dllacal: 7900] - O X
> Q v o CBogKa
N HowmeH bezonacHoTn =
- ] H A N WHpopmauua o6 obbexte e
*C CIIPE{ o] A
E. ! [0 HEPACMPEAENEHHBIE OBBEKTEI AEACTBARA
L em . Cepseps gamena BesonackocTu ucc-ikS.dllocal: 17300
o] E PoguTensckuii gomen Her OtHoomre
ock C311 BIA MIKE ¢
@ 03gamk rpynny
TIAPAMETPbI FILLEH3WA MoapatHee
% —
< ap 2750 NMepevmenonan,
CeTebbie yeTpoRcTsa 07500 P
?" N ] YAANEHHBIE OBBEKTHI MogHuHeRHBIE AomEeRE! 1/500
= E Arente ELY 0500
) i B [MogumMHeHHEIR 4omeH CeepHyTe
EAVHBIA LEHTP YNPABNEHWA
® JUALIEH3MN MOAYMHEHHBIX AOMEHOB  Mogpotnee DALLAS LOCK .
BephyTb Bre
& e
o TEPMWHAIbHBIE CEPBEPBI Moapabree (I I R
Tepmunansrsie cepeepbi 07500
AKTUEHbIE TEPMUHABHbIE CCCAM 17500
TMposepurb gociynnocts
TpoBepuTL LenocTHoCT
JMLEHSUOHHAA
WHPOPMALIAA Moapobues
TIPOLIECC MUIPALIVA MoapoSHee
OMEPATMBHOE YMPABNEHWE
Boucuoumts
WHUMA CHTbI 6e30NacHoCTH v

Mepesarpyauts

% nepuons 20012026 N Pasbackuposars komnbiorepi

Mepecunrars yeocTHoETE
[ Toneka nenpouutarmse

Mo KoAMHECTsy 33 NepHos Cabpars yprans:
5
CuHxponMsMpoBaTh
4 Pa36.10KMPOBaTH KORMMbIOTEP
3 Misonmposars y3en

0/0

He npoumTano/Beero

Puc. 49. «CBoaka» [lomeHa 6e3zonacHocTu ELLY

HocTynHbl crnegytowme gencteus ¢ [Ab Ha naHenu MHCTPYMEHTOB:

1. O6HOBUTL MHOpMauUMo 06 0ObekTe Ha Bknaake Ce00Ka;

2. CospaTb HoByto rpynny oobekToB B [15;

3. BbIrpy3uTb CMMUCOK KIUEHTOB;
Mpun BbIGOPE OencTBuss BbIrpy3auTb CMUCOK KITMEHTOB OTKPbLIBAETCS] OKHO, B KOTOPOM HeobxogmMmo
BbIOpaTb nanky Ansi COXpaHeHWs 1 BBECTU mMmsa danna, a Takke BblOpaTb nons, koTopble GyayT
BKITHOYEHbI B O0TYeT (puc. 50).



O BeirpysuTs CMCoK KAMEHTOE hod

AobaenTe nona

Tun Qc Bepcwa Aapo IP-agpec |:| MAC-aapec

CoxpaHWTe §ain Kak...

[TyTE: i’clients_list_EDES 10_23_18_03_32.html Brifpate

CoxpaHwTa CTmera

Puc. 50. OkHO HacTpoWku oTyeTa «CNMCOK KNMMEHTOB»

B otuete Cnucok KnMeHTOB Bceraa 6yp,yT 3anosiHeHbl 3Ha4vyeHus ana nons KriueHm,
0Nl OCTarbHbIX NOSIEN 3HAYEHNE MOXET OTCYTCTBOBaATb, €CJi AaHHblI€ C KITMeHTa NnoJly4YeHbl

He Obinn.
Ina OC cemerictea Windows none 50po 3anonHATbLCA He Byaer.

MepenmeHoBaTtb Tekywmn [b;

CBEepHYTb;

PasBepHyTb Bce;

CBepHyTb BCE;

CkaHvpoBaTb CeTb Anst 0OHapPYyXeHUs1 MOAynewn U ceTeBbIX YCTPOWCTB;
. Job6aButb HOBOE CETEBOE YCTPOWCTBO;

10 MpoBepnTb 4OCTYMHOCTb CETEBbLIX YCTPOWUCTB;

11.T1poBepuUTb LLEENTIOCTHOCTb CETEBLIX YCTPOWCTB.

NG

I'IepeqmcneHHble BbiLLE ,D,GVICTBI/IH TakKkKe [[OOCTYMNHbl M3 KOHTEKCTHONo MeHH
obbekToB [b.

ysana OB B pepese

KomaHabl onepaTuBHOro ynpaBneHWst Ha MaHenu UHCTPYMEHTOB (Habop KOMaHA 3aBUCUMT OT OOBEKTOB,

Bxogswwmx B coctas AB):

BblkntounTb;

MepesarpyauTs;

Cobpatb XypHansl;

C6pocutb BGNOKMPOBKY;
BKMOYNTL/BBIKITIOYNTE @BaPUNHBIN PEXNM;
Pas3bnokvnpoBaTb nonb3oBaTteneu;
CWHXpOHM3MpoBaTh;

MepecuntaTb LENOCTHOCTD;
BKNIOUMTBL/OTKIIOUNTE @aBapPUIAHBIA PEXNM;
10 CpenaTb MacTepom.

B pabouen obnactu Bknagkn Ceodka pacnosioXeHbl criefytoLme pasgernbi:
1. UHpopmayus 06 ob6vekme (puc. 51).
B naHHoM pasgene BbiBOAUTCSA MHOPMaLms:

CoeNooa~wWN=

e O CepBepax, BBEAEHHbIX B KllacTtep AOMEHa ©e3onacHocTy;
e O Hanunynm poanTenbCKOro AOMeHa;

e 0 cocTosdHMM 1 napameTpax nuueHsum Ha ELY Dallas Lock (onucaHve HacTponku napameTpoB

NULIeH3UV NpuBeaeHo B pasaene «lapameTpbl NULEH3UN»);

e O COCTOAHMM W nNapamMeTpax JIMUeH3nn Ha NOoAYUHEHHbIX AOOMeHaXx (OHMC&HMe HaCTpOVIKI/I
napameTpoB J1IMLueH3nn npuBeaeHo B pasgene «JIMLEeH3MN NOAYNHEHHbLIX JOMEHOBY);

an OTCYyTCTBUAN B OB noaYMHEHHbIX OOMEHOB ©esonacHocTu Orok HaCTpoekK JluyeHsuu

MoOYUHEHHbIX OOMeHO8 oTobpaxaTbcs He byaer.

(] O TepMUHarnbHbIX cepBepax U aKTUBHbIX TEPMUHAlbHbIX CECCUAX;

O COCTOSHMUM M MapameTpax nuvueH3un knueHtoB B (onucaHue cooTBeTcTByloLWEero 6rioka



HaCTPOEK NpuBeadeHo B pasaene «JInueH3noHHasa nidopmMaums»);
e O COCTOSIHUM MUrpauuu.

Insi oGHOBNEHUs MHOpMaLUK, NPeACTaBNEHHON B JaHHOM pasgerne, CriefyeT HaxkaTb pacrofnoXeHHYo
Ha naHenu Jelicmeus kHornky OBHOBUTbL UK NEpPeTV Ha NGy ApYryto BKNaaKy Y BepHYTbCS Hasag,.

WUHPopmanma o6 obbente v

Cepeepbl gomena Besonachoctr wcc-apm2.dllocal: 17900

PoauTeneckmii JomeH HomeH GesonacHoci (ucc-ik5.dllocali 17900)

MAPAMETPEI AIMLLEHZMIM Mogpobies

APK 57100
CeTebble ycTpofcTsa 010
MoA4MHEHHEIE JOMEHEI o/
ArenTel ELY 17100

EAMHBII? UEHTP ¥TIPABNEHUA

AHULLEH3IA NOAYMHEHHBLIX JOMEHOB MoapobHes DALLAS LO CK
TEPMWHAIbHbBIE CEPBEPLI Moapobnes

TepMHHaAEHEIR CEpERpEL 010

AKTMBHBIE TEPMAHANEHEIE CECCHI 0/100

AHLIEH3WOHHAA HoapobHee

WMHOOPMALIMA Ap

MPOLLECC MWTPALLIMIA Mogpotnes

Puc. 51. Pazgen «MHcopmaumsa o6 obbekTe»

2. UnyudeHmsi 6esonacHocmu (puc. 52).

B pasgene BbiBoAWUTCS MHOpPMaLUS O KONMUYECTBE MHUMAEHTOB 6e30MacHOCTU Ha BCeX NMOAYMHEHHbIX
obbekTax [1b 3a BbIGpaHHbIA Nepuod B dopMaTe: He NpoyuTaHo / BCEro MHUMAEHTOB 6e30MmacHOCTU.
Mpwv aKTMBHOM chnare moJsibko HernpoyYumaHHble Ha WHMOPMALMOHHON MNaHenu GyaeT oToGpakaTbest
MHpOPMaLMS TONMBKO O HEMPOYUTaHHLIX MHLUMAEHTax 6e30MacHOCTMy.



HHUHAEHTEI 6@30NacHOCTH ~

3a nepuog; 27.052024 - 27.05.2025 Scenopr

D Toneko HenpoHUTAHHEE

M komue cTey 33 nepuog,
10

1/5 ‘

He npouvrano/Beere
2705, 106, 2T0F.. 2TO0&.. 2T04.. 2RO, ZTAL.. 2TAZ.. ETOL.. 2RO, 270G 2T04.

B KonuqecTen

Mo Tuny Mo npuopuTETY
2
—
3
3
He onpegeneto Hapylueme noauTik sxo5a ® Bricokuii

Bpema = APM Mogyab Cobbitke Pesynbrar Mpuop A CBEJEHAA KommeHTapHiA
23.05.20 APM_OLL Dallas Lock L He onpeaenen Heyonewnas n Beicokui {"info""Nonsoeatens 3abnokupos
27.05.20 APM-DLE Dallas Lock & Hapywenne n Monemea exoaz Beicokuii Ha kamenTe nporzowno cobeimie 1
210520 4PMA-DLE Dallas Lock 8 Hapywenrne n Monemea exoaz Beicokmii Ha kanerTe npoms owAo coBeThe 1
23.05.20 Oomen Be CHcTema He onpeaenen Moneimea Hapy! Beicokui Ha Baluem KOMNBRTEpE HEADCTITO
B3 27.05.2 APM-DLE Dallas Lock 8§ Hapy wenwe nlMonbitka 6xos Beicoknia Ha kanenre npovsowao cobbimme

Puc. 52. Pasgen «MHUunpeHTbI 6e3onacHOCTU»

Mepnog BPEMEHN MOXHO W3MEHUTb B BEpPXHEW YacTu WHAOPMaUMOHHOW naHenn MWHUuUdeHmMbI
be3onacHocmu ¢ NOMOLLbIO Bbinagatowero cnucka 3a nepuod. Bo3amoxHbl cnegytolme BapnaHThl:

CeroHs;

BYEpa;

Hegens;

mecsL,;

roA;

3a BCe Bpems;

BblIbpaTh CBOM — Mpu BbIOOpe AaHHOrO NyHKTa B NOSBMBLUEMCS OKHe (pyc. 53) BO3MOXHO 3agaTtb
HeobX0AMMbIV OTPE30K BPEMEHM.

D BribepuTe neprog spemeHm *
Meprog
C: 04.06.2024 ﬂ 16:31 s
Mo:  04.06.2025 ﬂ 16:31 v

MpHMEHKTRE OThEH

Puc. 53. BbiGop nepuoga BpemeHu



B ueHTpanbHOM 4YacTu WHMOPMAUMOHHOW naHenu MHyudeHmbl 6e3onacHocmu  pacnofioXeHa
rmcrorpamma, Kotopasi oTobpaxaeT KONM4ecTBO MHUMAEHTOB 6e30MmacHOCTM BCeX TUMOB 3a BbIOpaHHbIN
nepuog BpeMeHu ¢ onpeaeneHHbiM warom (puc. 52). MNMpu HaxaTum Ha SNeMeHT rucTorpaMMel, B Tabnuue
oTobpaxkaloTCsl MHLUMAEHTHI 3a BbIOpaHHbIN Lar BpEMEHW.
Mop rmcTorpammon pacnonoXeHbl KpyroBble AnarpaMmmei:

e Mo TUNy — oTobpaxaeT KONMYECTBO MHLMAEHTOB 6€30MacHOCTM onpeaeneHHoro Tmna;

e O NpUOpUTETY — OTODOpaXXaeT KONMMYECTBO UHLMOEHTOB 6€30NMacHOCTU MO UX NpuopuTeTam.
MoapobHee 0 HacTpolike oTobpaXeHnss MHPOPMaLMOHHOW NaHenn MHyudeHmsl 6e3ornacHocmu OnucaHo
B pa3gene «HacTponka nHumMaeHToB 6€30MacHOCTUY.

B HwkHeM 4acTM [aHHOM WMHGOPMALMOHHOW MNaHenu pacnosfiokeHa Tabnuua ¢ coobLieHuaMu

06 nHumaeHTax 6esonacHocTM. C NOMOLLbIO KOHTEKCTHOMO MEHIO MOXHO YNPaBnsiTb CNNCKOM MHLUAEHTOB
©esonacHocTu (puc. 52):

e He KBWTMPOBATb MpU NpocMoTpe (ecnu 4YekOOKC YCTAHOBNEH — MPOCMOTPEHHbIA WHLUMOEHT
He OyaeT aBTOMaTUYECKN MOMEYEH KaK KBUTUPOBAHHbIN);

yaanuTb BblAenNeHHoe;

NOMETUTb BblAENEHHOE NPOYNTaHHbIM;

NMOMETUTL BblAeNEHHOE HENPOYNTAHHBIM;

BblAENUTbL BCE;

e  CHSITb BblaeneHue.

[BOMNHON KNWK NO COOBLLEHNIO C UHUMAEHTOM OTKPOET OKHO C AaHHbIMW 06 3TOM MHUMAeHTe (puc. 54),
B Tabnvue BblibpaHHOe coobleHne KBUTMPYETCA Kak npoyuTaHHoe (npu OTcyTCcTBMM 4Yekbokca
B KOHTEKCTHOM MeHI0 He keumuposamb npu ripocmompe). Haxunmas Ha KHOMKN BBEpPX U BHU3, MOXHO
oTMeyaTb COOOLLEeHMs Kak NpoYMTaHHble, npocMaTpvBas npeabligyline unu crnegyowme MHUUOEHTHI.
Mo kHonke MepenTH K MOAYNIO — MOXHO NEpPenTn K MOAYII0, AN KOTOPOro 3aperncTtpmpoBaH AaHHbIN
nHunaeHT 6esonacHocTu.
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Puc. 54. MpocMoTp AaHHbIX 06 MHUNAEHTE



Peanun3oBaHa BO3MOXHOCTb 3KcropTa oT4yeTa 06 uHungeHTax 6e3onacHocTi B chaiin no KHornke dKCnopT
(puc. 55). Mocne HaxxaTust AKCNOPT, B NOSBUBLUEMCS OKHE, HY)KHO yKas3aTb NyTb AN COXpaHEHWs oTyeTa
C JaHHbIMM 13 TabnMubl C MHUMOEHTaMN GE30MaCHOCTU.

) Coxpanenue daiina >

CoxpanwTe ain kak..

[MyTe: |C:;’Users{.ﬂ\dmin;‘repor‘t incidents_2026_01_20_13_33_43.html Britipath

CoxpaHuTh OTMEHA

Puc. 55. 9kcnopT nHumaeHToB 6e3onacHocTu B chann

B BbIrpy3Ky oT4eTa BXOAUT CMMCOK NHLMAEHTOB 6€30MacHOCTH, KOTOpbIN ByaeT coxpaHeH B Buae Tabnuubl

C ykasaHuem cobbITus, BpemeHu, pesynbtaTta n mogyns. [JoctynHele dpopmaTsl Ans soirpy3ku: TXT, HTML
n CSV.

B Tabnuue ¢ coobuweHnammn o6 nHumnaeHtax 6esonacHocTn BpemMA cobbITusA NnpoCcTaBAEeTCA
B 3aBUCMMOCTU OT Mop,yneﬁ, KOTOpble [OaHHOe cobbiTne npucnannm — WIin BpemM4d

BO3HMKHOBEHUS camMoro cobbiTus Ha Moayse, UM BPEMS NOJyYeHNs1 COOBLLEHNS O COObLITUN
Ha ELLY Dallas Lock.

5.2 Tlonb3oBarenu Ab

Bknagka lMonb3o06amernu Ha YpOBHE [b nossonser ynpaBnATb rnobanbHbIMKN 1 MoAayJibHbIMU YyY4E€THbIMU

3anucsamu, 3abnokMpoBaHHbIMM y4eTHLIMK 3anucsaMn, rpynnamu none3osatenen b ELY Dallas Lock
W annapaTHbIMK ngeHTugukaTopamm (puc. 56).

MoawsoeaTtenn

[ oo o ) [ enmer e

Cocroan... Yuemansanucs  Kareropua  Tum yuernoi sanucu ELLY Bnageney  Poaw aguuumcrpuposanma [MosHoe wms

OMEPALLMA C MOJIb3OBATEAAMM

Onucare
admin Fnobanbhaa  Cucrema NokaabHblii  Aguunuctpatop

AJMMHUCIPATOp 1O §MON... Co3gars.
anonymaus Tnobanbran  Cucrema, DL8.0 (K11, MK12, MK13), G311 BU (MK4) Moxaabhbia

Anonymous user Vcnonbsyerca gna ceres...

COXPaHMTB CIMCOK NOAb30BaTENER

Puc. 56. Cnucok yyeTHbIx 3anucen OB ELLY

5.2.1MapameTpbl nonb3oBatenen

Kateropus NMonb3oBaTenu Ha yposHe [1b cogepXxut cnmcok rnobanbHbiX U MOOYbHBLIX YYETHbLIX 3anncen
Ob.

Cnmcok yyeTHbIX 3anucen nonb3oBaTenen Ha ypoBHe [1b npeacraensaeTt cobor Tabnmuy ¢ nonsamu:

1. CocmosiHue — coaepxnT cbnar BKNIOYEHNA/BbIKITIOYEHMWS yquH0|7| 3anncu nonb3oBartend Ha JaHHOM
YPOBHeE. Mone CocmosiHue npuHNMaeT CﬂG,E],yIOLLI,VIVI Buna:

__ OTMeYeHHoe (hnarom nosne o3HayaeT, YTo AaHHas y4eTHas 3anuch Nonb3oBaTens UMeeT JoCcTyn
Ha yposHe [15;

| ] — nycroe none osHauaert, 4To y4eTHas 3annck OTKMoYeHa Ans paboTsl Ha yposHe [B;



3HayeHne nons CocmosiHue He OTpaxaeT COCTOAHME YYETHOW 3anucu nosfib3oBaTtenen
Ha BMOXeHHbIX obbekTtax [B. Hanpumep, yyeTHas 3anucb MOXET ObiTb OTKIHOYEHa
ans pabotbl Ha ypoBHe b (none CocmosiHue — nycToe), HO UMEeTb AOCTYN Ha YpOBHE
BKIOYEeHHOro B Hero APM (ctout cdonar B none CocmosiHue).

Ecnu nsMeHuWTb COCTOSIHME YYEeTHOW 3anucy Ha ypOBHE Bhllle B AEPEBE, HA BIOXEHHbIX
00beKkTax — COCTOSIHUE W3MEHWUTCS MpuHyauMTenbHo. Hanpumep, nocne OTKMoYeHUs
ana paboTbl y4eTHON 3anucy Ha ypoBHe [1b, paboTa y4eTHOM 3anucu oTKIo4aeTcst Ans BCexX
BNoXeHHbIX rpynn, APM (mogynen B coctaee APM), moagynen 6e3 APM 1 nHbix 001EKTOB.

YuemHas 3anucb — CoOOepPXuUT nva yquHon 3anmncu;
Kameaopun — COAEePXKNT MH(bOpMaLlMPO 0 TOM, rge Obina cosgaHa y4yeTHaa 3anuchb. BoaMoOXHble

3Ha4YEeHNA:

nobanbHas — y4eTHas 3anucb, co3gaHHas B [1b ELLY;
ModynbHass — y4eTHas 3anucb, Nnpuwewas Ha ELLY ¢ mogyns;

Tun yyemHodu 3anucu EL]Y — cogepXuT nHdopMauuio o ToM, 418 MOAYNen Kakoro Tuna npuMeHseTca

OaHHaA ydyeTHada 3anucob. Bo3MOXHble 3HaYEeHUS:

Bce — y4eTHas 3anucb npumeHnma ansa scex mogynew (kpome mogyns WAF);

Cuctema — yyeTHas 3anunce npuMmeHuma k Cnyxbe ELLY;

DL8.0 — yueTHas 3anuce npumeHuma ansa mogyns C3U Dallas Lock 8.0 (cm. «MOYIb C3U
DALLAS LOCK 8.0-C/K»);

DLL — y4eTHas 3anuce npumeHnma ang mogyna C3U HCL Dallas Lock Linux (cm. «MOYIb
C3 HCO DALLAS LOCK LINUX»);

C3M B — yueTHas 3anucb npumernmuma ana mogyna C3U BU Dallas Lock (cm. «MOOYIb
C3W B/ DALLAS LOCKD»);

CO3 — y4yeTHas 3anucb npumeHuma ana mogyns CA3 Dallas Lock (cm. «MOAYNb CAO3
DALLAS LOCKD»);

CO3 Yb — y4eTHas 3anucb npumeHuma ana mogyns CA3 YbB Dallas Lock (cm. «MOOYIb
CO3 Yb DALLAS LOCKb»);

5. Bnadeney — ykasbiBaeT, Ha kakoM ypoBHe aepeBa ELLY Dallas Lock 6bina co3gaHa ydeTHas 3anuch;

Y4yeTHble 3anuMcu He oTobpaxalTcs Ha Bknagke [Jonb3ogamesiu B KaTeropum
Monb3oBaTenu Ha ypoBHE Bbille, YeM YpPOBEHb, Ha KOTOPOM Obina co3gaHa yyeTHasi
3anucb. Hanpumep, Ha ypoBHe [B Henb3s MOCMOTPETb yYeTHble 3anvcu, Cco3faHHble
Ha ypoBHe rpynnbl 0O HLEKTOB.

Ecnu y4dyeTHasA 3annucb Oblna co3gaHa Ha ypoBHE b, To:

e Ha ypoBHe 16 — none Bnadeney 6yaet nmeTb 3HadeHune JlokasibHbIl, U B CIUCKE
y4yeTHada 3anncb 6y,u,eT BblgeNneHa XUpHbIM Ha4YepTaHnewMm;

e Ha yposHe rpynnbl (nogrpynnsl) OB, APM (mogynen B coctaBe APM), mogynen
6e3 APM 1 nog4vMHeHHbIX JOMEHOB — none Bnadeney OyaeT uMeTb 3Ha4YeHue
«db *Umsa_[O6*».
AHanornyHo, ecnv y4yeTHas 3anvch Obina co3gaHa Ha YpOBHE rpynnbl 06 bEKTOB, TO:
e Ha ypoBHe rpynnbl none Brnadesney 0ynet nmetb 3HaveHue JIokasbHbIU;

e Ha YpOBHE MoAyrien 3TOW rpynnbl, HA KOTOPOW ObiNna co3gaHa ydeTHas 3anuchb,
none Bradeney 6ynet nmeTb 3HaveHune «pynna *“Ums_epynnbi*.

6. Ponb adMuHucmpupoegaHusi (cM. «PoneBas Mofernb y4eTHbIX 3anucen [Ob»);

7. llorHoe uMsi — COAEPXMUT NONHOE NMSA Y4ETHOWN 3anucu;

8. OrnucaHue — copepXuT onncaHne y4eTHOW 3anmcu.

[nsi NpMeHeHNs1 N3MEHEHUIA CMMCKa YYETHBIX 3anMcen Ha MOAYNsIX He0OXoaAMMa CUMHXPOHM3AUUSI.



YyetHble 3anucn ¢ mogynen C3U Dallas Lock 8.0, ycTaHOBREHHbIX Ha KOHTponnepe
JomeHa, otobpaxatTca B ELLY Ha ypoBHe kopHA agepeBa [ABb M Ha ypoBHe moayns
B kaTeropuu Nonb3oBaTtenu Ha Bknaake MNonb3oBaTenu ¢ orpaHMYeHHbIMU aTpUbyTamMm:

e  OTCYTCTBYET YeKOOKC HacnegoBaHus;
e HasHayeHwe y4yeTHOW 3anucu kateropun [106anbHasi HEAOCTYMHO;
e TuN ydeTHom 3anncu — DL8.0;

e Bragenbuem MoxeT aBnaTbca Tonbko APM ¢ C3WU Dallas Lock 8.0,
YCTaAHOBMEHHbIM Ha KOHTpONsiepe JOMEHa.

Ha naHenu ynpaeneHusi B 6rioke @usibmpb! NpeaycMoTpeHa BO3MOXHOCTb (hUbTpauum nornb3oBaTeneit
B COOTBETCTBUM C BbIGPaHHbLIMM NapameTpamu.

B kateropun Nonb3oBaTtenu Ha Bknagke ons308ameriu [OCTYMHO TOMNbKO:

co3faHuve 1 yaarneHue nonb3oBaTenen;
penakTMpoBaHMe CBOMUCTB MNonb3oBaTenen;
NU3MeHeHne Tvuna, BnagenbsLa 1 ponu nonb3oBaTenen;
COXpaHeHMs cnucka nosib3oBaTenen.

Onsa yyeTHbix 3anucen knueHtoB C3U Dallas Lock 8.0, ycTaHOBMEHHbIX HA KOHTponnepe
OOMeHa, NpedyCMOTPEH TONbKO MNPOCMOTP MapamMeTpoB Y4YeTHOWM 3anucu (puc. 58)
Ha ypoBHe kopHs/mMoayns. B okHe PegakTupoBaHue nonen nosib3oBaTtens Ansd AaHHbIX
Y3 Oypmet BbiBeAeHO cooblieHne «PedakmuposaHue ampubymoe y4yemHoU 3anucu
HedocmyrnHO. YyemHas 3aruck yrnpasnisemcsi ¢ KOHmporsinepa OoMeHa».

Mpu HaxaTum Ha KHONKy CoXpaHUTbL CMUCOK NONb30BaTerien OTKPbIBAETCS ANanoroBoe OkHO, B KOTOPOM
HeoOxoaMMo BbIOpaTh Nanky Ansi CoxpaHeHUst u BBECTU nMs cpanna (puc. 57). B BbIrpy3Ky BXOAWT MOJHbIN
cnucok nonb3oBaTenen ns ELY, koTopbii OyageT coxpaHeH B Buae Tabnumubl ¢ ykazaHMeM MMEHU YYETHOM
3anvcu, tvna u IP-agpeca. lNpu akTMBauMM B OKHE COXpaHEHUs Chnucka Monb3oBaTtenen 4dekbokca
Jobasumb 8 omyem uHgbopmayuro O epynnax u ux ydYacmHukax B COXpPaHEHHOM oTyeTe Takke OyayT
yKasaHbl rpynnbl, B KOTOPbIX COCTOWUT KaxAbld Nonb3oBatenb, M pobaBneHa oTaenbHas Ttabnuua
€O cnuckoMm rpynn. floctynHble Ansa Beirpy3ku dopmatsl: TXT n HTML.

O CoxpaHWTE CIWCOK NOABS0EaTENEA *
|:| f0o63EKMTE B OTHET MHGOPMALMID O TPYNNAK M M YHaCTHAKEX

CoxpaHnTte dain Kak...

Myre:  [CoUserssadminfusers_list 20260120 13 4103kl | (D

CoxpaHmTh OTmeHa

Puc. 57. OKHO coxpaHeHusi cn1ucka nonb3oBartenen

[MpocMoTp 1 HacTporka napamMeTpoB Nonb3oBaTenen JOCTYMHbI:

e M0 ABOMHOMY LUEMYKY FIEBOW KHOMKOW MbILLW Ha MONb30BaTeNs B CMUCKE;

e npu Bblbope nyHkTa CBOMCTBA M3 KOHTEKCTHOrO MEHI0, BbI3BAHHOIO LLENYKOM NMPaBOW KHOMKM
MbILLW Ha Nonb3oBaTene B CNUCKE;

e  Npu BblAENEHMN YYETHOM 3anncu B CnNMcke 1 Boibope nyHkTa CBOMCTBA Ha NaHeNn UHCTPYMEHTOB
Onepayuu ¢ nons3oeamensamu (puc. 56).

HaCTpOVIKa napameTpoB nonb3oBaTenemn LOOCTYyMNHa TOJIbKO Ha ypOBHE BliafernbLa yquH0|7|
3anuncum norfib3oBartens.



[Nocne BbINOMHEHUS OAOHOrO U3 3TUX AOEUCTBUN
nonb3oBartens (puc. 58).

O PegakTMpoBaHMe NONER NONES0BATENA

Ima nonesosatena test

(] e o
D ANNapaTHBIA waeHTHKEaTOp

MNaponw

MaHaaTHeIH gocTyn

CeaHcbl pacnucaHue

Janper paboTel
Cnwcok rpynn

CocToaHue

Ha Bknagke Obuwue npeanaraeTcd 3anojiHUTb Yy4YeTHble [OaHHble WU NapamMeTpbl

(Tabnuua 5).

3anonHseMble faHHble U NapamMeTpbl

Mone AnnapamHbili udeHmugukamop no3BonsieT BblOpaTb

Onucanue

MonHoe KMa

Twin yueTHOA 3anKck Windowes

Coywefnelil nonssoeatent Windows
BanpeT Ex0da NpW HapyleHKUK LenoCTHOCTM
KaTeropua nonezoeatensid Cf3

AeToexog 6 C3HCO

(QCHOBHEA rpynna

CUCTEMHEIN NoAEs0BaTeNE Linux
WHTepnpetatop

AoMaLLHAA AHpeKTOpHE

Co343Tk AMpEKTOpKID

Aaren gna Linux

[GIAES

Darnna

OT4ecTsn

Ponke agmunuctpupoeadua C3 Dallas Lock Linux
e-mail

Thn yHeTHOH 3anKcK igna T3 B K4S
Pone nonesosatens konconn C3A BIA
PazpeluunTe nokaneHeld exoq 8 OC o LY C3K B
Twin ywHeTHOA 3anKMcK (gna T3 B KKS)

Pone nonesosatens web-koncoan 3 B

OTKpbIBaAe€TCA OKHO

aI'II'I.M,\’J,EHTHdJHKaTDp HE FadaH

He ykazaH
Her

Her
Monezoeatens

MapameTphl HE 3383HbI

Her
Shinfbash
fhomeftest

Aa

Monezoeatens

MNonezoeatens Windows (Dallas Lock)
Her gocmyna

Het

Ayautop

OTmena

CoxpaHuTe

Puc. 58. PegaktupoBaHue noneu nonb3oBarens

annapaTHbIn MAeHTUMKaTop Nonb3oBaTtens.

B none OnucaHue MOXHO BBecTU NobOo KOMMeHTapui. OnvHa
KOMMeHTapus He Gonee 95 cumBonoB. BBoguTe KOMMeHTapui

He obaA3aTenbHO

PepaktupoBaHue nonen

X

nonb3oBaTenemn

Ta6nuua 5. O6wWwme napameTpbl Nonb3oBaTenen

MpumeHeHue

ELY Dallas Lock;
C3W Dallas Lock 8.0;
CA3 Dallas Lock;
CO3 YB Dallas Lock;

C3W HCL Dallas Lock Linux

ELY Dallas Lock;
C3W Dallas Lock 8.0;

CA3 Dallas Lock;
CO3 Yb Dallas Lock;
C3WM BW Dallas Lock

C3M HC[L Dallas Lock Linux;



B none llonHoe ums YKa3blBaeTCA MOJSIHOE MMA NoJib3oBaTesd.
3anonHaTb HeobsizaTenbHo. Mo YMOJ1HaHUIO nosne nMmeet nycroe
3Ha4eHune.

AtpubyT Tun yyemnol 3anucu Windows nossonsieT BblGpaTb
OOMH M3 TWNOB YYETHbIX 3anucen: BHYTPEHHWUIN, BHELUHWUN,
CUCTEMHBIWA, NPUNOXEHWE, FOCTEBON (AHOHMMHbLIN), BPEMEHHbIN.
Ons Tuna «BpemeHHbIU» 00a3aTenbHbIM YCNOBUEM SIBNSETCSA
HacTpomka pacnucaHusa paboTbl nonb3osartensd. 1o ymonyaHuio
TUN Yy4YeTHOW 3anucu nonb3oBatensd OydeT umeTb 3HayYeHue
«He ykasaH»

3Havenne «[a» B none CnyxebHbil nonb3oeamesnb Windows
npenocTaBnsieT JaHHOW YYeTHOW 3anncu nornb3oBaTerns ocobbii
cratyc. Tpebyetca Ansg KoppekTHom paboTbl nporpamm, npwm
YCTAHOBKE KOTOPbIX CO34alTCA CBOM  Y4YETHble  3anucu
nonb3oBaTenen 1 OCYLLECTBMASIETCS aBTOMATUYECKUIA BXO4 Mpu
sarpy3ke OC. Hanpumep, Takom cTatyc Heobxogum mnpu
ucnonb3osaHum nporpamm VipNet unn VMware. o ymonyaHuto
norne nmeeT 3HadeHne «Hemy»

Cuctema 3awmTbl obecneumBaeT MpPOBEPKY LENOCTHOCTM
nporpaMmHo-annapatHon cpegpl MK, ob6bektoB ®C 1 peectpa.
Ecnu gna nonb3oBatens onuust 3anpem exoda npu HapyweHuu
uyerlocmHocmu  akTMBM3MpOBaHa, TO Mpu  oBHapyxeHuu
HapyleHus  LEeNOCTHOCTM  BbIOAETCS  COOTBETCTBYHOLLEE
npegynpexaexHne n Bxog B OC 6nokmpyetcs 4o Tex rnop, noka
agMUHUCTPaTop He pa3broknpyeT y4eTHyIo 3anuck. Ecnm xe ata
onuMs He BKIIOYEHa, TO nNpu OBHapyXeHMn HapyLlueHus
LenocTtHoctn OypeT oTobpaXeHO TOMbKo npedynpexaeHue.
Mo ymon4yaHuo none nmeeT 3HavyeHne «Hem»

B none Kameezopus nonb3oeamerieti C3 MoxHO BbiGpaTb pornb
nones3osartens: [lons3oBartens, Ayautop nnn AgMUHUCTPATOP.
3HadeHune nons no ymonyaHuo — «llons3oeameriby»

LWtaTHble nonb3oBaTenu, [AONyLleHHble K paboTte
Ha 3alUMLLEHHOM KOMMbIOTEPE, HE [OOMKHbl MMETb
kaTeroputo AOMUHUcmpamopsb! unu Ayoumopsi.

ATtpubyTt Aemoexod e C31 HC/] no3sonseT HaCTPOUTb aBTOBXOA
B C3U Dallas Lock 8.0. 1o ymonyaHuio napameTpbl aBTOBXOAa
He 3a4aHbl.

[aHHbIN aTpubyT MpPUMEHMM TOMbKO ONs BapuUaHTOB
ucnonHeHna wusgenua  MPOHA.26.20.40.140.001-01,
M®HA.26.20.40.140.001-02 n NPHA.26.20.40.140.001-
03 (nnatel CO3 Dallas Lock bopmata PCle «KT-500»,
miniPCle-HS «KT-521» n M.2 «KT-550»).

B none OcHosHas 2apynna ykasblBaeTcs HauMeHOBaHWe
OCHOBHOM rpynnbl Nonb3oBatens. MNone 3anonHsieTcs BO Bpemsi
co3faHus y4yeTHol 3anucu. Mo ymonyaHuio nomne MmeeT nycroe
3HayeHne

3HayeHne «[Ja» B none CucmemHbili ronb3ogamerns Linux
yKa3blBaeT Ha TO, YTO y4eTHas 3anucb nornb3oBaTenst ABNAeTCH
cuctemHom. No ymonyaHuio none umeeT 3HadveHne «Hem»

ELLY Dallas Lock;

C3W Dallas Lock 8.0;

C3W HC[L Dallas Lock Linux;
C3W BW Dallas Lock

C3W Dallas Lock 8.0;
C3WM BW Dallas Lock

C3W Dallas Lock 8.0;
C3W BW Dallas Lock

C3W Dallas Lock 8.0;
CO3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W/ BW Dallas Lock

CA3 Dallas Lock;
CA3 Yb Dallas Lock

CA3 Dallas Lock

C3M HC[L Dallas Lock Linux

C3M HC[L Dallas Lock Linux



Mone WHmepnpemamop ykasblBaeT Ha UHTepnpeTaTrop
KoMaHgHow cTpokun. ObsasaTtenbHbli aTpubyT y4YeTHOW 3anucu
nones3oBatens. [1o ymonyaHuio nmeet 3HadyeHune «/bin/bash».

B none fomawHss dupekmopus ykasbiBaeTCs NyTb K AOMaLUHEN
AvpekTopun nonb3osartens. o ymonyaHuio none nMeet nycroe
3HayeHue

3HauyeHne «[a» B none Co3damb OupeKkmopuro yKasbiBaeT
Ha HeobxoaMMOCTb co3gaHuns AoMallHel aVpexkTopun
nonb3oBatens. Ecnn npu co3gaHuM  y4eTHOM  3anucu
nonb3oBaTenss He OygeT co3gaHa AOMAalLHAS AUPEeKTopus,
TO BXOJ B CUCTEMY AN 3TON Y4eTHON 3anucy 6yaeT HEBO3MOXKEH.
Mo ymonyaHuio napameTp UMeeT 3Ha4yeHne «a».

B none [omeH 0na Linux ykasbiBaeTcs ums gomeHa Active
Directory, FreelPA, ALD PRO, Peg ALOM, Samba. ATtpubyt
obszaTteneH Ans JOMEHHbIX YYETHbIX 3anvMcen Nnorb3oBaTenen.
Mo ymonyaHuio none umMeeT nyctoe 3HavYeHue

B none Uwms ykasbiBaeTcs nonb3oBaTenb, aTpubyT Heobxoomm
Ans CMHXpoHmM3auum n Beoda mogdynsa B ELY. Mo ymonyanuio
norne MmeeT NycToe 3Ha4YeHue.

B none ®@amunusi ykasbiBaeTCa Monb3oBaTtenb, atpubyT
HeobxoauMM Ans CUMHXpoOHM3aumm u BeBoga mogyns B ELY.
Mo ymon4yaHuto none nmeeT NycToe 3Ha4YeHve.

B none Omuyecmeo ykasbiBaeTCca Monb3oBaTenb, artpuoyT
HeobxooMM OnNst CUMHXpPOHM3auum wn BBoga Mmoaynss B ELLY.
Mo ymon4yaHuio none numeeT NycToe 3Ha4YeHune.

B none Ponb admuHucmpuposaHusi C3U Dallas Lock Linux
MOXHO Ha3HauuTb KaTeroputo nonb3oBatens: [lonb3oBaTens,
AyanTtop unm AoMmHUcTpaTop. 3Ha4YeHre Noss No yMonyYaHuio —
«lMonb3oeamernb».

LWtatHble nonb3oBaTenu, AonylleHHble K paboTe
Ha 3alUMLLEHHOM KOMMblOTEPE, HEe [JOMXHbl UMETb
kaTeropuio AdMuHucmpamops! unn Ayoumopei.

B none e-mail MOXHO ykasaTb agpec SMNEKTPOHHOW MoYThbl
nornb3oBaTens. 3anonHATb none Heobs3aTenbHO.

B none Tun yyuemmnod 3anucu (0ns C3U BU MK4) moxHo BbIOpaTh
nonb3oBaTenen runepeusopa. [lo ymonyaHuio none umeet
3HaveHue «[lonb3osamernb Windows (Dallas Lock)».

B none Ponb nonb3oeamerns koHconu C3U BU yka3biBaeTcs
ponb nonb3oBatens B koHconun C3U BW. Mo ymonyaHuio none
umeeT 3HayeHne «Hem docmynay.

Bce nonb3oBartenu, cosgasaemble nocpeactsom ELLY
B LleHTpe YnpaBnenuns C3U BWU no ymonyaHuio
BblkMnoyeHbl. C uenbto Hactpovikm LY C3U BU
(Hanpumep, pacnpegeneHnss Nonb3oBaTeNnen Mexay
knueHtamm C3U BWU) HeobxogMmo ucnonb3oBaTb
nonb3oBaTenen, pAns KOTOpbIX 3HAYeHMe nons
AdmuHucmpamop C3U BU nmeeT 3Ha4yeHune «a».

Mone Paspewums nokaneHbil 6xod 6 OC ¢ Ly C3/ BU
No YMOSTYaHUIO UMeeT 3HaveHne «Hemy.

C3M HC[L Dallas Lock Linux

C3M HC[L Dallas Lock Linux

C3W HC[L Dallas Lock Linux

C3W HCL Dallas Lock Linux
C3M HC[L Dallas Lock Linux;

C3W BW Dallas Lock

C3W HC[O Dallas Lock Linux;
C3WM BW Dallas Lock

C3W HCL Dallas Lock Linux

C3W HC[L Dallas Lock Linux

C3W BW Dallas Lock

C3W BW Dallas Lock

C3W BUW Dallas Lock

C3W BUW Dallas Lock



B none Tun yyemnod 3anucu (dns C3U BU UK5) MoxHO BblIGpaTb
nonb3oBatenen runepsu3opa. [lone wvmeeTr  3Ha4yeHue
«llonb3osamens web-koHconu LY C3UM BU (scmpoeHHbie)»
W HeOOCTYNHO NS peaakTMpOBaHUS.

C3W BW Dallas Lock

B none Posnb nonb3oeamerns web-koHconu C3U BU ykasbiBaeTca
ponb nonsb3oBatensa web-koHconu C3U BU. Mo ymonyanuio none  C3U BU Dallas Lock
UmeeT 3HayeHne «Ayoumopy.

Ha Bknagke [laponu npepnaraetcs 3anofHUTb YYETHble AaHHble UM napamMeTpbl Monb3oBaTenew,
OTHOCSILLIMECS K HacTpoikam napornen (Tabnuua 6).

Ta6bnuua 6. MapameTpbl naponen nonb3oBaTenen

3anonHsieMble AaHHbIe U NapaMeTpbl MpumeHeHune

3Hauenune «[a» B none [lpu cnedyrwwem exode mpebosamp C3U Dallas Lock 8.0;
CMeHy naposisi 03Ha4yaeT, YTo eguHoBpeMeHHo OypeTt HanpasneH C[3 Dallas Lock;

3anpoc Ha CMeHy napons npu Bxode nonb3oBatens B cuctemy. CL3 YE Dallas Lock;
Mo ymon4yaHuto none MMeeT 3HavyeHne «Hemy. C3W BU Dallas Lock

C3W Dallas Lock 8.0;
Mone 3anpem usmeHeHus napons. Mo ymonyaHuio none nveet CO3 Dallas Lock;
3Ha4yeHne «Hemy. CA3 Yb Dallas Lock;

C3W BU Dallas Lock

3HaueHne «[a» B none [laponb 6e3 oegpaHU4YeHUs] CPOKa
Oelicmeusi OTMEHsIeT nencTeune NOMUTUKA BXoaa
MakcumanbHbIN CPOK AEeNCTBUS Naponen, pacnpocTpaHsemMom
Ha Bcex nonb3oBaTenen. 1o ymonyaHuio none uMeeT 3HayYeHune
«Hem».

C3W Dallas Lock 8.0;
CA3 Dallas Lock;

CO3 Yb Dallas Lock;
C3W BW Dallas Lock

Mone MakcumarnbHbili cpok Odelicmeusi napons (8 OHsx)

ykasbiBaeT Ha MakCMMarsbHbI CPOK OENCTBUSI Mapons B AHSIX.

O6si3atenbHoe none. lNMpuHUMaeT 3HayveHusa ot «T» go «7180».

YcTaHoBKa 3HayeHust «He ucnonb3yemcsi» obo3HavaeT, YTo Ans

[aHHOW y4eTHOW 3anvcu Nonb3oBaTensi orpaHUYeHniA Ha nepuos

ee HenCronb30BaH1s HaknaabiBaTbCs He GyAeT. M0 ymonuaHumo  c3)1 Dallas Lock 8.0:
nUMeeT 3HayYeHue «He ucrnonb3yemcsi». Cn3 Dallas Lock:

Ecnu HapyweHo cooTHoweHne makcumansHoro —CH3 YB Dallas Lock;

W MUHMManbLHOro cpokoB devicteuss napons  C3W BU Dallas Lock;
(MMHUManbHBI cpok Gonblue MakcumansHoro),  C3WM HC[ Dallas Lock Linux™
TO MPY CUHXPOHM3ALMM CrCKA MONb3oBaTeren

c mogynamm C3U HCQO Dallas Lock Linux

BO3HMKaeT olwunbka, cosgaHve /| U3MeHeHue

napameTpos TaKnx YHETHbIX 3anucen

He OCYLLeCTBNAEeTCS.

C3WM Dallas Lock 8.0;

CA3 Dallas Lock;

CA3 Yb Dallas Lock;

C3W BW Dallas Lock;

C3M HCQ Dallas Lock Linux1®

Mone Hama nocnedHeli cmeHb! napons. o ymonyaHuio none
nMeeT 3HaveHne «He onpedeneHoy.

10 Cnucok napameTpoB MOXET MEHSATLCHA B 3aBMCMMOCTM OT BEPCUW KITMEHTA.



Ha Bknagke ManOGamHsbiti docmyn npefanaraeTcsi 3anofiHUTb YYETHbIE AaHHble U NapaMeTphbl, OTHOCSLLME
K paboTe nonb3oBaTens C YpPOBHAMW [OCTyna M MaHZaTHbIMM MeTkamu B [JomeHe ©GesonacHoOCTM
(Tabnuua 7).

Tabnuua 7. ManaaTHbIN AoCTYNn nonb3oBaTenen

3anonHsieMble AaHHbIe U NapaMeTpbl MpumeHeHune

Heobxoanmo BbibpaTb MaHOamHsbil yposeHb (Tonbko ans Dallas
Lock 8.0 pepakumn «C»), nog koTopbiM nonb3oBaTenb cmoxet C3U Dallas Lock 8.0
paboTtartb.

Heobxogumo ykasatb MaHdamHbie memku (Tonebko ans Dallas
Lock 8.0 pepakumm «C»), ¢ koTopbiMu nonb3oBaTenb cmoxeT C3WU Dallas Lock 8.0
paboTtartb.

Ha Bknagke CeaHcbl U pacnucaHue TNpeanaraeTcs 3anofiHWTb YYeTHble [aHHble UM NnapameTpbl,
OTHOCALLMECS K OrpaHuyeHnsIM paboTbl Mosib3oBaTens no BpeMeHu (Tabnuua 8).

Ta6nuua 8. CeaHcbl 1 pacnucaHue nonb3oBaTenen

3anosnHsaemble JaHHble U napameTpbl anMeHeHVIe

Onpegenutb Yucno paspeweHHbIX ceaHcos. Mpwm

YCTaAHOBIEHHOM 3HAYeHUW Ons Kaxgow yveTHon 3anucy 6ypetr C3U Dallas Lock 8.0;
NpoBEPSATLCS KONMMYECTBO OAHOBPEMEHHbIX MHTepaktuBHbix M C3W HC[ Dallas Lock Linux;
ceTeBbIX ceccui (BxogoB) Ha mogyrne. o ymonyanuio none C3U BU Dallas Lock

umeeT 3HauyeHne «He ucrnonb3yemcs».

Heobxogumo 3apaTb PacnucaHue pabombel nonb3oBaTens,

BblbpaTtb nepuog un Bpems. BHe ykasaHHOro nepwoga

nonb3oBaTenb He CMOXeT 3anTu Ha mopaynb. 1o okoHYyaHwuM

BpemeHn paboTbl K nonb3oBatensa 6yget 3abnokvpoBaH npu

yCroBun BKNOYeHUa nonntukn NMpuHyautTenbHoe 3aBepweHne C3U Dallas Lock 8.0;

paboTbl no pacnucaHumo  (Monutukm —  MpaBa C[13 Dallas Lock;

nonb3oBatenen). [lo ymonuaHuio umeeT 3HauveHve «be3 C[13 YB Dallas Lock;

O2paHuU4YeHUs». C3W HC[ Dallas Lock Linux;
C3W BU Dallas Lock

PacnucaHue pabombl nonb3oBaTtend MOXeT ObiTb
onpeernieHo ¢ AUCKPETHOCTbH 30 MUHYT.

Ykasatb gonyctumblin [lepuod Heucnonb3oeaHusi (8 OHsx). Ecnn

nepuoa, B KOTOPbIV NOA yY4ETHOW 3annCbio He MPOU3BOAMIICH BXO4

B cucTemy, npeBsbilaeT BblOpaHHbIA OOMYCTUMbIA nepuog —

yyeTHas 3anucb 6nokupyetca. ObsasatensHoe none. MpuHumaeT

3HauyeHnss oT «T» pgo «180». YcraHoBka 3HadeHna C3UW HC[ Dallas Lock Linux
«He ucnonb3yemcsi» o6o3HayaeT, 4TO AOMS OAHHOW YYeTHOW

3anMcuM  nonb3oBaTend  OrpaHWyYeHMn Ha  nepuog  ee

HEencnonb30BaHUA HaknagpiBatbcs He byget. Mo ymonyaHuio

nmeeT 3HauveHune «He ucronb3yemcs».

Bapatb paty McmeyveHue cpoka Oelicmeusi yd4emHoU 3arucu.
Mo ymon4yaHuio none wumeeT 3HadeHue «be3 ozpaHuyeHul».
Mpu cHaToM cnare be3 ogpaHUYyeHUU CTaHOBUTCS aKTUBHbIM
none pns Bblbopa gatbl. B none ykasbiBaeTca pata, Koraa
JaHHas yyeTHas 3anucb OyneT 3abnokupoBaHa CUCTEMOW.
Batom cnyyae none o06s3aTenbHO  ANA  3aMNOfHEHWS.
Mpu akTMBHOM dhnare none Ans ycTaHOBKM AaTbl HEaKTMBHO,
BpeMs 4ENCTBUS YH4ETHOWN 3anncu He orpaHUYeHo.

C3M HC[L Dallas Lock Linux



Ha Bknagke 3anpem pabomsi NpegnaraeTcs 3anonHWTb YYeTHbIe AaHHble M MapameTpbl, OTHOCSALMNECs
K OrpaHuyeHnto  paboTbl MoJib30BaTeNst NpW  HACTYMNeHUW OnpedeneHHbiX cobblTMii B cucTeme
WnW yCTaHOBKM 3anpeTta agMuHUcTpaTopom (Tabnvua 9).

Tabnuua 9. 3anpeT paboTbl nonb3oBaTenen

3anosnHsemMble gaHHble U NapaMeTpbl MpumeHeHue

3HayeHne «/[Ja» B none YuyemHas 3anucb omkmodyeHa paeT C3WU Dallas Lock 8.0;
BO3MOXXHOCTb OTKITUUTbL YYETHYH 3anucb ntoboro nonb3oBatens, CO3 Dallas Lock;

nocrie 4ero nosib3oBartenb He cmoxeT BonTn Ha APM po tex nop, C[HA3 YbE Dallas Lock;

noka agmuHuctpatop ELY He peaktmBupyer a1y onuuio. C3U BU Dallas Lock;

Mo ymon4yaHuio none numeeT 3HaveHne «Hemy. C3M HC[, Dallas Lock Linux

3Hauenne «[a» B none briokupoeamps 3agpy3ky HeuwimamHou OC
yCTaHaBnMBaeT 3anpeT Ha 3arpy3ky OC ¢ HocuTensi, oTnn4yaroLLerocst
OT yKasaHHOro B none 3agpy30oyHoe ycmpolcmeo BKNagku
lMapamempsl obonoykn apgmuHuctpatopa CO3 Dallas Lock.
Mo ymonyaHuio none umeet 3HadveHune «a».

CO3 Dallas Lock;
CO3 Yb Dallas Lock

Mpn 3HauyeHnn «[a» nons Banpemums pabomy npu cobbimusix
8CKpbIMUS Kopnyca BXOZ B cuctemy 6rokmpyeTcs
npu cpabatbiBaHun [OBK. Ha akpaHe npurnaweHus B cuctemy
oTobpaxaeTcsa cooTBeTCTBYOLWEee cooblieHne. Mo ymonyaHuto none

nmMeeT 3Ha4veHne «Hemy.
CO3 Dallas Lock

HaHHbii aTpnbyT npvMeHMM TONbKO AN BapuaHTa
MCNOMNHEHUsI n3penuvs NM®HA.26.20.40.140.001-01
(nnatel CA3 Dallas Lock chopmata PCle «KT-500»).

Mpw 3HaveHun «ax» nons Sanpemums pabomy npu CrAOMaHHbIX Unu
HeHacmpoeHHbIX 4Yacax Bxog B cuctemy Onokupyetca npwu
HencnpaBHOCTM 4YacoB. Ha 9kpaHe npurnaweHnss B CUCTEMY
oTobpaxkaeTcsi cCooTBeTCTBYIOLEe coobLieHme. 1o ymonyaHuto none

nMmeeT 3HaveHne «Hemn».
CO3 Dallas Lock

HaHHbIi aTpnbyT npvMeHMM TONbKO ANA BapuaHTa
MCNOMNHEHUsI n3penuvs NM®HA.26.20.40.140.001-01
(nnatel CA3 Dallas Lock chopmata PCle «KT-500»).

Mpu 3HauveHnmn «Ja» nonsa Sanpemums pabomy npu HeucrnpasHocmu
JCY Bxon B cuctemy OGnokvMpyeTcs npu HEWCNpPaBHOCTU AdaT4yuvka
cnyyaHblix uyucen nnatel C30 Dallas Lock. Ha skpaHe
npurnawieHnss B cuctemy oTobpaxaeTcd COOTBETCTBYyHLLEE

coobueHue. Mo yMOJT4aHuo noJie nmeet 3HavyeHne «Hem».

. CO3 Dallas Lock
[aHHbIi aTpMbyT NPMMEHUM TOJNBKO Afsl BapWaHTOB

ucnonHenuss um3pgenuna  NOHA.26.20.40.140.001-01,
NM®HA.26.20.40.140.001-02 n MNPHA.26.20.40.140.001-
03 (nnatel CA3 Dallas Lock cdopmata PCle «KT-500»,
miniPCle-HS «KT-521» n M.2 «KT-550»).

Ha Bknagke Cnucok epynn € NOMOLWbI KHOMKM [o6aBUTb... afMWUHWCTPATOp MMEeeT BO3MOXHOCTb
BKITIOYMTb NOfb30BaTens B onpeaernieHHyto rpynny. B ocHoBHOM paboyen obnactu otobpaxeHbl Ha3BaHUS
rpynn, B KOTOpble BKMOYeH nonb3oBatenb (puc. 59). MNpwu BeIbOpe rpynnbl M3 OCHOBHOW paboyen obnacTtu
€e BO3MOXHO yAdanuTb 13 CNrcKa C MOMOLLbIO KHOMKM YaanuTb.
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Janper paboTthl

Cnncok rpynn

CocToaHue

AobaeuTh... ¥aanuta
CoxpaHuTh OThena

Pwuc. 59. Cnucok rpynn nonb3oBatens

Ha BKnagke CocmosiHue npeanaraeTcd yka3aTb NPUHaONEeXHOCTb NnoJib3oBaTtena K obbekTam nepesa
HomeHa 6e3onacHocTu (puc. 60). OnpegeneHsl criegyoLme MHOUKaTopbl COCTOSIHUSA:

—  yYeTHas 3anucb NOMb30BaTENs akTUBHA;
—  yyeTHasl 3anucCb aKkTUBHa, COCTOSIHNE HacneayeTcs C BepxXHero ypoBHs aepesa [b;
] —  y4YeTHas 3anucb NOMb30BaTeNs OTKIOYEHA;

— y4yeTHadA 3anncb OTKIMKYEeHa, COCTOAHME HacneayeTCd C BepXHEro ypoBHA AepeBa 0b.

Oepeso b Ha Bknagke CocmosiHUe CTPOUTCSA C YYETOM YPOBHSI CO34aHWNs MOorfb30BaTens
N MPUBA3KM K KOHKPETHBLIM TUMNam Mogyren (ecrv oHu ecTb):

e [lepeBo [1b oTobpaxkaeTcd HaunmHas C YPOBHS, HA KOTOPOM HaxogouTCH OOBLEKT,

KOTOpPbIN ABMASETCA BNagenbLem y4eTHOW 3anmMcu pegakTMpyemMoro nonb3oBartens.

o Ecnu nonb3oBaTtens umeert NPUHAANEeXHOCTb K KOHKPETHbIM TuUnam Mo,u,yne|7|,

TO B gepeBe OyayT oTobpakaTbCsl TONMbKO MOAYNM C TaKUM >Ke TUMOM.

[Ona nonb3oBaTenen, CO30aHHbIX Ha ypoBHe Moayns, Bknagka CocmosiHue
He oToOpaxkaeTcs.
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Puc. 60. NMprHapnexxHoCcTb Nonb3oBaTens K oobekram gepesa b

5.2.2MapameTpbl 3a6NOKMPOBaAHHbLIX NOJfIb30BaTeNen

Kateropus 3abnokupoBaHHble Mornb3oBaTenu Ha ypoBHe [B cogepXwuT CnMCOK 3abroKMpOBaHHbIX
rnobanbHbIX 1 MOAYNbHBIX y4eTHbIX 3anucen Ob ana mogynen C3WU Dallas Lock 8.0 (HaumHas ¢ UK13)
n C3U HCA Dallas Lock Linux (HaunHas ¢ UK6).

Cnncok 3abnokMpoBaHHbLIX YYETHbIX 3anvMcel nornb3oBaTtenen Ha ypoBHe [B npepctaBnsieT cobon

Tabnuuy ¢ NnonsiMu:

1. YuemHas 3anucbe — COOEPXUT NMSA YYETHON 3anucu;

2. Tun 6rokuposku — onpeaenset obnactb pacnpocTpaHeHns 6rIOKMPOBKN y4eTHOW 3anucu. BoamoxHble
3Ha4YeHus:

e JlokanbHasi — y4yeTHas 3anucb 3abnokMpoBaHa Ha KOHKPETHOM KIMEHTE, Ha KOTOPOM
npon3oLLo cobbITre GNOKMPOBaHNS;

e [nobanbHass — y4eTHasi 3anucb 3abnokMpoBaHa Ha Bcex knueHTax Ob ELY, nmetowmnx tmn
moayns C3U Dallas Lock 8.0 n C3U HC[ Dallas Lock Linux;

nobanbHas 6MoKMpoBKa MMEET BbICLLMIA MPUOPUTET: ECNM yYEeTHas 3anuck 3abnokupoBaHa
B ELLY rmobanbHo, TO BCe nokanbHble 61TIOKMPOBKM C Mogynen 6yayT MTHOPUPOBATLCA.

B cnyyae rnobanbHon GrOKMPOBKM OOMEHHbIX YYETHbIX 3anucen, gaxe Mpu OTCYTCTBUM
OaHHbIX Y3 Ha Moaynax, oHM OyayT 3anucaHbl BO Bkagke 3abnokupoBaHHbIe
nonb3oBaTesin, HO He ByayT 3aperMcTpMpoBaHbl B CUCTEME.

L d

KnueHm — oTobpaxaeT HauMeHOBaHMWE KIMEHTA, Ha KOTOPOM Mpou3oLLna 6110KUPOBKa;
Bpewmsi 6510KUpO8KU — MNoka3sblBaeT BpeMsi 1TIOKMPOBKM YYETHOM 3anuncuy, NpulleLlee ¢ KNMeHTa;

5. Bpemsi pa3briokupoeku — yKa3blBaeTCsd Bpems pa3briokMpoBkM yyeTHom 3anucu. [lone moxet
npuHMUMaTb 3Ha4YeHue, nosfiy4yeHHoe C KnneHTa, 3HaveHune Eeccpquo, Unn octaBaTbCA NYCTbIM.

6. llpuyuHa — copepXuT nHopMaLmo 0 NPUYMHE GIIOKUPOBKU YYETHOM 3anucu.

b



YyeTHble 3anncu, 3abroknpoBaHHbIE MO NpuynHe cpabaTbiBaHUA NpaBuia aBToOMaTU4ECKOro
pearMpoBaHusi, Bcerga OnokupylTCs Ha HeonpedeneHHblin cpok (B none Bpewms
pa3b/10KupoBKU 3aHOCUTCA 3HaYeHne beccpoyHO) C BOSMOXHOCTbIO pa3brnoKMpoBKM TONbKO
n3 KoHconu ELLY. Takke Ana AaHHbIX YYETHbIX 3anMcen AoCTynHa HacTpomrka rnobansbHou
BGrnokupoBku Ha ypoBHe Bcero [1b npu nomolum nonutukn BnokupoBatb Y3 Bo Bcem [1B,
ecnu Ha mopayrne Y3 3abnokupoBaHa NpaBUNIOM aBTOMAaTM4e€CKOro pearupoBaHuA
(cm. «HacTtporika nonuTnk aBTopmusaLmm» ).

Ecnn y4yeTHasA 3annchb yxe 3a6J'IOKI/IDOBaHa Ha CTOPOHE KIneHTa no nosfimnTuke 1 rnpon3oLuso
cpabaTbiBaHMe npaBuna aBTOMaTUY4eCKoro pearmpoBaHus, To npuynHa 6nokMpoBku Gyaet
nepesanucaHa, a atpmbyTbl B Tabnuue o6HOBMEHDI.

Ons NnpUMEeHeHuaA M3MEHEHNN cnncka 3861'IOKVIDOBaHHbIX YY€THbIX 3anucen Ha mMoaynax Heobxoamma
CUHXPOHU3aLUuA.

B cnyyae rnmobansHon 6noknpoBkn yyeTHon 3anucu Bo Bcem b ELLY 6yaet BbinonHeHa
NpUHYAUTENBHAA CUHXPOHM3aUUSA MOAYMHEHHbIX KMMEHTOB, BO BCEX OCTambHbIX Cry4vasx
CYHXpOHM3auusa ByaoeT npon3BOANTLCS COMMAacHO HAaCTPOEHHOMY pacnUCaHuo UKW OOJPKHA
ObITb 3anyLleHa agMUHUCTPaATOPOM 6e30NacHOCTM BPYYHY!O.

Ha naHenu vynpaBnenwnsa B Onoke @uabmpbl NpegycMOTpPeHa BO3MOXHOCTb  unbTpaumm
3abMOKMPOBaHHbIX MoONb3oBaTenen no Tuny OMOKUPOBKUM WM B COOTBETCTBMM C  BbiGpaHHbIMU
napameTpamu nNpv NOMOLLM NMOMCKa NO KMNoYeBbIM CrioBaMm.

B kateropun 3abnokupoBaHHble NONb3OBaTeNiIM Ha BkNagke [lonb3o08amesiu OOCTYMHO TOMbKO
pa3bnoknpoBaHne BbiOpaHHbIX Monb3oBaTenen no komaHae Pasbriokuposams uUnNu pasbriokMpoBaHue
BCEX NoNnb3oBaTenen No komaHae Pas3briokupogams ecex rnosb3ogamersiel.

ATpnbyT Bpemsi pa3briokuposku xpaHutcs otaenbHo Ha ELLY v otgenbHO Ha moayne,
AN NPUHATUSA HE3aBUCUMOTO APYr OT Apyra pelleHns o pa3bnokMpoBKE YY4ETHOW 3anuchu.

Py4Hasa pasbnokupoBka norb3oBaTens BO3MOXHa Kak Ha ctopoHe ELY, Tak n Ha cTopoHe
MoZy”ns, HO Npu cuHxpoHu3auun ¢ ELLY 6yayT npumeHsTecs HacTponku ELLY.

5.2.3MapameTpbI rpynn nonb3oBaTeneun

Kateropus pynnsi Ha ypoBHe [1b cogepXmT cnmcok rnobanbHbIX 1 MOOYIbHbIX YY4eTHbIX 3anucen Ob.
Pabouyas obnactb kaTeropum pynnsl npeacTaenseT cobon Tabnuuy ¢ NonsiMu:

1. CocmosiHue — cofepXuT cprar BKIIOYEHUS/BLIKIMIOYEHMS TPYNMbl NONb3oBaTene Ha JaHHOM YPOBHE.
Mone CocmosiHue NpuHUMAaEeT cneayoLni Bua;

OTMeYeHHoe draroMm Mone o3HayaeT, YTO AaHHas rpynna nonb3oBaTenen umeeT [OCTyN
Ha yposHe [b;

D — NyCTO€e noJjie 03Ha4aeT, YTO AaHHaaA rpynna nonb3oBaTenen He nveeT 0ocTtyna Ha ypoBHe 0b.

3HayeHne nonsa CocmosHUe He oTpaxaeT COCTOSHWEe [pynnbl  Nonb3oBaTenemn
Ha BNOXeHHbIX B rpynny obbektax. Hanpumep, yyeTHas 3anncb MOXET ObiTb OTKMNOYEHa
ans pabotbl Ha ypoBHe rpynnbl (none CocmosiHue — nycToe), HO UMEeTb AOCTYN Ha YPOBHE
BKItoyeHHoro B Hee APM (ctouT conar B none CocmosiHue).

Ecnv namMeHuTb COCTOSIHME YYETHOW 3anncu Ha ypoBHE Bbille B JepeBEe — Ha BIOXEHHbIX
obbekTax COCTOSIHME W3MEHWUTCS MpuHyguTenbHo. Hanpumep, nocne OTKYeHus
Onst paboTbl rpynnbl NOMb30BaTENEN Ha YpOBHe rpynmnbl, paboTa rpynnbl Nofb3oBaTenen
OTKIMYaeTcsa AN Bcex BNoXeHHbIx nogrpynn, APM (mogynen B coctase APM) n mogynen
6e3 APM.

2. HaseaHue apynmbi — CooepPXXUT UMS TPYNNbl NoNb3oBaTeneil.
Kamezopusi — cofepxuTt nHgopmMaumio o Tom, rae Gbina cosgaHa rpynna.

4. Tun — cogepXxuT MHopmaumio, 0 TOM Ans MOAYNEW Kakoro Tuna npuMMEHsieTcs faHHas rpynna
nosnb3oBaTenen.

5. Brnadeney — ykasbiBaeT Ha kakom ypoBHe pgepeBa ELY Dallas Lock Gbina cosgaHa rpynna
norib3oBaTesnen.

L d



6. OnucaHue epyrinbl — COQEPXKUT ONUCaHKe rPynbl NoNb3oBaTeneil.

[pynnbl nonb3oBaTenenm He oTobpaxaiwTcs B kateropum [pynnbl Ha Bknagke
lMonb308amesiu Ha ypOBHE Bbille, YeM YPOBEHb, Ha KOTOPOM Obina cosgaHa rpynna
nons3oBartenen. Hanpumep, Ha ypoBHe b Henb3si NOCMOTPETh rpynmnbl NOMb30BaTENEMN,
co3gaHHble Ha ypoBHe rpynnbl AB.

Ecnu rpynna none3oBartenen 6bina co3gaHa Ha yposHe [b, To:

e Ha ypoBHe [1Ib — none Bnadesney 6ynet umeTb 3HayeHne JSlokanbHbIl, N B CINCKE
rpynna nonb3oBartenen byaeTt BolaeneHa XMpHbIM HavyepTaHuemMm;
e Ha ypoBHe rpynnbl (mogrpynnsl) 4B, APM (mogynen B coctaBe APM), moaynen
6e3 APM 1 nog4mHeHHbIX JOMEHOB — none Bradeney 6yaet umeTb 3HaYeHue:
«db *Nmsa_[B*».
AHanornyHo, ecnu rpynna rnofnb3oBartenen obina co3gaHa Ha ypoBHe rpynnbl 06bekTos [1B,
TO:
e Ha ypoBHe rpynnbl [16 none Bradeney 6ynet umeTb 3HadeHue JlokanbHbIU;

e Ha YpOBHe MoZynen 3TOM rpynnbl, Ha KOTOPOM Oblna co3gaHa rpynna
nonb3oBatenen, none Bnadeney 6yoetr wumeTb 3HauveHue  «[pynna
*Yims_epynnbr™s.

Ons npuMeHeHnd N3MEHEHNIN CNucka rpynn nonb3oBaTenemn Ha mMoaynax Heobxoamma CUHXPOHM3aUnA.

B KaTteropumm I'pynnbl Ha Bknagke lNonb3oeamernu AOCTYMHO TOJIbKO!:

co3faHue 1 yaaneHue rpynn (yaaneHne HEBO3MOXHO Ars rPynn Mo YMOMYaHuIo);
penakTMpoBaHWe onMcaHus rpynn (HEBO3MOXHO ANs rpynn No yMOMYaHuio);
M3MeHeHue Tuna rpynmbl.

Ha naHenun ynpaeneHuws B 6noke @unbmpsl NPefyCMOTPEeHa BO3MOXHOCTb unbTpauuy rpynn
nonb3oBaTenen B COOTBETCTBUM C BbIOpaHHbIMM NapameTpamMu 1 MogynsamMu.

MpocMOTp 1 HacTporika NapameTpoB rPynn AOCTYMHbI:

Nno ABOWHOMY LLEMNYKY NEBOW KHOMKOW MbILLIW MO Fpynne B CNWCKE;

npu BbiGope nyHkTa CBOWCTBA M3 KOHTEKCTHOTO MEHI0, BbI3BAHHOMO LLUEMYKOM MPaBOi KHOMKM
MBILLW Ha rpynne B CMUCKE;

npu BblOENeHWWU Tpynnbl B CNMCKe M BblIGOpy nyHkTa CBOWCTBa Ha NaHenuM WHCTPYMEHTOB
Onepayuu ¢ epynnamu.

[Mocne BbLINOMHEHUS OOHOrO U3 3TUX AEWUCTBUI OTKpPbIBAETCS OKHO PedakmupoeaHue rnonel 2pyrnbl

(puc. 61).

O PegaxtupoBanne noneit rpynnel x

Hasganne rpynner Test:

m Onucanue rpynns:

Dallas Lock Linux Agrwnncrpatoper C3M BM Her

Tun yueroi sannen (ana C3K BIY) | Tpynna Windows (Dallas Lock)

Puc. 61. PegaktupoBaHue nonew rpynn



Ha Bknagke Obwue npepgnaraeTcs OCTaBUMTb KOMMeHTapwuin B none OnucaHue epynrbl, 0603HaYUTb,
ABMSOTCA N y4acTHUKU rpynnbl AaMuHuctpatopamn C3UM BWU, u BbiGpaTb TN y4yeTHOW 3anucu
(ana C3U BU).

Ha Bknagke Dallas Lock Linux npeanaraetcs BblbpaTtb 3HaueHue atpmubyta CucmemHas epynna.

CuctemHasa rpynna — 3TO rpynna, KOTOPOW NpucBavMBaeTCHa YHuKanbHbld mnaeHTudumkatop (GUID —
Globally Unique Identifier), uncnoBoe 3HauyeHune koToporo He npeBbiwaeT 1000,

ATpUBYT NpuHUMaEeT 3HadeHus «Ja» n «Hemy. Mo ymonyaHuio 3HayeHne atpubyTta «Hemy.

Bknagka Dallas Lock Linux [ocTynHa TOMNbKO ANs rpynn nonb3oBatenemn, NpUMEHSIIOLLNXCS
Ha mogyne C3U HC[ Dallas Lock Linux (none Tum MoXeT NpuHMMaTh 3HayveHuns «DLL»
nnm «Bcey).

HasHauutb Bce HGO6XOLI,VIMbIe nonuTukn 6es3onacHoCcTU ana rpynnbl MOXHO, pefakTupya noJINTUKU
©6e30nacHOCTU pasnnyHbIX KaTEropun.

BkrtoyeHMe M UCKMYeHMe nonb3oBaTenen U3 rpynn OCYLIECTBRSIETCA B napameTpax
nonb3oBaTtenei Ha Bknaake Criucok epynn.

5.2.4 Co3pnaHue nonb3oBatenen [1b

Cnincok ydeTHbix 3anucen b Ha Bknagke Monb3oBatenu — Monb3oBaTtenu hopMmpyeTcs U3 y4eTHbIX
3anMcen No yMornyaHuio u 3apernctTpuposaHHbix Yepes KoHconb ELLY.

Mo ymonuanuto B ELLY Dallas Lock Bcerga npucyTcTBytoT cnegytowme rnobanbHble y4eTHble 3anucu:

e anonymous — Yy4yeTHas 3anuCb WUCNONb3yeTca [Ofs CETEBbIX BXOO4OB C He3aLULLEHHbIX
KOMMbIOTEPOB;

e aAMMHMUCTPATOpP MO YMOMYAHUK — Yy4YeTHas 3anncb, permcTpupyemasi B npoLecce yCTaHOBKU
ELLY Dallas Lock.

B ELY Dallas Lock Bo3moxHa perncrpaumnsi nonb3oBaTenen criefyoLwmx BMaoB:

1. MobanbHble Nonb3oBaTenu, cosgaHHble cpeacteamu Konconu ELY.

2. [lomeHHble nonb3oBaTenu, co3gaHHble cpeacTBamu cnyxbbl AD (ecnu OB Haxogutca B JIBC
noA ynpasneHneM KOHTpornnepa goMeHa) (cM. «Pernctpaums gomeHHbIX nonb3oBartenen B 16»).

Yucno 3apeructpupoBaHHbIX Mornb3oBaTernen Ha kaxgom APM orpaHudMBaeTcs TONMbKO pasMepoM
€cBOOOAHOro AMCKOBOro MNPOCTPAHCTBA.

[ns co3gaHusa rmobanbHbIX Nnonb3oBaTtenen ¢ nomoLubo KoHconu ELY Heobxoaumo:
1. OTkpbITb BKNagky Mons3oeamenu B KoHconu ELLY.
2. BuibpaTb kaTeroputo Nonb3oBaTenu.

3. Ha naHenu WHCTpyMEeHTOB B onepauusix C nonb3oBaTensMu HaxaTb Cos3paTb unu BbIGpaTb
COOTBETCTBYIOLLUIA MYHKT U3 KOHTEKCTHOFO MEHH0.

4. Ha akpaHe nosiBUTCH OKHO CO34aHus nonb3oBartens (puc. 62).

O Co3aaTe Nnonk3oeaTens = X

WeTounnk: Tum:

c

ma nonesoeatens Tun yueTnoi sanuck ELLY

|I"IEI"I"IE |

Puc. 62. CoszgaHue nonb3oBarens

11 Ha AnbT JluHyke 3HaveHne GUID He npesbiwaeT 500.



5.
6.

B none ncrouyHuk Buibpate BcmpoeHHbIU.

B none Uwms nonb3oeamernsi BBECTU NOrMH (MUMS) perncTpypyemoro nons3osartens. [pu BBoge MMeHu
B CUCTEMe CYLLEeCTBYIOT cneaytowime npasuna:

e MakcumanbHas AnvHa umeHn — 20 CMMBOOB;

* VMS MOXET coaepXxaTb NaTUHCKME CMMBOMbI, CUMBOSIbI KUPUIAWLUbl, uudpbl U crneynansHble
cnmBosbl (KpoMe 3anpeleHHbix OC: "/\[]:|<>+=;,?7 @ *);

e uMeHa OOBLEKTOB [epeBa He YyBCTBUTENbHbl K PErMcTpy CUMBOMOB, 4YTO MO3BOMsSeT
NCnonb30BaTb pasnunyHble PErncTpbl KNaBmaTypbl 6e3 yyeTa ux pasnuumn (User n user sBnsaoTca
O[IMHaKOBbIMW MMEHaMM).

Mpwn Hanuunn B JJomeHe 6e3onacHocTtu lNK, paboTtatowmx nog OC Linux, He pekomeHayeTcs
NCMonb30oBaTh KUPUINIMYECKME CUMBOSMbI B MMEHaxX MNONb3oBaTenei M rpynn B CBs3U
C OTCYTCTBMEM rapaHTumn obecnevyeHns KOppeKTHOM paboThl.

Nms yquHon 3arnmcu cHnTaeTcqa yHnKanbHbIM B paMKax o4HOro [omeHa ©e3onacHoCTH.

lMocne cosgaHua HOBOro nonb3oBaTens M3MeHWUTb ero nms nocpeactsom KoHconu ELYY
HEBO3MOXHO.

Bbl6paTb Tun yqemHoE/ 3arnucu B 3aBUMCMMOCTK OT TOro, Ansa Mop,yne|7| KakKoro tuna npumMmeHaeTca
OaHHaA ydeTHada 3annchb nosib3oBartens.

M3meHuTb Tun yquH0|7| 3annucm MOXHO, UCNonb3yA KHOMKY CMeHUTb TN Ha naHenu MHCTPYMEHTOB
Onepauuu C rnosib3ogamersiamu nnn Bb|6paB JaHHOe OeNCTBUE U3 KOHTEKCTHOIrO MEHIO.

Mpn co3gaHmm y4yeTHoOM 3anucu agmuHuctpatopa KoHconu ELY pekomeHgyetcs
BbICTaBMATb €OMHCTBEHHbIA TUN y4yeTHoW 3anucn — Cucmema, B MHOM Clny4vae yvyeTHasd
3anucb ByaeT akTMBHA U Ha OPYruxX ykasaHHbIX B AaHHOM nMapamMeTpe MOAyNsAX, YTO MOXET
NMPMBECTM K HEKOPPEKTHOMY W3MEHEHMIO €€ MapamMeTpoB MOMb30BATENAMU OaHHbIX
Moaynewn.

Mocne HaxaTns MpPoOAOMKUTBL NOSIBUTCA OKHO ANsi PeAaKTUPOBAaHWS NapamMeTpoB YYETHOW 3anucu
none3osaTtens (cM. «[lapaMeTpbl nonb3oBaTeNemny).

N3meHnTb napamMmeTpbl yquHOVI 3arnnucm MOXHO, UCMNOJIb3yA KHOMKY CBoucTtBa Ha naHenu
MHCTPYMEHTOB Onepauuu C rosib3oeamersiamu nnn Bbl6paB AaHHOe OeNCTBUE U3 KOHTEKCTHOMO MEHIO.

3aBepluatoLieii onepauueit No cosnaHWio YYeTHOM 3anucu nonb3oBaTens SBMASETCA HasHadeHue
napons (cMm. «HasHayeHnve naponsy»). HasHaueHue napons npegnaraeTcs nocne 3anoSIHEHUs BCEX
HeoBX0AUMbIX MapaMeTPOB B OKHE CO3AaHUs YYETHON 3amnmcy U HaxaTusl KHOMK CoXpaHUTb.

YyeTHasa 3anunck OyaeT co3gaHa Ha mogyne nocne cuHxpoxusaumm ¢ ELLY Dallas Lock.

5.2.5MNapameTpbl annapaTtHoro naeHTudukatropa

KaTteropusa AnnapaTHble wuaeHTUdUKaTopbl Ha YypoBHe [Bb cogepXuT CAMCOK —annapaTHbIX
naeHTMdrKaTopoB, NoAKMYeHHbIX K OB (puc. 63).

Pa6oyas obnacTtb kateropuy AnnapaTtHble aeHTUdUKaTopbI NpeacTaBnaeT co6ol Tabnumuy ¢ NonsMu:

1.
2,
3.

CepuliHbil HOMepP — COAEPXKNUT MHPOPMALINI0 O CEPUNHOM HOMEpPE naeHTuduKaTopa;
Tun — coaepXXvUT MHAOPMaLUIO O TOM, KaKOW TUM UMeeT AaHHbIN naeHTudukaTop;

CocmosiHue — nokasbiBaeT cTaTyc nogkntodeHus AU B pexume peanbHOro BpemeHu. [onyctumble
3Ha4YeHnA.

o [loOKno4yeHo — 0To6pa>|<aeTc;|, ecnm I/Iﬂ,EHTM(bI/IKaTop NOAKITHOYEH;

e He nodknwyeHo — oTODOpaxaeTcs, ecnu WaeHTUdUKAToOp He MNOoOKMNYEeH, HO Ha3HadeH
nonb30BaTento;
Bnaderney — ykasbiBaeT Ha kakoM ypoBHe pgepeBa ELY Dallas Lock 6bina cosgaHa rpynna

nonb3oBaTenen;



5. YuemHas 3anuck — vMs nonb3oBaTtend, KOTopomy HasHavyeH A. [lonycTumble 3Ha4YeHns:
e ecnu A/ HasHauyeH, To nonb3oBaTento oTobpaxaeTcs Mms nonb3oeamers,
e He onpedeneHo.

6. Criucok epyrnn — Ha3BaHWe rpymnmn, B KOTOPbIE BKIOYEHa y4eTHasa 3anucb Nonb3oBaTens.

Q v o NMonkzoeatenn

5 [lomes GesonacHoct
Mons3osarenn I

Tpynne ] ANnapaTHbie MIEHTMGMKATOPSI [ zabnoknposasiuie nonsaosarenn |

Cepuiinbiii Homep = Tun Cocrossme  Brapenen Yueran sanuce  Cnucok rpynn

{ M HEPACMPELE/NEHHBIE OBbEKThI

| B CETEBbIE YCTPOVICTBA

L YAANEHHBIE OB BHEKTHI
* 3 Moaymm
v DL8.O

+ @ wio-Di8

Puc. 63. Cnucok annapaTHbIX MAEHTUUKATOPOB

Mo yMonuyaHuio MOAKMOYEHHbIE anmnapaTtHble WAEHTUUKATOPbl OTOOpPaXaloTCs BblLLE
B CNWCKE, YEM HE MOAKIIHOYEHHbIE.

[ns npyuMeHeHns naMeHeHn annapaTHoro naeHTnudukaTopa Ha Mogynsax Heobxoguma CUHXPOHU3aLmS.
B kateropun AnnapatHble ngeHTudukaTopbl Ha Bkragke 1onb308amersiu [OCTYMHO TOMbKO:

e HasHauntb / CHATb Ha3HayeHue;

e dopmaTupoBaThb;

e CoxpaHuTb OTYeT;

e CwmeHuTb PIN-kop;

o [lepentn K y4eTHOWM 3anucu.
Ha naHenu ynpasneHus B 6noke Q@usibmpbi NpegycMOTpeHa BO3MOXHOCTb (hunbTpaumm annapatHbIX
MOEHTUNKATOPOB B COOTBETCTBUM C BblIOpaHHbIMM NapaMeTpamMu 1 KaTeropusimu.
MpocMOoTp 1 HacTporka NapameTpoB annapaTHOro naeHTudukaTopa AOCTYMNHbI:

e [0 ABOWHOMY LLIENYKY SIEBOM KHOMKOW MbIwn no AU B crivcke;
e npwu BblIbope nyHkTa CBOMCTBA M3 KOHTEKCTHOIO MEHIO, BbI3BAHHOIO LLENYKOM MPaBOW KHOMKM
MbILLW Ha rpynne B crucke.

5.2.6 HasHauyeHMe annapaTHoro naeHTudnkarTopa

lMepen HasHaveHvem annapaTHOro uaeHTUdUKaTopa pekoMeHOyeTCcs ycTaHaBnuBaTb [ApaunBepbl,
noctaensieMble B KOMMNMEKTE C MAEHTU(PUKATOPOM, UMM cKayaTb MX C cauTa npousBoauTens. Takke
pekomeHayeTca opmaTtuposatb AW neped ero HasHavyeHWem Monb3oBaTento, Kak npu HOBOM
Ha3Ha4YeHun, Tak U Npu n3MeHeHun cnocoba 3anuncu B namsaTb AU Anst TOro e nonb3oBaTtens.

PaboTta annapaTtHbiX ugeHTucrkaTopoB 4vepe3 nogkmoyeHne Tuna shared k KY ELY
B BUpTyanbHbix MawwmHax VMWare Workstation He rapaHtupyetca. Heobxoaumo
ncnonb3oBaTb 06bIYHOE nogkntoveHne unu KY ELLY 3anyckatb ¢ nokanbHbix APM.

[nst Ha3Ha4YeHUs annapaTHOro naeHTUdmMKaTopa nonb3oBaTento HeobXxoanUMo:

1. OTkpbITb OKHO PepgakTupoBaHue noren nonb3oBaTens.

2. BuiGpaTb Bknagky Obuwue.

3. [Baxabl WEerKHYTb JIEBON KHOMKOW MbilIW MO napameTpy AnnapaTHbIn uaeHTudukaTop.
4. OTkpoeTcsa okHO HaszHauyeHue annapaTtHoro uaeHtudukatopa (puc. 64).



D HazHa4eHue annapaTHOro MAEHTHMgMEATOpa NoAL3oBaTents "admin” X

MpestaeneHHbE MAEHTHGHEATOpEL i} MogknroqnTeca K yaaneqHomy APM

Maenmidikatap: Ann.uaeHTHUEaTOP HE BRIBpaH
Tian:

CepuiiHeli Homep:

heTka

MonksosaTent:

D Mapone *paHUTEa B WgeHTUgMKATOpE B Mapone sawgawes PIMN kogom

HazHadeHue AETOPMZALUMOHHEIX AaHHBLX AeicTEMa © M,\’J,EHTl'IqJVIKaTDpDM

MprmeruTa OTmena

Puc. 64. OkHO Ha3Ha4YeHUs1 annapaTHOro naeHTudukaTtopa

5. MNpegobsBuTb annapaTHbii  MOeHTUdUKATOP, BCTaBMB e€ero B cooTtBeTcTBylowmin  USB-nopt
W MPUKOCHYBLLMUCb K CYATBLIBATENO (B 3aBMCMMOCTM OT TUMNa uaeHTudumkaTopa).

6. B ctpoke coctosHusa [IpedbsieneHHble udeHmugbukamopbl OydeT yKasaHHO  KONM4ecTBO
npeabsBreHHbIX B AaHHbIi MOMEHT WAeHTU(MKaTopoB, a B CNUCKe BbiNagalolwero MeHHo
HNdeHmugbukamop NOABATCA UX HAMMEHOBaHUS.

7. BbibpaTb HeobxoaMMbIN MAEHTUGUKATOP U3 CNnNCKa.
8. Janee B nonsax ¢ napameTtpamy AU nosBsaTca: TN, CEPUNHBLIA HOMEP, U ANs HEKOTOPbIX BUOOB

NMOEHTUUKATOPOB CTaHYT AOCTYMHbI AOMNOMHUTENbHbIE PYHKUMK (puc. 65). KHonka nossonsaer

OTKPbITb OKHO C MHbOpMaLmen o0 napaMmeTpax BbIbpaHHOro ngeHTudukaTopa.

D HasHa4eHne annapatHoro WAEHTMGNKATOpa NoNb30EATEND "user” X

MpesbaeneHHbIe MaeHTUDMKATOpEL 1 MoaknrounTsca k yaanestsomy APM
F— o

Tun: Rutoken
CepuitHeid Homep: 40DBT352
MeTka: Rutoken
Monbsoeatent:
D Mapone xpaHuTca B naeHTMdUKaTOpE D Mapone zawmwen PIN kogom
HasHaueHne aBTOPU3aLMOHHBIX A3HHBIX JeiicTena ¢ ngeHTuduKaTopom

m OT'\"EHH

Puc. 65. MapameTpbl Ha3HaYeHHOro naeHTUdMUKaTopa

9. [Ina HasHa4yeHMs nonb3oBaTento Bbl6paHHOFO annapartHoro I/IﬂeHTVI(*)I/IKaTopa HeobxoaMmMo
HaXaTb anMEHMTb n ganee COXpaHMTb.



Mocne Ha3HaueHus AW yueTHon 3anucu (ons Bxoga B OC Ha Mogynsix unu Ans NOAKMYEHNs: K cepBepy
ELY Dallas Lock), nomMmo BBOAa aBTOPM3ALMOHHOW WHGOPMauuK, noTpebyeTca npeabsiBUTb
Ha3HaYeHHbIN annapaTHbIA naeHTUduKaTop.

Ecnnm annmapaTHbil MaeHTUGVMKATOpP He MNOAAEPKMBAETCS Ha MOAyNsX rMornb3oBaTerns,
L TO NporpaMmMa BbIBOAUT COOTBETCTBYIOLLEE NpedynpexaeHue.

an NpUCBOEHUN nosib3oBaTesilo Ha3Ha4YeHHOro annapaTtHoro MﬂeHTM(bMKaTOpa ELlY
L BblBE4eT coobLieHne c npeagnoxeHnem o rnepeHasHavyeHnn M,El,eHTMCbI/IKaTopa 3TOMY
Nnornb30BaTertio.

Mpun nameHeHun napameTpos goctyna AU n cuHxpoxusauum yepes ELLY Ha C3U HC Dallas
Lock Linux BbinonHsieTca cbpoc «Ttuna poctyna» AW po 3Havenus ELY: UCC
l- ans rpaduyeckon obonovkn u SET FROM UCC ansi KOHCOMbHOM.

Mpn nocneaytowen asTopusaumn nons3opatens B Linux B C3U HCL Dallas Lock Linux
npuceavBaeTCcs COOTBETCTBYOLUIN TUMN AoCTyna, 4To u Ha ELLY.

HasHauyeHune aBTOPU3ALUMNOHHbIX AaHHbIX

3anucaTtb B namATb annapaTHOro naeHTudukaTopa aBTopm3aUmMOHHbIE AaHHbIE (MOMMH U Naporb) y4ETHOW
3anvcum nonb3oBaTens, KOTOPOMY OH Ha3HavaeTcs, MOXHO TpemMsi cnocobamu:

1. 3anucaTb B namsATb MaeHTUdUKaTOpa S102UH U Naposib NOMb30BaTEeNs, U XpaHeHe AaHHbIX 3auumuma
PIN-kodom.

[nsi aToro Heo6xo4UMO BbIMONHUTL CriegytoLlee:
e BblOpaTb B BbiNagawoLwemM Cnmcke HeobXxoaMMbI UAEHTUAUKATOP;

e oTMeTuTb donarom none [llaponb xpaHumcs 8 udeHmudpukamope. MNMone [Mapons 3awuuweH
PIN-kodom BbligenuTcsa aBToMmaTudecku. [lanee HaxaTb KHONKy 3anucatb (puc. 66);

O HasHa4eHne annapaTtHoro MAeHTMGUKATOpa NONL30BATEND "user” x

MpegsaBneHHbIE MAEHTUdMKATOPBI 1 Mogkntountbea k yranenHomy APM
SRS o
Tan: Rutoken
Cepuiieni HoMep: 40DB7352
MeTka: Rutoken
Monesoearens:

Mapone xpaHnTca B naeHTndukatope Mapone sawmuwien PIN kogom
HazHaueHne aETOpNIaLMOHHBIX JaHHBIX JeiicTena © ngeHTudukatTopom

Puc. 66. 3anucb aBTOpM3aLMOHHOW MH(popMauumu B uaeHTUdMKaTop

e B nosiBuBlIEeMCA oOkHe BBecTu PIN-kog wvaeHTuUdukaTtopa W naponb nonb3oBaTens
C nogreepxgeHnem (puc. 67), HaxaTtb NpumMeHnTb;



O Beoa gaHHBIX 4n8 WAEHTHGUKATOPA *

PIN-00 WAEHTUDMKATOPE ||

Mapons nons3oeaTens

MoATEEHAEHWE NAPONA

Puc. 67. BBoa aononHutenbHon nHdopmaumm

e B OKHE NMapaMeTpoB Y4YEeTHOW 3anncy cucTemMsbl 3allmTbl HaxaTb MpumeHuTb 1 OK.
Mocne aToro B NamsATb AAHHOMO UAeHTUdMKaTopa ByaeT nponucaH NorvH 1 Naponb y4eTHoW 3anucu
nonb3oBaTtens, npudyemM napons 6yaeT 3awmiieH PIN-kogom camoro ngeHtudgukaTopa.
Tenepb ana Bxoga B OC, nocne npenbsABreHUs WaeHTUdMKaTopa, MNomnb3oBaTento HeobxoaumMo
3anonHWTL Tonbko none BBoga PIN-koga (MorMH M naponb  cuMTaloTcs  aBTOMaTUYECKM,
Ans cunTbiBaHUS napons notpebyetcs Beog PIN-koga).

2. 3anncatb B NnaMsaTb MaeHTUdUKaTOpa SOrMH U Naposib y4EeTHOM 3anucu.
[nga aToro HeobxoaAMMO BbINONHUTL CneaytoLlee:

e cHATb conar gns nonsa Mapone 3awuweH PIN-kodow;

e 3anucaTtb aBTOPM3aLMOHHbIE AaHHbIE (KHOMNKa 3anucaTthb).
B atom cnyyae naponb y4eTHOW 3anucu B MAEHTUUKATOpEe — HesallWleH, U cucTtema BblgacT
npegynpexagexHuve.
Takum obpasom, ans Bxoga B OC nonb3oBaTento CTaHET AOCTATOYHbIM TOMbKO MpeabsBrieHue
naeHTudumkaropa (MorvH 1 Naposib CYUTAKTCA aBTOMAaTUYECKH).

3. 3anucatb B namsaTb I/I,El,eHTVI(bI/IKaTOpa TOJNbKO NOrnH yquH0|7| 3annmcun nonb3oBaTesnA.

Ins atoro He TpebyeTcs BblaeneHve noreil xpaHeHusi naponei. [JocTaToyHO HaxkaTb 3anucarhb.
Cuctema notpebyeT BBecTM [JononHuTenbHO Tonbko PIN-kog nonbsoBaTtenss  gaHHOro
naeHtTudMkaTopa.

I'IpM Bxoge B OC nocne npenbaBlieHUA M,El,eHTVI(bVIKaTOpa y4yeTHada 3anncb 6yp,eT OQHO3HAa4YHO
l/I,D,eHTI/I(*)VILI,I/IpOBaHa C JIOTMHOM OaHHOIo KOHKpETHOro nosnb3oBaTtenid, oCTtalibHble aBTOPU3aUNOHHbIE
nons nonb3oBaTtento Heobxoanmo 6yp,eT BBECTN CaMOCTOATEJIbHO.

Ona Toro, 4YTOObI yAanntb aBTOPU3AUMOHHYHO VIH(*)OpMaLI,I/HO N3 namMdaTun Vlﬂ,eHTVICbI/IKaTOpa, HY>XHO
BOCNOJIb30BaTbCA OAHUM U3 CrefyrLunx cnocoboB:

e HaxaTb OYMCTUTBb B Norie HasHaYeHNs aBTOPU3aLNOHHBLIX AaHHbIX;

e oOTdopmaTMpoBaTb UOEHTUUKATOP METOAOM, OnucaHHbIM B NyHKTe «[leiicTBua €
naeHTudurkaTopomy». B aToM cnyyae noMMMo yaaneHusi CUCTEMON 3alLnTbl aBTOPU3aLNOHHBIX
OaHHbIX 13 NamMATU ngeHTndmrkaTtopa agMMHUCTpaTopy 6e30nacHOCTM HeoBXO0ANMO M3MEHUTb
PIN-koabl naeHTudukaTopa.

ABTOpI/I3aLJ,I/IF| C 3anncaHHbiIMX OaHHbIMW BO3MOXHa Mpun BXode B OC nocne BK4YeHUs KoMnbloTEpPA,
a TakKkxke npu pa36ﬂ0KI/|DOBKe KOMMNbOTEPA N TEPMUHAINTBHOM NOAKITHOYEHNN.

HenctBna c nuaeHTUPMKaTopom

Ona paboTbl C HEKOTOpbIMM annapaTtHbiMKU naeHTUdMKaTopaMn HeobOXOAMMbl UX aBTOPU3ALNOHHLIE
PIN-koabl: PIN-kog agmuHuctpatopa n PIN-kog nonb3oBaTtensi, KOTOpble yXXe YCTaHOBMNEHbl B NaMsaTu
caMnx UOEHTUPUKATOPOB NO YMOMN4YaHUIO (Tak HasblBaeMble «3aBOACKME HacTponku»). WHdopmaumio
0 HUX MOXHO MOMNy4MTb M3 JOKYMEHTaLUW, NOCTaBMsiEMOW BMECTe C annapaTtHbiMU uaeHTudmkaTopamm
1 gpaniBepamu.



Ona obecneyeHna Tpebyemoro ypoBHA 6e3onacHoctM PIN-kogbl no  ymonyaHuio
ONs annapaTtHbIX WOEHTUUKATOPOB CreayeT U3MEHUTD.

M3meHnTb naponb annapaTHOro MAeHTUMUKATOpa MOXHO C MOMOLLLIO YTUNUTBLI ANA uaeHTudukaTtopa
(ckavaTb C canTa npousBoauTeEnsd), MO0 MCMOMb3ys OKHO MapamMeTpoB HA3HAYEHHOrO MONb30BATENHO
noeHTndpukaTopa (puc. 65). [Ana atoro B none [eticmaus ¢ udeHmughukamopom Heobxoaumo BbiOpaTb
kHorky CmeHa PIN-koga nnu kHonky ®opmaTtupoBaTth.

Mo HaxaTtuio kHomkn CmeHa PIN-kopa OTKpOeTCsi OKHO, B KOTOPOM HeOoBXoaAMMO BBECTU 3HaYeHwust
PIN-koga nonb3oBaTensi: crtapoe (TeKylee) 3HavyeHwe, HOBOE 3HA4yeHWe M MOBTOP HOBOMO 3HA4YeHwus.
JononHuTtenbHble KHOMKW psSAoOM C MONSIMU BBOAA MO3BOMSAT U3MEHWTb CKPbITbIE CMMBOJSbI Ha SIBHbIE,
nosTop BeoAa PIN-koga B aToM crny4vae He notpebyetcs (puc. 68).

O Beog PIN kopa ot
CTapeii PIN | | 5
HoBeIA PIM | | 5

MosTop PIM kKoga | |

Puc. 68. OkHo cmeHbl PIN-koga

Ons dopmatupoBaHMs annapatHOro uaeHTudukaTopa Haxatb dopmaTupoBaTb OTKPOETCA
OKHO (puc. 69), B KOTOPOM HEOBXOAMMO 3aMONHUTL CrieaytoLme nons:
o Tekywul PIN-k0d admuHucmpamopa AaHHOro annapaTtHOro naeHTudgukatopa, Heobxoanmblni
Ans neransHoro hopMaTupoBaHusa ngeHtudurkaropa.
BBecTu HOBble AaHHbIE:

o  Memka — nioboe HanmeHoBaHMe.
e Hoenlili PIN-k00 agMUHMCTpaTopa 1 NoBTOP.
e Hoenili PIN-k00 nonb3oBaTens 1 NoBTop.

Ecnu gBa paHHbix PIN-koga coBnagatot, To donar B none PIN-k0d adOmuHucmpamopa u rionb3o08amerns
cosnadarom no3sonut BeecTn PIN-kog Tonbko B 04HO none.

MapameTtpbl cumBonoB PIN-koga ons voeHTudukaTopa (Hanuuue umdp, 6ykB u gpyrue)
ONpeaensaTCa HAaCTPONKOM NapameTpoB B YTUIMTE COOTBETCTBYIOLLErO uaeHTMdukaTopa.
Mpexge 4Yem wu3amMeHATb PIN-kogbl wugeHTUdMKaTopa, cnegyetr HaCcTpPoUTb [daHHble
napameTpbl B yTUNuTe (Mo YMOMYaHWIO 8bIKITHOYEHDI).



U DopmaTpoBaHKE aNNapaTHOrD MAEHTUGUKATOpa X

Tekywmii PIN-koa agmuHncTpatopa

Hoekle gaHHEbIE

Merka
PIN-koa agMuHKcTpaTopa PIM-koa nons3oeatens
PIM-kog PIN-kog
Moetop PIN-koaa Moetop PIN-koaa

D PIN-koa agMHUHNUCTRATOpA M NONB30BATENA COBNALAHIT

Pwuc. 69. OkHo chopmaTnpoBaHus naeHTudukaTopa

[ns annapaTtHbIX ngeHTudgmrkaTopos PyTokeH:

1) PopmatvmpoBaTb MAEHTUMUKATOP HYXHO B yTunuTe npoussogutens (MNaHenb
ynpaBneHus PyTokeH).

2) Ecnun Ha PytokeH paHee 6binn 3anucaHbl kakve-nnbo AaHHble Ans annapaTHoW
ayTeHTMduMKauum, nepeg TeM Kak 3anucaTtb Ha AWM ayTeHTUMKaunoHHY0
uHdopmaumio B KY ELLY, Heobxoanmo npomssectu hopmatmpoBaHue gaHHoro AU
B YTUIMTE NPON3BOANTENS.

CHATMe annapaTHou naeHTudpmukaumm

Ons Toro, 4yTobbl CHATL Ha3HadYeHue annapaTHOro MaeHTudUukaTopa OIS YYETHOM 3anucu OTAENbHOro
nonb3oBatens, Heob6x04MMO B OKHE MapaMeTpOB y4eTHOW 3anucu B none MAeHmugbukamop (puc. 65)
BblOpaTh 3HavYeHne AnnapamHsil udeHmugukamop He Ha3HaqyeH, HaxaTb NpumeHnTb 1 OK.

Cam ngeHTuduKaTOp ANS NOCneayLwero NpMMeHeHNs peKkoOMeHAYeTCs OYUCTUTb OT aBTOPU3ALMOHHbBIX
AaHHbIX, €eCcnM OHM ObiNMM  HasHayeHbl (cM. «HasHayeHVe aBTOPWM3AUMOHHBIX  AaHHbIXY),
unu otpopmartmposaTsb.

5.2.7 YpaneHHasn peructpauua annapaTtHbiX naeHTucpukaTopon

B ELY peanusoBaHa BO3MOXHOCTb YyOarieHHOW perncrpaumm annapaTHbiX WOAeHTUUKaToOpoB
ans mogynen C3WU Dallas Lock 8.0 n C3U HC[O Dallas Lock Linux. [JaHHas @yHKLMOHanbHas
BO3MOXHOCTb MOfie3Ha B pacnpefernieHHbIX CeTsX, Korga HeT BO3MOXHOCTU (hU3MYECKU NpuBesTu
annapaTtHbIv ugeHTudukaTop k TC, Ha KOTOPOM pacnonoxeHa koHconb ELLY.



[nsa Toro, yTo6bI NOAKMIOUNTLCA K yaaneHHomy APM, Heob6xoanmo:

1. HaxaTb kHonky MogkniounTtbes K yaaneHHomy APM (puc. 70).

O Hasnauenme annapatiero naentudnkartopa nonssosatento "secServer” *

I il |

MpegbABNEHHBIE MAEHTUNKATO LI 0 1 MNogkntounTecs K yaanennomy APM I
|

Waertudukatop: Ann.ngenTndukartop He BuiGpan !

Tum:

CepuiiHelii Homep:

Metka:
Monezoeatens:

D Mapone xpaHKToR B ASHTUGMKATOpE D Mapone sawmed PIN kogom
HazHaueHne aETOPMIALMOHHBIX JAHHBIX JeficTBnA ¢ geHTUdUKATOpOM

m OTNIEHH

Puc. 70. OKHO HasHa4YeHus1 annapaTHOro naeHTudukaTopa

2. Tlocne HaxaTus Ha kHornky MogknounTbeA K yaaneHHoMy APM oTkpbiBaeTcst OKHO, oTobpaatoLee
hepeBo goMeHa ©OesonacHocTu. B Hem HyxHO BbibpaTb APM, k koTopomy OyaeT npou3BeneHo
noakmntoveHune. NMonck MOXHO OCYLLECTBNATbL BPYYHYHO MO0 BOCMOMb30BaTbCS MOMCKOBOW CTPOKON
BBEpXY OkHa (puc. 71).

O BeiGop APM, k koTopony ByAET NPOWZBEAEHD NOAKIHYEHNE X
BuiGop APM, c KoToporo Hy>XHO 3anNpocHUTb ann.uaeHTUGHUKaTOpbI

BufepuTe B gepese gomeHa APM, K KoTopaomy NogkaoqeH TpeByemelil annapaTHEIi MaeHTMdUKaTop

Mownck...

7 Nlomen BesonacHocTh
HEPACMPEAENEHHBIE OBBEKTHI

™ DESKTOP-1BGEAPZ

MogrnoYnTECA OTtmeHa

Puc. 71. OkHo nopakntoveHusi, ynaneHHoro APM

3. Tocne nogkniodeHus k yganeHHomy APM OTKpoeTCca OKHO, Mmelollee BWA aHaNoOrmyHbIi OKHY
NoKanbHOro HasHa4YeHus annapaTHoro wuaeHTudukaTopa. B okHe oToOpaxaeTcsi KONMYecTBO



NOAKIMOYEHHbIX K yaaneHHoMy APM annapaTtHbIX naeHTudgukatopos, a Takke umsa APM, k koTopomy
ObINI0 BbINONTHEHO NOAKMYeHne (puc. 72).

O HazHaueHne annapaTHoro MAEHTUGMKATOPE NoMB30EATENN "secserver” X

MpeseAENEHHBIE MAEHTURNKATO DB 1 OTkntounTecs o7 yaanentoro APM

APM «DESKTOP-1BGEAP2»

P T
Tur: Rutoken
CepuitHelid Homep: 40DET352
MeTia: Rutoken
Moneszoeatens:
D Mapone xpaHuTcA B naeHTMgNKaTope D Mapone saupen PIN kogom

HazHaueHune AETOPUZaUMOHHBI AaHHBIX ,ﬂEﬁCTEMR C HAEHTMC‘JHKETDFIDM

Pwuc. 72. OkHo nopakniovyeHusi, ynanedHoro APM

BoamoxHa pernctpaumsa Ttonbko Tex AW, koTopble yaoBneTBopstoT nonutukam Hactpoek AW Ha APM,
TO eCTb OOIMKHbI OblTb BKIMOYEHbI COOTBETCTBYHOLME cuuTbiBaTENU. [MOMMMO 3TOro, HE AOMMKHO ObITb
npoTusopeyunn ¢ Hactporkamu goctyna C3U HC[ Dallas Lock.

I'IpM HeobXxoOMMOCTU BHECTUM M3MEHEHUs Ha yﬂaﬂeHHblVl al'll'lapaTHbIVI VID,eHTVI(bI/IKaTOp,
KOTOprVI yxXe OblNT Ha3Ha4YeH Monb3oBaTerto, TpeGyeTCﬂ 3aHOBO YCTaHOBUTb CcoeaunHeHune
C 3TUM annapaTHbIM VI,D,eHTI/I(bVIKaTopOM.

5.2.8 YpaneHue nonb3oBartenen A1b

CnepgyeT BHMMaTENbHO OTHOCMTLCA K yaaneHuio nons3osatener B 6. Ecnv Ha kakoM-nmbo
n3 ypoBHen [domeHa 6Ge30macHOCTU He OCTaHEeTCA HWM OAHOro Monb3oBaTens C ponbko
AdmuHucmpamop (cm. «PoneBas mMogens ydeTHbix 3anucen [OB»), 4OCTyn K HacTpovkam

Ha 3TOM YpOBHe OydeT orpaHMYeH OO MOMEHTa MOSBMEHWs Nob30BaTenNsi ¢ 4OCTaTOYHbIM
HabopoM NpUBUMETUN.

Ons yoaneHus none3oBatens n3 JomeHa 6e30mMacHOCTU BHE 3aBUCUMOCTM OT TOrO, KaKUMu cpeactsaMmu
OH CO3[aH WUnu 3aperncTpupoBaH B camom [B, Heo6xoaMMo BbIOENUTL €ro MMs B CMUCKE Ha YpPOBHE
Bnadernbya, HaxaTtb KHOMKY YaanuTb unv BelopaTe COOTBETCTBYHOLLEE AENCTBME U3 KOHTEKCTHOTO MEHIO.
Y4yeTHas 3anvcb byaeTt yaaneHa ¢ mogyrnen nocne cuHxpoHm3auum ¢ ELLY Dallas Lock.

5.2.9 HasHauyeHue napons

[ns HasHa4yeHus napons nonb3oBaTentd HeOOXOAMMO BbIAENUTb €r0 UMS B CMUCKE W HaXaTb KHOMKY
3apatb naponb. [osBWTCSA OKHO, rae TpebyeTcs BBECTU HOBbIN Maposb U NOATBEPAUTL ero (puc. 73).



D ¥cTaHoEMTE Napone ana Test >

Hoewll napone:

MogTeepxaeHne napona:

CoxpaHuTb Ctmena

Puc. 73. ®opma BBOAA napons

Mpw BBOAE Naponst HEO6X0AMMO PYKOBOACTBOBATLCH CreayloLWuMn NpaBunamu:

e MakcuMMmanbHas gnuHa napons coctasnset 31 cumBson;

e naponb MOXeT coaepxaTb NaTUHCKME CUMBOISIbl, CUMBOMbI KMPUNNULbI, UMMPbLl 1 cneunanbHble
CYMBONbI;

e CIOXHOCTb Mnapons (Hanmuyve OnpedeneHHbIX CUMBOMOB, ANMHA, CPOK AENCTBMS U npoyune)
perynupyeTcsa crneuuanbHbIMU MONUTMKaMK, KOTOPble YCTaHaBNMBAKOTCA aAMUMHUCTPATOPOM
(cm. «HacTporika nonuTrk napony»).

Mocne BBOAA HOBOMO NApOMA BO3HUKHET AoMOnHMTenbHas kHonka * . Ukonka “* u3aMeHMT ckpbiTbie
CMMBOIbI Ha SiBHble. [oaTBepXaeHne napons B 3TOM criyyae He noTpebyeTcs n cooTBETCTBYOLLEE None
OyaeT cKkpbITO.

Mpu 3agaHun napons rnobanbHon yyeTHonm 3anucu OB Heobxogmmo, 4TOBblI Maponb COOTBETCTBOBAN
naponbeHbIM nonutukam 6GesonacHoctn OC Windows Ha mopgynsax. Ecnm TpeboBaHue He Oyger
cobntogeHo, TOo BO3HWMKHET owwubka «Onepauyuss 3abnokuposaHa OC Windows» B npouecce
CVMHXPOHM3aUUn y4eTHbIX 3anucen. N3-3a gaHHon owmnbkn MoxeT HabnogaTbcsa cneayollee:

e npobrema cosnaHns y4eTHOM 3anncy ¢ He4OCTaTOMHO CMOXKHBIM Maponem;
e npobrema CUHXPOHM3aLUM Naponsi y4EeTHOW 3anucu, ecrv nofb3oBaTtesb Obin cCo3haH paHee.

Bo wm3bexaHne oOwWWOKM CUHXPOHM3ALUWN YYETHbIX 3anucen, PeKOMeHOyeTCs OTKMIYUTb NaposibHble
nonutukn OC Windows. [laHHas dyHKLMOHanbHas BO3MOXHOCTb peanu3oBaHa B C3U Dallas Lock 8.0
He3aBuncumo oT mexaHnsmos OC.

5.210 Peruncrtpauusa oOMeHHbIX nonb3oBateneu B [1b

O4yeHb 4acToO KOMMbIOTEPLlI C YCTAHOBMEHHOMW CUCTEMOMW 3awuTbl OObEAWHEHbl B JOKamnbHYK CeTb,
PU3NYECKYID N FOTMYECKYIO CTPYKTYPY KOTOPOW OObeauHAeT cnyxObl kaTanoroB. OTO Mo3BonseT
LleHTpann3oBaHHO afMWHUCTPUPOBATL BCE pecypchl, BKITlOYas nons3osartenen, dannel, nepupepuinHsie
YyCTPOWCTBa, OOCTyn K crnyxbam, ceTeBbiM pecypcam, Beb-ysnam, 6aszam gaHHbiXx 1M npoumve. [pynna
KOMMbIOTEPOB, COBMECTHO MCMOMNb3yHoLLMX 06LLyto 6a3dy gaHHbIX KaTanora, obpasyeT JOMEH.

Takum obpasom, C y4eTHbIMM 3annCsMK MONb30OBaTENen, Co3A4aHHbIMU B AOMEHE, MOXHO MPOBOAUTH
onepauun Ha pabounx CTaHUMSX, 3aperMCTPpUPOBaHHbLIX B 3TOM JOMEHE, U B TOM YMCIEe perncTpupoBatb
B ELlY Dallas Lock.

[ns 6e30Wwmbo4YHON paboThl perncTpauum goMeHHbIX y4eTHbIX 3anucen B ELLY Dallas Lock,
yctaHoBneHHom B OC cemenctBa Linux, Heobxogmmo Ha DNS-cepBepax, K KOTOpbIM
obpawaercas APM c ELY Dallas Lock, koppekTHO HacTpouTb 06paTHyk 30HYy (TO ecTb
OOImKHa MpucyTcTBOBaTb ObpaTHas 30Ha, copepxalwias PTR-3anucu Bcex KOHTPOMMepoB
AD).

Ons npoBepku aaHHoro TpeboBaHus AUB HyxHO Ha APM ¢ ELY Dallas Lock BbinonHuTb
crnegyLine KomaHabl:

e nslookup <umsi_OomeHa> — ybeguTbcs, YTO BbiBOaUTCH |IP-agpec;

e nslookup <nony4yeHHbili IP-adpec> — ybepguTbCs, YTO BbIBOOAUTCS KOPPEKTHOE
FQDN-nmsa koHTponnepa AD.



Mpun pernctpaumm B ELLY Dallas Lock OOMEHHbIX yYeTHbIX 3anMceri Heobxoaumo, YTobbl

Bpemsi cepBepa ELIY Dallas Lock 6bino CMHXpOHW3MPOBaAHO C BPEMEHEM KOHTpornepa
AoMeHa.

Ons pernctpaumm B [JomeHe GesonacHoctn ELLY Dallas Lock gomMeHHbIX nonb3oBaTenen B Ka4yecTtBe
rnobarnbHbIX HEOBXOANMO BbINONHUTL CReaytoLLlee:

1. Y6eantbes, yto [omeH GeszonacHoctn ELLY Dallas Lock npuHagnexut gomeHy (cM. «MeHemkep
OOMEHOBY).

2. |_|OJ'Iy‘-IVITb CNNCOK OMEHHbIX Nornb3oBaTenen. [nsa atoro npwn co3gaHnn Nnonb3oBaTesid B Bbllagarolem

cnvicke nonsi )cmoyHuUK Heo6xoanMmo BblbpaTb UMsi JOMEHa M HaxaTb KHOTMKY noucka Q (puc. 74).

0 Cospate noatsoeatens . O >
McToqnme: Twn:

DL v C
Vima nonssosatens Twn yueTHOW Zankex ELLY
xmpp; C'\

¥ueTHaA 3anMck = MoaHoe vrMa OnucaHme '

Adrministratar Adrministratar BrTpoeHHAA YUETHAA 3aNWCE ..
[ocTe [ocTe BcTpoeHrHan ywqeTHanA 3anuce an..
krbtgt krbtgt ¥ueTHaA sanuce caywhel KOC
Adrnin Adrnin
AnakinSkynalker Anakin DV Skynalker
®mpp xmpp

xmpptest narre i, snarne

Puc. 74. 3anonHeHne y4eTHOM 3anucu nonb3oBartens

I'Ile perncrpaunn OOMEHHOM yquH017| 3anucu HeobxoaMMo HaxaTb Ha KHOMMKY O6HOBUTbL

c

anga BBoAda aBTOPU3aLUMOHHbLIX AAHHbIX, Aanee Bbl6paTb B none YICmMoYyHUK UMs AoMeHa
N Npon3BeCTn MNOUCK YYETHbIX 3anucen Bbl6paHHOFO AOOMeHa.

Ons nony4vyeHuna Crnunucka Y4eTHbIX 3anucen aOOMeHa HeoOXoAUMO  AOMOSIHUTENbHO  BBECTU
aBTOpuM3aunoOHHble AaHHble aAMWHUCTpAaTOopa AOMEHa B NOABUBLLEMCA OKHE (pI/IC. 75).

D BB0A AaHHBIX 4NA NOAKAKIYEHMA K A0 MEHY — *
Homen gna nogentodeHaa BB w

A nonesoeatens

Mapone

Puc. 75. ABTOp13aUMOHHbIe AaHHbIe agMUHUCTpaTopa AgoMeHa AD

3. Bbl6paTb YYETHYIO 3annCb MoJ1b30OBaTeIA N HaXaTb I'Ipo.qon)KMTb. MoXHO BbIAENUTb HECKOSLKO
YYETHbIX 3anucen, numetowmxcs B OC, n 3aperncrtpupoBaTtb X OAHOBPEMEHHO.



B 16 aBTOMaTmnyeckn chopmMmpyeTcs yyeTHas 3anucb nosib3oBaTesnis ¢ TeM XXe UMeHeM AoMeHa, FIOTMHOM
MU naponemM. Y4YeTHasi 3anvcb MONb30BAaTENsA B CMNWCKE YYEeTHbIX 3anucen OyaeT MMeTb BuUA «UMS
domeHa/uMsi os1b308amerssi».

Mpn pernctpaumm B ELLY Dallas Lock p[oMeHHble y4yeTHble 3anucu [obaBnsaoTcs
BbIKIMOYEHHBIMW.

Mmerowmxca AoMeHHbIX nonb3oBaTenen MoXHO 3apernctpuposaTb B ELY Dallas Lock, HO nx Henb3s
co3paTb cpeacteammn KoHconn ELLY. Ecnn Hy)XeH HOBbIM JOMEHHbI NOoSib30BaTeNb, €ro NpuaeTcs co3gatb
CpeAcTBaMn aaMUHUCTPUPOBAHUS Ha KOHTPOJEpe AOMEHA U TOSMbKO MOCNEe 3TOro 3aperMcTpupoBaTth
B ELlY Dallas Lock.

Cnncok gOMeHHbIX nonb3oBaTenen un rpynn kawmpyetcsa KoHconbio ELLY B cBoen namsitu. MoaTtomy, ecnm
HOBbIV MOMb30BaTeNb CO34aH Ha KOHTPOMNnepe AOMEeHa, OH MOXeT nosiBuTbcs B cnvcke KoHconm ELYY

c .

He cpa3y. Heobxoaumo oGHOBUTL CMIMCOK C MOMOLLIbIO KHOMKM OBGHOBUTBL

lMpouecc nomy4yeHus cnmMcka OOMEHHbIX Monb3oBaTene MOXeT ObiTb [OCTAaTOYHO
anutenbHbiM. Bo Bpemsi 3Toro npouecca BO3MOXHO MOSIBIIEHWE [OManoroBoro OKHa
C Npocb0boW BBECTU MOEHTUDMKALMOHHYIO MHCpOpMaLMIO agMUHUCTpaTopa.

C 3apeructpupoBaHHbiMu B ELLY Dallas Lock goMeHHbIMKM Monb3oBaTensiMyM MOXHO MPoOBOANUTL Ntobble
onepauum No peanusauum nonuTuK 6e30nacHoCcTM, O4HAKO Hemnb3s MEeHATb naponb cpeactsamu ELLYY
Dallas Lock. [Npu nonbiTke nameHnTb naponb 6yaeTt BbiBe4EHO NpeaynpexaeHne.

AnnapaTtHbll MAEHTUMUKATOP MOXET OblTb Ha3Ha4yeH TONbKO Ans OTAENbHO B3ATON
AOMEHHOW y4eTHOM 3anucu, 3apernctpmposaHHon B [1b 6e3 macku.

Takxke cpegctsamu ELLY Dallas Lock HEBO3MOXHO N3MEHUTbL CAUCOK Py, B KOTOPble BXOAUT JOMEHHbIN
nonb3oBaTenb.

5.2.11 Perncrtpauusa oOMeHHbIX Nonb3oBaTesrien no macke B 1b

B cuctreme ELY Dallas Lock peanu3oBaH MexaHU3M peructpauuu AOMEHHbIX YYeTHbIX 3anucen
nonb3oBaTenen CUCTEMbI C UCMOSb30BaAHMEM MAaCOK Mo CUMBOSTY «*». B 3TOM KOHTEKCTE CMMBOI «*» UMeeT
3HauyeHue «ecex». YueTHas 3anuck «Mmsi_O0omeHa\*» o3HadaeT Bcex rnorb3oBaTenei 4aHHOro AoOMeHa.

Mo Takom macke BO3MOXHa permcTtpauua TOJIbKO OOMEHHbIX Y4YeTHbIX 3anucen, Ond nokanbHbIX
3TO HEBO3MOXHO, U Kaxkaas 3anncb AofmkHa ObiTb co3gaHa OTAerNbHO.

Ecnu npu pernctpaumm SOMEHHbIX YYETHbIX 3anvMcen No Macke HeEKOTOPbIE YYeTHbIe 3anmcu
yXe Obinu paHee 3apernctpupoBaHbl B b ELY, 10 gaHHble Y3 6yayT nponyLieHbl
npu gobasneHny ¢ BbIBOAOM COOTBETCTBYHOLEro coobueHus, otcyTereytowme B b ELLY
yyeTHble 3anvucu npu aTom ByayT gobaBneHsl.

MexaHu3am permctpaumm OOMEHHbIX YYETHbIX 3anmMcert CUCTEMbI C UCMOMbL30OBAHMEM MacoK MO3BONAEeT
NPUBECTM CUCTEMY BXOAa K CTPOroMy Buay.

Ons paspelleHns Bxoda B CUCTEMY BCEX LAOMEHHbIX Monb3oBaTenen (B TOM 4ucre nonb3oBaTenem
AoBepeHHbIx goMeHoB) B ELLY Dallas Lock gomkHa 6bITb 3apernctpMpoBaHa yyeTHas 3anuck «*\*».

[na atoro Heob6xo4MMO NpuU CO34aHMM HOBOTO MOSb30BaTENsl yKa3aTb UCTOYHMK «*» U HaXaTb KHOMKY
Mpoaonxkuntb.

YyeTHasa 3anucb «*\*» co3pgaetca Ha mogyne C3U Dallas Lock 8.0 Ha lK, sBnswowemcs
yneHom goMmeHa Windows, npu ycTaHOBKe C KOHUrypaumnein no yMon4aHuio.

Kaxpas y4yeTHadA 3annucb MoXxeT ObITb B COCTOSIHUM 8X00 pas3peweH n 8x00 3aripeweH. YTto0bbI 3anpeTnTb
BXo4 noa COOTBeTCTByPOU.LeVI yquH0|7| 3anncbio HeobxoamMmo, 4YTOObI B CBOWCTBAaX yquHon 3anucu



Ha BKragke 3anpem pabomesi ons napaMeTpa YYyeTHas 3anmcb OTKIOYeHa Obino BbiOpaHo 3HadeHne [a
(puc. 76).

U YuETHaA 3aNMCE OTEAMIYEHA pod

® ga
'i::' HeT

MpHMEHKTRE OTMEHA

Puc. 76. YyeTHasa 3anucb OTKMIO4YeHa

Ecnn ana cyuwecteylollen yyeTHoW 3anucu Buaa «*\*» 3anpeTmtb BXOA4 B CUCTEMY WU OOHOBPEMEHHO
paspeLlnTb BXOA ANs yYeTHbIX 3anucen tuna «ZCB\*», To B cuctemy 3awuTbl nonb3oBaTteny JOMEHOB
BXOOUTb HE CMOTyT, HO CMOrYT BXOAWUTb TOMbKO nonb3oBaTenu gomeHa ZCB. [pyron npumep: ecnu
3anpeTuTb BXoA B cuctemy ans 3anmcu «ZCB\*» n paspewmnts gna «ZCB\admin1», «ZCB\admin2», 10 310
OypeT 03HayaTtb, 4YTO M3 goMeHa ZCB Ha 3alyWLeHHbIN CUCTEMOW KOMMNbIOTEP CMOryT BXOAWUTb TONBKO
none3osateny admin1 n admin2.

Takum oBpasom, cuctemy MpPOBEPKM MONb30OBaTENEN MOXHO JIErKO NMPUBECTU K «CTPOrom» CUCTEME,
OOCTaTOYHO OTKIMIOYMTb YYETHYIO 3anuck «*\*» n, fanee, B ABHOM BUAE PErMCTPUMPOBATb YYETHbIE 3anncu
HeobXoaMMbIX AOMEHHbIX Nonb3oBaTenen.

Ecnn B ELlY 3apeructpvpoBaHa AOMeEHHasi ydeTHas 3anucb «*\*» unun «Mmsi_oomeHa\™»,
TO Ha3Ha4yaTb MNapaMeTpbl MOMb30BaTENe MOXHO KakK [AOnsi YYeTHoOM 3anucu  «*\*»
(vn «Mms_OomeHa\*»), Tak U Ona KaKOOW VMHOUBMAYanbHOW YYETHOW 3anvcu OOMEHa,
BblOpaB ee 13 crucka.

5.212 Co3paHue rpynn nonb3oBartenen [1b

pynnbl NpeaHasHaveHbl Ans o6beanHeHMs Nonb3oBaTenen, y KOTopbix NpaBa 6€30nacHOCTU MOryT 6bITb
CXOXMMU. Takoe 0ObeaVHEHNE MOXET ynpocTUTb paboTy agMmHMCTpaTopa Mpu BbINMOIHEHUN HACTPOEK
[omeHa 6e3onacHocTu.

Mpynnel 6e3onacHOCTU yNpoLLatoT ynpaBneHne JOCTynoMm K pecypcam. MoxHo fo6aBnaTe nonb3oBaTtenen
K rpynnam 6e3onacHocTv, a 3aTeM NpeAoCcTaBnsATb 3TMM rpynnam npasa AoCTyna, U yaanaTe ux oTTyaa
B COOTBETCTBUM C NOTPEOHOCTAMM 3TUX NOSIb30BaTENEN.

[nst npocMoTpa 1 pefakTMpoBaHus cnmncka rpynn cuctembl 6esonacHoctn B KoHconn ELLY Heobxogmmo
BbliOpaTb Bknagky Monb3oBartenu — lpynnbl. B okHe KoHconu ELY aBTOMatuuecku nosiensieTcs psig
npefBapuUTeNbHO CKOHUIYPUPOBAHHBIX FPYyMn B fiokanbHon OC, B KOTOPbIE MOXHO BKIHOYaTb rnobanbHbIx
none3oBartenewn (puc. 77).
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OMEPALIAK C TPYMMAMIA

Co3gare

OUNBTPBI

Mowuck -

CocTannme | BeiBpans Bce HauzHHA

Kareropws  Beibparel Bre sHaveHus -
Beibpats sce Quucrurs
Cherema

Dallas Lack 8.0 WK11
Dallas Lack 8.0 K12
Dallas Lack 8.0 VK13

CJ13 Dallas Lock VIKS
-

OMEPATWUBHOE YMPABAEHWE

ChHxpoHMsMpoBaTE

BHoBb co3gaHHble ¢ nomouwbio ELLY Dallas Lock rnobanbHble rpynnbl aBTOMaTMYecKn co3gagyTcs
W B MOAYUHEHHBIX MOOYMSIX NOCIE CUHXPOHM3aLMKW. YaaneHHble rnobanbHble rpynnbl NponaayT U3 CMCKOB
rpynn Ha MoAynsax nocrne CUHXPOHU3aLMM.

B paHHble rmobanbHble rpynnbl, cdoopmmnpoBaHHblie B ELLY Dallas Lock, moxHO go6aBnsitb

TOJTbKO

rnodanbHbIX U

MOAYIbHbIX

norib3oBaTenen.

[lomMeHHble

nonb3oBaTtenu

pobaBnsTcs B rpynnbl Ha KOHTposnepe AOOMeHa. Takke npu HaCTpOVIKe NOJNTNTUK
©Ge3onacHocTH npu nobaBneHumn rpynn nodasndeTcA BO3MOXHOCTb Bbl60pa rnobanbHbIX
M MOAYIbHbIX rpynm.

[nsa cosgaHua rmobanbHbIX rpynn ¢ nomoLbto KoHconu ELY Heobxoammo:
1. OtkpbiTb BKkNagky Mons3oeameriu B KoHconu ELLY.

2. BbibpaTtb kaTeropuio Fpynnbi.
3. Ha naHenu WHCTpyMEHTOB B onepauusix C rpynnamuM Haxatb kHonky Cos3pgatb wunu BblbpaTtb

COOTBETCTBYHOLLYI U3 KOHTEKCTHOIO MEeHI0, HakaB NnpaBy KHOMKY MbILLUW.

4. Ha akpaHe nosiBUTCH OKHO co3gaHus rpynnbl (puc. 78).

D Co3gaTe rpynny Nons3osaTencn

HaseaHWe rpynnsi

[

Tin:

Tun yueTtHoi 3anuen ELLY

Otmena

Puc. 78. Co3gaHue rmo6anbHou rpynnbl

5. B none HaseaHue 2pyrnrbl HEOOXOAMMO BBECTU Ha3BaHUE PErmcTpMpyemMon rpynneoil.

Mpu Hannumm B [lomeHe 6e3onacHocTy MK, paboTtatowmx nog OC Linux, He pekoMeHayeTcs
NCMNonb30BaTb KUPUIINIMYECKME CUMBOSBbI B WMMEHaX MNONb3oBaTene M rpynn B CBs3U
C OTCYTCTBMEM rapaHTum obecneyeHns KOppPeKTHOM paboThbl.



HasBaHue rnob6anbHOW rpynnbl CYATAETCH YHUKanbHbIM B pamMkax opHoro [omeHa
©e3onacHocTu.

6. BbiGpaTb Tun yyemHou 3anucu EL]Y B 3aBMCMMOCTH OT TOrO, ANA MOAYfen Kakoro Tuna npumeHaeTcs
AaHHasa rpynna nonb3oBaTenen.

M3MeHuTb Tun yquH0|7| 3arnmcm MOXHO, UCNOJ1b3yA KHOMKY CMeHUTb TUN Ha naHenu WHCTPYMEHTOB
Onepauuu C epyrninamu nnn Bbl6paB JaHHoe JencTBME U3 KOHTEKCTHOMO MEHIO.

7. MNMocne Haxatns [MpooonNXuTb MNOABUTCA OKHO ANs pPefakTMpoBaHWs MapameTpoB  rpynnbl
nonb3oBaTtenen (cM. «[lapameTpbl rpynn nonsb3oBaTenemn»).

N3mMeHnTb napaMeTpbl Fpynnbl MOXHO, UCMOMNb3ys KHOMKy CBOMCTBA Ha NaHenu MHCTpymeHToB Onepayuu
C epyrnnamu vwnv BolbpaB faHHOEe AeCTBNE U3 KOHTEKCTHOrO MEHIO.

5.213 YpaneHue rpynn nonb3oBateneun 1b

Ons yoaneHnus rmobanbHonm rpynnbl M3 [JomeHa Ge3onacHOCTM HeoBXoAMMO BbIENUTbL €€ Ha3BaHue
B CMMCKe Ha ypoBHe Briadesibya, HaxaTb KHOMKY YAanuTb unu BbiOpaTb COOTBETCTBYOLLEE AENACTBUE
13 KOHTEKCTHOro MeHto. 'pynna nonb3oBaTtenen 6yaeT yaaneHa ¢ Moaynen nocne cuHxpoHunsaumm ¢ ELLY
Dallas Lock.

5.3 PoneBas mopgenb y4YeTHbIX 3anucen [1b

HacTpoviku no npaBam agMuHUCTpMpoBaHus B [B ocyulecTBnswTcs B paboyen obnactv gns BKNagku
lNonb3osamenu B kateropuu Monb3oBarenu B none Posk adMuHucmpuposaHusi (puc. 79).

> Q v e Monssosatenu
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Puc. 79. Ponb agMuHuCcTprpoBaHus

Ponb npeacraensiet cobo COBOKYNMHOCTb NPUBUIErMIA — MOSTHOMOYUIA MO BbINOMHEHNIO AEWCTBUIA B 4acTu
agmMuHucTpupoBaHuna [1b.

Ha ocHoBe rpynn npusunermn B ELY Dallas Lock cdopmupoBaHbl cnegytlowue ponu
agMWUHUCTPUPOBAHWS:

o  AdMuHUCMpamop — MaKCMMarbHble npvBUNErMM Ha ynpaesneHne [OBb wnuM ero 4yacTtblo,
B 3aBMCMMOCTU OT YPOBHS HasHa4YeHWs ponu;
e Aydumop — B 3aBUCUMOCTU OT YPOBHS HadHa4YeHusi ponu, AyauTop MOXeT UMETb OonpeaerieHHbIN
Habop npuBunern Ha NPocMoTp UHdopmauun o b nnu ero yactu:
e  COCTOSIHME 3alUULLEHHOCTY;
e NPOCMOTP Cnucka nonb3oBartenemn, UX NnapaMeTpoB N Ha3HaAYEeHHbLIX poren;
e NPOCMOTP 3HAYEHWI NONUTUK Be3onacHoCTy;
e YTeHue XXypHarnos.
e Hem ripase — nonb3oBatenu 6e3 Npas Ha agMUHUCTpMpoBaHue n ayaut Ab;
e He HasHayeHo.

Mo YMO4aHNK HOBbIM NoJib3oBaTeNnidM Ha3HavyaeTCqd posib He HasHaueHo.

Y Ha3zHauyeHus Ha ponb ecTb NapameTp Bradesney — ypoBeHb, Ha KOTOPOM bblnia HasHayYeHa gaHHasi posb.
Ecnn Ha ypoBHe Brnadenbuya y4eTHOW 3anucu nonb3oBaTens onpegeneHa ponb He Has3HavyeHo,
TO MO YMOMYaHWIO Takow nonb3oBaTenb He OyaeT obnagaTtb NpvBUNErMSMU Ha agMUHUCTpUpoBaHue b
Ha AaHHOM ypOBHe, NpW 3TOM, €CMx Ha NOAYNHEHHbIX Y3rax:

e ponb He NepeonpeaeneHa (3HayeHne He HazHavYeHo), To Nonb3oBaTenb 6yaeT HacnegoBaTh Poslb
c Gonee BbICOKOro ypoBHs aepesa [b;



e posib Nonb3oBaTens nepeonpeaeneHa (3HaveHme, oTNNYHoe oT He HasHavYeHo), TO Nonb3oBaTerb
OyaeT MeTb Ha 9TOM MOAYMHEHHOM YPOBHE M YPOBHAX HUXE STOr0 NPUBUMErM B COOTBETCTBU
C HasHa4YeHHOW POrbio.

CnegyetT BHMMAartenbHO OTHOCUMTBCS K CO34aHWI0O W yOarieHUo HasHa4yeHwun ponew
nonb3oBarternien Ha agMmuHucTpmpoBaHue [Ob. Ecnn Ha kakom-nubo u3 ypoBHen [domeHa
6e30nacHOCTW He OCTAHETCH HM OQHOTO MONb30BaTENs C ponbo AGMUHUCMpPamop, AOCTyN
K HacTpovkam Ha 3TOM ypoOBHe OydeT opraHvyeH OO MOMEHTAa MOSIBNIEHMS MOSib30BaTens
C JOCTaTO4HbIM HAabopoM NpUBUNErUN.

5.4 TMonutuku b

Mocne ycTaHOBKM CUCTEMbI YrnpaBlieHWsi, HeOOXOAMMO MNPOM3BECTM ee HacTpouKy. lMond HacTpomkoi
CMUCTEMbl MOHUMAETCH YCTaHOBKa 3HayeHun nonutuk [omeHa 6e3onacHOCTW, YAOBMETBOPSOLLNX
nonutMkaMm 6e30nacHOCTV opraHv3aumu.

Bknapka lMonumuku no3BonsieT pegakTMpoBaTh napameTpbl 6e3onacHocTu Ha ypoBHe Bcero [B, nocne
CMHXPOHM3ALUMN Ha BCeX NOAYMHEHHbIX obbekTax B [OB npumeHsioTcs ycTaHOBREHHblE HacTponku'?
(pwc. 80).

Monntukmn

€3 Dallas Lock VIKs

[ TEANTHKM ABTOPM3ALIAN ] [ Mot ayauTa ] [ Mpaea nonk30Batened ]

[ MOAHTUKN KOHTROAA LEN0CTHOCTH l [ Pexam pabotel C31 ] [ OUNCTKS OCTATOUHON MHGOPM LMK ] [ Noantikn ACH l AEMCTEWA
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o 3anper Ha usmenenne TMoautkika ~ 3nausHue Tun magyan

o ESXi: MUHMMAAEH D2 KOAHHECTED KAZCEHE CHMEOATE He wenonesyerca C3W BK (VK4 WKS, LIKE)

o ESXi: HANOMUHATE 6 CMEHE Nap0ng 53 He wenonesyerea C3W BK (K4, KS, LIKG)

Yy olirts KomiiecTen npedsiiy Ly N3poneii, KoTopbIe NOAE38aTeNb He MOXET HENOEIDESTE 5 3V B (UIKS, UKEY

o aVirt; MakcumansHeii cpor aeficTans napons BHea San C3VBM (KS, WIKE) GUSETPEI

o oWirt: MUHMMENEHE A7HHE Napana 3 IV B (IKE, UIKE) bt e |

o olirt; MUHMManEHOE KOARYECTSD NPONKCHES ByKs He nenonesyerca G3M B (VKS, AKE)

o ovirt: M KOMMuECTED Cn cumBnoE He ncnonesyercs C3M B (VIKS, 1KE)

o oWirt: MUHMMANEHGE KGARYECTED CTROHHBIX Byks He wenonesyerea C3M B (VKS, LKE) Cucrema

o olitt: MUHUMAREHE KOARECTED LGP He wenonesyerea C3M B (VKS, AKE) Dallas Lock 8.0 HKLL

o olfirt: HanommHats o cmene napons 3a 1an €U B {(UIKS, UKE) Dallos Lock 8.0 K12

o wCenter: KDAWMECTED NPEABIAYLLME NAPOER, KOTOPLIE NOME30EATE N HE MOKeT MCNONES0BATE 5 31 B (1K, LIKS, K6} 13 Dallas Lack VK
allas Loc

o wCenter: MEKCHMaNEH3A AniHE N3pona W CIV B (K4, VIKS, WKE)

Puc. 80. Bknagka «Monutuku» b

OTKpbITb peaakTop NONNTUKM MOXHO crnegytowumm cnocobamu:
e  [OBaXAbl LENKHYTb NIEBOW KHOMKOW MbILLM MO U3MEHSIEMOWN MOSNUTUKE;
e  BbI3BaTb KOHTEKCTHOE MEHIO U3MEHAEMOW NONUTMKN N BbiIDpaTe CBOMCTRBA;
e HaxaTb kHonky CBoMcTBa Ha naHenwu [elicmeusi.

Ecnu B none 3anpem Ha u3ameHeHue Ans NONMUTUKN ONPeLeneH 3akpbITbI 3aMOK KpacHOro
LBeTa, TO Ha AaHHY MONUTUKY YCTaHOBIEH 3anpeT Ha U3MEHEHWeE, NOoNuTUKa HeJOCTyNHa
ONa  pefakTUpoBaHMsl, MpU STOM Ha HWkenexawmx ypoBHsx [B aBTomaTuyecku
ycTaHoBuTCs donar Hacriedyemcsi, 6€3 BO3MOXHOCTU OTKIOYEHNS JAHHOIO COCTOSIHUS.
OTKpbITLIN 3eMeHbI 3aMOK 0603HaYaeT OTCYTCTBME 3anpeTa Ha UBMEHEHUE ANs NOSNUTUKN.
3aKpbITbli OpaHXEeBbli 3aMOK MCMonb3yeTcs TOMbKO B 3arofioBke cTonbua 3anpem
Ha UsMeHeHuUe W yCTaHaBNMBaEeTCsl, eCrnv ANs MNonuTuK B Tabnuue onpeaeneHbl pasHble
3Ha4YeHUst NnapameTpa.

5.4.1 Hactponka nonuTtuk naponen

HaCTDOIZKVI, KacatoLmecs 3Ha4YeHNi NapoJibHbIX NOJIUTUK, PETYITUPYIOTCA B KaTeropum MonuTtunkn naponeﬁ
Ha BKnagke lMonumuku.

B cootBeTcTBUM C TpeGOBaHMﬂMI/I NoNUTUKM Ge3o0nacHOCTU opraHunsauunmn HeobxoaMmo HacTpouTb BCe
napamMeTpbl, pacnosfioXXeHHble B CMUCKe NMOJINTUK napone|7|.
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Cnepyet yyectb, 4to B OC Windows ecTb CBOW, HE3aBUCUMbIE MOSINTUKA CIIOXKHOCTU
naponsi. 1 B HEKOTOPbIX Cryyasx naponb MoXeT ygoBrneTBopsaTb nonutukam Dallas Lock,
HO He yaoBneTBopATb nonutukam Windows. B gaHHOM cnyyae Takon naposib YCTaHOBUTb
He yaacTcs.

Ta6nuua 10. MaponbHbie NOUTUKKN

ESXi: MMHUManbHOe KONMMYecTBO KIaccoB CUMBOJIOB

HaHHas nonuTuka onpegensieT KoNMYecTBO KNaccoB CUMBOSOB (BYKBbI B BEPXHEM U HUXHEM PErUCTpE,
LUMdpbI U cneuunanbHble CMMBOSbI), KOTOpbIE AOSMKHbI MPUCYTCTBOBATL B Naporsie, Ans y4eTHOWM 3anucu
Cepaepa uptyanusauum B LIY C3U BU Dallas Lock.

Monutuka npuHuMaeT 3HaveHus oT 1 4o 4 n «He ucnonb3yemcs». 3HadeHue « T» 03Ha4vaeT, YTo Naponb
MOXEeT cofepXaTb nobble CUMBOSbI, HAaNpUMep, TONbKO UMdpbl. 10 ymMonyaHuio nonuTuka umeet
3HayeHwue: «He ucrnonb3yemcs».

Monutuka npumeHsietcst Ha mogynsix C3U BU Dallas Lock.
ESXi: HanomunHaTb 0 cMeHe napons 3a

C nomoubto AaHHOro napamMmeTpa cucrtemMma 3awunTbl NO3BOJINT HaANoOMWUHaATbL MOJib3OBaTEsIl0 O TOM,
YTO Yepes onpeanernieHHoe Konin4ecTteo AHel HeobXoaNMO CMEHUTL napornb.

MonuTtuka npuHumaeT 3HadveHus ot 1 go 180 gHen u «He ucnonb3yemcs». 1o ymonyaHuio nonuTuka
nveet 3HadeHne «3 OH.». Ecnu BbiOpaHO 3HaveHue «He ucrionb3yemcs», TO HaNOMWHAHWUA
0 HEODXOAMMOCTM CMEHbI Naporns He OyaeT.

HanomwuHaHue o npeacTosiien cmeHe napons byaet nosaBnsaTbCS Ha akpaHe npu 3arpy3ke C3U gaHHbIM
nonb3oBaTeneM, HauMHas C TOr0 MOMEHTa, Korga A0 CMeHbl napons (aktmyecku A0 UcTeyeHus
MaKCUMarnbHOro BPEMEHU AeNCTBUS Mapons) OcTanocb KONMYECTBO AHEN, paBHOE YCTaHOBIEHHOMY
3HAYEeHUIo AN 3TON NOMUTUKN.

[MapameTpbl, yCTaHaBNuBawLWMEe CPOK OEWUCTBUSA Napons, AEWCTBYIOT He3aBUCUMMO
oT aHanornyHbix napametpoB OC Windows. B Windows [enCTBYIOT CBOW MOMUTUKU
©e3onacHOCTU, KOTOpbIE Takke MOryT NnoTpeboBaTk CMeHbI Napons He3asmcmo ot C3U
Dallas Lock 8.0.

B C3U Dallas Lock 8.0 n OC Windows coBnagatoT crneayoLne naposibHble NOSIUTUKK:

MaKcMMarbHbI CPOK AEUCTBUSA Napons;

MUHUManbHas AnNuHa Napons;

MWHUManbHbIN CPOK AENCTBUS Napons;

naporsb OOMKEH OTBeYaTb TPEBOBAHNSIM CITOXKHOCTH.

Utobbl He BO3HUKaNO KoHdnukTa naponbHbix nonutuk OC Windows wn C3MU
Dallas Lock 8.0, HyxHO coenaTb AaHHble NONUTUKKA uaeHTudHbiMM B OC n C3WU, nnbo
OTKMO4YMTL nonntukm B OC.

MonuTtunka npumenHseTca Ha moaynsx C3U BU Dallas Lock.
vSphere: MMHumanbHasa gnvHa napons

[daHHOW  MNONWTMKOW  YCTaAHaBNUBAETCA  OFPaHUYEHUE HA  MUHUMAnNbHYK  ONWHY  napons
ans runepsusopos vSphere.

MonuTtuka npuHumMaeT 3HadvyeHus ot 1 go 30 cumBonos. Mo ymonyaHuo 3HadeHne: 6 cumMeosios.

Mpwn perncrpaumnm HoOBOM y4eTHOM 3anucu 1 npu nsameHeHum ctaporo napons s LIY C3U BU Dallas Lock
KOHTPONMPYETCs ANIMHA BBOAUMOTO naporns. Ecnv yMcno cMMBonoB B Napore MeHbLUE YCTaHOBIIEHHOIO
3Ha4YeHus, TO Ha 3KpaHe MOSABUTCA npeaynpexneHne «Beod naporns: esedeH CrUUWKOM KOPOMKuUL
rnaposib».

CnegyeT MeTb B BMAY, YTO €CNM B Npolecce paboTbl USMEHUTb 3HaYeHWe ANUHbI Napons (Hanpumep,
YBENUYNTBL), TO Y 3aperncTpMpoBaHHbIX YYETHbIX 3anMceil OHa OCTaHeTCs NPeXHen 00 NepBON CMEHBI
naponsi.

MonuTtunka npumenseTca Ha moagynsx C3U BU Dallas Lock.



vSphere: MakcuManbHbIM CPOK AENCTBUS Napons

Monntuka ycTaHaBnNMBaeT MakCUMarnbHbIA CPOK OENCTBUS napond nonb3oBaTenen. o ucredeHum
CpoKa [OencTBus MOMb30oBaTenio aBTomatMdeckn OyoeT  MpensiokeHo CMEHWTb  Maporb.
He pacnpocTpaHseTcd Ha ydeTHble 3anucu nonb3oBaTene C  yCTAHOBMEHHbIM  aTpubyToMm
Beccpo4HbIi naponb.

MonuTunka npuHUMaeT 3HadeHus oT 1 aHA Ao 25 Hegenb 1 5 gHen (180 gHen) n «He ucnons3yemcs» —
MaKCUMarbHbI CPOK AENCTBUS Mapons He yCTaHoBreH. [10 yMonyaHuio nonutuka mmeeT 3HayveHue
«180 OH.».

MonuTtunka npumeHseTca Ha moaynsx C3U BU Dallas Lock.

MuHumanbHas gnuHa naponsa

[aHHOWM MONMWTMKOM  YyCTaHABNMWBAaETCA OrpaHUMYeHMe Ha  MUHMMAnbHYH ANUHY  [apons.
Mpuv perncTpaumMm HOBOTO MOSb30BaTeNst M NPU U3MEHEHWU CTaporo Mapossi cMcTeMa KOHTPONUpyeT
ANVHY BBOAMMOro napons. Ecnu uncrno cMMBOMOB B Maporie MeHblUe YCTaHOBMEHHOIro 3Ha4eHwus,
TO Ha 3KpaHe NosABMTCA NpeaynpexaeHne «Beod naporis: 68edeH CrIUWKOM KOPOMKUL Maporsiby.

MonuTtuka npuHmmaeT 3HadeHmns ot 1 o 30 cumBonoB u «He ucnons3yemcs». [10 yMOn4aHuio nonuTuka
nmeeTt 3HadeHune: 8 cumonos. [pu Beibope 3HayeHns «He ucrnonb3yemcs» ycTaHaBnuMBaeMbli Naporb
MOXET MMETb MyCTOE 3HaYeHMeE.

[lencteme NONNTUKN pacnpocTpaHseTcsa Ha 3HavyeHus naponen, PIN-KogoB u Knoyen.

CnegyeT MeTb B BMAY, YTO €Cni B npolecce paboTbl M3MEHeHO 3Ha4YeHre AnvHbl napons (Hanpumvep,
YBENNYEHO), TO Y 3aperncTpMpoBaHHbIX MOJSib30BaTeNieli OHa OCTaeTCs MpEeXHen 40 NepBON CMeHbI
3HayYeHus.

Mpun HacTpovike NONUTUKN ANS BEPCUIN MOAYIen, Ha KOTOPbIX 3HaYeHne NonuTMkn Buino
orpaHnyeHo 14 cumBonamn, BbicTaBrieHHoe Ha ELY 3HayeHve Bblwe 14
Mpy CUHXPOHM3aLUMM OyaeT 3aMeHeHO Ans AaHHbIX moaynen Ha 714. ogpobHyto
WHopMaunMo O guanasoHe 3HAYEHMI MOSIUTUKA MOXHO HaWTu B OOKyMEHTauuun
Ha Mcnonb3yemblii Moy b.

Monutrka NpuMeHseTcs Ha:

o cnyxby ELLY;

o MOAynsAX:

e C3MU Dallas Lock 8.0-K/C;

CAO3 Dallas Lock;

CAO3 Yb Dallas Lock;

C3U HC[ Dallas Lock Linux;

C3U BU Dallas Lock.

MuHMManbHbIN CPOK AEUCTBUA Napons

[aHHoM nonnTNKon ycTaHaBnMBaeTCcs MUHUMAanbHbLIN CPOK 4eNCTBUS Napons Ans BCeX Nonb3oBaTenen.
[o ncteveHust yctaHoBreHHoro cpoka C3U He No3BONWT Nofb3oBaTeNo CMEHUTL CBOW Naporib.

MonuTtunka npuHumMaeT 3HadveHus oT 1 gHa go 30 gHen n «He ucnons3dyemcs». MNpu BoiIbope 3HaYeHus
«He ucrnone3yemcsi» MUMHUMAarbHbLIA CPOK AENCTBUSA MNaporis He OrpaHnYeH.

Mo yMon4yaHuio NoNIMTuKa MMeeT 3Ha4vyeHune «He ucriosib3yemecs».

3agaHHbIN napameTp He dABnAeTcda NMPpUOPUTETHbIM. OH ﬂeﬁCTByeT TONbKO ecnn Onda nojib3oBaTend
Heé yKa3aHO HUKaKMX NUHbIX 3Ha4YeHunn CpoOKa DencTeus napon4a.

MuWHMManbHbBIA CPOK AEUCTBUA Naponis ANS KaKAoro KOHKPEeTHOro nonb3oBaTtend onpefensercs
no crnegytoLlen cxeme:

o Ecnu agMuHucTpaTtop yctaHoBMI AN KOHKPETHOO NOMb30BaTEeNs NPUHYAUTENbHYIO CMEHY Naponsi
npuv cregyoLlem Bxoge Ha KOMMboTep, TO B MPOLeCCe 04epeaHON 3arpy3ku KOMnboTepa nog atum
nonb3oBaTteneM cucTtema 3awuTbl 00sA3aTenbHO MOTpebyeT CMEeHWTb naponb (HavBbICLUNIA
npuopwuTeET).

e Ecnu otcytctByeT TpeboBaHne cmeHbl napons npw criegyowem Bxoge, To C3U He nossonuT
CMEHUTb Naposib ECNN HE UCTEK YCTAaHOBMEHHbIA MUHUMarbHbIA CPOK AencTBUA napons. MNpu aTom
Ha aKkpaHe o0Tobpa3utcs cooblueHmne «l1aposb He Moxem 6bimb USMEHEH».

e ®nar B none lMaponb 6e3 ozpaHu4yeHuUs1 cpoka delicmeusi, yCTaHOBMNEHHbIN B HAaCTPOMKaX Y4ETHOM
3anMcu B Kateropum [laporu, He [OacT BO3MOXHOCTM CMEHUTb Mapoflb [0 OKOHYaHuWs



YCTaHOBMEHHOr0 MMHMMASbHOMO CPOKa AeNCTBUA Naposis.

Ecnn HapylleHO COOTHOLIEHWE MaKCMMasbHOrO U MWHWMAanbHOIO CPOKOB AENCTBUS
naponsi (MMHMManbHbIN CPOK AencTBus maponst Gonble MakcumanbHoro), To C3U
NMPOUrHOPUPYET 3HAYEHME MUHMMANbHOMO CpoKa AEeNCTBUA Naporsi.

MonuTunka NnpumMeHsieTcs Ha:
e cnyxby ELLY;
e MoAynsax:
e C3WU Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CAO3 Yb Dallas Lock;
C3U BU Dallas Lock (UK4);
C3U HCA Dallas Lock Linux.

Heob6xoaumMo nsmeHeHue napons He MeHbLle, 4YeM B

[laHHOW NOMMTMKON 3a4aeTCa KONMMYeCcTBO CMMBOMOB, HA KOTOPOE, Kak MUHUMYM, OOMKEH OTNNYaThCs
HOBbI MapOsib OT CTAPOro MpU ero CMeHe.

MonuTtuka npuHMmaeT 3HadveHus ot 1 go 10 cumBonos n «He ucrnosnb3yemcs». 1o ymonyaHuio nonuTumka
nmeeT 3HaueHne «He ucrnonb3yemcsi».

Ecnn paHHas nonutuka BkioveHa ans OC Windows (3HayeHue, OTNMYHOE OT
«He ucrionnb3yemcsi»), TO nNpU CMEHe napons 4epe3 KOMOMHAUMIO  KhaBuLL
Ctrl + Alt + Del, HOBbI Naponb AOMKEH OTNMYaTbCs OT CTaporo He MeHee, YeM Ha
yKasaHHOe Konm4ecTBO cMMBOISIOB. CBEpka CTaporo u HOBOMO NMaposis OCYLLEeCTBSIETCA
NOCUMBOJTbHO.

Mpn cmeHe napons 4Yepe3 obonoyky aammuHuctpatopa C3U Dallas Lock 8.0 gaHHbIn
napameTp He y4YUTbIBaAETCS.

Mpumep. Y nonb3oBaTens umeeTcs Naponb «password1», ecnv B BbILLEONUCAHHON OMLUUKN KONTUYECTBO
CMMBOJIOB YKa3aHOo 2, TO Npu cMeHe napons «password1» Ha «password2» BbiBeAeTcs coobLieHune
«Maponb [omkeH cunbHee oTnMYaTbCA OT npedblaywieroy». lNpaswnbHon OyaeT cMeHa napons
¢ «password1» Ha «Password2».

MonuTunka NnpumeHseTca Ha MoaynsaX:

e C3MU Dallas Lock 8.0-K/C;

e C[O3 Dallas Lock;

e C[O3 Yb Dallas Lock;

e C3U BWU Dallas Lock'® (UK4).

Heo6xoaumo Hanuyme cneucuMBOSIOB

Ecnu paHHas nonmutuka BKhoYeHa (3HadveHue «[a»), TO npu co3gaHuM naponsi B HEM [OJSIKHbI
NpUCYTCTBOBAThL CcreumanbHble CUMBOSIbI M3 criedytowero cnucka: ™", "~", "I", "@", "#", "$", "%", """, "&",
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Mo ymonyaHuio nonuTuka UMeeT 3HavyeHne «Hemy.
[enctere NONUTUKN pacnpocTpaHsaeTcsa Ha 3HadeHns naponen, PIN-kogoB u knoyen.
Mpumep. Y nonb3oBatensas uMmeeTcss naponb «password1», ecnu BblWeonucaHHas onuus
aKTMBMpPOBaHa, TO MNPV CMeHe Naponsi Ha «password2» BbiBedeTcs coobuieHne «B napone 00mKHbI
codepxambcs crieycumsosibiy. MNpaBunbHon Byaet cmeHa napons ¢ «password1» Ha «password#».
MonuTtuka npumeHsieTca Ha:
o cnyxby ELLY;
e MOAOynAaX:

e C3WU Dallas Lock 8.0-K/C;

e CAO3 Dallas Lock;

e C[O3 Yb Dallas Lock;
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e C3U HCQO Dallas Lock Linux;
e C3U BM Dallas Lock.

Heo6xogumo Hanuune CTPOYHbIX U NPONUCHbIX GYKB

Ecnvn paHHas nonutmka BkrodeHa (3HadeHve «[a»), TO npu co3gaHuyM naponst B HEM [OOJIKHbI
NPUCYTCTBOBAaTb CTPOYHbIE U MPONUCHbIE BYKBbI.

Mo ymonyaHuio nonuTuka MMeeT 3HavyeHne «Hemy.
[encteme nonnTUKM pacnpocTpaHsaeTcsa Ha 3HavyeHns naponen, PIN-KogoB u Krtoyen.

Mpumep. Y nonb3oBatenss uMmeeTcss naponb «password1», ecnu BblWeonucaHHas onuus
aKTUBMpPOBaHa, TO NpU CMeHe napons Ha «pacsword1» BbiBegeTcs coobuieHne «B naporne QosmKHbI
codepxxambCsi U CMPOYHbIe, U NpornucHsie bykebix». MNpaBunbHOM 6yaeT cmeHa napons ¢ «password1y
Ha «paCsword1».
MonuTunka NnpumeHsieTcs Ha:
o cnyxby ELLY;
o MoAynsx:

e C3WU Dallas Lock 8.0-K/C;

e CO3 Dallas Lock;

e C[O3 YBb Dallas Lock;

e C3U HCQO Dallas Lock Linux;

e C3U BM Dallas Lock.

Heo6xogumo Hanuume uudp

Ecnv paHHas nonutmka BkrodeHa (3HadeHue «[a»), TO npu co3gaHuyM naponst B HEM [OOJDKHbI
npuCcyTCTBOBaTb LUUMpLI.

Mo ymonyaHuio nonuTuka MMeeT 3HavyeHme «Hemy.
[lencteme NoONUTUKN pacnpocTpaHseTcsa Ha 3HavyeHus naponen, PIN-KogoB u Krnoyen.

Mpumep. Y nonb3oBartenst UMeeTcs Naporib «passwordy, eCnun onucaHHas Bbille OMLuMsa akTUBUPOBaHa,
TO Npu MomMbITKE CMeHbl napons Ha «passwordd» BbiBegetca coobuieHne «B naporne OOmKHbI
codepxambcs yughpel». NpaBunbHOM BygeT cMeHa napons ¢ «password» Ha «password12».
MonuTuka NnpumeHsieTcs Ha:
o cnyxby ELLY;
e MoAynsx:
e C3MU Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CAO3 Yb Dallas Lock;
C3U HCQ Dallas Lock Linux;
C3U BU Dallas Lock.

Heo6xogumo oTCcyTCTBMUE LWICbpr B NepBOM U nocriegHemM cMmmMmBoIJiax

[aHHOM NONUTUKOW yCTaHaBNMBaETCHA OrpaHMyYeHne Ha Ucnonb3oBaHne UMgp B NepBoM 1 nocrnegHem
cumBoOsax napons.

Ecnn paHHas nonutuka BkMioyYeHa (3HaveHve «/[a»), TO Npv co3gaHuM naponsi B HEM He [OSHKHO
cooepxaTtbcsi Undp B NEpPBOM U NOCNegHEM CUMBOIAX.

Mo ymonyaHuio nonuTuka UMeeT 3HavyeHne «Hemy.
[encteme NoNUTUKN pacnpocTpaHsaeTcsa Ha 3HadeHns naponen, PIN-kogoB u krnoyen.
Mpumep. Y nonb3oBaTensa MMeeTcs Naposib «password», eCnun onncaHHas Bolle OMNuUus akTMBUpPOBaHa,
TO Mpy nonbiTke CMeHbl napons Ha «password1», «1password» unmM «1password1» BbiBegeTcs
coobuweHne «Heobxodumo omcymcecmeue yughpbl 8 repeom u rnocredHemMm cumeosiax». [paBunbHON
OygeTt cmeHa napons ¢ «password» Ha «passwordd».
MonuTtuka npumeHsieTca Ha:
e cnyx6y ELY;
e MOAynAX;

e C3U Dallas Lock 8.0-K/C;

e C[3 Dallas Lock;



e CQO3 Yb Dallas Lock;
e C3U BU Dallas Lock.

PaspeleHa reHepauus napons

Ecnu gaHHasa nonutuka BbIKMOYEHa (3HaYeHne «Hemy), TO NOnb30oBaTernb He MOXET CreHepupoBaTb
Cny4variHbIi Naponb, eMmy HeobXxoaAnMo caMoMy 3aaBaTb Naponb.
Mo ymonyaHuio nonuTuka nMeeT 3HadeHue «/a».
Monntuka npumeHsieTcs Ha moaynax CO3 Dallas Lock n CO3 YbB Dallas Lock.
PaspelueHa reHepauusa napons

Ecnn naHHas nonuTuka BbIKNoYeHa (3HaveHue «Hemy»), TO Nonb3oBaTtenb HEe MOXET CreHepupoBaTh
CryyaiiHbI naponb, eMy Heo6XxoauMo caMoMy 3afaBaTb Naposib.

Mo ymonyaHuio nonuTuka nMeeT 3HadeHue «/a».
Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock (HaumHas ¢ UKS).

vCenter: konu4yecTBoO npeabiaywnx naponeﬁ, KOTOpbIe noJyib3oBaTesib He MOXeT UCMNOoJ1Ib30BaTb

[aHHOV noOnUTUKOM yCTaHaBMMBAETCA KOMMYECTBO MpeablayLimx Napofien Kaxaoro nonb3oBaTens,
KOTOpble He MOryT ObiTb BblOpaHbl UMM NpU CMeHe napons, Ans ydyetHou 3anucu Cepsepa
BupTyanusaumm B LIY C3U BU Dallas Lock.

Monutuka npuvHumaet 3Hadenusa ot 1 go 10 n «He ucnons3yemcs». Hanpumep, 3HadeHue «5»
3anpellaetr MCMNonb3oBaTb NATb  MNpeabligyluyx naponen Ans  BblbpaHHOro  nonb3oBaTens.
Mo ymonyaHuio 3Ha4YeHne NonnTUKN: «5».

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock.
vCenter: MakcMmanbHas AnvHa napons

[aHHOW NONUTUKON yCTaHaBNUBAETCS OrpaHMYeHUEe Ha MaKCMManbHYK OMVMHY naponsd Ansd y4yeTHown
3anucu Cepsepa BupTtyanusauum B LIY C3U BU Dallas Lock.

Monutuka npuHumaeT 3HavyeHus oT 1 oo 40 cumBonoB u «He ucnons3yemcs». 1o ymonyaHuio 3HayeHne
[OAHHOW NONUTUKK: «20».

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock.

vCenter: MakcMmanbHO AonycrtuMmoe Kosfim4ectBO OAMHAKOBbLIX CAMBOJIOB, CTOALWUX pAAOM

[laHHOW NONMUTMKOWN yCTaHaBNUBAETCS MaKCUMarbHO JOMYCTMMOE KONMYECTBO OAMHAKOBBIX CMMBOJIOB,
KOTOpblEe MOTyT NPUCYTCTBOBATb NPW 3aaHuuK Napons, Ansa ydyetHom 3anncu Cepsepa BUpTyanusaumm
B LlY C3U BU Dallas Lock.

MonuTuka npuHMMaeT 3HavyeHus oT 1 o 5 cMMBonoB u «He ucnonb3yemcs». 1o yMonyaHuio 3HavyeHvne
JaHHOW MOJIUTUKU: «3».

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock.

vCenter: MUHMManbLHOE KONIM4EeCTBO NMPOMUCHbIX 6yKB

[aHHOW NONUTUKON yCTaHaBNMBAETCS MMHUMAIbHOE KONMYECTBO NPOMUCHbIX (6onbLumnx) 6yks, KOTOpble
OOIMKHbI MPUCYTCTBOBATL MpU 3adaHum naponsi, Ans yvyeTHon 3anmcu Cepsepa BupTyanusauuun B LIY
C3U BU Dallas Lock.

MonuTtuka NnpuHMMaeT 3HayveHnsa ot 1 Ao 9 cumsonos n «He ucrons3yemcsi». 1o ymonyaHuo 3HadeHne
OaHHOW NoONUTUKK: «He ucnonb3yemcsi».

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.

vCenter: MMHUManNbLHOE KONIMYECTBO CUMBOJIOB andaBuTa

[aHHOM nonnTUKOM ycCTaHaBNMBaEeTCA MUHMMAarbHOE KONMYEeCTBO CUMBOMOB and)aButa, KoTopble
OOIMKHBI MPUCYTCTBOBaTbL NPU 3adaHnn napons, Ans yyeTHon 3anucu Cepsepa BupTyanusaumm B LIY
C3U BU Dallas Lock.

MonuTtuka npuHumaeT 3HavyeHusa oT 1 o 15 cumeornos u «He ucrnonb3yemcsi». [1o0 ymonyaHuio 3HayeHne
OaHHOW NonNUTUKK: «He ucrnonb3yemcsi».

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.



vCenter: MMHMManbHOe KONMMYECTBO chneunanbHbIX CUMBOJIOB

[aHHOV NoNWTMKOW yCTaHaBNMBaETCs MUHMManNbHOE KONUYECTBO creLmanbHbix cumsonos (", "~", "I",
ll@ll’ ll#ll’ ll$ll’ ll%ll’ “A", Il&ll’ ll*ll’ ll(ll’ ll)ll’ ll_ll’ ll_ll’ ll+ll’ ll{ll, Il}ll’ ll[ll’ |l]ll’ ll\ll’ Il|ll n.n n.n nmn mn Il<ll Il>ll nn nn IIfPII
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"/"), KOTOpble [OJKHbI MPUCYTCTBOBaTb MpW 3adaHUM napons, Ans ydeTHon 3anucum Cepeepa
BupTyanusaumm B LIY C3U BU Dallas Lock.

Monutuka NnpMHMMaeT 3HaveHnsa ot 1 Ao 9 cumeonoB n «He ucnons3yemcsi». 1o ymonyaHuo 3HadeHne
OaHHOW NoNUTUKN: «He ucronb3yemcs».

Monntuka npumeHsietcst Ha mogynsix C3U BU Dallas Lock.

vCenter: MMHMMaNbHOE KOJINYECTBO CTPOYHbIX OYKB

[aHHOV NoONMUTMKOWN yCTaHaBNUMBaETCH MUHUMATbHOE KONMYECTBO CTPOUHbIX (ManeHbkux) BykB, KOTopble
OOJIMKHBI MPUCYTCTBOBATbL NPU 3agaHnn napons, Ans yyeTtHow 3anucu Cepsepa BupTyanusaumm B LY
C3U BU Dallas Lock.

Monutrka NnpuHMMaeT 3HaveHnsa ot 1 Ao 9 cumBonoB u «He ucnons3yemcs». 1o ymonyaHuo 3HadeHne
OaHHOW NonNuTUKN: «He ucrons3yemcs».

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock.

vCenter: MUHUManbLHOE KONM4ecTBo Ludp

[daHHOW nonuTMKOW yCTaHaBNMBAETCSH MWHUMANbHOE KONMYECTBO YMCIOBLIX CUMMBOMOB, KOTOpblE
OOMKHbI MPUCYTCTBOBATL MpU 3adaHun napons, Ansa yvetHoun 3anmcu Cepsepa BupTyanusauuun B LIY
C3U BU Dallas Lock.

MonuTuka npuHMMaeT 3HavyeHus ot 1 0o 9 cumBonoB un «He ucnone3yemcs». 1o yMonyaHuio 3HavyeHne
OaHHOW NonuTUKN: «He ucronb3yemcs».

Monutuka npumeHsieTcst Ha moaynsix C3U BU Dallas Lock.
HanomuHaTb 0 cmMeHe napornb 3a

C nomolLbio AaHHOro napaMeTpa cucTema 3allnThbl MO3BOMUT HANOMUHATL MOMb30BaTENo O TOM, YTO
Yepes onpeaeneHHoe KonmM4ecTso AHel Heo6xoanMO CMeHUTb Naporb.

Monutuka npuHumaet 3HayveHnsa ot 1 oo 15 gHen u «He ucnonb3yemcs». 1o ymon4yaHuio nonuTuka
nveet 3HayeHue «3 OHs». Ecnu BbIBpaHo 3HadeHue «He ucrnonb3yemcsi», TO HaNOMWHAHWUA
0 HEODXOAMMOCTM CMEHbI Naporns He GyaeT.

HanomwuHaHue o NnpefcTosiLen cMmeHe napons OyaeT NosBNATLCS HA 3kpaHe npu 3arpy3ke C3U gaHHbIM
nonb3oBaTeneM, HauMHas C TOr0 MOMEHTa, Korga A0 CMeHbl napond (akTudecku OO0 UCTeYeHus
MaKCVMMarnbHOro BpeMeHU OEeNCTBMSA Napons) ocTanocb KONMMYECTBO AHEWN, paBHOE YyCTaHOBIIEHHOMY
3HaYeHM o AN 3TOWN NONUTUKMN.
Monutrka NnpuMmeHseTcs Ha:
o cnyxby ELLY;
o MOAynsAX:
e C3MU Dallas Lock 8.0-K/C;
CAO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3U HC[ Dallas Lock Linux;
C3U BU Dallas Lock UK4.

MakcumanbHbIN CPOK AEUCTBUA Napons

MonuTuka ycTaHaBNMBaeT MaKCUMarbHbIA CPOK OeWCTBUsi Mapons nonb3oBaTenei. Mo ncreyeHum
CpoKa [elcTBuMs MOMb3oBaTenio aBTomMatMdeckn OyoeT  MpenniokeHo CMEHWTb  Maporb.
He pacnpocTpaHsieTcs Ha Yy4eTHble 3anucu nonb3oBaTene C  YCTaAHOBMEHHBIM  aTpUOyTOM
BeccpoyHbIn naponb.

Monuntuka NnpuHMMaeT 3HaveHus ot 1 aHa Ao 25 Hepenb 1 5 gHen (180 gHen) n «He ucnonb3yemcsi» —
MaKCMMarbHbI CPOK AEWCTBUA MApPONsl He YCTaHOBIEH. 10 yMonyaHuio nonutvka MMeeT 3HadveHue
«6 Hederb».

MonuTunka NnpumMeHsieTcs Ha:
e cnyxby ELLY;



e MoAynsaX:
e C3WU Dallas Lock 8.0-K/C;
CA3 Dallas Lock;
CA3 Yb Dallas Lock;
C3U BU Dallas Lock;
C3U HCA Dallas Lock Linux.

oVirt: KonunyectBo npeabiaywmnx naponeﬁ, KOTOpbI€e NoJib3oBaTesib HEe MOXeT UCNOoJIb30BaTb

[aHHOV nonuTUKOM yCTaHaBnMBaEeTCA KOMMYECTBO MpeablayLimx naponen Kaxaoro nonb3oBaTens,
KOTOpble He MOoryT ObiTb BblOpaHbl UMM NpU CMeHe napons, Ans ydyetHou 3anucu Cepsepa
BupTyanusauuu B LIY C3U BU Dallas Lock.

Monutuka npUHNMMaeT 3Ha4YeHud oT 1 oo 10. Hanpmmep, 3Ha4veHne «5» 3anpewaeT ncnonb3oBaTtb NATb
npenbigywmnx naponeﬁ and BbI6paHHOFO nonb3oBarens. o YMOJTHaHNIO 3Ha4YeHne NoJINTUKN. « 5».

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock (HaumHas ¢ UKS).

oVirt: MakcumanbHbIN CPOK AeUCTBUA Napons

MonuTrka ycTaHaBnMBaeT MakcuMarbHbIi CPOK AEWCTBUS napons nonb3oBateneit. o ncreyeHunm
cpoka [eicTBMS  MOJb30BaTeNlilo  aBTOMaTWYecku OydeT NpeanoXeHo CMeHWTb  Naporib.
He pacnpocTpaHsieTcss Ha Yy4yeTHble 3anuMcu Mosfb3oBaTesied C  YCTaHOBMEHHbIM — aTpubyTOoM
BeccpouHbii Naponb.

MonuTtunka npuHMMmaeT 3HadeHus oT 1 gHA ao 25 Hegenb u 5 gHewn (180 gHewn) n «He ucnonb3yemcs» —
MaKCMMarnbHbI CPOK AENCTBUSA Mapons He yCTaHoBreH. [10 ymonyaHuio nonutvka mmeeT 3HayeHue
«42 OH.».

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock (HauuHas ¢ UKS).
oVirt: MMHMManbHaa agnuHa napons

[aHHO  noNUTMKOM  yCTaHaBMMBAETCA  OrPaHWYEHUE Ha  MUHUMAnbHYK  ANWHY  napons.
Mpwn peructpauumn HOBOro nonb3oBaTeNs U NpY U3MEHEHUW CTaporo Mapons cuctemMa KOHTPOonupyeT
ONuHY BBOAMMOro napons. Ecnv uncno cumBOonoB B napone MeHblUe YCTaHOBIIEHHOrO 3HaveHus,
TO Ha 3KpaHe NosBUTCA NpeaynpexaeHne «Beod naposs: egedeH CUWKOM KOPOMKUL naporsiby.
Monutuka npuHnmaeT 3HaveHus oT 1 go 30 cumBonoB U «He ucnonb3yemcs». 1o ymonyaHuio NonuTuka
nmeeTt 3HadeHune: 6 cumsonos. [Mpu Beibope 3HayeHns «He ucrnonb3yemcsi» ycTaHaBnuMBaeMbli Naporib
MOXET UMETb MYCTOE 3HAYEHNE.

[encteme noNnTUKN pacnpocTpaHseTcsa Ha 3HavyeHus naponen, PIN-KogoB u Krnoyen.

CnepnyeT umeTb B BUAY, YTO €CNu B npouecce paboTbl M3MEHEHO 3HAYeHWE ANvHbI Napons (Hanpumep,
YBEMMYEHO), TO Yy 3aperncTpMpoBaHHbIX MOMb30BaTENEN OHA OCTaeTCs MPEeXHEeW A0 NMepBOWM CMEHBbI
3HaYeHus.

MonuTtunka npumensetca Ha moaynsx C3U BU Dallas Lock (HauuHas ¢ UKS).

oVirt: MMHUManbHoe KONM4YecTBO NPONUCHBLIX OYKB

[laHHOW NONUTMKON yCTaHaBNMBaETCA MUHMMAIbHOE KONMMYECTBO NPOMUCHBIX (60nbLumnx) GyKB, KOTOpbIE
OOJDKHBI MPUCYTCTBOBATb NpU 3agaHnn napons, Ans yyeTtHow 3anucu Cepsepa BupTyanusauumm B LIY
C3U BU Dallas Lock.

Monutuka NPUHNMaET 3Ha4YeHnA oT 1 8o 9 cumeonoB u «He ucriosib3yemecs». Mo yMOn4yaHuio 3HavyeHune
OaHHOW nonuTukKn: «He UcCriofnib3yemecs».

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock (HauuHas ¢ UKS).

oVirt: MMHMManbHOEe KOJIM4YecTBO cneuuaribHbIX CAMBOIOB

,D,aHHOIZ NONNTUKON yCTaHaBmMBaeTCA MMHUMAlbHOE KOJNIM4eCTBO cneuunarbHbIX CMMBOJ10B (
ll@ll ll#ll ll$ll ll%ll nAn |l&l| nikn ll(ll ll)ll LU R L ll{ll |l}ll ll[ll ll]ll ll\ll |l|ll WL nen e non

"), KOTOpble [OMXHbl MNPUCYTCTBOBATb NpW 3adaHun napons, Ansa ydyeTHon 3anucu Cepsepa
BupTyanusauuu B LIY C3U BU Dallas Lock.

MonuTtuka NnpuHMMaeT 3HayeHns ot 1 Ao 9 cumeonos n «He ucrons3yemcsi». 1o ymonyaHuioo 3HadeHne
OaHHOW NonNUTUKK: «He ucrnonb3yemcsi».

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock (HaumHas ¢ UKS).



oVirt: MMHMManbHOe KONM4YeCTBO CTPOUHbIX OYKB

[aHHOM NoNMTMKOWN yCTaHaBNUBaETCH MUHUMATbHOE KONMMYECTBO CTPOUHbIX (ManeHbkMx) BykB, KOTopble
OOJIMKHBI MPMCYTCTBOBATbL NpU 3adaHnn napons, Ans yyeTtHon 3anucu Cepsepa BupTyanusaumm B LIY
C3U BU Dallas Lock.

Monutuka NPUHNMaET 3Ha4YeHnA oT 1 8o 9 cumeonoB 1 «He UcCriosib3yemecs». Mo YMOJ14aHuio 3Ha4yeHne
OaHHOW nonuTukKn: «He UCTI0JIb3yemecs».

Monutuka npumeHsietcst Ha moaynax C3U BU Dallas Lock (HaumHas ¢ UKS).

oVirt: MMHuManbHoe KonuyecTtBo uudp

[aHHOM nonUTMKOW ycTaHaBNMBAETCS MWHUMANbHOE KONMYECTBO YMCIOBbLIX CMMBOJSIOB, KOTOpblEe
OOMKHbI MPUCYTCTBOBATL MpU 3adaHuK napornsi, Ans yyeTHou 3anvcu Cepeepa BupTyanusauuu B LIY
C3U BU Dallas Lock.

Monutuka NnpMHMMaeT 3HavyeHnsa ot 1 Ao 9 cumBonoB n «He ucnons3yemcsi». 1o ymonyaHuo 3HadeHne
OaHHOW NoNUTUKN: «He ucronb3yemcs».

MonuTnka npumensieTca Ha moaynsix C3U BU Dallas Lock (HauuHas ¢ UKS5).
oVirt: HanomuHaTb 0 cMeHe naponsa 3a

C nomoLlbo AaHHOro MapamMeTpa cucTeMa 3almTbl MO3BOMUT HanoMuHaTb MOMb30BaTENO O TOM,
YTO Yepes onpeaeneHHoe KonM4ecTBo AHEN HeODXO0ANMMO CMEHUTbL Naporb.

MonuTtuka npuHumaeT 3HaveHus ot 1 go 180 aHen n «He ucnonsb3yemcs». o ymonyaHuio NonuTuka
uveet 3HayeHume «3». Ecnu BbIGpaHo 3HaveHue «He ucrionib3yemcsi», TO HanOMWHaHWM
0 HeoBX0AMMOCTU CMEHbI Napons He byaerT.

HanomunHaHve o npeacTosiei cMeHe napons 6yaeT NosBNATLCS Ha aKkpaHe npw 3arpy3ke C3U gaHHbIM
nosib3oBaTerieM, HauyMHasi ¢ TOr0 MOMEHTa, Korga A0 CMeHbl nmaponsi (pakTuyecku 00 UCTEYeHUs
MaKcUMaribHOrO BpeMeHWU OEeWCTBUS Napornisl) OCTanock KONMMYECTBO AHEW, paBHOE YCTaHOBMEHHOMY
3HaYEHMIO A1t STON NONUTUKN.

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock (HaumHas ¢ UKS).

5.4.2 HacTponka nonuTuk aBTopmusaumum

Ha Bknagke lMonumuku B KaTteropumm Monutunku aBTopusaunmn HactpamBaroTCA NapamMmeTpbl, Kacalolmnecq
BXO4a B CUCTEMY.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTukn 6e3onacHocCTn opraHusauunun Heo6xoaMmMo HaCTpouTb BCe
napamMeTpbl, pacnoJyioXeHHble B CMUCKe NOJINTUK aBTOPU3aUnn.

Ta6nuua 11. MonuTnku aBTOpPU3aLUM

KVM/oVirt: BnokupoBatb goctyn k Cockpit Web Interface

Bo3moxxHoe 3HauyeHune nonutukn: «Ja/Hem». No ymoOnyaHuto 3HayeHne gaHHoM NonuTukn: «Jay.
[laHHasa nonuTrka No3BONSET HACTPOUTL paspelleHmns Bxoga Ha Web-knneHT Cockpit Web Interface.
MonuTtuka npumenseTca Ha moaynsx C3U BU Dallas Lock.

KVM: BnokupoBaTtb 3anyck BM B npocTpaHcTBe nonb3oBarens

Bo3moxxHoe 3HauyeHne nonutuku: «Ja/Hem». No yMOn4YaHuto 3HayeHne JaHHoM NoNuTuKK: «Jay.

[aHHas nonutunka no3eonseT 6rnoknpoBaTh 3anyck BM B npocTpaHcTBe nonb3oBaTens, To ecTb paboTta
¢ BM moxeT BbINOMHATLCS TONLKO ANs root-nonb3oBaTens.

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock (HaumHas ¢ UKS).
KVM/oVirt: BnoknpoBatb npotokon SSH

Bo3moxxHoe 3HauyeHune nonutukn: «Ja/Hem». o ymonyaHuioo 3HayeHne AaHHOM NoNUTUKK: «a».

3HaveHne «[a» paHHOM nonuTuku OnokupyeT yaaneHHbin goctyn Kk CepBepy BupTyanu3auuu
no npotokony SSH.

Monutuka npumeHsietcs Ha mogynax C3U BU Dallas Lock.



vCSA: BnokupoBatb npotokosn SSH

BoamoxHoe 3HauyeHune nonutukn: «Ha/Hemy». o ymonyaHuio 3HaveHne AaHHOM NONUTUKN: « Hemy.
MonuTunka koHTponupyeT yaaneHHsl goctyn B VCSA no npoTtokony SSH.
MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.

VvCSA: Paspewuntb Bxoa Ha Web-knnenHt VCSA Management Interface (VAMI)

BoamoxHoe 3HauyeHune nonutuku: «Ja/Hemy. Mo ymon4yaHuio 3Ha4yeHne AaHHON NONUTUKK: «Jax.

[aHHas nonutMka NO3BONSIET HaAcTpouTb paspelleHne Bxoga Ha Web-knmeHT VCSA Management
Interface.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.
VvCSA: Pa3peluunTb JNlIOKanbHbIN BXO4 C KOHCONU

Bo3moxxHoe 3HauyeHne nonutukn: «Ja/Hem». [lo ymonyaHuio 3HayeHne aaHHOM NonuTukn: «a.
[aHHas nonuTnka NO3BOSSIET HACTPOUTL paspeLleHne NoKarlbHOro BXxoda ¢ KOHCOMMW.
MonuTtuka npumenseTca Ha moaynsx C3U BU Dallas Lock.

vSphere: 3anpet Ha paboTy Yyepe3 Web-knueHT

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW nonuTukn: «Hemn.

HaHHas nonuTuka no3sonseT 3abrokMpoBaTb BO3MOXHOCTb NoAkntodeHus kK CepBepy BMpTyanusauuu
unu runepeusopy ESXi uepes Web-knueHt VMware vSphere.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.

ABTOMaTU4eCKUI BbIGOP annapaTHOro uaeHTudukKaTopa npu asTopmMsaumm

BoamoxxHoe 3HaueHune nonutukn: «Ja/Hem». No ymonyaHuto 3Ha4yeHne gaHHOM NonuTukn: «Hemy.
BkntovyeHne [aHHOW MOMUTMKM MO3BOMUT aBTOMAaTMYECKM BbIOpaTh NOAKIIOYEHHbIA annapaTHbIN
noeHTncmkaTop Npu asTopmsauuu.

Monntuka NpUMeEHsieTCa Ha MoLYNAX:

C3U Dallas Lock 8.0-K/C;
CA3 Dallas Lock;

CAO3 Yb Dallas Lock;

C3U BU Dallas Lock (UK4).

ABTOMaTnyeckoe 6NMOKMpPOBaHME HEAKTUBHbIX YYETHbIX 3anucemn

Monutuka npuHumaeT 3HadveHus ot 1 go 90 gHen u «He ucnonb3yemcs». Mo ymonyaHuio 3HayeHne
OaHHOW NonuTuKN: «He ucrnonb3yemcs».

[aHHas nonuTuka noO3BONAET HACTPOUTb M BbIMNOMHUTL aBTOMAaTUYECKYH) ONOKMPOBKY HEAKTUBHbIX
(Hemcnonb3yeMbix) y4eTHbIX 3anucen Nnonb3oBaTenen nocre nepuoga BpeMeHn Heucnonb3oBaHus. MNMpu
akTMBauum fgaHHon nonutukn Ha ELY BbinonHaeTcs OGnoOKMpoBKa HEAKTUMBHOW YYETHOW 3anucu
nonb3oBartenen Ha otgensHom mogdyne C3U Dallas Lock 8.0-K/C.

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
BnokupoBaTb KOMNbIOTEP B Crly4yae BBOAA HenpaBUIlbHbIX Naposien

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». [No ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

[aHHasa nonuTmka no3sonseT HaCTpOUTb 6J'|0Kl4pOBaHI/le KOMMbKOTEPa B Cliy4ae BBO4a Nnosb3oBaTterniem
HenpaBWUJlbHbIX naponeﬁ.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.



BnokupoBatb Y3 Bo Bcem [16, ecnu Ha moayrne Y3 3abnokupoBaHa npaBUiiom
aBTOMaTU4eCKOro pearmpoBaHus
BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: «Hemn.

[aHHaa nonutuka nossonser HacTpouTb 6J'IOKVIpOBaHVIe y‘-IeTH017I 3anucu Bo BCcem [1b B cny4yae ee
6]'IOKVIDOBKVI Ha KInneHTe no npunynHe CpaGGTbIBaHVIﬂ npasuna aBTOMaTn4eCKoro pearmpoBaHus.

Mpun akTMBaLUMM NONUTUKN ydYEeTHasi 3annck, 3abNOKMPOBaHHas Ha KNMeHTe Mo NpuyYnHe cpabaTbiBaHMA
npaBuia aBToMaTU4YeCKOro pearmpoBaHus (ToMnbKo A58 npaBun ¢ gencrteuem briokuposams Y3), 6yget
beccpoyHo GrokmpoBaTbcs Ha Bcex knueHtax ¢ mogynsmu C3U Dallas Lock 8.0 (HaumHas ¢ UK13)
n C3U HCA Dallas Lock Linux (HaunHas ¢ UK6) Bo Bcem [JomeHe 6e3onacHocTu, pa3brokuposka Y3
OygeT AocTynHa Tonbko no KomaHnae Pasbriokuposams | Pasbnokuposamb ecex n3 KoHconu ELY
(cm. «[NapameTpbl 3a6M0OKMPOBAHHbLIX _MNofb3oBaTenern»). Ecnv nonuTuka HeakTuBHa, TOo Y3,
3abnoKMpoOBaHHas npaBUIIOM aBTOMaTUYECKOrO pearnpoBaHusl, OyaeT Takke 3abnokvpoBaHa
6eccpoYHO, HO TOMBLKO Ha TOM KITMEHTE, Ha KOTOPOM Mpou3soLuna 6nokupoBka.

Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

Bpems 6e3nencTBus, nocrne KOTOporo 6yaeT 3abnokupoBaH ceaHC JocTyna

[aHHas nonuTuka onpeaensieT Bpems 6e30encTBUA Nonb3oBaTens, No NPOLIECTBMM KOTOPOro ceaHc
AoCTyna gaHHOro nonb3oBartens yaeTt 3abnokmpoBaH.

B03MOXHO yCTaHOBUTL BpeMsi 6e34eACTBUS OT 1 MMHYThI A0 5 4YacoB. [1o ymonyaHuio 3HadeHre gaHHoro
napameTpa: «He ucrnonb3yemcs».

Ecnu paHHas nonutuka wucnonb3dyetcs pgnsa OC  Linux (3HayeHue, OTnM4YHOE
oT «He ucnonb3yemcsi»), cnegyeT yuuTbliBaTb, YTO BrokMpoBKa rpacuyeckont ceccum
TakKe JOCTYMNHa K UBMEHEHUIO C MOMOLLbIO CTaHAAPTHBIX YTUNUT HacTporikn OC. Takoe
n3MeHeHne He oTobpasuTcs B 06onoyke agmuHuctpuposaHus C3U HCL Dallas Lock
Linux n ELLY Dallas Lock.

MonuTuka NnpumMeHsieTcs Ha MoaynsaX:

e C3U Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

Bpems 6nokMpOBKM YYE€THOM 3anucu B criyvyae BBoAa HeNpaBUIIbHbIX Naporen

[JaHHaa nonuTuka nNo3BonsieT YCTAaHOBUTL, CKOMbLKO BPEMEHU yyYeTHas 3anucb OyaeTt 3abnokupoBaHa
nocrne TOro, kak Mofib3oBaTeNlb BBEN HEBEPHbIN maponb Gomnblie AonycTumoro uucna pas. B aTtor
BPEMEHHOI MHTEpBar Nonb3oBaTeNlb HE CMOXET 3arpy3uTb komnbioTep u OC, gaxe npu BEpHOM BBOAE
naponsi.

Mo ncteyeHnn ykasaHHOro BpeMEHM y4eTHas 3an1cb aBTOMaTU4ECKM pa3brnokupyeTcs, 1 nonb3oBaTenb
CHOBa MONy4YUT BO3MOXHOCTb BBECTU Naposb. COpocuMTb aBTOMaTUYecKyld BGrOKMPOBKY AOCPOYHO
MOXET TONbKO agMuHWcTpaTop 6Ge3onacHOCTM WnM  nonb3oBaTenb, obnajalowmin  NpaBoMm
penakTMpoBaHWS Y4ETHbIX 3anvcen.

Bo3moxHoe 3HavyeHue napametpa: oT 1 MUHYTbI 0o 5 yacoB n «He ucnonb3yemcs». Ecnn BbibpaHo
3HauyeHne «He ucronb3yemcs», TO pa3bnokMpoBaTh YYETHYIO 3anMMCb MOXET TONbKO agMUHUCTPaTop
6e3onacHocTy. Mo ymMmonyaHuio 3HayeHe JaHHON MNONMUTUKK: « 10 MUHY.
Monntrka NpuMeHsieTcst Ha:
e cnyxby ELY;
e MOAynAX;
e C3WU Dallas Lock 8.0-K/C;
CO3 Dallas Lock;
CO3 Yb Dallas Lock;
C3U BU Dallas Lock.

Bpems oxuaaHus aBTop13auum nonb3oBaTterns

Monutuka npuHumaeT 3HaveHus oT 1 go 10 MURYT 1 «He ucrnons3yemcs» — BpeMsa OXuAaHusa BBoAa
aBTOPM3aLMOHHBIX AAHHBIX HE orpaHnyeHo. o ymonyaHuio 3Ha4yeHne JaHHOW MOMUTUKN: 2 MUHYTHI.



3HayeHne [aHHOM  MOSIUTUKU onpegendetr Bpewmd, O0TBOAMMOE Ha BBO4 MOJib3oBaTenemM
aBTOPU3AUMNOHHBIX OaHHbIX (OT Ha4ana Ha60pa OaHHbIX 00 Ha)XXaTua KHOMKU OK) Ecnu nonb3oBaTenb
He ycrnen 3aBepwnTb BBOO aBTOPU3ALUMOHHBIX AaHHbIX, TO BB€AEHHblEe AaHHble O4YULLaoTCA.

Monntuka npumeHsieTcs Ha moaynax CO3 Dallas Lock n CO3 YbB Dallas Lock.
ESXi: BnokupoBatb npotokon SSH

BoamoxHoe 3HadeHune nonutukn: «HJa/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NOoNuTUKK: « Hemy.

Ecnn paspeweHo wucnonb3oBaHne ESXi Shell, 10 ero MoxHO 3anycTutb HeNnOCPeACTBEHHO
Ha runepeusope ESXi uwepes DCUI wnu yganeHHo no SSH. [daHHas nonutuka ONOKMpYyeT Takyko
BO3MOXHOCTb.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.
ESXi: BknounTb oTNpaBKy CUCTEMHOrO XXypHana no SSL

BoamoxHoe 3HaueHune nonutukn: «La/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NONUTUKK: « Hemy.

[aHHaa nonuTuka no3BonseT BKNOYaTh LWMpoBaHUE MHGPOPMAaLMK, nepeaaBaeMor nNo NpoTOKoNy
syslog.

[aHHas nonutuka paboTaeT Tombko C A06GaBMNeHHbIM KOPHEBLIM CEPTUGUKATOM
C3U BM B noBepeHHble kopHeBble cepTudukatbl VMware PSC.

MonuTtunka npumeHsaeTca Ha mogynsix C3U BU Dallas Lock (UK4).
ESXi: Bpems, B Te4eHMe KOTOpOro AonyckaeTcs BbIMONHUTL OAHY NONbLITKY BBOAA Napons

Monutnka npuHumaet 3HadveHms oT 1 mMuH. go 300 muHyT (5 yacos). 1o ymon4aHuio 3Ha4veHwue:
1 MuHyma.

[daHHas nonutvka NO3BOMSET YCTAHOBWUTb KONMMYECTBO BPEMEHW, B TeYEHME KOTOPOro AonyckaeTcs
BbINOMHUTE OAHY MONbITKYy BBOAa napond Ha mogyne C3U BU Dallas Lock. Ecnv npousowna
HeydayHas nonbiTka BBOAA Napons, TO BbINOMHWTL HOBYIO MOMbITKY BBOAA Napons BO3MOXHO OyaeT
TONbKO Yepes yKasaHHbIN Nepuog BpeMeHN.

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock.

ESXi: 3anpeTutb BO3MOXHOCTb aBTOpU3auum (Lockdown Mode)
[aHHas nonuTrka No3BonseT HacTPOUTb 3anpeT BO3MOXHOCTU aBTopusauun. Bo3aMOXHO yCcTaHOBUTL
3anpeT npu yaaneHHoM NoAKMYeHnn, Npu NpsMoM 1 yaaneHHoM nOoAKNIOYeHNUN.
Mo ymonyaHuio 3HavyeHne faHHoW NonuTuKkKn: He 3anpewams.
MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.

ESXi: konn4yecTBO NONbLITOK BBOAA HOBOIO NMaposisi, yaoBleTBOPSOLEro TEKYLUM NaposfibHbIM
nonuTuKam

3HayeHue, ycTaHOBMNEHHOe ANs 3TOW NONMTUKW, perfnaMeHTUpyeT, CKONbKO pa3 nonb3oBaTteflb MMeeT

npaso olwmnbaTtbcs Npy BBOAE HOBOro Naporsisi.

MonuTtuka npuHumaeT 3HavyeHus ot 1 go 10. Mo ymonyaHuio 3Ha4YeHne JaHHOW NOMUTUKK: « 3».

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.

ESXi: Nepuoa Heucnonb3oBaHUA

MonuTtuka npuHumaeT 3HadveHusa ot 1 go 180 gHen n «He ucnons3yemcs». [0 yMOnYaHuIO 3Ha4YeHne
JaHHOW NONUTUKN: « T OH.».

[daHHOM nonuWTUKOW YycCTaHaBnMMBaeTCs Mepuod BPEMEHW, 4epe3 KOTopbll OyayT OTKIOYEHb
Heucnonb3yeMble y4eTHble 3anucu runepemusopa Ha mogyne C3U BU Dallas Lock. C6pocutb
aBTOMaTU4eCKyto 6OKMPOBKY AOCPOYHO Ha MOAYIe MOXET TOMbKO aAMUHUCTpaTop 6e3onacHoOCTH unu
nonb3oBarternb, 0bnagalLwnii NpaBoM pefakTUPOBaHNS YYETHbIX 3anuncei.

MonuTtunka npumenseTca Ha moagynsx C3U BU Dallas Lock.



Hyper-V: Bnokuposats SC VMM

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: «Hemn.
JaHHas nonuTuka no3sossieT 3abrnokMpoBaTb BO3MOXHOCTb NOAKMUMTLECSA K cepepy VMM.
Monutuka npumeHsietcst Ha mogynsx C3U BU Dallas Lock (UK4).

3a|1peTVlTb BbIXOA4 U3 cnsdLwero pexumnmMma

[aHHas nonuTnKa No3BOSSIET BKIOYMTL/BbIKIIOUMTD 3anNpeT BbIXOA4a M3 CMSILLIErO peXxuma.
Mo ymonyaHuio 3Ha4yeHne faHHOW NONUTUKKN: «Hem».
Monntnka npumeHsieTcst Ha mogynsax CA3 YB Dallas Lock.

3a|1peTMTb ncnosrfib3oBaHue napoJsyibHoro MHTepd)eFlca BXoga

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoOW NonuTukn: «Hemn.

Mpy ncnonb3oBaHuM cmapT-kapT Ans aBTopusaumum B OC BO3MOXHO OTKMHOUUTL UHTepdeic Bxoada
Mo MMEHU Nosb3oBaTens v Naposto, BKIOYEHMEM AAaHHON NONMUTUKKM (3Ha4YeHne «Jay).

MonuTuka npuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

[na HasHayeHust nonuTukn TpebyeTcd, YToObl KOMMbIOTEP C MOoAyfnem Obin BBEAEH
nog ynpasneHune gomeHa: Active Directory, FreelPA, ALD PRO, Peg AM, Samba.

3al1peTI/ITI: NMOBTOPHOE UcnoJsib3oBaHne UMeHu nosib3oBaTesriad B Te4eHune

MonuTtuka npuHumaet 3HadeHus 1-10 net, 15 ner, 20 neT, 25 ner, 30 neT, 40 neT, 50 net, «Hagcezda»
n «He ucnonb3yemcs». 1o ymonyaHuio 3HaYeHne aHHOro napameTpa: «He ucrnonb3yemcs».

BknoyeHne paHHOM MOMMTWKM  yCTaHaBnuBaeT 3anpeT Ha MOBTOPHOE MWCMONb30BaHUE VMEHU
nons3oBartens Npu perncTpaumm HoBOW y4eTHOWN 3arnucu.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

3anpeTuTb CMeHy nornb3oBaTens 6e3 nepesarpy3ku

Bo3moxxHoe 3HavyeHune nonuTukn: « Bk./Beika.». 10 ymon4aHuio 3HavyeHne — «Bbikii.».

[aHHaa nonuTnka no3sonser npenoTBpaTtuTb TeOPETUYHECKYH0 BO3MOXHOCTb MU3BJ1€4YEHUA Kakomn-nnbo
VIHCbOpMaU,VIVI n3 OﬂepaTMBHOVI namsatu [K, OCTaBLIYHCA TaM Nnocne 3aBeplleHndAa ceaHca pa6OTbI
OpPYyroro nofnib3oBaTersnd.

Mpu BKMHOYEHUI AAHHOW NONUTUKM (3HAYEHNE « BK/.»), akKTUBMPYETCSA 3anpeT Ha OCYLLIECTBEHNE CMEHbI
nonb3oBaTens 6e3 nepesarpy3ku komnbioTepa. [pu BKMHOYEHHOM 3HAYEHWUU MONUTUKM MpU Bblibope
nyHkTa 3aBeplueHne paboTbl B okHe 3aBepluieHne paboTbl Windows, KoMnbloTep aBTOMaTUYECKN
yioeT B nepesarpysky.

MNonntuka npuMeHdaeTCA Ha MoAaynax:

e C3U Dallas Lock 8.0-K/C;
C3U1 BU Dallas Lock (UK4).

Ucnonb3oBaThb aBTOpPU3aUuMOHHYHO VIH(*)OpMaLIMIO U3 annapatHoro VI,CI,eHTM(pVIKaTOpa
(PE[] OC, LightDM)

Bo3moxHoe 3HayeHune nonuTukn: «Bki./Beika.». [0 ymMonyaHuio 3Ha4yeHne — «Bbiki.».
HdaHHas nonutyka oTBeYaeT 3a BbIOOp Nonb3oBaTens no ymonyaHuio npu ctapte LightDM.
Monutuka npumeHsieTcs Ha moaynax C3U HCA Dallas Lock Linux (UK6).



Ucnonb3oBaTb aBTOpM3aLmMoHHY0 nHpopmauuto ot C3 Dallas Lock

BoamoxHoe 3HadeHune nonutukn: «LJa/Hemy. Mo ymon4yaHuio 3HavyeHne AaHHON NoNuTUKK: « Hemy.

Mpu BKMOYEHUM JAHHOW MONUTUKM (3HaYeHue «/Ja») aBToMaTUYecKu UCNomb3yeTcs aBTopu3aLoHHas
nHpopmaums ot CO3 Dallas Lock. lMNonutnka npumeHsieTcst TONbKO NpU YCTAHOBMEHHOW annapaTHomn
nnarte. [Anga padotbl nonutnkn Heobxogmmo B OC ycTtaHoBuTh Apaneep ana CA3.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MakcumanbHOe KonmM4yecTBO OLIMOOK BBOAA Napons

3HayeHue, YCTaHOBMEHHOE Ans 3TOW MOMUTUKK, PEernameHTUpyeT, CKOMbKO pa3 nosb3oBaTternb NMeeT
npaBo owmnbaTbcs Npu BBOAE Napors.

Ecnun uncno owmnbok Gonblue AonycTUMOro, yyeTHasi 3anuck ByaeT 3abrnokMpoBaHa, U nosib3oBaTesb
He CMOXeT 3arpy3nTb komnbtoTep n OC.

BoamoxHoe 3HavyeHune napameTtpa: oT 10010 n «He ucriosib3yemecs» — nonb3oBaTeslb MOXET BBOOUTb
HeBeprIVI napoJib HeorpaHM4eHHoe 4Yncrio pas. Mo YMOJT4aHNO 3Ha4YeHne OaHHOW NONNTUKN: «5».

MonuTuka NnpumeHsieTcs Ha:
e cnyxby ELLY;
o MoAynsx:

e C3WU Dallas Lock 8.0-K/C;
C3U HCA Dallas Lock Linux;
CO3 Dallas Lock;

CO3 YB Dallas Lock;
C3U BU Dallas Lock.

MakcumanbHOe KOfIu4ecTBO cCeccum

[laHHaa nonuWTuka ycTaHaBNMBaeT MaKCUMMaribHOe KOSIMYEeCTBO aKTUBHbIX ceccuii Ha gaHHom [K.
BoamoxHble 3HaveHua ot 1 oo 20 ceccuii U «He ucnonb3yemcsi» — 03HadaeT, 4YTo napameTp 6yaet
OTKIoYeH. Mo yMonyaHuio ycTaHoBMEHO 3HadeHne « 10».

MonuTtunka npumenseTca Ha moagynsx C3U HC Dallas Lock Linux.

Bknountb cuHxpoHusauuro BpemeHu no NTP

BoamoxHoe 3HauyeHune nonutukn: «a/Hemy». o ymonyaHuio 3HavyeHne AaHHOW NonNuUTUKK: « Hemy.

[aHHasa nonuTtuka nossondeTt ucnonb3oBatb NTP-cepBepa n3 3agaHHOro cnucka Ang CUHXpoHM3aunm
BpemeHn mexay cepsepom Y[ n areHtamm C3U BU.

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock (UK4).
OTobpaxaTb UMsA nocriegHero BolleLlero nosb3oBarens

Bo3moxHoe 3HauyeHune nonutuku: «Ja/Hem». o ymonyaHuioo 3HayeHne gaHHoM NonNuTuKK: «Ja».

B 3HaveHun «[a» B okHe aBTOopu3aumu none llons3oeamesib 3anoriHAETCA UMEHEM yYeTHOW 3anucu
nornb3oBaTerns, OCyLEeCTBMBLLEro NocrneaHni ycnewwHsii Bxod. Mpu 3HaveHnn « Hem» none ocraetcs
MyCTbIM.

MonuTuka NpuMeHsieTca Ha MoayNAX:

C3U Dallas Lock 8.0-K/C;
CAO3 Dallas Lock;

CAO3 Yb Dallas Lock;

C3U1 BU Dallas Lock (UK4).

OTob6paxartb MH(pOopMaLIMIO O NOCIieAHEM YCMELWHOM Bxoae

Bo3moxxHoe 3HauyeHune nonutukn: «Ja/Hem». o ymonyaHuio 3HayeHne AaHHOM NoNUTUKK: «a».

Mpw BktoueHnn gaHHow nonutuku anst mogynst C3U Dallas Lock 8.0 1 C3U BU Dallas Lock (3HaueHne
«[a») nocne 3arpy3km OC B obnactun yBegomnexnmin Windows Ha naHenu 3agad OygeTt nosiBnsTbCs
coobLLeHne ¢ MHpopMaumen o gate nocnegHero BXo4a rnofb30oBaTensl Ha AaHHbIA KOMNbloTep, Tune
BXO/a: CEeTEBOW, NOKanbHbIA, TEPMUHASbHbBINA, HEYCMNELLHbLIX NOMbITKAX BXOAA U COCTOSIHUM NapaMeTpoB
Y4Y4eTHOW 3anucu nonb3oBaTersi.



Mpwn BkNtoveHun gaHHown nonutuku gns mogyns CA3 Dallas Lock (3HaueHne «/[a») npu ovyepegHoOM
BXOOE MOMb30BaTeENs BO BPEMS BbIMNOMHEHUS NpoLedypbl KOHTPONS LIENOCTHOCTM OGBLEKTOB
oToGpaxaeTcs aarta v Bpemsi NoCreaHero yCrewHoro Bxoaa A4aHHOro nonb3oBaTens.

Mpwn 3Ha4YeHun «Hem» — nHdopmaums He oTobpaxaeTcs.
MonuTunka NnpumeHsieTca Ha MogynsAX:

C3U Dallas Lock 8.0-K/C;

CA3 Dallas Lock;

CA3 Yb Dallas Lock;
C3U BU Dallas Lock (UK4).

MpuHyauTensHoe 3aBeplueHue paboThkl No pacnucaHuio (Linux)

D,aHHaﬂ NoNMTMKa MO3BOMSET  BKIOYUTL/BLIKMOYNUTL npunHygnTenbHoOe 3aBeplueHune pa6OTbI
nonb3oBaTesid No pacrnncaHuto.

Mo ymonyaHuio 3Ha4YeHne JaHHOW NOMUTUKN: «BbIK.».
MonuTtunka npumenseTca Ha moaynsx C3U HC[ Dallas Lock Linux.

Paspewntb aBTOpM3aLmio BCEM NOJb30BaTeNIAM AOMEHa

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4yeHne nonutukn — «Hemny.

Mpun ycTaHoBRNeHUN 3Ha4YeHus «ja» y4eTHble 3anvcy, 3aperMcTpupoBaHHble Ha KOHTPOIepe AoOMeHa:
Active Directory, FreelPA, ALD PRO, Peg AIOM, Samba, ans paboTbl C KOTOPbIM HaCTPOEHO
C3U HCA Dallas Lock Linux, noka He 3apeructpupoBaHHble B C3UM HC[ Dallas Lock Linux, 6yayt
perncTpnpoBaTbCs B HEM MO Mepe NpoxoxaeHusa npouecca astopusauun B C3U HCL Dallas Lock
Linux.

Monutuka npumeHsieTcst Ha moaynsx C3U HCA Dallas Lock Linux.

Pa3peLLIVITb ncnonb3oBaHWe cMapT-KapT

BoamoxHoe 3HadeHune nonutukn: «Ha/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NONUTUKK: «Hemy.

BknoyeHne OaHHOWM MOMWUTMKM paspellaeT MCMoNb30BaHUE MMUKPOMPOLIECCOPHbIX CMapT-KapT Ans
aBTopusaumm B OC Windows npu pabote NK B kopnopaTMBHOM AomeHe. CmapT-KapTbl MPUMEHSOTCS
BMECTE C NIMYHbIMU UAEHTUUKALMOHHBIMU HoMepamu (PIN-kogamn).

MNonntuka npuMeHdaeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
C3U BU Dallas Lock (UK4).

VvCSA: Bpewmsi, B Te4UeHUe KOTOPOro NoAcUYMTbLIBalOTCA OLIMOKM BBOAA naponsi

MonuTnka NnpuHUMaeT 3HavyeHnst oT 1 MUHYTBI 40 4 YacoB 59 MUHYT. Mo ymMOnYaHuio 3HayeHne gaHHON
nonuTukn: 1 MuHyma.

[daHHas nonnTtuka No3BonsieT yCTaHOBUTb KONNMYECTBO BPEMEHW, B TEHEHUE KOTOPOro NoACHMTHIBAKOTCS
owmnbkn BBoAa napons Ha moagyne C3U BU Dallas Lock. Ecnv 3a gaHHbIN neprog BpeMeHU KONMyYecTBo
HeyAayHbIX NOMbITOK BXoAa AOCTUrHET MakCMMaribHOro Konmyectsa ownbok BBoga Naponsd, yvyeTHas
3anucb byget 3abnokmpoBaHa Ha BpeMsi, 3afaHHoe B nonutuke Bpemsa 61oKMPOBKM y4eTHOM 3anucum
B Clly4yae BBoAa HenpaBUIibHbIX Naponemn.

B cnyyae, ecnu 3a ycTaHOBMIEHHOE BPEMSI KONMWYECTBO HeyAdauHblX MOMbITOK BXOAa He AOCTUMMOo
3a0aHHOr0 MakcuMarbHOro Konuyectea oWWBOK BBOAA Mapons — CYETYMK HeydauHbIX MOMbITOK
obHynseTcs.

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.
CoxpaHATb UMeHa AOMeHHbIX nonb3oBatenen (PEL OC 7.3.5, GDM)
Bo3moxxHoe 3HavyeHune NonunTukn: « Bkr./Beik.». 10 ymon4aHuio 3HavyeHne — «Bbikii.».

HdaHHas nonuTuka oTBevaeT 3a 0ToOpaxeHne BXOAUBLLMX JOMEHHbIX MONb3oBaTenew.
MonuTtunka npumensetca Ha moaynsx C3U HCL Dallas Lock Linux (UK6).



CunTbIiBaTb aBTOPU3aLMOHHYIO MH(PbOPMaLMIO C annapaTHOro Krkya

Bo3moxxHoe 3HauyeHune nonutukn: «Ja/Hem». [lo ymonyaHuto 3HayeHne aaHHOM NonuTukn: «a.

B 3HayeHun «[a» BO BpeMsi aBTOpuM3aLun MHdOopMaLmns aBTOMaTUYECKN CYUTLIBAETCS C annapaTHoro
naeHtndukaTopa. B 3HauyeHun « Hem» 3TOro He NPOMCXOANT.

[aHHas nonuTuka QOCTynHa TonbKo B 6a3oBoM pexunme paboTbl mogynsa CO3 Dallas Lock n CA3 YBb
Dallas Lock.

TekcT coobLieHus npu Bxoge

B okHe pepakTMpoBaHWsi OAHHOW MOMUTUKN UMEETCA BO3MOXHOCTb MpOCTaBuTb ¢nar Bbigodums
coobujeHue rpu exode, BBECTU 3arofioBOK M TEKCT npeaynpexaeHus, kotopoe byaeTt otobpaxatbes
nons3osarento Ao Bxoga B OC. CMbiCn AaHHOIO TEKCTa JOIMKEH Npeaynpexaatb 0 peanv3auuu mep no
obecneyeHnto 6e3onacHoOCTM MHbOpMaLUK, N 0 HeOBXOAUMOCTM COBNOAEHNS YCTAHOBMEHHbIX NPaBu
obpabotkn uHpopmauun. Haxatme OK nonb3oBatenem OyoyT o3HavaTb NoOATBEPXKAEHUE
03HAKOMITEHWSI.

Mo ymonyaHuio AaHHas MonUTMKa He UCTOSb3yeTCs.
Monntuka npumeHsieTcst Ha moagynsax C3U Dallas Lock 8.0-K/C.

5.4.3 HacTtponka nonutuk ayauta

Ha Bknagke [lMonumuku B KaTeropmu MonuTtnkm ayauTa HacTpamBakTCA NapaMeTpbl, Kacakolwunecad
BeaeHNA XypHalioB, B KOTOPbIX OCYyLWEeCTBNAETCA pernctpaumna CcoObITUI, CBA3aHHbIX C 6€30NacHOCTbLIO.

B cootBeTcTBUM C TpeGOBaHMﬂMI/I NoNUTUKM ©e3o0nacHOCTU opraHunsauunmn HeobxogMmo HacTpouTb BCe
napamMeTpbl, pacnosfioXXeHHble B CMUCKe NMOJIMTUK ayauTa.

Ta6nuua 12. MonuTtukn aygura
vSphere: ESXi Shell

BoamoxHoe 3HadeHune nonutukn: «Ja/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NONUTUKK: « Hemy.

[aHHas nonuTuka No3BonisieT BKMOYUTL Ha runepBusope vSphere pervctpaumio cobbiTUiA U 3anucen
Bcex BBeAeHHbIx komaHg B ESXi Shell.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.
vSphere: USB-ycTponicTtBa

Bo3moxHoe 3HaveHne nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW nonuTukn: «Hemy.

[daHHas nonuTuka nO3BONSAET BKMOUUTL (3HadeHne «[a») perncrpauuio cobbITMI, CBA3AHHbLIX
¢ nogkntodaembiMn USB-ycTporcTBamu K runepsusopy vSphere.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.
vSphere: AreHT ESXi

Bo3moxHoe 3HaveHne nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW nonuTukn: «Hemy.

[aHHas nonuTrka No3BONAET BKMOUUTL (3HaYeHue «/[a») pernctpaumio CBeaeH O OENCTBUSAX areHTa,
KOTOpbIN ynpaBnsieT n KOHPUrypmpyeT runepsusop vSphere BMpTyanbHble MaLLWHbI, @ TaKKe BKITOYUTb
permcTpaumio cobbiTum ayteHTndukaumm Ha runepemsope vSphere.

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.
vSphere: AreHT CB vCenter

Bo3moxHoe 3HaveHune nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne JaHHOW NonNuTukn: «Hemy.

[aHHas nonutrka No3BoNAeT BKMOUYUTL (3HadYeHue «[a») pernctpaLmio ceegeHnii 0 AENCTBUSAX areHTa,
KOTOpbLIN ynpaBnsieT n KOHPUrypupyeT runepeusop vSphere BUpTyanbHble MallUHbI, @ Takke BKIIOYUTb
pervcTpaumio cobbITMin ayTeHTUmKaumm Ha runepeunsope vSphere.

Monutuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock (UK4).



vSphere: AyteHTudunkauyums
BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: «Hemn.

[aHHasa nonuTMka no3BOMSET BKNOYUTL (3HayveHue «[a») perucrtpaumio coObITUA, CBA3AHHbIX
C ayTeHTudUKaLumen Ha rmunepeusope.

Monutuka npumeHsieTcst Ha mogynsix C3U BU Dallas Lock.
vSphere: BuptyanbHble MaliKHbI

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: «Hemn.

[aHHaa nonuTvka Mo3BOMNAET BKMIOYUTL (3HadeHne «/[Ja») pernctpaumio cobbiTUiA, CBA3AHHBLIX
C BMpPTyarnbHbIMW MalUMHAMKW U TUNEPBU30OPaMU.

MonuTtunka npumenseTca Ha moaynsx C3U BU Dallas Lock.

vSphere: 3auuctka PC

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: « Hemn.

[daHHas nonuTuka nO3BONSAET BKMOYUTL (3HadeHwe «[a») perncrpaumio CcOObITUI, CBSA3aHHbLIX
C 3a4MCTKOM PannoBomn cucTemsl runepensopa vSphere.

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock.

vSphere: CuctemHble cOObITUS

BoamoxHoe 3HadeHune nonutukn: «Ha/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NONUTUKK: « Hemy.

[aHHas nonuTMka no3BonsieT BKMOYMTL (3HauveHue «[a») Ha runepsusope vSphere peructpauuio
o6wmnx cooblieHni xypHana (Syslog), koTopble MOryT ObiTb WCMOMb30BaHbl ANS YCTPaHeHus
Henonaaok.

MonuTtuka npumenseTca Ha moaynsx C3U BU Dallas Lock.

Ayaut USB-HakonuTtenen

Bo3amoxxHoe 3HauveHue nonutukun: «He ucnonb3yemcs», «3apeaucmpupogaHHbie USB-Hakonumenu»,
«HeszapeaucmpuposaHHbie USB-Hakonumenu», «Bce USB-Hakonumenu». 1o ymon4aHuio 3HayeHne
OaHHOW NonuTukn: «He ucronb3yemcs».

[daHHas nonuTuka Mo3BOMsieT BECTU perucTpaumio cobbiTUi, CBA3aHHbIX C nogkniovaembimm USB-
yCTponcTBaMu.

Mpn nonbITke N3MEHUTb 3HaveHue NONIUTUKMN Ha OTNMYHOE
oT «He ucrnonb3yemcs» NpoBepsSeTCs 3Ha4YeHMe NonNuTkn BriokMpoBaTb nogknovYeHne
He3aperncTpupoBaHHbIx HakonuTtenen USB Flash:

e  €CMNM YCTaHOBNEHO 3HayeHue «/Ja», TO U3MEeHEHNE NPON3BOANTCH YCNELLIHO;
®  €eCNnW YCTaHOBMEHO 3HayeHne «Hem», TO UIBMEHEHMS He BHOCSATCS, NosiBNsSeTcs
OKHO C npeaynpexaeHuem (puc. 81).

OwnBka X
&

Bo Bpema npoBepkn 3Ha4eHNA GbLKM 0BHApYHEHBI CAELYIOLME OLUNBKW:
AnA paspelleHna pejakTUPOBaHMA HACTPOEK BRAKYNTE NOAUTHKY "BNOKNPOBATE NOAKNHOYEHWE
HEIAPErMCTPMpOBaHHbX HakonuTeneid USB Flash”,

oK
Puc. 81. Owmbka peaakTMpoBaHUs NOSIUTUKU

Monuntuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
AyauT CUCTEeMHbIX NMoNnb3oBarternen

Bo3moxxHoe 3HayeHne NonuTUKN: «Bki./Bbiki.». 3Ha4YeHue No yMonyaHuio: « Bbiki.».

BkritoyeHre gaHHOW MOMUTUKM NO3BOSISIET BECTU yYeT AEeNUCTBUMIA CUCTEMHbIX MOoNb3oBaTenen moayns
(SYSTEM, LOCAL SERVICE, NETWORK SERVICE wn np.) B XypHane pecypcoB (npu yCrnosuwu,
YTO XXypHan pecypcoB BkIOYeH). B 6onbluMHCTBE cryyaes, ayauTt 3TMX Nonb3oBaTtenen He TpebyeTcs.



Monutuka npuMeHdeTCA Ha Moaynax:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

AyauT coGbITUI 3a4YUCTKU

Bo3amoxxHoe 3HaueHune nonutukn: «Bks./Bbeikn.». o YMOJ14aHuio 3Ha4yeHne 0aHHOW NONUTUKN: « BKr1.».

BkntoyeHve OaHHOWM NONUTUKM NO3BONSIET PErMCTPUPOBaTb Ha Moayrne COBbITUS 3a4MCTKM OCTaTOYHOM
MHcbopMaLMK B crieytoLmx cryyasix:

®  MpW BKIKOYEHHBLIX NapamMeTpax 3a4mMCTkM ocTaTouHOM MHdopmauum B C3U moayns;
®  Mpu 3a4MCTKE OCTATOYHOWN MHGOPMaLMM Ha MoZyne no 3anpocy norb3oBaTens;
e [pM 3a4UCTKE HAKOMUTENHA Ha mogyre.

Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

AypuT ycTponcTB

Bo3moxHOe 3HavyeHune NoNUTUKN: « BKr./Bbiki.». 3Ha4eHe No YMOMYaHuI: «BbIKi.».

BknoyeHrne gaHHOM NONWUTMKWM MO3BOMSET PEerncTpupoBaTtb COBLITUA MO AOCTYNy K NOAKMYaeMbiM
Ha mogyne ycTporcTBam B XKypHane pecypcoB (Mpu YCNoBUM, YTO XXypHan pecypcoB BkroveH). Camu
coBbITMA HacTpavBalTCA HEeNOCPeACTBEHHO B KOHCONMWM agMmuHucTpupoBaHus C3U mogynsa B OkHe
pedakTMpoBaHWsi NnapameTpoB AECKPUNTOpa YCTPOUCTBA (Knacca YCTPOWCTB).

Monutuka NPUMEHAETCA Ha MoaynAX:

e C3W Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

Bbirpy3ka xypHarnoB

HaCTpOVIKa [aHHOM NONUTUKM B AOMNOSNTHUTENTbHOM OKHE MO3BOSISIET:

e 9kcnopTuposatb XypHansl C3U Dallas Lock 8.0 B xypHan cobbitnin Windows;

e akcroptupoBatb xypHanbl C3U Dallas Lock 8.0 B SIEM-cuctemy ¢ BO3MOXHOCTbIO BbiOOpa
13 BbinagawoLwmx cnuckos copmata Bbirpy3kn (Syslog, CEF wnu LEEF) n kogmpoBku BbIrpy3ku
(UTF-8 unn CP1251).

Ons oboux TUMOB 3KCnopTa BO3MOXHO 3adaTb CMNMCOK 3KCMOPTUPYEMBIX XYypPHanoB M OonpeaenvTb
nepuoa BbIrpy3Ku XXypHanoB B AnanasoHe oT 10 cek. 4o 24 yacos.

Mo ymon4yaHuio NonnMTruka MMeeT 3HavyeHue «Bbikr.»
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

XKypnan M3

Bo3moxxHOe 3HaveHune NoNUTUKN: « BKr./BbiKr.». 3Ha4eHe No YMOMYaHuIo: «BbiKi.».

MonuTuka no3sonseT ynpaBnaTb BegeHneM XypHana naketos MO Ha knveHTax C3U BU Dallas Lock
(BKMOYEHME/OTKNIOYEHME XypHana).

Monutuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock (UK4).
XypHan ayteHTUdUKaumm

Bo3moxxHoe 3HavyeHune NonuTukn: « Bk./Bbiki.». 3Ha4YeHre No yMonyaHuio: «BKi.».

BkntoveHune xxypHana (3HaveHve «Bkr1.») no3BonseT NpoTOKONMPOBaTh HAa MoAyIe B XXypHane cobbiTus
ayTeHTudukaumu.

Monuntuka npumeHsieTcs Ha moaynax AreHnt ELLY Linux.

XypHan 6e3onacHocTu

Bo3moxxHOe 3HavyeHune NonuTukn: « Bkr./Bbiki.». 10 yMON4aHuio 3HavyeHne JaHHOW NOMNUTUKN: « BKr.».

BkrnitoueHue nonumTmku (3Haqu|/|e «BKJ'I.») NO3BOJIAET NMPOTOKOJTINPOBATb CcobbITMSI UBMEHEHUST NONNTUK
Ge3onacHocT B XypHane.

MonuTtuka npumeHsieTca Ha mogynsx AreHT ELLY Windows.



XypHan BxonoB/BbIXOAOB

Bo3moxxHoe 3HauyeHne nonuTukn: «Bki./Beikn.». 10 yMON4YaHUio 3Ha4YeHne AaHHOW NONUTUKN: « BK/1.».

BkntoyeHne nonuTukn (3HayeHne «Bk/i.») N03BONSAET NPOTOKONUMPOBATb COObITUSA, CBA3AaHHbIE C BXOLAOM,
BbIXOAOM M pa3bnokmpoBkom nonb3osaTenen Ha K.

Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux;
e C3U BM Dallas Lock (UK4).

XypHan runepBusopa Hyper-V

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW NonuTukn: « Hemn.

JdaHHasa nonutvMka no3BOMsieT BKMYMTb PErMCTPaLuio COObITMI, MPOUCXOASALMX Ha rurnepsm3ope
Hyper-V.
MonuTtunka npumeHsaeTca Ha mogynsix C3U BU Dallas Lock (UK4).

XypHan gocTtyna K ycTpoMcTtBam

Bo3moxHoe 3HavyeHne NonuTukN: « Bk./Bbikr.». 3Ha4YeHne No yMonyaHuio: «Bki.».

BkrloueHWe [OaHHOW MONUTUKM (3HauYeHue «Bk/i.») Mno3BonsieT akTUBMPOBAaTh UKCALMIO COBLITUNM,
CBA3aHHbIX C HacTpoWkaMu MpaBwui pasrpaHuWYyeHuss JocTyna, M obpalleHusi K MNOAKIYaeMbiM
yCTpOMCTBaM B XXypHare AOCTyna K yCTPoWicTBaM Ha Moayre.

MonuTtuka npumenseTca Ha moaynsx C3U HC[ Dallas Lock Linux.
XypHan 3anycka/3aBepLueHUs npoLeccoB

Bo3moxHoe 3HavyeHune NnonuTukn: « Bkr./Beiki.». [0 yMONYaHuoo 3Ha4yeHne 4aHHOW NONUTUKN: « BKr.».

BkroyeHme ypHana nossossieT NpoToKoNMpoBaTk B HEM COObITUS 3amnycKoB/3aBepLUeHMs NPOLIECCOB
B OC Ha moayrne.

Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

XypHan koHTponsa npunoxexHun COB

Bo3moxHoe 3HavyeHune NonuTukn: « Bkr./Beiki.». 10 yMONYaHuoo 3HavyeHne JaHHOW NONUTUKK: « BKr.».

BkrnitoueHue XypHana no3BondeTt (bVIKCVIpOBaTb BCce COObITMS 00 aKTUBHOCTU ﬂpVIJ'lO)KGHVIVI, nx
LEJTOCTHOCTU N Ha60pe 3arpyxaembiX UM KOMIMOHEHTOB.

MonuTtunka npumenseTcsa Ha moaynsax C3U Dallas Lock 8.0-K/C.
XypHan naketos M3

Bo3moxxHoe 3HayeHue NoNUTUKK: «Bkr./Bbikn.». 1o ymon4yaHuio 3HayeHne AaHHOW NONUTUKW: « BbIK.».

BkntoueHne >xypHana no3BonsdeT MpPOTOKONMPOBaTb B HEM WHOpMauMio O BXOAALMX/MCXOOALLMUX
naketax MO.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
XypHan neyatu

Bo3moxxHoe 3HayeHne NonuUTUKN: «Bk./Bbiki.». 3Ha4YeHUe No yMonyaHuio: « Bbiki.».

BknoyeHmWe xypHana no3sonsieT NpoTOKONMPOBaThL B HEM COOLITMS NevyaTn Ha NnoKarnbHbIX U CETEBbIX
neyaTaroLLmx ycTponctaax (npuHTepax, MOY, nnotrepax u np.) Ha mogyne.

MonnTrka NpUMeEHsIETCS Ha MOLYNAX:
e C3U Dallas Lock 8.0-K/C;

e C3U HCQO Dallas Lock Linux;
e AreHTt ELY Dallas Lock Linux.



XypHan nonb3oBaTenbCKUX COO0LWeHUn

Bo3moxHOe 3HaveHne NoNuTUKN: « Bkn./Bbikr.». 3Ha4YeHe No yMonyaHuio: «BKi.».

BknoyeHmne xypHana (3HayeHue «Bksi.») No3BonsdeT NpoTOKONMpoBaTh Ha MOAYME B XXypHane cobbiTus
Nonb30BaTENbCKUX COOBLLEHMN.

MonuTtuka npumeHsietTca Ha moaynsx AreHT ELLY Linux.

XypHan npunoxeHun

Bo3moxHOe 3HaveHne NoNUTUKN: « Bkn./Bbikr.». 3Ha4eHe No yMonyaHuio: «BKi.».

B maHHOM >xypHane ¢uKcupyoTcs cobbiTUs 06 aKTMBHOCTU NMPUIIOXKEHWIA, UX LIENIOCTHOCTM U Habopa
3arpykaemMbIX UMW KOMMOHEHTOB.

Monutuka npumeHsieTcst Ha moaynsax AreHt ELLY Windows.

XypHan pesepBHOro KonNnupoBaHuUs

Bo3aMokHOe 3HadeHne NonUTUKKU: « BKki1./BbiKi.». 3Ha4YeHne no YMOJTHaHUIO: «BKn.».

BkntoueHune xxypHana no3sonsieT MKCMpoBaTh B HEM CODbLITUA NO YNpaBneHMo 3agaHNAMN pe3epBHOIo
KOMMPOBaHMWs, a Takke Mo 3anycky u 3aBepLUEHNI0O BOCCTAHOBMNEHMS U3 PE3EPBHbIX KOMUIN 1 yaaneHuo
pe3epBHbIX KOMUHA.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

XypHan pecypcoB

Bo3amoxxHoe 3HaueHne nonutukn: «Bki./Beikn.». o yMOs4aHuio 3Ha4eHne 0aHHOW NONUTUKN: « BKr1.».

BknioueHne >xypHana nosBonsieT NpoTOKONMPOBaTb B HEM COObITMA Mo AocTyny k pecypcam PC,
nporpamMmmHo-annapaTHON cpedbl U K yCTponcTBaM (Mpu BKMOYEHHOM napameTpe AyauT yCTPOWCTB
CM. HKe). A Tarke COObITUA OYMCTKM OCTaTOMHOW MHpopMauun (Npu BKNIOYEHUN AyauT: cOObITUN
3a4ynmcTku). BosmoxeH ayauT OencTBuiA nonb3oBaTener Kak C floKanbHbIMW - pecypcamu, Tak
n ¢ ceteBbiMu. Ctoga e 3aHOCATCH COObITUS HEeNoCpPeACTBEHHO MO yNpaBneHnto AOCTYNOM K pecypcam
(8 cnyyae, korga Ha o6bekT HasHavaeTcda nwboM AeckpunTop AocTyna, ayauTta, KOHTpons
LenoCTHOCTH).

Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux;
e C3UM BM Dallas Lock (UK4).

XypHan cobbiTuin 6esonacHoct M3

Bo3moxHoe 3HauyeHne NonuUTuKN: «Bki./Beiki.». 3Ha4YeHUe No yMonyaHuio: «Bkn.».

BkntoueHve xypHana nosBonsieT uMKcupoBaTb B HEM cOObITUS O AEWCTBUSAX, MPeAnpUHUMaeMbixX
B OTBET Ha BO3MOXHbIE HapyLUeHus 6e3onacHoOCTw.

MonuTtuka npumenseTca Ha moagynsx C3U HC[ Dallas Lock Linux.
XypHan coeguHeHun M3

HacTpolika gaHHOM NONUTUKM B JOMNOSTHUTENBHOM OKHE MO3BOMAET:

e yKasaTb nepeyeHb NPUNOXEHWUI, ONA KOTOPbLIX ByAeT NPUMEHSATLCS NPaBUIo;
e yKasaTb HanpasfieHue nepeaaqu, Habop NopToB;
e yKasaTb pacnucaHvie v nonb3oBaTesien.

BkntoueHue xxypHana no3BonsieT NpoTOKONMpoBaTh B HEM MHpOpMaLIMI0 O coenHeHNsIX M3.
Mo ymonyaHuio nonuTrnka UMeeT 3HayYeHne « Bbiki.».
MonuTtunka npumenseTca Ha moagynsx C3U Dallas Lock 8.0-K/C.



XypHan cpenctBa o6HapyXXeHUs U pearupoBaHus

Bo3moxHOe 3HaveHne NoNuTUKN: « Bkn./Bbikr.». 3Ha4YeHe No yMonyaHuio: «BKi.».

BknioyeHne XypHana nosBonseT @UKCupoBaTb BCe COObITUS, CBSAI3aHHbIE C WHAUKaTOpamu
KOMNpoMeTaLuumu 1 npaBunamm asTomaTtudeckoro pearnposaHua COP Ha nx obHapyxeHue.

Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.
XypHan Tpaduka COB
Bo3moxHOe 3HauyeHne NonuTukn: «Bki./Bbiki.». 10 yMONYaHUIo 3Ha4YeHne AaHHOW NONUTUKN: « BK/T.».

BkntoyeHune xxypHana no3sonsieT (hUKCMpoBaTb NPOXOASLLNA CEeTEBOM TpadhuK Yepes KOHTponupyemMble
COB y3nbl ceTu.

Monutuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.

XypHan Tpacduka punbTpauumn MJI
Bo3moxHoe 3HaveHne nonuTukn: « Bkr./Beik.». 10 yMON4YaHuoo 3HavyeHne 4aHHOW NONUTUKN: « BKr.».
BknoyeHme XypHana no3BossieT NPOTOKONMPOBaTh B HEM MHGOPMaLMIo 0 Tpadumke dounsTpauum M3.
Monntuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

XypHan ynpaBneHua M3

Bo3moxxHoe 3HavyeHune NnonuTukn: « Bkr./Beiki.». [0 yMONYaHuoo 3HavyeHne 4aHHOW NONUTUKN: « BKr.».

BknioyeHne XypHana noseonisieT ukcupoBaTb cobbiThs 0 moaudukaumn npasun MO, aaHHbIx M3,
pesynbTatax ynpasneHuss npodunsMu npoBepok MO, pesynbTatax camoTecTupoBaHus M3,
moandukaumm 3HadeHuin aTpubyToB 6Ge3onacHOCTW, O [AeNCTBUSIX, MPEeANPUHUMAaeMblX B OTBET
Ha BO3MOXHble HapyLLeHUsi 6e30MacHOCTH.

MonuTtunka npumenseTca Ha moaynsx C3U HC[ Dallas Lock Linux.
XypHan ynpaBneHus nonutukamm 6e3onacHocTu

Bo3moxxHoe 3HavyeHune NonuTukn: « Bkr./Beiki.». 10 yMONYaHuio 3HavyeHne JaHHOW NONUTUKK: « BKr.».

BknoyeHne nonntukn (3HadeHne «Bkii.») NO3BONSET NPOTOKONUPOBaTb COBLITUS U3MEHEHUS MOMUTUK
BesonacHoCcTK B XypHarne.

Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux;
e C3UM BM Dallas Lock (UK4).

)XypHan ynpaBneHusi nonib3oBaTensAMu1 1 rpynnamm

Bo3moxHoe 3HavyeHune NonuTukn: « Bkr./Beiki.». 10 yMONYaHuoo 3HavyeHne JaHHOW NONUTUKN: « BKr.».

KypHan cogepxut cobbiTusl, CBA3aHHbIE C HACTPOMKaMu, CO3A4aHMEM U yaaneHneM y4eTHbIX 3anucen
nonb3oBaTenen, rpynn ydeTHbiX 3anucen. BknwoyeHve nonutuku (3HadeHue «Bka.») nossonser
NPOTOKONUPOBATh B XXypHane AaHHble COBbITUS.

Monutuka NpUMEeHAeTCA Ha MoA4ynAaXx:

e C3WU Dallas Lock 8.0-K/C;
e C3U HC[ Dallas Lock Linux;
e C3U BU Dallas Lock (UK4).
XypHan yctaHOBOK

Bo3moxxHoe 3HayeHne NonuUTUKN: «Bk./Bbiki.». 3Ha4YeHUe No yMonyaHuio: « Bbiki.».

B paHHOM >xypHane duKCUpyoTca cobbiTUSl, CBA3aHHble C WMHcTannsuunenn obHosneHun Windows,
OONONHUTENbHbBIX NPUIOXEHUIA.

MonuTtuka npumeHsieTca Ha mogynsx AreHT ELLY Windows.



3abnokupoBaTb BbIFPy3Ky XXypHanoB syslog B SQL

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: «Hemn.

3HaveHne «[a» OaHHOM MOMMTUKW Mo3BonseT OnokupoBaTb BLIFPY3KYy XypHanoB syslog B SQL
ANs npefoTBpalleHns nepeaayn crnyxebHbIX JaHHbIX.

Monntuka npumeHsietcst Ha mogynsx C3U BU Dallas Lock (UK4).
3aHoCUTb B XXypHan ucxoasiime nonbITKA BXxoAa Ha yaaneHHble KOMNbIOTepPbI

BoamoxHoe 3HadeHune nonutukn: «La/Hemy. Mo ymonyaHuio 3HavyeHne AaHHON NoNuTUKK: « Hemy.

BkntoyeHne gaHHOW nonuTukn (3HadeHue «/[a») no3sondeT permctpupoBaTb Ha Moayrne cobbiTus
UCXOAsILLEen NONbITKM BXOA4a NoNb3oBaTeNs Ha yaaneHHbI komnbloTep Yepes JIBC B xypHane BXxoaoB
(Npw ycnosmK, 4TO XypHarn BXOAOB BKITHOYEH).

Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

3aHOCUTb B XXypHarn cob6bITUA 3anycka U octaHoBku OC

Bo3moxxHoe 3HauyeHne nonutukn: «Ja/Hem». [lo ymonyaHuto 3HayeHne gaHHoM NonuTukn: «ay.

BknoyeHne gaHHoOM monuTuku (3HaveHue «[a») Mo3BonsieT perucTpupoBatb Ha Moayne cobbiTus,
CBsi3aHHblE C 3anyckom/3aBepLueHnem pabotbl OC, cobbiTns 3anycka/octaHoOBKM fapa 3awmtel C3U
Dallas Lock, B >xxypHane ynpaBneHust nonutmkamu (Mpu ycnoBumu, YTO OaHHbIN XYpPHaI BKITHOYEH).

MonuTuka NnpumMeHsieTca Ha MoaynsaxX:
e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).
3aHOCUTb B XypHarn cobbITUs 3anycka U OCTaHOBKU Mogynen agMUHUCTpupoBaHusa DL

Bo3moxxHoe 3HauyeHne nonutukn: «Ja/Hem». [lo ymonyaHuto 3HayeHne gaHHom NonuTukn: «ay.

BknoyeHne gaHHOW MOMUTUKM (3HadveHue «[a») No3BONseT perncTpupoBaTb COObITUSI, CBSi3aHHblE
C 3anyckom/3aBeplueHnem pabotel mogynen agmuHuctpupoBaHuss C3U Dallas Lock B xypHane
yrpaBneHust nonuTukamm (Npv yCroBun, YTO AAHHbIN XypHar BKITHYEH).

Monntuka NpUMeEHsieTCa Ha MoLYNAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

3aHocuThb B XypHanbl ownbku OC

Bo3moxxHOe 3HavyeHune NoNUTUKN: « BKr./BbiKi.». 3Ha4eHWe No YMOMYaHuIo: «BbiKi.».

BkntoveHne [aHHOW MOMMTMKU MO3BONsieT BecTu yyeT owubok goctyna OC Windows B >xypHane
pecypcoB (npu ycrnoBmK, YTO XXypHan pecypcoB BkntoveH). Tak kak C3U Dallas Lock 8.0 He nogmeHsieT
MexaHu3Mbl KOHTpOMsi AgocTtyna kK pecypcam OC, a pobaenseT csou, To noboe gencteue Hag OC
BHavarne nonagaet Ans Nnposepku B Apamsep 3awmntel C3U, n, ecnn aToT gpariBep paspellaeT gaHHoe
Aenictene, oHo nepepaetca ganble OC Windows. OC mMoxeT oTkasaTb y>Ke N0 CBOUM MPUYMHaM — 3TU
0TKa3bl M NPOTOKONMPYHOTCH. B BonblUMHCTBE CnyvaeB ayauT 3TUX ownbok He TpebyeTcs.

Monntuka npuMeHdeTCAa Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).



Ucnonb3oBaTtb Yacbkl nnatbl C3U Dallas Lock

BoamoxHoe 3HadeHune nonutukn: «LJa/Hemy. Mo ymon4yaHuio 3HavyeHne AaHHON NoNuTUKK: « Hemy.

BkntoveHune gaHHOM NONUTUKK (3HaYeHne «/Ja») no3BonsieT ncnonb3oBath Bpems n3 yacoe CA3 Dallas
Lock. lNonuTtuka npumeHsieTca TONMbKO Npu ycTaHoBreHHon Ha APM annapaTHon nnate. [ns paboTbl
nonutnkn Heobxogmmo B OC Moaynsa yctaHoBUTbL apanBep anst CAO3.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MakcumManbHOe KOnM4ecTBO 3anncen B XXypHanax
HacTpovika pQaHHOMW NOMUTUKM NO3BOMSIET YCTAaHOBUTb MaKCMManbHOE KONMMYECTBO 3anucen
B OnpeaeneHHoM XypHane mMoaynsi.
MonuTtuka MoXeT NpUHUMaTL 3HadeHne «He ucrionb3yemcs» nnn «1000-20 000».
Mo ymonyaHuio B JaHHOW NONUTUKE AN KaXAoro xXypHana 3agaHo 3HadveHue 20 000 3anucen.
MonuTunka NnpumeHsieTca Ha MogynsaX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

MakcuManbHoe KONnM4ecTBO 3anucen B XXypHanax
HacTpovika pQaHHOM MNOMUTUKM NO3BONSIET YCTAaHOBUTb MaKCMMarnbHOE KONMMYECTBO 3anucen
B OnpeaerneHHoM XypHane mMoaynsi.
MonuTtunka moxeT npuHMMaTh 3HadeHne «He ucrnonb3yemcsi» nnn « 10 000—100 000».

Mo ymonyaHuio B OaHHOW MOMUTUKE ONs KaXOoro XypHana 3agaHo 3HadeHue 100 000 s3anucen,
BbICTaBIeH Yekbokc He ucrnonb3yemcs.

MonuTtuka npumenseTca Ha moaynsx C3U Dallas Lock 8.0-K/C (HaunHasa ¢ UK12).
O6bem xypHana B MO

Monutnka yctaHaBnMBaeT OrpaHMYeHUst obbema XypHanoB B amanasoHe oT 100/M6 go 10000/M6
Ana apxuBaumu.

Mo ymonyaHuio nonuTunke yctaHoBNeHO 3HadeHne « 2800 Mb6».
MonuTtunka npumenseTca Ha moagynsx C3U HC[ Dallas Lock Linux.
MNMepuoanyeckan apxuBauus 3anmcen B XXypHanax
paHnubl BO3MOXHOINO BPEMEHHOrO WHTEpBana apxvsauuu BapbupylTca oT 1 vaca go 1 roga.
Mo ymonyaHuio nonnTuke 3agaHo 3HaveHne «He ucronb3yemcs».

BknoyeHve [aHHOM MNOMWTUKMA MO3BOMSET YMNpaBnsTb MepuogamMyM aBTOMaTUYECKOW apxuBauuu
XypHarnoB. locrne HacTpoWku JAaHHOW MONUTMKU BCE >XypHarbl NO pacrnucaHuio apXuBMPYHOTCHA, BCe
3anucu M3 HUX CcOXpaHswTca B dann B cucteMHon nanke Ha APM ¢ ycTaHOBMEHHbIM
C3WU Dallas Lock 8.0 «C:\DLLOCKS80\Logs», 3anncu xypHanoB O4MLLAIOTCS, U OHXU HAaYMHAKOT BECTUCH
3aHOBO.

Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

MNevaTtaTtb/pepakTMpoBaTh WITaMnN

Bo3moxHoe 3HauyeHune nonutukn: «a/Hemy». No ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.
MonnTrka No3BonseT BKITUNTL 0OaBNEHNE WTamMna Ha pacneyaTbiBaeMblx JOKYMEHTaX.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
MyTb K apxuBam XXypHasnos
Bo3moxxHoe 3HauyeHue NnonuTukn: «He ucrnons3yemcs» | «[nyme Kk apxueam]». [NyTb K apXuBy XypHanos

nueTcs B O4HY CTPOKY, OTAENSSA KaXayto Nanky 3HakoM «/», 3HavyeHue no ymonyanuto: «/dllix/backup/».
BkrntoueHne AaHHONM NONUTUKM MO3BONSET (OUKCUPOBATL NYTb K apXuBam XXypHaros.

Monutuka npumeHsieTcs Ha mogynax C3U HCA Dallas Lock Linux.



CucTteMHbIN XXypHan

Bo3MoxHOe 3Ha4YeHne NoNUTUKKU: « Bki1./BbiKi.». 3Ha4YeHne no YMOJTHaHUIO: «BKn.».

BkntoyeHve AaHHON NONUTKKK (3HaYeHMe « Bk/1.») NO3BOMSIET MPOTOKONMPOBATL HA MoAyIe B XypHane
COObITUS CUCTEMHOTO XXypHarna onepauuMoHHon cuctemsl (SysLog).

MonuTuka NpuMeHsieTca Ha MoaynaX:
C3MU Dallas Lock 8.0-K/C;

C3U HCQ Dallas Lock Linux;
Arent ELY Linux;

AreHT ELLY Windows.

Cnyxe6HbI xxypHan M3 (nakeTbl B hopmaTte Pcap)

Bo3moxxHOe 3HavyeHune NONUTUKN: « BKr./BbiKi.». 3Ha4YeHe NO YMOMYaHuIo: «BbIKi.».
BkntoyeHne gaHHOWM NONUTMKU NO3BONSIET BECTM yYeT 3abnokMpoBaHHbIX NakeToB B oopmate Pcap.
Monntuka npumeHsieTcs Ha moagynsax C3U Dallas Lock 8.0-K/C.

CobupaTtb TONbKO yKa3aHHble COObITUS

Bo3moxHoe 3HauyeHue nonutukn: «He ucrnons3dyemcs» | «[ko0 cobbimus]». 3Ha4YeHne No yMONYaHuIo:
«[k0d cobbimus]». BknioyeHne AaHHOW NOMNMUTMKM MO3BONSET PMKCMPOBaTb TOMbKO Te CobbITHSA, Koapbl
KOTOPbIX YKa3aHbl B CNUCKe COBLITUIA.

MonuTtunka npumenseTca Ha moaynsx AreHt ELLY Windows.

CobupaTtb TOJNbKO YKa3aHHbIe YPOBHU COOOLEeHUn

BoamoxxHoe 3HayeHue nonutuku: «He ucnonb3yemcs» | «[kod cobbimus]». Cnucok npaeun otbopa
MULIETCA B OAHY CTPOKY, 3NEMEHTbl CMucKa pasfensiioTcs 3ansaTbiMu, 3HAYeHUe MO YMONYaHuio:
«He ucrnonb3yemcsi». BknioyeHne OaHHOW MOMMTMKM MO3BONSIET (PUKCUMPOBATb TONbKO Te CobbITUs,
KOZbl KOTOPbIX YKa3aHbl B CUCKE CODbLITHIA.

Monntuka npumeHsieTcs Ha moaynax AreHt ELLY Linux.

Co3paBaTtb TeHeBble Konuun pacnevyaTbiBaeMbIX JOKYMEHTOB

BoamoxxHoe 3HauyeHune nonutukn: «a/Hemy». [No ymonuyaHuio 3Ha4yeHne AaHHOW NonuTuKK: « Hemy.

JdaHHasa nonutuka NO3BOMSET BKMHOUUTL (3HayYeHue «[Ja») COXpaHeHue KOonuii pacrnedaTbiBaembix
JOKYMEHTOB B OTAENbHYI0 Nanky Ha mogyrne no nytn « C:\DLLOCKB80\Logs\PrintCopy». B gaHHol nanke
npu KaXxgon neyaTtn 6yayT co3gaBaTtbes nognanky ¢ davinamm, HasBaHWs KOTOPbIX COCTOSIT U3 BPEMEHU
nevaTy M MMEHW nevyaTaloLLero ycTponcTaa.

MonuTtunka npumenHsetca Ha moaynsax C3U Dallas Lock 8.0.

CpoK XpaHeHUs XXypHarnoB B MecsiLax

[aHHaa nonutnka nossonsaet ynpaendaTb CPOKOM XpaHEeHUA XKypHanoB Ha MoaynAx. Mo ucreyeHuu
3agaHHOro B MOJINTUKE CpOKa (*)OpMVIpyeTCFI apXuB, N XypHalibl HA4YMHAKT 3anoJIHATbCA HOBbLIMU
AOaHHbIMW.

Monutuka nNpuHUMaeT 3HadeHna oT 1 go 6 mecdueB. 1o ymonyaHuio AnsS AaHHOW MOMUTUKK
YCTaHOBMEHO 3HayeHre 3 mecsua.

Monutuka npumeHsieTcs Ha mogynax C3U HCA Dallas Lock Linux.
YBepomneHus: XypHan cobbitun BU Hyper-V (onepauvmn VMM)

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». No ymonuyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

[aHHaa nonuTvka no3BONAET BKMOYUTL (3HayeHne «[Ja») pernctpaumio cobbiTUiA, CBA3AHHBLIX
C ynpaBrieHnem XxocTamu, Knacrepamm 1 061adyHbiM CepBUCOM BUPTYarnbHOW MHAPacTPyKTypbl Hyper-V.

MonuTtunka npumensaeTca Ha moaynsx C3U BU Dallas Lock (UK4).
YBegomneHus: U3ameHeHMe obOLLMX HACTPOEK cepBepa BUpPTyanusauum
Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». No ymonuyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

JaHHbIi NnapaMeTp NO3BONSET BKIOYUTL PErMCTPaLMIO COObITUIA, CBA3AHHBbIX U3MEHEHMEM HACTPOEK
cepBepa BMpTyanusauuu.



Monutuka npumeHsieTcst Ha mogynsx C3U BU Dallas Lock (HaumHas ¢ UKS).
YBegomneHus: Onepauum ¢ BUpTyanbHbIMA AUCKaMKU
Bo3moxHoe 3HaveHune nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW NonuTukn: « Hemy.
[aHHbI NnapaMeTp NO3BOMSET BKMOUYNTb PErMCTPaLMIO CODBITUN, CBA3aHHbIX BUPTYanbHbIMU OUCKAMMU.
Monutuka npumeHsietcst Ha moaynax C3U BU Dallas Lock (HaumHas ¢ UKS).
YBegomneHusa: Onepauum ¢ BUpTyanbHbIMU MalIMHaAMM
Bo3moxHoe 3HaveHune nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne JaHHOW NonNuTukn: «Hemy.

[aHHbIn napameTp MO3BONSET BKMOYMTL PErMcTpauuio  COObITUA, CBSA3aHHbLIX BUPTYanbHbIMU
MaLlMHaMM.

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock (HaumHas ¢ UKS).
YBepomneHus: Onepauuu c o6bekTamMmu BUPTYyanbHOM ceTu
BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW NonuTukn: «Hemn.

[daHHbI napameTp NO3BONSAET BKITYNUTL PErncTpaumio CobbITuI, CBA3aHHbIX C 06bekTaMm BUPTYyarnbHON
ceTu.

MonuTuka npumensieTca Ha moaynsix C3U BU Dallas Lock (HauuHas ¢ UKS5).

YBepomneHus: Onepauum o cHanwoTamm
Bo3moxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW nonuTukn: «Hemn.
JaHHbI napameTp NO3BONSET BKIHOYUTb PErMCTPaLMI0 COObITUIA, CBA3AHHbIX C CO3AaHNeM CHanLOoTOB.
MonuTtunka npumensetca Ha moaynsx C3U BU Dallas Lock (HauuHas ¢ UKS).

YBegomneHusi: CobbiTua ynpaBneHua BM

Bo3moxHoe 3HaveHune nonutukn: «Ja/Hem». 1o ymonyaHuio 3Ha4eHne gaHHOW nonutukn: «Hemn.

[aHHas nonuTMka nNO3BOSSET BKMOUUTL (3HA4YeHne «/[a») perucrtpaumio coObITUA, CBSI3aHHbIX
c ynpasneHuem BM.

MonuTtunka npumeHsetca Ha moaynsax C3U BU Dallas Lock (UK4).
YBegomneHusi: CobbIiTUA ynpaBneHnsa KkoHdpurypaumen BM

Bo3moxHoe 3HaveHune nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW nonuTukn: «Hemy.

[daHHas nonuTuka nO3BONSAET BKMOUUTL (3HadeHne «[a») perncrpauuio cobbITUIR, CBA3AHHbLIX
C ynpasrneHuem KoHdurypaumen BM.

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock (UK4).
YBegomneHusi: Co6bITUA ynpaBrneHnUsa KoHdurypawumen runepemusopa

Bo3moxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW nonuTukn: «Hemn.

[daHHas nonuTuka nO3BONSAET BKMOYUTL (3HadeHwe «[a») perncrpauuio COObITUIN, CBA3AHHbLIX
C ynpasrneHuem KoHdurypauven BM BuptyansHon uHdpactpyktypbl Hyper-V.

Monutuka npumeHsieTcs Ha moaynax C3U BU Dallas Lock (UK4).
YBegomneHusi: CobbITUA ynpaBrieHUA CeTbio

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». [No ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

[daHHas nonutvka No3BONSET BKIYUTL PerncTpauunio cobbiTUn, CBA3aHHbIX C yNpaBfeHUEM CeTbio
BUPTYyanbHOW nHgpacTpykTypbl Hyper-V.

Monutuka npumeHsietcs Ha mogynax C3U BU Dallas Lock (UK4).
YBepomneHus: CobbiTusa ynpaBneHusa coctosHnem BM

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». No ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

[daHHas nonmuTuka nO3BONSAET BKMAYUTL (3HaveHne «[a») perncrpauuio COObITUMI, CBSA3AHHbLIX
C ynpasrneHuem coctosaHusa BM BupTyanbHon nHdpactpykTypsl Hyper-V.

Monutuka npumeHsieTcs Ha mogynax C3U BU Dallas Lock (UK4).



YnpaBneHue xpaHunuiieM TeHeBbIX KOMUM OTYyXaAaemMoun nHcpopmaumm
Mo ymonyaHuio 3Ha4YeHne JaHHoOW NONUTUKN « He ucrnonb3yemcs».
HacTpolika gaHHOM NONUTUKN NO3BONSAET:
e 3a7aTb pasMep XpaHunuMLa TeHeEBbIX konui (No ymonyanuio —150 M6anT);
e 3agaTb BPEeMS XU3HU TEHEBOW Konuu (no ymonyaHuo 1 mecau);
e  BKIIOYMTb aBTOMAaTUYECKYIO Nepesanncb Npu nepenoriHeEHNN XxpaHunuwa.
Monutuka npumeHsieTcst Ha mogyne C3U Dallas Lock 8.0-K/C.

®duKkcupoBaThb B XKypHarne HenpaBUIlbHbIe Naposiv

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoOW NonuTukn: «Hemn.

Mpn 3HauyeHun «/[a» HeBepHbIN Naponb, BBEAEHHbLIN Monb3oBaTenem, oTobpaxaeTrca B KypHane
B cTonbue HesepHnil naposs. Mpun 3HaveHnn «Hemy» — He oToGpaxkaeTcs.

Mpn 3HayeHUn nonuTUKM «[a» BO3HUKAET pPUCK UCNONb30BaHUA WHAOPMaLUK,
cogepxallencs B ctonbue HesepHnbili naporsib, ANs CKPbITOM KOMNPOMETaLUun naponen
nonb3oBatenen. OwunbkM monb3oBaTenen npu BBOAE Napofis HEMUMHYEMO MpuBeayT
K pPacKpbITWIO YacTW Naporsisi, YTO MOXET 3HAYMTENbHO 06NeryvTb ANS 3N0yMbILUNEHHUKA
3agadvy ero nogbopa.

MonuTunka NnpumeHseTca Ha MogynaxX:

C3MU Dallas Lock 8.0-K/C;
CA3 Dallas Lock;
CO3 YBb Dallas Lock;
C3U BU Dallas Lock (MK4).
®PoHOBOE BbINONHEHUE Pe3epPBHOro KONMPOBaHUA

Bo3moxHOe 3HavyeHune NoNUTUKN: « BKr./Bbiki.». 3Ha4eHe No YMOMYaHuI: «BbIKi.».

BkritoueHne gaHHoro napamMmeTpa (3HaquV|e ((BKH.») NOo3BOJIAET MOHU3UTb A4 3aJdad pe3epBHOIo
KOnMpoBaHuA NpUoOpUTET BbINOJIHEHUA NOTOKOB, 06pa6aTbIBaPOLLI,VIX 3aga4un pe3epBHOro KonmnposaHu.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

5.4.4HacTtponka nonuTuUK npas nosib3oBatenen

Ha Bknagke lNMonumuku B KaTteropumm I'IpaBa nonb3oBarenen HacTpanBalTCA NapamMeTpbl, KacarLlinecsa
NOSTHOMOYMA NONb3oBaTeNen Ha aAMUHUCTPUPOBaHME CUCTEMbI 3allUTbl, a TaKke ynpasndwowine
paspelweHmem n 3anpeTtomMm MHTEPaKTUBHOIO 1 yaarieHHoOro Bxo4oB B OcC.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTukn 6e3onacHocCTn opraHusauunun Heo6xoaMmMo HaCTpouTb BCe
napamMeTpbl, pacnosfioXXeHHble B CMUCKe NOJNMUTUK npas nonb3oBarenen.

Ons Toro, u4ToBbl HekoTOpbIM nonb3oBaTenb N MMen BO3MOXHOCTb MNpPefocTaBnATb  APYrUM
nonb3oBaTensM NOMHOMOYMS HA aAMUHUCTPUPOBAHME CUCTEMbI 3aLUUTLI, Heobxoanmo cobnogeHve aByx
YCroOBUI:

1. MNonb3osaTtens N gomxeH 6bITb HAageNeH NONHOMOYNEM Ha U3MEHEHNe napaMeTpoB 6e30NacHOCTU.

2. MNonb3oBaTenb N gomkeH cam obnagaTtb TEM MOMHOMOYMEM, KOTOpO€e XOo4eT npenoctaBnuTb OpyrnmMm
nosib3oBaTenam.

B cucreme 3awuTbl peann3oBaH MeXaHU3M KOHTPOJIA 3a pacrnpocTpaHeEHNEM NOSTHOMOYUIA.
OcyLLl,eCTBﬂeHVIe 9TOro0 KOHTPOJIA MO3BOJIAET NOJSib30OBaTENO NpPeaoCTaBNATb APYyrMM nosfib3oBaTesndaMm
TONbKO T€ [MMOJIHOMOYKNA, KOTOPbIMKA OH HaAeneH cam. Hanpmmep, €eCnn noJib3oBaTtesib He HageneH
nonHOMo4YnemM Ha ynpasneHne ayautomM, TO U HUKaKOMY [pyromy nosrnb3oBaTtesito OH He CcyMmeeT
npenocTaBuUTb 3TO NOJTHOMOYUKE.

I'Ipvl nonbITKE NpegocTaBUTb APyromMmy nonb3oBaTtersiio NoJIHoMo4vne, KoOTopbiM OaHHbIN Nonb3oBaTenb cam
He obrnapgaeT, cMcTema 3allMTbl BbiBeOeT npeanynpexageHue. Monb3oBaTenb HE CMOXET Ha3Ha4YMTb cam
cebe gononHUTeNbHoEe NONTHOMOYNE, MOBLICUTL ypoBeHb 0CTYNa, BKINKOYUTb cebsB rpoynny, o6na,qarou.|,yro
pacmnpeHHbIMM No CpaBHEHUKO C AaHHbIM NoJNib3oBaTesfieM npaBaMu.



HasHayaTb NMonmuTWKM M NpaBa crieqyeT OoYeHb BHMMaTenbHO. Ecnv npu npepoctaBneHun
no6oro nonHomoums BbibpaTh rpynny Bce, To AaHHbIM NonHOMo4YMem byayT obrnagath Bce
nonb3oBaTenun, B TOM YWCHE U TOT NOSIb30BaTESb, KOTOPbIA YCTaHOBWUI AAHHbIA NapameTp.
Tak, Hanpumep, ecnu aaMUHUCTPAaTOP MpWU 3anpeTe JIoKanbHOro (MHTEPaAKTUBHOIO) BXxoAda
B OC BbIGepeT rpynny Bce, To cam OH Takke He CMOXeT Oornblue ocywectButb Bxog B OC.
WUcknioyeHne 6GygeT cocTaBnsATb TOMbKO y4veTHas 3anucb cynepagmuHucTpaTopa
Ha mogynsix C3U Dallas Lock 8.0-K/C.

Takke crnegyeT  yyecTb, YTO  Monb3oBaTenb, ObGNagawWuUin  MNOSIHOMOYMEM
Ha pedakTupoBaHWe MapameTpoB 6e30nacHOCT, MOXET NUWKTL MobbIX nonb3oBaTenen
No6bIX MONHOMOYMIA, Aaxe TeX, KOTOPbIMKU OH caM He obnagaet. Ecnv nonb3oBatens cam
cebs NULInM Kakoro-nMbo NOSIHOMOUUSI, TO BOCCTAHOBUTb STO MNOSIHOMOYME OH HE CMOXET.

MpaBuno paspeLleHns 1 3anpeTa AeNCTBUIM CyOBHEKTOB crieayoLlee:

YcnoBue PesynbTtat

HeT HuKkakmx 3anpeToB 1 paspelwleHun  [Jenctesune 3anpeLleHo

Ectb 3anuce o paspeweHun u HeT [enicTBue paspelleHo
3anucu o 3anpete

EcTb 3anucb o 3anpete Oenictene 3anpeLyeHo, HecmoTps
Ha Hann4dne wnnm  OTCyTCTBME  3anuncu
0 paspeLueHuu

B cnuncke CY6'beKTOB, Ona  KOTOPbIX YCTaHaBIIMBaAaeTCA 3arnpeTt wWlin paspelleHune,
onpegendaeTca mepapxma B NOopAAKe BO3pacTaHuUd: rpynna Bce — nHanBuayanbHas
rpynna — y4yeTHas 3anucCb (D,OMeHHaFI y4yeTHasa 3anncb «no MaCKe») — NoNnb30BaTesb.

Takum obpasom, 4Tobbl cybbekTy (Hanpumep, Nonb3oBaTento) AencTBne BbINo paspeLleHo,
TO OH He [JOIPKEH BXOAMTb B COCTaB CybObekTa (Hampumep, rpymmnbl), AN KOTOPOro 370
OencTBne NMEET ABHbIN 3anper.

Mpumep:

Tpebyetca HacTpouTb 3anpeT Bxoga B OC ansi nokanbHbIX Nonb3oBaTtenen (B 4OMEHHON
apxuTeKType).

[Ona 3anpeta Bxoda JoOKamnbHbIX MOMb3oBaTenen HeobxoaMMO MWM3MEHUTb MapamMeTp
MHTepakTMBHbIN BXoA: paspelleH ybpaTb yyeTHyk 3anucb Bce n O06aBuTb YYETHYIO
sanuce «*\™. EcnvM ecTb HeoGXOAMMOCTb paspelleHus Bxoda Ans Mnonb3oBaTtenen
ONpeAeneHHoro AoMeHa, TO MpeaBapuTENbHO HY)XHO co34aTb YYETHYK 3anucb B BuAe
«Mms_domeHa\*».

Ta6nuua 13. MonuTuku npaB nonb3oBarenen
AyauT: NMpocmoTp XXypHanos
C nomoLLbio JaHHOW MOSMMTUKM MOXHO AaTb MpaBO ofnpeAeneHHbIM Nonb3oBaTensam unu rpynnam
Ha NPOCMOTP TOMbLKO XypHanos B obonoyvke agMmuHmucTpatopa C3U.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
Ayaut: NpocMoTp TeHeBbIX KONUW pacnevyaTbiBaeMbIX AOKYMEHTOB
C nomoLLbio JaHHOW MONMTUKM MOXHO AaTb MpaBO OnpeAernieHHbIM MoNb3oBaTensam unu rpynnam

Ha NPOCMOTpP TeHeBbIX Konumn pacnevyaTbiBaeMbIiX OOKYMEHTOB (KOI'II/II/I co34akTcda npu ycrnosuwn,
YTO BKIHOYEH NapamMeTp ayauTa Cos3paBaTtb TeHeBble KOnuun pacnevyaTtbiBaeMbiX noxymel-rroa).

MonuTtunka npumenseTca Ha moaynsx C3U Dallas Lock 8.0-K/C.
AyawuT: NMpocMoTp TeHeBbIX Konuin cannos
C nomoLLbio AaHHOW MOMUTMKM MOXHO AaTb MpaBO onpedenieHHbIM MOoNb30BaTeNndAM WMAv rpynnam
Ha MPOCMOTP TEHEBbIX KONUIN annos.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.



AyauT: YnpaBneHue
C nomoLLbio AaHHOW MOMUTMKM MOXHO AaTb MpaBO onpederieHHbIM MONb30BaTeNaAM WMAM rpynnam
Ha ynpaBneHue ayauMToM (Ha3Ha4YeHue 1 peJakTMpoBaHMe Ha3HavYeHHbIX NapaMeTpoB).
Monutuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.

[eakTnBaumsa cucrtemMbl 3aWwmThbl

B 3HayeHWe gaHHO NONUTUKX NPOMNUCLIBAETCA UMS YYETHOW 3anucK Nonb3osaTtens, UMetoLLero npaso
Ha ynpaBneHue [eakTuBauuMel cucTeMbl 3aluMTbl (CMeHa nuueHsuu, yaaneHne C3WU,
BKIMIOYEHUE/BBIKIIOUYEHNE «MSITKOTO» PEXNMa, «PeEXnma oBydYeHUsI» 1 «HEaKTUBHOIO pexuman).

MonuTuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

A3meHeHne cucrtemHoro BpeéMeHU U 4HacoBOro nosica
C nomoLLbo AaHHOW NOMUTUKN MOXHO 3anpeTnTb nNonb3oBaTtesiaM yCTpOVICTB, Bxoadwwmx B coctas [1b,

N3MEHSITb YCTaHOBIEHHbIE ATy U BPEMS.
Monutuka npumeHsieTcst Ha moaynsax C3U Dallas Lock 8.0-K/C.

UHTepakTMBHbLIN BXoA: 3anpeLleH
C nomoLbi0 AaHHOW MNOMUTMKM BO3MOXHO 3anpeTuTb BO3MOXHOCTb WHTEPaKTUBHOIO BXoAa
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTunka NnpumeHsieTca Ha MogynsaX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

MUHTepakTuBHbIN BXxoAa: PaspelwleH
C nomowpbl OaHHOW MOMWUTUKM BO3MOXHO paspeLllnTtb BO3MOXHOCTb WMHTEpPaKkTMBHOroO BXxoAa
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTnka NnpumMeHsieTca Ha MogynAX:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

MapameTpbl 6e3onacHocTu: MpocmoTp

C nomMoLLb JaHHOW MOMUTUKM MOXHO AaTb NpPaBO OnpedefieHHbIM MOoNb30BaTensM Unum rpynnam
Ha NPOCMOTP YCTaHOBIEHHbIX NApamMeTPOB ayauTa (B TOM YMCre XypHanoB) n 4ocTyna.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

MapameTpbl 6esonacHocTu: YnpaBneHue

C nomouwbio [aHHOW MNOMUTUKA MOXHO [OaTb onpeaeneHHbIM nonb3oBarendaMm wunun rpynnam
NOJNTHOMOYNA Ha ynpaBlieHne napamMmeTpamm ©e3onacHoCTMW.

Ecnu nonb3osatento (rpynne rnonb3oBaTeneil) paspeLleHo U3MeHeHne napameTpoB 6e30nacHOCTH,
TO OH MOXeT [JernerMpoBaTb BCE CBOW MOMHOMOYMSA APYrM MOMb30BaTeNsM C yY4eToM OeicTBuS
KOHTPOIS 33 pacrnpocTpaHeHNem NoTHOMOYUIA (CM. BbilLe).

Ecnun nonb3osaTesnto nNpeaoCTaBneHo npaso Ha ynpaeneHve napamMetpamu 6e30nacHoCTy, TO Npaso
Ha NPOCMOTP YCTaHOBMEHHbIX HACTPOEK NPEJOCTaBIIAETCA aBTOMATUYECKN.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
MevaTb 3anpelyeHa

C nomowlblo OaHHOW MOMUTUKM MOXHO TMOKO HacTpOWUTb CMMUCOK YYeTHbIX 3anucer, KOTOpbIM
3anpeLleHa neyaTb C AaHHOro KOMNbloTepa.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
MeuyaTb paspeLueHa

C nomoulblo OaHHOW MOMUTUKM MOXHO TMBKO HAaCTPOUTb CIMNUCOK YYeTHbIX 3anucen, KOTOpbIM
paspelleHa ne4yatb C JaHHOro KomnbroTEpPa.



Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
MpuHyauTenbHOE 3aBepLlieHne paboThbl MO pacnucaHuo

[aHHas nonuTMkKa NO3BONSET HACTPOUTL CMUCOK YYETHbLIX 3anucer 1 rpynn, ANs KOTOPbIX COrnacHo
HacTpoinke «PacnucaHue pabombi» NO OKOHYaHWKO BpemMeHu paboTtbl MK nonb3oBatens 6yaet
3a0/10KMpPOBaH.

MonuTuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

Pecypcbl: YnpaBneHue AUCKPELMOHHbIM JOCTYNOM
C nomoLpblo JaHHOW NONIMTUKN MOXHO Ha3Ha4YUTb YYeTHbIE 3anncy Nornb3oBaTernen ans ynpasneHms
ONCKPELMOHHBIM JOCTYMOM.
MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Pecypchl: YnpaBreHne KOHTPOSeM LieNTIOCTHOCTHU
C nomoLLpblo AaHHOM NOMUTUKN MOXHO Ha3HauMTb yYYeTHble 3anucu nonb3oBaTenen Ans ynpasneHus
KOHTPONEM LeNOCTHOCTH.
Monntuka npumeHsieTcst Ha moagynsax C3U Dallas Lock 8.0-K/C.
Pecypchbl: YnpaBneHne maHoaTHbIM SOCTYNOM
C nomoLblo 4aHHOW NONIMTUKN MOXHO Ha3Ha4YUTb YYETHbIE 3anncK Nornb3oBaTenen ans ynpaeneHus
MaHZaTHbIM OOCTYMOM.
Monntuka npumeHsieTcs Ha mogynax C3U Dallas Lock 8.0-K/C.
YpaneHHbIW Bxoa: 3anpeLyeH
C nomowplo [aHHOW  NOMUTUKM  BO3MOXHO  3anpeTuTb BO3MOXHOCTb yAarieHHOro BxoAa
onpeaeneHHbIM none3osatensaMm u rpynnam B OC.
MonuTunka NnpumMeHsieTca Ha MogynsaX:

e C3U Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

YpaneHHbIn Bxoa: PaspelueH

C nomoLWbi0 [AaHHOW MNOMUTUMKM BO3MOXHO paspelinTb BO3MOXHOCTb yAaneHHoro Bxoga
onpeaeneHHbIM nonb3osatensaMm u rpynnam B OC.
MonuTunka NnpumeHseTca Ha MogynsaX:
e C3MU Dallas Lock 8.0-K/C;
e C3UM BM Dallas Lock (UK4).

YyetHble 3anucu: NMpuHyauTenbHas AByxdakTopHasa ayTeHTUdMKaums
Ecnu B 3HayeHWM OaHHOM NMOMUTMKM CTOWUT OMpedeNieHHas ydeTHas 3anucb Wnu rpynna, To npwu
peructpaumMmM HOBOW YYeTHOW 3anucy (B cocTaBe [AaHHOW rpynnbl WM WHAMBUAOYANbHO) WU

penaktupoBaHun B C3U npucBoeHne wgeHTUdukaTopa 6yaeT obsisaTenbHbIM, MHadve 6yaeT
BblBeAEHO NpeaynpexaeHne ob owmntke.

Monntuka npuMeHdeTCAa Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

YyeTHble 3anucu: YnpaBneHue

Ecnu B 3HayeHWM [OaHHOW MOMWUTUKM CTOMT Yy4yeTHas 3anucb MInM rpynna, TO OHa obGnagaet
MOSTHOMOYMSIMU MO CO34aHMI0, yAANeHWI0 N U3MEHEHMIO YYETHbIX 3an1celt nonb3oBaTenen B cucteme
3aLmnThI.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.



5.4.5 HacTponka nonMTUK KOHTPOSIA LeNIOCTHOCTHU

Ha Bknagke lMonumuku B kateropun MonUTUKM KOHTPOMS LIENIOCTHOCTM HacTpauBaloTcs napameTphl
NPOBEPKW LIENOCTHOCTN OTAENBHO ANS:

e obbekToB PC;
e 00BLEKTOB NpOrpaMMHoO-annapaTHoON cpeapbl;
e peecTpa.

Mo YMOJ1HaHUIO NMpoBepKa LeJIoCTHOCTU yCTaHOBJ1€Ha TOJIbKO Npwu 3arpys3ke Mmoayns.

B ocTanbHbIX crnyyasx, Ons KOppekTHOM paboTbl MOMUTUK, HEOBXOAUMO HACTPOUTb KaxAblii nmapameTp
MOSNUTUK KOHTPOJSA LIeIOCTHOCTM B COOTBETCTBMM C TPEBOBAHUSIMU NONUTUKN GE30MaCHOCTM OpraHM3aunm:

e YCTAHOBWUTb PpeXWUM NpPOBepkn (Npu 3arpyske, MNEPUOOUNYHBIA KOHTPOMb WM KOHTPOIb
Mo pacnucaHuio);
e yKasaTb anropuTm pacyeTta KOHTposnbHon cymmbl (CRC32, xaw FOCT P34.11-94 unu xaw MD5).

MMonMTNKN KOHTPOMS LIENOCTHOCTU MpOrpaMMHO-annapaTHOW Cpedbl SABMSOTCH 06LwuMun
ansa mogynen C3U Dallas Lock 8.0 K/IC n C3U BU Dallas Lock, HO anroputm pac4yeTta
KOHTpomnbHoW cymMmbl Xaw OCT P 34.11-94 He 6yget pabotatb ana mogynen C3U BU
Dallas Lock UK4.

Ecnum Ona npoBepku OGHLEKTOB MpoOrpamMMHO-anmnapaTHOW cpedbl He BbiGpaH amnropuTm
pacyeTa KOHTPOSIbHOM CyMMbI, TO MPOBEpKa LENOCTHOCTU AN AAHHOTO Tuna OGbEeKToB
BbINOMHATCS He OyaerT.

ABTOMaTMYeCcKkMn BbIOOp anroputMa pacdeTa KOHTPOSIbHOW CyMMbl MO  YMOMYaHuIo
He NpeayCMOTPEH.

Ta6nuua 14. MONUTUKN KOHTPONSA LEeNTOCTHOCTH
ABTOMaTM4YecKoe pa3aMOHTUpOBaHUe HenoaaepxmBaemMmbix USB-ycTtponcts

Bo3moxHoe 3HayeHve NonuTukK: «Bki./Bbikn.». o ymonyaHuio 3HayeHne AaHHOW NONUTUKN: «BKI1.».

BknoyeHne gaHHOM NonuTUKK (3HadeHue «[ay) no3BonsdeT aBTOMaTUYECKN pa3MOHTMpoBaTh Noboe
USB-yCTpoOWCTBO, KOTOPOE He MOAAepXUBaeTCcsa BCTPOeHHbIMU cpeacTtBamm OC w/unu gna paboTol
C KOTOPbIM HE YCTAHOBIIEHO HEOOX0AMMOE NporpammHoe obecneyeHue.

Monutuka npumeHsieTcs Ha moagynax C3U HCA Dallas Lock Linux.

FeHepaumsa co6bITUIA ayauTa annapaTHOW LeNTOCTHOCTHU

Bo3moxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHoW nonuTukn: «Hemn.

BkntoueHne paHHOM MONMTUMKKM (3HadveHune «/[Ja») MOo3BONSAET OTCrexuBaTb COObITUS HapylleHUus
annapaTHOW LLeNoCTHOCTU.

Monutuka npumeHsieTcs Ha moagynax C3U HCA Dallas Lock Linux.
MN3meHeHne pannoB ¢ Ha3sHaYeHHbIM KOHTPOJIEM LLeSIOCTHOCTU
[aHHas nonuTuka NO3BONSET yNpaBnsaTb BO3MOXHOCTbIO U3MEHeHUsa (annos € HasHayYeHHbIM
KOHTPOJSIEM LIENTOCTHOCTM.
MNonuTtuka MoXeT NPUHUMATL O4HO U3 3HAYEHUM:

o «Paspewumb» — npu HapyweHun uenoctHocTn C3WU He OnokupyeT poctyn K O6GBLEKTy,
AN KOTOPOro Ha3Ha4YeH KOHTPOrb LieNOCTHOCTH;

e «3anpemumb» — Npw HapyweHumn LuenoctHocTn C3U 6rioknpyeT 0oCcTyn K 06beKTY, AN KOTOPOro
HasHa4eH KOHTPOSIb LLENOCTHOCTY;

o «[lposepssmb yugposyto noOnNUCsL UCMOMHAEMbIX ¢hbaliog» — OCYLLEeCTBNseTcs MpoBepka
3NEKTPOHHOW MOAMUCUM AN MUCMOoMHSeMbIX dannos (CNMCOK pacluupeHnin ¢annoB MOXHO
AOMNOSHUTB).

Mo yMOn4yaHuio 3Ha4eHne OaHHOW NOMUTUKM: «Paspewumb».
Monntuka npuMeHdeTCAa Ha Moaynax:

e C3MU Dallas Lock 8.0-K/C (UK8);
e C3U BU Dallas Lock (UK4).



MU3meHeHne pannoB ¢ HasHaYeHHbIM KOHTPOJIEM LLeSIOCTHOCTU
Bo3amoxHoe 3HadeHve nonutukn «Paspewums»/«3anpemumpy». 3Ha4YeHUME MO YMOMYaHWUIo:
«Paspewumsb».

[laHHaa nonuThka MNO3BONSAET KOHTPONMPOBATb BO3MOXHOCTb MOJSIb30BaTENsl U3MEHSATb (halsbl
C Ha3Ha4YeHHbIM KOHTPONieM UenocTHocTU. [lpu  3HayeHun «Paspewumb» TNpU  HapyLIEHWU
uenoctHocT C3M He GnokunpyeT AOCTyn K 06beKTY, AN KOTOPOro Ha3Ha4YeH KOHTPOJSIb LIeNIOCTHOCTMY.
Mpy 3HaveHun «3anpemumb» NpU HapyweHun uenoctHoctu C3U GnokupyeT OOCTyn K OOBLEKTY,
AnNs KOTOPOro Ha3Ha4YeH KOHTPOJSIb LIENOCTHOCTMU.

Mpun NonbITke UBMEHUTL 3HAYEHME NONUTUKN Ha «Pa3pewumsy NPOBEPSETCS 3HAYEHNE
nonutuku NMpoBepka LM POBON NOANUCU UCTIOSTHSAEMbIX (panoB:

e  €CIM YCTaHOBINEHO 3HAYeHWe « BbIK/.», TO UBMEHEHWE NMPOU3BOAUTCS YCIELLHO;
e  €CINM YCTaHOBIEHO 3HAaYEHUE « BK/1.», TO UISMEHEHWSI HE BHOCATCS, NMOSIBRSETCS
OKHO C COOTBETCTBYIOLLUM MNpeaynpexaeHnem.

Monntuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
KoHTponb ®C no pacnucaHuo
[aHHas nonuTuka No3BosSAET BKIMHOYUTb KOHTPOMb LIENOCTHOCTM (hairioBO CUCTEMbI NO pachimcaHmio
N HACTPOUTb pacnucaHue KOHTPOrs.
Mo ymonyaHuio AaHHas MoNUTMKa He UCTOSb3yeTCs.
MonuTuka NnpumMeHsieTcs Ha MoaynsaX:

e C3W Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

KoHTponb nporp. ann. cpeabl Mo pacnucaHuio

ﬂ,aHHaﬂ NONMUTUKa NO3BOJNIAET BKIHOYUTb KOHTPOJ1b LIE€NTOCTHOCTU nporpaMMHo—annapaTHon cpeabl
no pacnmcaHuto N HaCcTpouUTb pacnnucaHme KOHTpon4.

Mo yMOn4aHuio aaHHaa NoJfInTUka He UCNOoJb3yeTCA.
MNonntuka npuMeHdAeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

KoHTponb peecTpa no pacnucaHuio
JaHHas nonuTMKa No3BonsieT BKMIOYMUTb KOHTPOSb LEenocTHocTn peectpa Windows no pacnucaHuio
1 HACTPOUTL pacnncaHme KOHTPOS.
Mo yMon4yaHuio aaHHaa NnosfinTuka He UCnosnb3yeTcA.
MonuTuka NpMMeHsieTcs Ha Moy nsix:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

KoHTponb uenoctHocTu nporp. ann. cpeabl: BIOS

[aHHas nonuTuka NO3BOMSIET BKIOUYUTL KOHTPOSb M3MeHeHUn napameTtpos BIOS.
Mo ymonyaHuio AaHHas NonnTMKa BblKNOYeHa.
Monuntuka NpuMeHsieTcs Ha MoayNAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

KoHTponb uenoctHocTu nporp. ann. cpeabl: USB-ycTponcTBa
[aHHas nonuTMka No3BONSAET BKMUUTH KOHTPONb M3MeHeHun B USB-KoHTponnepe, nogknoveHus
n otknoyeHns USB-nopTos.
MonuTtuka MoXeT NPUHUMAaTL 3HAYEHUS:

BbIknto4veHo;

CRC32;

Xew NOCT P 34.11-94;
Xew MD5.



Mo yMOn4aHuio AaHHaaA NofmMTuKa BbIKIKo4YeHa.
Monutuka NPUMEHAETCA Ha MoayNnAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

KoHTponb uenoctHocTu nporp. ann. cpeabl: USB-ycTponcTBa

[aHHaa nonuTuka no3BonsieT BKNIOYNTL KOHTPOSb nameHeHun B USB-koHTponnepe, nogknoyeHus
n otkntoyeHns USB-nopTos.

Mo ymonyaHuio gaHHas NonnTMKa BbIKITHOYEHa.

MonuTtunka npumenseTca Ha moayne C3U Dallas Lock Linux (UK6).

KoHTponb LenocTHOCTM nporp. ann. cpeAabl: [Aucku

[aHHaa nonuTMka no3BoONSieT BKMOYNUTL KOHTpPOIJ1b N3MeHEHNI KOHTpO1epoB rMMOKNX OUCKOB,
ANCKOBOAOB M ONCKOBbIX yCTpOVICTB.

MonuTtuka moxeTt NPUHUMAaTb 3HAYEeHUA:

BbIknto4eHo;

CRC32;

Xew NOCT P 34.11-94;

e Xew MDS5.

Mo ymonyaHuio AaHHas NonnTMKa BbIKITHOYeEHa.
MonuTunka NnpumMeHsieTcs Ha MoaynsaX:

e C3WU Dallas Lock 8.0-K/C;

e C3U BU Dallas Lock (UK4).

KoHTponb LenocTHOCTM nporp. ann. cpeAabl: [Aucku

[aHHaa nonuTMka no3BONSIET BKOYUTL KOHTpPOIJ1b N3MEHEHNI KOHTpOepoB rMOKNX OUCKOB,
ANCKOBOAOB U ONCKOBbIX yCTpOVICTB.

Mo ymonyaHuio AaHHasa NonNuTMKa BbIKITHOYEHa.
Monutuka npumeHsieTcs Ha mogyne C3U Dallas Lock Linux (UK6).

KoHTponb LenocTHOCTU Nporp. ann. cpeabl: Opansepbl

[aHHasa nonuTtrka ynpasndeT KOHTpOoJ1eM UeJioCTHOCTU YCTaHOBKU N yaalrieHnA D,paﬁBepOB.
Mo yMon4yaHuio aaHHaaA NnofmmMTuka BblKIo4YeHa.
Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3U Dallas Lock 8.0-K/C;
e C3UM BM Dallas Lock (UK4).

KOHTpO.ﬂb LeJNIOCTHOCTU nMporp. anmn. cpeAabl: Kopeku

[aHHasa nonuTtuka ynpaendaeT KOHTpoeM yCTaHOBKMN UM yaaneHua KoaekoB Ha MK.
Mo yMOIn4aHuio gaHHaaA NoJiMTUKa BbIKIK4YeHa.
Monutuka NpUMEeHAeTCA Ha MoA4ynAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

KoHTponb LenocTtHocTu nporp. ann. cpeabl: OnepaunoHHas cuctema
[aHHas nonutunka ynpaBnsaeT KOHTponem nameHeHui ceoncte OC gaHHoro MK: nameHeHuin nmenu,
IP-agpeca v np.
Mo ymonyaHuio AaHHas NonuTUKa BblKNOYeHa.
[NonuTtuka npuMeHsieTca Ha MOaynsX:

e C3U Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).



KoHTponb LenocTtHocTM nporp. ann. cpeabl: NManku obuwero goctyna

[aHHasa nonutunka ynpasJidA€T KOHTPOJ1EM CO34aHUA U yaaneHna narnok obuwero AoCTyna Ha AJaHHOM
K.

Mo YMOJI4aHUO AaHHaaA NoJyIMTUKa BbIKITHO4YEHaA.
MonuTuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

KoHTponb uenoctHocTu nporp. ann. cpeabl: NMpuHTepbI
HdaHHas nonutuka ynpaeBnsieT KOHTPONEM CnucKa BCeX YCTaHoBMeHHbIX Ha MK npuHTepos, dakcos,
M®Y un gp. neyataroLmx yCTPONCTB.
Mo ymonyaHuio gaHHas NoNUTUKa BbIKIOYEHa.
MonuTunka NnpumeHsieTca Ha MogynsaX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

KoHTponb LenocTHocTu nporp. ann. cpegbl: MporpamMmmbi

JaHHas nonuTuka ynpaenseT KOHTPONEM YCTaHOBKM UNu yaaneHus nporpamm Ha gaHHom [MK.
Mo ymonyaHuio AaHHasi NONUTHKA BbIKIOYEHA.
MonuTtuka NnpuMeHsieTcA Ha MOAYNAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

KoHTponb uenocTtHocTM nporp. ann. cpeabl: Pasgens! gucka
[aHHas nonuTtuka ynpasnsieT KOHTPONIEM M3MEHEHUI pa3aenoB XEeCTKOro Avcka, dopMaTMpoBaHuii
AVcKa, NOAKIMHYEHUI HOBbIX OUCKOB.
Mo ymonyaHuio AaHHas NoNUTMKA BbIKITHOYeHa.
MonuTuka NnpuMeHsieTcs Ha MoaynsaxX:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

KoHTponb LenocTHoCcTu nporp. ann. cpegbl: CeTb

[aHHasa nonuTtrka ynpasndeT KOHTpPOJ1eM CeTeBbIX NOLKITOYEHWI U CEeTEBBIX KapT.
Mo yMOon4aHuio aaHHaaA NnofmmMTuka BblKIo4YeHa.
Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3U Dallas Lock 8.0-K/C;
e C3UM BM Dallas Lock (UK4).

KoHTponb LienocTHOCTM nporp. ann. cpefabl: Cucrema
JdaHHasa nonuTrka no3BONSAET BKMHOYUTb KOHTPOSb MOPTOB, MOHUTOPOB, LUWH, 3BYKOBbIX YCTPOWCTB
N APYTMX CUCTEMHbBIX YCTPOWCTB.
MonuTrka MOXET NPUHUMATL 3HAYEHUS:

BbIknto4veHo;

CRC32;

Xew MOCT P 34.11-94;

Xew MD5.

Mo yMon4yaHuio aaHHaaA nofiMTuka BblKIo4YeHa.
MonuTunka NnpumMeHsieTca Ha MoaynaX:

e C3WU Dallas Lock 8.0-K/C;

e C3UM BM Dallas Lock (UK4).

KoHTponb uenocTtHocTu nporp. ann. cpeabl: Cucrema

JdaHHas nonuTrka No3BONSET BKMHOYUTb KOHTPOSb MOPTOB, MOHUTOPOB, LUWH, 3BYKOBbLIX YCTPOWCTB
N APYTMX CUCTEMHbBIX YCTPOWCTB.



Mo ymonyaHuo gaHHas NonmTrKa BbIKMOYEHa.
MonuTtnka npumenseTca Ha moayne C3U Dallas Lock Linux (UK6).

KoHTponb LenocTHoCcTM nporp. ann. cpeabl: Cnucok nonb3oBaTtenen

[aHHasa nonuTtrka ynpasJid€T KOHTpPOJ1IEM CnUCKa nonb3oBarternemn, co3gaHHbIX B riokansHon OC.
Mo YMOJI4aHUIO AaHHaaA NoJyIMTUKa BbIKITKO4YEHa.
MonuTuka NnpuMeHAeTCA Ha Moaynax:

e C3W Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

KoHTpornb LenocTHOCTM Nporp. ann. cpeabl: YCTponcTBa BBOAa
[laHHaa nonuTvKa ynpaBnsieT KOHTPONEM MOOKMIOYEHHbIX YCTPOWCTB BBOAa Ha gaHHoMm [1K:
KrnaBuaTypbl, MbILLW.
Mo ymMonyaHuio AaHHas NONMUTUKA BbIKMNOYEHa.
MonuTrka NpUMeHsieTcs Ha MOAYsX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

KoHTponb uenoctHocTtu hannoB No NU3MEHeHU
[aHHas nonutnka No3BONSIET BbIMNOMHATL KOHTPOSb LENOCTHOCTM NPU U3MEHEHUN KOHTPOIMPYEMbIX
06bekToB ®C — BbIYUCTIEHNE KOHTPOMNBHOW CYyMMbI U CPaBHEHWE C 3TanoOHOM.
Mo ymonyaHuio gaHHas NonnTMKa BKIOYeHa.
Monutuka npumeHsietcst Ha moaynsx C3U HCA Dallas Lock Linux.

Mepunoaunyecknm KoHTponb PC

MonuTtuka npvHumaeT 3HadeHns oT 1 MuHYTbl Jo 5 vacoB n «He ucnonb3yemcs». 1o ymonyaHuio
3Ha4YeHve JaHHOW NoNuUTUKK: «He ucnonb3yemcs».

[aHHaa nonntnka no3BonseT BKIHYNTD I'IepI/IOD,VI‘-IeCKVIﬂ KOHTPOJ1b cba|7|n030|7| CUCTEMbI N HACTPOUTb
nepnoanyHOCTb MPOBEPKU.

MNonntuka npuMeHdaeTCA Ha Moaynax:

e C3WU Dallas Lock 8.0-K/C;
C3U HCQ Dallas Lock Linux;
e C3U BU Dallas Lock (UK4).

Mepuoanyecknini KOHTPOIb NPOrp. ann. cpeabl

Monutuka NPUHNMaET 3Ha4YeHNA OT 1 MUWHYTbI 00 5 vacoB n «He ucriosib3yemecs». Mo yMoIn4aHuno
3Ha4YeHne gaHHOM NONUTUKK: «He Ucriosib3yemecs» .

JdaHHasa nonuTrka No3BONSAET BKIOYUTb NEPUOAUNYECKUA KOHTPOIb NPOrpaMMHo-annapaTHOn cpeapl
N HACTPOWUTb NEPUOANYHOCTb MPOBEPKY.

Monutuka NPpUMEeHAETCA Ha MOoAYIAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

Mepuognyecknint KOHTPOIbL peecTpa

Monutuka NPpUHMMaeT 3Ha4YeHnA OT 1 MUWHYTbI 00 5 vacoB n «He ucriosib3yemecs». Mo yMon4yaHuo
3Ha4YeHne gaHHOM NONUTUKK: «He Ucriosfib3yemecs» .

[aHHaa nonntnka No3BoNseT BKIIOYUTL nepwop,wqecm/lﬂ KOHTpPOJI1b peecTpa Windows wu HaCTpOUTb
nepnoanyHOCTb NPOBEPKN.

MNonntuka npuMeHdeTCcAa Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

MpoBepka uncppoBon NnoaANUCHU UCNOJTHAEMbIX (hannos

Bo3amoxxHoe 3HayeHne NonuTuKN: «Bk./Bbiki.». 3Ha4YeHue No yMonyaHuio: « Bbiki.».



HdaHHas nonmuTMka no3BonsieT onpegenatb HeobxoAMMOCTb MpPOBEPKM UupoBON NoAMUCH
ucnomnHsiemblx cannos. lMNMpu 3HavyeHUn «Bk/1.» HEOOXOOUMO yKasaTb PaCLUMPEHUS MCMOSHAEMbIX
dannoB Ans NpoBepKM LMPoBON NogNUCH.

ﬂle NomnbiTKE M3MEHUTb 3Ha4YeHWe MONUTUKN Ha «Bk/.» npoBepPAETCA 3Ha4deHue
nonMTukn U3ameHeHue cbaﬁnoa C Ha3HA4Y€HHbIM KOHTpPOJ1IeM LeJIOCTHOCTMU:

. €Clin yCTaHOBJ1I€HO 3Ha4deHue «3anpemumb», TO N3MEHEeHMe npon3BoanTCA
YCneLwlHOo;

L] eClin yCTaHOBJIEHO 3Ha4YeHue «Pa3pewumb», TO U3MEHEHUA He BHOCATCH,
nosABNAeTCA OKHO C COOTBETCTBYHOLLUM npeaynpexgeHnem.

Monutuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.

MpoBepATb wenoctHocTb ®C npu 3arpyske OC

Bo3moxHOe 3HavyeHne NoNUTUKN: « Bkn./Bbikr.». 3Ha4YeHne No yMonyaHuio: «BKi.».

HdaHHas nonuTvka MNo3BOMSET YNpaBnsATb BKITHOYEHUEM/OTKIMIOYEHUEM aBTOMaTUYECKOW MPOBEPKU
LenocTHocTK dannoBor cuctembl npu 3arpyske OC.

Monutuka npuMeHAeTCA Ha Moaynax:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux;
e C3U BU Dallas Lock (UK4).

MpoBepATb LENoCTHOCTL Nporp. ann. cpegbl npu 3arpyske OC

Bo3MoxHOe 3HauYeHne NonUTUKKU: « BKi1./BbiKi.». 3Ha4YeHne no YMOJTHaHUIO: «BbIK.».

[aHHas nonuTuka no3BOMsieT YNpaensATb BKIOYEHNEM/OTKIIOYEHNEM aBTOMaTUYECKOW MPOBEpPKU
nporpaMmHo-annapaTHoON LuenocTHocTu npwu 3arpyske OC.

Monutuka NMPUMEHAETCA Ha MoaynAX:

e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux;
e C3UM BM Dallas Lock (UK4).

MpoBepATb LEeNnoCTHOCTb peecTpa npwu 3arpy3ke OC

Bo3moxHoe 3HavyeHne NonuTukN: « Bk./Bbikr.». 3Ha4YeHne No yMonyaHuio: «BKi.».

[daHHas nonuTvka MNo3BOMSET YNpaBnsATb BKIHOYEHUEM/OTKIMIOYEHUEM aBTOMaTUYECKOW MPOBEPKU
uenocTtHocTu peectpa Windows npu 3arpyske OC.

MNonntuka npuMeHdAeTCA Ha Moaynax:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

5.4.6 HacTtponka nonutuk pexxuma pa6otsl C3U

Ha Bknagke lMonumuku B kateropun Pexum pabotbl C3U HacTpauBalTca napaMeTpbl HEAKTUBHOrO
pexuma C3U ons moayna C3U Dallas Lock 8.0 n C3U BU Dallas Lock.

B cooTtBeTcTBUM C TpeGoBaHMAMU MONMUTUKM GE30MacHOCTM opraHM3auuM HeoGXxoOMMO HacTpOUTb Bce
napameTpbl, pacnofioXeHHble B CMCKe NONMUTUK pexuma paboTtel C3U.

Ta6nuua 15. MonuTtuku pexuma paéotsl C3U

HeakTMBHbIN pexum

C nomowpblo AaHHOM MOMUTMKM MOXHO YNPaBnATb BKAOYEHUEM/BbIKMoYeHnem HeakmueHoz20
pexuma C3M B C3U Dallas Lock 8.0, a Takke npousBectM rmbKylo (TOYEYHYIK) HaCTPOMKY
HeaKTMBHOro pexuma. B okHe HacTporkn HaxoauTcst Yekboke HeakmueHbIl pexXumM 8KIH4YeH N CIINCOK
dyHkumn C3WU, onsa koTopbix 4OCTyNHa 6rokMpoBkKa.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

HeaktuBHbIn pexxum C3U BU Dallas Lock

Bo3moxxHOe 3HavyeHune NoNUTUKN: « BKr./Bbiki.». 3Ha4YeHe NO YMOMYaHuIo: «BbIKi.».



[aHHas nonuTuka no3BonsieT ynpaensaTb BKIOYeHUeM/BblkntoyeHnem HeaktuBHoro pexuma C3U
B C3U BU Dallas Lock.

MonuTtunka npumenseTca Ha moaynsax C3U BU Dallas Lock (UK4).

Cucrtema obHapyXeHUsi BTOPXXEHUMN

Bo3moxHOe 3HaveHne NoNUTUKN: « Bkn./Bbikr.». 3Ha4YeHe No yMonyaHuio: «BKi.».

HaHHast nonuTvka TMO3BOMSIET YNpaBnsATb  BKMHOYEHMEM/BbIKIOMEHMEM Mogynss Cucrema
ob6HapyxeHus BTopxxeHun C3U Dallas Lock 8.0.

MonuTtunka npumensaetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.4.7 HacTponka nonMTUK OYUCTKU OCTaTOYHOM MHcpopmaLmm

BonbwurHcTBo OC npu yganeHwuu channa He yganaiT cogepxumoe davina, a yaansioT fullb 3anucb
o channe ns gupekropumn ®C. Tak caenaHo Ansa yckopeHus paboTbl CUCTEMBI.

PeanbHoe cogepxmmoe hanna octaeTcs Ha 3anoMmHaloWeM YCTPOWCTBE, M ero MOXHO MPOCMOTPEeTb
[0 Tex nop, noka OC 3aHOBO He UCMOSb3YET 3TO NPOCTPAHCTBO AJ151 XPaHEHNSI HOBbIX AaHHbIX. OcTaTovHas
uHopmMaumMs MOXeT MNPMBECTM K HenpeaHamMepeHHOMY pacnpoCTpaHeHUIo KOHMAEHLMansHON
N CeKpeTHON nHdopmaumm.

Ha Bknagke lMonumuku B KaTteropumu OuucTka ocTaToOuHOM MH(*)OpMaLIMVI HacTpanBaloTCA napamMmeTpbl
OYUCTKM  OCTaTOYHOWN VIHd)OpMaU,VIVI, KOTOpble npeaHa3Ha4dYeHbl aOnd obecneyeHust I'apaHTVIVI
no npegoTepaleHnio BOCCTaHOBIIEHNA yaaneHHbIX Ha MOAYNAX AaHHbIX.

B cootBeTcTBUM C Tpe6OBaHMﬂMI/I NoNUTUKM ©e3onacHOCTU opraHunsauunmn HeobxogMmo HacTpouTb BCe
napamMeTpbl, pacnosfioXXeHHble B CMNCKE MOJIUTUK OYUCTKU ocTaToO4HOM I/IH(*)OpMaLI,I/II/I.

Ta6nuua 16. MoNUTUKM OUYUCTKU OCTAaTOYHOM MHpOpMaLMn
3aTuparowas nocnenoBaTesribHOCTb

[daHHoW nonutukown onpegenseTcd MeToq 3aTvpaHuMs OCTaTOMHOW MHOpMauMn nyTeM YyCTaHOBKU
yncnoBbIx 6anToBbIX 3HadeHun (o1 0 oo F) ans kaxgoro n3 YeTbipex LUUKMNOB 3aTupaHud. Ecnm atu
3HaYeHUs He YCTaHOBMNEHbl WM YCTAHOBMEHbl He AN Kaxdoro uukna, To MO YMOMYaHuio
Ansa 3aTupatoLen nocrnegoBaTenbHOCTU LIMKINOB ncnonb3yeTcs nocnegoBaTenbHOCTb,
yctaHoBneHHasa B C3U Dallas Lock 8.0.

YCTaHOBNEHHbI METO4 3aTUpaHusl UCMOSb3yeTcss MpuM BCEX YCTAHOBMEHHbIX BUAAX OYUCTKM
OCTaTOMHOM  MHdopMauMu: Mo KOMaHge agMUHUCTpaTopa, B aBTOMAaTMYECKOM  pexume,
N NpK 3a4nNCTKe HaKonuTens.

MonnTuka NpUMeEHsieTCa Ha MOLYNAX:
e C3U Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).
KonuyecTBO LUUKIOB 3aTUpaHuUA

Monntnka KonuyecTBO LMKIMOB 3aTUpaHUA NO3BOMSIET BbiOpaTb OT OAHOrMO [0 YEThIPeX LMKIOB
3aTupaHns MHopMaumnu Ha mogyne. 3HavyeHue No yMonyaHuio: « 7».

YCTaHOBMNEHHOE KONMUYECTBO LMKIOB 3aTMpaHuUs WUCMONb3yeTcs MPW BCEX YCTAHOBIEHHbLIX BUAaXx
OYMCTKN OCTATOYHOM MHGOPMALIMK: MO KOMaHAEe agMUHUCTPaTopa, B aBTOMATUYECKOM peXnMe, 1 npu
3a4YMCTKEe HaKonuTens.

MonnTrka NpUMeEHsIeTCs Ha MOAYNAX:

e C3U Dallas Lock 8.0-K/C;
e C3U BM Dallas Lock (UK4).

OuunwaTtb ocBObOXAaeMoe AUCKOBOE NPOCTPAHCTBO

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy. No ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

BknioyeHne [OaHHOW MONUTUKU (3HadeHue «/[a») MOo3BONSET aBTOMATUYECKU 3aTupaTtb BCIO
0CTaTOYHY0 MHGOPMaLMIo NpU ocBobOXAEHUM obnacTeli Ha auckax, To ecTb Npu yaaneHun dainos
WM MpU yYMEHbLUEHUM pa3MepoB alnoB Ha Modyne. 3aTupaHue Npou3BOAMTCA 3amnuCbio
MackupytoLleit nocnegosaTtenbHOCTM (MonuTMka 3aTuparowas nocriefoBaTenibHOCTL) MoBepx
ocBo60XaaeMoro NpocTpaHcTBa 3a4aHHbIM KONMYeCTBOM LIMKIOB 3aTupaHus (nonuTrka KonnyectBo



LUMKNOB 3aTupaHus). BknioyeHve [JdaHHOrO napameTpa MOXET 3aMEeTHO CHU3WUTb CKOPOCTb
BbINOMHEHWS (halroBbIxX onepaumii, 0cO6EHHO NPU KONMYECTBE LMKIOB 3aTUpaHus 6ornblue eanHuLb.

MonuTuka NpuMeHsieTca Ha MoaynsiX:
e C3W Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).
OuunwaTtb faHHble B KOH(huaeHUManbHbIX ceaHcax gocTyna

BoamoxHoe 3HauyeHune nonutuku: «Ha/Hemy». o ymonyaHuio 3HavyeHne AaHHOM NONUTUKN: «Hemy.
BknoyeHne gaHHOM NONUTUKN (3HaYeHne «/Ja») No3BoNsAET OCyLEeCTBAATL aBTOMaTUYECKYH0 3a4NCTKY
ocBoboxgaemMoro AMCKOBOrO NPOCTPaHCTBa TONbKO MNpu  yaaneHuun/nepemeLleHnm/yMeHbLIeHUm
pa3smepa obbektoB ®C npu pabote nog MaHOaTHOW METKOW UKW YPOBHEM AOCTyna 6onblue Hyns Ha
moayne. [aHHas nonutuka YHKUMOHMPYET NPV YCNOBWM BKIIIOYEHHOW MONUTUKM Ouuwatb
ocBoboxaaeMoe ANCKOBOE NPOCTPaHCTBO.

MonuTtnka npumenseTca Ha moagynsax C3U Dallas Lock 8.0-C.
OuuwaTtb chann nogkayku BUpTyaribHOM NaMATU

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». o ymonyaHuio 3Ha4eHne gaHHOW nonuTukn: «Hemn.

BkntoueHne paHHOM nonuTuKM (3HadveHne «JJa») nos3BonsieT aBToOMaTU4Yecku 3aTtupaTb BCHO
OoCTaTouHyl0 WHpopmauuto B darne nogkavkm Windows Ha mogyne. 3aTupaHve Npou3BOAUTCS
3anMcbid MackupyLLen nocregoBaTenbHOCTU noBepx danna nogkadkn. Ounctka Npov3BOAWTCA
npu 3aBepLueHnn paboThbl (3akpbITMKU hanna nogKaykm) u, ecnvm o4mcTka Obina npepeaHa, npu crapTe
cucTembl (OTKPBITUM dhbanna nogKaykm).

MonuTunka NnpumeHsieTca Ha MoaynsX:

e C3WU Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

lMpoBepATb 04UMCTKY MHOpMaLmun

BoamoxHoe 3HadeHune nonutukn: «a/Hemy. Mo ymonyaHuio 3HaveHne AaHHON NONUTUKK: « Hemy.

Ecnu pgaHHas nonutuka BKIHOYEHa, TO MOCMe MpoBedeHust ouncTkum obbektoB ®C Ha moayne,
OOMOMHUTENbHO BbINOSMHAETCA MpoBepka TOro, YTO O4YUCTKA [OEWCTBUTENbHO OCYyLLecTBreHa.
B Tom cnyyae, ecnv npoBepka BbISIBUIA, YTO OYNCTKA HE OCYLLECTBIEHA UMK 3aBepLLUEHa C OLUMOKON,
TO B XXypHan pecypcoB MOyl 3aHOCUTCHA COOTBETCTBYOLLEE CODbITHE.

lMpoBepka oOCyLWeCTBNSAETCHA MPU OYUCTKE OCTATOYHOW MHOPMaLUK, BbINOMHAEMOW MO KOMaHae
agMVHUCTpaTopa, B aBTOMATUYECKOM pexume, U MNpyu 3a4nCTKe HakonuTens uenukom (dyHKuus
«3a4dncTka gnckar).

MNonuTtuka npumMeHsieTca Ha MoaynsXx:

e C3U Dallas Lock 8.0-K/C;
e C3U BU Dallas Lock (UK4).

5.4.8 Hactpouka nonutuk 1CHY

Ha Bknagke [Monumuku B kateropuv Monutuku OCY HacTpamBaiTca napameTtpbl paboTbl gaTymka
cnyyarHbIn Yucen ana mogynen CAO3 Dallas Lock.

Kateropus nonutuk Monutukun ACYH npumeHnma ToNbKO Ans BapuaHToB ncnonHexdms CO3
Dallas Lock NM®HA.26.20.40.140.001-01, MN®dPHA.26.20.40.140.001-02
n NMNoOHA.26.20.40.140.001-03 (nnatel CA3 Dallas Lock dopmata PCle «KT-500»,
miniPCle-HS «KT-521» n M.2 «KT-550»).

B cootBeTcTBUM C TpeboBaHMAMWU NONUTUKM 6e30macHOCTM opraHuM3auumM HeobxoaMMO HacTpouTb Bce
napameTpbl, pacrnorioXeHHble B crimcke nonutmk JCH.

Ta6nuua 17. Nonutukmn ACH
TectnpoBatb [1ICY npu Bxoge

Bo3moxxHoe 3HauyeHne nonutukn: «Ja/Hem». No yMOn4YaHuto 3HayeHne JaHHoM NoNuTukK: «Jay.

B 3HauyeHun «[a» ocyuwectsndetca TectuposaHve OCY npum Bxoge. [Npwu 3HayeHun «Hem»
TecTupoaHue [CY npu Bxoge OTKIHOYEHO.



Monutuka npumeHsieTcst Ha moaynsx CO3 Dallas Lock.
Yucno nonbiTok camoTtecTupoBaHua ACY

BoamoxHoe 3HayeHue napameTpa: oT 1 go 3. 3HayeHne No ymonyaHuio: « 7».

YCcTaHOBMNEHHOE 3Ha4yeHWe AaHHOW MONUTUKK pernaMmeHTupyeT 4ncno nonbiITOK cCaMOoTeCTUpoBaHUA
OCH.

Monutuka npumeHsieTcs Ha moagynax CO3 Dallas Lock.

5.4.9 HacTponka nonuMTUK MaHgaTHoOro goctyna

CornacHo MaHgaTHOMY NPUHUMMY yNpaBrieHnst AOCTYNOM, KaXXAO0MYy 00bEKTY MOXHO MPUCBOUTbL YPOBEHb
JOoCTyna u MaHgaTHyo MeTKy. [1na yyeTHom 3anvcy nonb3oBaTtens Takke Ha3dHavyaeTcs YpoBeHb AocTyna
W MaHOaTHas MeTKa, KOTopble onpefensioT obbekTbl, K KOTOPbIM MOXET ObiTb AocTyn. MaHaaTHbIN
NPUHLMN yNpaBneHns AOCTYNoM OENUTCA Ha OBE KaTeropuu:

1. Nepapxuyeckasi KaTeropusi — OCYLUECTBMSIETCA CpaBHEHWE YpOBHeW pJoctyna obbekTa
n none3osartens. B mogyne C3U Dallas Lock 8.0-C ypoBHu goctyna mmetor Homepa ot 0 go 7.
Yem Bonblue HOMep, TeM Bbille ypoBeHb AocTyna. Ecnun He ykasaH ypoBeHb JOCTyna, TO cYUTaeTCs,
4yT0 06BEeKT umeeT ypoBeHb goctyna 0 («OTKpbITble AaHHble»). Ecnu ypoBeHb goctyna npuceouTb
poauTenbckoMy O0BbekTy (nanke, AUCKY), TO BCe 0OBbEKTbI, HaxoasLwmecs BHYTpK, bygyT umeTb TOT Xe
YPOBEHb A0CTYMa, 3a UCKNIOYEHNEM TeX CrlydaeB, Korga UM SiBHO NPUCBOEH APYron ypoBeHb JOCTyNa.
Ons yoobctBa paboTbl, ypOBHSIM OOCTYMNa MOXHO NpucBavMBatb MMeHa. 1o ymonyaHuio nepebiM NSTU
ypoBHAM goctyna (ot 0 4o 4) NpUCBOEHbI HAMEHOBAHUSA:

¢ 0 (OTKpbITbIE A@HHbIE);

1 (KoHhmaeHumaneHble gaHHbIe);

2 (MepcoHanbHble AaHHbIE);

3 (CekpeTHble AaHHbIE);

4 (CoBepLUEHHO CEKPETHO).

CornacHo paHHOMY MPWCBOEHUIO YPOBHEW [0CTyna, Mofib3oBaTteflb, MMEeLWUi OOMNyCK YPOBHS

«KoHdumaeHumanbHble faHHble», He MOXEeT MonyyYnTb AOCTyn K OBbekTy C ypoBHeM [ocTyna

«CekpeTHble gaHHble». B To e Bpemsi, monb3oBaTtenb C A0MNYCKOM ypoBHSA «CeKkpeTHble AaHHble»

MUMeEeT NpaBo AocTyna K 06bekTy ¢ ypoBHeM «KoHdmaeHLmaneHble JaHHbIEY.

2. Henepapxuyeckas KaTeropussi — OCYLLECTBNAETCA CpaBHeHMe MaHAaTHbIX MeToK obbekTa
n nonb3oBatens. B cnyyae coBnageHns MaHgaTHbIX METOK OObeKkTa 1 nonb3oBaTens, Nofnb3oBartesb
nomny4aeTt AOCTyn Kk 00bekTy. B crnyyae HecoBnageHns maHaaTHbIX METOK OObekTa 1 nonb3oBarens —
poctyn 6nokupyetcs. Hanpumep, nonb3oBartenb, MMeLWNA MaHaaTHyo MeTky «MeTka 1», He MoxeT
nonyyYnTe OOCTYN K 0ObekTam ¢ MaHAaTHbIMM MeTkamu «MeTka 2», «MeTtka 3» u 1. 4. [aHHbInA
nonb3oBaTefb MOXET MOMyyYnTb AOCTYN TOMbKO K obbektam ¢ maHgatHow MmeTkonm «MeTka 1».
Mo ymonyanuio Ha mogyne C3U Dallas Lock 8.0-C maHgaTHble METKM OTCYTCTBYIOT.

Ha Bknagke [llonumuku B KaTteropmn MaHgaTHbIN AOCTYyNn HacCTpaunBarkTCA MNapamMeTpbl paGOTbI
C YPOBHAMU OOCTYyMNa N MaHOaTHbIMWA ME€TKaMu B [omeHe ©esonacHocTH.

B cootBeTcTBUM C Tpe6OBaHMﬂMI/I NoNUTUKM Ge30nacHOCTU opraHunsauunn HeobxoamMmo HacTpouTb BCe
napameTpbl, pacnoJyioXeHHble B CMUCKEe NOJINTUK MaHOaTHOro AocTtyna.

Ta6nuua 18. MonuTMKM MaHAaTHOro AocTtyna

Bbi6op maHaaTHOM MeTKu npu Bxoae B OC

Bo3moxxHoe 3HayeHne NonuTuKkN: «Bk./Bbiki.». 3Ha4YeHue No yMonyaHuio: « Bbiki.».

BkntoveHne gaHHOM NONMUTMKU pas3peLlaeT UCMOorb3oBaHWE MaHOATHbIX METOK Ans aBTopusauun B OC
Windows.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-C.
3anpeT oAHOBpPEeMEHHOW paboThbl NoNb3oBaTenen ¢ Ppa3fiMiHbIMU YPOBHSMU UITA MeTKaMu
MaHZaTHoOro gocryna

Bo3moxxHoe 3HayeHne NonuTuKN: «Bk./Bbiki.». 3Ha4YeHne No yMonyaHuio: « Bbiki.».

Mpu BKNOYEHUM 3anpeTa OAHOBPEMEHHOW paboTbl MNonb3oBaTenell C pPasfMYHbIMU  YPOBHSAMM
WUnM meTkamMyM MaHgaTHOro goctyna Ha pAaHHoM [MK 6ygeT Bo3MOXHa oOfHOBpeMeHHas paboTa



HECKOJIbKMX MHTEPaKTUBHbIX MONb3oBaTeneil, 3aledwmx TOSbKO NMo4 OOHUM YPOBHEM AocTyna unu
MaHZaTHOW MeTKu. [MpuyeM daHHbI ypoBeHb OyaeT onpefdensTbCs Mo YPOBHIO MM METKE NEpBOro
nosib3oBaTens, 3alledLlero Ha AaHHbI KOMMbITEp.

Ecnu npu BkIOYEHMN 3anpeTa ecTb Y)ke 3arnyLLeHHbIe CECCUM C Pa3IYHbIMU YPOBHSIMU
JocTyna WM MaHZaTHbIMU MeTKaMu, PEeKOMEHAYETCH BbIMOJIHUTL Nepesarpy3ky
komnbloTepa. Ecnu He crnegoBaTh OaHHOW peEKOMEHZauMW, MOXET MOMyYUTbCH, YTO
cynepagMuHUCTPaToOp Npu BNoKMpoBaHUM CBOEW 3anyLLeHHOW CECCUM HE CMOXET ee
pa36rnokMpoBaTh B BUAY BCTYMNEHUS B AENCTBUA MMEIOLLLETOCH OrpaHNYEHNS.

Monntuka npumeHsieTcst Ha moagynsix C3U Dallas Lock 8.0-C.

MaHpaTHble MeTKM

D,aHHaﬂ NoNNUTUKa npeagHasHa4vyeHa aAna peaaktmpoBaHUA Cnmcka MaHaaTHbIX MEeTOK AnA opraHn3aunn
Henepapxmdeckoro npuHumMna ynpasneHma MmaHaaTtHbiM 4OCTYMNMOM B ﬂ,E B penakTope NonMmMTUKMN MOXHO
co3faBaTb HOBble MaHAATHbIE METKMN U yOanATb CylecTBytolime.

Monutuka npumeHsieTcst Ha moaynsix C3U Dallas Lock 8.0-C.
YpoBHM focTyna

[aHHas nonuTuka npegHasHavyeHa Ons pefakTUPOBaHUA CMMCKa YPOBHEW OOCTyna ANd opraHu3auum
nepapxmyeckoro npuvHUuMna ynpasneHnss MaHaaTtHbiM goctynom B [1B. B pepakrtope nonutmku MOXHO
Np1CBONTL/OTPEAAKTUPOBaTL NMsI, COOTHOCMMOE C ONpederneHHbIM YpoBHEM gocTyna. Becero goctynHo
8 ypoBHew goctyna (0T «0» 0o «7»).

MonuTtunka npumenseTca Ha mogynsax C3U Dallas Lock 8.0-C.
[Jo6aBnATb WwWTamMn Npu nevyaTu noa YpoBHAMU

HaCTpOVIKa OaHHOro napameTpa B AOOMNOJIHUTENIbHOM OKHE MNO3BOJIAET Bbl6paTb YPOBHN MaHAaTHOro
aoctyna nonb3oBaTesnen, npu pa60Te noa KOTOpbIMUM Ha pacnedaTtbiBaeMble [OOKYMEHTbI 6y,qu
nobaBnsaTbCA WTamnm.

MonuTtuka npumensetca Ha moagynsax C3U Dallas Lock 8.0-C (HaunHasa ¢ UK11).
Paspewntb neyatb n3-noa ypoBHen goctyna

HaCTpOVIKa OaHHOro napameTpa B AOOMNOJIHUTENIbHOM OKHE MNO3BOJIAET Bbl6paTb YPOBHN MaHOATHOrO
gocrtyna, pa60Ta;| noA KOTOpPbIMU, NOJNIb3OBATESIN MOTYT OCYLLECTBIATb NevYaTb JOKYMEHTOB.

MonuTtunka npumenHsetca Ha moaynsax C3U Dallas Lock 8.0-C (HaunHasa ¢ UK11).

5.4.10 HacTpouka nonuTuk goctyna

Ha Bknagke [llonumuku B kateropun MonuTukM pocTyna HacTpavBaloTCA napameTpbl OrOKMPOBKM
paboTbl ¢ hannamm onpeaeneHHbIX paclumMpeHuin u 6110KMPOBKY aBTO3amnycka NOAKMHOYEHHbIX YCTPONCTB.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTukn 6e3onacHocCTn opraHusauunun Heo6xoaMmMo HaCTpouTb BCe
napamMeTpbl, pacnosfioXeHHble B CMUCKe NONIMTUK AoCTyna.

Ta6nuua 19. MonuTtukn gocrtyna
BrokunpoBaTb aBTO3anyck NOAKHOYEHHbIX YCTPOUCTB

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». No ymonyaHuio 3Ha4yeHne AaHHOW NonuUTUKK: « Hemy.

Mpu BKMIOYEHUM aHHOW NONUTUKN aBTOMATUYECKM BroKMpyeTCst BO3SMOXHOCTL 3arnycka 6e3 komaHapbl
nosib3oBaTens (aBTo3anycka) yCTpoWCTBa Npwv NOAKMIOYEHNM.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
BrnoknpoBaTb KOMNbLIOTEP NPU OTKITIOYEHUN annapaTHOro naeHTudukaTopa

Bo3moxxHoe 3HauyeHune nonutukn: «a/Hemy». No ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.

Mpy BKMHOYEHUM [OaHHOW MOMUTUKM BCEM MOMb30BaTENsAM, KOTOPbIM Ha3HayeH annapaTHbIi
naeHTdukaTop, pabota Ha gaHHom MK npu oTknNoYeHUn naeHTudgukaTopa 6yaet 3abrnokMpoBaHa.
MonnTrka He pacnpoCTpaHsEeTCA Ha MOEHTUMUKATOPbLI, NPpeabaBnsAeMble Mo KacaHuio.

MonnTrka NpUMeEHsIeTCs Ha MOLYNAX:
e C3W Dallas Lock 8.0-K/C;



e C3U BU Dallas Lock (UK4).
BnokupoBaTb KOMNbIOTEP MNPU NOAKMTHYEHUM HE3APETrMCTPUPOBAHHbLIX HaKONUTENewn
USB Flash
Bo3amoxHoe 3HaueHune nonutuku: «Ha/Hemy». Mo ymonyaHuio 3HavyeHne AaHHOW NONUTUKK: « Hemy.

[aHHas nonuTuka no3sonsieT 6rnokupoBaTts MK npu nogkntoveHun HesapernctpmpoBaHHbix USB-Flash
Hakonutenemn.

Monuntuka npumeHsieTcs Ha mogynax C3U HCA Dallas Lock 8.0-K/C.
BrnoknpoBaTb nogknovYeHne He3aperncTpupoBaHHbIX Hakonutenen USB-Flash

BosmoxHoe 3HaveHune nonutukn: «Ja/Hem». 1o ymonyaHuio 3Ha4eHne gaHHoW NonuTukn: « Hemn.
[aHHas nonuTuka no3sonsieT 6roknupoBaTh HesapernctpupoBaHHble USB-Flash HakonuTenu.
[Mpn nonbiTKE WM3MEHUTb 3HAYeHWe MOMWUTUKM Ha «Hem» npoBepsieTca 3HavyeHue
nonutukn Ayaut USB-Hakonutenem:

e ecnu YyCTaHOBNEHO 3HayeHune «He ucnonb3yemcsi», TO WU3MEHeHue
NMPOV3BOAUTCS YCMNELLHO;

e  eCInM YCTaHOBMEHO 3HaYeHne, OTIIMYHOE OT «He ucnonb3yemcsi», TO USMEHEHWS
He BHOCSTCS, MOABMASETCH OKHO C npeaynpexaeHvem (puc. 82).

D Ouwmbka *

Bo epema npoBepky 3HaYEHUA BbINK 0BHAPYHEHE! CAEAYHOLLME OLUMBKM:
He aonyckaetca oTkntoqate Gnokuposky HesaperncTpuposande USE-Hakonutenel npu sknoqenHoil
noantrke "Aygut USB-nakonuteneid”,

OK
Puc. 82. Oumnbka peaakTMpoBaHUsA NONUTUKU

Monntuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
BnokupoBaTtb (hain-guCcKn Npu OTKINOYEHUM annapaTHOro naeHTUdukaTopa

Bo3moxHoe 3HayeHune nonutukn: «Ja/Hem». o ymonyaHuio 3HayeHne nonutukn: «Jax.

Ecnv npu cosgaHuu pann-amMcka noMMMO Naporns UCMonb3yeTcs annapaTHbIn naeHTudgukaTop, To npu
oTKMNoYeHnn ngeHtudmkartopa ot MK, dann-guck Takke byget oTknoyeH. CTOUT yunTbiBaThb, YTO NpU
N3MEHEeHNW HacTpoeK annapaTHOro uaeHTudukatopa HeobXoAUMMO HavaTb HOBbI CeaHC paboTbl
nonb3oBaTensd [Ans BbIMOMHEHWS KOPPeKTHoW Onokuposku. [lonmTvka He pacnpocTpaHsieTcs
Ha naeHTUdUKaTOPBLI, NpeabaBnseMble No KacaHuio.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Brnokupyemble paclumpeHus

HdaHHas nonutuka mcnonb3yeTcs Ans paboTbl CO CMMCKOM 3anpeLleHHbIX pacluvMpeHuii gainos
(nocnepoBaTenbHOCTM  CUMBOMOB, [fob6aBnsiemMbix K WMeHM anna W npegHasHadeHHbIX
ansa ngeHtndukauum opmata gaina). Mo ymonyaHuio JaHHas NONMTUKA HE UCMOMnb3yeTcs.

Cnuncok 6n1oKMpyembIx pacLunpeHuii hainos NULLETCS B OAHY CTPOKY, 3NIEMEHTbI CMUCKa pa3gensaoTcs
TOYKOW C 3anATON.

®yHkuma Bnokupyemblie pacwmpeHus Gygoet pacnpocTpaHsTbCA Ha BCeX Mofb3oBaTenen Kpome
cynepagmuHuctpatopa. [lpy nonbiTke MOnb3oBaTens OTKPbITb ann ¢ 3abnoKMPOBaHHbLIM
paclmpeHuem, NoSIBUTCA COOTBETCTBYIOLLEe NpeaynpexaeHue.

CnepnyeT yyecTb, YTo AobaBneHne B CIMCOK BrOKMPYEMbIX PACLLUMPEHWIA, TaKUX Kak exe,
dll, sys, moxeT npuBecTn k HepaboTtocnocobHocTn OC (McknoveHne coctaBuT padoTa
noa y4eTHOW 3anncbto cynepagMmuHmncTparopa).

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

Bpems oxupgaHus nogkntoveHusi no VNC (cekyHa)

MonuTtuka nossonsaet YCTaHOBUTb BpeMA OXuOaHuA yganeHHoOro nogkni4eHua K pa60qemy cTony



KoMnbioTepa no ceTu. Bo3amoxHble 3HayeHus napametpa oTr 5 go 600 cekyHa. 3HadeHue
no ymosnyaHuo: «120».

Mo ucteyeHnn ycTaHOBEHHOIO BpEMEHM 3anpoc NpepbIBaeTCs.

Mpn nHmummposaHun nogknoyeHnsa no VNC koHconbe ELLY 6nokvpyetca 0o MOMEHTa
NoAKmntoYeHus / oTkasa B NOLKITHOYEHUM.

Monutuka npumeHsieTcs Ha moaynsax AreHt ELLY Windows.

Ucknio4veHns ansa npunoxeHun
[aHHaa nonuTuka No3BONSAET HAaCTPOUTb CNCOK hannos, Anst KOTOPbIX HE MPOU3BOANTCS KOHTPOIb
NPUNOXEHNN, NeYaT N N30NIMPOBaHHbIX NPOLLECCOB.

Cnncok coaepXnt MMeHa M Ha3BaHUS UCKIMIOYEHUN, NepeyYUcrieHHble Yepes «;». VIMeHa MoryT He
copgepxatb nyTn, Nnbo BkMoyaTe B cebs NOCNEOHIo YacTb NYTU UMK NOMHbIA NyTb (3TOT BapuaHT
Hanbonee 6e3onaceH). Popmar 3HaYeHUs napameTpa: «Mms (MyTb), UCKIIOYEHNE;».

CrmMCOoK VCKITHYEHUIA:
— all— gnsa Bcex KOMMNOHEHTOB;
— ips— ansa COB;
—  print— ans nevaty;
— clipboard — gna n3onuMpoBaHHbIX NPOLIECCOB.

Ecnn B nobom anemeHTe cnmMcka B KayeCTBE MMEHMU YKa3aHO «*» — HacTporka OyaeT akTMBHOW
[N BCEX UCKIMIOYEHUI,

Mo ymonyaHuto 3HauyeHne — «He ucronb3yemcs».
MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MNpuHyOouTensLHoe 3aBeplUeHMe ceaHca Nosib30BaTesisi NPU OTKIIYeHUM annapaTHOro
npgeHTUdmkaTopa

Bo3moxHoe 3HauyeHune nonutukn: «Ja/Hem». o ymonyaHutoo 3HayeHne aaHHOW NoNuUTuKK: «Ja».
[aHHas nonuTuka 3aBepLUaeT ceaHC Npu OTKITHYEHUM annapaTHoro naeHTudmukaropa.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

5.4.11 HacTpouka nosiMTuK cetn

Ha Bknagke [lonumuxku B kKaTeropuv CeTb HacTpauBaloTca napameTpbl paboTbl CceTeBoro
B3aMMOAencTBuS.

B cooTtBeTcTBUM C TpeGoBaHUSAMU MONMUTUKM GE30MacHOCTM opraHM3auuM Heo6XxoOMMO HacTpoUTb Bce
napameTpbl, pacnofioXeHHble B CIMCKe MONUTMK CEeTU.

Ta6bnuua 20. MonuTrkn cetn

Bpems xpaHeHUs1 ceTeBOro Kawa

Monntuka NpvHUMaeT 3HauyeHusa oT 5 MuHyT Ao 14 gHen u «He ucnonb3yemcs». o ymonyaHuio
3HayeHWe gaHHoW NonuTUKN: «He ucrnonb3yemcsi».

Ons ysenunueHna ckopoctu pabotel no cetu C3U Dallas Lock 8.0 npegoctaBnsieT BO3MOXHOCTb
COXpaHEHUs CEeTEBOro Kalla C MHdopmaumen o6 MMELMXCA B CETU TEX KOMMbIOTEPOB, KOTOpPbIE
3awuwieHbl Dallas Lock 8.0, 1 k koTopbIM y>xe 6bino nponseeneHo obpatleHne ¢ gaHHoro MNK. JaHHasa
NonmnTMKa No3BossieT BoiOpaTb BPpEMS XpPaHEHWSI TAKOro CETEBOTO K3LLa.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
Cnu1coK He3alMLLEHHbIX CepBepoB

C noMoLbl0 [JAaHHOW MOMUTUKM ANsl YBENUYEHWUs CKOPOCTM paboTbl MO ceTu, YTOObl COKpaTUTb
konnyectBo obpalueHnin, C3U Dallas Lock 8.0 npegocTtaBnsieT BO3MOXHOCTb COXPaHUTb NMOCTOSIHHbIN
cnuncok K, kotopble He 3awueHbl C3U. Beoaarca nmena MK n cepsepoB unu mnx IP-agpeca 4epes
TOYKY C 3ansiTon.



Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.

5.4.12 HacTpouka nonMTUK annapaTtHoOM uaeHTudukauum

Ha Bknagke [loumuku B kaTeropum AnnapaTHas uaeHTUdMKauuss NpPoM3BOAMTCH BKMOYEHME
cumTbIBaTENEN annapaTHblX naeHTudukatopor ans mogynen C3U Dallas Lock 8.0-K/C.

B cooTtBeTcTBMM C TpeboBaHMsSMU NOMUTUKM 6€30MacHOCTUM OpraHusaumm HeobxoaMmo HacTpouTb BCe
napameTpbl, pacnosioKeHHbIe B CNUCKE NOMUTKK annapaTtHon naeHTudmkauuu.

MonuTukn annapaTHOW MAEHTUMUKALMU NPUHUMAIOT 3HAYeHNS « BK.» 1 « Bbik.».

[ocTynHa HacTpovika criegQyoLmx TMMNoB annapaTHbIX MAEHTUUKATOPOB:

NFC-meTku n cMapT-KapTbl;

USB flash drive;

CuutbiBaTEnn ESMART;
CuutbiBaTenu Guardant ID;
CuutbiBaTenu HID lronLogic Z-2;
CuutbiBatenu JaCarta;

CuutbiBaTenu KT-TM;

CuutbiBatenu TM COM-A (DS9097U);
CuutbiBatenu TM COM-P (DS9097);
CuutbiBaTenu PyTokeH.

B ELY WUK5 nonutuka CuutbiBaTtenu JaCarta obbeguHsaeT cregytolime ucnornb3yemble
paHee nonutukn: CumutbiBaTtenu JaCarta PKI, CuntbiBaTtenu eToken n CuutbiBaTenu
JaCarta GOST.

Ecnn B 16 ELY BkntodeHa nonutuka CumtbiBatenu JaCarta, To ana mogynen C3U
Dallas Lock 8.0 Bepcun ¢ K8 no K12 6ynet BkntoveH cunthiBaTens JaCarta GOST.

Ha npoBepky uvaeHTUdUKAUMOHHON WHAOPMaUMM Nonb3oBaTens HacTpovika MOMMTUK annapaTtHOn
naeHTudurkaumm He snmset. [1oaToMy, ecnuv, HanpUMep, HaCTPOUTbL CYUTbIBATENb, 3a4aTb MONb30BATENHO
annapaTtHbIi ugeHTudukaTop, a nocrne U3MeHMTb 3HayeHne NONUTUMKN ANS AaHHOro Tuna annapaTHbIX
cumTbIBaTENENn Ha «BbIkn.», TO NpW BXoAe AaHHOro nons3oBartens annapaTHbli UaeHTUdnKaTop Bce paBHO
OygeT npoBepsiTbCH, U, COOTBETCTBEHHO, OH HE CMOXeT BOMTW B cuctemy. Ecnn nonb3oBaTtento 3agaH
annapaTHbIi ngeHTudukaTop, cuctema 3awmtbl o6s3aHa ero NpoBepuTb, @ eCcnv MPOBEPUTb Hermb3s,
TO JOMYCTUTL Nonb3oBaTens 40 MH(POPMAaLIMOHHLIX PECYpCOB CUCTEMA 3aLLMThl He UMEET npasa.

5.5 MexceTeBoM 3KpaH

Mocne HaCTpOVIKM CUCTeMbl ynpaBlieHUd, Heobxoaumo npon3BecTun HaCTpOVIKy MeXCEeTEeBOro 3KpaHa.
Moa HaCTPOVIKOVI MeXCeTeBOoro 3KpaHa NOHMMaeTCA YCTaHOBKa 3HaYeHUN NONIUTUK AN MEXCETEBOro
3KpaHa, yaoBJieTBOPALWNX NOJTUTUKaM ©6e3onacHocTu opraHusauunn.

Bonee nogpobHo o mexceTeBoM akpaHe B PykoBoacTee no akcnnyartaumm C3U Dallas Lock 8.0 rnasa 15,
B PykoBoacTtee no akcnnyataumn Dallas Lock Linux pasgen 4.12 u B PykoBoacTBe no akcnnyataumu
C3U BU Dallas Lock rnaea 8.

Ons nepexoga K pasfgeny HacTpoek YnpaBneHue KoMnoHeHToM M3 HeobxogMmo Ha Bknagke
KomnoHenmsi BblOpaTh Mexcemesoli akpaH. Ha cTpaHuue YnpaBneHue KOMMOHeHTOM M3 MoXHO
pefakTupoBaTtb napameTpbl MO Ha ypoBHe Bcero B, nmocne CMHXpOHM3aUUKM Ha BCEX MOOYUMHEHHbIX
obbekTax B [Ib npumeHsitoTca ycTaHOBNEHHbIE HAcTporikn (puc. 83).



KomMnoHeHTL

¥NPABNEHWE KOMMNOHEHTOM M3 MexCeTEBDR IKpaH L Dallas Lack 8.0 Vi

] E CucTemMa KoHTRONA HakonuTenel

QBWMe HacTpoiKkA M3 MNpoguan M2 QUALTPEI

[ Bef-KoHTROME ] [ CerneHTsl ceti ] KoHTpone pecypaos

Cucrena oBHAPYKEHUA BTOPXEHNA
o 3anper Ha usmenenve Moamnka Tun rogyas

ﬂ‘ AEapkEHEIE peski AETOMATHHECKEA aKkTHEALMA NP Hapywenn KL k43 BezonacHan cpeda COB (necodHmua) C3M B (LKE, KT

ﬂ SEINMAHEIA Pekum AETOMATHUECKIA aKTHEALMA NPW HEAOCTYNHOCTH Ark C3N B (LKA, LK

ﬁ ApapkAHBIR pekkm AETOMATMYECKEA AKTHEILMA NPM NPOBaNe CamMoTecT| CpeacTs0 0BHapyKeHA i pearpoBanua C3 B (AKE, LIKT)

ﬁ Apapuiinbii pekim: JanpeT BHelUHero Tpadka K rHnepens opy/CE Erikn. C3K B (AKE, LIKT)

ﬁ Apapuiinei peskim: Janpet Tpadika Mexgy ArenTom B v LY Beikn, C3 B (AKE, LK)

ﬁ ApanuiiHbiE pekim: Sanpet Tpadidka Meskay B Brikn. C3K B (AEE, LKT)

ﬂ‘ Bensiii 1 depHeiil COMcen npuao ke Bricn DLL {1K4, LIKS, AES)
ﬂ Enokwposare npotokoa QUIC Aa DLE.O {IK1L, KMKLZ, K.,
6 Enokwposka agpecos 10 cpabatbieanmii 6 Tederra 60 mianyt DLL (A4, RS, WIKE)

ﬂ‘ BkntoqnTs yeeA0mMARHME B TPEd NpW BOKWPOBKE COBAMHEHKA Aa DLE.O (K11 WKLZ, K.,
ﬂ‘ Brntoqute duasTpaumia Her DLE.O (K11 MKLZ, K.,
ﬂ JoeepeHtsle npasrna M3 B, DL&D (K11, MK12, MK,

Puc. 83. Bknagka «MexceTeBoW 3KpaH»

YnpaeneHne mexceTteBbiM 3kpaHom B ELY peanusoBaHo gns moaynen C3U HCLO
Dallas Lock 8.0, C3U HC[L Dallas Lock Linux n C3U BU Dallas Lock, nepeknto4yeHune
yMpaBneHnst mexagy MoAaynsMy OCyLLECTBNAETCA B paboyen obnacTu BKMagKkM C MOMOLLbIO
BbiNnagawlero cnucka (BblgeneH Ha pwuc. 83). CoctaB [onyCcTUMbIX — KaTeropui
W NnapaMeTpoB Ans ynpaBneHus OyaeT BapbMpOBaTbCA B 3aBMCMMOCTW OT MOAyNSA, Ans
KOTOPOro NpoM3BOAUTCS HACTPOWKA.

5.5.1 Obwme HacTponku MI

Hactpowiku, kacawowmecs 3HadeHun nonutuk M3, perynupytotca B kateropun O6wme Hactponku MO
Ha Bkrnagke KomnoHeHTbl — MexceTeBoOM 3KpaH.

Cnncok nonutnk M3 B kateropum OOGwme HacTporku MO OOHOBPEMEHHO COOEPXKUT
napameTpbl Ang moaynen C3U Dallas Lock 8.0, C3U HCA Dallas Lock Linux n C3U BU
Dallas Lock, He3aB1cUMO OT TOro, ynpaBfiEHE KakumM MOAYMEM BblIOpaHO B BbiNagaloLiemM
cnvcke ynpasneHns MO3.

B cooTteeTcTBMM C Tpe6OBaHI/IF|MI/I nonuTukn 6e3onacHocCTn opraHusauunun Heo6xoaMmMo HaCTpouTb BCe

napameTpbl, pacnosioXeHHble B cnucke nonutuk M3.
Ta6bnuua 21. O6wme HacTporiku M3

ABapuiHbIN pexnm: ABToMaTnyeckas aktuBaumsa npu HapyweHuu KL| M3

Bo3moxxHOe 3HaveHune NoNUTUKN: « BKr./BbiKi.». 3Ha4eHWe No YMOMYaHuIo: «BbiKi.».

Ecnn OaHHaa noNnTUKa BKIK4YeHa, TO Npu HapyleHUM KOHTpOIA LUenoCTHOCTU aBTOMaTUYeCKu
cpaboTaeT aBapuiHbIA PEXNM.

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.
ABapuiiHbIN pexxuMm: ABTOMaTuyeckas akTuBauus nNpu HegocTynHocTtu AreHta BU
CO CTOPOHbI LY

Bo3moxHoe 3HayeHwe nonuTukn: «5 MuHym», «10 MuHym», «30 muHym», «1 yac», «1 OeHb»
n «He ucnonb3yemcsy. Mo ymonyaHuio 3Ha4YeHne JaHHOW NONUTUKK: «He ucronb3yemcs».

[aHHaa nonuTuka no3BONAET YNpaBnsaTb aBTOMAaTUYECKOW aKTUBaUMEN aBapuUMHOIo pexuma
npu notepe cBA3n ¢ AreHTom BU co ctopoHbl LienTtpa ynpasneHus C3U BU Dallas Lock.

Monutuka npumeHsietcs Ha mogynax C3U BU Dallas Lock.
ABapuiHbIN pexumMm: ABToOMaTU4eckas akTUBaLUus Nnpu npoBasie CaMmoTeCTUPOBaHUA

Bo3moxxHOe 3HavyeHune NoNUTUKN: « BK./BbiKi.». 3Ha4YeHWe NO YMOMNYaHuIo: «BbIKi.».
Ecnu gaHHas nonutuka BKMOYeHa, To Npu npoBare caMmoTecTUpoBaHus cpaboTaeT aBapUHbIN PEXNM.



Monntuka npumeHsieTcst Ha mogynsx C3U BU Dallas Lock.
ABapuiHbIn pexum: 3anpeT BHeLHero Tpacumka k runepsusopy/CB

Bo3MoxHOe 3Ha4YeHne NonUTUKKN: « Bki1./BbiKi.». 3Ha4YeHne no YMOJTHaHUIO: «BbIK1.».

[aHHas nonutrka No3BOMSIET YNPaBnsiTh 3aNpPeTOM BCEX BXOASLLUMX U UCXOOSALUNX COEAUHEHUA MeXay
rmnepeu3opom/CB 1 BHelwHUMK ceTsiMu (IHTepHEeTOM).

MonuTtunka npumenHseTca Ha moaynsx C3U BU Dallas Lock.
ABapunHbIn pexum: 3anpeT Tpaduka mexay AreHtom BU n LIY

Bo3MoxHOe 3Ha4YeHne NoNUTUKKU: « Bki1./BbiKi.». 3Ha4YeHne no YMOJTHaHUIO: «BbIK1.».

[aHHas nonuTrka No3BOMNSET YNpaBnATh 3anpeToM BCEX BXOAALLMX U UCXOOALLMX COEOMHEHUN MeXay
AreHtom BA 1 Agpom LIY C3U BU.

Monutuka npumeHsietcst Ha moaynsix C3U BU Dallas Lock.
ABapuiHbIn pexxuMm: 3anpeT Tpacmka mexay BM

Bo3moxxHOe 3HaveHune NoNUTUKN: « BKr./Bbikr.». 3Ha4eHWe NO YMOMYaHuIo: «BbIKi.».

[daHHas nonutvMka MO3BOMSET YMNpaBnsiTh 3aNpPeToM BXOAALUMX W UCXOOSLUX COEOVHEHWUA MexXay
BUpPTyanbHbIMK MHTEpcencamm BM B npegenax supTyanbHOM ceTu.

Monutuka npumeHsieTcst Ha moaynsix C3U BU Dallas Lock.
Benbin n YepHbIA CNUCKU NPUNOXEHUN

[aHHas nonuTuka ncnonb3yeTcs A1 BKNIOYEHUSA/BbIKNIOYEHMS 6EMoro 1 YepHOro CrcKOB MPUMOXEHUN.
OQHOBpPEMEHHO BKIMHOYUTL M YEpPHbIA, U OenbIl CIMCOK HEBO3MOXHO. 3HayeHue Mo YyMOSYaHuio
«Bbikmoyumb  6enbili U YepHbIl crucku». [OCTynHble 3Ha4veHust: «Bkmoyumb 6ernbili  CriucoK»,
«BKnto4Yume 4epHbIl CriuCoK».

MonuTtuka npumenseTca Ha moaynsx C3U HC[ Dallas Lock Linux.
BnokupoBatb npotokon QUIC

Bo3moxxHoe 3HauyeHne nonutukn: «Ja/Hem». [lo ymonyaHuto 3HayeHne gaHHoM NonuTukn: «ay.
Mpu BkNOYEHUM gaHHOW nonutukm M3 6roknpyeT npoTtokon QUIC.
MonuTtunka npumenHsetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

BnokupoBka agpecoB

MonuTuka no3BONseT OCyWecTBUTbL OMOKMPOBKY agpecoB Mpu  YCTaHOBIIEHHOM  KONWYecTBe
cpabaTblBaHU NpPaBUNl MEXCETEBOr0 3KpaHa B TEYEHWWM YCTaAHOBIIEHHOrNO nepuoda BpeMeEHMW.
MprHMMaeT 3HavyeHMe KonuyecTBa cpabaTbiBaHuii: oT 2 go 10; NnpuHMMaeT 3HadeHue cpabaTtbiBaHuiA
npasun M3: ot 5 go 60 muHyT. o yMomn4yaHuio MONMMTUKA OCyLlecTBNseT ONOKMPOBKY agpecoB
npu 10 cpabaTeiBaHMAX NpaBun M3 B TeyeHne 60 MUHYT.

Monntuka npumeHsieTcs Ha mogynsax C3U HCA Dallas Lock Linux.
Bknioyatb yBegomMrieHMe B Tpel nNpu 6J1IOKMpoBKe coeAUHEHUA
Bo3moxxHoe 3HauyeHune nonutukn: «Ja/Hem». o ymonyaHuioo 3HayeHne aaHHOM NonuTukK: «Jax.
Ecnu BkNtoUMTb AaHHY NONUTKKY Npu 6IIOKMPOBKE CoeauHEHNsT DyayT NpuxoauTb YBEAOMIEHNS.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
BknrounTtb cpunbTpauuio
Bo3moxHoe 3HauyeHune nonutukn: «a/Hemy». No ymonyaHuio 3Ha4yeHne AaHHOW NONUTUKK: « Hemy.
BknoyeHne gaHHom nonuTuku BkNtovaeT dunstpaumtio SSL(TLS) Tpaduka.
Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

JoBepeHHble npaBuna M3
Bo3moxxHoe 3HayeHne NonuUTUKN: «Bki./Bbiki.». 3Ha4YeHUe No yMOonyaHuio: « BK.».
BkntoyeHne gaHHOM NONUTMKKU pa3peLlaeT UCcnofb3oBaHne AOBepeHHbIX npasun M3.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
Ucnonb3oBaTtb 6e3onacHbINn Be6-cepuHr

[aHHasa nonutnka ncnonb3yeTcd ansa HaCTDOVIKM ©e3onacHoro Be6-cepcwara. Mo yMOIn4aH1K gaHHaA



NONMMTUKA HEe UCNosb3yeTcA.

B Hel MOXHO MpPOM3BECTU YCTAHOBUTb, YTO AenaTb C BPeAOHOCHbIM 10, KOHTEHTOM ANA B3pOCHbIX
1 cpyinHrom (6nokMpoBaTh, XXypHaNMpoBaTh, OTKMOUYUTD).

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
MakcumanbHbIn pa3mep http-zaronoBka
Monntvka no3BonsdeT YCTaHOBUTb MakcuMmanbHbIA pasmep http-saronoBka. Bo3amoxkHble 3HayYeHus
napametpa oT 128 go 16384. 3HayeHne no ymonyaHuio: « 2048».
Monutuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.

MexceTeBoW 3KpaH

Bo3moxxHOe 3HavyeHne NoNUTUKN: « BKr./Bbiki.». 3Ha4YeHne No yMonyaHuio: «BK/.».
BkntoyeHne gaHHOWM NONUTUKKM BKtoyaeT pabdoty MO.

MonuTuka NpuMeHsieTca Ha MoaynaX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux;
e C3U BU Dallas Lock.

Otkntovyatb GZIP ansa aHanusa HTTP tpaduka

Bo3moxHoe 3HaveHne NonuTukn: « Bkn./Bbikr.». 3Ha4eHne No yMonyaHuio: «Bki.».
BblknoueHne gaHHOM NONUTUKK paspeluaeT ucnonb3oBaTtb GZIP ansa aHanusa HTTP Tpadwuika.
Monuntuka npumeHsietcst Ha moaynsax C3U Dallas Lock 8.0-K/C.

OTkntovaThb nokanbHble npaBuna M3 npu aBTonepekntoyeHun npoduna M3
Bo3moxHoe 3HaveHune nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne AaHHOW NoNUTUKN: «Jax.

BoikniovyeHne  gaHHOW  MOMMTWKM  paspellaeT  ucnonb3oBaTb  foKanbHble  npasuna M3
npu aBToNepeknoyeHmn npocunsa M3.

Monutuka npumeHsieTcs Ha moagynsax C3U Dallas Lock 8.0-K/C.
OTobpaxaTb coobLeHne 0 3a6NIOKMPOBaHHOM coeguHeHun (camnTe)
BoamoxHoe 3HauyeHune nonutukn: «a/Hemy. [No ymonyaHuto 3Ha4yeHne AaHHOW NonuTUKK: « Hemy.
BknoyeHne gaHHOM NONUTUKX paspeLlaeT yBe4OMIEHNS O TOM, YTO AaHHbIN CanuT 3abrnoknpoBaH.
MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.
MeproAnYHOCTb NPOBEPKU 3aALLULLEHHOCTU CUCTEMBbI

[daHHas nonuTuka ncnonb3yeTcs Ans HaCTPOMKN NePMOAMYECKON NPOBEPKM 3aLLUNLLEHHOCTU CUCTEMbI.
MeproamyHOCTb NpoBEpPKM NO ymonyaHuo 1 pas B yac. [loctynHble 3HavyeHusa ot 10 MyuH go 1 gHs.
Takke MOXHO HacTpouTb onoBeleHne 06 OoTCyTCTBUM OBHOBNEHWMN Ans Takux obbekTos, kak OC
(no ymonyanuio 20 gHen), aHTMBMPYCbl U ceTeBble curHatypbl (Mo ymonyaHuo 20 gHen). Ana OC u
CeTeBbIX CUrHaTyp OOCTYMHble 3HaveHns oT 1 go 60 aHen.
MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.

MpoTokonupoBaHue cobbiTun MJI

[daHHas nonutuka MCNonb3yeTcs AN HacTPOWKM MPOTOKONUpoBaHus cobbitun M3. o ymonyaHuio
B 3TOW MOMUTMKE BblIOpaHbl BCe anemMeHThl. [Ana Toro 4tobbl BbIOpaTh COObITUS HEOOXOAMMO 3anTu
B OKHO MNPOTOKOMNMPYEMbIX COObITUIA W BbiOpaTb M3 [EeTEPMUMHUPOBAHHOIO Cnncka (ycTaHOBKA
napameTpoB HEAKTUBHOIO pexuMma, u3aMeHeHue Hactpoek M3 u np.)

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
MpoTokonupoBaHue cobbiTun MJI

[daHHas nonutuMka Mcrnonb3yeTcs AN HacTPOWKM MPOTOKonupoBaHus cobbitun M3. o ymonyaHuio
B 3TOWM MONUTMKE BblOpaHbl BCe anemMeHTbl. [Ansa Toro 4tobbl BblOpaTbh COObLITUS HEOOXOAMMO 3alTu
B OKHO MNPOTOKOMMPYEMbIX COObITUA W BbiOpaTb M3 [ETEPMUMHUPOBAHHOIO Ccnucka (ycTaHOBKA
napameTpoB HEAKTMBHOMO pPeXMMa, U3MeHeHne HacTpoek M3 1 np.)

Monntuka npumeHsieTcst Ha mogynsax C3U HCA Dallas Lock Linux.



Pexum obyyeHus M3

[aHHas nonutMka ncnonb3yeTcs Ans HACTpovku pexmnma obyveHus MO. 3HauyeHne no ymonyaHuio:
«Bbiko4yeHO». B OKHe HaACTpPOMKM NONMUTUKM MOXHO BblOpaTb aBTOMATUYECKUA UMW UHTEPAKTUBHbIN
pexuMm obyyeHus.

[ns aBTomaTnyeckoro Heob6xoaUMo HacTpPoUTb Nepuog obyveHusi, Bpems 1 AaTy OKOHYaHus 00y4yeHus,
a Takke pexum nocne oby4vyeHusi: nponyckaTb MMM 3anpewaTtb naketbl. Kpome TOro, B 9TOM OKHE
HacTpamBaeTCd MakCMManbHOE KONM4ecTBO MOpTOB B opgHom npaswune (10-100), makcumanbHoe
KonnyecTBo agpecos B ogHom npasune (5-100) n MakcumanbHOEe KOMNMMYecTBO CO34aBaeMblX NpaBun
(10-1000). Ecnu B KY ELY BBECTM MeHbLUEe 3Ha4YeHWe B Mnorfe BBoAa, TO NPU COXPaAHEHUW 3HAYEeHMe
He CoXpaHuUTCS, a BepHeTcs K ucxogHomy. Ecnun ato caenath Ha knneHTe C3U Dallas Lock 8.0, To none
NpUMeT MUHUMANbHO BO3MOXHOE 3Ha4YeHue (C MakCMMarnbHbIM 3Ha4YeHUeM NoBeAeHNE aHaNorn4Ho).

Ons MHTEPaKTUBHOIO pexunma HeobxoaMmo Bbl6paTb pencrteme no YMOJ1HaHUO OnAa coeguHeHunA:
paspewaTtb nnn GHOKVIpOBaTb coegnHeHune.

Monntuka npumeHsieTcst Ha mogynsax C3U Dallas Lock 8.0-K/C.
Pexxum paboTbl hunbTpauum
[daHHas nonutrka ncnonb3yeTcs AN HacTPONKN pexnma paboTbl punbTpauun. JocTynHble 3Ha4YEHUS:

«@unbmposamb 8ce, KpoMe UCKMoYeHul», «@uabmpayus akmueHa mosibko O X0Ccmos-
uckmoYeHuly . o ymonyaHuio 3HadeHne gaHHON NONNTUKN: « uiibmposamsp 8ce, KPOME UCKTIOHYEHUL .

Monntuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
CoxpaHATb NnokanbHbie npaBuna M3 npu cuHxpoHusauum ¢ ELLY
Bo3moxHoe 3HaveHune nonutuku: «Ja/Hem». o ymonyaHuio 3Ha4eHne AaHHOW NONUTUKN: «Jax.

BbiknioyeHve gaHHON MOMUTUKN OTKMNOYaET COXpaHeHme rnokanbHbIX npasun M3 npu crHXpoHu3aumm
c ELY.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Cnucok nepexBaTbiBaeMbIX UCXOASLMX NOPTOB

MonuTuka nos3BonseT ynpaBnATb CMMCKOM WCXOAAWMX nopToB, paboTa C KoTopbiMu Oyaet
dunbTpoBaThCd. 3HayeHne no ymonyaHuio: «80,8080,3128,443».

MonuTtnka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

YBegomMreHusi N0 COGLITUSIM OTCYTCTBUSI aHTUBUpYca U obHoBreHun OC u DL

HaHHasa nonuTuka mcnonb3yeTca AN onpedeneHns mecrta, kyaa OyoyT npuxoauTb yBeOOMIeHUs
no cobbITUAM OTCYTCTBUSA aHTMBUpyca M ob6HoBneHun OC u DL. 3HadeHue no ymon4aHuio:

«YsedomrieHue 8 xypHas». JoCTynHble 3Ha4YeHUs: « YeedomrieHue 8 cucmeMHbIl tray», « YeedomneHue
8 ELIY», «YsedomrieHue 8 XypHars».

MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.
PunbTpauyma SSL
Bo3moxxHoe 3HauyeHune nonutukn: «Ja/Hem». [lo ymonyaHutoo 3HayeHne gaHHoM NonuTukn: «Jay.
BkrnitoueHne gaHHOM NONUTUKKM BKNtoYaeT unbtpauunio SSL.
MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.
YacrtoTa peructpauum cobsitua HC[ ‘HapyweHue npasuna M3’

Bo3moxHoe 3HayeHue nonutuku: «5 muHymy», «10 muHym», «15 mMuHym», «30 mMuHym», «1 4ac»
n «1 0eHby. [1o ymonyaHuio 3Ha4YeHne AaHHON NOMUTUKK: «& MUHYmM».

,U,aHHaFI NONNTUKa NO3BONIAET 3aaBaTb AUana3oH, B Te4eHne KOTOpOoro AOSMKHO CpaGaTblBaTb cobObITne
HCL. [enicTByeT Ha 3anpeLyatoLine npasuna.

Monutuka npumeHsietcs Ha moaynax C3U BU Dallas Lock.

5.5.2Mpocmunn MI

Ha cTtpaHuue YnpaBneHue komnoHeHTom M3 B kaTteropun Mpodmnu M3 npomssognTcs HacTpoiika
npocounen ans moaynen C3U HC Dallas Lock 8.0 u C3U HCL Dallas Lock Linux.



lMepeyeHb npodunen M3I sBnseTca eanHbiM ans Bcero gomeHa ELLY B pamkax mogynewn
C3U HCA Dallas Lock 8.0 u B pamkax moaynen C3U HC[ Dallas Lock Linux.

Mpocdmnu M3 gna moaynen C3U HCL Dallas Lock 8.0-C/K

B pabouen obnactu kateropuun Mpodcdunn M3 (puc. 84) otobpaxaeTtca Tabnuua, cogepxallas nepeyeHb
npocuneir u npasun MO B BuOe [BYXYPOBHEBOrO CMMUCKA: MEPBbIA  YpOBEHb —  CMMCOK
npeaycTaHoBMEHHbIX U Aob6aBneHHbIX agMuHucTpatopoMm WB npodwmnen, BTOPON ypoBEHb — CMMCOK
npasun M3, MHAMBMAYANbHO HACTPOEHHBIN AN KaX4oro npoduns.

KomnoHeHTs

=
YTIPAB/IEHWE KOMIOHEHTOM M3 Dallas Lock 8.0 v =
LEACTBUA C MPOBUAAMMI

[ OBue HacTpoiikn M3 npoguan M3 Mpagsna M3 Il QuATpEl ] Cosgam

) [
[ Beb-koHTROAE Il CermenTd cemn ]

AtueHeii npoduas o ymonuaHi

Astopsibap npodmna
Unslnpoguasinpasiao) * Ycaosme sxaro... Hanpasaenme .. Tunnpasuna  Mapamerpeinp.. Mackunyrn  Janyexnpuao... Monbsosarers  Ypomens goctyna Pacnmcanue pa... Cermentsi cem

NEL Vaonsuus yata Orcyreroyer an..
AEACTBMA C MPABUAAMM

OMEPATUBHOE ¥TIPAB/IEHWME

00000000

Besonackas cpeaa Chrxponmanposart

Mo yuonarinio

Puc. 84. Kateropus «Mpodunu M3» ansa moagynen C3U HCQA Dallas Lock 8.0

Cnucok npodmnen npegcrasnsaeTt n3 cebsa Tabnvuy co cneaylowmMmmn Nnonamu:

o Ums (npocbunb/npasusio) — none UMeeT cneayoLmn popmar:
o Ne<llpuopumem npogpunsa> <ms npogbunsa> — ons npodunemn ¢ yCrioBUeEM BKIOYEHUS;
o <Ums npogpunsg> — Ansa pydHbIX npodunen.

Mpodunb C ycnosnem BKOYEHUS — Mpodusb, ANS KOTOPOro HAaCTPOEHO XOTS Obl OAHO
ycroBuve BKoYeHns. Takum npodunam npuceaveBaeTcs HOMep npuoputeTa, Heo6XxoanMbI
Onsi aBToBblbopa (nonutvka ABTOBLIGOP npodunen). Takke Takon Mpouib MOXHO
aKTMBMPOBAaTb BPY4HYI0 agMmuHucTpaTopom UB.

PyyHon npodunb — npodunb, ANA KOTOPOro HEeT YCMOBUS BKIIOYEHUS, U KOTOPbIA
agMuHucTpaTop Vb MOXeT BKNIOYMTb TOMBKO BPYYHYH KOMaHaon Ha naHenu feticmeus.
PyyHon npodune MOXHO caenaTb nNpoduneMm C YCroBWEM BKIIOYEHUS, AN 3TOro emy
HeobxoAMMO 3agaTb XOTH Obl OOHO YCNOBWE BKMAOYEHMS (MO YMOMYaHUIO Mocre 3Toro
Npoduno NpUcBanBaeTCsa CaMblil HU3KUIA NPUOPUTET).

e Ycnosus ekrroveHUs  npoghursisi — None CoAepPXXUT CNMCOK YCITOBUIA BKIKOYEHMS Npoduns.
[na akTuBHbIX Npodhunen Ha yposHe KopHsa b onpeaeneH cneayrowmin UHANKATOP COCTOSAHUSA:

I —  npodunb aKkTUBMPOBAH.

HeakTuBHbIE NPOOMNN HE UMEIOT CneLmanbHON MHAMKALMK.

B cnvcok npasun M3 gns npodwmnent Bxoaat obwme npasuna M3 v npasuno M3 no ymonyaHuto.

Ona kaxporo npodunga cnucok npasun MO oauHakoBbl (Kpome npodunga Msonayus ysna). Chvcok
npasun MO € KX HacTPOEHHbIMW 3HaYeHUSIMU COOTBETCTBYET cnucky npasun MO, 3agaHHbiMu AWB
B kateropuu MpaBuna M3 (Bknagka KomnoHeHTbl — MexceTeBoM aKkpaH — BblGpaHHbIi Mogynb Dallas
Lock 8.0 — MNMpaBuna MJ).

Cnncok npasun npegcTaensaeTt n3 ceda Tabnuuy co cnegyowmmmn ctonbuamu: Mvs (npoghuns/npasurio),
HanpaeneHue nepedayu, Tun npasuna, lNapamempsl npomokosios, Macku nymu, 3arnyck npunoxeHus,
lNonb3oeamenu, YposeHb docmyna, PacriucaHue pabomei, CeameHmsbl cemu.



B kateropuu Mpocdunu MO gna obmnx npaBun MOXHO yNpaBnsTb TOMbKO COCTOAHUEM
aKTMBHOCTM W HacnepoBaHua npasBun MO, wusmeHeHve napameTpoB npasun MO
HEBO3MOXHO.

Mpun BbIGOPE NpaBuna M3 n HaxxaTum kHonku NMpocmoTp Ha naHenwu [eldcmeus ¢ npasunamu
OOCTyNHa TONbKO MHOpMaLIMsl O HACTPOEHHbIX Ang npasuna M3 napameTpax.

Ons npaBuna no ymoONYaHWO BHYTPU MpPOMUAS MOXHO PpedakTMpoBaTb AEWCTBUE:
paspeLuatoLLee nnm sanpeLuaroLlee.

Cronbew Mms (npocpuns/npasuno) nmeet dopmat <MHOukamop cocmosiHus npasuna> <[lpuopumem
npasuna> <Wmvs npasuna>.

YnpaBneHue coctosHvem npasuna MO (akTvBHO/OeakTMBMPOBAHO W HacnegyeTcsl / He HacnegyeTcs)
ocyLLecTBnseTca NMbo nyTeM nepekntioveHns NKOHKKN, Nnbo kHonkamu AKTuBMpoBaTh/[leakTUBUPOBaTb
n HacnegoBatb / He HacnepgoBaTb Ha naHenu [elicmeus ¢ npasunamu.

Ons npaBun M3 Ha ypoBHe kopHsi 1B onpeaeneHsl cneaytolime MHAMKATOPbl COCTOSHUS:

o
X
&
Qo

—  NpaBWro akTMBUPOBaHO, AEVCTBME YCTaHOBIEHO B Pa3peweHo;

—  NpaBWmo akTUBMPOBAHO, AEWCTBUE YCTAaHOBMNEHO B 3anpelyeHo;
npaBuno [eaKkTUBMPOBaHO, AECTBME YCTAHOBMEHO B Pa3peweHo (ToNbko Ans obLimx
npasun M3);

npaBuno OeakTUBMPOBaHO, AeCTBME YCTAHOBMNEHO B 3arnpeuweHo (Tonbko Ans obLimx
npasun M3).

Mo ymonyaHuio B Tabnuue ¢ npodwmnamu npasun MO copepxaTcs criegytowmne npegycTaHOBIEHHbIe
npochunu:

U3onayusi y3ana — npepocTaBnseT BO3MOXHOCTb NOrMYEecKM OTOAENUTb KOMMbIOTEP OT CeTu
nepegaym faHHbIX C COXpaHeHuMem ynpasneHus co cTtopoHel ELY. lNpodwunbe ¢ ycnosuem
Bkntovenuss (Omcymemeyem aHmusupyc, HapyweHue yernocmHocmu v 3awjuma om eupycos-
wiugposanbuukos), npuopmteT Ne1, BbIKMOYEH N0 yMonyaHuio. MOXHO akTMBUMPOBaTb BPYUHYHO
M NOMEHHATb NPUOPUTET;

Mo ymonyaHuto — pyyHOW nNpodunb (OTCYTCTBYIOT YCMOBWUS BKMOYEHUS U MPUOPUTET),
aKTMBMPOBAH MO YMOMYaHWIo;

be3sonacHas cpeda — 0cobbIn py4HON NPodunb (OTCYTCTBYHOT YCIOBUS BKIKOYEHNUS N MPUOPUTET),
KoTopbln aktuBmpyetcsa Ha knueHTe C3U Dallas Lock 8.0 Tonbko aBTOMaTUyecky npu 3anycke
nto6oro NnpunoxeHus B pexvume besonacHol cpedpl, BbIKIOYEH N0 yMonyaHuioo. Henb3s BKN4MTb
BPYYHYIO 1 MOMEHSITb NPUOPUTET.

B oTnuyune ot octarnbHbIx npodunen, npodunb U3o154us y3na coaepXnt UKCUPOBaHHbLIN
Habop npaBun M3, koTOpble He COOTBETCTBYIOT cnucky npaswn M3, 3agaHHbiMu AUB
B kaTeropuun MNMpaBuna M3 (Bknagka KomnoHeHTbl — MexceTeBoM aKkpaH — BblOpaHHbIN
monynb Dallas Lock 8.0 — kateropus MpaBuna M3), n KOTOpble HENBb3A OTPEAAKTUPOBATb.

Mepen Tabnuuen c npodgunamm M3 B kateropum Mpodmunu M pacnonaraetca obnacTtb, cogepxallasi
HaCTPOWNKM ANs ynpaBneHus npodunsMu:

napameTp AKmueHbIl Mpoghusib — COAEPXKUT Ha3BaHNE TEKyLLero akTuBupoBaHHoro npoduns M3
Ha ypoBHe kopHs [b;

nonutuka ABTOBbIGOpP npodmna — npegHasHayeHa AnS aBTOMATUYECKOrO BKIHOYEHMWSA
npodunen Ha knneHTax ¢ mogynsmm C3U HCL Dallas Lock 8.0 B cooTBeTCTBUM X NpUOpUTETAM
1 yCrOBUAM BKMoYeHuMs. [py BKNOYEHHON nonutuke ABTOBBLIGOP Npoduna pydyHas akTMBauums
NPoMUns Ha KNMeHTax CTaHOBUTCA HeQOCTYNHOW. 10 yMonyaHuio nonuTuka oTKIoYeHa.

Monutnka ABTOBBLIGOP Npochuns He BNUSAET Ha NoOble N3MEHEHMS CNMMCKOB npodmnen MO
n npasun M3 Ha camom ELLY.

B «karteropun [Mpodmnu M3I MOXHO ynpaBnATb CAUCKOM npodunen, a MUMEeHHO: co3aaBaTb,
pefakTupoBaTb, NpocMaTpMBaTb CBOWCTBA, yaansaTb M KonuposaTb npodunm M3, a Takke noBblwatb



UK MOHWXaTb UX npuoputeT. [aHHble AeNCTBUSA BbIMOMHAKTCHA C NMOMOLLBI COOTBETCTBYHOLUMX KOMaHg
Ha naHenu [elticmeus ¢ npoghusismu.

Takke B kateropun Mpocdmnu MO MOXHO ynpaBnsiTb CNMCKOM MpaBun ans npodunen, a UMEHHO:
npocMmaTtpuBaTb CBOWCTBA, aKTMBMPOBATb, AEaKTMBMPOBATb M YNPaBMsATb COCTOSHWEM HacnegoBaHWs
npaswn. [JaHHble OencTBUSA AOCTYNHbI Ha NaHenu [Jeldcmeus ¢ npasunamu.

[na npumeHeHnsa nameHeHnin Ha MoaynsAx HeobxoamMmMa CUHXPOHM3aLUMS.

Bce komaHgpbl, oTnpaBnsemble koHconbto ELY nocpeactBom naHenewn wHcTpymeHToB Jleldcmeus
¢ npogpunsamu v [eldcmeus ¢ npagunamu, oyb6nupyoTcst B KOHTEKCTHOM MeHI0 paboyen obnactu Tabnuubl
npocounen u npaswun.

Ona cosgaHus HoBoro npoduna HeobxoouMmMo HaxaTb KHomky Co3gaTb Ha NaHenu MHCTPYMEHTOB
Heticmeus ¢ npogunsamu, nocne 4ero B oTkpbiBemcs okHe CosnaHue npocduna M3I (puc. 85) ykasatb
Ha3BaHue npoduns, 3anonHUB TekctoBoe none OnucaHue npogurs (06s3aTenbHbIN NapameTp, MoXeT
ObITb HEYHMKANbHLIMMO YMONYaHUIO None nycroe), 1 BbibpaTb YCNOBUS BKMOYEHUS.

D CozgaHue npoduna k43 X

Onucanme npoding

¥enoBMA BRAKIYEHMA Npoduna

D Tpebyerca ofHoBAEHKWE OC

D OTEyTCTEYET aHTHENPYT

D ¥CTapen CUrHaTypbl aHTHEMpPYCa
D ¥eTapenu curHatypel COB

D HapyleHne LenocTHoCTH

CTMEHA

Puc. 85. OkHo co3aaHusa npoduns M3 ana moaynen C3U HCO Dallas Lock 8.0

[Mpn BbIOOpPE HECKOMbKMX YCMOBWUW BKIHOYEHWs npoduns denctByeT npasuno «UJNN»,
TO eCTb Mpodunb Ha KIWEHTe akTUBUpPYeTCHA Mpu cpabaTtbiBaHMM foboro M3 BbIOGPAHHbLIX
YCIOBUNA.

Kaxgoe ycrnoBve BKIOYEHWS  MOXET NpuHagnexatb HEeCcKONbKUM  Npodumnsam,

HO NPV OOMHAKOBLIX YCMOBUSIX Yy pasHbIX Npodunen cpabotaeT Npocuslb C HaUBbLICLLNM
NPUOPUTETOM.

Ona pepaktupoBaHus npodunsa HeobxoomMmo BbiIbpaTh ero B Tabnuue n HaxaTtb kHoMky PeaakTupoBaTtb
Ha naHenu [elicmeus ¢ npogunsamu. OKHO pefakTopa aHanorMyHo OKHy co3gaHus npodguns (puc. 85).
Ona npodunen beszonacHas cpeda v 1o ymondaHuo pefakTupoBaHue HeJOCTYMHO.

B okHe penakTtnpoBaHusa I'IpO(*)VIﬂFI Uzonauyus y3na ooCTynHO OONOJIHUTENbHOE U YHUKallbHOe (I'IpI/IMeHI/IMO
TOJ1bKO K AaHHOMY I'IpOCbVIJ'IlO) ycnoBue BKIKO4YeHUA 3awuma om SUpyCOG-lUUd),OOGaﬂbLuUKOS.

Mpodunu MI ana moaynen C3U HC[ Dallas Lock Linux

B pabouen obnactu kateropuun Mpodcdunn MI (puc. 86) otobpaxaeTca Tabnuua, cogepxallas nepeyeHb
npocwmnenn u npasun M3 B Buae [ABYXYpPOBHEBOrO ChUCKa: MEpBbIl  YpOBEHb — CMUCOK
NpenyCcTaHOBMNEHHbIX U [06aBneHHbIX agmuHucTpatopom WB npocdunen, BTOpPoW ypoBEHb — CMUCOK
npasun M3, KoTopble BXOAAT B AaHHbIV Npodunb.



KomnoHeHTb!

1y

YMPABJEHWE KOMMOHEHTOM M3 Dallas Lock Linux v
JBEACTEWA C MPOGUAAMK

OBiLe HacTpOiikn M3 ] MPOGHAN M3 [ Mpaeuaa M3 QHALTPL Congame
Beb-KoHTPOAE Ceruentsl cer
Arrueneii npodune He 33aan
Mms(npodmas/npasmo) “ Ycroeme ecaro... OmicanvedTlpu... Hanpas nenme ... Tnnpasna 11 np... Ml 17w Apgar ABToBnoKuposkca

Ne 1 Safelode Safe mode rules.. EACTBMSA C MPABMAAMM
© 12255 Orenonate nrobbie nakeTs 255 Miatioe IP-npasinn Nokanerbili -, He wenonesyerea He wenonesyerea Bionodeno BenioueHo

Ne 2 Default Diefautt rules pr.
© Me2cern 2 Tioboe TCP-npasuna  Jlokancreii TC... Mpuknagioi n.. He wenonesyerca Binoueno Brixnrauenn
@ N2 3 FTP-ganmee 3 Mofioe TCP-npaswno  flokaneweii TC.. Mpuknagnoii n.. He wcnonesyerca Brarouso BeiknroueHo OMEPATWBHOE YMNPABAEHWE
@ N2 4 Ompasra CoobLUEWi N0 271 4 Niaioe TCP-npaswne  Jlokenseii TC.. Mpknaanod n.  He nenonssyerca Bromroseno BriknoveHO

ChxponM3MpaBath

@ N2 5 CHHpOHH3ALAR IAEKTPORHD .. 5 Moo TCP-npasuno  Nokanekiii TG, Mpueraanoii . He wenonesyerca Boaaueno Briknioveno
@ N2 6 flocTyn k 3nekTpORHON ROUT. 6 Mioboe TCP-npasuns  Nokanckbili TC.. Mpuknagofi n.  He wenonssyerea Bionodeno Briknioveno

Puc. 86. Kateropus «Mpodunu M3» ana mogynen C3U HCA Dallas Lock Linux

Cnnucok npocunen npeacrtaenseT u3 cebst Tabnuuy co cnegyowmmMm NonsiMu:
e Umsa (npogpune/npasuno) — none nmeet dopmaTt Ne<UdeHmuukayuoHHbIlU HOMEp npogusis>
<Ums npocpuns>;
e Ycrosusi 8KIOYeHUS MPoghurid — coepKallee CUCOK YCNOBUIM BKITIOYEHNS NPOdnns;
e  Onucanue/llpuopumem — pgononHuTensHas nHdopmMaumsa o npodune.

[ns akTmBHbIX Npodunen Ha ypoBHe kopHa 1B onpegeneH cnegyowmii MAHONKATOP COCTOSHUSA:
I —  Npodunb aKTUBMPOBaH.

HeakTnBHblE NPOUNIM HE UMEIOT CneumnanbHON HOMKALNN.

B npodunb Bxogat Tonbko Te npasuna M3, KoTopbie K HEMY MpuBsi3aHbl. HacTponka npvHagnexHocTu
npaswuna K npodwunio ocywectensaetcsa B kateropum Mpasuna MI ans mogynen C3U HCL Dallas Lock
Linux npu cosgaHuu unn pegaktupoBaHun npasun (Bknagka KomnoHeHTbl — MexceTeBon akpaH —
BblIGpaHHbI Moaynb Dallas Lock Linux — kaTteropus Npasuna M3).

Cnmncok npasun npeacraBnsaeT ns cebsa Tabnuuy co cnegyowmmm crtonbuamun: Mvs (npogbuns/npasurio),
OnucaHue/[lpuopumem, HanpasneHue nepedayu, Tun npasuna, lNapamempsl npomokorios, lNapamempsi
L7, ®unbmpauyus, Ayoum, Aemobriokuposka. 3HavyeHns nonen npasun M3 COOTBETCTBYIOT 3HAYEHUSIM,
3agaHHbiMn AUB B kateropuu MpaBuna M3.

Cronbeu Ums (npocpuns/npasunio) nmeet crnegyrowmn dopmat: <UHOuKkamop cocmosiHus npasuna>
Ne<MdeHmugbukayUuoHHbIU HOMeEpP npasuna> <Wms npasuna>.

B kateropun Mpodmnu M3 ana npasun M3 mopgynen C3U HC[L Dallas Lock Linux
HEBO3MOXXHO M3MEHEeHMEe napamMeTpoB Npaswuil. AKTUBaUWS UK JeakTuBauus npasun M3
NMPOUCXOOUT TOMbKO TOrga, Korda akTMBUPYETCA WU OeakTUBUPYeTCcs Npodunb
C npaBunamu.

==

Onsa npaBun M3 onpeaeneHbl cneayolmMe NHANKAToOpbl COCTOSIHMSA:

—  MNpaBWo aKTUBMPOBAHO, AEWCTBME YCTaHOBMNEHO B PaspeweHo;
—  NpaBwmo akTMBMPOBAHO, OENCTBUE YCTAHOBMNEHO B 3anpeuwieHo;
npasunro AeakTMBMPOBaAHO, AENCTBME YCTaHOBIEHO B Pa3peweHo;

—  nNpaBwmno AeakTUBMPOBAHO, AeVCTBIE YCTaHOBMEHO B 3anpeuweHo.

0000

Mo ymonuaHuio B npocunax npaeun M3 copepxaTtcs criedyolive npedycTaHOBMEHHble Npodunm
(No yMon4YaHuio BbIKMHOYEHbBI U HE coepyKaT YCIOBUIA BKITIOYEHUS):

e Default — BkntovaeT B cebs NsiTb NONb30BATENLCKUX NPABWI MO YMOYaHWUIO;
e Safe Mode — BkntovaeT B cebs ogHo npasuno M3, 6rokupytoLlee Tpaduk Npu Kputuyeckom cboe

pabotbl M3. [aHHbii npocunb JOCTYNEH AN akTMBauMW M JeakTuBauuW, HO HEeLOCTyneH
ANst yaaneHust 1 peaakTupoBaHusl.



Mepen Tabnuuen c¢ npodunamm M3 pacnonaraetcsa obnacTtb, cogepxawas napametp AKTUBHbIN
npocunb, B KOTOPOM YKa3aHbl Ha3BaHMS TEKYLLMX aKTUBMPOBAHHLIX Npodunen MO Ha ypoBHe kopHS Ob.
Ecnu aktvBHbIM Npodunb He 3afaH, TO NapamMeTpy NpucBavBaeTcs 3HadveHne He 3adaH.

B kateropum [Mpocdmnu MO MOXHO ynpaBnsATb COMCKOM npodunen, a MMEHHO: co3gaBaTb,
pefakTupoBaTb, MpocMaTpMBaTb CBOWCTBA, YAanATb, aKTUBMPOBaTb M AeaKkTuBuMpoBaTb npodunu M3.
[aHHble [e’cTBUS BBIMOMHSAOTCS C MOMOLLBbI COOTBETCTBYIOLMX KOMaH4 Ha naHenwn [edcmeusi ¢
npogunsamu.

Takke B kaTeropum Mpodunu M3 BO3MOXHO NpocMaTpuBaTb CBOWCTBA BXOAALLMX B COCTaB npodunen
M3 npaswn npu nomoLum komaHabl MpocMoTp Ha naHenu [Jelicmeus ¢ npasunamu.

[na npumeHeHnsa nameHeHnin Ha MoaynsAx HeobxoamMmMa CUHXPOHM3aLUMS.

Bce komaHgbl, oTnpaBnsemble koHconbio ELY nocpegoctBom naHenen uHCTpymeHToB [lelicmeus ¢
npogpunsamu v Jeticmeus ¢ npagunamu, oyb6nupyroTcs B KOHTEKCTHOM MeHI0 paboyen obnactu Tabnuupl
npocounen u npaswun.

Ona cosgaHua HoBoro npodung HeobxoaMmo HaxaTb kHonky Co3gatb Ha naHenu [elicmeus
C npogunsamu, nocne 4yero B OTKpbiBLIEMCHA okHe Co3aaHue npoduna MI (puc. 87) ykasaTb Has3BaHue
npocouns, BBeAs €ro B TeKCTOBOM none Mms npogpunsa (obasaTencHbld napameTp, mMoxeT ObiTb
HeyHuKanbHbIM), @ Takke, npy HeobxogAMmocTu, BBeCTM ero onucaHwe B none OnucaHue npoghuss
(Heobs3aTenbHbIN NapamMeTp, MOXET BbiTb HEYHWUKaNbHbLIM) U BbIOpaTh YCIOBUS BKITHOYEHUS.

O Cozganune npodwmng bz *

Arma npadiang

JnMcaHue npodikng
¥CNOBKMA BEAKIYEHMA Npoduag

D OTCyTCTEYET AHTUBUPYC
OTMEHS

Puc. 87. OkHo co3paHus npocdunsa M3 ana moagynen C3U HCA Dallas Lock Linux

[ns pegakTMpoBaHns npodunsa Heobxoaumo BeliGpaTh ero B Tabnuue n HaxaTb kHONKy PeaakTtupoBaTb
Ha naHenu felicmeus ¢ npogpunsamu. OKHO pefakTopa aHanorM4Ho OkHy cosfaHus npoduns (puc. 87).

5.5.3MpaBuna M3

Ha ctpaHvue YnpaBneHue KoMnoHeHToM M3 B kaTteropuu lMpaBuna M3 npou3BoauTca HacTpoKka
npasun M3 gna moagynen C3U HCQA Dallas Lock 8.0 1 C3U HCA Dallas Lock Linux, B 3aBUCUMOCTUN OT
BbIOpaHHOW BIIOXXEHHOW KaTeropumn.



MpaBuna M3 ana moaynen C3U HC[ Dallas Lock 8.0-C/K

Ha Bknagke Mexcemesol akpaH B kateropun MNMpaBuna M3 npu Bbibope Dallas Lock 8.0 B BbinagatoLLem
cnucke ynpasneHus M3 npoussoautcs HacTpoinka npasun MO ansa mogynen C3U Dallas Lock 8.0-K/C
(puc. 88).

KomMnoHeHTHl
YMNPABNEHWE KOMMOHEHTOM M3 Dallas Lack 8.0 v
AENCTBUA
l OBLWne HacTpOkM M3 l l Mpoguan M3 ] [ DHALTPLI ] G
[ Beb-koHTpoL l [ CerMeHTEl CeTH ]
Axrasneii npoune Mo ymonuaso
AetoseiBop npodmas BKAKOYEH
Ne iaa npasiaa Hanpasaenve nepejaunn Tan npasuna Maparaerpsi npoTokoaos
1 DMS enment Sioboe TCP/UDP-npaeno fokaneHsie TCP-nopte: Bee; Brewnwe TCP-nopTe:: 53;
10 DL ynaneHoe ynpapnerie (sxogaiee) BxoAALUMe NaKeTsl TCP/UDP-npasina fokaneHeie TCP-nopTer 17430; Brewwtme TCP-nopTe: B
11 DL yganeHHoe ynpasnerme (cxosauee) Micxoaauye nakeTe! TCR/UDP-npasuan Noxaneee TCP-noptes Bee; Brewnie TCP-nopre: 174 Coxpanurs
1 DL npogepka gocTynHacTA kAenTas (ICHP ping) Nicbioe ICMP-npaenne  ICMP- coofuenia: 0,8; Mlokaneneii IP-aapec: Bee; Breu Jarpyanms
13 DL CE (pxoaawze) Bxogame nakeTsl TCP/UDP-npasmuno MokankHsie TCP-nopTer 17490,17491,17492,17493; Brew It CroAGiyB Ta6TMyE!
14 DL CE {Mexoaawee) Mlixoaame nakeTel TCP/UDP-npaemino Mokankdse TCP-nopTer Bee; BHewnwe TCP-nopTe: 174
15 DL €1 (sxoases) BroAaLlme NakeTsl TCP/UDP-npasuna fokanssie TCP-nopTer 17408,17495; Brewnume TCP-no|
16 Dallas Lock ELLY Soboe TCP/UDP-npaewno fokanedsie TCP-nopTer 17490,17900,17901,17902,17903;
17 ICHP o yraansani (rcxoasueel Vicxogaie nakete: TCMP-npasvino TCMP- coofiuerins: 3,8,10; okansnei IP-sapec: Bee; Br
18 ICHIPYS N ymoAuaHIM (MCKoawLee) VlcxogaLupe nakeTel ICMPYE-npaemno  ICMP- coofugenma: 1,141,143 136; Nakaneneii IP-agpec:
13 ICHWP no ymonHanmm (Eoaaes) Brogame nakeTsl ICMP-npaeiao ICMP- coofienia: 3,8,10,1% NakansHeii IP-aapec: Bee;
2 ARP Niabioe ARP-npasnna  IP-aapec omnpasmtens: Bee; IP-aapec nomydatens: Bee; b
2 ICKPYS N ymo nsanmio (Bxopaues) BroAaLlme NakeTsl ICMPuE-npasuno  ICMP- confiuenis: 3,133,135,129,136; Mokanseii IP-ag
21 MSRPC Soboe TCP/UDP-npaemno fokanedsie TCP-nopTer 135; Brewnue TCP-nopTer 135;
22 LDAR Niofioe TCP/UDP-npasino Nokanersie TCR-noptes 389; Brewnne TCP-nopTer 389;
El DHCP knnent Niofioe TCP/UDP-npaemuno MokankHes TCR-nopTer Boe; BHewHWe TCP-nopTe: Boe
4 HTTPf HTTPS kanenHT Mlixoaame nakeTel TCP/UDP-npasmuno Mokanedsie TCP-nopTer Bee; Brewnme TCP-nopTen: 80,4
5 Internet Explorer HTTR/ HTTPS Sioboe TCP/UDP-npaeno fokaneHsie TCP-nopter: Bee; Brewnwe TCP-nopTe:: 80,4
6 1GhP Niokioe 16MP-npassna  OreyTerepar; flokansHei IP-aapec: Boe; Brewnmii P-a;
7 yandex.ru Vicxogatme nakets P-npasunn MokaneHei P-agpec: Bee; Brewsmi P-agpec wawsyan
8 BHewkme ceTeseie nankm Niofioe TCP/UDP-npasino MNokanersie TCR-nopter: Bee; Brewnme TCP-nopTen 139,
9 JoKaNEHEIE CETEBEIE NANKKH Niofioe TCP/UDP-npaemno MokankHee TCR-nopTer 139,445,135; BHewHre TCP-nop
© Mo ywonarie defcTene © NAKETaMM, HE NONABLIMMA HA MDA DAHG 13 NPaEHA [Tobae

Puc. 88. Kateropus «lMpaBuna M3» ana moaynen C3U Dallas Lock 8.0

Heobxoaumo HacTpouTb BCe MpaBura, PacrnofiokKeHHble B cnucke npasun M3, B cCOOTBETCTBMU
¢ TpeboBaHNsIMN NONUTUKN 6E30MacHOCTM OpraHn3aunn.

B aToM KaTeropum MOXHO co3daBaTb, pPedaKkTMpoBaTb, YAaAnsATb, akTMBUPOBATb, AeaKTMBUPOBATb,
KOMMpoBaTh, NOBLICUTb UIM MOHU3UTbL NMPUOPUTET, COXPaHATb U 3arpyxaTb npasBuna M3. Takke MOXHO
CKpbIBaTb OTOOpaXXeHMe HEKOTOPbIX CTONOLIOB HACTPOWMKM NpaBusl.

Mo ymonyaHuio nponyckaklTcs Bce nakeTbl. HO B OkHe AaH CMMCOK OCHOBHbIX npaBun MO, koTopble
HaxoOaTcs B AeaKTUBUPOBAHHOM COCTOSIHUM.

Cnncok npeaycTaHOBMNEHHbIX AeaKTMBUPOBaHHbIX nNpasun M3:

e DNS knueHT;

ARP;

DHCP knueHrT;

HTTP /HTTPS knueHT;

Internet Explorer HTTP /HTTPS;

IGMP;

yandex.ru;

BHellHMe ceTeBble nanku;

JlokanbHble ceTeBble Narnku;

DL yananeHHoe ynpaBrneHue (BxoasLiee);
DL yganeHHoe ynpaBneHue (Mcxogsiiee);
DL npoBepka goctynHocTu knneHToB (ICMP ping);
DL Cb (Bxogsuiee);

DL CBb (ncxopsiwee);

DL CIl (Bxogsiuee);

ICMP no ymonuaHuio (ucxogsuee);
ICMPV6 no ymonyaHuio (ncxogsiee);
ICMP no ymonuaHuio (BxoasiLiee);
ICMPV6 no ymonuyaHnutio (Bxogsiee);



e MSRPC;
o LDAP.

Cnuncok npaeun M3 ansa mogynen C3U Dallas Lock 8.0 Ha ypoBHe [0b npenctaensiet cobon tabnuuy
C NonsMu:

1. Ne — ctonbeu ¢ naeHTUMMKALNOHHBIM HOMEPOM CTPOKM MpaBuna M C WHOMKATOPOM aKTMBHOCTU
npasuna. None Ne npuHumaeT crneayoLwni Bua;

® — paspellaioLlee NPaBUmo akTUBHO;
€ — 3anpelaroLiee npaBuno akTMBHO;

— 3anpeujarwiee nnm paspeliarouiee npaBuniio HeaktnBHoO.

2. Uwms npasuna — 3agaHHoe AVB npousBonbHoe ums npasuna M3 npu co3gaHum.

3. HanpaeneHue nepeda4yu — oTOOpaxaeTca HanpaBneHne ceTeBoro Tpaduka, Anst KOTOPOro AencTeyeT
npaswuno.

4. Tun npasuna — oTobpaxaeTcs TMN NPOTOKONa, Ha OCHOBaHMM KOTOPOIO OCYLLECTBNAETCH hunbTpauus
CEeTEeBbIX MaKeTOB.

5. OcHOBHble AaHHblE MO pecypcamMm K1 nosnb3oBaTesidM, OJ1A KOTOPbIX OHM Ha3Ha4e€Hbl: MackKu nyTu,
nonb3oBartenn, ypoBeHb goctyna n 1.4.

Cnucok npasun M3 B kateropum lNMpaBuna M otobpaxaeT COCTOsSIHME MpaBuil BHYTPU
aKTMBHOro npocunsa Ha BelbpaHHOM ypoBHe aepesa [b.

Mpn wncnonb3oBanmm moaynenn C3U Dallas Lock 8.0 mo UK13 cnucok npasun MO
oTobpaxkaeT COCTOsHWE npaBui BHYTPU npodwuns 1o ymonyaHuro Ha BblIBpaHHOM YpOBHE

nepea [b.
Mepen Tabnuuen ¢ npasunamu M3 HaxoamTca obnacTtb, cogepxallas cregyroLime craTycbl:
e AKmueHbIl npochunib — oTobOpaxaeT HaMMEeHOBaHWe akTMBHOrO nNpoduns, BKIHOYEHHOro
Ha BblbpaHHOM ypoBHe gepesa [b;
e Asmosnibop rnpoguns — oTobpaxaeT cocTosHMe nonuTukM ABTOBBbIGOP npodunsa,

HacTpPOeHHON Ha BblbpaHHOM ypoBHe aepeBa [OB. MoxeT npuHumatb 3HaveHus BK/IFOYEH
n BBIKJTIOYEH.

[nsa npumeHeHusa nameHeHni cnucka npasun MO Ha mogynsx Heobxoauma CUMHXPOHM3aUUS.

B kateropun MpaBuna M3 ana suibpaHHoro Dallas Lock 8.0 B cnucke ynpaeneHns MO MOXHO Ha3HauuTb
OENCTBUSA, KOTopble OyayT BbINOMHATLCA C NakeTamMu, HE MONaBLUUMM HU MOA OAHO NpaBurio (NpornyckaTb
uUnu 3anpeLlartb nakeTbl). Takke MOXHO yKa3aTb, Kyaa OyayT npuxoouTb yBEOOMIIEHUS O OEWCTBUSAX

C TakuMu nakeTamu: «YesedomreHue & cucmemHsbil tray», «YeedomneHue e EL|Y», «YeedomneHue
8 XypHarl nakemosy.

Mpasuna M3 ana moaynen C3U HCA Dallas Lock Linux

Ha Bknagke Mexcemeesol akpaH B kKateropum [MpaBuna MI npu Beibope Dallas Lock Linux
B BblNagaroLem cnucke ynpasneHns MO npoussoanTca HacTporka npasun M3 ans mogynen C3U HCL
Dallas Lock Linux (puc. 89).

KomMnoHeHTkl

=
YMNPABAEHWE KOMMOHEHTOM M3 Dallas Lock Linux v
AEACTBUA

OBLIMe HACTPGKkW M3 l l Mpograa M3 ] Mpaguna M3 DHAETPE Cosgars

Beb-KoHTPONE CermMeHTEl CeTh

Axtviskbii npoduas  He sagan

N&  ~ Mpropurer Wra npasnna Mpodmas npasnna Hanpasaenne nepejaun Tin npasmna Mapametpsi npotokoac
55 OTEAOHATL NHoBble NaKeTbl SafeMode Troboe IP-npasuno JNoxansrbni IP-agpec: Bi

Cee Default raboe TCP-npaswno Jokanesend TCR-nopr |

FTP-ganHEl2 Default Mokioe TCP-npaenno Nokanerend TCR-nopr |

1

2 2

LR Coxpanmns
44 Ompaka casbLusHiii N 3neKkTpaHHOH nauTe Default TNroéoc TCP-npacwne  Jlokamerien TCP-nopri |

) )

§ 6

Jarpyauie
CUMXPOHUEALMA 3NEKTROHKDH NONTHI Default Miaboe TCP-npaswna  Jlokansrsni TOP-nopr: £

. . CKPBITE CTOABLE! TA6AMY B!
AlBCTYN K 3NERTROMKDH NONTE Ms NOKEAEHOrD NO4TaB0rD kMenTs Default Niaboe ToP-npaswna  Moxansses TCP-nopr [ P = -

Puc. 89. Kateropus «MpaBuna M3» moaynei C3U HCA Dallas Lock Linux



Heobxoaumo HacTpouTb BCe MpaBwuria, PacrnofioKeHHble B crnucke npasun M3, B COOTBETCTBMU
C TpeboBaHNSIMN NONUTUKN 6E30MacHOCTM OpraHn3aunmn.
Cnuncok npeayCcTaHOBMNEHHbIX AeaKTUBUPOBaHHbIX npasun M3:
e CerTb;
FTP-paHHbIg;
OTnpaBka coobLLEHNI MO SNIEKTPOHHOM MOYTE;
CUWHXpOHM3aUNSA 3MNEKTPOHHOM MOYThI;
[ocTyn K 3aNeKTpOHHON NOYTE 13 NOKaNbHOro NOYTOBOMO KIMUEHTA;
OTKNOHATL Nobble NakeThbl.
Cnucok npasun M3 ana moagynen C3U HCL Dallas Lock Linux Ha yposHe [b npeacrasnsieT cobon
Tabnuuy ¢ nonamu:
1. Ne — crtonbeu ¢ naeHTUMMKALNOHHBIM HOMEPOM CTPOKM MpaBuna M C WHOMKATOPOM aKTMBHOCTU
npasuna. MNone Ne npuHumaeT crneayoLwni Bua;

@ — paspelatolee NPaBUIO aKTUBHO;
€ — szanpewarouliee npaBuo akTUBHO;

— 3anpeujarwwiee nnm paspeliatouiee npaBuniio HeaktnBHO.

2. [Ipuopumem — cTonbeL, ¢ HOMEPOM MpuopuTeTa Npasuna.
3. Uwms npasuna — 3agaHHoe AMB npounsBonbHoe ums npasuna M3 npu co3gaHum.
4. [lpogpurnb npasuna — otobpaxaeTtca npodunb MO, B cocTaB KOTOporo Ao6aBneHo NpaBuIio;

MpaBuna, cosgaHHble Ha ELY ¢ npodwmnem Safe Mode, He moryT ObiTb yaaneHbl
nonb3oBatenemMm Ha mogyne C3U HCQA Dallas Lock Linux. [Ins yganeHua npasuna M3
Ha mogyne agMUHUCTpaTopy Heobxoanmo n3mMeHnTb npodunbs Ha ELLY.

He pekomeHayeTca ypoansaTb Bce npaBuna u3 npodwuns Safe Mode, nockomnbky OH
HeobxoAMMm NS KoppeKkTHon 06paboTkm Tpaduka B criyvae Kputuyeckoro cbost pabotsl M3.

5. HanpaeneHue nepeda4yu — oToGpaxaeTcsa HanpasrieHne ceTeBoro Tpaduka, Ans KOToporo AeicTeyeT
npaewuo.

6. Tun npaguna — oToBpaxaeTcsa TUN CeTEBOrO UMM TPAHCNOPTHOIO NPOTOKONA, Ha OCHOBaHWUMN KOTOPOro
OCYLLECTBNAETCA (UIbTpauus CETEBbLIX NaKeToB.

7. OcHoBHble AaHHbIe MO pecypcam: unbTpauus, ayamT, aBToGnokMpoBKa 1 T.4.

Mepen Tabnuuew ¢ npasunamu MO HaxoguTcsa obnacTb, KOTOpas COAEPXKUT CTaTyC AKMUSHbIU npoghusis,
oToDOpaxkatoLL M HaMMEHOBaHNE aKTUBHbIX NPOdUNEN, BKMOYEHHbIX Ha BbiIGpaHHOM ypoBHe aepesa [b.
[nst npMeHeHns naMeHeHu cnucka npaemn M3 Ha Mogynsax Heobxoouma CUHXPOHU3aLMS.

B aToM KaTeropum MOXHO co3daBaTb, pPedaKkTMpoBaTb, YAaAnsATb, akTMBUPOBATb, AeaKTMBUPOBATb,
KONupoBaTb, MOBLICUTb UMK MOHU3UTL NPUOPUTET, COXPaHATb U 3arpyxatb npasuna MO. Takke MOXHO
CKpbIBaTb OTOOpakeHne HEKOTOPbLIX CTONOLOB HACTPOWKU MpaBus.

PeanunsoBaHa BO3MOXHOCTb 3kcrnopTta npasun M3 B dann no kHonke CoxpaHutb (puc. 90). MNMocne
HaxkaTuss CoxpaHUTb, B MOSIBUBLLEMCSI OKHE, HY>XHO yKa3aTb MyTb AMS COXPaAHEHUSA OTYeTa C AAHHLIMM
13 Tabnuubl ¢c npaBunamm M3. ®ain coxpaHsietcsa B popmate *.fwconf.



O CoxpaHeHle cincka npasun b3 X

CoxpaHWTe ain Kak..

CoXpaHHTh OTmeHa

Puc. 90. 3kcnopTt npaBun M3 B chann

Ansa npumeHeHusa npasun MO Ha moaynax Heob6X0AMMO Ha NaHenNu eNCTBUN HaXaTb KHOMNKY 3arpy3uTb.
B nosiBuBLLEMCS OKHE, HEOBXOAMMO YyKa3aTb NyTb K dhanny, Ansi 3TOro HyXHO:

e HaxaTb KHONKy BbiGpaTb;
e HanTu 1 BbiBpaTb COXpPaHEHHbIN paHee ann npasmn M3;
e HaxaTb KHOMKy MpUMeHUTb.

MpumeHeHne npaBun MO u3 KOHGUrypauuoHHOro danna npuBedeT K yOaneHuo Bcex
TekyLwmx npasun M3.

Co3pnaHue npasun M3

Insa cosganns Hosoro npaeuna M3 Ha ypoeHe [1b Heobxoanmo:

1. Boibpatb b B AepeBe koHCcONM 1 nepentu Ha Bknagky KomrnoHeHmsl — Mexcemegol KpaH.

2. TlepenTtu B kateropuio MpaBuna M3, BbIGpas B BbinagatoLwem cnucke ynpasneHua M3 Dallas Lock 8.0
unu Dallas Lock Linux, v Ha naHenu MHCTPYMEHTOB HaxaTtb kHonky Co3aathb.

3. Ha akpaHe nosiButcst okHo macTtepa co3gaHus npasun M3 (puc. 91). BbibpaTb, Ha Kakne mogynuv byaet
pacnpocTpaHATbCA LaHHOE MpaBuio: MOXHO €O034aTb YHMBEpPCcanbHOE MpaBWio UMW npaBumio
Ansi KOHKpeTHoro moayns. MNMocne Haxatb kHornky Oanee.

O Mactep cozgasma npasnn M3 hed

Tvun mogynei

BriGEpWTE, Ha KaKWe MoynK BYeT PacNpoCTPaHATECA CO3A3EaEMOE NPaBUND

)
(®) YuusepcaneHoe npasunc M3

O Mpaeunc M3 ana moayneil Dallas Lock 8.0

': :' Mpaewnc M3 ans meayneit Dallas Lock Linux

Nanee Otmena

Puc. 91. Mactep co3gaHus npaBun M3

4. BeecTu Ha3BaHue npasuna u TMn genctsus. Nocne HaxaTb kHonky [anee.
Mpu cospaHum npasun M3 gna moaynen C3U HCQO Dallas Lock Linux Ha gaHHOM aTane Takke
Tpebyetcs BblbpaTb Npodunb, B COCTaB KOTOporo OyaeT BXOAMTb CO34aBaeMoe NpaBusio.
Mo ymonyanuio Beib6paH npocune Default.



5. BbibpaTb 0O0beKkTbl AepeBa JOMEHaA, A1 KOTOPbIX NpaBunio 6yaeT akTMBHO, MO0 OCTaBUTbL MPaBUIIo
BbIKIMIOYEHHBIM 1 HaxkaTb Janee.
6. BbiGpaTb HanpaBneHus nepegayun u ykasatb napameTpbl Nnpasuna. lNocne HaxaTb Janee.
7. BbiGpaTb TN npaBuna, onpeaensaowmin Habop NPOTOKONOB AN AanbHENLLEN HAaCTPOWKU, N HaxaTb
Oanee. 3anonHnTb HeobxoaMmble Nons 1 HaxaTtb Janee.
8. lMocne oTKpoeTCcs OKHO 3HA4YeHUr NapameTpoB CO34aBaeMoro npasuna. [Ans 3aBeplleHus HaxaTtb
kHonKy MoToBo.
CospgaHHoe npaBuiio nosiBMTCA B Tabnvue npaBun Mogynen, Ans KOTOpbIX OHO ObiNo HadHavYeHo. OTKPbITb
pefakTop npasuia MOXHO criegyrolwmmm cnocobamm:
e  [OBaXAbl WENKHYTb NIEBOW KHOMKOW MbILLM MO U3MEHSIEMOMY Npasuny;
e BbI3BaTb KOHTEKCTHOE MEHIO M3MEHSAEMON NOMNUTUKK 1 BbIOpaTb CBOMCTBA;
e HaxaTb kHonky CBoMcTBa Ha naHenwu [elicmeus.

Mpn co3gaHuM yHMBEpcanbHOrO MpaBwuna BCe cneuuduuMpoBaHHble ANS Moaynen
C3U HCQO Dallas Lock 8.0 1 C3U HC[ Dallas Lock Linux napameTpbl ycTaHaBnMBaTCA
B 3HAYEHWS MO YMOSYaHWIo.

5.5.4 PuUnbTpbI

Kateropusa ®unbTpbl (pyc. 92) Ha cTpaHuue YnpaBneHue KoMmnoHeHToM MQ nossonseT HacTpanBaTb
OBHapyXeHne W3BECTHbIX CETEBbIX MPOTOKONOB M MOOMMLHOrO koga B unbTpylowemcs Tpaduke
ana mogynen C3U HC Dallas Lock 8.0.

KomnoHeHTsI

=
YMPABNEHWME KOMIMOHEHTOM M3 Dallas Lock 8.0 v .
AEACTBMA
[ cimemmomvs ][ ewww | s [
l BeB-KoHTpOAE ] l CermenTsl cetn ]
Janper na wsmene... ¥ Moavnia 3nauenne Tun mogyna
HttpProy Aedicrone: OTkAKYEHD DLED (VK13 SUALTPBI
I5cript AedicTove: OTkAKYEHD DLED (VK13
Opent/Ph Aeicreve: OTknaueno DLE.D (VK13 Vit nosumin |
ActiveXx. feiicreme: Omentauera DLE.D (11K13) BriSparn ce

Flash AeiicTeme: DTeAYeHD DL&.D (WKLZ)
DMS Aeiicteme: OmkarmdeHo DLED (MK Dallas Lock 8.0 VK11
PDF AeficTeine: OTkardeno DLED (MKI3) Dallas Lock &0 MK12
FTP AeiicTemne: OTRADUEHD DLED (MKLZ) Dallas Lock £.0 K13
RDP MeiicTemne: OTRADUEHD DLED (MKLZ) Dallas Lock Linux MK4
S5H Lericreme: OTkAYEHD DLED (WMK1Z) Dallas Lock Linux MKS
PostSeript Aziicroue: Dmeatdenn DLE.D (ML) Dallas Lock Linux 1K§
VBScript AefcTene: OTEADHEHD DL (MK13) Dallas Lock CIU B WIKG
TELNET feiicTame: OTeniouenn DLED (MK13) Dallas Lock C3U BIA VKT
TFrame AeiicTeie: DTeAYEHD DL&.D (K13

Map Aericrame: OTEADEHD DLED (K13
POP3 AedicTene: Omearauena DLED (MKL3)
HTTR AedicTone: Omearauena DLED (K13
SMTP AeitcTane: Omearuzno DLED (MKL3)
e AeitcTane: Omearuzno DLED (MKL3)
HTTPiHeaderSize Aedicroue: Dmeatden DLED (MKL3)
HTTPReferers AedtcTone: Omearaueno DLED (K13

8,80,55085580805580,55,0535,8,8,5, 8,

Puc. 92. Kateropus «®PunbTpbi»

B paboueit obnactu kateropmm ®PunbTpbl oTobpaxkaeTcs Tabnuua, cogepxallasi nepeyveHb pUNbLTPOB
W X HaCTPOEHHbIX 3Ha4yeHui. [laHHas Tabnuua npeactaeneHa nonamu Monumuka, 3HadeHue w Tun
MoQynisi.

Cronbeu 3HauyeHue nveeT criegyrowmin popmat Jelicmeue:<Obuwee Oelicmaue O 8cex ceeameHmos /
3HadeHue [lo npogpunio 8 criydae pasnuyHblix eblbpaHHbIx Oelicmeuli>; KomaHObl:<HaumeHo8aHUs
KoMaHO>.

Ha ypoBHe kopHs [OB gononHuTenbHO AOCTYNHO none 3anpem Ha U3MeHeHue, KOTOpoe COAepXuT
aTpubyT, NOKa3blBAKOWNA, BO3MOXHO JM MEHSITb 3HayeHuWe unbTpa Ha HUXKeNexawmnx YpOBHSIX
nepesa [b.

lMepeydeHb BO3MOXHbIX (OUNLTPOB OUKCUPOBaHHbLIA. HanMeHoBaHNs UnbTPOB, X BO3MOXHbIE KOMaHAb!
W oencTens npuBeaeHsl B Tabnuue Huxe (Tabnuua 22).



PunbTp

ActiveX

DNS

FTP

Flash

HTTP

HTTP:
HeaderSize

HTTP:
Raferers

HTTPProxy

IFrame

IMAP

JScript

Java

Ta6nuua 22. Hactporiku comunbTpoB M

Ha6op komaHA

KomaHObI omcymcmeyrom

A, AAAA, CNAME, SRV, TXT, SOA, NS, PTR

ABOR, ACCT, ADAT, ALLO, APPE, AUTH, CCC,
CDUP, CEL, CLNT, CMD, CONF, CWD, DELE, ENC,
EPRT, EPSV, ESTA, ESTP, FEAT, HELP, LANG, LIST,
LPRT, LPSV, MACB, MAIL, MDTM, MIC, MKD, MLSD,
MLST, MODE, NLST, NOOP, OPTS, PASS, PASYV,
PBSZ, PORT, PROT, PWD, QUIT, REIN, REST, RETR,
RMD, RNFR, RNTO, SDUP, SITE, SIZE, SMNT, STAT,
STOR, STOU, STRU, SYST, TEST, TYPE, USER,
XCUP, XCRC, XCWD, XMAS, XMD5, XMKD, XPWD,
XRCP, XRMD, XRSQ, XSEM, XSEN, XSHA1,
XSHA256

KomaHObI omcymcmeyrom

GET, POST, PUT, SEARCH, MKCOL, COPY, MOVE,
LOCK, UNLOCK, NOTIFY, POLL, BCOPY, BDELETE,
BMOVE, LINK, UNLINK, OPTIONS, HEAD, DELETE,
TRACE, TRACK, CONNECT, SOURCE, SUBSCRIBE,
UNSUBSCRIBE, PROPFIND, PROPPATCH,
BPROPFIND, BPROPPATCH, RPC_CONNECT,
PROXY_SUCCESS, BITS_POST, CCM_POST,
SMS_POST, RPC_IN_DATA, RPC_OUT_DATA,
RPC_ECHO_DATA

KomMaHObI omcymcmeyom

KomMaHObI omcymcmeyom

KomMaHObI omcymcmeyom

KomMaHObI omcymcmeyom

APPEND, AUTHENTICATE, CAPABILITY, CHECK,
CLOSE, COMPARATOR, COMPRESS,
CONVERSIONS, COPY, CREATE, DELETE,
DELETEACL, DONE, EXAMINE, EXPUNGE, FETCH,
GETACL, GETMETADATA, GETQUOTA,
GETQUOTAROQT, IDLE, LIST, LISTRIGHTS, LOGIN,
LOGOUT, LSuUB, MYRIGHTS, NOOP, NOTIFY,
RENAME, SEARCH, SELECT, SETACL,
SETMETADATA, SETQUOTA, SORT, STARTTLS,
STATUS, STORE, SUBSCRIBE, THREAD, UID,
UNSELECT, UNSUBSCRIBE, X

KomMaHObI omcymcmeyom

KomaHObI omcymcmeyom

HaGop gencreun

brokupoBaTb, BbipesaTb,
XKypHanuposatb, OTKNIOYEHO

brnokupoBaTb, BbipesaTb,
XKypHanuposatb, OTKNOYEHO

BnokupoBartb,
KypHannpoBaTtb, OTKMOYEHO

BbrnokupoBaTb, BbipesaTb,
XKypHanuposatb, OTKNOYEHO

BnoknpoBaTb, Beipesats,
XKypHanuposatb, OTKNIOYEHO

BrnokuposaTb,
KypHanunpoBaTtb, OTKIOYEHO

bnokupoBaTb, BbipesaTb,
KypHanunpoaTtb, OTKIHOYEHO

BrnokuposaTb,
KypHanunpoaTtb, OTKIOYEHO

BbnokupoBaTb, BbipesaTb,
KypHanunpoBaTtb, OTKIOYEHO

Bnokuposarts,
XKypHanuposatb, OTKNIOYEHO

BnokupoBaTb, BbipesaTb,
KypHanunpoBaTtb, OTKOYEHO

Bnokuposarts,
XKypHanuposatb, OTKNIOYEHO



dunbTp Ha6op komaHg Habop gencrtBumn
Bbrnokuposartsb,
OpenVPN KomaHObI omcymcemeyom JKypHAMPOBATb, OTKAIUYEHO
PDF KomaHObI omcymcmayom Briokuposars,
XKypHanuposatb, OTKNIOYEHO
POP3 APOP, AUTH, CAPA, DELE, LIST, NOOP, PASS, Bnoknpoeartb,
QUIT, RETR, RSET, STAT, STLS, TOP, UIDL, USER KypHanunpoaTtb, OTKIIHO4YEHO
. BbrnokuposaTsb,
PostScript «komaHObI omcymcemeyom YKypHANMPOBATH, OTKMIOHEHO
RDP KomaHObI omcymcmayom X Briokuposars,
ypHanupoBatb, OTKIO4EHO
ATRN, AUTH, BDAT, CHUNKING, DATA, DEBUG,
EHLO, EMAL, ESAM, ESND, ESOM, ETRN, EVFY,
EXPN, HELO, HELP, IDENT, MAIL, NOOP, ONEX,
QUEU, QUIT, RCPT, RSET, SAML, SEND, SOML,
BnoknpoBartb,
SMTP STARTTLS, TICK, TIME, TURN, TURNME, VERB, SKVDHANMDOBATL. OTKIIOYEHO
VRFY, X-ADAT, X-DRCP, X-ERCP, X-EXCH50, X- yp P ’
EXPS, X-LINK2STATE, XADR, XAUTH, XCIR,
XEXCH50, XGEN, XLICENSE, XQUE, XSTA, XTRN,
XUSR
SSH KomaHObI omcymcmeyom Briokposare, Beipesar,
XKypHanuposatb, OTKNOYEHO
BbrnokupoBaTb, BbipesaTb,
Telnet KomaHObI omcymcmeyom
XKypHanuposatb, OTKNOYEHO
VBScript KomaHObI omcymcmeyom Briokiposare, Beipesar,

KypHanunpoBaTtb, OTKIHOYEHO

B kateropun ®unbTpbl MOXHO NpocMaTpMBaTb W pedakTMpoBaTb PUNbTPLI, @ TakkKe ycTaHasnvBaTtb
UM CHMMaTb 3arpeT Ha U3MeHeHue Ans Hmkenexawmx yposHen [1b ELLY ¢ noMoLLbI0 COOTBETCTBYOLLMX
KoMaHg Ha naHenu Jeticmeus.

Bce komaHgpl, oTtnpaBnsemble koHconbio ELLY nocpeactBom nanenu [elicmeusi, nyonvpyoTtcs
B KOHTEKCTHOM MeHI0 paboyen obnactu Tabnuubl punbTpoB.

[nst NnpMeHeHNst N3MEHEHUI B HAaCTponkax unnbTPOB Ha MOAYIsIX HeoBXoanMa CUHXPOHU3aUUS.
AOMVHMCTPATOPY Takke OOCTYNHa UbTpauusa Crnucka napameTpoB B pexXume pearnbHOro BpemeHu
C NOMOLLbI0 NaHenu OuibmMpsbI.

Ons pepaktupoBaHusa unbTpa Heobxoammo BbibpaTb ero B Tabnuue u HaxaTb kHonky CBoMcTBa
Ha naHenu [elicmeusi, nocne 4ero NosiBUTCA OKHO A1151 HACTPOWMKM CBONCTB hunbTpa (puc. 93), B KOTOPOM
MO>HO NPOW3BECTM HACTPOWKY (PMIbTpa C MOMOLLBIO CreayLWNX 3NIEMEHTOB YNPaBNEHUSI:

e [lone KomaH0a — npegHasHa4yeHoO AN HACTPOVKM puUnbTpauumn ceTeBOro Tpadumka ¢ yyeTom
KomaH npoTokonos. [locTynHo Tonebko Ana ¢gunstpos HTTP, SMTP, FTP, IMAP, POP3 1 DNS.
Mo ymonuaHutio He BblOpaHa HWM ogHa komaHaa. KHonka Habop komaHA OTKpbIBAeT OKHO,
B koTOpoM AUB MoxeT BbiGpaTb NPOM3BONbHLIN HAbop koMaHA. KHomMka akTMBHA TOMNbKO B Cryyae,
ecnn ansa cdunbTpa B napameTpe [elicmeue Orsi 8cex ceaMeHmos cemu BblOpaHO OencTeue
BrnokupoBaTtb nnun XKypHanmpoBaTtb.

e Buinagatowwmit cnucok fedicmeue 01151 ecex ceameHmos cemu — NO3BONSAET yCTaHOBUTb ENCTBUE
dunbTpa cpady Ans BCEX CEerMeHToB ceTu. BoamoxeH BbIOOp cnefylowmux 3HayeHui:
briokupoeams, Bbipesamb, XKypHanupogamb n Omko4YeHo (3HadeHne no ymorndanuio). Ecnm
YekDOKC HanpoTMB [aHHOrO napameTpa OTKMYEH, TO BbiNagatoWwUin CNUCOK CTaHOBMTCS
HEaKTUBHbLIM W NPUHUMAET 3HadyeHue 1o ceameHmam.

e Tabnuua c HaCTPOEHHbIMW CEerMeHTaMU CeTM — MO3BONISIET YCTAHOBUTbL AEWCTBUSA (unbTpa
ANsi KaXXO0oro cerMeHTa CeTu uHaMBuayansHo. [JocTynHa Ansi peaakTupoBaHusl, Koraa OTKIYeH
yekbokc pOna napametpa [elicmeue 0ns ecex ceameHmos cemu. Copepxumoe Tabnuupbl
COOTBETCTBYET HACTPOEHHbIM CErMeHTaM B Kateropun CermeHTbI ceTu.



O TELMET

lAmMa daeTpa: TELMET

Komanga

OTentoqeHo

AeRCTEME ANA BCEX CEMMEHTOE CETH

Hazganuwe cermenta flokansneii agpec IPvd flokansheiia agpec IP¥6 Jlendcrsme

MMpKMMEHNTE OTheHa

Puc. 93. OkHo HacTponku unbTpa M3

5.5.5Beb6-koHTpONb

Kateropus Beb-koHTponb (puc. 94) Ha cTpaHuue YnpaBneHne komnoHeHTom M3 no3sonsieT ynpaensaTb
npasunamu Beb-koHTpons ana mogynen C3U HCL Dallas Lock 8.0.

KomnoHeHTs!

¥NPABAEHWE KOMMOHEHTOM M3 Dallas Lock 8.0 v ~
AEACTBAA
[ OBLuve HaTPOFikn M3 Il Mpoguan M3 Il Mpaeuna M3 ][ QHAETpH ] Cosgame
Tanbi gonHbix  KAroueBbie A0, Tonb3oBaten  YpoBeHh A0CTYNa CermenTbi ceru  CeTenbie MHTEp..
Viswenserca nor.

Mackinyn  Caiter
Yposru He o6

PacTACaHIE Pa.., aNYCK NPAND ..
Bugeo; Joyrce..

Ne * Mma npasina

(8 test_rule

@ Moymonus... Moymonuarme

Bes orparureriu

Puc. 94. Kateropus «Be6-koHTponb»

B pabouyelt obnactu kateropum HaxoAMTCH CMUCOK MpaBun BeBG-KOHTPONS M OCHOBHbIE [aHHble
no pecypcam 1 Nonb3oBaTensaM, AN KOTOPbIX OHW Ha3HayeHbl: pacnucaHne, NPUNOXeHUs, canTbl, TUMbI

AaHHbIX, KNioYeBble Crosa 1 T. A.
B tabnuue ¢ npaBunaMu BeG-KOHTPOMA COAEPXUTCA Npasuno 1o ymonyaHuto, koTopoe 6yaeT npuMeHeHo,

€Clmh HM OOHO M3 CylecCTBYWLMX npasun He cpa60Tano. [na paHHoro npasuna OOCTYNHO TOJ1IbKO

n3MeHeHvne OeNCTBUSA U ynpaBrneHme XypHanmpoBaHuemM cobbiTuii cpabaTtbiBaHus npasuna (puc. 95).
x

D Npocmotp npaswna no ymondaHui

AeiicTewme
@ Paspewate

O Brokmposate

l:‘ AoBaBnATE 3aNMCK B KypHan Tpaduka

[MpMMEHKTE OTmEHa

Puc. 95. OkHO cBOMCTB NpaBura Be6-KOHTPOJIsi N0 YMOI4YaHUIo

B KaTteropumu Beﬁ-KOHTpo.ﬂb MOXHO cCoO3daBaTb, KOnNuMpoBaTb, yAanATb, MpocMaTpuBaTb CBOWCTBa
1 0B6HOBNATL npasuna Be6-KOHTpOJ'I$|, a TakKXe Ha3Ha4YaTb Ha HUX NpUOPUTET. [aHHble gencteus

BbINOJTHAKTCA C NOMOLLbIKO COOTBETCTBYHOLKMX KOMaHA Ha NaHesnum Leticmsus.



Bce komaHgpl, oTtnpaensemble koHconbio ELLY nocpeactBom nanenu [elicmeusi, nyonvpyoTtcs
B KOHTEKCTHOM MeHI0 paboyelt obnacTw.

Ana cosgaHusa npaBuna Beb-KOHTPONs HEOOGXoAMMO HaxaTb kHonky CospaTtb Ha naHenu [elicmeus,
nocrie 4ero nosiButcst okHo CosaaHme npaBuna Beb6-koHTpons (puc. 96).

U CozgaHue npasnna Beb-koHTpoaa X

OBwme Mma npasmaa

URL-agpeca
PE— AKTHEHOE MPABMAD () B

AeAcTene
Pacnucanue

™y
L) 3anpermiTe
)

flonszse e (®) PaspewmTe

AENCHATEN BHO MpunoxeHua, N9 KOTOPEE NPUMMEHAETCA NPAEMAD (MO¥HO YK33aTe MacKy MyTH)!

Myt [Mapamerpbi sanycka

AobaEuTe

MpuAaokeHne, KoTopoe ByaeT IETOMATHHECKW 3ANYCKATEEA NpK CpaBaTolBaHMKM NpaEunal
Bribparth

D AoBaEnaTe 3aNMCK B ¥ypHaN ThadiMka

MprMeEHHTE OTMEHS

Puc. 96. OkHO co3paHus npaBuna Be6-KOHTpons

Ha Bknagke Obuwue (puc. 96) npeacTaBneHbl OCHOBHbIE HACTPOMKM NpaBuna Be6-KOHTpors.

Ha Bknagke URL-adpeca moxHo 3agatb URL-agpeca BeG-pecypcoB, K KOTOpbIM OyaeT MpUMeEHSTbCS
AaHHoe npaswuso. URL-agpec  poskeH ObiTb  3apaH B  (popmate <xocm>[/<URL-
nyme>J[?<napamempbi>]<sKopb>.

HonyckaeTcsi UCNOMb30BaHWE CUMBOMA MacKuM «*», KOTOPbIA 3ameHsieT nobyl nocnenoBaTenbHOCTb
cumBonos, Hanpumep, «mail.ru*». Cnucok URL-agpecoB BO3MOXHO 3arpysutb w3 danna, ecnu
npeaBapuUTENbHO OH ObINT COCTaBIEH Y COXPAHEH.

Ons 3arpy3ku u3 darvina coctaBneHHbin cnucok URL-agpecoB OoSmKeH ObiTb COXpaHeH
B kogmpoBke UTF-8 6e3 mapkepa nocnegosartensHocTn 6antos (Byte Order Mark).

Bknagka KoHmeHm no3BonsieT HacTpOUTb KOHTPOSb AOCTYNa rnosfb3oBaTtenen k Beb-pecypcam no tunam
OaHHbIX N KIK4YeBbIM CIlloOBaM. CnncoK KnoyeBbIX CIOB BO3MOXHO 3arpys3ntb U3 cpa|7|na MO KHOmMKe
3arpysuTb, ecnv npeaBapuTenibHO OH GblNn COCTaBMEH U coXpaHeH. BoamokHa ounbTpaumsi o KnioYeBbIM
cnoBsam 6e3 yyeTa perucrpa.

Mpu punbTpauum no TunNy AaHHbIX (BUAEO, 3BYKOBblEe dhalsbl U T. 4.) NPABUMO Ha KIMEHTe
C3U HC[ Dallas Lock 8.0 npumeHsieTcs ko BceM BeG-pecypcam, KoTopkle coaepar nobon
13 BbIOpPaHHbIX TUMOB.

Mpu cdunbTpaumm No KnyeBbIM crioBam npasuro Ha knveHte C3U HCL Dallas Lock 8.0
NPUMEHSIETCS KO BCeM BeB-pecypcam, koTopble cogepXat noboe n3 BBEAEHHbIX KMoYeBbIX
cnoB. Hanpumep, npy Hanuumm KNHOYEBLIX CIIOB OMKPbIMbIE 8aKaHCUU W KaseldocKor
Onst 6noknpoBaHusa OydeT AOCTAaTOYHO HaXOXAEHMSI CrioBa KaseldoCKOn WU MOSHOro
CoMeTaHuUst OMKPbIMbIe 8aKaHCUU.

Ha Bknagke PacriucaHue MOXHO HaCTpOUTb pacnnucaHne pa6OTbI npasuna Be6-KOHTpOJ'IF|.



Ha Bknagke [lonb3oeamesiu MOXHO HacTpPOUTb CNWCOK MoONb3oBaTenen W rpynn, K KoTopbiM byaet
NPUMEHNATLCS co3aaHHoe MpaBwuro. PeanusoBaHa BO3MOXHOCTb Bblbopa MaHAaTHbLIX YPOBHEW AOCTyna
nonb3oBaTenen, aAna KoTopbix OyaeT npMMeHeHo npaBusio (NnapameTp AocTtyneH Tonbko ans C3U Dallas
Lock 8.0-C).

Ha Bknaake JononHumensHO peann3oBaHa BO3MOXHOCTb HACTPOWKM MPUMEHEHUS CO34aHHOMO NpaBuna
TONbKO ANs onpeaeneHHbIX CEFMEHTOB CETU.

Ana pepakTupoBaHusa npaBuna Be6-KOHTPONsS HEOOXOOMMO HaxaTb KHOMKY PepakTMpoBaTb Ha naHenu
Heticmesusi, nocrne 4ero oTkpoeTcs okHO PepakTupoBaHue npaBuna Be6-KoHTpons, aHanorMiHoe OkHy
co3aaHusa npaeunia Beb-koHTpons (puc. 96).

5.5.6 CermeHTbI CceTu

Kateropus CermeHtbl cetun (puc. 97) Ha cTpaHuue YnpaBneHue kKomnoHeHToM M3 nossonser
npuMeHaTb npasuna M3 n dunbTpaumm B 3aBUCUMOCTU OT NapaMeTpPoB CETU, Yepe3 KOTOPYH MonydeH
ceteBon nakeT, ana mogynen C3U HCO Dallas Lock 8.0.

KomnoHeHTs!

YMPAE/EHWE KOMMOHEHTOM M3 Dallas Lock 8.0 v
AEACTBMA

[ OBUMe HACTROWKN M3 ] [ Npoguam M2 ] [ MNpaeuna M2 ] [ DUNLTRE ]
——

Ne Haspanke cermenta Mlokanbren agpec Pv4 flokanbniid agpec IPv6 Cereoo mntepdeiic

[fosepennan cets  He wenonesyetca He ucnonsayerca 3343€TCA NoKaNbHO
Heaosepentas cete  He wcnonesyerca He ucnonsayerca 3343eTCA NoKanbHO

He wenanesyerca He wcnomssyeten sapaeTca nokaneRa

He wenanesyerca He ncnonssyeren sapaeTca nokaneHa
He wenanesyetca He wenamsayerea S3A3ETCA NOKAMEHE

1
2
3
4 He wenanesyerca He wecnonesyeren sapaeTca noKaneHa
5
§
7 He wenanesyetca He wenamsayerea S3ARETCA NOKAMEHE
8

Mo yronyaHug Mrobioid Neoboii 33A3ETCA NOKAEHD

Puc. 97. Kateropusa «CermMeHTbl ceTu»

B pabouen obnactu kateropum CermMeHTbl ceTu OToOpakaeTcsa Tabnuua, coaepxalias nepeyeHb
CErMEHTOB CETU N NX HACTPOEHHbIX 3HA4YeHMIN. [JaHHbIV CMNCOK NpeacTaBneH criegyowmmm ctonbuamum:

e No— coaepXuT MHOUKATOP COCTOSIHUSA U MOEHTUUKALMOHHbBIA HOMEpP cerMeHTa ceTu. Ha ypoBHe
KopHsi 16 onpegeneHbl crefyoLmne MHONKaToOpbl COCTOSIHUSI CErMeHTa CeTu:

o — CerMeHT akKTuBMpoOBaH;

— CerMeHT AeaktnBmnpoBaH.

e HasgaHue ceameHma — COOEpPXUT 3aaHHOE Ha3BaHME CerMeHTa.
o JlokanbHbili adpec IPv4 v JlokarnbHbil adpec IPv6 — nons MoryT UMeTb crneayowmne 3HavyeHus:
o He ucnonb3yemcs — ecnu IP-agpec He BbiGpaH;
o Jloboli — ecnu IP-agpec nmeet nioboe 3Ha4YeHue;
o <8adaHHble napamempsbi adpecos>.
e Cemeeoli uHmMepghelic — HepeOakTUpyembld napameTp, COAEPXMUT 3HavyeHue 3adaemcs
JIOKaJIbHO.
MepeyeHb BO3MOXHBLIX CEIMEHTOB ABMAETCH (QUKCMPOBAHHLIM U COAEPXKUT CEMb BO3MOXHBLIX CETEBbIX
CErMEHTOB CETU, ONpeaensemMblX No 3agaHHbIM BPY4YHYHO agpecaM, a TakKe CerMeHT ceTu 1o yMondYaHur.

Ecnun pns ceteBoro nakeTta He NOAXOAUT HU OAWH N3 aKTUBHBIX CETMEHTOB CETU, TO MaKeT
6yp,eT CHMTATbCA NpuHagneXxawjnm K ceTn, onpe,qeneHHO|7| cermeHTom cetu o YMOrIn4aHur.

B kaTeropvn CermMeHTbl CeTM MOXHO NpocMaTpvBaTb U peaakTUpoBaTb HACTPOMKU CEFMEHTOB CETU
npu NOMOLLM COOTBETCTBYIOLLMX KOMaHA Ha naHenu Jelicmesusi.

Ons npuMeHeHnqa N3MEHEHNI B HaCTpOVIKaX CerMeHToB CeTu Ha MoaynaAx Heobxoauma CUHXPOHM3aLUun4.

Bce komaHgbl, oTtnpaBnsiemble KoHcomnbto ELY nocpeactBom nadvenu [felicmsus, nybnupytotcs
B KOHTEKCTHOM MeHt0 paboyen obnacty Tabnumubl punbTpoB.



[ns pegaktupoBaHusa cermeHTa Heobxoammo BbIbpaTh ero B Tabnuvue n HaxaTb kHonky PeaaktupoBaTb
Ha naHenu [elicmaus, nocne 4Yero nosiBUTCS OKHO AJ1s1 HACTPOWKW CBOMCTB cerMmeHTa (puc. 98), B KOTOPOM
MOXHO CKOpPpPEKTMpOBaTb HauMMEHOBaHWe CerMeHTa, BBeAs 3Ha4yeHne B TEKCTOBOM none HasgaHue
ceameHma (obsa3aTenbHbI NapameTp), a Takke 3agatb IP-agpec unu nogceTb B nonsx IPv4 nivnun IPV6.

O PesakTmpoBaHMe CerMeHTa CETH x
H33BEH|J1E CEMMEHTE HE,;'J'DBEFIEHHER CEThE
[ ] 1pus 0.0.0.0 /[0
[ ] 1pws :: £ o

CeTesod MHTepdeic 33A3ETCA NOKAEHD

MpHMEHKTE OTreHa

Puc. 98. OKHO peAaKTUpPOBaHUA CermeHTa ceTu

CermMeHT cumTaeTcs akTMBMPOBAHHLIM TOJIbKO B Crlydae, ecnv BKAOYEH XOTs Obl oauH
yekbokc IPv4 nnn IPv6. Ecnn 4ekboKC C aapecoM aKTMBUMPOBaH, HO He 3a4aHO 3Ha4veHue,
TO TOorga napameTp NpUHUMaeT 3HadveHune Jlrbod.

5.6 Cwucrtema KOHTpPONA Hakonurteneu

Ons nepexoga Kk pasgeny Hactpoek YnpaBneHue komnoHeHTom CKH Heobxogumo Ha Bknagke
KomnoneHnmsbi BbibpaTb Cucmema KoHmMpossi Hakornumersied. Ha cTpaHvue YnpaBneHne KOMMOHEHTOM
CKH moxHo pepaktupoBaTb napameTpbl CKH Ha ypoBHe Bcero [b, nocrne CUMHXpOHM3aUMW Ha BCeX
NOAYMHEHHBIX 06bekTax B [Jb NpMMEHSIIOTCA yCTaHOBMNEHHbIE HAacTporiku (puc. 99).

Bonee nogpobHo o CuctemMe KOHTpons HakonuTernem B PykoBOACTBE MO 3KCnnyaTauuu
C3WU Dallas Lock 8.0 rnasa 13 u B PykoBoacTtee no akcnnyaTtauuu Dallas Lock Linux pasgen 4.5.

KomMnoHeHTEI

¥TNPABAEHWME KOMMOHEHTOM CKH MexceTeBOH 3KpaH

CUCTEME KOHTPOARA Ha KOMWTENER

ChEMHbIE HAKDMMTENN Knwoun npeobp:

KoHTpONE pecypcoe
¥ Mraa pecypca Mapamerpbi B Onuncanme

Flash(3460-5678-FCOSD1E74864)  [uckpeuponnoni gocryn flc CHCTEME OBHAPYOKEHHA BTOP3KEHNIT L (1K4, LIKS)

EezonacHan cpesa COB (NecodHnua)

CpeAcEo OOHAPYMEHWA M DEATWPOEAHWA
Puc. 99. Bknagka «Cuctema KOHTPONSA HakonuTemnem»

5.6.1 CheMHble HakonuTenu

B kateropum CbeMHble HakonuTenu Ha cTpaHuue YnpaBneHue komnoHeHTom CKH dopmupyetcs
CMUCOK BCEX YCTaAHOBMEHHbIX OEeCKPUNTOPOB Ha CMEHHble HakonuTenu, B TOM 4ucne npasa AocCTyna
W HaszHayeHHbI ayauT (puc. 100).



KomnoHeHTkl

¥MPABJ/IEHWE KOMMOHEHTOM CKH
AEACTBUA

CEEMHEIR HAKOMWTEAN [ K.noun npeoBpasceaHua [efferrars

¥ Mma pecypca Mapamerpoi Baageney Tun mogyna OnucaHue

Flashi3460-5678-FCO21D1874864)  Ouckpeuuonnuli goctyn  fdomed - Jomed Gesonachoctd DLED (MK, MK12), DLL (AK4, KD}

QUALTPbI

OMEPATMBHOE ¥TPABNEHWE

Puc. 100. Bknagka «CbeMHble HaKonuTenny»

YUTto6bl Ha3HauNTbL NpaBa AOCTYMNa K KOHKPETHOMY HaKoMUTEr, He06X04MMO:

1. TNogknoynTb 3TOT HAKONUTENb K cOOoTBETCTBYloWwEeMy nopty [MK.
2. Ha naHenu gencrBun HaxaTb KHOMNKY [lo6aBUTb.
3. Ha akpaHe nosiBuTCS OKHO MacTepa gobasneHuns CbeMHbix HakonuTenewn (puc. 101).

O MacTep goGaenenna cbemHbIx HakonuTenei - ELLY Dallas Lock X

Tun moayneid n cnocob NogKnYeHna

BrifepuTe TMMN AeCKPUNTOPE W CNOCOB MOAKAKYEHNA ChEMHEIX HAKOMUTENER

@ Y¥HMBEpPCANLHBIA decKkpunTop 0

O Jeckpuntop gna mogynei Dallas Lock 8.0

@ USB-HakonuTenw nogentovedsl K APM c koHconets ynpaenenuna ELLY

O LUSB-Hakonutenn nogrkntouensl k APM e gomere BesonacHocTi

Danee OtmeHa

Puc. 101. Mactep no6aBneHusi CbeMHbIX Hakonuteneun

4. BbibpaTb TUN AeckpunTopa 1 cnocob NoakmnioyYeHns CbeMHbIX HakonuTenen. Haxato Oanee.

Ecnu Hakonutenb noakntoveH k ELLY, paboTtatowemy Ha OC Linux, 1 4ocTyn K ero dhannosom
cuUcTeME OTCYTCTBYET, HE0O6XOOUMO YCTaHOBUTL HEAOCTAOLWMIA NakeT nifs-3g.

5. BbibpaTb CbeMHbIN HakonuTenb 1 00BLEKT hannoBon CUCTEMBI.
6. HacTtpouTb npaBa goctyna v ayaut. [1ns 3aBeplieHus HaxaTb FoToBoO.

[loGaBneHHbIN HakonuTenb NosIBUTCS B crnincke. OTKPbITb PeaakTop AECKpUNTopa MOXHO CreaytoLmmMm
cnocobamu:



e [BaXAbl LLENKHYTb NEBON KHOMKOM MbILLN MO U3MEHSEMOMY HAKOMUTENHD;
e  BbI3BaTb KOHTEKCTHOE MEHIO U3MEHSIEMOTO AeckpunTopa 1 Bbiobpats CBOUCTBA;
e HaxaTb kHonky CBoMcTBa Ha naHenwu [elicmeus.

B cnmcok KoHTponnpyembix OObEKTOB HAKOMWUTENM 3aHECYTCA B chneuuanbHom dopmarte,
B KOTOPbIA BXOAUT TUM HaKOMUTENst M €ero YyHuKanbHbii Homep («Flash(XXXX-XXXX-
XXXX XXX XXXXXXXXXXXXX):\»).

Ina USB-Flash HakonuTenen HoMep BbICYUTBLIBAETCS KaK: MAEHTMAUKATOP NPOU3BOAUTENS
(VendorID), ugeHtndpmkatop npoaykra (ProductlD) n cepuiiHbin Homep (Serial Number).

5.6.2 Knroumn npeobpasoBaHua

B kaTteropuu Kntoum npeo6pasoBaHus Ha cTpaHuLe YnpaBneHue komnoHeHToM CKH ocyliecTensieTcs
LieHTpan13oBaHHOe yrpaBrieHne Krtoyamm npeobpasoBaHnst CbeMHbIX Hakonutenen (puc. 102).

KomnoHeHTb!
=
YMNPABNEHWE KOMMOHEHTOM CKH

AEACTBUA
D ¥ HWma waroua Anroputm Bnapeney Tun mopgyna
D KMNCH (1) Dome - Jomed BezonacHocTi Dallas Lock 8.0 ME12
D test_key Jomen - Jomen GezonacHooTk Dallas Lock 8.0 K12

DUNBTPBI

OMNEPATUBHOE ¥YMPABJIEHWE

CyHXpOHW3MPOBaTh

Puc. 102. Kateropus «Kntoum npeobpasoBaHusi»

B aTon kaTeropun MOXHO co3faBaTtbh, peakTMpoBaTh, YAansaTb, akTuBupoBaTb U AeakTusuposaTtb KIMNCH.
CnpaBa pacnonoXeHbl naHenb WHCTPYMEHTOB Qusibmpbl U NaHeNb UHCTPYMeEHTOB [lelicmaus (KHOMKM
OAHHOM NaHenu Tarke AyonupyoTcs B KOHTEKCTHOM MEHIO).

Ona cospaHna KMNCH Heobxooumo HaxaTb KHOMKy J[lo6aBUTb Ha MaHenu WHCTpymeHToB [lelicmeus
(vnn BbIBPaTL AaHHY0 KOMaHAy B KOHTEKCTHOM MeHo Tabnuubl KINCH), nocne vero oTkpoeTtcsi okHO Kntoy
npeobpa3oBaHUA CbeMHbIX Hakonutenen (puc. 103).



O KAy npeofpazoeaHKua CEEMHBR HakonuTened x

Lra katoya
KMCH (1)

D Koy oTkAHIYEH

D AoCTyn K HAKONWTEAK N0 Napoal

AnropuThi

MogknrynTaca K yaaneHHomy APM

ANnuaeHTHEKEATOR HE BbIBpaH

Maponk karoya

MogreepxaeHue

OTmena

Puc. 103. OkHo «Kntoy npeobpa3oBaHNA CbEMHbIX HaKonuTenem»

OkHO BBOAA NapaMeTpoB Kro4a Npeobpa3oBaHUs COQEPXKUT crieayloLue napaMmeTpbi:

Nms kmoya — none seoga umenu KMNCH.

WMs kntova OOMmKHO ObiTh YHMKANbHBIM, CO34aHMe ABYX KIHOYen ¢ 0ANHaKOBbIMU MMEHaMM
HEBO3MOXXHO.

Knroy omknoyeH — 4ekbokc, KOTOprIZ onpegendaeT akTMBHOCTb Krto4a rlpeo6pa303aHV|$|.
ﬂocmyn K Hakonumersnkn 1o rnaposjn — YekboKC, KOTOprVI onpependeT HeobxooMMOoCTb
npeaocTtaBiieHna napona Oanda AoCTyna K HakonuTternto.

®yHKUMOHaNbHas BO3MOXHOCTb Jocmyn K Hakonumersito o naposito [OCTYMHA TOMNbKO
npv Hannyum nuueHsmm Ha moayne CKH ypoBHSA oTuyxaeHus (nepeHoca) nuHcpopmaumm.

Anzopumm — BbINnagawoLwWwmn Cnucok Ans Bblbopa anropuTma npeobpasoBaHus. JonycTumble
3Ha4veHus: XOR32 (3HayeHune no ymonuvanuio), FOCT 28147-89 v BHewHul kpunmornpoesautdep.
Mpu BbIGOPE 3HAYeHus BrewHuli Kpunmornposgaldep Takke CTaHOBATCH aKTMBHbIMU NapameTpbl
Kpunmonposatidep, Bbibop anzopumma ripeobpasosaHusi n Beibop aneopumma xewuposaHUs.
NdeHmucghukamop.

lMaponb kno4da v NodmeepxdeHue — nonsa Anst BBoga v noarsepxaeHus napons KMNCH.

Ons npumMmeHeHna BBeAEeHHbIX HacCTpOoeK U Co3daHnA KIlo4a npeo6pa3OBaH|/|ﬂ HeobxoOuMo HaxaTb
Ha KHOMKY anMEHMTb. an HaXXaTunm Ha KHOMKY OtmeHa okHO Knrouy npeoﬁpasoBaHMﬂ CbEeMHbIX
HakonuTenemn 3aKpbIiBaeTCA, KoYy npeo6pasoBava HEe co3aaeTcA.



PepaktupoBaHne napametpoB KICH npoussBogutcsa B aHamormyHom okHe Knrouy npeo6pasoBaHus
CbeMHbIX HakonuTenen (puc. 103) ans BbidpaHHoro KICH. OtkpbiTe pepaktop KIMCH moxHO
cnegywowummn cnocobamum:

e [BaXAbl LLENKHYTb JIEBOW KHOMKOM MbILN Mo nameHsiemomy KINCH;

e  BbI3BaTb KOHTEKCTHOE MeHI0 uameHsiemoro KINCH n BbibpaTte CBOMCTBA;

e HaxaTb kHonky CBoMcTBa Ha naHenwu [elicmeus.

PepaktnposaHne napametpos KINCH goctynHo Tonbko Ha ypoBHe Aepesa [1b, Ha kKOTOpoM
6bin co3pgaH KMNCH, unu Ha ypoBHe [OB. Ha Hwxenexawmx ypoBHSAX B BO3MOXHOCTb
penaktupoBaHusi napameTpoB KINCH nckntoyeHa, paspelleH TonbKo MPOCMOTP CBOWCTB.

Ona yoaneHus KINCH Heo6xoaumMo ncnonb3oBaTts koMaHay YAaanuTb, nocre Yero noaTsepavTb yaaneHue
HaxaTuem kHonku Aa (puc. 104). 3a pa3 BO3MOXHO yaarneHue Kak ofHOro Knoya npeobpasoBaHus, Tak 1
HECKONMbKMX Cpasy Npu MHOXECTBEHHOM BblAEMNeHUN.

O ¥npaeneHne komnoHedTom CKH >

Bel yBEpEHEI, YT XOTUTE YIANWTE ERIBPAHHEIE KAHIYN
& npecBpaszoeanua (1 wr)?

Puc. 104. MNoarsepxpeHne yaaneuunsa KMNCH

Insa yno6etea paboTthl co cnuckoM KIMCH mMoxHO BOCMONb30BaTbLCA COPTUPOBKON 1 omunbTpaLnen:

e CopTupoBKa NPOU3BOOUTCH HaXaTMeM Ha nosne, coaepxallee HasBaHue cTonbua, Nno KoTopomy
Heobxoomma copTupoBka. CopTMpoBKa MOXeT ObiTb BbIMOMHEHA Kak MO yObiBaHMIO, Tak U No
BO3paCTaHuIo.

e OdunbTpaumss HacTpamBaeTCs Ha MaHenuM WHCTPYMEHTOB Q@uibmpbi, [OCTYNHa unbTpauus
no scemy cogepxumomy cnmcka KICH. CO6poc HacTpoeHHOro unbTpa OCyLIECTBMASETCS
no komaHge CopocuTtsb.

5.7 KoHTponb pecypcoB

Ona nepexoga K pasgeny HacTpoek YnpaBneHWe KOHTPONeM pecypcoB HeoOXOAMMO Ha BKragke
KomnioHeHmbi BbIbpaTe KoHmporss pecypcos. Ha cTpaHuue YnpaBneHne KOHTPOSIeM peCypcoB MOXHO
peLaKkTupoBaTb MapameTpbl KOHTPONS pecypcoB Ha ypoBHe Bcero [B, mocne CMHXpoHM3aummn Ha Bcex
NOAYMHEHHBIX 06bekTax B [1b NpMMeHsIOTCA yCTaHOBMNEHHbIE HAacTporikn (puc. 105).

KomnoHeHTHl

YMNMPABAEHWE KOHTPONEM PECYPCOB

MexceTeEDH KPaH

CHCTEMa KOHTROAA HakonuTenei
KaHTpe

KOHTpOAE pECYpRCOE

HWHTEPDOE

MojJynA

TNoBanbHEIE HaTROMKK

|f JanpetH... ¥ [Moantvka

Mapametpel NpeofpasoEaHHBE CEEMHBIX HAKOMK Chcrema oBHapyKeHnA BTORNKEHKH 0 {AK1, K12, K13
Mapametpel npeobpasosaHHBE haia-guckos no ! BesonacHan cpeaa COB (MecouHnLa) 0 (K12, K13
Mapametpel npeobpasosande:: USE-Flash nakony 0 (K1, K12, K13
Brnwaure MTRPTR yerpoicTea CpeAcTBO OBHAPYKEHNA U PearHpOBaHKUA (LKA, AKE, KE)

MapameTpel OTEREITER CEERMHEE HIKONMTENEH N0 prweams el (MIKCLL, WIKLZ, K13)

DLA.0 (K12, k13

He vcnonesyetoa DLa.0 (KLY, WELZ, KL

Auckpeunonneli aoctyn DLED (WMKLL, K12, W13, DLL (MK, ES, KE)
DLA.0 (WKLL, K12, K1)

DLA.D (WKLL, K12, K13

DLED (KL, K12, K13

i g
¥AANATE HeONPEAENEHHEIE KAHIYH KNHEHTE Brkn,

Mapametpel npeofpasosadde:: FOD-AMcK0E 0o YrMoAYaHKD
Mapamertpel oTkpeiTee: U3B-Flash HakonuTened no ymondaHum
MapameTtpel oTkpeTe FOD-AMck0E No yMOnYaHrI He vcnonesyetoa

MapameTtpel oTkpeme:: CO-ROM guckoe no wrondaHumo He wcnonesyeTca

8,8,8,8,5,8,8,8,8,8, 5

Mapametpel OC no ymMoadaHKm He wcnonesyeTtca

Puc. 105. Bknagka «KoHTponb pecypcoB»



5.7.1'mobanbHble HaCTPONKHU

Hactpoliku, kacarowmecst 3Ha4deHmn nonutnk CKH, perynupytotcsi B kKateropumn MobanbHble HaCTPOMKU
Ha CTpaHuLe YnpaBrneHne KOHTPOJieEM PecypcoB.

Ta6nuua 23. HacTtpoiku CKH
Bkntountb MTP/PTP ycTtponctBa

Bo3moxHOe 3HavyeHune NoNUTUKN: « BKr./BbiKr.». 3HaYeHe No YMOMYaHuIo: «BbIKi.».
[aHHas nonuTnka No3BOMSIET HACTPOUTL paspelleHne ans BknoveHna MTP/PTP yctponcTs.
MonuTtnka npumenseTca Ha moaynsax C3U Dallas Lock Linux.

MapameTpbl PC no ymonyaHuro

MonuTuka nO3BONSIET HACTPOUTL AOCTyn K napametpam @PC, npegocTaBnss onpefeneHHbIM
nonb3oBaTensM UNu rpynnam npaeso Ha paboTy.
Monutuka npumeHsieTcst Ha moagynsax C3U Dallas Lock 8.0-K/C.

Mapametpbl CD-ROM guckoB no ymMosn4aHuio

MonuTka nosBonsieT HacTpouTb AocTyn K napametpam CD-ROM guckoB, npenocTaBnss
onpeaesieHHbIM Nonb3oBaTeNsM Unv rpynnamM npaeo Ha paGoTy.

MonuTtnka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MapameTpbl OTKPbITbIX FDD-AUCKOB Mo yMOn4YaHuo

Monutuka nossonser HaCTpoOuUTb AOO0CTyn K napamMeTpaM OTKPbITbIX FDD-guckos, npenocTtaBiidada
onpepeneHHbIM noJib3oBaTenam unu rpynnam rnpaso Ha pa60Ty.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MapameTpbl oTKpbITbIX USB-Flash HakonuTenen no ymonyaHuto

Monutnka no3BonsieT HacTpOMTb [OOCTyn K mnapameTpam OTKpbiTbix USB-Flash Hakonutenen,
npenocTaBnas onpeaeneHHbIM Nofnb3oBaTeNsiM UK rpynnam npaeo Ha paboTy.

MonuTuka NnpumMeHsieTcs Ha MoaynsaX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

B cny4yae, ecnu Ha knueHTckom APM ¢ C3U Dallas Lock Linux He npumeHunuch
KOppeKkTHO paspelwatowime npasuna ansa USB-HakonuTenen (MOXHO MpoBepUTb
B 06onouke agmmHuctpupoBaHus Dallas Lock Linux Ha Bknagke KoHmporsis pecypcos
B KaTeropun BrnioyHble ycTponcTBa B none Tun KOHMPOJisi), HEOOXOAMMO MpogenaTb
cnepgywoLine AenNcTBUS:

B koHconun EUY pana paHHoro APM (wnu ang rpynnbl, MnNu Ons BCero JoMeHa
6e3onacHOCTW) HaCTPOUTb JAHHYO NONUTUKY criegylowmM obpa3om: JNCcKpeuMoHHbIN
poctyn — Bce — yctaHoBUTL 3HayeHwe [lonHbit docmyrn. Ha naHenu MHCTPYMEHTOB
OnepamusHoe yripasrieHue WCnonb3oBaTb KHOMKY CUMHXPOHU3MpPOBaTb, 0OXOATbCSH
coobLeHus «KomaHOa CUHXPOHU3ayUU UHULUUPO8aHa Orisl 8II0XKEHHbIX MOOyiel».

B koHconu EUY pana paHHoro APM (unu ang rpynnbl, MnNu Ans BCero JoMeHa
6e30nacHOCTM) HaCTPOUTL JAaHHYKO NONUTUKY criegyloLwmm obpa3om: AINCKpeMoHHbIN
poctyn — Bce — ycTtaHOBUTL 3HayeHue 3anpemumpb 6ce. Ha naHenn MHCTPYMEHTOB
OnepamusHoe yripasrieHue WCnonb3oBaTb KHOMKY CUMHXPOHU3MpPOBaTb, 4OXAATbCS
coobLieHus «KomaHOa CUHXPOHU3auUU UHULUUPO8aHa Orisl 8II0XKEHHbIX MOOyiel».

MpoBeputb Ha APM KOppPeKTHOCTb YCTaHOBIEHHbIX HACTPOEK.
MapameTpbl OTKPbITbIX CbeMHbIX HaKonuTernen No yMon4yaHuio

Monutuka no3BONSIET HACTPOMUTL AOCTYN K MNapameTpaM OTKPbITbIM CbEMHbIM HaKOMUTENSsIM,
npefocTaBnssi onpeaeneHHbIM Nonb3oBaTeNsM UM rpynnam npaeso Ha paboTy.

Monntuka npumeHsieTcs Ha mopynsax C3U Dallas Lock 8.0-K/C.



MapameTpbl npeobpa3oBaHHbIX FDD-AMCKOB N0 yMoOn4yaHuio

MonnTrka No3BONSET HACTPOUTL JOCTYN K NapameTpam npeobpasoBaHHbix FDD-anckos, npegoctasnas
onpeeneHHbIM Nonb3oBaTensM Unm rpynnamM npaeo Ha paboTy.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
MapameTpbl npeo6pa3soBaHHbIX USB-Flash HakonuTenen no ymonyaHuto

Monntrka no3BonsieT HAacTPOUTb AOCTYN K napameTpam npeobpasoBaHHbix USB-Flash Hakonutenen,
npenocTaBnsas onpeAeneHHbIM Nofnb3oBaTeNsiM UM rpynnam npaBo Ha paboTy.

Monntuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
MapameTpbl Npeo6pa3oBaHHbIX CbEMHbIX HAKONMUTENEeN No yMONM4YaHuo

MonuTuka no3BonsieT HacTPoOUTb AOCTYN K napameTpaM npeobpas3oBaHHbIX CbEMHbIX HakonuTenew,
npenocTaBnsas onpeAeneHHbIM Nofb3oBaTeNsiM UK rpynnam npaeo Ha paboTy.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MapameTpbl Npeo6pa3oBaHHbIX han-gUCKOB NO YMOJTYaHUIO

MonuTnka no3BOMSIET HaACTpoUTb [JOCTyNn K napaMeTpam npeobpasoBaHHbIX  hann-gnckos,
npenocTaBnas onpeAeneHHbIM Nofnb3oBaTeNsiM UK rpynnam npaeo Ha paboTy.

Monntuka npumeHsieTcs Ha mogynax C3U Dallas Lock 8.0-K/C.

Ypanartb HeonpeapesrieHHble KN4 KrnneHTa

MonuTtuka No3BoNseT HAaCTPOUTL yaarneHue HeonpeaeneHHbIX KIYen KneHTa.
Bo3moxHoe 3HavyeHune NonuTukN: « Bkn./Bbikr.». 3Ha4YeHne No yMonyaHuio: «Bki.».

Ecnu Ha knveHTe MMeTCsa NnokanbHO CO34aHHbIE KMouM nNpeobpal3oBaHus, KOTOpbIE He cCoBnagaktT
C KnoYamu, co3gaHHbiMu B 1B ona gaHHOro KnneHTa:

e  EeCnu NofuTUKa BKIMOYEHA, TO B NMPOLECCe CUHXPOHM3AaLUN KIMMEHTOB 3TK KNtoumn ByayT yaaneHsl;
e ecnu TMofuMTUKa OTKMoYeHa, TO B MPOLEcCe CUMHXPOHM3AUUW KIMEHTOB 3TU  KIOYK
3abnokupytotca (byayT nepeBefeHbl B HEAKTMBHOE COCTOSIHME).

Ecnn nma nokanbHOro knwo4va coBnagaetr C MMEHeM Kroya, npucnaHHoro ¢ ELY,
TO MPUOPUTETHBIM ABAISIETCS KoY, npucnaHHbin ¢ ELLY, 1, COOTBETCTBEHHO, STOKanbHbIN
Kknoy BygeT 3aMeHeH Ha KoY, npyucnaHHbeii ¢ ELLY.

MonuTtunka npumenseTcsa Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.7.2KoHTponb yCcTpOUCTB

LleHTpann3oBaHHOe ynpaBrieHWe KOHTPOMEeM YCTPOWCTB ocyulecTBnsieTca B Kateropunm KoHTponb
YCTPOMCTB Ha CTpaHuue YnpaBneHue KOHTpornem pecypcoB (puc. 106).

KomnoHeHTs!

YMPABAEHWE KOHTPO/EM PECYPCOB =
AEVCTEMA
rnoBankHEIe HACTRONKM ] [ KOHTROAE NRMHTEROE
Hira 1 naparerpol M [f 3anper Ha M3MeHeHle  TMN KOHTpOAA Tun mogyaa

YocT-koHTpoAAEpE! Winel EEE 1304 o DL&.0 (K12, 1K13)
ChEMHbIE HaKONWTEK |f DLA.0 (K12, K13}

Apyrie yoTp ofAcTEs ﬁ‘ AMEkp eUMOHHBIR 40CTyn DLL (1AKS, KES)

USE-Flash grckn ﬂ' AMckpeLMaHHEIR AocTyn DL2.0 (K12, 1AK13), DLL (1KS, MKE) SUABTPEI

FDD-gmckr ﬂ' AMER P EUMOHH B 40CTYN OLE.0 (KL, KL3), DLL (KD, KK6)

CO-ROM ack -5 e — DLED (K12, MK13), DLL (K5, MKs) Ha u mapameTpe
CUMTEIBEETEAM CMAPT KapT ﬂ‘ DL&.0 (WKL, WKL) Tun kontpons Bee =
Cramepel W Ut poseie doToanmapaTe! o DLE.0 (K13, LK13)
CeTeskie aganTepe! o DLA.0 (K13, WK1E)
Cencopel o DL8.0 (K12, WKL) OMEPATMBHOE ¥MPAENEHWE
PagmonkTeptdeics o Ackpeuporei aocryn DLL {1KS, VIKE)
PCMCLA yerpoaricTea o DL8.0 (K12, UKLE) EAIEGER D
MpuHTepsl ﬂ‘ DLE.0 (K12, K12, DLL (WKS, FKE)
MpeofpasobaHHEle ChEMHEIE HEKOMWTENM ﬂ' OLE.0 (KL, K13)

USE-Flash gucen o DLE.0 (KL, WKLY

FDD-gvckm o DL8.0 (KL, WKLY
Mopren (COM 1 LPT) ﬂ‘ AHckp eUMOHHBIA 40cTyn DL&.0 (WIKL2, WIKL3), DLL (AES, KkE)

Puc. 106. Kateropusa «KoHTponb ycTpoincrTe»



YnpasneHne KOHTPOMeM YCTPONCTB OCYLLECTBIIAETCA NPU NOMOLLM KHOMOK Ha naHenu [elcmaeus, a Takke

npy MOMOLLM KHOMOK, AyOnupyembix B KOHTEKCTHOM MeEHI0 Tabnuvubl, coaepaller OepeBO KracCoB
YCTPOWUCTB.

5.7.3 KOHTpOsnb NpuUHTEpPOB

Ha cTpaHvnue YnpaBneHue KOHTposieM pecypcoB B kateropun KoHTponb npuHTepoB (puc. 107)
dopmMUpyeTCcsi CMMCOK BCEX YCTAHOBMEHHbIX JECKPUNTOPOB Ha OTAENbHbIE MPUHTEPbLI, B TOM YUCre npasa
OOCTyna 1 HazHaJYeHHbIN ayauT.

KomnoHeHTEI

YNPAB/EHWE KOHTPONIEM PECYPCOB -
BEACTBUA

TnobansHele HACTPOikN ] [ KoHTponk ycTpoiicTs I KoHTpone npuHTepos JoGaswTe

Mpuntepn Mapamerpb ~ Bnapeney Tun mogyna Onucanne

Microsoft Print to PDF Jlnckpeumonneii gocryn APM (w1123H2-3) - Dallas Lock 8.0 MK13  DL8.0 (MK13: BupTyaneHeii npunTep
CUPS-BRF-Printer Juckpeynonneii gocryn APM (ubnt2004-ecu?) - Dallas Lock Linu... DLL (M1KG) Ceresoii npuHTep
DUNBTPBI

Mownck

Mapametpel  EBce

Dallas Lock 8.0 MK13

Dallas Lock Linusx K5

OMEPATUBHOE YNPABNEHWE

Cvnxponmsuposate

Puc. 107. Kateropusa «KOHTponb NnpuHTEPOB»

YT106bI HA3HAUUTL NpaBa AOCTYNa K KOHKPETHOMY MPUHTEPY, HEOOBXOANMO:

1. Buibpatb OB B AepeBe koHconu ELY v nepentn Ha Bknagky KomrnoHeHmsbl — KOHMposib pecypcos.
2. Tepentun B kaTeropmto KOHTpONb NPUHTEPOB 1 Ha NaHENW AENCTBUIA HaXaTb KHOMKy [lo6aBUTb.

3. Ha oakpaHe nosiBuTCA OKHO MacTepa pJobaeneHust npuHTepoB (puc. 108). Bbibpate cnocob
nogkntoveHusa nob6asnsiemMoro npuHTepa:

e JlokanbHble npuHmepbl (ModkmnyYeHel kK APM e domeHe be3onacHocmu) — pna gobaeneHus
3anpalLvBaloTCsa BCE NOKarnbHble Y BUPTYarbHble NPUHTEPDI;

e Cemesnle npuHmepbl (nodkmodeHbl K APM 8 domeHe 6e3onacHocmu) — pnsa pobaBneHust
3anpalumBaloTCs BCE CETEBbIE MPUHTEPDI.

Ons wnaeHTuduKaumm ceTeBbIX MPUHTEPOB MNPUOPUTETHBIM SABMASETCA WCMNONb30BaHWe
npoTtokona SNMP, koTopbIn 4OmKeH ObiTb BKITKOYEH B HAcTponkax yctponctea. Ecnn SNMP
OTKIMOYEH, OyAeT NpMMEeHeH OOCTYMNHbIN METOA MAEHTUMUKaALUN NPUHTEPA.

Ons ToyHOW wmaeHTUdMKaLMM CEeTEeBOro MpuHTEpa Heo6XOOMMO NPOBEPUTb MOAAEPXKKY
npotokona WSD'™ 1 oTKMYMTb ero B HacTporKax NpuHTepa, ecrnv 3To BO3MOXHO. B criydae

HEBO3MOXXHOCTU OTKMOYEHMST OydeT MpPUMEHEH [OOCTYMHbI MEeTOoA WAEeHTUdUKauum
npuHTEpPa.

14 wsb (Web Services for Devices) — 3TO NpOTOKON aBTOMAaTUYECKOro OOHapyXeHWS MPUHTEPOB B CETU, KOTOPbIV
He npegocTasnsieT MAC-agpec 1 MoXeT AMHaMmnyeckn MeHsTb IP-agpec.



O Mactep aoBaenenws npunTepos - ELY Dallas Lock *

Cnocob NoAKAKOUYEHUA NPHHTEROB

AobasAeHHBIE NPKMHTERB ByayT A0CTWNHBEL Ha APM C mogynasi Dallas Lock Linuwx v Dallas Lock 8.0

=
®) MakaneHee npuaTepenogeamyeds £ AP B aomede BesonacHocTi)

e
]

L/ CeTegble nprHTepei(noAknkYeHsl K APM B gomede BezonacHooTk)

OTM Sa

Puc. 108. Mactep Ao6aBneHusi npuHTEpPOB

[ns nepexopa Ha cneayloLWwun Wwar Haxkatb KHoMKy [danee.
4. BbibpaTb B AepeBe AOMEHA KOMMbIOTEPbI, K KOTOPbIM MOAKM0YEHbI NPUHTEPBI, U HaxaTb Janee.
5. BbIbpaTb NpuHTEpbI, ANA KOTOPbIX HEOOXOAMMO YCTaHOBWTL NpaBa JocTyna, U HaxaTb [Janee.

[Mpn ogHOBpeMeHHOM BbIGOpe HECKOMbKMX YCTPOMCTB B MacTepe AoGaBrneHus NpuHTEPOB
ONs Kaxgoro npuHTepa byaeT co3gaH n otobpaxeH B Tabnuue oTaenbHbIA 4eCKpUnTop.

6. Hactpoutb npaBa goctyna v ayauT. [ina 3aBeplueHus HaxaTtb FoToBo.

Heckpuntop Ha fobGaBneHHoe ycTponcTBoO nosiButcsa B Tabnuue. PopmaT 3HaveHus B none [IpuHmMepsbi
(voeHTndUKaTOp NpuHTEpa) OydeT onpedensATbcs TUMOM MpUHTEPaA W UHOPMaUMEN, MNOMYyYEHHON
C AaHHOro npuHTepa:

Ecnun nogkntovyaemoe yctponcteo asnsetca USB-npuHTepom, 3HadeHne GyaeT npvHumaTth B4
<ma_npuHTepa>|VID:<XXXX>|PID:<XXXX>|SN:<OKpaHMPOBAHHHN CEPUIHEN HOMep>,
Hanpumep, Xerox|VID:04B8|PID:1146|SN:ET%2D123%5F456.

Ecnu gnga ycTtpoincteBa He onpegeneH CepunHbI HOMep, TO BMECTO Hero OyaeT ykasbiBaTbCs
3HayeHne Hash(DevicelnstancelD+Port) gna mogynen C3WU Dallas Lock 8.0 n Hash(ID_PATH)
ana moaynenn C3U HCQO Dallas Lock Linux. NgeHTudmkatop npuHTepa B nogobHOM criyvae
OyaeT BbirnsaaeTb, Hanpumep, kak Xerox|03F0%2A4A|8D7E3F21|Hash:8D763144.

Mpy HEBO3MOXHOCTM NOMYYEHUS KAKUX-NTMOO AaHHbIX, MOMUMO UMEHMW NPUHTEpPA, MAeHTUdUKaLms
6yaeT NponsBOANTLCSA TOMbKO MO MMEHW MPUHTEPA U UMETb BUA <VMsa mnpuHTepa>, Hanpumep,
Xerox.

Ecnun nogkniovyaemMoe yCcTPOWCTBO SBMSETCSA CETEBLbIM MPUHTEPOM, 3HayYeHe OyaeT NpuHMMaThb
BUA <VMmsa nprHTepa> | IP: <XXX . XXX . XXX . XXX>|MAC: <XX:XX:XX:XX:XX:XX>, Hanpumep,
HPLaserJet|IP:192.168.1.100|MAC:00:11:22:33:44:55. [lpn HeBO3MOXHOCTU nony4yeHus |P-
n/vnn MAC-agpeca maoeHTUdUKauus 6yaeT Npou3BOAMTBECA MO MMEHW MPUHTEpa U UMETb BUA
<Mwmsi_npuHTepa>, Hanpumep, HPLaserJet.

Ecnn nopgkniovyaemoe yCTPOMCTBO SBMASIETCA BUPTyanbHbIM MNPUHTEPOM, 3HaveHue Oyget
npuHUMaTh BUA ID = <Vima npuHTepa>, Hanpumep, ID = Microsoft Print to PDF. NHble dopmaTbl
naeHTUdrKaumm K BUpTyansHbIM NPUHTEPAM HE NPUMEHUMBI.



MpuHTEPBLI, MOEHTUDULNPOBAHHBIE UCKIYUTENBHO MO MMEHW, MOryT ObITb AoGaBnEHbI
TONMbKO Ha YpPOBHE MoAyns. YnpaeneHue nNpuHTEPOM B [daHHOM criyvyae Oypet
NPOV3BOAUTLCS TakK Xe, TONIbKO Ha YPOBHE MOAYIS.

OTKprTb penakTop napamMeTpoB NpMHTEpPa MOXHO creayrwnmMn cnocobamu:
e [BaxAbl LLEJTIKHYTb NEeBOW KHOMKOW MbILLN MO N3MEHAEMOMY NPUHTEPY,
. BbI3BaTb KOHTEKCTHOE MEHI0 N3MEHAEMOWN NONTUTUKN U Bbl6paTb CBoWCTBa;
. HaXaTb KHOMKY CBoiicTBa Ha naHenu [elcmeus.

PepaktupoBaHve napameTpoB MPUHTEPOB BO3MOXHO TOSNbKO Ha TOM YPOBHE, Ha KOTOPOM
ObIn co3aaH AeckpunTop, NMGo Ha ypoBHE KopHs Aepesa [b.

5.8 Cucrema o6HapyXeHUs1 BTOpPXXeHUN

Ons nepexopga k pasgeny HacTpoek YnpaBrneHue komnoHeHTom COB HeoGxogumo Ha Bknagke
KomnoneHnmebi BeiOpaTb Cucmema obHapyxeHus emopxeHul. Ha cTpaHuue YnpaBneHne KOMMNOHeHTOM
COB MoxHO pepakTupoBaTb napameTpbl COB Ha ypoBHe Bcero [b, nocrne CMHXPOHW3aLUKM Ha Bcex
NOAYMHEHHBIX 06bekTax B [1b NpMMEHSsIOTCA yCTaHOBMNEHHbIE HAacTporikn (puc. 109).

Bonee nogpobHo o Cucteme oOHapyXeHuUsi BTOPXXEHWM onucaHo B PykoBoACTBE MO 3Kchnyataumu
C3WU Dallas Lock 8.0 rnaBsa 16 u B PykoBoacTtee no akcnnyatauuu Dallas Lock Linux pasgen 4.13.

KomnoHeHTE
¥YNPABNEHME KOMIMOHEHTOM COB WeskceTeBol 3kpaH Dallas Lock 8.0 v
" CHCTEMa KOHTPOAR HakonuTened -
Obwmre HacTporkk COB HacTpoikK 3BPMETHRK

AoEepedHble agpeca KoHTRpOAB NpMACKEH MK KoHTpoAb pecypcos

CWTeMa OBHA pYHEH MA BTODMEH MA
OcHOBHaA WH$opMaL A '

EezonacHan cpeda COB (necounkua)

CHrHaTYpEl TpagKka: AKTYAMBHbI
CpeAcTso 0BHAPYKEHNA W PearMpOBaHKA 1A Moapotines
HamkaTopel komnpometauyni:  AKTYABHEI
XKypHan cobbITHHA ~

P Y £y
(®) CurHaTypel Tpadwka () Ceresble atakn () MogospHTentHas akTHEHOCTE

., "
KonuuecTen sanpawimeaemer:sanmced | 100 v

DUAETP NO BPEMEHK 3a Hegento Ja mecay Mepuog

05.06.2025 3:00 MpHMEH TR

05.06.2025 16:02

Mata mn Bpema APM Tun arakm Ajpec ucrouHMka PID Moab3oBareas Korraenrapumia

Puc. 109. Bknagka «Cuctema o6HapyXeHuWsi BTOPXXEHUN»



YnpaBneHue cuctemon obHapyxeHus BTopeHun B ELIY peanusoBaHo ans moaynen
C3U HCA Dallas Lock 8.0 1 C3U HC[] Dallas Lock Linux, nepekntoyeHne ynpaBneHus
Mexay MoAyrnsiMu ocyLLecTBnseTcs B paboyven obnacTtu BKnagky ¢ NOMOLLbIO BbiNagatoLwero
cnucka. CoctaB [oMNyCcTMMbIX KaTeropyum W napameTpoB AN ynpaeBneHus Oyaet
BapbMpoBaTbCH B 3aBMCMMOCTM OT MOAYNS, ANS KOTOPOro Npou3BoanTCs HacTpomka.

5.8.1CBopnka COB

Ha ctpaHuue YnpaBneHue komnoHeHTom COB B kateropun CBogka COB oTobpaxatoTcs uHpopmaumsi
06 o6HoBneHnn COB un xypHanel cobbitun COB ¢ knueHTos (puc. 110).

Ha ctpaHuue YnpaBneHune komnoHeHToMm COB B kateropun CBogka COB BbigeneHo 2 pasgena:

e OcHoBHas MHOPMaLus;
e KypHan cobbiTui.

KomnoHeHTEI
=
YMPABAEHWE KOMMNOHEHTOM COB Dallas Lock 8.0 W
BEACTBMA
OBwme nactpokikn COB Crrnatypel - HacTtpoiiku 38preTHKK Janycims npouece obhosenua COB
fAoEepeHHEle 3apaca KoHTpOAL NpKAcHeHuUi KoHTpone peectpa Jarpy3uTh 06HOBAEHMA COB 13 daiina
O6HOBMUTE
OcHoBHaa WHopmaL1a ~
OMEPATHMEHOE YTIPABAEHWE
CHUrHaTyphl Tpaguka: AKTYANBHEL
MAPAMETPEI OEHOBMEHIARA Noapobines Cofipatb sypHanb!
HAMKaTOPE KoMIpomeTalun:  AKTYABHB]
CHHXpPOHHEHMPOBATE
MKypHan coBbITHH ~

= ~ ~
(®) Curnatype tpaduka () Cetesbie atakw () MoaospuTensHas akTHEHOCTE

<

Konw4ecrso sanpawnesaemeixsanuced | 100

DUAETP N0 EPEMEHK 3a Hegenw Ja mecay, Mepuog
20012026 3:00 MprmMerKTE
20013026 18:51
Jara v Bpers APM Twn arais Ajpec ncrounmka PID ]! K i

Puc. 110. Kateropus «CBogka COB»

Pasgen OcHosHasi uHbopmayus, a Takke OeNCTBUS 3anyCcTUTb NMpouecc OGHOBMEHUsA
COB 1 3anyctutb o6HoBneHne COB u3 darna naHenn MHCTPYMEHTOB AOCTYMHbI TOJbKO
Ha ypoBHe KopHA [lomeHa 6e3onacHocTm.

C nomoLbio KOMaHAabl onepaTuBHOroO yrnpaeneHnss CuHxpoHusupoBaTtb B kateropum CBopgka COB
NPON3BOOUTCA CUMHXPOHM3aUUS BCEX MPOM3BEAEHHBIX Ha CTpaHuue YnpaBrneHue komnoHeHTom COB
HaCTPOEK.

Ha nanenu Jelicmeust 4OCTYNHbI CNeayoLmne KoMmaHabl OnepaTUBHOIO ynpaBneHns:

e 3anyctutb npouecc o6HoBneHns COB — nosBonsieT 3arpy3antb obHoBneHust ¢ FTP-cepeepa
U m“3 nokanbHoW nanku Ana 6a3 pewatowmx npasun (ganee — BPI1) komnoHeHTa COB
B B[] ELlY cormacHo 3agaHHbIM napameTpam o6HoBrneHus (puc. 112). MNpu vHMUUKMPOBaHWK
KomaHabl nosensieTca okHo OOGHoBNeHuMe 6as3bl pewarwwmx npaBun KomnoHeHta COB
(puc. 111).



O QBHOBNEHWE Baskl PELUAKILLME NPaBMA KomMnoHerTa COB X

OBHOBAEHME 3ABEPLUEHD

Bpema Onepanua Tun mogyaa Paiin Pesynabrar
11:30:41 OfHoeAeHME 3anyLLEHD Ok
11:30:43 OBHOEARHME HACTRORK IEPMCTHKM Dallas Lock 2.0 HeuristicsParams.json  OK
11:30:43 OFAHOENEHME CUMHATYD KYPHANOE Dallas Lock 8.0 JournalSignatures.json OF
11:30:45 OEHOBAEHME CHIHaTYp Tpadkka Dallas Lock 8.0 TrafficSignatures json  OF
113057 OfHosAeHME CUrHaTyp Tpaduka Dallas Lock Linux weaf-brp-currenttangz OK
11:30:57 OfHoeAEHME NepeMeHHBE Tpadika Dallas Lock 2.0 SignatureVariables json OK
11:31:05 OfHoeneHMe MHAMKaTOpoE KoMnporeTauui Dallas Lock 8.0/Dallas Lock Linwe UeclocUpdate.zip Ok
11:31:05 OBHOEAEHWE SaEERLLIEHD Ok

Wrdoprauma 06 obHoeaeHMM

JofaeneHo curHatyp Tpadika: 0

OfBHOBNEHD CHrHaTyp Tpaduka: 17061
MPUAOAHEHIE Dropbox desktop software in use
MPUNOAEHIE GoTakdyPC startup
BLACKLIST URI snoymbIlLAeHHaA cobinka - MGBER. phpfo=TestUrl
BLACKLIST URI snoymblLneHHaa cobinka - gate.phpfguid=
BLACKLIST URI snoymbIlLAEHHEa CCBINKE - countaspimac=
BLACKLIST LRT 2 navmabineiuaa cokines - nesnlld1h sve =

3aKpEITE

Puc. 111. O6HoBReHue 6a3bl pelarolmnx npasun komnoHeHta COB

e 3arpy3utb o6HoBneHmsa COB u3 danna — nossonseTr BbiOpaTb NOKaNbHY AWPEKTOPUIO
Ons pasoBon 3arpy3ku obHoeneHuss BPI COB B B[ ELY. lMpu uHUUMMpOBaHUM KOMaHAbl
OTKpbIBAETCS OKHO 4115 Bbibopa gupektopuu ¢ hannamm obHoOBNEHUS.

B pabouenn obnactn pasgena OcHosHasi uHgopmauusi BblaeneHol nonsa CuzHamypbl mpaguka
n MiHOukamopbl KoMMpoMemayuu, KOTOpble MNO3BOMSAT MNOMy4YnTb MHdOpMauuio o6 akTyanbHOCTU
curHaTyp Tpaduka 1 MHOMKaTopoB KoMnpomeTauuu, nmetowimxea B 6 ELLY. lNMons umetoT ABa cOCTOAHUSA:

o AKTYAJIbHbl — Habop curHaTyp Tpadumka / MHOMKATOPOB KOMMpoMeTauun o6HOBWIICS,
C MOMeHTa OB6HOBMEHNSA NPOLUNO MeHbLUe, YeM ABe Heaenu;

e YCTAPEJIM — c moMeHTa nocrnegHero obHoBneHns Habopa curHaTtyp Tpaduka / HANKaTopoB
KoMmnpomeTauun npowno 6onbwe, Yyem ase Hegenu. lNpu Haxatum Ha kHonky YCTAPEIA
WHMLMMPYEeTCH KOMaHAaa onepaTMBHOIO ynpasrneHns 3anycTutb npouecc ooHoBneHuns COB.

Mpu HaxaTtumn kHonkn MoapobHee nons lMapamempsi ob6HosneHusi B pasgene OcHosHasi uHgbopmayusi
OTKpbIBaeTcs okHO CocTosiHMe o6HOBNeHUsA 6a3bl pelwarowmx npasun COB (puc. 112), B KoTOpoM
MOXHO HacTpouTb napameTpbl obHoBneHus BPI1 komnoHeHTta COB B B[ ELLY, a Takke nocmoTpeTb
WHcpopmaumo o nocnegHem obHoBneHum BPT1.



Paboyas obnactb pasgena KypHan cobbimuli COAEPXUT CNNCOK COBLITMI NO cpaboTaBLINM CUrHaTypam
W npousowewnm CeTeBbIM aTakam, a Takke 3apermcTtpMpoBaHHble COObITUS MOA03PUTENBHON
aKkTMBHOCTMW. Bbibop oTobpaxaemMoro cnvcka cobbiTui OCYLLECTBNAETCH C NOMOLLIbIO NepekrovaTens:
ecnu ansa ynpasfeHus KOMMOHEeHTOM CuctemMa OOHapyXeHus BTOPXEHWM BbibpaH MOAyrb
C3U HCA Dallas Lock 8.0 — pocTynHbl XXypHanbl kateropu CugHamypbsl mpaghuka, Cemesbie
amaku v lNodospumeribHas akmusHOCMb;
ecnu Ansa ynpaeneHusi KOMMoHeHTOM Cuctema oOHapyXeHWs BTOPXKeHMW BbibpaH Moaynb
C3U HCA Linux — gocTynHbl XypHanel kateropui CueHamypbi 1 Cemeabie amaku.

O CoctoaHne oBHOBNEHKA Baskl pellakouy: npasun COB
KHopmaLig of obHosAeHMKM Bassl peLuaroLLx Npasia A8 Moayael Dallas Lock 8.0

Hazsanue mogyaa COB Bperaa n gara Bepcua Cocroanwe Kommentapui

(JIBHOBAEHME HACTROEK IEPMCTHEN 200012026 15:53:31 1 Brntodeno  Basosoe
ORHOENEHME CHIHATYD ®YPHANOE 20.01.2026 15:53:31 10 BenrodeHo  3Hadumele ofiHOBNEHWA
QfHOBEAEHWE CHMHATYp Tpadiuka 20012026 13::53:33 197 Brnroueno  PergnapHoe ofiHoeAeHKE
(BHOEAEHKE NepEMEHHBE TpadKa 20.01.2026 15:53:33 1 Brntodeno  Basosoe

ORHOEAEHME MHAWKITOROE KomnpomeTauui 20012026 15:53:39 1 Benroueno  Basoeoe

KHopmaLia of obHoBARHMKM Baskl peLLaroLLx NpaBra A8 Mogyael Dallas Lock Linux

Hassanue mogyaa COB Bperaa n gara Bepcua Cocroanwe Kommenrapumi

OBHOBEAEHKE CHIHATYP Tpaduka 20.01.2026 15:53:33 101 Brntodeno  Basosoe

ORHOENEHME MHAWKATOROE KomnpomeTauui 20012026 15:53:39 1 Benroueno  Bazoeoe

HacTpoiiki 06HoBAgHIA Daskl pewarowyn: npasia COB, 1 B Tom umcne Gassl MHAMKATOPOE KOMIMPOMETALMN

PeryaapHocTe 0BHOBAEHMA
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JaKpeITh

Puc. 112. OkHo «CocTosiHue o6HOBMeHUA 6a3bl pewarowmx npasun COB»

5.8.206wme HacTponku COB

Ha ctpaHuue YnpaBneHne komnoHeHtom COB B kateropum O6wme Hactpounkn COB perynupytotcs
HaCTpoOWKK, kacawuwmecs 3HadeHuin nonutuk COB, a Takke HekOoTopbliX napameTpoB obHoeneHus COB

ansa cuctembl ELLY.

Bo3moxxHoe 3HayeHne nonuTukn: «Bki./Beikn.». [0 yMon4yaHuio 3Ha4YeHne JaHHOW NONUTUKN: « BKIT.».
MonuTuka No3BonsAeT BKMOYaTb U OTKNIOYATb CUrHATYPHBLIN U 3BPUCTUHECKMI aHanns, NCNonb3yoLwmin

MapameTpbl, kOTOpble ynpaensawT obHoBneHvem BPI B B ELLY, oTtoGpakaeTcs TOmbKo

Ha ypoBHe KopHs [b.

Ta6bnuua 24. O6wue HacTpoiku COB

AHanu3s xypHanos OC

XypHarnbl OC 1 NpunoxeHun.



MonnTrka NpUMeHsieTCs Ha MoAYNAX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.
AHanus3 curHaTtyp atak B ceTeBoM Tpadmke
Bo3moxxHoe 3HauyeHne nonuTukn: «Bki./Bbikn.». [0 yMOn4YaHuio 3Ha4YeHne AaHHOW NONUTUKN: « BK/T.».

MonuTuka no3BonsieT BKIOYATb U OTKMOYATb CUrHaTYpPHbIA 3BPUCTUYECKMIA aHanu3, UCMOMb3yOLMNA
KypHan Tpacdwmika.

MonuTunka NnpumeHseTca Ha MoaynaxX:
e C3MU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.
Ayaut: loC
Bo3moxxHOe 3HavyeHune NoNuTUKN: « BKr./Bbik.». 10 yMOnN4aHuio 3Ha4yeHne 4aHHOW NOMNUTUKN: « BKi.».
Monntuka npumeHsietcst Ha mogynsx C3U HCA Dallas Lock Linux.
AyaunTt: nsmeHeHue napametpos COB
Bo3moxHoe 3HaveHune NnonuTukn: « Bkr./Beik.». 10 yMONYaHuoo 3Ha4yeHne JaHHOW NOMNUTUKN: « BK.».
Monutuka npumeHsieTcst Ha moaynsx C3U HCA Dallas Lock Linux.
AypuT: cpabaTrbiBaHMe XXypHalibHbIX CUTHaTYyp
Bo3moxHoe 3HaveHune nonuTukn: « Bkr./Beiki.». 10 yMONYaHuoo 3Ha4YeHne 4aHHOW NOMNUTUKN: « BKr.».
MonuTtunka npumenseTca Ha moagynsx C3U HC[ Dallas Lock Linux.
AyauT: cpabaTtbiBaHMe curHatyp Tpaduka
Bo3moxHOe 3HaveHune NonuTukn: « Bkr./Bbiki.». 1o yMONYaHuio 3HavyeHne gaHHOW NOMNUTUKN: « BK.».
Monutuka npumeHsieTcst Ha moaynsx C3U HCA Dallas Lock Linux.
AypuT: cpabaTbiBaHMe 3BPUCTUK
Bo3moxHOoe 3HaveHune NonuTukn: « Bkr./Bbiki.». 1o yMONYaHuio 3HavyeHne gaHHOW NONUTUKN: « BK.».
MonuTtunka npumenHseTca Ha moagynsx C3U HCQ Dallas Lock Linux.
BnokupoBaTb CHATUE CKPUHLLOTOB No Knasuwe PrintScreen
Bo3moxHoe 3HaueHve NonuTukK: « Bki./Bbikn.». 10 yMOnYaHuio 3Ha4yeHne JaHHON NONMUTUKN: « BbiK.».

BknoyeHne nNOMMTUKM MNO3BONSET ONOKMpoBaTb NPOLLECC KOMMPOBaHMSA W300paXeHus TekyLlero
COCTOSIHMSA 3KpaHa B Oydep obmeHa npu HaxxaTum knaeuwwim Print Screen.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
BnokupoBka oTnpaBku Tenemetpumn Windows

Bo3moxHoe 3HaueHue MonuTUKW: «7 cymok», «10 cymok», «30 cymok» wn «He ucnonb3yemcs».
Mo ymonyaHuio 3Ha4yeHne JaHHOW NONUTUKKU: «He ucronb3yemcs».

Monntuka npegHasHadeHa ANSA OrpaHuveHMst cbopa [MarHOCTUYECKMX [AaHHbIX M WX OTNpPaBKK
Ha cepBepbl Microsoft, ¢ BbIGopoM neprnognyHOCT aBToMaTU4ECKOro o6HoBMNeHMA hannos.

MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.

Bknountb cucteMy o6HapyXeHUsA BTOPXKeHUM
Bo3moxxHoe 3HayeHne nonuTukn: «Bki./Beikn.». [0 yMon4yaHuio 3Ha4YeHne JaHHOW NONUTUKN: « BKIT.».
MonnTtrka no3eonseT BktoyaTb U oTkmoyaTe COB.

MonuTunka NnpumeHsieTca Ha MoaynaX:
e C3W Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

3aHOCUTb B XXypHar NOsINTUK NPOBEPKU HaNU4YnMsi OGHOBMNEHUN
Bo3moxHOoe 3HaueHve NonUTUKK: « Bki./Bbiki.». 10 yMOnYaHuio 3Ha4yeHne JaHHON NONUTUKN: « BbiKri.».

BkrloyeHMe MONUTUKM MNO3BONSIET BECTM YYET MPOBEPOK Ha Hamnuume OOHOBMEHUA B XypHane
ynpaBneHusi NONUTMKaMW.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.



3awumTta oT BUpPYCOB W pOBanbLMKOB

BoamoxHOe 3HauveHue MONUTUKU: «Pexum ayduma», «AKMUBHBLIU Pexum», «AKMUBHbIU Pexum ¢
oyucmkoli», «AKMUBHbIU pexum ¢ eoccmaHogneHuem» W «He ucnonb3yemcsi». o ymonyaHuio
3HaYeHVe AaHHOW NOSNUTUKN: « AKMUBHBIL PEXUMY .

MonuTuka No3BONSIET OCYLLECTBMATL HACTPOMKY MeXaHW3Ma 3aliuTbl OT BUPYCOB-LUMGPOBANbLUNKOB,
KOTOpLIN HaueneH Ha OOHapyXeHWe HEM3BECTHbIX aHTUBUPYCHbIM 6a3aM BPedOHOCHbLIX Nporpamm
Mo X NOBEAEHNIO.

MonuTtnka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
UcTo4yHuK oGHOBNEHUN

MonuTunka nossonseT 3agatb UCTOYHMK 06HOBREeHUs BPIT. MoXHO yCcTaHOBUTb MCTOYHMK OBHOBREHNS
¢ canta (tvin HTTPS) nnu n3 nanku (tun lanka).

Mo ymonuyaHuio Ansa gaHHOM NONMTUKM yKa3aH UCTOYHKK updates.dallaslock.ru/Update ¢ Tunom HTTPS.
Ons Tuna [Marnka agpec NCTOYHMKA NO YMOMYaHWIO He 3adaH.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
UcTo4yHuK oGHOBNEHUN

MNMonutnka no3BonseT 3agaTb UCTOYHUK oOHoBReHus BPI. B kayecTBe UCTOYHMKA OOHOBMEHUS MOXHO
yKasaTb Kak MyTb K NlOKanbHOMY apxuBy, Tak n Beb-agpec.

Mo ymonuaHuMio Ona paHHOW NoNUTMKM ykasdaH agpec updates.dallaslock.ru/WafUpdate/waf-brp-
current.tag.gz ¢ Tunom HTTPS. [Ina Tuna Apxug no yMOMn4YaHuio agpec UCTOYHMKA He 3adaH.

Monutuka npumeHsietcs Ha moagynsax C3U HCA Dallas Lock Linux (MK5).
UcTo4YHUK OGHOBNEHUM

Monutuka nossonseT 3agaTb WCTOYHWK OOHOBNEHWs curHatyp Tpadumka. B kayecTtBe uCTOYHMKA
0BHOBMEHNS MOXHO yKa3aTb Kak MyTb K TOKanbHOMY apxuBy, Tak 1 BeG-agpec.

Mo ymonyaHuio Ans 4aHHOW NONUTUKKU yKa3aH agpec Ans 3arpysku curHatyp Tpaduka ¢ oduumnansHOro
canta OO0 «KoHdumaeHT»: https://updates.dallaslock.ru/WafUpdate/waf-brp-current.tar.gz.

Bbibop nokanbHO pacnonioXeHHOro apxvmBa ANs 3arpy3ku Habopa curHaTyp Tpadmka
(Mo HaxxaTUo KHOMKM YKa3aTb pacnosioXXeHue B OKHE HACTPOWKW MOMUTUKMA) BO3MOXEH
TOnbKO Npu paboTte ¢ koHconbto ELLY, yctaHoBneHHon Ha OC cemencTea Linux.

MonuTtnka npumensetca Ha moaynsax C3U HCL Dallas Lock Linux (UK6).
KoHTponb npunoxeHumn

Bo3moxHoe 3HavyeHune NonuTukn: « Bkr./Beik.». 10 yMONYaHuoo 3HavyeHne 4aHHOW NONUTUKN: « BKr.».
MonuTunka no3sonseT BKNoYaTb N OTKNOYaTb PYHKLUNOHMPOBAHNE KOHTPONS NPUINOXEHWNN.
MonuTtunka npumenHsetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

MacknpoBaHue gatumka COB

Bo3moxHoe 3HaueHve NonuUTUKK: « Bki./Bbiki.». 10 yMOnYaHuio 3Ha4yeHne JaHHON NONMUTUKN: « BbiK.».

MonuTnka nosBonsieT CKpbiTb Hanuyine pgatdnka COB anst nonb3oBaTenen, He WMMEKLWUX Mnpa.
Ha NPOCMOTP M u3MeHeHne HacTpoek COB. [ns Takux nonb3oBaTenenm He OyayT NOSBNATHCS
yBegomneHus COB, a Takke B MeHI0 3Ha4vka 6nokupoBku ckpoetcsa nyHkT COB.

Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.
HacTpoiikn onoBelleHnsi KOHTPONA NPUITOXKEHUN

[nsa ynpaBneHusa OOCTYMHbI crneaytoLwmne anemMeHTsl (puc. 113):

e yekDOKC Bkmoyumb orogewjeHUe KOHMPOsS [MPUIOXEeHUU — BKMAYaeT HaCTPOWKY
onoBeLlleHus B Tabnuue Hxke (Npu OTKMOYEHHOM YeKOOKCe OcTanbHble NapamMeTpbl NOMUTUKK
HeZOCTYNHbI ANa pefakTnpoBaHus). Mo ymonyaHuio 4ekbOoKC He aKTUBUPOBaH;

e Tabnuua c npaBunNamu Ans KOHTPOMNS NPUNOXEHUA N MOPOrOBLIMU 3HAYEHUAMMU:

e cTonbey CucmemHble ChyHKUUU MPUMIOXKEHUST — COOEPXUT (PUKCUPOBAHHLINA CMUCOK
CUCTEMHBIX (OYHKUWUIA, a Tawke 4YeKOOKCbl OMs BKITHOYEHUS/BBIKITIOYEHNST OMOBELLEHMS.
Mo ymonyaHuio Bce YEKDOKChI BbIKITHOYEHDI;

e ctonbel [lopoe Onsi UHOPMaUUOHHO20 OroseweHUss 8 OeHb — TMofe Ans BBOAA
YMCIOBOrO 3HAYEHUA, JONYCTUMbIE 3Ha4YeHUs: OT «O0» 00 «9997». 3HauyeHre NO yMOnYaHmto
ansa Bcex pyHkunn: «50»;


https://updates.dallaslock.ru/WafUpdate/waf-brp-current.tar.gz

ctonbeu lNopoe Onsi onoseweHull 06 onacHol akmugHocmu 8 OeHb — none Ans BBoAa
YMCNOBOrO 3HAYEHUS, AOMYCTUMbIE 3HAYEHUS: OT « T» A0 «9998». 3HayYeHMe No yMon4aHuio
onsa scex dyHKumn: «700y;

ctonbeu [lopoz Onsi UHOPMaUUOHHO20 OrogeuwleHUs 8 Hedenno — MNofe Ansa BBOAA
YUCMOBOMO 3HA4YeHus, JAOMYCTUMbIE 3Ha4yeHus: OT «2» A0 «99999». BHayeHue
no ymMonyaHuio ans Bcex pyHkumi: «350»;

cton6el lNopoe dns onoseuw,eHull 06 onacHolU akmueHOCMU 8 Hederto — none Ans BBoaa
UMCIIOBOrO 3HA4YeHMs, AOMYCTUMblE 3Ha4veHus: OT «3» pJo «70000». 3HayeHune
no ymosyaHuio gnga Bcex yHKunn: «700».

Peﬂ,aKTMpOBaHMe NOpPOroBbIX 3Ha4YeHun OocyulecTBndAeTCd no E,BOVIHOMy KIMMKY Ha FIHGVIKy.

O HacTpoikm 0NoEeLEHA KOHTPOAA NPUADXEHME s

B BRAKIHUTE ONOBELLEHME KOHTPONA NPHADKEHWE

D Mpaeuna AnA KOHTPONA NPKADKEHWE MNopar gna und... Mopor gna ono... MNopor ana wei... Mopor ana onose..
D Fogndukanma namatk 8apa © NOMOLERD 50 100 350 Tno
D Bomos diyHkumm SetinEventHook ana sneapenm., | 50 100 350 oo
D Bezos dyHkyr SetWindowsHook ana snegpedn.,. 50 100 350 ion
D Beos diyrkumm SetThreadContext gna sHegpenm.,, | 50 100 350 oo
D B0 diyHKUMKM AN pafioTel ¢ namATel Syxoro .., | 50 100 350 oo
DBbBDB tyHkumn DupHandles gna pafiote c.. 50 100 350 Ton
D Beos diyHKUMM AN COZAaHMA NOTOKE & dykom ... 50 100 350 oo
DBbIBDB YHKLMM NOTOKE B Yy 0M NpOLecce 50 100 350 oo
D ¥NPEABAEHME Yy MM APOLECCOM © NOMOLLBH ... 50 100 350 oo
D lHCTannaumra gpaieepa 50 100 350 oo
D anyck Apadeepa 50 100 350 oo
D Muctannsuua cryxfol 50 100 350 oo

—i. : . - S -

MprmMeHKTE OTmena

Puc. 113. HacTpoiika onoBeLleHWsi KOHTPONSA NPUNOXEHUN

3HaveHns B ctonbuax C NOPOroBbIMW 3HAYEHUAMW 3aBUCAT APYr OT Apyra: 3HayeHue
B KakgoM cTtonbue OOMKHO MpeBbllaTb 3Ha4YeHne nesoro crtonbua, HO He MpeBbiwaTb
3HayeHve npaBoro cronbua. HapyweHwe paHHOro npaBunia MNpu BBOAE 3HaAYEHWUN
npvBeaeT K oLumbke.

MonuTunka No3BoNseT NPOU3BECTU HACTPOWKY OMOBELLEHUI A1 KOHTPOS NMPUITOXKEHWIA.
MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.

HacTtpownkn cnucka 61noKMpoOBOK

[nsa ynpaBneHusa OOCTYMHLI crieayowme anemMeHTsl (puc. 114):

YekbOKC Bkmoyumbs  ucronb3ogaHue ¢halinnoe brOKUPOBKU —  BKIHOMAET HaCTPOWMKY
MCnonb3oBaHua annos OMOKMPOBOK (MPM OTKIOYEHHOM 4Yekbokce napameTpbl MOMUTUKK
He[oCTYNHbl AN peaakTupoBaHus). 1o ymonyaHuio YekGOKC He aKTMBUPOBaH;

BbliNagawoLlwmin cnnucok Yacmoma onpoca — COAEPXMUT 3HaveHus « 1 yacy, «2 4acay, «3 Jyacay,
«6 yacos», «8 vacoe», «12 4acoe», «1 cymku» N «2 Cymok». 3Ha4YyeHne Mo YMONYaHuo
«1 cymkuy;

Tabnuua ¢ agpecamu dannos ONOKMPOBKM:

ctonbeu Adpec ¢halina — copepXut agpeca hannoB OMNOKMPOBKM, a Takke 4eKOOKCbI
Ons akTMBauuu;
MoxHo gobaBnaTb cnegyoLlme TUnbl agpecoB annos:

e [ans (hannoB Ha cepBepe B ceTn MHTepHeT http(s)://<Site>/<fileName>.txt;

e [ns ¢annoB Ha xecTkoM ancke <Drive>:\<Path>\<fileName>.txt;

e Onsa gannoB Ha ceTeBomM aucke \\<Server>\<Path>\<fileName>.txt.

ctonbey AyOum — no3BONSIET BKMAOYATb ayauT C MOMOLLBI YeKBOKCOB ANsl YKasdaHHbIX
hannos 6NOKMPOBOK;

kHonka U3MeHuTb, No3BoNAIOLWLAas UBMEHUTb aapec BoiOpaHHOro ganna;
KHOMKM YAaanuTb 1 Yaanutb Bce, NO3BOMSIOWME YAANUTL OQUH UK cpa3y Bce agpeca;



e kHonmkn fo6aButb URL u [o6aButb cpann, nosponsiowme AOoOaBnsaTb HOBbIA agpec
B Tabnuuy.

O Hactpodkn cnkcka BRokWposok X

D BKAMHWTE MCNOABEIDBaHKE hadn0E BAOKMPOEKK

YacToTa onpoca:

B Agpec paidna * M Ayqen Aotaswre URL
httpedfupdates.dallaslock.ru/BlockList/dshieldbl bt fobaeuTts dakin
httpe/fupdates.dallaslock.ru/BlockList/etcomprormised tt
httpeffupdates.dallaslock.ru/Blocklist/shdrop.tt
httpeffupdates.dallaslock.ru/BlockList/shedrop bt

hittpe/fupdates.dallaslock.ru/BlockList/sslabuseiplistbd

MpumeHKTE OTmMera

Puc. 114. HacTpoiika cnucka 6510KMpOBOK

MonuTuka nos3BondeT BKMYATb W OTKMAKYATb WCMOMb3oBaHWe (annoB OGMOKMPOBKKU, YNPaBnATb
cocTtaBoM pannos 6MOKMPOBKM M HYACTOTOM MX onpoca.

Monntuka npumeHsieTcs Ha moagynsax C3U Dallas Lock 8.0-K/C.

He 3aHOCUTbL NOBTOPbLI B XXYypPHan KOHTPONS NPUIIOXKeHUN
Bo3moxxHoe 3HayeHne NonuTukn: «Bks./Bbikn.». 10 yMON4YaHUIo 3Ha4YeHne AaHHOW NONUTUKN: « BK/T.».

BknoyeHne nonuTukn nossonseT (punbTpoBaTb NOBTOPSIOWMECH OOHOTUMHbIE COBLITUS B XypHane
KOHTPONS NPUMOXEHNN.

Monutuka npumeHsieTcst Ha moaynsax C3U Dallas Lock 8.0-K/C.
ObOHoBNEeHMe geTeKkTopa aTak
Bo3moxxHoe 3HayeHue NoNUTUKK: «Bkr./Bbikn.». o ymon4yaHuio 3HayeHne 4aHHOW NONUTUKW: « BbIKI.».

BkntoueHve n oTKNoYeHME OOHOBMNEHUsI OeTeKkTopa aTak (HacTPOMKM SBPUCTUKM) MPU  PYYHOM
UnM aBTOMaTU4eCKOM OBHOBIEHUN.

MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.
O6HoOBMNEeHne HacCTPOeK IBPUCTUKU
Bo3moxHoe 3HayeHne NonuTukn: «Bki./Beikn.». 10 yMonyaHuio 3Ha4YeHne AaHHOW NONUTUKN: « BKIT.».

BkntoueHne u oOTKNOYeHMEe OOBHOBNEHUsI rnodarnbHbIX HACTPOEK 3BPUCTUKM MPU  PYYHOM UMK
aBTOMaTU4YEeCKOM OOHOBMEHUN.

Monutrka NpuMeHseTcs Ha:
o cnyxby ELLY;
¢ mogynsx C3U Dallas Lock 8.0-K/C.
OGHoBRNEeHMe nepeMeHHbIX Tpaduka
Bo3moxxHoe 3HayeHne NonuTukn: «Bki./Beikn.». [0 yMonyaHuio 3Ha4YeHne AaHHOW NONMUTUKN: « BKIT.».

BknoyeHne n oTknoyYeHre OOHOBMEHUSA MepeMeHHbIX Tpaduka npyv PyYHOM WM aBTOMAaTUYECKOM
OOHOBIEHUN.

MonuTtuka NnpuMeHsaeTCcH Ha:
e cnyxby ELY;
e mogynsx C3U Dallas Lock 8.0-K/C.
O6HOBREHUe cUrHaTyp XypHarnos
Bo3moxxHOe 3HavyeHune NonuTukN: « Bkr./Bbiki.». [0 yMONYaHuio 3HavyeHne JaHHOW NONUTUKN: « BKr.».

BknoyeHne n oOTKMOYeHMe OOHOBMNEHUS CUrHaTyp XXYpHamnoB MNpyv PyYHOM WM aBTOMaTMYECKOM
OOHOBIEHUN.



Monntrka NpuMeHsieTcst Ha:
e cnyxby ELLY;
e wmoaynsx C3U Dallas Lock 8.0-K/C.
O6HoBMeHne curHaTtyp Tpacpumka
Bo3moxxHoe 3HauyeHne nonuTukn: «Bki./Bbikn.». [0 yMOn4YaHuio 3Ha4YeHne AaHHOW NONUTUKN: « BK/T.».

BkroyeHne u oTkNtoYeHne OOHOBMEHUSI cUrHaTyp Tpadmka npyv PyYyHOM UMM aBTOMaTMYECKOM
obOHOBMEHUN.

Monutnka NpuMeHsieTcs Ha:
e cnyx6y ELLY;
e MOAynaX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

Mepuop 6GNokupoBKU

[ns ynpaBneHust OOCTYMHbl criefylolme 3nemMeHTbl: nepekniovatenn 3abriokupoeamb Ha epemsi
n 3abnokuposamp Hascezda. lNpu Bbibope 3abnoknpoBaTb Ha BpeMsi 4OCTYMNHA HAcTponka BPEMEHMU
6nokupoBku B hopmate Y4:MM, 3HauyeHne no ymonuyaHuo 3abriokuposaHo Ha 8pemsi — 15 MUHYT.

Monutuka oTBeyaeT 3a Bpems 61OKMPOBKM OOHAPYXEHHOIrO0 NCTOYHMKA aTaku.

MonuTuka NnpumMeHsieTca Ha Moaynsax:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

MpoTtokonupoBaHue cobbiTn COB

Ons ynpaBneHuss AOCTYyNHbl criegylowme anemMeHTol: Cnucok cobbiTvi Ans NpOTOKONMPOBaHMSA
C Yekbokcamu.

MonuTtuka no3sonsieT BbibpaTh pernctpmpyemble cobbiTnsi 06 nameHeHun koHdurypaumm COB.
Monuntuka npumeHsieTcst Ha moagynsax C3U Dallas Lock 8.0-K/C.

PacwmpeHHoe onpeaeneHue atak nogMeHbl agpecos
Bo3moxHoe 3HaueHve NonuUTuKK: « Bki./Bbiki.». 10 yMOnYaHuio 3HavyeHne JaHHON NONMUTUKN: « BbiK.».

BkrtoyeHve NonuTUKU NO3BONSET MUHUMU3NPOBATL NOXHbIE cpabaTbiBaHWs 06GHAPYXeHUS1 HEKOTOPbIX
atak npu nonyyeHuMM ceTeBbIM afanTepoM MNaKkeToB, aApeCcOBaHHbIX HE TOSIbKO HEMOCPEeACTBEHHO
JaHHOMY afanTepy.

MonuTtuka npumeHsietca Ha moagynsix C3U Dallas Lock 8.0-K/C.
PerynsapHocTb OOHOBNEeHUM

Bo3MoxHOe 3HaueHue NonuTUKKN: « BbIKTYeHo», «Pa3 8 cymxu» n «Pa3 e dge Hedesu». o yMonyaHuio
3HaYeHVE AaHHOW MOMUTUKU: « BbIKITIOYEHOY.

MonuTuka oTBeYaeT 3a perynsipHOCTb aBTOMaTUYECKOro 0GHOBNEHNUsI curHaTyp Tpadwmka.

MonuTuka NnpuMeHsieTcs Ha MoaynsaxX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

CUHXpPOHM3UpPOBaTb CNUCOK AOBEPEHHbIX agpecoB
Bo3moxxHoe 3HayeHue NoNUTUKK: « Bk./Bbikn.». o ymon4yaHuio 3HayeHne AaHHON NOMNUTUKW: « BbIK.».

MonnTrka No3BoNSET BKIHOYATL/OTKIOYATh CUHXPOHM3aUUIo CNincka AOBEPEHHbIX agpecoB mexay ELY
n MOAaynsiMu.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
YpoBeHb GIIOKMPOBKHM
Bo3moxxHoe 3HayeHne nonutuku: ot 7 go 10. o ymonyaHuio 3HayeHne AaHHON NONUTUKK: « 10».
3HayeHne [aHHOW MOMUTUKM AOIMKHO ObiTb HE HWXKEe YCTAHOBMEHHOIo 3Ha4eHus

ONS NONUTUKN YPOBEHb XXypHanupoBaHus. [py HapylweHun gaHHoro ycrnoBus Oyger
BbIBEJEHO COOTBETCTBYHOLLEE coobLleHne 06 oLnbke.

Monutuka oTBEYaeT 3a konnyecTso 6annos, npu Ha6ope KOTOpPbIX npowsoﬁp,eT pearnpoBaHMe Ha aTaky.



MonuTunka NnpumMeHsieTcs Ha MoaynsaxX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

YpoBeHb XypHanupoBaHusA
BosmoxHoe 3HaveHne nonutuku: ot 1 go 70. Mo yMonyaHuio 3Ha4YeHne AaHHOW NONUTUKN: « 7».

3HayeHne [OaHHOW MNONMUTUKM He [OOMKHO npeBbillaTb YCTAaHOBIIEHHOE 3HayeHue
Ang nonutukn YpoBeHb ©OnokupoBku. [lpu HapylleHus p[aHHoro ycnosus Oyaer
BbIBEJEHO COOTBETCTBYOLLEe coobLieHne 06 olnbke.

Monntrka oTBeYaeT 3a Konm4ecTBo 6anmnos, NpPn KOTOPbIX npomsoﬂ,qu pearmpoBaHne Ha aTaky.

MonuTuka NnpumMeHsieTca Ha MoaynsaxX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

3BpucTnyecknmm aHanms COB
Bo3moxHoe 3HavyeHune NnonuTukn: « Bkr./Beik.». [0 yMON4YaHuoo 3HavyeHne 4aHHOW NOMNUTUKN: « BK.».
MonuTuka no3BonseT BKOYATb U OTKIMIOYaTb GIIOKMPOBKY aTak Ha MPOTOKOSbl U CKAHMPOBaHWE MOPTOB.

MonuTuka NnpumMeHsieTcs Ha MoaynsaX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

5.8.3 CurHartypbl

Ha cTtpaHuue YnpaBneHue komnoHeHToM COB B kateropuu CueHamypbl perynupyroTcs HacTPOMKM,
kacatowimecs curHatyp COB mogyneinn C3U Dallas Lock 8.0-K/C n C3U HC[, Dallas Lock Linux.
KaTeropvm peanu3oBaHa B Buae BbiNagakollero crnmcka, cocrtodAwero u3 crnegyrwmnx BIIOXEHHbIX
KaTeropun:

e CueHamypbl XypHaroe — npefHasHayeHbl ANs aHanusa >xypHanoB Windows u XypHanos
aHTuBupyca Kaspersky Endpoint Security;

e  CuzHamypbl mpacghuka;

e CuesHamypbl: rnepemeHHble mpaguka (ons wmogynen C3U Dallas Lock 8.0-K/IC) —
npegHasHaveHbl 4N HACTPOWVKM NepeMeHHbIX B curHaTypax Tpaduka.

lMonHoe ynpaBneHue curHatypamu (cosgadHue, yaaneHne, pegaktmpoBaHune 1 T.4.) AOCTYNHO
TONbKO Ha YpOBHe KopHA [b.

Ha ypoBHe rpynnbl, noarpynnel, APM n mMoagynen [OCTyrneH TONbKO MPOCMOTP ChMCKa
CUTHATyp C UX 3HaAYEeHUAMW, a TaKkKe YyrpaBreHne COCTOofHWEeM curHaTtyp (aktmeaums /
AeakTusauus) U HacnegoBaHWEM COCTOSIHUS.

Pabouyasa obnacte kateropum CusHamypbl COOEPXUT CMUCKM CUTHATyp AOMEHa C YCTaHOBMEHHbLIMU
3Ha4yeHuaAMK. CNNCKM cUrHaTyp SBNATCA eanHbIMU ANS BCEro JOMeHa.

YnpaBneHne CNMCKOM CUrHaTyp OCYLUEeCTBMASieTCA komMaHgamu Ha naHenu Jelcmeus wnu depes
KOHTEKCTHOE MeHI0 paboyen obnactu cnmcka curHaTyp.

Ons cnucka curHatyp [[OCTyneH MOWCK MO KMYEBbIM CroBaM MOCPEACTBOM NaHenu @uibmpbi.
Ans curHatyp Tpaduka Takke JOCTynHa unbTpaums No napameTpam.

Mpy uHMUMMpOBaHUM kOoMaHabl 3arnycmume npouyecc obHosneHus COB Ha Bknagke Ceodka COB
npoucxoguT obHoBneHue TUNOBbLIX wWwabnoHoB curHatyp COB pna Bcero OB, npepoctaBnsieMbix
komnaHnen OO0 «KoHduaeHT». OGHOBNEHNE NPOM3BOAUTCS CrieayoLmMM 06pasom:

e HOBble TUMOBLIE LWABMOHLI CUTHaTYp, NpuLealne ¢ 06HOBNEHEM, LOOABNAITCS;

e CO3[aHHble Nofb30BaTeNEM CUrHATYpbl HE YAANAKTCA U ocTaloTca 6e3 M3MEHEHUN;

e N5 CYLLECTBYIOLMNX TUMOBLIX LWABIOHOB cuUrHaTyp Tpadmka — 0GHOBNAETCA TONbKO MHpopMaLms
ckpbiToro pasgena Codepxumoe. Hactpoviku pasgena O6uwjue U COCTOSiHUE CuUrHaTypbl
(akTMBHa/OeakTUBMPOBaAHA) HE N3MEHSIOTCS;

e [ONS CYLWECTBYIOLMX TUMOBLIX LWAGMOHOB CUrHATYyp XXypHanoB — [00aBnstoTCs TOMNbKO HOBble
TUMNOBbIE CUTHATYPbI, NS YXKE CYLLECTBYIOLUX CUTHATYp HACTPOMKM HE U3MEHSIHOTCS;

e [ONS CyLIeCTBYIOLMX TUMOBbLIX LAOMOHOB NEpPEMEHHbIX Tpaduka — [o0aBnsAlTCA HOBble
nepemMeHHble, NS YXXe CYLLECTBYIOLLMX NEPEMEHHbIX HACTPONKM HE M3MEHSIIOTCS.



TunoBble WabnoHbl cMrHaTyp — LWabnoHbl TUMOBbLIX CUTHaTYpP, NOCTaBMSEMblE KOMNaHWEN
OO0 «KoHtumaeHT», koTopble Obinn 3arpyxeHbl npu yctaHoBke ELY wnu nonyyeHs
C cepBepa npu o6HOBNEHUMN (MMEIOT YHUKanbHbIM naeHTudukaTop meHee 100 000).

Monb3oBaTenbckMe CUrHaTypbl — CWUrHaTypbl, CO3[AaHHble Monb3oBatenemM (MMerT
YHUKanbHbIM naeHTudmkatop 6onee 100 000).

CurHaTtypbl XXypHanoB ans moayneun C3U HCLl Dallas Lock 8.0-C/K

B pabGouyeinr obnactu BnoxeHHown kateropum CusHamypbl XypHas08 CNUCOK CUrHaTyp XXypHanos
W CBeJeHNs 0 HUX OTOOpaXKaloTca B BUAE APEBOBUAHOM CTPYKTYpPbI (puc. 115).

KomnoHeHThl

YMNPABAEHWE KOMMNOHEHTOM COB Dallas Lock 8.0 v =
DEACTBMA

Ceogka COB Obwme HaeTpokikn COB CUrHATYp bl YPHANOE HacTpokiku 3BpucTHicd

AobaeuTs

foeepeHHEIz agpeca KoHTpONE NpURoXeHMi KoHTpone peectpa

Onucaue ID curnatypel *  Craryc cobbitua ¥poseHs Tpesori  “actora cpal
@ rpynna npasan Windows 1 Bre
@ rpynna npasin KES 116 Bee
@ YCTapenu 117 Bee CoxpaHuis

@ o cineno WETapenu 118 Bee
Jarpy3nio
(] Janyck 0BHOEAEHKA 119 Bce

(/] JaeepieHme oHOBNEHNA 120 Bee CeepHyT Boe

@ Camozaupra Nporparmmel BelkAHIHEH 121 Bre Pazsepnytb Bre

° BasHEe KOMMNOHEHTE! 33LLMTE! BEIKAMIYE,., 1332 Bce

@ Ofnapywen BpeARHDCHEI OfbekT (nnka.. 134 Bce GUNLTPbI

@ Otnapyxena akTueHan yrposa, Tpebyerc., 125 Bee
Mownck |*

@ Omvpuima onachas coonka 126 Bee
(] CpaboTtan komnoHeHT MNpegoTepalerne .. 127 Bee
° CeTeB0e CORAMHEHME 33BN0KMPOEIHD 128 Bce

@ Ofnapyxena cetesan araxa 129 Bre ONEPATUBHOE ¥TPABAEHWE

e e N

@ O6HoEREHE HE Bre KOMNOHEHTEI 130 Bce
CHUHXPOHM3MPOBATE

Puc. 115. Kateropusa «CurHatypbl xypHanos» anst moayneu C3U Dallas Lock 8.0

Ona curHatyp xxypHanos ana mogynen C3U HC Dallas Lock 8.0 onpeaeneHsl cnegyowmne MHAMKaTophbl
COCTOSIHUS:

° CUrHaTypa akTMBMPOBaHa, COCTOSIHME He HacneayeTca C BepXHero ypoBHS AOMEeHa;
o —  curHaTypa JeakTUBMpPOBaHa, COCTOSIHME He HacneayeTcsl C BEPXHEro YpoBHSl JOMEHa;
—  curHaTypa akTMBMpOBaHa, COCTOSIHME HacrneayeTcs C BEPXHEro YPOBHS JOMEHa;

— CUrHatypa geaktmempoBaHa, COCTOAHUE HacnenyeTcAa C BepXHero ypoBHA JOMEHa;

curHatypa akTUBMpOBaHa, HO He (YHKLMOHMPYET, Tak Kak poauTernbcKkas curHatypa
T [JeakTuBMpOBaHa.

Ons Opyrvx cTOnGUOB 3HaYeHUs curHatyp oToGpakaloTca B COOTBETCTBUMM C 3agaHHbiMn AUB
3HaYeHUaMM.

B paHHOM BRNOXEHHOW KaTeropum MOXHO [00aBnsATb, pedakTMpoBaTb, YyAansTb, akTMBUPOBAThb,
[eaKTUBMPOBaTb, COXPaHATb U 3arpyxaTb CUrHaTYpbl )XypHarnoB. Takke Ans Tabnuubl CUrHaTyp BO3MOXHO
cBopauMBaTb U pa3BopayvMBaTb BCE BIIOXKEHHbIE 3MEMEHTbl AepeBa CUrHaTyp XYpHanoB C MOMOLLbIO
kKHonok CBepHyTb Bce / PazBepHYTb BCe COOTBETCTBEHHO.

[ns npocmMoTpa HaCTPOEHHbIX NapaMeTpoB CUrHaTyp HeobXxoAnMOo HaxaTtb KHOMKy MpocMoTp Ha naHenu
Heticmesus.

Ons gobaBneHnss HOBOM CUTHATYPbI XXypHAaroB Ha ypoBHe [1b Heobxoanmo:

1. Boibpatb [1b B gepeBe koHcOnM n nepentn Ha Bknagky Cucmema obHapyxeHus emopxeHul. Pagom



C HaMMeHOBaHWeM CTpaHuLbl BbibpaTe Moaynb Dallas Lock 8.0.

2. lepenTn BO BMNOXeHHyt0 kaTeroputo CueHamypsl — CuaHamypbl XypHanos v Ha naHenu [eldcmeus
HaxaTb kHornky [lo6aBuUThb.

3. Ha akpaHe nosiButcs OKHO macTepa gobaBneHus curHatyp ypHanos (puc. 116). Beectn kpaTkyto
WHpopmaLmio 1 BblIbpaTe poauTenbCKUe CUrHaTypbI:

TekcTtoBoe none /D cueHamypbl — YHUKamNbHbIA YMCMNOBOW MAEHTUdUKATOp curHaTypsl. None
HeOJOCTYNHO Ons  pefdakTUpOBaHUSA, HOMep MpucBavMBaeTCd aBTOMaTUYEeCKW, HaudumHas
co 3Ha4yeHna 100 007,

TekcToBoe none OnucaHue cugHamypbl — UMS CO3A4aBaeMoun curHaTypsl. [lapameTp moxeT ObiTb
He YHVKamnbHbIM;

TeKkcToBoOe none MHgpopmayuss — KOMMEHTapun Ans co3gaBaemon curHaTypel. [NapameTp MoxeT
ObITb HE YHMKamNbHbIM;
none nowcka Podumerbckue cugHamypsi C BbiNagaloWwmm CrnCcKOM pesynbTaToB novcka — none
Mo3BONSAET UCKaTb NO MMEHaM BCeX CYLLECTBYHOLUMX CUTHaTYp >KypHarios;
nore ¢ nepeyHem MmeH Jo6aBreHHbIX POAUTENbCKUX CUTHATyp — napamMeTp onpeaenserT, B Kakme
CyllecTBytOLIMEe CUrHaTypbl XypHanoB OydeT goGaBrneHa govepHen cosgaBaemasi CUrHatypa.
MoxeT cogepxaTb HECKOMbKO 3HadeHun. 1o ymonyaHuto none:
o MnycToe, ecnu nepeg Haxatuem kHonkn [lo6aBuTb (Ha MaHenw AENCTBMW KaTeropuu
CueaHamypbi XypHanos) He Bblno BbIBpaHO HYU OQHOW CUrHATYpPbl N3 CNUCKA;
O COAEPXWUT MMeHa CUrHaTyp, KoTopble bbinn BbibpaHbl N3 cnvcka nepes HaxkaTueM KHOMKK
[Dob6aBuTtb (Ha NnaHenu gencTBui kateropum CugHamypbl XypHaros).

D MacTep A003ENEHWA CHIHATYD KyPHAAOE >

OBLMe HaCTP oKW CUrHaTyphbl

BEEAMTE KPaTKYI0 MHBOPMALMID W BbIBEPHTE POAMTENBCKME CHIHATYREL

I curHaTypel
OnucaHKe curHaTypel: | CurHaTypa 100001

MHpopmauyma:

FoaWTenbCkMe CHIHATYREI Mauck.., hd

PoguTensckure CHIHAaTyPbl

Hanes OTraeHa

Puc. 116. MacTtep go6aBneHusi curHatyp XypHanos

Ons npoaonkKeHnd npouecca nobaBneHus CUrHaTyp HaXXaTb KHOMKY Danee.



4. YcTaHOBUTb HEOOXOAMMbIEe NapameTpbl curHaTypbl (puc. 117) n HaxaTtb kHonky Oanee.

D Mactep qofiaeneHua carHatyp KypHanos X

Q6wmMe HacTPORKK cUrHaTypbl

YCTAHOBMTE HEOBXOAMMEIE NAPAMETHEl CHIHATYPEI

Cratyc cobbimua ¥poBEHE TPEEOTM: I ~
YacToTa cpabateiBaHuMa; WHTepBaN BpemMeHU!
Koabl coBbITHiA *ypHana:
MapameTpbl
D MR HHYEMTENEHI A CHIHAAKM3ALMA
Hazag, Hanee OTMEHS

Puc. 117. MacTtep ao6aBneHusi curHaTyp XypHanos

5. Boibpatb 06bekTbl AepeBa, AN KOTOPbIX co3gaBaeMasi curHatypa OydeT akTuBHa, nvbo ocTaBuTb
CcUrHaTypy BblKkntoueHHoW. Haxatb kHonky Oanee.

6. [lo6aBuTb KkmoYeBbIE CrioBa (MacKy), KOTOpble OOIMKHbI COAEPXKATbCA B TEKCTE OMMcaHus cobbITus
anga cpabartbiBaHus. HaxaTb kHonky Janee.

7. Tocne oTKpoeTCcs OKHO 3HaYeHW NnapamMeTpoB co3gaBaeMoro npasuna. [ns saBepeHns HaxkaTb KHOMKY
FoToBo.

[ns pegakTpoBaHusA curHatypbl Heobxoaumo BelIGpaTb curHatypy B pabodven obnactu kateropuu

W HaxaTtb KHornky PepakTupoBaTtb Ha naHenu Jelcmeus.

Ons ynaneHus curHatyp Heobxoaumo BblIbpaTb OOHY MM HECKOMbKO CYLLECTBYHOLUMX NOMb30BaTENbCKUX

curHatyp us Tabnuubl M HaxaTb KHOMKY YAanuTb Ha naHenu [elicmeusi, nocne 4Yero noarBepauTb

yoaneHue.

YpaneHvue TMNoBbIX LWAGMoOHOB CUrHaTtyp XypHarnoB HeOoCTyrnHo, npu HeobxoaMMOoCTU Ux
MOXHO TOJIbKO eaKTNBNPOBaTb.

Ona sarpysku curHatyp XypHanoB K3 daiina HeobxooMMo HaXaTb KHOMKY 3arpy3uTb Ha naHenu
Helicmeus, nocne cero B NosiBUBLLEMCS OKHe BblGpaTb HeobxoanMbIi dhaiin curHaTyp XypHaros.

@} Mpu 3arpyske cUrHaTyp XypHamoB K3 chaiina Bce TEKyLUMe CUrHaTypbl XypHanoB OyayT
yAaneHsbl.



CurHaTtypbl XXypHanoB gnsa mogynen C3U HCL Dallas Lock Linux

B pabodyeint obnactu BrnoxeHHow kateropuv CusHamypbl XypHamo8 CMIUCOK CUrHaTyp >XypHanos
W cBeAeHns 0 HUX oTobpaxatoTcsa B Buae tabnuubl (puc. 118).

KomnoHeHTsI
=
¥MPABAEHWE KOMMNOHEHTOM COB Dallas Lock Linux v
DEACTEMA
Ceoaka COB Q6w ke HacTpokike COB CHrHaTypbl XYpHaN0E HacTpoiikk 3BprCTHKK
Onucaiune ID curHatypel = YpoeeHb TpeBorv AelicTBre
@ Npuocranoska sawwtel Kaspersky 1 5 HypHanuposaTe
@ Moncmks BBINCARKTE onepaumio © root 2 4 HypHanmposaTe CoxpaHWib
P ¥P P P
@ 3anyck cepeepa 53H 3 2 *ypHanuposaTe Jarpysurs
@ Heycnewnas nonbimka sxoaa no npotokaay SSH 4 4 *KypHanmposaTe
@ cnewnan nonsimka Bxoga no npoTakony $5H 5 2 HypHanvposaTe SUALTPBI
@ vuethas zanuce cosgana i 2 HypHanuposaTe
@ vuethas zanuce yanena T 5 HypHaauposaTe Mamck ™
@ uethas sanuce nonesoeaTens safnokMpoeada 8 4 HypHanupoEaTe
(] Mpaeuna auditcti Belnm MzMeHeHE 9 7 HypHanMpoeaTe
Q CHCTEMHOR BREMA MEMEHEHD 10 4 HypHanMpoEaTe OMEPATWBHOE ¥TMPABJEHWE
@ Orenouena CHHxpOHMzaUMa © NTP cepeepom 1 2 HypHanMpoeaTe
@ Naponk nonesoBaTena wsmMeHEH 1z 5 HypHanMpoeaTe (BT
@ sudo failed atternpts 13 fi HypHanuposaTe
@ Ocranosxa cuoTemAOi Cyx el 14 1 HypHanupoeate

Puc. 118. Kateropus «CurHatypbl xXypHanos» ansi moayneu C3U Dallas Lock Linux

Ons CUrHaTyp TakKkxke onpeaeneHbl cneayrwmne NHAnKaTopbl COCTOAHUA:

cUrHaTypa akTMBUPOBaHa;

o — CuUrHatypa geaktmBmpoBaHa.

Ona ppyrmx cTonbuoB 3Ha4YeHUs curHatyp oTobpaxkatoTcsl B COOTBETCTBMM C 3afaHHbiMu AWB
3HAYEeHUAMM.

B OaHHOI BROXEHHON KaTeropum MOXHO pedakTMpOoBaTb, aKTUBUMPOBAaTb, OEaKTMBMPOBATb, COXPaHATb
W 3arpyxaTtb CUrHaTypbl XXypHarnos.

Ana akTBaumu / geaktmBauumM CUrHaTypbl UMM HECKONbKUX CUrHaTyp HeobxoaumMo Ha naHenu Jelicmeus
HaxaTb KHOMKY AKTMBUpOBaTL / [leakTUBMPOBaTb COOTBETCTBEHHO.

Ons NPOCMOTP HACTPOEHHbIX NapamMeTpoB CUTHATYpP HeobXxooMMOo HaxaTb KHOMKY npOCMOTp Ha naHemnn
Leticmeus, nocne 4ero OTKpPOETCA OKHO peflaktopa CUrHaTtyp.

PepakTtupoBaHue curHaTyp ocyLlecTBNAeTCH No HaxaTuio KHonkv PegaktupoBaTb Ha naHenu Jedcmeus.
B oTkpbiBleMca okHe PepakTupoBaHue curHatypbl XypHanoB (puc. 119) moxHO aktuBmpoBaTtb /
AeaKTMBMPOBaTb CUrHaTypy C NOMOLLbIO Tymbnepa AKmueHasi cugHamypa, a TaKkke BbICTaBUTb YPOBEHb
Yyrpo3bl AN CUrHaTypbl C MOMOLLbLIO MON3yHKa YposeHb mpegoau (coaepXut 3Hadvenua ot 1 go 10).
TekctoBble nons ID cueHamypbi n OnucaHue cueHamypbl HEQOCTYNHbl ANA pegaktuposaHus. [lone
Helicmeue copepxvuT [OewcTBue, BbINOMHAEMOe npu cpabaTblBaHUM CUrHaTypbl, W COAEPXUT
eOVHCTBEHHOe 3HayeHne — XKypHanuposams.



D PepaktipaBanie cPHaTYpE KypHANGE x

OhLme
ID Curnatype

ONKMCAHKWE CHIHATYPbI

AKTMEHAA CMIHATYpa (:)

Vo
¥poBeHb TPEBOTH = 2

AedcTene HypHANMpoEaTE

MprmermTs OtmeHa

Puc. 119. PepaktupoBaHue curHatypbl XypHanoB ansa moaynen C3U HC Dallas Lock Linux

[nsa coxpaHeHns BHECEHHbIX N3MEHEHUIN HEODXOOANMO HaxaTb KHOMKY MPUMEHUTb, NO HaXaTUI0 KHOMKM
OTMeHa OKHO pefakTopa curHaTypbl OyaeT 3aKpbiTo 6€3 COXpaHEeHUS BHECEHHbBIX U3MEHEHUA.

Ona akcnopta curHatyp >XypHanoB B pain Ha naHenu Jlelicmeusi HeoOXoOUMO HaXaTb KHOMKY
CoxpaHuTb, NOCIe Yero B NOSIBMBLUEMCS CUCTEMHOM OKHE BbIOpaTb AMPEKTOPUIO OIS COXpaHeHus danna
CUrHaTYp XXypHaros.

lMpu coxpaHeHWn curHatyp B ann 3KCNOPTUPYIOTCA BCE CUrHaTypbl C Y4eToM
YCTaHOBIEHHOIr0 COCTOSIHUSA aKTUBHOCTU M HacneaoBaHus.

Ona 3arpy3ku curHaTyp >XypHamoB u3 dainna HeobxooMMO HaxaTb KHOMKy 3arpy3uTb Ha naHemnu
Helicmeus, nocne cero B NOSBUBLLEMCS OKHe BblbpaTb Heo6XxoauMbIN hann curHaTyp >KypHanos.

Mpu 3arpyske curHaTyp >XypHamoB M3 anna BCe TeKyLlMe CUrHaTypbl >XypHanoB OyayT
yAaneHsbl, nocne Yero 6yayT NPUMEHEHbLI HOBbIE CUrHATYpbl U3 dhanna.

CurHaTtypbl Tpaduka ana mogynen C3U HCA Dallas Lock 8.0-C/K

B pabouen obnactn BnoxeHHon kateropum CusHamypbl mpacghuka oTobpaxkaeTca nepeveHb cUrHaTtyp
Tpachmka n cBegeHnss 0 HUX B BuAe ABYyXypoBHeBoro cnucka (puc. 120): nepBbii ypoBEHb CNucka —
PUKCMPOBaHHbIN HAabop rpynn curHaTyp; BTOPOM YPOBEHb CMUCKA — CUTHaTYpbl, BXOZALLME B rpynmny.



KomMnoHeHThI

=
YMPABNEHWE KOMMNOHEHTOM COB Dallas Lack 8.0 v
BEACTBMA
Ceoaka COB Obwme HacTpoikk COB CurHatypel Tpadmka Hactpokicn 3gpKeTiin e
AoBepeHHEIR agpeca KoHTpoAs Nprnom eHKi KoHTponk peecTpa
Curnarypa [rpynnafID) Jleicieme + Tpotokoa Aapec ucrounmka nl
@ Zraemnaeb NpHADKEHNA
@ B0 c noaozpUTENBHEIM MMEREM
@ 15 Hypranwpo,., UDP FEXTERMAL MET ar|
@ 16 Hyprankpo,., UDP FEXTERMAL NET ar|
CoxpanuTb
@ Hypranwpo,, UDP FEXTERMAL MET ar|
@ fexoarposanie npoTokEABHBE KOMaH SHITELTLD
@ Vcnonnaemei ko CBephyTb BCE
(] Hapyierme koHduasHLMANEHOCTH Passephytb see
@ Hewssectrui Tpadimk
@ 2695 Pazopeatec.. LUDP any ar| SUALTPEI
@ wur Hypranwpo,., UDP FEXTERMAL MET il
@ 562 HypHanupa.., UDP SHTTP_SERVERS L Manck "
@ HenogozpurensHii Tpadik Mopr wetounuka  Beifpanel Bce sHaqeHng =
@ Heyaasnas NoMSTEE NOAYHEHMA N0NES OB ATENBCKME NP MEMAE T MopT HasHatenna  Beifpani 0e sHaUeHNa .

(] OBHapy: ke CHCTEMHBIN BRIZ0E

@ Otrapyxena DOS ataka

Puc. 120. Kateropusa «CurHatypbi Tpacdmka» ans mogyneu C3U Dallas Lock 8.0

B cton6bue CueHamypa (2pynna/ID) noMMmMo Ha3BaHWS rpynnbl CUrHATyp U ngeHtTudurkaTopa curHatypsl
oTobpaxkaeTcsl Tawkke WHAMKATOP COCTOSHWS curHatyp / rpynn curHatyp. BoamoxHble vHAuKaTopbl
COCTOSIHUSA:

o —  curHaTypa Wnu Bcs rpynna curHatyp akTMBMpOBaHa;

Q
@
!

—  curHaTypa unu Bcs rpynna curHaTyp AeakTUBUPOBaHa;

— aKTMBUPOBaHbI HE BCE€ CUrHaTYypbl, BXOoAdALlMe B rpynmny.

Cronbey VMHgopmayuss 06 ys38uMocmuU COAEPXKUT MHAOPMALMIO TOMbKO ANS TUMOBbIX
LWAaBMOHHbIX CUTHATYpP, HEAOCTYNEH Ansi peAakTUPOBaHMS.

B [paHHOM BROXEHHOW KaTeropmm MOXHO [00aBnATb, pedakTMpoBaTb, yaansTb, aKTUBUPOBATb,
[eaKTUBMPOBaTb, COXPaHSTb U 3arpyaTb CUrHaTypbl Tpaduka C MOMOLLbIO COOTBETCTBYIOLUMX KHOMOK
Ha naHenu [elicmeusi. Takke Ans Tabnuubl curHatyp BO3MOXHO CBOpayvMBaTb M pa3BopayvBaTth BCe
BMNOXEHHbIE 3NeMEHTbI IepeBa CUrHATYp XXYPHanoB C NOMOLLLIO KHOMok CBepHYTL Bee / PasaBepHyTb Bce
COOTBETCTBEHHO.

Ons nobasneHns HOBOM curHaTypbl Tpaduka Ha yposHe [b Heobxognmo:

1. Buibpatb [b B AepeBe KOHCONN 1 NeperTn Ha Bknagky Cucmema obHapyxeHus emopxeHul. Pagom
C HaUMeHOBaHMeM CTpaHuLbl BbiopaTe Moaynb Dallas Lock 8.0.

2. lepentn B kKaTeroputo CueHamypbsl — CugHamypbl mpaghuka n Ha naHenu [elicmeusi HaxaTb KHOMKY
[dobaBuUThb.

3. Ha skpaHe nosiBUTCA OKHO Mactepa AobaBneHusi curHatyp Tpaduka (puc. 121). BBecTun kpatkyto
UHdopmaLmo 1 BbIbpaTb poAMTENBCKUE CUTHATYPbI:

TekctoBoe none /D cuzHamypbl — YHWUKanbHbIA YUCIIOBOW MAeHTUdUKaTop curHatypbl. [one
HeJOCTYyNHO Ans  pefakTUpoBaHUSA, HOMep MpucBavMBaeTCd aBTOMaTU4eCKW, HaudumHas
co 3HaveHus1 100 0017;

TekcToBoe none CoobleHue — TEKCT, KOTopbli OydeT cofepxaTbCA B MHUMOEHTE
npu cpabaTtbiBaHNM co30aBaemMoi curHatypbl. [llapameTp MOXET BbiTb HEYHUKAMbHLIM;
BbiMagawwmin cnucok [felicmeue — coaepXkuT cregylowmne 3sHadeHus: XKypHanuposame,

Pasopeamb coeduHeHue, Pasopeamb coeduHeHue u b6rokupogsams adpec. 1o ymonyaHuto
yCTaHOBMEHO 3HaveHune XKypHanupogame,



e BbIMAfaKLWUN CNNCOK HarnpasreHue — COOEpPXUT crnegylowme 3HadeHuns: Bxodswul mpaguk
coeOuHeHusi, Bxodsawul u ucxodsuwuld mpaguk coeduHeHusi. o yMON4YaHuio YCTaHOBJIEHO
3HauYeHue Bxodswuti mpaguk coeQUHEHUsT,

e BbiMagalLWUN CNUCOK pyrnna ¢ BO3MOXHOCTbIO MOMCKa WM BbiNaalolUM CrIMCKOM pe3ynbTaToB
novcka — rnone no3BonseT HanTn unu BblIbpaTh U3 BbiNagatoLLero Cnmcka poanTenbCKyo rpynny
Ansi co3gaBaemMon curHatypbl (Habop rpynn curHatyp OUKCMpoBaHHbIN). Mone obAsaTensHo
AnNsi 3anoSfiHeHWs, MO YMOMYaHUWIO Nofe COAEPXUT Creayomne 3HavyeHust:

o [lpoyue amaku — ecnun nepen HaxaTnem kHoMku [lo6aBUTb Ha naHenu OEeNCTBUN
kateropun CuesHamypbl mpaguka He Obino BbIOPaHO HWM OAHOW TrPyMMbl CUrHATYp
n3 Ccrmcka;

O WMS Tpynnbl curHatyp, Kotopasi Obina BbiOpaHa w3 chnucka nepeq HaXaTuem KHOMKU
Ho6aBuTb Ha NaHenn AencTBui kateropun CuegHamypbl mpadghuka.

D bacTep gobaenenna curnatyp Tpaduka X

Q6LWMe HaCTPOWKM CUrHaTYPbI

YEARMTE 0BILME NAPAMETRE CHTHATYIEN M BEIBEMTE POAWTEABCKYD MYy
ID curnaType

CoobuieHme;

JeiicTeme: AYpHANMPOEATE

Hanpaenenue: BxoAaLumi Tpad Mk coeAMHEHKA

Mpeynnat Mpouke aTaku A

m s

Puc. 121. MacTtep ao6aBneHus curHatyp Tpaduka

4. BbibpaTb MPOTOKON M YCTaHOBUTb Heobxoaumble nopTel M IP-agpeca, nocne 4ero HaxaTb KHOMKY
Oanee.

5. BbibpaTtb 06bekTbl AepeBa, AN KOTOPbIX co3faBaemMasi curHaTypa GygeTt aktMBHa. HaxaTb KHOMKY
Oanee.

6. [lo6aBuTb kMYeBble cnoBa, 6aMTOBYKD MOCNEAOBaTENbHOCTb WM MAcKy, KOTOpPblE [OIDKHbI
coepxaTtbCa B Npoxoadiwiem ceteBoM Tpaduke anga cpabartbiBaHus. [Ana nepexoga Ha cnegyloLwmn
war mactepa gobaBneHus curHaTypbl HaxaTb KHOMNKy [anee.

7. MNocne OTKPOETCA OKHO 3HaYeHW MapamMeTpoB CO3[4aBaemoro npasuna. [ns 3aBeplueHns HaxaTb
KHonky FoToBo.

[Ona pepaktnpoBaHusa curHaTyp TpebyeTtca BbiOpaTb B paboyen obnactu curHaTypy / rpynny curHatyp

W HaxkaTb Ha naHenu Jeldcmeus kHonky PegakTtupoBaThb, Nocne B OTKpbIBLLUEMCS OkHe PepgakTtupoBaHue

curHatypbl Tpadmka (puc. 122) npomsBecTn HeobxoauMble HAaCTPOWKM U HaxaTb KHOMKY MpumMeHnTb.



D Pegaktuposanme curHatypel padmka >

fal:)
e ID curnatypel

CoofueHue ichoard.cqiinvalid user addition - aTaka

AKTUEHEA CUMHATYPA ()

AelicTeme ¥PHANMPOEATE

HanpagneHue Broagaw i Tpaduk COBAMHERKMA >

MopT wcTouHKka any b
MopT HazsHaveHKa $HTTP_PORTS v
IP - aapec ucTouHMea $EXTERMAL_MET ~
IP - agpec HasHaqenma | SHTTP_SERWERS v
Mpynna ATaku Ha Web npuaoxeHns v

MpumerHnTe OTMeHa

Puc. 122. OkHo pepakTopa curHatyp Tpadmka ansa moaynen C3U Dallas Lock 8.0

Pep,aKTI/IpOBaTb MOXHO KaK MoJib3oBaTeslbCkMe CUrHatypbl, Tak U TUNOBbIE LLIabnoHbI
curHaTyp, HO  ana  TunoBbiXx  wabnoHoB  curHatyp  pasgen  Codepxumoe
ONA pefakTMpoBaHUE HeOOCTYMEH.

CurHaTtypbl Tpadumka ana mogyneun C3U HCA Dallas Lock Linux

B pabouen obnactn BnoxeHHon kateropum CusHamypbi mpacghuka oTobpaxaeTca nepeveHb curHaTtyp
Tpadmka 1 ceegeHus o HUX B Buae tabnuubl co ctonbuamun OnucaHue, ID cueHamypsl, YpogeHb mpegoau
n [eticmsue (puc. 123).

KomnoHeHThI
=
YNPABAEHWE KOMMOHEHTOM COB Dallas Lack Linux
BEACTBMA
Ceogka COB OBuwme HarTpoiikn COB CurHaTyphl Tpadmka HacTpokiku 3EprETHIK PegakmpoBart
]
Onucanmne ID curHarypel * Ypoeelb 1pesoru  Jleiicisue SKIENPORITE
° L0202 HTML wreekwmna - Orpaxenne (GET) (AAFDL) 2ol 2
L£03:2021 SOL VHeekuma (GETSearch) (MAFDL) 2002 2 CoxpaHuTe
p
° £03:2021 Bregpenue Kommang OC (MEAFDLY 2nn3 2 Farpyauin
° £03:2021 PHP MHeekuna Koga (WAFDLY 2004 2
Brepaperie Ha Ctopone Cepeepa (S5 Tectosaa-MHeekumua (WAFDLY 2005 2 SWUALTPLI
° JHKE - Orpawenue (GET) (WAFDLY 2008 2
@ 2012021 Ofixoa Karanoros — Katanora (WAFDL) 007 2 Mg |
£01:2021 ¥aaneHnoe w Mokanedoe Benouenne Dainos (RFLLFD MAAFDLY 2008 2
° £05:2021 XML -ATaku Ha sHeluHWe oBbekTel DOKE) (WAFDL) 2nng 2
° ¥azeumocTe Shellshock (CGD) MeAFDL) 2010 2 OMEPATUEHOE ¥MPABAEHWE
© FCE 1Lbypass (WAFDL) 25000 2
© RCE 1.2 bypass (WAFDL) 25001 2 CET I
© RCE 2.1 bypass (WAFDL) 25002 2
© FRCE 2.2 bypass (WAFDL) 25003 2
© RCE 3.1 bypass (UAFDL) 25004 2

Puc. 123. Kateropus «CurHatypbl Tpacduka» ansa moaynen C3U HCA Dallas Lock Linux



B cTtonGue OnucaHue MOMUMO OMUCaHWSI CUTHaTYpbl OTOBGpaXxaeTcs Takke WHAOWKATOP COCTOSHMWS
curHaTypbl. Bo3MOXHblE MHOMKATOPbI COCTOSHUS:

0 — CuUrHatypa aktTuBupoBaHa;,

o — CuUrHatypa geaktmsmpoBaHa.

B gaHHOM BROXEHHOWM KaTeropum MOXHO pedakTMpoBaTb, akTMBMPOBAaTb, OEaKTMBMPOBATb, COXPaHATb
W 3arpyxaTtb CUrHaTypbl Tpaduka.

[ns akTvBaumu / geakTvBaumm CUrHaTypbl MU HECKOSbKUX CUrHaTyp Heobxoaumo Ha naHenw felicmeus
HaxaTb KHoMky AKTuUBMpoBaTth / [leakTUBMPOBaTb COOTBETCTBEHHO.

[ns NpocMOTP HACTPOEHHbLIX NapaMeTpoB CUrHaTyp Heobxoanmo HaxaTb kKHonky MpocMoTp Ha naHenu
Jelicmeusi, nocne 4ero 0TKPOETCA OKHO pefakTopa CurHatyp.

PepaktupoBaHue curHatyp ocyLLeCcTBNAETCH No HaxaTuto KHonkv PepakTtupoBaTtb Ha naHenu Jeldcmeus
Uy No ABOMHOMY LUENYKY Ha BblOpaHHOW curHaType. B oTkpbiBLUEMCS OKHE PeaakTupoBaHue CUrHaTypbl
Tpaduka (puc. 124) MOXXHO aKTMBMPOBATL / AeakTUBMPOBATb CUrHATYpy C NOMOLLbL0 Tymbnepa AkmueHas
CueHamypa, BbICTaBWUTb YPOBEHb Yrpo3bl AN CUrHATypbl C NMOMOLLbLIO MOM3yHKa YposeHb mpesozu
(copepxut 3HayveHus ot 1 go 10), a Takke onpegenutb AeWCTBME, BbINOMHAEMOe npu cpabaTbiBaHWM
curHatypebl, Boibpas ero B Boinagatowiem cnucke fJedcmeue. TekcToBble nons ID cueHamyps! n OnucaHue
cueHamypbl HeAOCTYMHbI ANS PeAaKkTUPOBaHMS.

D Pegaktiposanie curHaTypel Thadika x

QhWHe
1D Curnatypel

OnWcaHmKe CUrHaTypbl

AKTWEHZA CHIHATYPa ()

YpoBeHE TpeBOTW = L,

AeiicTene Bnokmposate IP-agpec

MprmMeHKTE OTrmens

Puc. 124. OkHo pepakTopa curHatypbl Tpaduka ana mogynen C3U HCL Dallas Lock Linux

Ons COXpaHeHNA BHECEHHbIX N3MEeHeHNn HeobXxoaMMo HaxaTb KHOMKY anIMeHVITb, Nno HaXXaTUko KHOMKU
OTmeHa OKHO penakTopa CurHaTypbl 6yp,eT 3aKpbITO be3 COXpaHeHNA BHECEHHbIX N3MEHEHUN.

Ons 3KCNopTa CcurHatyp XypHanoB B d)aVIJ'I Ha naHenu Jeldcmeusi HeobBXoANMMO HaxaTb KHOMKY
COXpaHVITb, nocrie 4yero B nossMBLLeMcAa CUICTEMHOM OKHE Bbl6paTb ANPEKTOPUI0 ANA COXpaHeHnda cbaVlna
CUrHaTyp XypHarnos.



Mpu coxpaHeHun curHaTyp B bain IKCMOPTUPYIOTCA BCE CUrHaTypbl C  YYETOM
YCTaAHOBMEHHOrO COCTOSIHMSA aKTUBHOCTM U HacnegoBaHus.

Ona 3arpysku curHatyp XypHamnoB u3 cpanna HeobxoouMMo HaxaTb KHOMKy 3arpy3uTb Ha naHenu
Jelicmeusi, nocne cero B NOSIBUBLUEMCS OKHE BblOpaTb HEOOXO0AUMbIN (harin CUrHaTyp XXypHanos.

Mpu 3arpyske curHaTyp XypHamoB U3 chaina Bce TeKylue CUrHaTypbl >KypHaroB OyayT
yAareHsbl, nocne 4Yero 6yayT NPMMEHEHbI HOBbIE CUrHaTYpbl U3 dhaiina.

CVII'HaTypr . NepemMeHHble Tpadm Ka

B pabouen obnactn BnoxeHHoON kateropun CueHamypbl: nepemMeHHbie mpaghuka CMUCOK NepeMeHHbIX
Tpaduka n nx 3HadveHun otobpaxaerca B Buae Tabnuupl. [JaHHbIA CNUCOK NpeAcTaBrneH crneayloLwwmmm
cton6uamu NMepemeHHasn 1 3Ha4YeHMe.

Kateropusa CueHamypbl: nepemeHHble mpachuka NO3BONSET 3adaTb CeTeBble agpeca
BHYTPEHHEN W BHellHen ceTtu, cepsBepbl, TCP- n UDP-nopTbl, ucnonbsyemole B CETH,
a TaKke rpynnupoBaTb 3TU NEpPeMeHHble, YTobbl 3aTeM WCMONb30BaTb B HACTPOMKax
curHaTtyp Tpaduka. Mpn M3meHeHUn 3HayeHWs nepemeHHow Nnwbas curHatypa, KoTopas
ncrnonb3yeT OaHHYl MepeMeHHy, OOHOBUTCS B COOTBETCTBMM C HOBbIM 3HayeHVeMm
nepemMeHHOMN.

I'IepemeHHble ObiBatoT OBYX TUMOB — MNepeMeHHble OuMana3oHa agapecoB U nepemMeHHble
anana3oHa nopToB.

I'IepemeHHble Anana3oHa agapecos OTO6pa>KaIOTCF| 3eJieHbIM LIBETOM TeKCTa, nepemMeHHble Ouana3oHa
NnOopTOB — CMHMUM LBETOM TEKCTA.

Cnmncok nepemMeHHbIX Mo yMOJ1HaHUO CcoaepPXUT TUNoBble LWabnoHbI nepemMeHHbIX Tpacbvn(a:

HOME_NET — B gaHHOW nepemMeHHON 3agaeTcs guanasoH BHyTpeHHux IP-agpecos. lNepemeHHas
Haxo4uMTCsa NepBOM B CMIUCKE.

EXTERNAL_NETB — B pJgaHHOM nepemMeHHOW 3ajaeTcsa aumanasoH BHelwwHux |P-agpecos.
[MepemMeHHas HaxoauTCA BTOPOW B CMUCKeE.

MepemeHHble SERVERS — rpynna nepemeHHbIX Ans HacTponkn IP-agpecos cepBepos.
MepemeHHble PORTS — B gaHHOW NepemMeHHON 3a4atoTcs nopThbl.

DL_SUSPICIOUS_PORTS — nepemeHHas aBpuctuku CkaHMpoBaHue noaos3purtenbHbiXx TCP
MOPTOB, HAXOAUTCH B KOHLE Cnncka.

DL_UNUSED_SERVICE_PORTS — nepemeHHas aBpuCTkM CKaHUpOoBaHWE HEUCNONb3yeMbIX
cnyxebHbix TCP nopToB, HaxoouTCH B KOHLE CrMCKa.

B paHHOM KaTeropum MOXHO [00aBnATb, pefakTUpoBaTb U yaansaTb NepeMeHHble Tpaduka, a Takke
BOCCTaHaBMMBaTb CMMCOK NepeMeHHbIX Tpadhmka no yMon4aHuio.

Henb3s yaansatb NnepemMeHHble, KOTOpPbIE UCMONb3YHTCA B 3HAYEHUAX OPYTUMX NEPEMEHHBIX,
a TaKxe nepemMeHHble 3BPUCTUK DL_SUSPICIOUS_PORTS
n DL_UNUSED_SERVICE_PORTS. Npwu nonbiTke yganeHus nogobHbIX NnepeMeHHbIx byaeT
BbIBE,EHO COOTBETCTBYIOLLEE COOOLLEHME 006 OLINbKeE.

[na BOCCTaHOBMEHWs CMWCKa MepeMeHHbIX Tpaduka Mo yMOMYaHWIo CreayeT HakaTb
kHomky Mo yMonuaHuio Ha naHenu [elicmeusi, nocre Yero Ans WabrioHOB nepemMeHHbIX
OyOyT BbICTaBMNEHb! 3HAYEHUS MO YMOMYaHWo, BCE MONb30BaTeNbCkue nepeMeHHble 6yayT
yAaneHsi.

IOna pobaBneHus nepemMeHHoOW Tpaduka criegyeT HaxaTb kHomnky [lo6aBuTb Ha naHenu [elicmeus,
nocrie 4ero oTkpoeTca okHO Cos3pgaHue nepemMeHHow Tpadmka (puc. 125), cogepxaliee crnegyrowine
napameTpbl 451 HACTPONKN:

TekcToBoe none [lepemeHHass — Ha3BaHWE MEPEMEHHON, ABMSETCH YHMKANbHbIM NapameTpoOM.
Mo ymonuyaHuio npucBamBaetca uma USER_VARIABLE#Ne, rpe Ne — nopsgkoBbI HOMeEp,
Ha4YnHaLWmncsa c 71;

nepeknoyatens Tun — BbIGOP TMNa NepeMeHHOoN Tpaduka, COAEPXKUT 3HaveHusa Adpec u Nopm;



e nepekntoyatesnb Criucok nepemMeHHbIx;
e TeKkcToBOe nose 3HayeHue C BbiNagalolMm CMUCKOM — MpedHasHayeHo AN BBoAa 3HAYEHWs
nepemeHHon Unun Ans Bblibopa 3Ha4YeHNs U3 CNucka nepemMeHHbIX.

O CozaaHKe nepereHHoi Tpaduka *

CBwme
MeperenHan LISER_WARIARLE#1

Tun Agpec

CnWcok nepemeHHER: HOME_MET

fobaeute

3HaueHMe

IHaYEHME He EanWaAHO

MpHmMEHKTE OTmeHa

Puc. 125. OkHO co3pgaHusa nepemMeHHon Tpadumka

[ns coxpaHeHMs HOBOW NepeMeHHon Tpaduka HeobXxoanMO HaxaTb KHOMKy NMpUMeHUTb, Npy HaxaTum
Ha kHonNKy OTMeHa OKHO CO34aHuWs NOMb30BaTENbCKON nNepemMeHHoW Tpadwuka Oyaer 3akpbiTo
6e3 co3gaHusa HOBOW NepeMeHHOMN.

[o6aBneHHble HOBble MepeMeHHble MonagalT B KOHEL, CnUcKa, HO nepen nepeMeHHbIMM
3BPUCTUKM.

PepnaktnpoBaHue nepemeHHbIX Tpaduka ocylecTBnsieTcs Yyepe3 okHo PepakTupoBaHue nepemMeHHOWM
Tpadmka. Pepaktop 3anyckaeTcs HaxaTuem kHonku PepaktupoBaTtb Ha nadHenu [edcmeus
U1 ABOMHbLIM KIMMKOM MO BbIOpaHHOW NnepeMeHHoN Tpaduka.

Pe,D,aKTI/IpOBaTb MOXHO Jo6ble nepemMeHHblIe TpachKa, KpoMe TMnepemMeHHbIX 3BPUCTUK
DL_SUSPICIOUS_PORTS v DL_UNUSED_SERVICE_PORTS.

5.8.4 HacTponku aBpUCTUKMN

Ha ctpaHvue YnpaBneHue komnoHeHToM COB B kaTeropyn HacTpoukn 3BPUCTUKU perynumpyoTcs
HaCTPOMKM 3BpMCTUYECKOrO aHanusa. Paboyas obnacTb kaTeropum cogepXut B Buae Tabnuvubl CNmMCoK
aTak 1 rnobarnbHble HaCTPOWKN 3BPUCTUKU, @ TakkKe UX 3HaveHus (puc. 126).



KomnoHeHTsl

YMNPABNEHWE KOMMNOHEHTOM COB Callas Lock 8.0 v
AEWCTBUA
Ceoaxa COB OBuwwe HacTpofiki COB CarHaTypBl . HacTporik 36pHCTHRH
flosepanbic agpeca KonTposs npmaox e Kortpons peactpa
anpeT Ha M3MEHEHHE loAMTHKa - HaueHHEe Hn moayna
Zanp T 3 T ¥
o Araka: ARP spoofing/poisoning Boicn DLB.D {11K1Z, 1IK13) IR
o Araka: DHCP-atakn Buikn DLB. {MIK12, VK13)
o Araka: ICMP flood Brikn DLE (WKLZ, WKL) Pima nonumakn | ©
d Airaka: Open Tear Buicn DL3. {1IKLZ, VK13)
o Araka: Short Headers Bricn DLE.D (K12, VK13) Dallas Lock 8.0 K12
o Araka: Smurf Beikn DLEA (MKLZ, K13 Diallas Lock 8.0 K13
d Araka: TearDrap (ana ICMP npoTakona) Beikn DLB. {MIK12, K13)
d AT3KE AHOMBAEH3A CETER3T AKTHEHOCTS Bhikn L3 (HIKLZ, K13)
iraxa: 3awma o1 DDoS-ataxm (salumra ot hayaa i I }
Airaka: 3 DDos ( ) B DL3.0 {VIK1Z, K13)
o Liraka: Mepekpoimie aronoskos Boicn DLB. {1IK1Z, IK13)
Araka: C Hemeno, c TCP nopros Beicn DL8.D {11K1Z, K13)
P P
maka: CHaHWpOBaHHe NoAcspHTEnsHEL: TCP nopros ik ! 3
Airaka: C TCP B DLB {MIK12, K13)
) ATaka: CRaHWPOEIHME NOPTOE Beikn LA (VK12 K13)
o VICknroHeRHa AN CKaMpoBanKs NopTos (nepesens) 138, 139, 445 LB {HIK1Z, K13) CUERATELIDERAEJEUE
o Oftem Tpadikasa 10 M, 477 0NPEARNEHYA aHOMBALHON CeTeroii akTveHocTi 2016 DL3.0 {MIK1Z, VK13) S ———
o MpogonsuTensHOCT araku (cek) 20 DLB.D {11K1Z, 1IK13)
o Ckatip Hewe TCP napras (nep 80, 53, 21, 25, 110, 3305, 22, 4899, 443 DLB. {MIK12, VK13)
) CkaHip P TCP naprot (nep 1080, 12345, 2773, 2774, 5877, 6713, 6787, 16859, 30003.., DLA.D (MK12, VK13)
d UyBETEHTENSHOETE CK3HHPOE3HMA NOPTOE 5 DL3.0 (VIK1Z, K13)

Puc. 126. Kateropusa «HacTponku aBpucTukm»

Cnuncok HacTpoek 3BPUCTUKN MEHSIETCS B 3aBUCMMOCTWM OT TOrO, YNpaBfieHWE Kakum Mogynem Obino
BblOpaHo.

[na peaakTMpoBaHUS HACTPOEK SBPUCTUKU HEoBXoauMMo Ans BbiGpaHHOW B TabnuLe NOMUTUKA HaxaTb
kHonky CBoWcTBa Ha naHenu [elicmausi.

Mpun nHMuumnpoBaHMn kKomanabl 3anycmumes pouecc obHosneHusi COB Ha Bknagke Ceodka
COB npoucxoant OOHOBNEHWE HACTPOEK 3BPUCTUKM (BCe MONMUTUMKM, kpome aTtak) COB
mogynen C3WU Dallas Lock 8.0-K/IC gns Bcero [OB, npegoctaBnsiembix KOMMaHWewn
OO0 «KoHtnaeHT».

I'IpM 3TOM Ha YpOBHE 0B MeHATCca 3Ha4YeHUs MONUTUK, KOTOpble He Obinn HaCTpPOEHbI
nornb3oBaTesieM.

5.8.5]loBepeHHbIe agpeca

Ha ctpaHuue YnpaBneHue komnoHeHToM COB B kateropuu [loBepeHHble agpeca Ans Mogynen
C3U Dallas Lock 8.0-K/C otobpaxatotcss aosepeHHble IP- 1 MAC-agpeca, a Takke CBEAEHUSI O HUX
(puc. 127).

KomnoHeHTE
=
Y¥NPABJNEHWE KOMMNOHEHTOM COB Dallas Lack 8.0 v
AEACTBMA
Ceopaka COB Q6w He HacTpokkn COB CHrHaTYpel - HacTpokKkn 3BpHETHRH Nlobasms
foBepeHHbIE agpeca KoHTpoAR nprAoXEH i KonTpone peecTpa

Ajgpeca = Kommentapuid  Ommertka B #ypHaie
@ 101020090 test 1 Beikn
@ 101010091 Bika

ONEPATUMBHOE ¥MPABAEHWE

Puc. 127. Kateropus «[JoBepeHHble agpeca»

IOna noGaBnenns [oBepeHHOro agpeca B T1abnuuy Heobxoaumo HaxaTb KHomnky [ob6aBuUTb Ha naHemnuv
Jelicmeusi, nocne 4yero B OTKpbiBLIEMcS okHe [lo6aBneHue goBepeHHoro agpeca COB 3anonHutb
HeoOxoaMMble AaHHble (puc. 128).



O foBaenedwe gosepedHoro aapeca COB

fosepedHele agpeca
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Puc. 128. OkHo fo6aBneHUs foBepeHHOro agpeca

PepaktnpoBaHue BbIbpaHHOrO agpeca 13 cnmncka ocyLecTBASeTCs Mo HaxaTuio KHonku PepaktupoBatb
Ha naHenu [elicmeus vwnn NO OBOMHOMY KNWKy Ha BblbpaHHbIV agpec. OkHO pegakTtopa AO0BEepeHHbIX
agpecoB aHanorM4yHo okHy gobasneHus (puc. 128).
Ona yaaneHuns agpeca Heobxoaumo BbibpaTh agpec B Tabnvue v HaxaTb KHOMKY YAanuTb Ha naHemnm
Heticmeus, nocne 4yero noaTeepauTb yaaneHve. MoXHo BblOpaTb HECKONBbKO agpecoB OQHOBPEMEHHO.

5.8.6 KoHTponb npunoxeHuun

Ha cTtpaHuue YnpaBneHune komnoHeHToMm COB B kaTteropmv KoHTponb npunoxeHun ans mogynen
C3WU Dallas Lock 8.0-K/C perynupytoTcs HACTPOMKN KOHTPONS NPUIOXEHUA AN o6HapyXeHUst aHoManui
B noBefeHun npunoxeHun n OC gna scero b (puc. 129).
B paboueri obnactu kateropum otobpaxkaeTcs CNNCOK MpaBuIlT KOHTPONS NPUMOXEHNA U CBEAEHNS O HUX
B BUAe Tabnuubl.

YMPABAEHWE KOMMOHEHTOM COB
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KomnoHeHTel
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Puc. 129. Kateropus «KoHTponb npunoXxeHum»

1)l

AEACTBAA

Aobasurn

ONEPATUBHOE ¥TPAB/EHWE

Cunxponnauposars

Cnuncok npaBu KOHTPONS NPUIIOXKEHWI COAEPXKMUT CNeaytoLmMe TUMbl NPaBuI:

e rnoGanbHble npaeBwna — npaBwna, 3ajawlwee rnoGanbHble  HacTPOWKM
Mo YMOMUYaHWUIO AN NPUMOXKEHWI;
e ronb3oBaTeflbCKWe MpaBuna — MNpaBwuna, Co3daHHble aAMWMHUCTPaTOpPOM

Ge30nacHoOCTU, UMetoLLMe ToYeYHble HacTpoiiku. MoryT HacnegoBaTb napaMeTpsi
rno6anbHbIX NPaBu Mo YMOYaHUIO U UMET CaMblii BbICOKUIA NPUOpUTET. B rpynny
nosib30BaTeNbCKMX NPaBuIl Takke BXOOAT YeTblpe NpeaycTaHOBIEHHbIX NpaBuna,
HeobxoauMble ANA KOPPEKTHOM paboTbl onepauMoHHON CUCTEMbI U NPUKNagHOro
nporpaMmMHoOro obecneyYyeHunsi: CUCTEMHbIE MPUMOXeHUsl, web-6pay3epbl, 0OUCHBIN
nakeT NPUINoXeHWI, NporpamMHoe obecneyeHue.

B cTon6ue Ne ons nonb3oBaTenbCKUX NpaBui 0TobpaxaeTcs HOMep NpuopuTeTa 1 MHOUKATOP aKTUBHOCTU
npasuna. ViHgukaTopbl COCTOSIHWSA MOTYT NPUHUMATL CneayrLwuii BUA:

NnpaBuro akTUBMPOBAHO M BCE 3HAYEHUS] AN CUCTEMHbIX (OYHKLUMIA YCTaHOBMEHbI
B PaspeuwieHo;



npaBuno akTMBMpoBaHO W BCe 3HaA4YeHuUa [ONna CUCTEeMHbIX (byHKLI,I/II7I YCTaHOBIEHbI
B 3anpeuweHo;
npaBunno aktTneBmpoBaHo, HO He BCE 3Ha4YeHuUda OnA CUCTEMHbIX (byHKLI,I/II7I BblCTaBIeHbl

° B PaspeweHo vnn 3arnpeuwieHo;

— npasuno geaktmBnpoBaHo.

Homep npuoputeTa npucBanBaeTCsl KaxaomMy HOBOMY NpaBuiy aBTomaTudecku, obasnss
ero B KoHeL, cnucka, roe 1 — HauBbICLUMA NpuopuTeT npasuna. [oMeHATb npuopuTeT
npasura MOXHO MpY NOMOLUU KHOMOK YBENUYUTbL NPUOpUTET U YMEHbLWUTb NPUOPUTET
Ha naHenu Jeticmsus.

Ins rnobanbHbix npaBun ctonbel Ne otobpakaeT cocTosiHUe npasuna.

IOna ocTanbHbIX CTONOUOB Tabnuubl 3HayYeHWss oTobpaxaltTca B COOTBETCTBUM C  3af4aHHbIMU
aAMWHUCTPATOpPOM 0e30nMacHOCTM 3HAYEHUAMMU.

[na npMmeHeHnsa nameHeHnin Ha MoayNAx HeobxogMmMa CUHXPOHM3aLUMS.

B naHHOWM kaTeropymM MOXHO A06aBnsTb, pefakTUpoBaTbh, yOansTb, akTUBUPOBATb, OEeaKTUBUPOBATb,
MOHWXaTb UKW NOBbILLATL MPUOPUTET NPABUI KOHTPOISA NPUIOXEHWIA.

[MpropuTeTbl NpaBu KOHTPONSA NPUIIOXKEHUA NPeACTaBNAT COboV CReayIoLLYI0 nepapXuio:
e onb30oBaTenbCKMe NpaBuna MMEKT Camblil BbICOKUIA NPUOPUTET;

e rnobanbHble MNpaBuna MO YMOMNYAHMIO ANS MOAMUCAHHbIX W HenoanMCaHHbIX
NPUNOXEHUA UMEIOT CPEAHUIA NPUOPUTET;

e rnobanbHOe MpaBWMNoO ANS MPUIIOKEHWN MO YMOMYaHUIO UMEET CaMblii HU3KWN
npuopuTeT.

Mpu HaxaTum kHonkn [Jo6aBUTb OTKPbIBAETCA OKHO AnNs A06aBreHUs Nonb30BaTENbCKOro npasuna
KOHTpons npunoxeHuii lo6aBneHne npaBumna KOHTpons npunoxeHun (puc. 130).

O AoBaseHE NPABUAS KOHTPOAA NPHADXKEHMH *
QbWke Onucanne npaenna

Ayt AKTHEHOE NpaBKan

Nenesoes e
Mpunoxenus, AN KOTOPBE NPUMEHAETCA NPABUAD (MOXHE YKA33Th MaCky MyTH)

Mym  MMapamerpbi zanycka

Aobasute

¥ Aoctyn CUCTEMHBIE YHKUMM MPMACKEHUA I
Hacnegyerca Mogwbukalms namMaTi 44pa © NOMOLEHR NRAEKNEMME 0T134KM
Hacnegyerca Brizos dyHkumn SetWinEventHook gna eHeaperna dil & wyxoid npoyecc
Hacaegyerca Brizos dyHkumn SebWindowsHook ana sreapenna dil 6 wyxoi npoyecc
Hacnegyerca Boizos dyHkumn SetThread Context Ana sHegpeHwa B Syxod npouecc
Hacnegyerca Brizos dyHKUMK 404 paBoTel © NamMATER Yy 0ro Npolyecca

Hacnegyerca Brizos dyHkumn DupHandles gna paboTel ¢ oBbekTami dyKoro npoyecca

INEEEEE W

Harnenserca Bomns thadvindd Ang cozaadiad NoToea B s oel DRoLecce

MpKMEHKTE OmhaeHa

Puc. 130. OkHo «[lo6GaBneHne npaBuna KOHTPONSI NPUNOXEHUN»

Ha Bknagke Obwue npegnaraeTcAa 3anofiHnTb OCHOBHbIE [daHHble W MapaMeTpbl, OTHOCALLneCcA
K nMpaBujiaM KOHTpONA np|/|n0>|<eH|/||7|:

e TeKkcToBoe none OnucaHue npasusa — HasBaHWe npasuna (napameTp ABNsSeTcs 0GA3aTenbHbIM,
MOXET ObITb HEYHUKAbHBIM);

e TymMGriep AKmueHoe rpasurio;

e Tabnuua ans noGaeneHus NPUIOXEHUIA, Ha KOTopble pacnpocTpaHAeTcs NpaBuio — CoaepPXKuUT



cnegywowue ctonbubl: MyTb, MapamMeTpbl 3anycka. ObA3aTenbHa NS 3anofiHEHUS, B paMkax
OHOro NpaBuna B Tabnuvue He MOXET codepXaTbCsl OOUHAKOBbIX AUPEKTOPUIN MPUINOXKEHWUN;
e kHOMku Jo6aBUTb, U3MEeHUTb 1 Yaanutb — No3BOMSOT yNpaBnaTe TabnuLen ¢ NpUNoXeHUsMu:

o kHonka [lo6aBUTbL — OTKpPbIBAET OKHO AN AobaBneHus nyTu 1M napameTpoB 3anycka
NPUNOXEHNS;

o KHOnka U3mMeHUTb — OTKpbIBAEeT OKHO AN M3MEHEHUs NyTM U napameTpoB 3anycka
BbIOpaHHOro NPUNOXeHMS;

o KHOMKa YaanuTb — MO3BONAT yAansATh Yyka3aHHOE NPUIOXEHUE;

e Tabnuua c HACTPOWMKOM CUCTEMHBIX (PYHKLUA MPUMAOXKEHUN — MO3BONSAET ANS NepeyvmcrieHHbIX
CUCTEMHBIX DYHKUMIA NPUNOXEHNs yNpaensaTb AocTynoM. Coaepxut cnegyowme ctonoubl:

o cronbey c yekbokcammn — ynpaBnsieT 3HavyeHnsimMum B ctonbue foctyn. B wanke Tabnuubl
Ana  gaHHoro ctonbua  coaepXKuTcs  BbICOKOYPOBHEBLIA  YEKOOKC, MO3BONSAOLLMN
ynpaBnATb 3HAYEHUAMUN BCEX YEKOOKCOB Tabnuuibl;

o cTonbey foctyn — oTobpaxaeT 3HayeHUs B 3aBUCUMOCTU OT YCTaAHOBMEHHOMO
cocTosiHuA Yekbokca. CogepXuT creayloLmne 3HavyeHus:

»  PaspeweHO — N CUCTEMHON DYHKUMM NPUNOXEHNS OOCTYN paspeLleH, syenka
OKpalleHa B 3eMeHbIN LBET;

*  3anpeweHo — ONa CUCTEMHOMN PYHKLUN NPUMNOXEHUST OCTYN 3anpeLleH, syenka
OKpalleHa B KpacHbIW LiBET;

» Hacnedyemcss — pns CUCTEMHOW (PYHKUMWM MPUIIOXEHUS 3HA4YeHne JocTyna
HacnegyeTcss OOHOBPEMEHHO OT rrobanbHoro mnpasvna Anst NognMCaHHbIX
NPUNOXeHW 1 oT rnobaneHoOro Npasuna Anst HeNOANUCAHHBIX MPUITOXEHWIA;

Ecnu B ctonbue [octyn onpegeneHo 3HadeHue Hacmedyemcs, A4enka CO 3Ha4YeHUeM
MOXeT ObITb OKpalleHa B cregyoLue LBeTa:

e 3eneHbll — OT rnoGanbHbIX MpaBuil AN MOANMCAHHBLIX M HEMOAMUCAHHbIX
NPUNOXEHWUN OAHOBPEMEHHO HacneAyeTcs 3HaYeHne PaspeweHo;

e KpacHbll — OT rno6arbHbIX NpaBWn ANs MOAMUCAHHBLIX W HEMOAMUCAHHBIX
NPUNOXEHWUN OAHOBPEMEHHO HACcNeaAyeTCcs 3HaYeHne 3anpeueHo;

e CUHMA — oOT rnoGanbHbIX MpaBuUM AN MOAMUCAHHBIX W HEMOAMUCAHHBIX

NPUNOXEHWIN HacneayoTCs pa3Hble 3HaYEHMS.

o CucmemHble pyHKUUU MPUIoXeHUs1 — cTonbel ¢ (UKCUPOBaHHLIM HabOPOM CUCTEMHbIX
POYHKUUIA NPUNOXKEHUS.

Ha Bknagke Aydum npegnaraetcs 3anofHUTb NapameTpbl, OTHOCAWMECs K ayauTy CcobbiTun
6e3onacHocTy:

e yekbokc Hacnedosamb — nNO3BONSET OAHOBPEMEHHO HacnenoBaTb napameTpbl Ayauta oT
rnobanbHOro npaBuna Ans MNOAMUCAHHbIX MNPWUMOXEHUA M OT rnobanbHOro npasuna Ans
HenoAnuCaHHbIX MNpunoxeHun. MNpu BKMHOYEHHOM 4Yekbokce ocTanbHble napameTpbl Ayauta
HeLOCTYMHbI ANS peAakTMpoBaHus. 1o ymonyaHuio YekGOKC akTUBUPOBaH;

e TON3YHOK YPOBEHb XypHanupoeaHusi — YCTAaHOBMNEHHbIN YPOBEHb XypHanNMpoBaHus Ans cobbITUi
ycrnexa u oTkasa npu cpabaTbiBaHuM npaBuna. Coaepxut 3HadveHnust ot 1 go 710, 3HayeHue
no ymonuaxuio: 5;

e yekbokcbl Aydum ycriexa u Ayoum omkasza — NO3BONAIOT BblOpaTh, kKakue cobbiTus nognexar
ayguty. Mo ymonyaHuio YekboKehbl akKTUBUPOBAaHbI.

Ha Bknagke [lonb3oeamernu 0T06pa>|<aeTc;| CNNCOK Nonb3oBaTtenen, K KOTOpPbIM 6yp,eT NMPUMEHATbCA
CcO3aaHHOoe npaBwuIio. PeannsoBaHa BO3MOXXHOCTb Bbl60pa MaHOaTHbIX ypOBHeIZ nocrtyna nonb3oBaTenen,
Ona KOTopbIX 6y,u,eT NnpUMEeHeHo npaBuno.

[nsi coxpaHeHns HOBOroO Npaswuia HeobxoanMo HaxaTb KHOMKY MPUMeHUTb, AN OTMEHbI BCEX BHECEHHbIX
n3meHeHunn 6e3 coxpaHeHus HOBOro npasunna — OTMeHa.

PyHKUMOHaNbHas BO3MOXHOCTb pPefaKTMPOBaHWs MpaBuil KOHTPOMS MpunoxeHun B koHconu ELYY
OCYLLECTBMAETCH 4Yepe3 OKHO pedakTtopa MpaBuil KOHTPONS nNpunoxeHun. Pepaktop 3anyckaeTcs
no HaxaTuio KHOMkM PepmaktupoBaTb Ha naHenu [eldcmeusi wniv nNo OBOWHOMY KWKy Ha CTPOKY
C NpaBuIIOM.

WHTepdenc n Habop napameTpoB pepakTopa MOfb30BATENbCKOrO MpaBuiia aHanorMdHbl MHTepdericy
1 Habopy napameTpoB okHa [lo6aBneHne npaBuna KOHTpons npunoxenun (puc. 130).



Ons npasuna CucremHble npunoXxeHud peaaktnposaHme He4OCTYNHO — NpaBusio Bceraa
aKTMBHO M OTKPbIBAETCA TOJIbKO OJ14 NpoCMOTpa.

[na pegakTupoBaHus rnodanbHbIX NpaBun OOCcTynHbl pasgensl O6wue n Ayoum (puc. 131). B pasgene
O6ujue MOXHO ynpaBnATb AOCTYNOM A5l NEPEYNCIIEHHBIX CUCTEMHBIX (OYHKLMIA NpunoxeHusi. HacTpoiika
napameTpoB B  pasgene Ayoum  nNpou3BOAWTCA  aHariorMYyHO  HAcTpolike  napameTpoB
ANS NONb30BaTENbCKUX NPUMOXKEHWUA.

O HacTpoiika npracxkeHui no yMonqaHKm X

CELe ~ Joctyn CHCTEMHBIE YHIKLMH NpUAOsKEHUA

Ayt Paspeiiienn Mogudinkals MamaTi aApa © NOMOLLE NPMERAERNR TA3AKN
Pazpeweto Bezos dynkurn SetinEventHook gna sneaperna dil 6 wykoi npouecc

Pazpewero Bezos dynkumn SebindowsHook ana sreapenna dil & qyxoi npogecc

Paspeweno Besos dynkumi SetThread Context Ana sHeAperua B Wy ol npoyece

Pazpewweo Bemos dyHkuWi 4na paboTel © NamaTer Yy 0oro NpoLecca

Pazpewero Bezoe dynkumn DupHandles gna pafoTel ¢ oBbekTamu Sykoro npouecca
Paspeliern Bbmos diyHKUMM ANA CO343HMA NOTOKE B Yy KOM NpOUECe

Pazpeliero Beizoe deyHKUMM NOTOKE B 4yKom Npolecce

PaspelueHo ¥npagnesine Sy MM NpOLECCOM C NOMOWER 0TA3A04H0ro AP

Paspeweno HMHctannayua gpaiisepa

Pazpewero 3anyck gpafieepa

Paspewenn MHctannayua cayshil

Pazpewero 3anyce cayxbel

Fazpewero BzanmogeAcTENe © gpyrim NPOULCCOmM NOCPEACTEOM OTCEUIKM OKOHHEDX COOBLLEHIA
Paspewenn BsaumogeicTeme © Apyrim npougccom nocpegeTeom oTceiakn DOE confuerui

Pazpewero BzaumogeicTeme  apyrim npougccom ¢ nomowys OLE ofeektos

Pazpeweno Bezos dynkumn gna otnpaskn ICMP cooBugenma

Paspeweno Besos DMEAPT

Pazpeliero Janyce AoBepeHHED: (MOAMKCEHHEL) 404EpHIMX NPOLECCaE
Fazpewero Janyck He gosepeHHb (He NOANMCAHHER) ADHEPHUX NPOULCCOE

PazpeweHo MonydeHme KOHTEKDT ASCKTONE KMAW 3KTWEHOMD OKHA (BOSMOXHOCTE CHATHE CEPMHLLOTA)

I J QI JJ o JJ Qo J < Jo Q< Jo J< Q< Q< Q<<

Pazpewero MNMepexgat HaxaTna KasMw

MpumeruTh OTmens

Puc. 131. PegakTop rno6anbHbIX NpaBusl No yMo4aHuio

Uekbokc Hacnedoeamb B pasgene Aydum Ons rnoGanbHbiX NpaBui MPUMEHUM TOJIbKO
ANs NOANUCAHHBIX U HeMoAMMCaHHbIX MPUMOXEHWI, AN rnobanbHbIX NpaBui No YMONYaHUio
[aHHbIN YeKOOKC OTCYTCTBYET.

PyHKUMOHaNbHas BO3MOXHOCTb pefakTUpOBaHUA MNOMb30BaTENbCKMX NPaBUN KOHTPONSA MPUITOXEHUN
B koHconu ELLY ocyuwiecTBnseTcs Yyepes okHO pegakrtopa HacTpoiku npaBuna KOHTPONS NPUNOXEHUN.
PepakTop 3anyckaeTcs no HaxaTuio kHomku PepakTupoBaTb Ha naHenu [elicmeust nnv no ABOWHOMY
KWKy Ha CTPOKY C npasuriom. MiHTepderic n Habop napameTpoB pedakTopa Nofb30oBaTenbCKOro npasumna
aHarnornyHbl uHTepdency n Habopy napameTpoB okHa [lobaBneHue nNpaBuna KOHTPOIS NPUNOXEeHUN
(puc. 130).

PepaktnpoBaHue rnobanbHbIX NpaBui KOHTPOMNsS npunoxeHun B koHconu ELY ocyulectenseTtcs yepes
oTAoenbHoe OKHO pepakTtopa (puc. 131), 3anyckaemoro npu MOMOLWM KHONKM PepakTupoBaTb
UM No BOMHOMY LLIEMYKY Ha CTPOKY C NPaBuoMm.

5.8.7 KoHTponb peectpa

Kateropusa KoHTponb peectpa (puc. 132) Ha cTpaHuue YnpaBrneHue komnoHeHTom COB nossonser
ans mogynen C3WU Dallas Lock 8.0-K/C orpaHuumBath nonbiTkM MO M3MEHSTb B CUCTEMHOM peecTpe
HacTponkM Kputudeckux obvektos OC.



KomMnoHeHTsI

Y¥MPABAEHWE KOMMOHEHTOM COB Dallas Lock 8.0 v
BEACTBMA

Ceoara COB Ofiwme HacTpodkn COB CurHaTypbl - HacTpoliky 3BpMcTHIM

Hoeepernbie agpeca KonTpoae npraoxcernii Kontpone peecrpa

KI]HTPI]H"PNEMI)IE KAHOUM peecTpa
@ Active Desktop
@ HEEY_USERSYMContral PanelDesktopt®
© HEEY USERS™SoftwareiMicrasoftinternet ExplorerDesktopiComponentsi®
@ HKEY_USERS™Software\Microsoftilnternet Explaret\DesktophGenerali* OMEPATMEHOE ¥TIPABAEHWE
© Bawneie ko peectpa
@ 2anucw aeTosanycka
@ HEEY LOCAL MACHINE\SoftwaretMicrosaffiWind ows NT\CurrentyersiontIniFileMapping\Autorun,inf*
@ HKEY_LOCAL MACHIMEYSoftwareiMicro s oftiind ows Currentyersion Explorer AutoplayHandlersiC anceldutoplayFilesy
© Knwoun peectpa - Internet Explorer
O Knioun peectpa - asTosanycka
[x]) Kputnqeckne obbektel 0bono4km
[ x] bogynn asTosanycka
© HKEY_LOCAL_MACHIME, SoftwaretMicros oftind ows NTLCurrentiersionyfind ows\Applnit_DLLs
© HKEY_LOCAL_MACHINE\SoftwaretMicrosoftyWindouws NTYC urrentyersioniind ows\lcon ServiceLib
© HEEY_LOCAL_MACHINE SoftwaretMicrosaffiWind ows NTHCurrentiersiontfind ows\LoadApplnit_DLLs
(] HEEY_LOCAL_MACHINE, Systernh Control Set*\ Services\*\PararmetershServiceDll
(<] HEEY_LOCAL_MACHINE, 3ysternhCurrentContral et Services\" Parameters\ServiceDIl
(%] HacTpoieu Internet Explorer
@ Hacrpoiicn WinLogon
© Hacrpoiicn Wkreprera
0 OFrert ABTO3ANYCKS
(%] OrpaHK4eHua NPMADHKEHHA
@ Cnachas akTreHocTE
© Nogenauaembie mogyam Internet Explorer
[ x ] Pacwmpenna ofonaukm
Q CHETEMHBIE 0BBEKTEI

@ Cucremnbie daine koHdurypaLmm

Puc. 132. Kateropus «KoHTponb peectpa»

Pabouas obnactb kaTeropum KoHTponb peecTpa coaepXut nepedeHb KOHTPONMPYEMbIX KItoven peecTpa
B BuAEe [OBYXYPOBHEBOrO CMUCKa: MepBbli ypOBEHb ChMcka — (UKCUPOBaHHbIA Habop rpynn
KOHTPONUpYyeMbIX Kroyen, BTOPON ypOBEHb CNMcKa — KIoYW peecTpa, Bxogswme B rpynny. OaHHbIv
CMUCOK COAEPXKMUT Has3BaHWe rpynnbl KOHTPONMPYEMBbIX KINoYen nnmn HassaHne o4MHOYHOrO KrtoYya peecTpa
C NHANKaTOPOM COCTOSAHUSA. HAMKaTOPbl COCTOAHUA Ha ypoBHe [16 MoryT npuHumaTs cnefyowun BUa:

o — KIHOY peecTpa uim BCA rpynna Kriroyen aKTBMpPOBaHa,
° — KIHOY peecTpa 1Uim BCA rpynna Krirouen OeaKTUBUPOBaAHa,
0 — aKTMBMPOBaHbI HE BCe KIo4uK, BXogdAllne B rpynny.

B paHHOM KkaTeropmm MOXHO npocmatpuBaTtb, 000aBnATb, pegakTupoBaTth, YAansaTb, akTUBUMPOBATb U
JeakTuBMpoBaTb KMUM peecTpa. Takke Ha ypoBHe rpynnbl, noarpynnel, APM un wmogynewn
C3MU DallasLock 8.0-K/C pgoctynHa HacTpomnka HacnegoBaHWsi COCTOSHUS akTMBHOCTM KIkoya peecTpa
C BEPXHEro ypoBHsI JOMeEHa.

Mpu Haxatum kHonkn [o6aBUTbL OTKPbIBAETCA OKHO A00OaBneHMs HOBOrO KOHTPONIMPYEMOrO KItoya
peecTpa, cofepxallee cnegyoume napameTpb:

TekcTtoBoe none Knro4 peectpa — BBOA Macku Kroya Unm BETKN peecTpa;

Tymbnep AKTUBMpPOBAaTb KIHOY;

KHOMKa, NO3BOMAIOLLAA OTKPbITL NPOBOAHMK 4118 BbIOOpa BETKM peecTpa;

kHonka MpumeHnTb — no3sonsaeT o6aBUTb HOBbLIV BbIOPaHHbIN KITHOY;

kHonka OTMeHa — 3akpbiBaeT OKHO 6e3 COXpaHeHMs.

PepaktupoBaHue knoya peecTpa 3anyckaeTcd HaxaTueM KHonku PepakTupoBaTb Wnv Mo ABOWHOMY
KINWKY Ha KoY peecTpa, Nocre Yero oTKpbIBAETCSt OKHO, aHaNorm4yHoe okHy Ao0aBrneHus knova peecrpa.



5.9 Bbe3onacHasa cpepna COB (necoyHuua)

[na nepexona Kk pasgeny HacTpoek YnpaBneHue napametpamm 6esonacHon cpeabl COB Heobxoammo
Ha Bknagke KomrnoHeHmeb! BbibpaTh besonacHas cpeda COB (necoyHuua). Ha cTpaHuue YnpaBneHue
napameTpamu 6e3onacHon cpeabl COB MoxHO HacTpauBaTb napameTpbl 6e3onacHoi cpeabl COB
ansa moaynen C3U HCA Dallas Lock 8.0 1 C3U HCA Dallas Lock Linux (puc. 133).

Bonee nogpobHo o besonacHon cpege COB (necounuue) onucaHo B PykoBogcTBe Mo aKcrnyaTauuu
C3WU Dallas Lock 8.0 pasgen 16.6 n B PykoBoacTtee no akcnnyataumm C3U HCO Dallas Lock Linux
nogpasgen 4.13.5.

KomnoHeHTBI

YMNPABAEHWE NAPAMETPAMW EE3OMACHON CPE, Mexcereroii akpan

CucTemMa KoHTpoAA HakonWTenen

@ 3anper na uamenenne [Moamtmka Tun mogyaa
[f ABTOMATHHECKAA DHYWETES N 3AEEPLIEHMK KOHTRONL pecypcoE DLE.0 (ARTLE, K13
o ABTOMATHUECKWE 3aMyCK NpUADKeHKE B B( DLE.0 (K12, K13
d EesonacHaa cpeqa CucTema oBHApYIKeHNA BTORKEHHH DLA.0 (MK1Z, VK1)
J BozmMo#HOCTE NEpeHECTH M3MeHeHMA 13 B DLE.0 (ARDLZ, K13
EezonacHan cpeaa COB (necodHMua)
Ccerga sanyckaTe B BesonacHoi cpege . ,

o B 1y E il cp DLE.0 (MK1Z, WK13)
o AoeeperHoe pacnonoxenie CpesTED 0fHAPYKEHHA W PEATWPOEAHWA DLE.0 (MK12, WK13)

KoHTpone npuaoxeHmnii DLE.0 (ARTLE, K13

P P -
OTYeT Mo 33EepLUeHMK paboTel Npouecca BC Ekn. DLE.0 (ARTLE, K13
P P P
MepeHocKTE BCe OTKpEIBEAEMElE dainel B BT Her L0 (KLY
p p

o
o Mpodmnm Mzonaumm Mpodae No yrMon4aHK DLL (k)

DaiN0Ead CHCTEME M PEECT| Mo ymonqaHuo DLE.0 (ARTLE, K13

P P ¥
JBEPMCTMYECKMI aHANKs 4na BnokKpoBkK pafoTel oNacHex Npoueccos Briknmdyer DLE.0 (ARDLZ, K13
p p p p

Puc. 133. Bknaaka «Be3onacHas cpepa COB (necouyHunua)»

ELLY no3BonsieT HacTpauBaTb criefytoLme nonuTnki 6esonacHomn cpeapl:
Ta6bnuua 25. HacTpoiku 6e3onacHou cpeabi COB
ABTOMaTM4ecKasi OMUCTKa Mo 3aBepLIeHUUN BCeX NpoLeccoB
Bo3moxxHoe 3HauyeHne nonuTukn: «Bks./Bbikn.». 10 yMONYaHUIO 3Ha4YeHNe AaHHOW NONUTUKN: « BK/T.».

MonuTuka no3BonsieT onpeaenvTb, GyaeT Ny NPOU3BOAUTLCA aBTOMaTU4YecKasl O4YMCTKa BPEMEHHbIX
KaTanoroe OT COOEPXKXMMOro, CO34aHHOro NMPOLLeCCOM MMM MpoueccamMu, 3anylweHHbIMKU B 6e3onacHom
cpene.

MonuTtnka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.
ABTOMaTMYeCKUN 3anyCK npunoxeHun B bC
Bo3moxHoe 3HaueHve NonuUTuKK: «Bkr./Bbiki.». 10 yMOnYaHuio 3Ha4yeHne JaHHON NONMUTUKN: « BbiK.».

MonuTnka no3BomnsieT aBTOMaTWYecKku 3anyckaTb B ©e3onacHow cpefe MWCMonHsaeMble annbl
N NPUMNOXeEHUs, accouMMpOBaHHbIE C HEWUCMNONHAEeMbIMW dannamn, a Takke danrnbl, 3anyckaemble
13 HeJOBEPEeHHbIX WMCTOYHMKOB. [loBEpeHHble WCTOYHUKM YyKasblBawTCA B nonutuke [loBepeHHoOe
pacnonoxeHue.

Monutuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.
Be3onacHas cpena
Bo3moxxHoe 3HayeHne NonuTukn: «Bki./Beika.». 1o yMon4yaHuio 3Ha4YeHne AaHHOW NONUTUKN: « BKIT.».
MonnTrka No3BonsieT ynpaeBnsTb BKIHOYEHMEM 1 OTKNoUYeHeM besonacHon cpeabl COB.
MonuTtnka npumenseTca Ha moaynsx C3U Dallas Lock 8.0-K/C.
Bo3mMoxHoOCTb nepeHecTn uameHeHus us 6C B cuctemy
Bo3moxxHoe 3HayeHne NonuTukn: «Bki./Beika.». 1o yMon4yaHuio 3Ha4YeHne AaHHOW NONUTUKN: « BKIT.».

MonuTuka no3BoNnsieT MNONb30BaTENIO OTKIHYUTL COXpaHeHne pe3ynbTaToB pa60TbI npouecca,
3anyweHHOro B ©e3onacHom cpepne. Ecnn paHHbIN napameTp BKIlOYEeH, nepea COXpaHEHUEM



nonb3oBatento OyAeT BbiBEAEHO [AMAnoroBoe OKHO C BOMPOCOM Ha COXpPaHEeHWEe W3MEHEHWN,
BbINOMHEHHbIX 3aBEPLUEHHBLIM NMPOLIECCOM.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

Bcerpa 3anyckaTtb B BesonacHou cpeae

MNMonutnka nossonseTt HacTpauBaTtb NyTn A0 np|/|r|0>|<eHvu7|, KOTOpblE H606X0,D,I/IMO NpUHYyONUTENbHO
3anyckaTb B besonacHow cpege. o ymonyaHuio 3HavyeHne aHHOW NONUTUKK: «He ucrnons3yemcs».

He pekomeHgyeTca Oo0aBnsATb B AaHHbBIA CMMCOK CUCTEMHBIE MPUIOXEHUS, TaK Kak
NpuvHyOuTENbHbIM  3anyck B bBesonacHom cpede CUCTEMHBIX MPUIIOXKEHUA WK
NPUMOXEHNA, KOTOPblE 3aTparMBaloT KPUTUYECKME CUCTEMHblE (YHKUMW, NpuBeneT
OonepauuoHHY0 cMcTeMy K HepaboTocnocobHOCTH.
Monutuka npumeHsieTcs Ha mogynsax C3U Dallas Lock 8.0-K/C.
[oBepeHHOEe pacnornoxeHue
MonuTuka no3BoNsdeT 4Yepe3 COOTBETCTBYKOLME pas3genbl HacTpauBaTb CMWCOK  LOBEPEHHbIX
OVPEKTOPUIA U CMUCOK AOBEPEHHBIX HOCUTENEN UHGOPMaLIK.
MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
KoHTponb npunoxeHun

MonuTunka no3BonseT HaCTPOUTL NpaBmMIa KOHTPONs NpunoxeHun besonacHon cpeapl.

Mpn MHMUMKMPOBaHMM komaHAabl [Jobasumb OTKpbIBAaETCS OTAeNbHOe OkHO [loGaBneHue npaBuna
KOHTpOJs NpunoxeHun 6es3onacHon cpeabl COB, coaepxallee 2 pasgena:

o OO6wme — oTBEYaET 3a ynpasreHne 4OCTYNOM AN CUCTEMHbIX (PYHKLNA NPUNOXEHUS;
e AyauT — oOTBeYaeT 3a HaCTPOMKY YPOBHS XXypHanuMpoBaHusa npu cpabaTbiBaHuv npaBuna,
a Takke 3a BbIGOp TOro, kakve cobbiTusa nognexar ayauty (Aydum ycrnexa n Aydum omka3sa).
MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

HacTtpowkn aBpuctuku b6C
MonuTunka Nno3BonseT HacTpavBaTb BECOBbIE 3HAYEHUS MPaBUIT 3BPUCTUKN.

HacTpoika [daHHOM MOMWTUKM 3aBUCMT OT YCTAHOBMEHHOrO 3HAYeHUSA MNOMUTUKU
OBpPUCTUYECKMI aHanNn3 AnsA 6NMOKUPOBKM paboTbl ONACHbIX MPOLIECCOB:

e ecnu Ans MNONMMTUKN DBPUCTUYECKUM aHanu3 Ans OFIOKUPOBKM paboThbl
OonacHbIX MPOLIECCOB YCTAHOBIEHO 3HayeHwe BkroyeH, TO nonutuka
HacTtponku aspuctuku BC HegocTynHa gaxe Ans npocMoTpa;

e ecnu Ana NonuMTUKN OBPMCTUMYECKUA aHanu3 Ansi GroKMPOBKM paboThbl
onacHbIX MPOLECCOB YCTAHOBMEHO 3HayeHne Pexum ¢ Hacmpoukamu
o ymonyaHuto, TO nonutuka Hactpomku a3Bpuctukm BC pgoctynHa
Ansi NPOCMOTPa;

e ecnu Ans MNONMMTUKN DBPUCTUYECKUM aHanu3 Ans OFIOKUPOBKM paboThbl
OonacHbIX MPOLIECCOB YCTAHOBMEHO 3HayeHne Pexum py4yHol HacmpolKu,
TO nonutuka Hactporku aspuctukmn BC goctynHa onsa pegakTMpoBaHus.

MonuTtnka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.

OTueT no 3aBeplUueHUU paboTbl npouecca BC
Bo3moxxHOe 3HavyeHune NonuTukn: « Bkr./Beiki.». 10 yMONYaHuio 3HavyeHne JaHHOW NONUTUKN: « BKr.».

MonuTunka No3BoNseT HAaCTPOUTL (PYHKLMIO (POPMUPOBaHMSA oTYETa MO 3aBepLLUEHMN paboTbl Npouecca
B BC, a Takke ykasaTb kaTanor ans xpaHeHus otdyetos bC.

Monntuka npumeHsieTcs Ha mopynsax C3U Dallas Lock 8.0-K/C.
Mopor cpabaTbiBaHUA 3BPUCTUKU

BoamoxxHoe 3HayeHne nonutuku: ot 0 go 1000. Mo ymonyaHuio 3HadeHue gaHHON NoNUTUKKL: « 100.

Monutuka €ABNAETCA HaKOMUTENbHLIM CYETYMKOM BECOB cpabaTbiBaHWI NpaBuUn  3BPUCTUKW,
Mo AOCTWKEHUM 3HAYEHMs KOTOPOro MpurioxeHue, 3anylleHHoe B BesonacHoii cpege COB, 6yget
NPUHYOUTENBHO 3aBEPLLEHO.



PepaktupoBaHue gaHHOro napaMeTpa pa3peLLeHo TOMbKO B criyyae, korga Ansi NOfUTUKK
OBpPUCTUYECKMW aHanuM3 pAOna ONOKMPOBKM paboTbl oONacHbIX MNpoLeccoB
YCTaAHOBMEHO 3HadeHue Pexum py4Hol Hacmpoliku. B nHom cnyyae npu nonbiTke
OTKpbITb  pedaktop nonutuku TMopor cpabaTbiBaHUSA 3BPUCTUKUM  MOSBUTCSH
COOTBETCTBYIOLLIEE COOOLLEHME 06 OLLMbKe.

MonuTtunka npumenseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
Mpodumnun nsonauun

MonuTrka No3BonsieT ynpaensaTb Npodunsamu msonsuum besonacHoi cpedbl, a UMEHHO: CO3faBaTb
¥ pefakTupoBaTh NapameTpbl, KONMpoBaTb U yaansTb Npodunu.

Monutuka npumeHsieTcs Ha mogynax C3U HCA Dallas Lock Linux.
dannoBana cuctema u peecTtp

Monutuka nossonser HacTpanBaTb HEOOCTYMNMHble Ha YTeHue n 3anncCb Kataroru, NOSHbIN AoCTyn K
KaTtanoram, HeAOCTYMNHble Ha 4YTeHne M 3annCb BETKU peecTpa U NOJHbIN OO0CTyn K BeTKaM peecTpa
nyTem nob6aeneHus nyTm B COOTBGTCTByIOLIJ,I/II;I CMNUCOK.

Monntuka npumeHsieTcst Ha moaynsax C3U Dallas Lock 8.0-K/C.
ABpUCTUYECKUIA aHanNu3 AnsA 6JI0KMPOBKU PaboTbl ONAaCHbIX NPOLECCoB

Bo3amoxHoe 3HavyeHue nonuTUKK:  «BbikmwoueHy, «Pexum  py4Hol  HacmpouUkuy», «Pexum
€ Hacmpolikamu 1o ymondaHuro». o ymonyaHuio 3HavyeHne aHHOW MNOMUTUKN: « BbIKITHOYeH.
Monutnka nos3BonseT paspewnTb 6e3onacHolM cpede NPUMEHATb  9BPUCTUYMECKUMA  aHanma
ONs NPUHYOWUTENBHOIO  3aBeplleHust  paboTbl  OMacHbIX  MPOLECCOB  COMAaCHO  HacTpovkam
3BPUCTUYECKOrO aHanmaa, ykasaHHbIM B nonutuke Hactpownku aspuctuku BC.

Monntuka npumeHsieTcs Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.10 CpeacTtBO OGHapyXeHUA U pearupoBaHusi

[Ona nepexoga Kk pasgeny HacTpoek YnpaBrneHue KomnoHeHToM COP HeobxogMmo Ha Bknaake
KomnoHeHmb! BbibpaTb Cpedcmeo ob6HapyxeHuss U peazsuposaHusi. Ha cTpaHuue YnpaBneHue
komnoHeHToM COP moxHO pegaktuposaTb napameTpbl COP Ha ypoBHe Bcero b, nocne cMHXpoHu3aumum
Ha BCeX NOAYUHEHHbIX 06bekTax B [1b NpMMeHS0TCA yCTaHOBNEHHbIE HAaCTPOWKN (puc. 134).

Bonee nogpobHo o Cpenctee oGHapyXeHMsa U pearmpoBaHus onucaHo B PykoBoACTBe Mo aKkcnnyaTauuu
C3MU Dallas Lock 8.0 rmasa 17 n B Pykosogctse no akcnnyatauum Dallas Lock Linux pasgen 4.14.

KomnoHeHTI

¥NPABAEHWE KOMMOHEHTOM COP MeskceTesoi 3kpaH

- — CrcTema KoHTRoAA HakonuTened "
Ceoara COP MpaByna aBTOMATHHECKOTD PEAMMPOBaHKA Whaue Hacrpoiia COP

KOHTRONE pecypaoE

XKypHan cobbIThi v
Crcrema oBHapyXeHWA BTORXEHUA

Konu4ecTso sanpalineaemex sanuceid | 100 < Mepebiz3anucei EezonacHan cpeda COB (NecauHmla)

CPEACTED OOHAPYKEHWA M PEATUPOEAHUA
DUAETP N BpEMEHR 3a Hedenk 3a meray, Mepuog

27.05.2025 300 MpumernTs
27.05.2025 14:25

Puc. 134. Bknagka «CpeacTtBo o6HapyXeHUsl U pearupoBaHUsA»



5.10.1 CBopka COP

Ha ctpaHuue YnpaBneHue komnoHeHTom COP B kateropum CBogka COP oToGpaxkaeTcsa uHgpopmauums
0 COObITUAX MO CKAHWPOBAHWIO CUCTEM Ha MHAMKATOPbI KOMNpomeTauun c knueHToB and Bcero b
(puc. 135).

KomnoHeHTEl

YMPABfIEHUE KOMMOHEHTOM COP -
AEACTBMA

Ceogaka COP MpaEmna 3ETOMATUYECKOTD PEarMpoBaHua WHamkaTopel koMnpomeraupm (o) Hactpaoiikk COP 3anycTe npouecc 06HoBAeHMa COB

» Jarpy3utb obHosAeHMA COB us daina
XKypHan coBbITHIA ~
0bHOBNTL

Konuuectso sanpawmeaemensanuced | 100 <

CWILTPbI

Momck |

WANETE MO BREMEHI 3a Hegenw 3a meray Mepuog
BribpaTh BCE CuMeTHTE

20.0L.2026 ER

Dallas Lack &0 WK12

20.012026 19:06 Dallas Lock 8.0 11K13

ID = Tunmoayna Bpema AP I Twn cob P K, o Dallas Lock Linux KD
Dallas Lock Linwx KKG

ONEPATWUBHOE ¥MPABAEHWE

Cobparb 3ypHabl

CHHXPOHWIMPOBaTH

Puc. 135. Kateropus «CBogka COP»

Ha nanenu @umbmpsl ans cobmpaemMbix 3anvcen KypHarnoB MOXHO HacTpPOUTb UNbTPaUMIO NO MMEHU
napameTpa v no Tuny moaynewn.

Tawkke gna kateropum CBopka COP npegycmoTpeHa BO3MOXHOCTb ObHoBneHus 6asbl |0C-06bekToB
yepes KoMaHAabl 3arnycmume fipoyecc 0bHosneHuss COB n 3anycmumse ob6HoeneHue COB u3 ¢halina.
Mpu 3anycke komaHabl 3arnycmums nipoyecc obHoeneHuss COB oTkpbiBaeTca okHO OBbHOoBReHne 6a3sbl
pewarowmx npasun komnoHeHta COB (puc. 111) ¢ gobasneHHon onepauven O6HoereHue b6a3sbi
uHOukamopoes Kkomrnpomemauvuu (puc. 136).



D OfHOBNEHWE Basbl peLIAFOLLME NpaBMA kKomnoHeHTa COB X

OBHOBNEHME 33EEPLLEHD

Bpema Onepaumsa Tun moayaa Parn Pesynbrar
13:40:45 OBHOBNEHWE SAMYLLEHD Ok
13:40:46 OBHOBNEHME HACTPOEK IBEPMCTHEK Dallas Lock 8.0 HeuristicsParams json Ok
13:40:46 OBHOBNEHWE CHMHATYP ¥YPHANOE Dallas Lock 8.0 JournalSignatures jsan 0K
13:40:48 OAHOBNEHKME CMIHATYP Tpadka Diallas Lock 8.0 Trafficsignatures,json 0K
13:40:57 OBHOBNEHKE CHIHATYp TpadKa Dallas Lock Linws wiaf-brp-currenttangz  OK
13:40057 OBHOBNEHWE NEPEMEHHEL TPadKKa Dallas Lock 8.0 Signatureariablesjson Ok
13:41:04 OBHOBNEHHE MHAMEATOPOE KoMNpareTaumi Dallas Lock 8.0/Dallas Lock Linwx UeclocUpdate.zip (8]4
13:41:04 OBHOBNEHWE 33EEPLUEHD Ok

MHdoprmauma ob oBHOBAZHMK

AobasneHo curHatyp Tpadea: [
OBHOBNEHD CUrHATYp Tpadwea: 17061
MPANOHEHWE Dropbox desktop software in use
MPANOHEHME GoTokMyPC startup
BLACKLIST URI snoymeluaenran cocenka - MGEER phpfc=TestUrl
BLACKLIST URI snoymblluneHHad coblika - gate.phpfguid=

BLACKLIST URI znoymeIlLneHHad CobIIKE - countaspimac=
RIACKITST LIRT 2 ncwmariinaunsn conimes - oecnlld 16 avaft=

3aKpEITE

Puc. 136. O6HoBneHue 6a3bl pewwarowmx npaBun komnoHeHta COB ans kateropumn «Csoaka COP»

Mpu 3anycke komaHabl 3anycmumbs obHosneHue COB u3 ¢palina oTkpbiBaeTcs cuctemHoe okHo OC
Ansa Bbibopa NCTovHMKa OBGHOBEHUS.
O6HoBneHne 6a3bl Il0C-06BEKTOB MOXKET BKNOYaTh B cebs:
e oOHoBneHue cnucka loC-00bekToB: HOBble |0C-00bEKTHI [00aBMAOTCH, HeakTyalnbHble —
yOansTCs;
e obHoBneHune cogepxmnmoro loC-06beKTOB: MPU HEOOXOAMMOCTMN COAEPXKUMOE CyLlecTBYyHLLMX [0C-
06bEKTOB MOXET fopabaTbiBaThbCs;
e obHoeneHue cnmcka loC-o6bektos C3U Dallas Lock 8.0 1 C3U HC[ Dallas Lock Linux.

Ecnn npu o6HoBneHun 6asbl 10C-060beKTOB HOBhIM |0C-06bekT mmeeT Takonm xe ID,
YTO M Y>KE CYLLECTBYHOLLMIA Norb3oBaTenbcknii loC-06bekT, To HOBbIN 10C-00HEKT 3aMeHsAET
® cobon nmetoLmincs.

loC-06bekTbl U3 rpynnel CmaHOapmHbie, KOTOpble He ObinM BKMOYEHbI B OOHOBIEHWE
(He 6N mony4yeHbl ¢ cepBepa dallaslock.ru/Update npu obHoBneHun), ByayT yaaneHsb
Kak HeakTyarnbHble.



5.10.2 TllpaBuna aBTOMaTU4eCKOro pearmpoBaHus

B «kateropum [MpaBuna aBTOMaATU4YECKOro pearMpoBaHuUA Ha Bknagke Cucmema Ob6HapyxXeHusi
U peaaupogaHusi NPOU3BOANTCHA HACcTpOKMKa NpaBun asTomatmyeckoro pearmposanusa COB (puc. 137).

KomnoHeHThl

¥MPAENEHWE KOMNOHEHTOM COP
AEACTBMA

Caopgka COP Mpasia seTomatmieckoro pearnpossrng Tt TR CTe Lo Harrpoiin COP

Cozjate

Ne ¥ Hmanpasnaa Ycnosna JeHciBre Trn mogyna
01 Pearmposanme Ha wAgukaTop komnpomentauns (00} [Mobod uname.,. Baokwposka AP, OLB0 (MK1Z, 1IK13), DLL (WIKS, IKE)
° 2 test [Mpynna--EES96., ¥aamute dain, . DLED (MK1Z, MIK13)

GHANLTPLI

YHMEEpCansHOE
Dallas Lock &0

Dallas Lock Linux

QOMEPATWBHOE ¥TIPABNEHWE

Cobpars skypHans:

Cunxponmsmposats

Puc. 137. Kateropus «[paBuna aBTomaTu4ecKoro pearmpoBaHus»

Cnucok npasun aBToMatuyeckoro pearnposaHusa ansa mogynein C3U HCQA Dallas Lock 8.0 1 C3U HCL4
Dallas Lock Linux Ha ypoBHe [1b npeacraBnsaeT cobow Tabnuuy ¢ nonsmu:

1. Ne — cTtonbey C MAEHTUMUKALMOHHBIM HOMEPOM CTPOKM MpaBwna M C UHOMKATOPOM aKTUBHOCTU
npasuna. MoxeT cogepxaTb crneayoLiMe NHOUKaTopbl akTMBHOCTU NpaBuna:

° — NpaBunJ1O akKTUBHO;

€@ — npasuno HeakTMBHO.

2. Umsa npasuna — 3agaHHoe AUB npon3BoibHOE MMS NpaBuiia Npu co3gaHun.

3. Ycnosuss — wuwHOMkaTop (CMUCOK MHOUKATOpPOB, OOBLEOUHEHHBIX ornepaTtopamu), YKasaHHbIN
npv co3gaHum npasuna.

4. [lelicmeue — gencTeue, ykasaHHoOe Npu CO34aHum npasuna.

5. Tun modynss — Tvn Moayns, ANst KOTOPOro CO34aHo NpaBumio.

B paHHOM kaTteropum MOXHO CO3faBaTb, PedaKkTMpoBaTb, yAanATb, aKTUBMPOBATb, OEAKTUBMPOBATb,

KOMMpoBaTh, MOBbILATL N MOHWXKATb NPUOPUTET NpaBusia aBTOMaTUYECKOrO pearMpoBaHns Npu NoMoLLm

COOTBETCTBYIOLLMX KHOMOK Ha naHenu [elicmeus nnn kKoMaH4 KOHTEKCTHOIO MEHHO.

YnpaBrneHue Cn1ckom npaBui aBTOMaTU4eCKoro pearMpoBaHns AOCTYNHO TOMbKO Ha YPOBHE
kopHa OB ELY. Ha yposHe rpynnbl (nogrpynnel), APM n mogynei BO3MOXEH TOSbKO
NMPOCMOTP Y aKTUBaLMs/AeakTUBaLus npasuil.

[nsa npobaBneHus npaBuna aBTOMaTUYECKOro pearmpoBaHmst HeobxoaMmo:

1. B kaTteropun lNpaBuna aBTOMaTU4eCKOro pearMpoBaHUsA HaxaTb kHonky CosgaTtb Ha naHemnu
[eticmsusi.

2. B OTKpbIBLUEMCSI MAcTepe Co3[aHns NpaBuna BeldpaTb TN MOAYISA, AN KOTOPOro co3aaeTcs Npasurio.
MoxHo co3gatb npasuno ansg mogynen C3U Dallas Lock 8.0 1 C3U HC Dallas Lock Linux, a Takke
YH/UBepcarnbHoe npaBuno.



3. BBecTv B TEKCTOBOM MoOfie MMsi CO3[aBaemoro rpaBwuna, ykasaTb ycrioBue, BblGpaB MHAMKATOPbI
WY NoArpynnbl MHAWKAaTOPOB B OTKPbIBLUEMCS MO HaXaTuio KHOMKM BblIGpaTb MHAMKATOPbI OKHE,
a Takke BblbpaTb OEMCTBME 13 BbiNagatoLLero crnmcka.

Ecnu B kadectBe ycnoBus Obina BbiOpaHa MOArpynna WHAMKATOpPOB, TO MpY CO34aHWM
npasuna aBTOMATUYECKOro pearnpoBaHua pans  moaynen Dallas  Lock  Linux
unu YHueepcasnbHoe aaHHoe ycnoBue Oyaet npeobpasoBaHO B MOrMYEcKoe BbIpaXkeHue,
roe Bce MHAMKaTopbl NOArpynnbl 06beanHeHbl Yepes onepatop /TN

Bbibop noarpynnbl B Ka4ecTBe YCMNOBMSA AONS MpaBuna aBTOMATUYECKOro pearMpoBaHus
HepocTyneH ans C3U Dallas Lock 8.0 UK12 n C3U HCA Dallas Lock Linux UK5. B aaHHoM
cnyyae Heobxoaumo BbIGpaTb MHOMKATOPbI KOMMpOMETauun unv OBHOBUTL MOZYMu
Ha 6onee HOBYO BEPCUIO.

Mocne BbiGopa wHAukaTopa / noarpynnbl MHAMKATOPOB B OkHe BbiGop uHAMKaTopa ero mms
(vnn cTpoka «Jlrobol uHOUKamop», €Ccnv NPOCTaBNEH COOTBETCTBYHLMM 4ekbOOoKC) oTobOpasuTcs
B KHOMKe BbIGOpa 1 NOSIBUTCS BbiNagaroLwmii CNNCOK + CO creayrownummn 3HaYEHUSIMU:

+ — noka BbIbBpaHO OaHHOE 3HadeHue, OKHO ocTaeTcd 6e3 uaMeHeHwrd OO Bbibopa OAHOrO
n3 onepatopoB « M/ »;

U | UJIN — npw BbIBope AaHHbIX onepaTopoB fobaBnseTcst KHomnka Bbibopa HOBOro MHAMKaTopa u
BbiNagatoLLmMin CNNCOK onepaTopa;

[na cospaHung ycrnosus B ELLY BO3MOXHO ucnonb3oBaTh A0 3 MHAMKATOPOB BKMOYMTENBHO.

Y0anumb — ypansieT cneaywwui uMHOukatop (MHOWKaTop cnpaBa OT AaHHoro 6noka),
BblNagaloLLmi CNCOK Bbibopa onepaTopa NpMHUMAaeT 3HaYeHWe CriegyroLero (Npy ero Hanm4un).

4. BbibpaTb 0ObekTbl AepeBa, ANS KOTOPbIX co3gaBaemoe npaswuno ByaeT akTMBHO. Takke MOXHO
OCTaBMWTb NPAaBUIO BbIKITIOYEHHBIM, OCTABUB NapaMeTpbl N0 YMOYaHWIO.

5. npOBepVITb 3Ha4YeHnA napameTpoB npaswuna, nocrne 4ero noarsepAanTb Co3daHUEe HaXaTuem KHOMKU
FNoTtoBo. HoBoe npasuno 6yp,eT nobaBneHo B KOHeL, CNncKa, C MEHbLLNM NPUOPUTETOM.

[nsi pegakTnpoBaHusa npasuna HeobxoaAMMo HaxaTb KHOMKY PegakTupoBaTb Ha naHenu Jeticmeus nubo
BbIOpaTb AaHHyl0 KOMaHAy U3 KOHTEKCTHOTO MEHH0, MOocre Yero B OTKpbIBLUEMCS OKHe PepakTupoBaHue
npaBun pearnpoBanusa ELLY Dallas Lock (puc. 138) BHecTn Heobxoammble n3ameHeHus. [insi coxpaHeHus
n3mMeHeHnn Tpebyetca HaxaTb kHOMKy MpuMeHuTb. [pu HaxaTm Ha kHonNKky OTMeHa OKHO peaakTopa
npaeun dyaeT 3akpbITO 6€3 COXpaHEHUSI BHECEHHBIX U3MEHEHUIA.

O Pegaktupoeanue npaenn pearnpoeanna ELY Dallas Lock X

s npasuna: PearvposaHie Ha MHAKKATOp KomMApomedTagin (ToC)
Tun moayna: X _.3' Dallas Lock &0 '._.3' Dallas Lock Linux ‘:!:' YHUEEpPCAAEHEIA

AKTUEHOE NPIENAD

Yonosue:

AroBoi uHgmukaTop loC

fefictene Dallas Lock 8.0: Bnokupoeka APM

Aeiictene Dallas Lock Linws: Bnokmposats &Pk

MprMEHKTE OTMEHa

Puc. 138. PepaktnpoBaHue npaBun pearnpoBanus ELLY Dallas Lock



YnaneHue BblIGpaHHOro npaBusia OCYLLECTBSETCS MOCPeACTBOM HaXXaTusi KHOMKM YAanuTb Ha naHenu
Helicmeusi nnu BbiGopa gaHHON KOMaHAbl B KOHTEKCTHOM MEH!HO.

Ins konvpoBaHWs MpaBuna Heobxogumo HaxaTb kHonky KomupoBatb Ha naHenu [elicmeus,
B OTKPbIBLUEMCS! OKHE BBECTW MMS MpaBuiia Win OCTaBUTb MPeasIOKEHHOe MO YMONYaHUIo, Mocre Yero
HaxaTb kHoMKy MpumeHUTb. MNpy HaxaTun Ha kHomky OTMeHa OkHO OydeT 3akpbiTo 6e3 NpuMeHeHust
KaKnMX-nnbo N3ameHeHWi.

lMocne konmupoBaHWsi HOBOe npasuno 6yaer pobasneHo B Tabnuuy C NpPUOPUTETOM,
MEHbLLMM Ha eanHULYy OT KonupyemMoro npaswuna. lNpuopuTeTsbl nocneayowmx npasun oyayt
nepecyuTaHbl.

5.10.3 WugukaTopbl kKomnpomeTtauum (loC)

Kateropusa WHaukatopbl komnpometauum (loC) Ha cTpaHuue YnpaBneHue KoMmnoHeHTom COP
npegHasHadeHa ong ynpasneHusa mexaHuamom loC (puc. 139).

KomnoHeHTE!

=
YNPABAEHWE KOMMNOHEHTOM COP
AEACTBMA
Ceoaka COP MpaBmrna ABTOMATWHECKOrD PEarMPOBaHM WHaukatopel komnpometauu (oC) Hactpasikn COP Loaswms
Mngrkatop komnpomeraymm (loC) ~ D OnHcaHHe Aeicreyer c Aeiicieyer no Tvn mogyaa T T (T
Q CTaHAapTHBIE
@ Cocrashoi
o MeiAcTEME ¢ yHeTHOH 3anKCe Crr
o AeiicTeme © peecTpom
@ BpeaonocHei Ak Y peecTpa Windows WHAvkaTop--36... Mrawkatop ko.,  2016-02-17 144, DLen
@ BpeaonocHei arY peecTpa Windows WHavkaTop--56... MHawkatop ko.,  2016-02-17 144, DLen
@ BpeaonocHeii KAk d peecTpa Windows MHavKaTOp--36..,  MHawkatop kow,  2016-02-17 144, DLen
@ BpeaonocHeii ary peecTpa Windows uHavkaTop--36... Wrawkatop ko.,  2016-02-17 144, DLED
@ Heiicrene ¢ gnpertopuer SUALTPBI

@ Epeaorockei dain
Momck |*

@ Epeaorochoi tpadua
o BpeaoHOCHBIR npoLUecs
o BpeaoHOCHBIR AomeH

@ Epeaorochuii sed-pecync
o BpeaoHocHeli MAC-agpec
o BpeaoHocHeNd IP-agpec
o BpeaoHocHoe MO

@ Nonszosarenscrme

Puc. 139. Kateropus «MHaukaTopbl komnpometauum (loC)»

B pabouyen obnactu kaTeropum pacnonaraeTcsi CnMcok cyiecTtsyowmnx 10C-06bEKTOB 1 CBEAEHUS O HUX
B BUAe APEBOBUOHOM CTPYKTYpPhbI, COCTOsILLEN 13 rpynn, nogrpynn u loC-o6beKToB.

Ons cnucka noarpynn u loC-06bekToB npegycMOTpeHa BO3MOXHOCTb COPTUPOBKM MO cTonbuam,
ocyulectensieMas BHyTpu rpynn CmaHdapmHsie v [Nonb308amerbeKue.

YnpaBneHuve cnuckom noarpynn n loC-o6beKTOB OCYyLLECTBNAETCSA TOMbKO Ha ypoBHe [b.

Ha yposHe rpynnbl, APM 1 Mogyns JOCTYMNHbI TOMbKO NpocMoTp nogrpynn u loC-o6bekToB,
a TaKke aKTMBaLMs/OeakTBauns U ynpaBneHne coctosiHeM HacnegoBaHus [0C-06beKTOB.

Bo BnoxeHHou kateropun UHankaTopbl komnpometauuun (loC) B pamkax rpynnel [lons3oeamenbckue
OOCTYMHO CO3[aHWe, yganeHue n npocMoTp cBOWCTB noarpynnel 1oC-06bekToB, a Takke AobaBneHue,
yAaneHue, NpoCMOTpP CBOWCTB, OOHOBNEHWe, akTnBauus / geaktueauus m akcnopt loC-06bekToB.

Moarpynmbl 1 cogepxawmecs B HMX WHAMKATOPbl KOMNpomeTauun Ans  rpynnbl
CmandapmHbie cocTasnstotcs cneuymanuctamm  OOO «KoHmaeHT» WM HegoCTynHbI
ONs pegaktupoBaHus. B gaHHOM criyvyae BO3MOXHO TOMbKO ynpasrieHne coctosHmem loC-
00BEKTOB (aKTUBaALMS U OeaKTUBaLMS).

[ns co3gaHus NoArpynnbl MHOMKATOPOB KOMMpomeTauunm Heobxoaumo HaxaTtb kHorky CospaTtb
noarpynny Ha naHenu [Jelicmeuss vnu Bbi3BaTb KOHTEKCTHOE MeHI0 rpynnbl [Tonb3oeamerbckue
1 BbibpaTb Co3aaTb Noarpynmny, Nocre Yero OTKPoeTCs OKHO, B KOTOPOM MOXHO YKka3aTb HauMeHoBaHue



co3gaBaeMon NoArpynnbl UM OCTaBUTL 3HAYEHUe No ymonyanuio (puc. 140). [Ins 3aBepLleHnsi co3aaHus
noAarpynnel Tpebyetca HaxaTb Co3paTthb.

O CozgaHue nogrpynnel *

Fma nogrpynner:

H|:|E=a:a noarpy!

OTrmenHa

Puc. 140. OkHo «Co3paHue noAarpynmnbi»

CospgaHve moparpynn AOCTYMHO TOMbKO Ha YpoBHE rpynnbl [losib3ogamernibckue, TO eCcTb
co3gaHue NoAarpynnbl BHYTPU NOArPYMMbl HEAOMYCTUMO.

HavmeHoBaHue noarpynnbl B OanbHEWLEM MOXHO W3MEHWUTb, AN 3TOr0 HeoGXOAMMO BbIAENUTbL
noarpynny u HaxaTb KHOMKy CBOWMCTBa B KOHTEKCTHOM MEHIO Unn Ha naHenu [elicmeus, nocne 4ero
B OTKpbIBLEMCS OkHe PegakTupoBaHue nogrpynnbl MHAUMKAaTOPOB KOMMpOMeETauuu BBECTM HOBOE
Ha3BaHue noarpynnbl 1 Haxatb OK.

Ona npocmoTtpa loC-o6bekta Heobxoaumo HaxaTb Ha kHorky CBomcTBa Ha naHenu [eticmeusi
Unu aBaxabl KIMKHYTb Ha CTPOKY B Tabnuue ¢ BbibpaHHbIM |0C-06BHEKTOM, NOCHE YEro OTKPOETCS OKHO
Mpocmotp wuHpukatopa komnpometaumm (loC), cogepxkalwee json-oobekT 6e3 BO3MOXHOCTM
pPeLaKTUPOBaHNUS U KHOMKY 3aKpbITb.

Ons nobaBrneHns Nonb3oBaTeNbCKUX MWHOWMKaTOpPOB KOMMNpomMeTaunn HeobxogMmo:

1. Haxatb kHonky [lo6aBuTb Ha naHenu [Jelicmeusi unu BbIGpaTb KOHKPETHYIO noarpynny u HaxaTtb
[obasumb B KOHTEKCTHOM MeHi0 pabouew obnacTtu, mocne 4yero OTKpoeTcs OkHO [lobaBneHue
nonb3oBaTeNnbCKUX UHANKaTopoB KomnpomeTauum (loC) ELLY Dallas Lock (puc. 141).

O AofaBneHMe NOAEI0EATEARCKMY MHAMKITOPOE KOMpOMeTalui ([0C) ELY Dallas Lock X

3arpyska |0C-0B U3 AOKAABHOrO MCTOUHMWKA

BriGepuTe NOKAAEHYID NAMKy, M3 KOTOR O ByayT 3arpys*eHel IoC-1

D PacnpegenuTs no rpynnam © yHetom noaa ‘pattern’ dopmata IoC (ecam rpynna He oyLLecTeyeT, 0Ha ByAeT cosaaHa)

D CKaHMpDBaTb EAOXEHHBIE NANKW

BeiBepure nanky c loC-dainamm |Mowck..,
Dl-"lmn da.. ¥ Hugmearop ko.. ID Peszyanrar nposepkn

AobaekTh CTMEHa

Puc. 141. lo6aBneHune nonb3oBaTesNibCKMX UHAMKATOpPOB koMnpomeTtauuu (loC)

2. B OTKpbIBLIEMCH OKHe yKasaTb MyTb A0 katanora c loC-cannamu, B KOTopbix onpedeneHsl loC-
00bekTbl, Mponuncae NyTb B none Boibepume narnky ¢ loC-ghatinamu nnv BeibpaB KaTanor B NPOBOAHWKE
npv NOMOLLM KHOMkN BbiGpaTh.

I'Ipvl HeobXo4MMOCTM MOXHO TaKke akKTmBmpoBaTb cnegywwme YeKBbOoKChbl:

e Pacnpedennumb o epynnam c¢ ydemom nons ‘pattern’ c¢opmama loC (ecnu epynna
He cywecmeayem, oHa 6ydem co30aHa) — NO3BONAET NPOM3BECTM pa3bueHne fobaBnsemblxX



nosib3oBaTeSNIbCKUX MHAMKATOPOB KOMNPOMETAaLMKN Ha COOTBETCTBYOLLME Moo pattern nogrpynnbl
(Tabnmua 26). Ecnm 4yekboKc [eakTMBMpoBaH, TO Bce [AobaBnsiemble MNoONb3oBaTENbCKME
WMHOWKaTOpbl KOMNpoMeTaumm OyayT gobaBneHbl B BblIOpaHHYK MOArpynny, ecnu xe B rpynne
lMonb3oeamernbckue He BbibpaHa HM Of4Ha noAarpynna unvM HeT Hukakmx noarpynn, To loC 6yayT
AobaBneHbl B aBTOMaTMYECKU co3fgaBaemyto noarpynny ¢ umeHem «Hoesast nodepynna N», rae N
— HOMep MOArpynnbl B cnncke ogHonmeHHbIX. Mpu nobasneHun oC ang BeibpaHHOW noarpynnb
OaHHbIN YekboKc byaeT 3abnoknpoBaH;
e CkaHuposamb 8/I0KE€HHbIe narnku — MNO3BONSET CKaHMPOBaTb NoAnanku ykasaHHOro karanora
n 3arpyxatb 10C u3 Hux.
Ta6bnuua 26. ConoctaBneHne o6bekTa nons ‘pattern’ n noarpynnesl Ans rpynn

O61bekT nons ‘pattern’ [JoGaBneHue nHAMKaTopa KOMnNpomMmeTaLuum B rpynny

directory HeincTtBue c anpekTopuen
file BpenoHocHbIn dann
domain-name BpenoHOCHbIN OMeH
ipv4-addr

BpenoHocHein IP-agpec
ipv6-addr
mac-addr BpenoHocHbin MAC-agpec
network-traffic BpenoHocHbIN Tpaduk
url BpenoHocHkIn BeG-pecypc
process BpenoHocHbIN npouecc
software BpenoHocHoe MO
user-account JeincTBre € y4eTHON 3anucblo
windows-registry-key OeicTBure ¢ peectpom
©ornee ogHoro o6beKTa CocTaBHoOM

3. HaxaTtb kHOMKy CkaHupoBaTb [ANA NPOBEPKU Hanmumyma B YykaszaHHOM katanore loC-cannos
1 nocrneaytoLlen NpoBepKN COOTBETCTBMSA coaepxalumxcs 10C-06beKkToB KpUTepmsam.

Kputepun Toro, yto chavn sensetcs loC-dannom:
e (hann umeeT paclumpeHue .json;
e B (havine ectb x0T 66l 0anH JSON-06BEKT, y KOTOPOro type paBeH indicator.

Mo pesynbTatam ckaHupoBaHus Bce l0C-06bekTbl, obHapyxeHHble B loC-havinax, 6yayT nobasneHbl
B Tabnuuy.

Ecnu dainbl, yaoBneTBopsilolne KpuTepusiM, B MPOLIECCE CKaHWPOBaHWA He OGyayT
HalaeHbl, NOSIBUTCSA COOTBETCTBYHOLLEE COOBLLEHNE 00 oLINGKe.

4. B tabnuue obHapyxeHHbIX 10C-06beKTOB yCTaHOBUTL B cTonbdue Mms ¢halisa 4ekboKcbl HanpoTuB
WHOVKATOPOB KOMMpOMeTaLmm, KoTopble Tpebyetca nobasuTb B 6a3y 10C-06beKkToB.

5. Haxatb kHonky [lo6aBUTb.

KHonka OTmMeHa no3BoNnseT 3akpbiTb OkHO [lo6aBneHuMe nonb3oBaTeNIbCKUX WHAUKATOPOB

komnpomeTauum (loC) ELLY Dallas Lock 6e3 coxpaHeHusi niobbiX U3MEHEHWNA.

Ons yoaneHus Heob6xoomMmo BbiOpaTh B Tabnuue OAMH MU HECKOSbKO 3M1eMEHTOB rpynnbl (MOArpynmnbl

WU MHOMKATOPbl KOMMNPOMETaUUW) U HaxaTb KHOMKy YAanuTb Ha naHenu [Jelicmeus, nocrie 4ero

B OTKpbIBLUEMCS OKHE NOATBEPAUTL yaaneHue.

Mpwn BbIGOpE anga yaanexnus rpynnel [lonb308amernbckue OyayT yaaneHbl BCE SIEMEHTbI BHYTPU AaHHOM

rpynnol.



Ecnu ana yoaneHus 6binu BelbpaHbl U nonb3oBaTtenbckmue, U ctaHgapTHole 10C-06bekThI,
TO NPU NOATBEPXAEHUWN yAaneHus BblaereHHble nonb3oBarternbckue loC-obbekTbl ByayT
yOaneHsbl, a BblaeneHHble cTaHgapTHble |0C-00bekTbl — AeaKTMBUPOBAHBI.

Mpyn ypaneHun nonb30BaTENbCKOM MOArPYnnbl BCe BXoAsWME B Hee WHAMKATOpPbI
KOoMnpoMmeTauumu Takke byayT yoaneHsbl.

5.10.4 Hactpoukn COP

Hactpoviku, kacatowmecs 3HaveHun nonutuk COP, perynupytotca B kateropum Hactponkm COP
Ha Bkrnagke KomnoHeHTbl — CpencTBO OGHapyXXeHUs u pearmpoBaHus (puc. 142).

KomnoHeHTl

=
YMNPAB/EHWE KOMMOHEHTOM COP
AEACTBMA

Coara COP TIpaEHAa SETOMATHHEEKDMD PRATHPOBAHHA UnavaTope! kammpomerauun (100 HacTpaikn COP

o Janper Ha wsmenenme [Moautika “ 3nauenme Tun roayna

o Vicrounnk obroserwi updates.dallaslock,nu/Update DLBD (K12, 1KL3)
o Vierounnk obosermi ToC updates.dallaslock.n/Update/lcclocUpdateip DL (AKS, 1KG)
o [T am— . DLE0 tHIK13), DLL tHIKS, LIKe) OUABLTPEI
o o Basel b pomeTaum 1C) Ben, Cherens, DL (AKLZ), DLL (AKS) M T B
o Mpasing sETomaTHHECK 0D pearpoBaHi Brn. DLE.0 (K1), DLL MKS) - =
o PACUCaHME CKAHMPOBSHMA CUCTEMEI Ha MHARKATOpE! KomnpomeTaun (0C) B, DLB.D (WK1Z, 1K13)
o PerynapHOCTE OB HOBAE M Buiknioueno DLB.0 {MKLZ), DLL (MKS) Sallas Lack 8.0 UKT2
o PeryrsprocTs crarmposanna oG [ DL (4K, V1K) Dalles Lack 8.0 IKL3
o CRAHMBOE 3HIAE HOBEI BHADE Ha MHAIKATIRE! KOMMpOMET3in (5C) He nenanesyerca DLBD (KL Dallas Lock Lin S
Dallas Lock Linux K6

OMEPATMEHOE YNPAEBNEHWE

Cobpate skyprane!

Cumxponmsiposars

Puc. 142. Kateropus «Hactpoinku COP»

Tabnuua 27. Hactponkn COP
McTo4yHUK 0OHOBNEHUM

3HavyeHnem pOnsa nonmuTuku MoxeT Obitb HTTPS-agpec w/vunu agpec nanku. Mo ymomndaHuio
Ans nonutuku BelbpaH Tun HTTPS 1 Ha3HaveH UCTOYHWK updates.dallaslock.ru/Update.

AKTMBaUua / geakTuBaumst UICTOMHUKA OOHOBIEHUI OCYLLECTBNAETCA NPM NOMOLLM Yekbokca B cTonbue
Ucnonbdyemcsi. C nomollbio kHOMOK BBepx v BHM3 MOXHO ynpaBnATb NPUOPUTETOM WMCTOYHMKA
OOHOBIIEHUN.

MonuTunka no3sonseT ynpaBnsaTb MCTOYHUKOM 06HOBMNEeHMs 6a3bl 10C-06bEeKTOoB.
Monutuka npumeHsieTcs Ha moaynax C3U Dallas Lock 8.0-K/C.

UcTouyHuk ooHoBneHuw loC

3HaveHnem pansa nonmuTukn MoxeT Obitb HTTPS-agpec w/wnm agpec nanku. Mo ymonyanuio
ONS NOJIUTUKN BblOpaH ™n HTTPS " Ha3HayeH VUCTOYHUK
updates.dallaslock.ru/Update/UcclocUpdate.zip.

MonuTunka no3BonseT ynpaBnsaTb MCTOYHUKOM OOHOBNEHMs 6a3bl 10C-00HEKTOB.
Monutuka npumeHsieTcs Ha mogynax C3U HCA Dallas Lock Linux.
O6nactb ckaHupoBaHusi loC
MonuTuka wucnonb3yeTcss ONs  HACTPOWKM o0bnacT CKaHMpPOBaHUS CUCTEMbI Ha MHOMKaTOpbI
KoMnpoMeTaumu.

B kayecTtBe obGnactu CKaHMpoBaHUA MOXHO Bbl6paTb BCHO CUCTEMY, €eCllh aKTuBMpOBaH yekbokc
CKaHupoeamb 8CH0 cucmemy, N yKa3aTb KOHKPETHbIE AUPEKTOPUM ONnA CKaHMPOBaHUA. I'Ip|/| YKa3aHumn
LlMpeKTOpMVI Ha Mo4yIb nepenarTCda TOJNbKO Te NyTU, ANA KOTOPbIX BbICTaBlEeH Yekbokc.



Ecnu gna mogynen C3U HCA Dallas Lock 8.0-K/C aktnBupoBaH Yekbokc CkaHupogamb
8CH0 cucmemy, TO Ha MOAYNb AN AaHHOW NONUTUKM ByAeT pacnpoCTPaHATLCS 3HAYeHUe
He ucnonb3yemcs. [Ona aktuBauuMm MNONUTUKM B [AaHHOM cryvyae Heobxooumo
JeakTuBmpoBaTb YekOOKC W BblOpaTb XOTs Obl OOHY [OWPEKTOPUIO, YCTaHOBUB
COOTBETCTBYIOLMIA donar.

Ona wmogynen C3UW HCHO Dallas Lock Linux npu aktvBupoBaHHOM 4Yekbokce

CkaHupogamb 6Cto cucmeMy Ha MoLYfb PacnpoCTpaHSaEeTCsl 3HaYeHne agpeca KopHs (/).
HobaBneHve oupekTopumn AN CKaHMPOBaHMS MPON3BOANTCS B OKHE Nocre HaxaTtusa kHonkn [Job6aBuUTb
nyTb. [lyTb MOXHO yka3aTb 4Yepe3 (palnoBbIi MEHeKep MOCPeACTBOM HaxaTtus kHomku Bbibpatb
WNu BPY4HY0, BNUCAB €ro B COOTBETCTBYHOLLEE MOore.

KHonka BbiGpaTb A40CTynHa, ecrnu:

e OTKPbITO OKHO AobaBneHus nytn ana mogyns Dallas Lock 8.0 n koHconb ELLY
yctaHoBneHa Ha OC cemenctea Windows;

e  OTKPbITO OKHO AoBaBneHus nytn ana moayns Dallas Lock Linux v koHcons ELLY
ycTaHoBneHa Ha OC cemenctsa Linux.

MonuTunka NnpumMeHsieTcs Ha MoaynsaX:
e C3U Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

ObHoBneHue 6a3bl UHOMKaTOpPoB KomnpomeTauuu (lIoC)

Bo3moxHoe 3HavyeHne NonuTukN: « Bk./Bbikr.». 3Ha4YeHne No yMonyaHuio: «Bki.».

Monutuka nossonsiet ynpaseiidTb BO3MOXHOCTbHO obHoBneHns 6asbl MHONKATOPOB KOoMMpomeTauunn:
obOHOBNEHne OCYLLECTBIIAETCA TOJIbKO B TOM Cliy4dae, eCclin NnoJinTuka BKIKo4YeHa.

MonuTunka NnpumMeHsieTcs Ha:
e cnyxby ELLY;
e MOOynsaX:
e C3WU Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

NMpaBuna aBTOMaTU4eCKOro pearupoBaHus

Bo3moxxHoe 3HavyeHune NonuTukn: « Bkr./Bbiki.». 10 yMONYaHuoo 3HavyeHne 4aHHOW NONUTUKN: « BKr.».

MonuTunka NnpumMeHsieTca Ha MogynAX:
e C3W Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

PacnucaHue ckaHMpoBaHUA cUCTeMbl Ha MHAUKaTopbl KomnpomeTtauun (loC)
MonuTuka ncnonb3dyetca ANns ynpaBreHus pacnucaHNeM CKaHMPOBAHWUS CUCTEMbI Ha Hanuuve B Hel
nHaukatopos komnpomeTauuu (loC).
3HaveHune nonuTukmn No ymondanuio: «17: 00 MH BT Cp YT M.

MonuTtunka npumenHseTca Ha moaynsax C3U Dallas Lock 8.0-K/C.
PerynspHocTb 06HOBNEeHUMn
Bo3amoxHoe 3HauyeHue nonutukun: «BbiknodeHo», «Pa3 8 cymku», «Pa3 e 0ee Hedenux». 3HayeHue
MO YMOMYaHWKO: « BbIKITHOYEeHO».
Monntrka oTBEYaET 3a perynsipHOCTb aBToMaTu4eckoro obHoeneHnst 6as loC.

MonuTnka NnpumMeHsieTca Ha MoaynaX:
e C3W Dallas Lock 8.0-K/C;
e C3U HCQO Dallas Lock Linux.

PerynsapHocTb ckaHupoBaHus loC

Ons nonuTtukm Tpebyetca BBOoauTb 3HaveHne B popmate «0 Y4:MM», HO He pexe, Yem pa3 B 21 OeHb,
N He valle, yem pa3 B 15 MuHyT.

MonuTuka wmcnonb3yeTcs AN HACTPOWKW PErynspHOCTU CKaHMPOBAHUS CUCTEMbl Ha WMHOMKAaTOPbI
komnpomeTtauum loC.

Monutuka npumeHsieTcs Ha mogynax C3U HCA Dallas Lock Linux.



CkaHupoBaHue HOBbIX (harnoB Ha MHAUKaTOpbl komnpomeTauuu (loC)

Monutuka ncnonb3yeTcd and HaCTPOIZKVI aBTOMAaTU4E€CKOro CKkaHnpoBaHunA HOBbIX c*)aﬂnos B Ccucteme
Ha Hann4mne nHamnKaTtopoB KoMnpomeTauyun.

Mo ymMon4daHuio ana nofinTUKKN yCtaHOBJ1€HO 3Ha4YeHune He ucriosib3yemcH.

B HacTpoiikax MONMUTUKM MOXHO YyKasaTb 2 [OUPEKTOpWM, B KOTOpbIX OyAeT OCYLEeCTBRSATLCS
aBTOMaTUYeCcKoe ckaHupoBaHue chainoB. [na nobaBneHust AMPEKTOpUM HEOBXO0OMMO HaxaTb KHOMKY
Hdo6aButb NyTb, Nocne Yero BbIGpaTh NyTb B (haliIoBOM MeHeaepe NoCPeACTBOM HaXaTusl KHOMKK
BbIGpaTb 1y BBECTU NyTb BPY4YHYIO B TEKCTOBOE none [Tyms.

KHonka BbiGpaTb akTMBHa TOMbKO Ha OnepaumoHHbIX cuctemax cemerictea Windows.

Mpu akTuBauum Yekbokca CkaHuposamb 6/10XKeHHble OUPeKmMopuu TNPOU3BOAUTCA CKaHWpOBaHWe
noanarnok Ans BblOpaHHbIX AMPEKTOPUIA.

KHonka Ypanutb nyTb No3BOJIAET yaalninTb Bbl6paHHYIO ONpeKkTopunto n3 obnactn aBTOMaTU4YECKOro
CKaHMpoBaHUA.

MonuTtunka npumensetca Ha moaynsax C3U Dallas Lock 8.0-K/C.

5.11 3apaHua b

K

omaHgbl, otTnpasnsemble ¢ ELLY Dallas Lock Ha moaynu, ¢ oxuaaembiM pesynbTaTOM BbIMOSHEHNSA

Co cTopoHbl Moayna HasbiBatoTcsa B ELLY Dallas Lock 3agaHusmu.
YnpaeneHve 3agaHuaMn ocyLlecTBnseTca Ha Bknagke 3adaHus (puc. 143).

Cozjgano

3agaHuna

¥ Bomoaneno Tun Astop APM Mogyae Craryc
05.06,2025 14:48  1us 2 Mpoeepra uenocThocm admin APRA-DLED-K, A.. Dallas Lock 8.0 FIKL2 Oxuganme BbINOHEHMS ¥MPABJIEHME 34 JAHWAMW
05.06.2025 14... Mpoeepra uenoctHooT  admin LPhA-DLED-C Dallas Lock 8.0 VK12 QxmaaHme seinoAHeEHNA
O 05,06,2025 14.., 05.06,2025 1449 Mpoeepra yenocTHooTH  admin APRA-DLED-K Dallas Lock 8.0 VK12 Ok
& 05062025 1446 1wsl Momyqedre KoHD Uy, admin APhA-DLED-K Dallas Lock 8.0 K12 0K
@ 05.06.2025 14... 05.06.2025 14:48 Momyuene KoHburgp... admin APnA-DLED-K Dallas Lock 8.0 K12 Ok ¥1aauTE BEINOAHEHHBIE 33jaHAA

JoBaBmHTh 3ajaHMe

YAaaMIb BLe 3agaHnA

Puc. 143. Bknagka «3agaHuna»

Cnucok 3agaHuii Ha ypoBHe [1b npeactaensaet cobon Tabnuuy ¢ nonsamu:

1.

o0k~ wN

7.

Co30aHo — cofepXuT MHGOPMaLMIO O AaTe U BpeMeHW co3fdaHus 3adaHusl, Takke B AaHHOM none
COMEPXXNTCA NKOHKA, KOTopas yKasbiBaeT Ha CTaTyC BbINOMNHEHWS 3a4aHus:

o — 3adaHune BbINOJIHEHO;
— 3adaHne oXngaeT BbIMOJIHEHUA;

0 _ npwv BbINOSIHEHMM 3aaHUS MPOM3oLLIIa owKnbKa.

BbinoniHeHo — copepXxuT gaTy U BPEMS BbINONHEHUST 3a0aHUS.

Tun — cogepXuT Ha3BaHWe 3agaHus.

Asmop — coaepxXuT nms y4eTHom 3anncu nonesosatensa ELY, cosgasluero sagaHue.
APM — copepxut nms MK, anga BbinonHEHNss Ha KOTOPOM CO34aHO AaHHOE 3aJaHue.

MOOyJ'Ib — coaepXxuT VIH(bOpMaLIMPO O TMne Moaynd, ond BblNONIHEHNA Ha KOTOPOM CO34aHO AaHHOe
3agaHune.

Cmamyc — YKa3blBaeT Ha CTaTyC BbINOJIHEHNA 3aaHUA.

5.11.1 Co3aaHue 3agaHun

[Ina co3pganunst HOBOro 3afaHus Ha ypoeHe [1b Heobxoanmo:

1
2

. Boibpate 1B B nepeBe koHcoNM 1 NeperTn Ha BKknagky 3adaHus.
. BeibpaTtb nyHkT [lo6aBUTHL 3apaHue Ha NaHeny UHCTPYMEHTOB.



3. Ha skpaHe nosiBUTCSA OKHO MacTepa co3faHus HOBOro 3adaHus (puc. 144).

O hacTep cozgaHMA sagaHMA X

BribepuTe TMN Mo gyna

Dallas Lock 8.0 K13

BrifepuTe TMN 3343HMA

OT4eT 0 nokanbHER FpyNnas

Cozgath OTmena

Puc. 144. MacTtep co3paHus 3agaHus

4. BblbpaTb TMN MOAYNA U TUN 3a4aHus.

5. Haxatb kHonky Co3aath.

6. lMpu HeobxoanMMOCTH yka3aTb AONOMHUTENBHYO NHOPMALIMIO, HEOBXOOUMYIO AN CO3aaHNA 3a4aHns.
Ouepeapb co3gaHHbIX 3a4aHnin 4OCTYNHa Npu Bbibope ob6bekTa B AepeBe 1 nepexoe Ha Bknaaky 3adaHus.

Co3pgaHHOe 3afaHne accoLMnpyeTCsi C KOHKPETHBIM MOAYEM B JIOMEHE, NO3TOMY MpU CO34aHUN 3afaHns
Ha ypoBHe [1b B cnvcke MOSIBATCS 3anucu O 3adaHusix Mo KONu4yecTBy B JOMEHe moayrnel Toro Tuna,
KOTOpPbI yKasaH npy co3gaHum 3agaHus. Tunbl 3agaHuid ANs KaXaoro oTAeNbHOro Moayns nepeyncreHbi
B Tabnuue Huxe.

Ecnun 3agaHus 6binu co3aaHbl OQHOBPEMEHHO ANSt ONPEAENEHHOrO TUMNa mMogyrnen, TO OHU
aBTOMaTW4eCKU OyayT 06beaVHEHbI B rpynmny.

Ecnu B JJomeHe Ge3onacHOCTU He 3aperncTpUpoBaHO HW OAHOrO MOZYNS TOro TWUMa, KOTOPbIM yKasaH
Npuv co3naHuv 3afaHuvsi, 3afaHve He Co34aeTcsl U He nonajaeT B ovepenb.
Mpu cosgaHuyM gybrnukata He BbINONIHEHHOrO 3ajJaHus AN MoZyns BO3HUKaeT npegynpexaeHve

(puc. 145), npomcxoanT OBHOBEHWE 3a4aHns, NPU 3TOM CTapoe 3afjaHune yganseTcs U 0CTaeTcs TONbKo
Honee HoBoe.

D CoobLuenme *

Ja8aHMA AEHHOMD THNE YHE CYLLECTEYHIT 408 CNedyro iy SAPR:
APM-DLED-C

(0]

Puc. 145. NMpeaynpexaeHue o co3gaHum gy6nukaTta 3agaHus

Ta6nuua 28. Tunbl 3agaHnn

HauvmeHoBaHue moayns Tunbl 3agaHnn

¢ MOJlydeHNe OT4YeTa O JIOKANbHbIX TPYMNMNax U BXOAALWMX B HUX
nonb3oBaTensx;
e MofnlydeHne KoHdurypauum;
® PMMEHEHNEe KoHGUrypaumu;
C3W Dallas Lock 8.0-K/C * NpoBepka LIeNIocTHoCTH,
® apxMBaLMs NoKasnbHbIX XYPHAIOB;
e CKaHMpOBaHMe CUCTEMbI Ha uHauKaTopbl komnpomeTtauun (1oC);
e aHanm3 yctaHoBreHHoro MO Ha ys3BUMOCTH;
e ynaneHue DL8.0;
e I3MEHEHME NapamMeTPoB NULEH3UN (M3MEHSIET HOMEP NULEH3NN



W KOZ, TEXHNYECKOW NMoaaepkKkn);
e (hopMMpOBaHMeE OTYETA MO XKypHanam

¢ 3MEHeHMe NapamMeTpoB NIULEH3UN (M3MEHSIET HOMEP NULEH3UN
N KOA TEXHNYECKOWN NOAAEPKKN);
e apxMBaLMs NOKanbHbIX XYPHAaIoB;
C3M HC[, Dallas Lock Linux e CKaHMpOBaHME CUCTEMbI Ha nHauKaTopbl komnpomeTtauun (1oC);
e ronydeHne KoHdurypauum;
¢ NPUMEHEHNE KOHUrypaumm;
e ynaneHne C3U HCA Dallas Lock Linux

¢ 3MEHeHMe NapamMeTpoB NULEH3UN (U3MEHSIET HOMEP NULEH3UMN
N KOO TEXHUYECKOWN MOAAEPKKM);
e MofnlydeHne KoHdurypaumm;
C3W1 BU Dallas Lock e [ony4YeHne oT4eTa o0 KoHdurypauumn (gpopmam *.rtf);
¢ NPUMEHEHNE KOHUrypaumm;
¢ NpoBepka 0H6HOBNEHWI;
e OTMNpaBka darnna nuMueH3nm

® OUMCTKA XXypHana;

e NonyyYeHne KoHurypauuu;

e nofy4eHne ot4yeta o6 annapaTHOM obGecrnedeHny;
C[A3 Dallas Lock ® NoNyYeHne oT4yeTa nNo KoHUrypauuu;

e NpYMEHeHNe KoHurypaumu;

e cobpoc [BK;

e TecTupoBaHune dyHkuun CO3

e OYMCTKa XypHana;

e NnonyyeHne KoHdurypauuu;

e nonyyeHue otyeta o6 annapaTHom obecneveHnu;
e NoNyYeHne oT4yeTa nNo KoHUrypauuu;

e TecTupoBaHue pyHkunn CA3;

® NpMMeHeHne KoHdurypaumum

C[A3 Yb Dallas Lock

¢ BOCCTAHOBUTb PE3EPBHYH KOMUIO;
¢ 0OHOBMEHNe 0a3bl pa3peLlaroLnx NpaBus;
e cbop >xypHanos;

e cOPOC K 3aBOACKMM HaACTpoOMKamMm;

e CO3aTb PE3EPBHYIO KOMUIO;

e NpymMeHeHne carnna nMueH3nn

WAF Dallas Lock

e O0TYeT 06 annapaTHoM obecneyeHuu;
AreHT ELJY (Windows/Linux) ¢ ynaneHue AreHrta ELLY;
e OTYET O NporpaMMHOM obecneyeHnn

¢ H(popMauusa 06 yCTPONCTBE;

Arent ELLY (AndrOId) ® OTYET O NporpamMmmHoOM obecneyeHnmn

e 0OHOBMNEHNE aHTUBUPYCHbIX 6a3;

Kaspersky Endpoint Security e CKaHMpoBaHue KrmeHTcknx APM

5.11.2 Pe3ynbTaT BbINOSIHEHUA 3aAaHUA

Moy BbINOMHSOT NOMyYeHHbIe 3a4aHus Npyv NepBor BO3MOXHOCTU W OTNPaBnaoT pesynstaT Ha ELLY
Dallas Lock.

[na coxpaHeHust pesynbTaTa BbINOMHEHMS 3adaHust HeobXOAMMO BbIOpaTh BbLIMONTHEHHOE 3ajaHue
B CMMCKE M HaXaTb Ha MaHesnM UHCTPYMeHTOB KoMaHay lMokasaTb pesynbTaT vnu Baxdbl LENKHYTb
NEeBOM KHOMKOW MbILLN NO 3a4aHuto.



5.11.3 YpaneHue 3apgaHun

Ons yAaneHuna 3agaHna n3 cnncka HeobxoQMmMo Bbl6paTb 3agaHne n HaxaTtb Ha naHenn MHCTPYMEHTOB
KOmMaHOy YpanuTb BblaeneHHble 3afaHus, nocre Yyero noaorBepanTb yaaneHue.

Takke Ha naHenu MHCTPYMEHTOB AOCTYMNHbl KOMaHAbl AnaA yoaneHnsa HeCKOJIbKUX 3agaHni:

e YaanuTb BbINONHEHHbIe 3a4aHunA;
e YpanuTb Bce 3agaHus.

5.12 Otyetbl 1B

Bknagka Omyemei Ha ypoBHe [JomeHa 6e30nacHOCTM NO3BONSET NpocMaTpmUBaTh BCe OTYETLI, CObpaHHbIe
c knvenToB A6 ELY npu nomowm moaynen AreHt ELLY (cm. «<ATEHT ELLY»).

Ecnu B 1B HeT Hu ogHoro moayns AreHT ELLY (ArenT ELLY Dallas Lock Windows n/unu
Arent ELlY Dallas Lock Linux w/unn Arent ELlY Dallas Lock Android), To Bknagka
Omuyembi oTobpaxaTtbcs He byaerT.

Ha ypoBHe [lomeHa 6e3onacHocTu Ha Bknage Omyemsi (puc. 146) AOCTYNHbI CNeayoLmne KaTeropum:
e  Omuem 06 annapam+Hom obecrieyeHUU — COOEPXKNT MHGOPMaLMIO O MaTepuHckon nnate, BIOS,
npoueccopax, onepatmeHon namatn, PCl-ycTpoincTBax 1 0 HaKonuTENsix;
e Omuyem o npoepammMHOM obecrie4yeHUU — COAEPXUT MHopMauuio 060 BCEX YCTaAHOBIEHHbIX
nporpammax (ansa mogynen Arent ELLY Windows), naketax (ans mogynev AreHt ELY Linux)
unu npunoxenusx (ana mogynen AreHt ELLY Android).

Onsa knueHTtoB B, Ha koTopbix yHKUMOHMpPYOT Mmoaynu AreHT ELLY Dallas Lock Android,
oTobpaxkaeTcs Tonbko kateropus Omyem o npoepamMmMHOM obecrneyeHuu.

OTtueThl
OtuéT 06 annapatHom obecnedeHnn OTuéT 0 nporpaMmuom obecnedeHnm =
AENCTBUA
APM Moayne “  3ITanoHHLIA OT4ET Texywmii otuer Pesynbrar nposepku
nW-DL  Arent ELLY Dallas Lock Windows WKL 1212.2025 14:28 12.12.202514:28 Hapywienwii Het
06HOBMTL
Bribpars BCE
©WUbTPbI

D APM ¢ HapyLIEHMEM LENOCTHOCTH

Mownck |

Arent ELLY Dallas Lock Windows WKL

Puc. 146. Bknagka «OT4yeTbi» [lomeHa 6e3onacHoOCTU

Cnincok oTyeToB Ha ypoBHe [16 npeacraenset cobow Tabnuuy, otobpaxatowyto cnucok APM ¢ mogynsimm
AreHT ELWY, c nonamu:

o  APM — cogepxut numa APM, Ha koTopom yctaHoBrneH AreHT ELLY;



o Modynb — copepXnT HaumeHoBaHne moayns AreHta ELY;

e OmarsoHHbIll omyem — COQAEPXUT JdaTy W BpeMsi (POPMMPOBAHMS ITanOHHOIO oOT4eTa
(cm. «O14eTbl Moaynsa AreHT ELLY ») B popmaTte <DD.MM.YYYY hh:mm>;

o Tekywul omyem — COOAEPXUT OaTy U BpeMs (pOPMUPOBaAHMSA Tekylero otdeta B dopmare
<DD.MM.YYYY hh:mm>;

o Pesynbmam ripoeepku — COAEPXKUT pe3ynbTaT NPOBEPKN LENTOCTHOCTM.
Ha naHenu nHctpymenToB [eticmeus Bknagkn Omyems! [OCTYMHbI Criefytolime KomaHabl:

e [lpuMeHUTb M3MeHeHusa (coenaTb TeKyLWWA OTYET ITaNOHHbIM AN BblAENEHHbIX B Tabnuue
APM);
e OOGHOBUTL (MONYYNTb TEKYLLME OTHYETHI CO BCEX MOAYIEN U CPaBHUTb C 3TANOHHLIMU OTYETaMM);
e CBomcTBa (OTKPbITb OKHO Bbl6paHHOro B Tabnuue APM);
e CoxpaHuTb B (hann (COXpaHuTb TEKYLLMI OTYET B hain, ecnu B Tabnuue BbigeneHa ogHa CTpoka,
UNN COXPaHUTb TEKyLUMe OTYEThI B apXMB, €CnM B Tabnuue BblAeNeHO HECKOMNbKO CTPOK);
¢ BbibpaTtb Bce (BblaennTb Bce oTobpaxaemble CTpokM Tabnuubl B paboyen obnactu).
Ha naHenn wvHCTpymMeHTOB B 6rnoke Quiabmpsl npegycMoTpeHa BO3MOXHOCTb punbTpauun APM
B COOTBETCTBUM C MOAYNsAMU W/unu BbliOpaHHbIMM napameTpamu Mpu MOMOLLM MOUCKa MO KIHYEBbIM
cnosawm. lNMpu akTMBaumm yekbokca APM ¢ HapyweHuem yenocmHocmu B Tabnuue Ha Bknagke Omyemsl
OyanyT oTobpaxkaTbCa CTPOKU TONMbKO € Temun APM, rae TeKyLMin OTYET MMEET OTNINYMSA OT STANTOHHOTO.
OTKpbITb OTYET KOHKpeTHOro APM (puc. 147) MOXHO criegytowmmu cnocobamm:
e [BaXAbl LLESNIKHYTb JIEBOW KHOMKOW MbILLW MO CTPOKe ¢ Heobxoaumbim APM;
e  BbI3BaTb KOHTEKCTHOE MEHH HyXHOro APM u BbibpaTts CBOMCTBA;
e BbIbpaTb B Tabnmue APM 1 HaxaTb kHonky CBoMcTBa Ha naHenu Jelicmeus.
OxHo APM nosBonsieT otobpaxaTb U CpaBHMBATb 3TANOHHbIN U TEKYLUMIA OTYETHI, @ TaKKe COXPaHATb

Tekywmn otyet. B okHe APM oTueTbl oTobpaxalTcs B 3aBUCUMOCTM OT BbIGPAHHOWM KaTeropuv BKagku
Omuemal.

O APM - apm-dll-uccAgent, Mogyne - Aredt ELLY Dallas Lock Linwx *
D MokazaTe TOABKD OTAMYMA
JranoHHel otyet (2025-07-31 11:20:49 (GRAT +03:000) Tekywmi orHet (2025-07-31 11:20:49 (GRAT +03:00))

27018 OTYeT 0 NPOrpaMMHOM 0B eCneYeHmm

27014 27014

27018 OTYeT 0 NpOrpaMMHOM OB eCNEYeHM

27020 Hazeanue nakeTa : accountsservice 27020 Haseanme nakeTa: accountsservice
27021 Bepoua naketa ¢ 0L6.55-Oubuntul?~20.04.7 27021 Bepoua naketa ¢ 0L6.55-Oubuntul?~20.04.7
27022 Dftem 456 kb 27022 Oftem 456 kb

27023 27023

27024 HazeaHue naketa ! acl 27024 HazeaHue naketa: acl

27025 Bepcua naketa @ 2,2.53-6 27025 Bepcua naketa :2,2.53-6

27026 e 1102 kb 27026 Cfem 1102 kb

27027 27027

27028 Hassanue nakeTa : acpi-support 27028 Hassanwe nakeTa : acpi-support
27029 Bepcua nakera @ 0.143 27029 Bepcua nakera @ 0.143

27030 Ofiberm BN 27030 Ofibem BN

27031 27031

27032 Hazeanue nakeTa @ acpid 27032 Hazseanue nakeTa: acpid

27033 Bepoua naketa @ 1i2.0.32-1ubuntul 27033 Bepoua naketa @ 1i2.0.32-1ubuntul
27034 Oftem 1155 kb 27034 Oftem 1155 kb

CoXpaHHTh 3aKpkITh

Puc. 147. OkHo APM

Hapg Tabnuueit ectb none lMokazame mosibKo omiiu4usi, ycTaHoBKa doriara HanpoTMB 3TOro Nons NpUBOAUT
K Nnepexoay B pexXum 0ToBpaXkeHUsl OTNNYMIA TeKyLLIero oT4eTa oT aTanoHHoro. dnar 6yaet aBToMaTUYecku
yCTaHOBEH, ecnn B paboyelt obnacti Bknagkm OT4YeTbl Obin akTMBUpoBaH Yekbokc APM ¢ HapyweHuem
uesnocmHocmu Ha naHenu @unbmpsl. CHATWe dnara Bo3spallaeT K NpoCMOTPY BCeX napameTposB.

lMony4YeHHbIN TeKyLUn OTYET CpaBHMBAETCA C STanOHHbIM. PesynbTar cpaBHeHMs oTobpaxaeTcs
B paboyen obnactu Bknagkn Omyemsbi B ctonbue Pesynbmam npoeepku. Ecrnv nonydeHHbIn oTyeT



oTnn4yaeTca OT 3TaJIOHHOro, To NPOUCXoAUT HapylleHune LEeJTOCTHOCTU. B Takom cny4vyae nogdBrndeTcA
yBegomMmiieHne 00 MHuMaeHTe 6e3onacHOCTH, a OTNNYUSA B OTHETE 6yp,yT BblAeJ1eHbl LBETOM.

Mpu BbIBbOpe Ha naHenu uHcTpymeHToB [Jelicmeus komaHabl CoxpaHuTb B paln OTKPbIBAETCS OKHO
CoxpaHuTb oT4eT 00 annapatHom ob6ecnevyeHun unnm CoOXpaHUTb OTYET O MPOrpamMmMHOM
ob6ecne4yeHumn (puc. 148), B 3aBUCMMOCTHM OT BbIOpaHHONM Ha Bkragke Omyemab! KaTeropuu.

B okHe HeobxoauMOo ykasaTb NyTb ANs COXpaHeHUs 1 3aaaTb M4 danna (no Heob6xoauMOCTH, 3anoNHUTb
WHpopMaLmMo 0 noapasgeneHnsix U aBToMaTu3upoBaHHoW cucteme). CoxpaHeHue oTyeTa BO3MOXHO
B bopmate TXT unm HTML.

B wanke otyeta pgononHuTenbHo OyaeT 3aduKcupoBaHa MHopmaums O nonb3oBaTene,
VMHULMMPOBAaBLUEM COCTaBIIEHME OTYETA, AaTa COCTaBMIEHNA OTYETA U UMS KOMNblOTepa.

D CoxpanmTe aTuer X

HMHdopmauua:
HazsaHue nogpasaeneHua
HaumeHosaHme &C
OTBETCTEEHHEIR NML3!

HaqaneHuk nogpasgensHua
HavansHuk nogpasaenenma T3

HauaneHuk NoApasAeneHMA CONPOE O AEHMA

CoxpaHwTe ain kak..

[MyTe: |13I'E_2025 10_22_11_55_17.html Beibpath

CoXpaHHTE OTREHA

Puc. 148. KomaHpa «CoxpaHuTb B thann»

5.13 XypHan 1b

Bknapgka )KypHarsbi Ha ypoBHe [lomeHa 6e30nacHOCTM NO3BONSET NpocMaTpmBaTh CriegyroLme Kateropmm
xypHanos b (puc. 149):

e XypHan ELlY — otobpaxatoTcs peructpupyemble coObITUSI, CBSi3aHHble HEMNoCpeacTBEHHO
¢ paboton Tekywero 16 ELLY Dallas Lock;
e XypHan ceccun — oTobpaxaeTcs UHpopmaLmnsa 0 co3gaHum 1 3aBepLueHun ceccum Ha APM;

e JXypHan Syslog — oToOpaxalwTcs peructpupyemblie cOObITUS, CBSA3aHHbIE C W3MEHEHWEM
KOHMrypaLmm ceTeBblX YCTPONCTB, 3aperucTpmpoBaHHbix B [b.



HKypHanel

l SKypHan cecaii ] [ KypHan Syslog

OUALTPLI
Ne Hara uspens MNonbsosatens Cobbitue Ofnexr Pesynbrar ™ Kommenrapuit

m -
77 2025-06-05 16:19:30 (GMT+0200) admin MogkAHerme KoHEOMM yripaenern  Koncaas "UCC-TKA" oK B2 konasecren sampaumeneer sanuecei
T 2025-06-05 18:05:43 (GMT+03:00) Mpexpatuerme oficayxneanun Tepmir., APM *APM-DLEI-KY, Mogyne.. OK [eficTome MHMUMIPOBaHE Mogyner 100 RAY Ve B ieah =
30 2035-06-05 18:04:19 (GMT +03:00) Mpexpatuierme oficmyxeanina Tepm.. APM "APM-DLE0-K, Moyne... O [leiicTeme uHmLanpoBano mogynem [ s no spemenst
10 2035-06-05 18:04:19 (GMT +03:00) [oBasneHue ofwexra b I APM “ARM-DLBO-K, Momyme.. OK 15.06.2024 181051
10 2025-06-05 180419 (GMT +0300) LHoBasncrme obvexra b J5 AP BPM-DLED-K” oK 15.06,2025 181957
1 2025-06-05 17:30:37 (GMT 0300 LoBasnerme ofverra b 45 APM “APM-DLED-C", Moggpne., OK
16 2035-06-05 17:30:37 (GMT +03:00) loBasnenme ofmerra b 5 LPM "APM-DLS0-C" oK

DUAETP N0 NapaMETEaNM
15 2025-06-05 17:38:22 (GMT +03:00) [oBasneHue ofwexra s 5 APM "ARM DLL", Mogyms "D OK
14 2025-06-05 17:38:23 (GMT +03:00) NofasneHme ofbekTa 6 15 APM "8PR_DLL" ok s eeee
13 2025-06-05 16:48:37 (GMT+0300) adrmin Moaknruerme KaHeaAK ynpaenenia  Koncoms "UCC-IKA" 0K Obwexr "
1 2025-06-05 16:48:23 (GMT +03:00) PerHETpaLMA KOHEOAH YIpaEne A Kencons "UCC-IK4" oK Pesynurar T .
1L 2025-06-05 16:48:10 (GMT 0300} VirMunanszauna noackeTensl ayanta A6 “ower esonacroemn® O

KommenTapuii "
10 2035-06-05 16:48:10 (GMT +03:00) 3anyex caywbel ELY 116 "flomen besonachocTa®  OK
9 2025-06-05 16:48:10 (GMT +03:00) Pesxuit pabioTel cepsepa Cepsep "ucc-ikd.dllacal:17900" 0K CepBep ByHELMOHHpYET & COOTEETE Catiren
8 2025-08-05 16:48:10 (GMT +0300) Urenute dhaiina © auueHsmed Cepsep "ucc-ikddllacal: 700" OK Cepibep yeneLIHD NpoUUTan daiin «
6 2025-05-05 16:48:05 (GMT+0300) Urenie aiina c anuermed Cepoep "ucc-ikddllocal:L700" OK Cepbep yenewno npouuTan aiin ¢ I
Ay

3 2025-05-05 16:48:05 (BT +03:00) Ocranoska cayxBe ELLY 6 "fowen bezonacrocTn 0K PRIBILNA yprance
2 2025-06-05 16:48:05 (GMT +02:00) Vniupanusauna noacucrens aygwra 16 "flomen BesonacHocma oK Booa Qb o nodurznne apyrany A
1 2025-08-05 16:48:05 (GMT +03:00) Jamycr coybe ELY 1B "flomen besonacrocmn® 0K Brnkauerie KNCH
4 2025-08-05 16:48:05 (GMT +03:00) Pesxuit pabioTel cepsepa Cepsep "ucc-ikd.dllocal:17900" Ha cepeepe.. Cepsep paBioTast & pexcume orpah BrAKG eHve TepMAKANEHOD Ceprepa
T 2025-05-05 16:48:20 (GMT+0300) Mpopepka Tokena ¢ AMerzmed Cepoep "ucc-ikd.dllocaliL7A00" B okere oT.. Cepbep He GBHAPY.WA kAN € UL Bozoa B uz noa-uHeHHA
5 2025-06-05 16:48:05 (GMT+0300) TpoBepKa TokeHa ¢ Aueramed Cepoep "ucc-ikddllocaliL7A00" B Tokere oT.. Cepeep He GBHApyxwA KAIDM C AL Beteoa moayns e 16

Beisoa cepsepa us knactepa ELLY
Beiauenine KICH

BuIK/IiGHEME TEpRMHANEHOrD Ceprepa
Hobasneane I0C

Aobasnenue KICH

CopocyTs

feeeooeoeaan

[] Mpocmarpusats apats

AEACTBMA
OuMCTHIL HeypHa
JkenoprupoBath ypHan
0BHOBHTL sHYPHAN
OMEPATUEHOE YMPABNEHWE

CoBpath xypHanbi

Puc. 149. Bknagka «XKypHanbi» [lomeHa 6e3onacHocTu

[ns KOppekTHOM perucTpauum BpemeHu cobbiTui B XypHane [Bb pomkHa pabotatb
l. CVMHXPOHM3aLUWs BpeMeHMW, Kak Ha OTAEeNnbHOM CepBepe, TaKk M Ha KaxdoM cepsepe,
Bxogsiiem B knactep ELLY.

[Ons XxpaHeHus >XypHanoB BO BHelWHen 6ase AaHHbIX Heobxooumo UCMofb3oBaTb
l PostgreSQL Bepcuun 13 unu Beiwe, Jatoba, Proxima DB nnu Tantor.

CnpaBa pacnonoxeHbl NaHeslb MHCTPYMEHTOB CDUﬂbmpr M nNaHesib UHCTPYMEHTOB Leticmsus.

MapameTpbl UNbTPaLMK 3aBUCAT OT KaTeropum xypHana. Copoc 1 npumMeHeHue BbiGpaHHbIX (UNbTPOB
ocyLiecTensieTcs no komaHae C6pocuTb 1 NMPUMEHUTL COOTBETCTBEHHO.

OTpMnbTpOBaHHbBIE 3aMMCK XypHana MOXHO COXpaHWTb B BbibpaHHoM Tune danna (HTML, TXT, CSV)
C MOMOLLIbIO KOMaHAbl AKCMOPTUPOBATL XYPHan Ha naHenu MHCTpyMeHToB [elicmeaus. QKCNopTUPOBaTh
XYPHan MOXHO YYMTbIBasi TEKYLLYIO COPTUPOBKY, ANsl 3TOr0 He06XO0AMMO YCTaHOBUTL COOTBETCTBYIOLLMMA
dnar B okHe JkecnopT KypHana (puc. 150).

D IKENOPT KypHaNA X

D FUUTBIEATE TEKYLLYHD CORTHAOEKY

COoXpaHWiTE @ ain Kak..,

MyTe: |C:r’Usersffl\dminfucc_I09_2025_12_04_19_23_01.htm| |

CoOXpaHMTh OTheHa

Puc. 150. OkHO «3KCNopT XXypHana»




Onsi ouncTkM BbIBPAHHOrO >XypHana moAynsd ucnonb3yeTcda komaHda OYMCTUTb XKypHamn Ha naHemnu
MHCTPYMeHTOB [Jelicmeus.

Mo komaHae OBHOBUTL XypHan ocyLlecTBNsAeTCA OOHOBMNEHNE COAEPKUMOrO TEKYLLETO XypHana.
[IBOHOM KITMK NO NYHKTY >XXypHarna OTKpoeT OKHO ¢ noapobHocTsiMu 3anucu (puc. 151). Haxxumas Ha KHOMKK
BBEPX M BHU3, MOXXHO MPOCMaTpMBaTh 3anucu XxypHana.

© NMpocwmop X
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Mara m Bpema
2035-06-05 18:05:43 (GKT +03:00)

MoAbsoBarens

Cobritve
MpekpaeHme obCay*KEaHMA TEPMWHAAEHOMD CEpBEpa

Obbexr
APk "APM-DLE0-K", Mogyne "Dallas Lock 8.0 LK12"

Pesyabrar
QK

Koramentapuia
AeRCTEME MHULWMPOBAIHD MOZWIEM NOCAR BOCCTAHOBENEHME CEAZM,

e |

— - )

> ~ JaKkpEITE

Puc. 151. NMpocmoTp noapo6GHOCTeN 3anmcu xXypHana



6 rPynnbl JOMEHA BE3OMNACHOCTHU

6.1 bBasoBble rpynnbl

B nepese o6bektoB KoHconn ELY Bcerga npucyTcTBylOT 6asoBble Tpynnbl, NpeaHasHayeHHble
Ans ob6ecrnevyeHnst COCTOSHUSA 3alLULLLEHHOCTM 06bekToB [lomeHa Ge30nacHOCTU:

e HepacnpeaeneHHble 06bEKTHI;
e CeTeBble YCTPOWCTBA;
e yaaneHHble 0ObeKTbI.

YnaneHue, nepenMMeHoBaHune un nepemMmelleHne 6a3oBbIX rpynn HeaoCTynHo.

Mpn pobaeneHun HoBoro wmogyna B [OBb OH Bcerga nomewaerca B rpynny

HepacrnipedernieHHbie 06beKMbI 1 NPU 3TOM:

1. Mogaynb BkntoyaeTca B rpynny B coctaBe APM (3a nckntoveHnem moayrnen 6es APM).

2. 3HayeHusa NONUTUK ANS HEero HacreaytTca U3 NONUTUK rpynnbl HepacrnipederneHHble
06BEKMBI.

3. Cnnckn y4yeTHbIX 3anuMcen KOMUPYKOTCA W3 chiucka rpynnbl  HepacripederneHHble
06BEKMBI.

Mpn po6aBneHnn HOBOro ceteBoro yctponcrtea B [Jb oHO Bcerga nomellaeTtcs B rpynny
Cemesbie ycmpoticmea.

Fpynna YOaneHHble 06beKkmbI NMpeAHa3HayYeHa AN MOoNyYeHust AoCTyna K XKypHanam
obbekTa nocne ynaneHus m3 [B. BocctaHoBneHne o6bLEKTOB, NMepeMeLLEeHHbIX B rpynmy
YOarneHHble 06beKMbI, HEOOCTYMHO.

B panbHenwem agmuHuctpatop ELLY Dallas Lock MoxeT nepeHecTu mogynb u3 6as3oBoy rpynmbl
HepacrnipedeneHHbie obbekmbl B nwobyo Apyryo rpynny (nogrpynny). llogrpynnbl Takke MOXHO
nepemellatb B gpyrve rpynnbl. [ng aToro MoOXHO Nepetawmntb 3HAYOK HY>XHOr0 0ObeKTa KHOMKON MbILLN
B none apyroro 3Ha4ka (Drag-and-drop).

6.2 HacTtpowka rpynn

CospaTtb rpyrlrly/nop,rpynny MOXHO HECKONbKMMM criocobamu:

e BbibpaTb anemeHT gepesa b (4ns pacnonoXxeHus HOBOW rpynnbl), HaxaTb KHoOnky CospaTb
rpynny Ha naHenu uHcTpymeHToB Jelicmeus;

e BblbpaTb NyHKT Co3aaThb rpynny B KOHTEKCTHOM MEHIO HY)XHOro YpOBHs AepeBa [b.
BBegeHHOe Ha aTane co3gaHusi HAaMMeHOBaHME TPYMMbl, MOXXHO BMOCNEACTBUU U3MEHUTb.
MepemellyeHne rpynnbl B OEepPEBE OCYLLECTBISAETCA NepeTackMBaHMEM 3HA4yka KHOMKOW MbIWW B none
apyroro 3Hauka (Drag-and-drop). lNepemelleHue rpynnbl OCYLECTBNSAETCA CO BCEMU BMOXEHHbLIMU
obbekTamu.
Ypoanutbe CyLLECTBYHOLWYIO TPynny MOXHO C MOMOLLbK KHOMKM YAanuTb Ha MNaHenu WHCTPYMEHTOB
Jelicmeusi unu BoCnonb30BaBLUMCb KOHTEKCTHBIM MeHI0 B AiepeBe [b. YaaneHue rpynnbl OCcyLLecTBNseTcs
CO BCEMU BIIOXXEHHbIMU 0O beKkTaMu.
Kaxxgas rpynna (nogrpynna) B AepeBe OOBEKTOB COOAEPXKUT OOAMHAKOBbLIE BKMNAAKM AN UHANBUAYANbHON
HacTpowku napameTpoB Ans moaynen, APM, ceTeBbIX yCTPOMCTB 1M NOArpynn B coctaBe AaHHOMW rpynmbl
(kpome GaszoBbix rpynn Cemesbie ycmpolicmea W YdaneHHbie 0bbekmbl, QNS HUX OOCTYMNHa TOMbKO
Bknagka Ceoodka).



6.2.1 Csoaka ans rpynnbl b

Bknagka Ceodka onsi BoibpaHHONM rpynnbl B AepeBe 06bekToB oTobpaxaeT obLiee CoCcTosHNE moaynen

W ceTeBbIX YCTPONCTB, BXoAAWMX B rpynny (puc. 152).

Ceogka

B nW_Dom

HEPACTIPEAENEHHBIE OFLEKTHI Vikdpopmanus o6 obnexre

& nw-DL
§ @ Arent ELLY Dallas Lock Win... TEPMWUHABHBIE CEPBEPI

CETEBLIE YCTPOWCTB! TeprntansHeIe cepeepel

AT SR AKTHEHEIE TERMUHRABHEIE CECCn

JNULLEH3UOHHAA
WUHPOPMALIMA

WHUKaeHTRI 6e30nacHOCTA

3a nepuos: 16.12.2025

(] Tonsko Henpoumtansie

0/0

He npouutaHo/Beero

Mo Tuny

Moapobee

07500
07500

Moapobee

'
3xcnopr

Mo kennuectey 3a nepuca

B Konuuectso

Mo npuopuery

Puc. 152. Bknagka «CBoaka» ans rpynnsi 4B

AENCTBUA
Obrosutn
Cospatk rpynny

Cozpare APM

Coepuymn

CocpryTe oce
CianmposaTh ces

[obaswms ceresoe ycrpoiicrao

Mposepurs gocryanocrs

MposepuTs wenocHocts

OMEPATMBHOE ¥TMPABJIEHME

[——
Nepesarpyzms
CoBpaTe skyprans:

Cunxponmsuposars

YnpaBneHve AaHHOW BKNaAKOM aHanorn4yHo ynpaeneHuio Bknagkn Ceodka Ha yposHe [b.
Ha naHenu nHCTpyMeHTOB AOCTYNHbLI cnegytowmne JencTBns ¢ rpynnoun:

1. OBHOBUTbL MHGOPMALMIO O Fpynne.
lMepenmeHoBatb rpynmny.

Ll

YOaneHHble 06beKkmebl).
CospaHue APM B cocTaBe rpynnbl.

[obaBneHne ceTeBoro ycTponcTaa.

©®eNOO

10.Ypanuts.

[MpoBepuTb OOCTYMHOCTL CETEBBLIX YCTPOWUCTB.
. MpoBepuTb LENOCTHOCTL CETEBLIX YCTPOWCTB.

[obasuTb B cocTas rpynnbl (MOArpynbl) HOBYO Noarpynny.
Ypanute rpynny u3 OB (Bce BnoxeHHble 06beKTbl rpynnbl nepemelialoTcsa B 6asosyk rpynny

CKaHVIpOBaHVIe cetn anAa O6Hapy)KeHl/Iﬂ Mop,yneﬁ N CeTeBbIX yCTpOVICTB.

Ha naHenu MHCTPYMEHTOB [OOCTYMHbI CredyloliMe KOMaHAbl OnepaTMBHOMO YMpaBneHus Ans rpynmnbl
(Habop komaHza 3aBMCUT OT MOAyNewW, BXOAALWUX B COCTaB rpynbl):

1. BbIKOUYUTB.

Mepesarpy3uTsb.

Pa3bnokupoBaTtb nonb3oBaTenem.
lMepecuntaTb LLENOCTHOCTD.
CobpaTb xypHanbl.

M3onuposatb yanbl.

BknounTb y3nbl B CETb.
CvHXpOHM3MpoOBaTb.

CuncTeMHbIV XXypHan.

©eNooa WD



10.BknoYnMTL aBapUNHLIN PEXUM.
11.0TKNIOYNTb aBaAPUNHBIVA PEXMM.
12.C6pocntb GrOKMPOBKN.
13.06H0BUTD.

14.YpaneHHoe BKNHOYEHME.

PesynbTaTt BbINONHEHWS KOMaHA, OnepaTMBHOIO ynpaBneHust He oTpaxaetcs B XKypHanax
ELY. Takke He npefyCMOTpeHbl BCNMbiBalOLWME M Npovve yBeLOMSEHUs O pesynbTaTax
BbINOMIHEHNSI KOMaH, ONEPATUBHOIO YrNpaBreHUs.

6.2.2Monb3oBaTtenu 1 rpynnel Ans rpynnel b

Bknagka [Tonb3oeamenu Ha ypoBHe rpynnbl 1B cogepxut cnucku rnobanbHbIX YYeTHbIX 3anucen,
3ab610KMPOBaHHbIX YYETHbIX 3anucen 1 rpynn nonb3osatenen rpynnsl Ab.

YyeTHble 3anucu rpynnel 1B

KaTteropus Monb3oBaTenu COAEPXUT CMMCOK Y4ETHBIX 3anvcen nonb3oBartenen rpynnel b (puc. 153).

Nonwzoeatean

Cocr.. ™ Yuetnassanuce Kateropua  Tun yuerod sanmc ELIY Brageney Poa agmunmcipupos... Moanoe ia  Onucanme

iyl

OMEPALMKA C NOAL30BATENAMIA

admin Tnobatbran Crcrema Homen - flomen GesomachocT AQMHUCTPATOP MO §... Co3ats
anonymous Tno6askran DLE.D (MK11,MK12, MK13),C3.. flomen - flomen besomachactn Ananymeus user Mcnossyerca gna c...

test lnobanphas Bce HAomen - llomen besonacHocti

Puc. 153. Cnucok y4yeTHbIX 3anucen nonb3oBarenewn rpynnbi AB

YnpaBneHve nonb3oBatensMn Ha YypoBHe rpynnel B npou3BoauTCA aHanorM4yHo ynpasrieHUIo
nonb3osatensamu ansa b (cm. «[MapameTpbl nonb3oBaTenemny).

Mone CocmosiHue Ha ypoBHe rpynibl MPUHMMAET CreayoLnii Bua;

OoTMeYeHHoe hriarom rnose 03Ha4yaeT, YTo AaHHasa y4eTHas 3anucb Nonb3oBaTens UMeeT JOCTyn
— Ha ypoeHe rpynnbl OB, npy atoM CocmosiHue 3afaHo (nepeonpeneneHo) Ha AaHHOM YpPOBHE
LepeBa;

OTMeYeHHoe chrnarom nosie o3HayaeT, YTo AaHHas y4yeTHas 3anvcb Nonb3oBaTens nMeeT AOCTyn
Ha ypoBHe rpynnbl B, npu aToM CocmosiHue HacneayeTcs C YpPOBHS Bbille B JEPEBE;

D ___nycToe none o3HayaeT, YTO y4eTHas 3anucb OTKMoYeHa Ans paboTbl Ha ypoBHe rpynnbl 1B,
npu atom CocmosiHue 3agaHo (nepeornpegeneHo) Ha AaHHOM YPOBHE OEPEBa;

nycTtoe none O3HadaeT, 4YTO y4dYeTHadA 3annCb OTKIYeHa OnA pa60TbI Ha YypOBHe rpynnbl 06,
npu 3TOM CocmosiHue HacnenyeTcd C YpOBHA Bbllle B iepeBe.



3HayeHne nons CocmosiHUe He OTPaXaeT COCTOSIHME YYETHOMW 3amucu nosib3oBaTenen
Ha BMOXEHHbIX B rpynny ob6bekTtax. Hanpumep, yyeTHas 3anncb MOXET ObITb OTKItOYEHA
Ans paboTbl Ha ypoBHe rpynnbl (none CocmosiHue — nycToe), HO UMEeTb AOCTYN Ha YpPOBHE
BKIHOYEHHOro B Hee APM (ctouT cnar B none CocmosiHue).

[Mpn aTtom, Npy M3MEHEHUW COCTOSIHMUS YYETHOW 3anucuM Ha YpPOBHE Bbille B OepeBe,
COCTOSIHME MPUHYOUTENBHO WM3MEHSIETCA Ha BIIOXEHHbIX obbekTax. Hanpumep, nocne
OTKIMOYEHMs Ons paboTbl YYETHOW 3anucu Ha ypoBHE rpynnbl, paboTa y4YeTHOW 3anucu
OTKIIOYAETCs ANs Bcex BrOXeHHbIX nogrpynn, APM (mogynen B coctae APM) n moaynen

6e3 APM.

Ha yposHe rpynnel 16 B kaTeropun NMonb3oBaTtenu Ha Bknagke Nonb308ameriu OOCTYMHO:

co3gaHue rnobanbHbix nonb3oBartenen (cMm. «CosgaHwe nonb3oBatenen [B», «Pervcrpauus
[OOMEHHbIX nosfib3oBatenien B [16», «Perncrpavuuns 0OMeEHHbIX NOJSib30BaTENEN MO MaCKe»);

Fpynnbl nonb3oBaTenen rpynnbl b

yaaneHue rnobaneHbIX U JOMEHHbIX Nnonb3oBaTtenen (cM. «YaaneHve nons3osatenen Aby);

NPOCMOTP M HaCTpOMKa napameTpoB rnobanbHbIX 1 AOMEHHbIX nonb3oBatenen (cMm. «lMapameTpbl
nonb3oBaTenemny);
CMeHa Tuna y4YeTHOM 3anucu Nonb3oBaTens, B 3aBUCMMOCTW OT TOro, And MoAynen Kakoro tuna
NpMMeHSAEeTCa JaHHasa yYeTHas 3anucb Nonb3oBaTens;

CMeHa naporns y4yeTHOM 3anucu none3osartens (cM. «HasHavyeHve naponsay).

[ononHuUTenbHLIM MHCTPYMEHTOM YNpaBneHus npaBamu yveTHbIX 3anucewn rpynnsl b — Mpynnbl. 310T
WHCTPYMEHT (pyHKUMOHMPYeT aHanorndHo «JlokansHeim epyrnnamy» B OC cemenctaa Windows 1 goctyneH
B kaTteropuv Npynnbl Ha Bknagke lNonb3oeamenu (pyc. 154).

NonesoBaTenmn

I

[] Cocr.. ™ Hazsanme rpynnsi

MonL30Bartent
Kareropua

AquUHMCTpaTOpLI T0basbnas
Agranuctpatopb Hyper-Y T 106abHan
Tocrm I obanbHaa
Kpymorpamueciie oneparopbi Tobasbnas
Onepatopbl apxusa T 106abHan
Onepatopbi HACTPORAKM ceTH T 106abHan
Onepatopbi NOMONM N KOHTPOAHD yueTHbIX 3anuceii TaoGashas
OnbiTHBIE M0AL30BATEAN lobanwnaa
MobsoBateam I obaabHaa
Monbzosateam DCOM lnobanbHaa
IMoAb30BATE M HYPHANDE NPOM3B0 UTEALHOCTH Tobasbnas
m cuctenHoro p T 106abHan
INa1b30BaTe M F1aneHHOMO paBouero cToa T 106abHan
1! o ynp T06

Penmakarap T roaeHan
¥npasnaeman cMCTEMON FpyNiNa yUeTHbIx 3anuceid  [106anbHan
Hutatenm nyprana cobbinai T1obaabHas
Apaviop CIMHCA Tobasbnas
Apantop sqpHanos C3M HCJL T 106abHan
Onepatopsi neua T nobansHan
Hociyn DCOM cayndint cepruduicatpm T0basbnas
Cepsepoi paanentore gociyna RDS T ro6aneHan
Cepsepsi KoHeuHbIx Tauex RDS T 106abHan
Cepsepni ynpasienus RDS T0basbnas
1IS_IUSRS lobanenaa
AJMMHUCTPATOPbI PERAMKH XP T 106

Bragebub! yorpoicisa T nobanbHan

) T

Tun

DLE.D (MK 11, MK12, MK13), C3M ...
DLE.0 (MK 11, MK12, MK13), C31 ...
DLE.0 (MK 11, K12, MK13), €31 ...
DLE.D' (MK11, MK12, MK13), C3M ...
DLE.0 (MK11, K12, MK13), €31 ...
DLE.0 (MK 11, MK12, MK13), C31 ...
DLE.D (MK11, MK12, MK13), C3M ...
DLE.D' (MK11, MK12, MK13), C3M ...
DLE.0 (MK 11, MK12, MK13), C31 ...
DLE.0 MK11, K12, MK13), C311 ...
DLE.D (MK11, MK12, MK13), C3M ...
DLE.0 (MK 11, MK12, MK13), C31 ...
DLE.0 (MK 11, MK12, MK13), €31 ...
DLE.D' (MK11, MK12, MK13), C3M ...
DL8.0 (MK11, MK12, MK13), €31 ...
DLE.0 (MK 11, MK12, MK13), C31 ...
DLE.0 MK11, MK12, MK13), C311 ...
DLE.D' (MK11, MK12, MK13), C3M ...
DLE.0 (MK 11, MK12, MK13), €31 ...
DLE.0 (MK 11, MK12, MK13), €31 ...
DLE.D (MK11, MK12, MK13), C3M ...
DLE.0 (MK11, MK12, MK13), C3W ...
DLE.0 (MK 11, MK12, MK13), €31 ...
DLE.D' (MK11, MK12, MK13), C3M ...
DLE.D (MK11, MK12, MK13), C3M ...
DLE.0 (MK 11, MK12, MK13), C31 ...
DLE.0 (MK 11, MK12, MK13), €31 ...

Bnageneu,

Horen -
Jlomen -
Jlomen -
Horen -
Tlomen -
Jlomen -
Hloren -
Horen -
Jlomen -
Horen -
Hloren -
Jlomen -
Jlomen -
Horen -
Tloraen -
Jlomen -
Horen -
Horen -
Jlomen -
Jlomen -
Hloren -
Jloren -
Jlomen -
Horen -
Horen -
Jlomen -

Nloren -

Horen Gea...
Jlomen Bes...
JHlomen Bes...
Horen Gea...
JAomen Bes...
JHomen Bes...
Horen Gea...
Horen Gea...
JHlomen Bes...
Aoricn 6e3...
Horen Gea...
Jlomen Bes...
JHlomen Bes...
Horen Gea...
Jfowen Bes...
JHomen Bes...
Aoren Gea...
Horen Gea...
JHlomen Bes...
JHomen Bes...
Horen Gea...
Jlowen Bes...
JHlomen Bes...
Horen Gea...
Horen Gea...
JHomen Bes...

JHlomen Bes...

Onmcanme rpynne!

AANMEMCTPATOPB! ...
YneHbi 3r0i rpymn...
TOCTH 10 P10 EHM. ..
Yaenam 3104 rpynn...
Oneparopb apxmBa...
YneHbi 3r0i rpymn...
Ynenb ar0i rpymn...
Kareropua ontithbr...
Mob30BaTEAM HE M...
Yneni 310 rpymn...
Ynenb ar0i rpypmn...
UneHbI JaHHOR TPy...
YneHbi 3roii rpymn...
Ynenb ar0i rpymn...
Moagepsxca penau...
YneHbi 3r0i rpymn...

“nenb ar0i rpymn...

Apamrop C3M HCA,
Apaurop

OMEPALLMA C FP¥MNAMK

Cozgaie

SUNLTPEI

Mowck %

CoctosHme  Brifpans! 6o sHaterma

Kareropua  Brifipansl 6ce sHaseri

QuneTuTe

Bhi6paTh ECe

Oneparopsi nevaty ...
‘nener ar0id rpynn...
CepBepoi B 310/ 1p...
CepBepbI B 3707 1p...
Cepaepe! B 310/ 1p...
Ncesgonmn. Bepo...
AJMUHMCTDATODbI p...

Bragenbub! yCTpoi...

Pwuc. 154. Cnucok rpynn nonb3oBarenen rpynnbi 1B

CueTema

Dallas Lock 8.0 VK11
Dallas Lack 8.0 VK12
Dallas Lack 8.0 K13

€3 Dallas Lack WKS
1

OMEPATWUBHOE ¥YMPABNEHWE

Chnxpormsmposats

YHpaBneHMe rpynnamm nonb3oBaTenen Ha ypOoBHE rpynnbl b npon3BoanUTCA aHanorn4HoO ynpasieHUro

rpynnamu none3osatenen ang Ab (cm. «[lapameTpbl rpynn nonb3oBaTenemn»).

Y moaynei cyllecTByeT TakkKe CBOW CMUCOK rPynn nofb3oBaTternei, B KOTOPOM Takke MOXHO BbiGpaTb
HeobxoauMble AN AocTyna k paboTe Ha Moayne.



3a pgaHHy dyHkuuio otBedaeT none CocmosHue. lNMone CocmosiHue Ha ypoBHE Tpynnbl JOMEHa
6e30nacHOCTM NPUHMMAET crneayoLwuii BUA:

OoTMeYeHHoe chraroMm mnose O3HayaeT, YTO AaHHas rpynna nonb3oBaTeneil MMeeT OOCTyn
— Ha ypoBHe rpynnbl OB, npn aTom CocmosiHue 3apaHo (nepeonpeneneHo) Ha AaHHOM YPOBHeE
faepeBa;

__ OTMeueHHoe briarom none O3Ha4yaeT, YTO AdaHHas rpynna nosib3oBaTenen uMeeT LOCTyn
Ha ypoBHe rpynnbl B, npu atom CocmosiHue HacnenyeTcsi C ypOBHS Bbille B AEPEBE;

D __ NycToe nosie o3Ha4aeT, YTo rpynna nosib3oBaresien oTknoYeHa Ans paboTbl Ha ypoBHE rpynmbl
OB, npu atom CocmosiHue 3agaHo (nepeonpeneneHo) Ha AaHHOM YPOBHe OepeBa;

__ MycToe nose O3HavaeT, YTo rpynna nonb3osarernei oTKNoYeHa aAnsa paboTsl Ha ypoBHE rpynnbl
OB, npn atom CocmosiHue HacrnegyeTcs C YPOBHS Bbllle B AepeBe.

3HaveHne nond CocmosiHue He OTpaxaeT COCTOSHWE [pynnbl  Mofb30oBaTenen
Ha BNOXEHHbIX B rpynny obbekTtax. Hanpumep, yyeTHas 3anncb MOXET ObiTb OTKIOYEHA
ansi paboTbl Ha ypoBHe rpynnbl (none CocmosiHue — MyCcToe), HO UMETb JOCTYM Ha YPOBHE
BKIHOYEHHOro B Hee APM (ctouTt conar B none CocmosiHue).

[Mpun aTOM, NP N3MEHEHNM COCTOSHWS FPYNMbl Nofb30oBaTenen Ha YpoBHE Bbille B AepeBe,
COCTOSIHME MPUHYOUTENBHO WM3MEHSAETCA Ha BIIOXEHHbIX obbekTax. Hanpumep, nocne
OTKIMYEHMA Ona paboTbl rpynnbl NOMb30OBaTeNlEN Ha YpPOBHE rpynnbl, paboTta rpynmnbl
nonb3oBaTerien OTKIYaeTcsa Ans BCeX BIOXeHHbIX noarpynn, APM (mMogynen B coctaBe
APM) n mogynen 6e3 APM.

Ha yposHe rpynnbl 16 B kaTeropumn Fpynnbl Ha Bknagke osib3oeameriu OOCTYNHbI:

e co3gaHue rmnobanbHbIX rpynn nonb3oBatenen (cm. «Co3gaHve rpynn nonb3oBarenemny);

e ypanexve rnobanbHbIX rpynn nofb3oBatenen (cM. «Yganenvwe rpynn nons3osatener [b»);

e MPOCMOTP W HaCTpoVka napamMeTpoB rpynn nonb3oBaTenen (cm. «[lNapameTpbl rpynn
nonb3oBaTeneny);

e CMeHa Tuna YyYeTHbIX 3anucen rpynnbl, B 3aBMCMMOCTU OT TOro, ANs MOAYMEW Kakoro Ttuna
NPUMEHSIETCA JaHHas rpynna nonb3oBaTenew;

e yCTaHOBKa HacnegoBaHWs C NOMOLLbLO NapameTpa Hacriedosams;

e MPOCMOTP CBOWCTB rpymnn.

6.2.3 MonuTtukn ana rpynnsi A6

Bknagka MNonumuku Ha ypoBHe rpynmbl NO3BONSAET pedakTupoBaTb napameTpbl 6€30NacHOCTU Ha YpOBHE
rpynnel (nogrpynnsl) (puc. 155).

MoanTrkK

[ Monmiir naponen ] ( MloAmit aeTopH3aLM ] [ Npasa nonksosatenei ]

[ TOANTHIN KOKTPOAR LEAOCTHOCTH ] [ Pexun paBoTel C3A ] [ CuNCTICa OCTATOUHON HHGOPMALMH ] [ TNonumiien A4CY ] REACTBAA

[ MakaaTHelii gocryn I Mo gocryna I Cem ] ANNapaTHaA UASHTAGHKALR ]

PAHacnegyercn Mommiaka ~ 3nauenve

DHNLTPbI

Cucrema

Dallas Lock 8.0 1K11
Dallas Lack 8.0 WKL2
Dallas Lock 8.0 VK13
€13 Dallas Lack 1IKS
€13 Dallas Lock VIKE
/A8 ¥E Dallas Lack WK1
Dallas Lock Linux MK3M
Dallas Lock Linw VK4
Dallas Lack Linus MKS
Dallas Lack Linu K6
Dallas Lock G341 BU 1IK#
m Dallas Lack €314 B IKS

Puc. 155. MonuTtukn ansa rpynn flomeHa 6e3onacHocTH



HacTtporika nonuMTuk ansa rpynnbl (nogrpynnbl) NPpOM3BOANTCS aHanorM4yHO HacTponke nonutuk gns [Ob
(cm. «MNonutukm [B»). Ans npuMeHeHnst NnapamMeTpoB Ha MOAYNSAX HEOOX0ANMa CMHXPOHM3aUUSI.

MonnTrMkn MOryT HacrnegoBaTb YCTAHOBIEHHble HAcCTponku (0T OB wunu oT rpynnbl, B COCTaB KOTOPOM

BXOOUT OaHHasi rpynna (nogrpynna)) unu npuHMMaTth MHOUBMAOYanbHbIE 3HAYEHMS Crieayowmm obpasom:

1. Monntukn, [Nsi  KOTOPbIX OTMEYEHO HacnegoBaHue, MPUMYT  3HAYEHUsl, YCTaHOBIEHHbIE
ansa poanTtenbckoro obbekTta B aepeBe obbektoB ELLY: 3HaueHus ans A6 vinm rpynnel. B aTom cnyyae
NoNUTUKM ByayT oTobpakaTbCsi HEYETKUM CEPbLIM LIBETOM.

2. TonuTukK, ans KOTOpbIX BbiOpaHbl M YCTAHOBMEHbLI OPUTMHArbHble HACTPOWKK, OyayT oTobpaxaTbes
YETKMM YepHbIM LIBETOM.

[nsa Toro, 4Tobbl yCTAHOBUTL UMW CHATL HacneaoBaHME HACTPOEK, MMEIOTCS CReaytoLiMe BO3MOXHOCTHU:
1. Onsa Toro, 4Tobbl BCe nMapameTpbl HacneaoBanu 3HAYeHWsl, YCTaHOBIEHHbIE AN POAUTENBCKOro
obbekTa gepesa, Heobxoanmo nocTtaBuTb onar B none Hacnedyemcs (puc. 156).

—— = ==

Hacaegyerca] MNMoamrimka

(B < J< <

Puc. 156. BknroyeHne HacnenoBaHUA NONUTUK OO beKkTa

2. Ecnu cHaTb chnar ns nonst Hacnedyemcs, TO BCe NapaMeTpbl OQHOBPEMEHHO CTaHYT 0603HaYeHbl Kak
WHAMBUAOYanNbHO HacTpoeHHble (puc. 157).

[

ID Hacaeyerca) MNMoanmika

D EZXi: MMHKMMaNEHD e KONMYECTED KASCCOE CHMEQIDE

D EZXi: HanoMMHaTE O CMEHE Napona 33

D oirt: KonmuecTeo npegsaylum: naponed, KOTOpEIE NONESOBATENL HE MOXET MCNONES0BATE
D olfirt bakcMmManeHbIR cpok gelcTEMA Naponsa

D obirk: MuHKMManEHaa anKaa napona

Puc. 157. BbiknoyeHue HacneaoBaHUA NOJIUTUK 06 beKTa

3. Ona oTpenbHO BbIGPaHHOW MOMUTMKA MMEeTCs BO3MOXHOCTb BblbpaTb OpWUrMHanbHOE 3HayeHue,
cHaB/noctasuB pnar B none Hacrnedyemcs B CTpoke C AAHHOW MOMUTUKOW UMW U3MEHUB 3HaAYeHUe
NONUTUKN B pedakrope.

Ecnun yactb nonutuk Hacnegyetcs, a 4acTb UMEET OpUrMHanbHOe 3HaveHune, none Hacnedyemces nmeet

3HaueHve M,

6.2.4 MexxceTeBom 3KpaH ansa rpynnbl b

Bknagka Mexcemeeol akpaH Ha ypOBHe rpynnbl MO3BOSSIET YNPaBMsaTh MEXCETEBbIM 3KPAaHOM Ha YPOBHE
rpynnbl (noarpynnel) JomeHa 6e3onacHocTtu (puc. 158).

KomnoHeHTEl

=
YNPABJIEHWE KOMMOHEHTOM M3 Dallas Lock 8.0 v
LEVCTENA
o T =T S| BT R—
( Beb-korTpons ][ Cermersl cen ]
Mtacacayerca Monmmmxa ~ 3navenne Thn raogyna
W CETEBHIE YCTPOVCTEA CoIEL
W YIANEHHBIE OB BEKTHI Vs nonwmacn |
:
B MogunenHbIi Aover L BeEpaiee e
Dallas Lock 8.1 UK11
Dallss Lack 2.0 VK12
Dallas Lock 8.0 KL3
Dallas Lock Linux VK4
Dallas Lock Linux MKS
Dallas Lack Linux MK§
Dallas Lock C311BU UKs

Puc. 158. MexceTeBow 3kpaH ansa rpynn [lomeHa 6e3onacHocTH



YnpaBneHne MexceTeBbiM 3KpaHOM Ha ypoBHe rpynnbl 1B npousBoauTcs aHamornyHo ynpasreHuto
MexceTeBbIM 3kpaHoM ans b (cm. «MexceTeBon 3KpaH»).

Ha yposHe rpynnel 16 Ha Bknagke KomnoHeHmsl — Mexcemeegol akpaH [OCTYMHbI:

ynpasneHue nonutukamm M3 n nx coctosHnem HacnegosaHus (cM. «O6ume HacTporkn M3»);
ana mopgynen C3U HCQA Dallas Lock 8.0-C/K: npocmoTp HacTpoek, akTMBauusa U ynpaBreHue
COCTOSIHMEM HacnenoBaHus KoHdurypauuen npodounern MO, a Takke NPOCMOTP HACTPOeK,
akTMBauusa / geakTvBaumsi M ynpaBrieHWE COCTOSIHMEM HacrnefoBaHust npasun M3 BHyTpu
npocouns M3 (cm. «[Mpodunu M3 ana mogynen C3N HC[ Dallas Lock 8.0-C/K»);

ana mogynen C3U HCL Dallas Lock Linux: ynpaBneHne coCTOSiHUEM HacrneaoBaHUSA aKTUBHbIX
npocounenn M3, nNpocmMoOTp HacTpoek M akTuBauus / geaktmBauus npodunen MO, a Takke
nNpocMOTp HacTpoek npasuna MO BHyTpu BbibpaHHoro npodung MO (cm. «[Mpocdunm M3 ans
mogynen C3W HC[ Dallas Lock Linuxy);

NPOCMOTP NapaMeTpoB 1 akTMBaums / AeakTmBaums npasun M3, a Takke ynpasreHne COCTOSHNEM
nx HacnegoBaHus (cm. «[paBuna M3»);

NPOCMOTP W pefakTUpoBaHWEe MapameTpoB (PUNBTPOB, @ Takke yMnpaBlieHWe WX COCTOSHWEM
HacrnegoBaHus (CM. «dnNbTpbIY);

NPOCMOTP NapameTpoB, akTMBauusa / geakTMBauus U ynpasfeHue COCTOSHMEM HacnegoBaHus
npaswun Be6-koHTponsa (cM. «Be6-KOHTponby);

NPOCMOTP HaCTPOEHHbIX NapamMeTPOB CErMEHTOB ceTu (CM. « CerMeHTbl cetuy).

Ins akTUBHBIX Npodunein M3 Ha ypoBHe rpynnbl onpeneneHsl creayowme MHANKaTOpPbl COCTOSHUS:

ﬂpOd)VIJ'Ib akKTnBMpoBaH, ero CoCtoAaHne akTMBHOCTU HE HacneanyeTCcA C BEPXHETO YPOBHA

Ab;

— ﬂpOd)VIJ'Ib aAKTBMPOBaH, ero COCToAHne akTUBHOCTU HacneanyeTcd C BepXHero ypoBHA Ob.

HeakTnBHble I'IpOd)VIJ'II/I He MMeIT crneumanbHON NHOMKALMN.

Onsa npaBun M3 Ha ypoBHe rpynnbl B B kaTeropum Mpodmnu M3 onpegeneHbl cnegyowmne MHaMKaTopbl
COCTOSIHUSA:

Q000000

npaBuIo akTUBMPOBAHO, NENCTBNE YCTAHOBMNEHO B Pa3peweHO, COCTOSAHNE aKTUBHOCTU
He HacnepnyeTcs ¢ BepxHero ypoBHs aepesa [b;

npaBunIo akTUBMPOBAHO, NENCTBNE YCTAHOBMNEHO B Pa3peweHO, COCTOSIHNE aKTUBHOCTU
HacriegyeTcs ¢ BepxHero ypoBHs gepesa [1b;

npaBunno akTuBnpoBaHoO, aencrene YCTaHOBJ1€HO B 3arlpeu4eHo, COCTOAHNE aKTUBHOCTU
He HacrnenyetTcqa C BepXHero ypoBHA aepeBa 0b;

npaBunno akTuBnpoBaHoO, aencreme YCTaHOBJ1€HO B 3arlpeu4eHo, COCTOAHME aKTUBHOCTU
HaclnenyeTcd C BEPXHEro ypoBHA AepeBa 0b;

npasuno AOeakTtnBmpoBaHo, aencreme YCTaHOBJ1IEHO B Pa3peweHo, COCTOdAHME
aKTMBHOCTU HEe HacnenyetTcd C BepXHEro ypoBHA aepeBa 0b;

npaBuno [OeakTMBUPOBaHO, [JEWCTBME YCTaHOBNEHO B PaspeweHo, COCTosiHue
aKTMBHOCTM HacrelyeTcs C BepxXHero ypoBHA Aepesa [b;

npaBurno [OeakTBUPOBAHO, [AEWNCTBME YCTaHOBMNEHO B 3anpeweHo, COCTosHue
aKTMBHOCTM He HacreayeTcs C BepxHero ypoBHs aepesa [b;

npaBuno [AeaKkTUBMPOBAHO, [AENCTBME YCTaHOBNEHO B 3anpelueHo, COCTosHME
aKTMBHOCTM HacreayeTcs ¢ BepxHero ypoBHs [b.

MpaBuno no ymonyaxuo ana mogynei C3U Dallas Lock 8.0 Bcerga aktnemMpoBaHo.

B kateropuu Mpocomnu M3 ans moagyneri C3U Dallas Lock 8.0 Ha ypoBHe rpynnsl 1B nepen Tabnuuen
¢ npodunamu M3 pacnonaraeTcsa obnacTb, cogepallas cnegyrowme HacTpovikn (puc. 159):

yekbokc Hacnedoeamb KoHGuaypayuro npochuneli — OTBeYaeT 3a HacnegoBaHuMe BCeEW
KOHdpurypauum npoduneii ¢ BepxHero yposHs [b. MNpu aktuBaummn Yyekbokca kateropus NMpodpunum



M3 craHOBWTCS HedoCTymHa [ANS pefakTUpoBaHWs, a Takke aKTUMBUPYKOTCS 4YeKOOKCbl
Hacnedosamb ebibop akmusHo2o npoghuns w Hacnedosamb cocmosiHue asmosbibopa.
Mo yMOn4aHuio YeKOOKC BKITHOYEH;

e yekbokc Hacredoeamb 6bI6OpP akmugHO20 npoghusis — MpU akTBauum 4dekbokca napameTp
AKTUBHBbIN Npodunnb HacneayeT cBoe 3HavyeHue ¢ BepxHero ypoBHA [B. Mo ymonyaHutio yekbokc
BKITIOYEH;

e napameTp AKTUMBHbLIN NpoduUnb — COOEPXUT Ha3BaHME TEeKyLLero akTMBMpPOBAHHOIO npoduns
M3 Ha BbIGpaHHOM ypoBHe aepeBa [b;

e yekbokc Hacriedosamb cocmosiHue aemosbibopa — Npu BKIOYEHUM MONMTUKa ABTOBLIOOP
npocdmuna Hacnegoyetr CBOe 3HayeHWe C BepxHero ypoBHs [B u cTtaHoOBUTCA HeOocTyrnHa
Ansa pegaktupoBaHus. 1o ymonyaHmio 4ekbOoKC BKITHOYEH;

e nonutuka ABTOBbLIGOP npoduna — npegHasHadeHa Ans aBTOMATUYECKOro BKMOYEHUS
npodunen Ha knnenTax ¢ mogynsmm C3U HCL Dallas Lock 8.0 B cooTBeTCTBUM MX NpUopUTETaM
N yCrOBMAM BKIoYeHMs. [py BKNOYEHHON nonutuke ABTOBBLIGOP Npoduna pydyHas akTMBauums
Npodhuns Ha KIMeHTax CTaHOBUTCHA HeJOCTYNHON. 10 yMOnYaHWIo NONMTHUKA OTKITHOYEHa.

Hacnegosats koHGMMypaLuio npodined

Hacnegoeate Brifiop akTMEHOro npoduaa HacnegoeaTe COCTOAHME 3BTOERIBORE

Mo ymonqaHKm

Puc. 159. YnpaBneHue cocTtositHnem HacrefoBaHusi KoHdurypaumen npocunen MO

Ons mogynen C3U HCQA Dallas Lock Linux B kateropuu Mpodwmnun MO Ha yposHe rpynnbl b nepeg
Tabnuuen c npocdunamm MO pacnonaraetca obnactb (puc. 160), cogepxalias Has3BaHWS TEKyLUMX
aKTMBMPOBaHHbIX Npodmnen M3, a Takke yekbokc Hacrnedosampb 8bibop akmueHoO20 MPoghuris, KOTOPbIN
OoTBeYaeT 3a HacrnegoBaHue Bblbopa akTMBHOrO Npoduns ¢ BepxXHero ypoBHs aepesa [b.

HacneaosaTe seiBop akTHEHOMD Npodina

AgTeHBI Nnpodune  Hesagan
Puc. 160. YnpaBneHue cocTosiHueM HacrefoBaHuUsi akTUBHbIX npodunen M3

B kaTeropun CermeHTbl ceTu Ha ypoBHe rpynnbl 1B onpeneneHsl cneayolme MHANKaTopbl COCTOSHUS:

CerMeHT akKTMBMmpoBaH, €ro COCTOAHME aKTUBHOCTU Hacnenyetcsa C BepxXHEero ypoBHA
OOMEHa;

CerMeHT aeakTmBupoBaH, ero CoOCTodHue akKTUBHOCTU HaclreayeTCcA C BepXHero ypoBHA
OOMeHa.

6.2.5 Cuctema KOHTpoOns Hakonuteneu ans rpynnsl b

Bknagka Cucmema KOHMposs Hakornumeseld Ha ypoBHE rpynnbl NO3BOMSET yNpaBnATb HaKoNUTENsMM
Ha ypoBHe rpynnbl (noarpynnel) JomeHa 6e3onacHocTtu (puc. 161).

KomnoHeHTsI

= Aore Bes
= - o YMNPABAEHHAE KOMMNOHEHTOM CKH -
CMPEAEANEHHBIE OBBEKTHI AEACTEMA

CREMHEIE HAKGMMTENM Knoun npeobpasoBaHnA (s

¥ Wuawmwoua  Anroputa Brageney  Tanmopyna
KNCH (1) XOR32 fomer - Ao Dallas Lock 8.0 MIKLZ, Dallss Lock 8.0 1KL3
test TOCT 26147-83 fomen - Ao Dallas Lock 8.0 MK12, Dallas Lock 8.0 WK13
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KINCH BeLkmi kpunTonpossiiaep  fomer - Ao Dallas Lock 8.0 WKLY, Dallas Lock 8.0 1AK13 PUALTPEI
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Puc. 161. Cuctema KoHTpons HakonuTtenen ansa rpynn flomeHa 6esonacHocTu



YnpasneHne CUCTEMOM KOHTPOMSA HakonuTenenm Ha ypoBHe rpynnbl OB npou3BoguTcs aHanorndHo
ynpaBrneHno CUCTEMOM KOHTponst Hakonutenen ansa b (cm. «Cuctema KOHTPONSA HakonuTenemy).

6.2.6 KonTtponb pecypcoB ans rpynnbi [1b

Bknagka KoHmposib pecypcog Ha ypoBHE rpynibl NO3BONSET yNpaBnsATb KOHTPOMEM PECYPCOB Ha YPOBHE
rpynnel (noarpynnel) JomeHa 6esonacHocTu (puc. 162).
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Puc. 162. KoHTponb pecypcoB ans rpynn [lomeHa 6e3onacHocTH

YnpaBneHne KOHTPONEM PEecypcoB Ha ypoBHe rpynnbl OB npou3BoanTcsi aHanornyHo ynpasreHUo
KoHTpornem pecypcos ansa b (cm. «kKoHTponb pecypcosy).

6.2.7 Cuctema oGHapyXeHUs BTOpPXXeHMU ansa rpynnbl b

Bknagka Cucmema oObHapyXeHUsi 8MOpPXKEHUU Ha YPOBHE TIpymnnbl MO3BOMSET YMNpaBnsTb CUCTEMOW
0oBHapy)XeHUss BTOPXXEHWUI Ha ypoBHe rpynnbl (noarpynnsl) JomeHa 6e3onacHocty (puc. 163).
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Puc. 163. Cuctema o6HapyxeHUss BTOpxeHui ansa rpynn lomeHa 6e3onacHocTu

YnpaBneHve cuctemon obHapyXeHust BTOPXEHWN Ha ypoBHe rpynnbl OB npoussBoguTca aHamornyHo
YNpaBeHUIO CUCTEMON OOHapyXeHus BTopxxeHu ana b (cm. «Cructema oBHapyXeHUst BTOPXXEHUI»).

Ha yposHe rpynnbl b Ha Bknagke KomnoHeHmbl — Cucmema 0bHapy>XKeHuUs1 8mMOop»KeHUl [OCTYMHO:

e MPOCMOTP XypHarna cobbiTun (cMm. «CBoaka COBy);

e MPOCMOTP HACTPOEHHbIX NONUTKK 1 napameTtpos COB;

e ynpaBneHve nonutukamm COB ans mogynen (cm. «O6uwme Hactpovikm COB») 1M HacTporikamu
3BPUCTUK (CM. «HaCTPOWKM SBPUCTUKUY);

e yCTaHOBKa HacnegoBaHWs C NOMOLLbLO NapameTpa Hacriedosams;

e aKTMBauus/geaKkTMBaUUSA CUrHaATYp >KypHamnoB, curHatyp Tpaduka (cMm. «CurHatypbi»), npasBun
KOHTpoOnsa npunoxeHun (cM. «KOHTPOMb NPWUAOXKEHWU») U KOHTPONMPYEMbIX KMOYen peectpa
(cMm. «KoHTponb peectpa);




e ynpaeneHve napameTpom Ommemka 8 XXypHase [Ansi NepedYHs OnpefeneHHbiX AOBEepPeHHbIX
agpecos;
e CUHXPOHU3ALMS C MOZYNSAMMU.
Mpn atom Ha ypoBHe rpynnbl b nMHAMKATOPbI COCTOSHUA ANS CUTHATYP U KOHTPOMMPYEMbIX KNHOYen
peecTpa MOryT NPUHMMaTb CreayLwun Bua;

° curHaTypa / Koy peecTpa Unm BCa rpynna curHaTyp / Krnoyen akTMBMpoBaHa, COCTOsSHME
He HacnegyeTcsl C BEPXHEro YpOBHS AOMEHa;

o curHatypa / Khd peecTpa WMnuM BCA Tpynna curHatyp / Khodel geakTMBUpOBaHa,
COCTOSIHVE He HacreayeTcsl C BEPXHEro YPOBHS AOMEHA;

curHaTtypa / krno4 peectpa Unum Bcs rpynna curHaTyp / Kinodei akTuBMpoBaHa, COCTosiHME
HacneayeTcs C BEPXHEro ypOBHSI JOMEHa;

curHatypa / Khd peecTpa WnuM BCA Tpynna curHatyp / Kodeil geakTMBUpOBaHa,
COCTOSIHWE HacrneayeTcsl C BEPXHEro YPOBHS JOMEHa;

° aKTMBMPOBAHbI HE BCE CUrHaTYpPhbl / KMOYK, BXOOALWME B Pynny, 1 He NS BCEX CUTHATYpP
/ kroyen HacnepyeTcst COCTOsIHME C BEPXHErO YPOBHSA JOMEHA;

aKTMBUPOBaHbI HE BCE CUrHATYpbI / KMo4W, BXOoAALWME B rpynny, HO ANs BCeX curHatyp /
Krnioyeit CoCcTosiHME HacnenyeTcs C BEPXHETO YPOBHS.

Bo3amoXxHble WHOWKATOPbl COCTOSIHMS ANS curHatyp XXypHanoB wmogynei C3U HC[L
Dallas Lock 8.0 otnuyaroTcs OT npencTaBrieHHbIX B AaHHOM MNyHKTe (CM. «CurHatypebl
XypHanoB anst mogynen C3W HCL Dallas Lock 8.0-C/K»).

Ons npaBun KOHTPONSA NpUnoOXeHWd Ha ypoBHe rpynnbl B BbigeneHbl cregylowme WHAMKATOPbI
COCTOSIHUSA:

npaBunno akTneBmpoBaHO, BCE 3Ha4YeHuda p[Ona CUCTEMHbIX d)yHKLI,VIIZ YCTaHOBJ1€HbI
o — BPa3,DeerHO, HO €ero COoCToAHMEe aKTUMBHOCTWU HE HaclnegyetcA C BepxHero ypoBHA

OOMEHa;

npaBuno akTnBmpoBaHO, BCE 3Ha4YeHuda p[Ona CUCTEMHbIX (*JYHKLI,VIIZ YCTaHOBJ1E€HbI
0 — B3anpetueHo, HO €ero COCTOAHME aKTUBHOCTU HEe Hacnenyetcda C BepxXHero ypoBHA

OOMEHa;

npaBuno akKTuBMpoBaHO, BCe 3Ha4vYeHuda pOnAad CUCTEeMHbIX (byHKLI,I/IIZ YCTaHOBIEHbI
B Pa3peweHo, COCTOAHME aKTUBHOCTU HacneayeTcd C BEpPXHEro ypoBHA JOMeEHa;

npaBuno akTuBMpoBaHO, BCe 3Ha4vYeHuda OnAad CUCTEeMHbIX (byHKLI,I/II;I YCTaHOBIEHbI
B 3anpeLueHo, COCTOdAHME aKTUBHOCTU HacnenyeTCd C BepxXHero ypoBHA JOMEHa;

npaBuno akTnBMpoBaHO, He BCe 3Ha4deHuAa AOnd CUCTEMHbIX (*)yHKLI,I/IVI BbICTaBI1E€HbI
o — BPa3peweHo mnnn 3anpetueHo, COCTOAHME aKTMBHOCTUM HE Hacnenyetcda C BepxHero
YPOBHA JOMEHA;

NpaBuUMo aKkTUBMPOBAHO, He BCE 3HAYEHUs AN CUCTEMHbIX (OYHKUWUA BbiCTaBMEHbI
— B PaspeweHo vnu 3anpeuieHo, COCTOSIHNE aKTUBHOCTU HacneayeTcsl C BEPXHEro YpoBHS
JOMeHa;

—  NpaBWmo AeaKTUBMPOBAHO.



6.2.8 besonacHas cpena COB (neco4Huua) ana rpynnbi 1B

Bknagka besonacHasi cpeda COB (neco4Huuya) Ha ypOBHe rpynnbl MNO3BONSAET ynpaBnate Ge3onacHom
cpefov Ha ypoBHe rpynnbl (nogrpynnsl) JJomeHa 6e3onacHocTu (puc. 164).
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Puc. 164. BesonacHasa cpega COB (necoyHuua) ansa rpynn lomeHa 6e3onacHocTu

YnpaeneHue Bknagkon besonacHas cpeda COB (necoyHuuya) AOCTYMHO TONbKO Ha ypoBHe kopHs b ELLY
(cm. «besonacHas cpega COB (necoynuua)»). Ha ypoBHe rpynnbl (mogrpynnbl), APM n mogynen
PYHKLMOHANbHbIE BO3MOXXHOCTMW OrpaHnYeHbl — OOCTYMNEH TOMNbKO NPOCMOTP NapameTpoB U UX 3HAYEHWUNA.

6.2.9 CpeactBo OGHapyxeHUs n pearmpoBaHua ana rpynnbi b

Bknagka Cpedcmeo obHapyxeHusi U pea2uposaHusi Ha ypOBHE rpynmbl NO3BONAET yNpaBnaTb CPeACTBOM
OBHapyXeHus 1 pearmpoBaHns Ha ypoBHe rpynnbl (nogrpynnel) JomeHa 6e3onacHocTu (puc. 165).
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Puc. 165. CpeactBo o6HapyxeHusi U pearmpoBaHus ans rpynn flomeHa 6e3onacHocTu

Ha ypoBHe rpynnbl 16 BO3MOXEH TOMbKO MNPOCMOTP HAacTpoeKk CpeacTBa oGHapyXeHNUs 1 pearmpoBaHus,
ynpaBsneHue ocyllecTensieTcs Ha yposHe OB (cM. «CpecTBO 0GHApYKEeHWS U pearnpoBaHuns»).

Ha yposHe rpynnsl 16 Ha Bknagke KomrnoHeHmsl — Cpedcmeo obHapyxeHuUs1 U peaauposaHusi AOCTYMNHO:

e MPOCMOTP XypHana cobbiTui n 3anyck ooHoeneHna COB (cm. «Ceoaka COPy);

e pepakTtupoBaHue nonutuk COP (cm. «Hactporiku COPy);

e MpPOCMOTP W akTMBauus/geakTUBauUs NpaBuSl aBTOMATMYECKOro pearnpoBaHusi (cm. «[lpaBuna
aBTOMaTUYECKOrO pearmpoBaHus»);

e MPOCMOTP, akTMBauusi/geakTvBauma u OOHOBNEHME MNepeyvHs MWHOMKATOPOB KOMMpoMeTauum
(cMm. «MHamkaTopbl koMmnpomMeTauuu (10C)»);

e yCTaHOBKa HacnegoBaHWsA C NOMOLLbLO NapameTpa Hacriedosams;




® CUHXPOHU3aLMA C MOoOYyNAMMWN.

[ns npaBun aBTOMAaTUYECKOTO pearupoBaHuWs Ha ypoBHe rpynnbl [B onpegeneHbl cregyolime
WHOWKATOPbI COCTOSIHUS:

° — NpaBuUo akTUBHO;

— NpaBuJ10 akTUBHO N HacneayeTcH;
o — NpaBuU1O HEAKTUBHO,

— nNpaBwuJ10 HEAKTMBHO W HacregyeTcA.

6.2.10 3apaHusa ana rpynnol OB

Bknapka 3adaHus Ha ypoBHe rpynnbl NO3BONSET YNPaBnaTb 3a4aHUsIMU Ha YPOBHE rpynnbl (Moarpynnbl)
HomeHa 6e3onacHocTu (puc. 166).
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Puc. 166. 3agaHusa ans rpynn lomeHa 6e3onacHocTu

YnpaBneHve 3agaHnsamMu Ha ypoBHe rpynnbl b Npou3BoAMTCSA aHanorMyHo ynpaBrieHuio 3adaHusimu

ans Ob (cm. «3aganua [1b»).
6.2.11 OrtyeTbl ansa rpynnel A1B

Bknagka Omuyems! Ha ypoBHe rpynnbl b GyaeT npucyTCTBOBaTb TOMbLKO NPV HamMyuu
B rpynne mogynen AreHt ELLY.

Bknagka Omyemasi Ha ypOBHe rpynnbl No3BonsieT ynpasnaTe otyeTamu moaynen AreHt ELLY Ha ypoBHe
rpynnbl (noarpynnel) [lomeHa 6e3onacHocTtu (puc. 167).
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Puc. 167. OtueTbl ansa rpynn lomeHa 6e3onacHocTu

YnpaBneHve otyeTaMmn Ha ypoBHe rpynnbl 16 nponssoamTcs aHanorn4yHo ynpaeneHuno otyetamun ana b

(cMm. «OT4yeThl IE»).



7 APM OOMEHA BE3OMNACHOCTU ELlY

B ELLY Dallas Lock APM ucnonb3yeTtcs kak cnocob npeactaBneHnss COBOKYMHOCTM HECKOSbKMX Moaynen
B Ka4ecTBe eaMHON MawwuHbl (puc. 168).

APM-1

Dallas Lock 8.0 K8

Dallas Lock C3K BM MK3
Puc. 168. APM B gepeBe ELY Dallas Lock

APM moxeT BkntovaTtb B ceba moaynu cnegylowmnx TUMoBs:

C3MU Dallas Lock 8.0-K/C;
C3U HCQ Dallas Lock Linux;
CA3 Dallas Lock;

CO3 Yb Dallas Lock;

C3U BU Dallas Lock;

AreHnTt ELLY.

7.1 Hactpowuka APM

Cospgate APM B KoHconu ELY moxHO ¢ nomowpbto kHornku Cospgatb APM Ha naHenu WMHCTpPYyMEHTOB
Jelicmeusi inn BOCMNONb30BaBLUMCH KOHTEKCTHLIM MeHio B Aepee [b. Npu cozgaHum APM noTtpebyeTtcs
BBECTWM HaUMEHOBaHWE, KOTOPOE MOXHO BMNOCHEeACTBUMN U3MEHUT.

MepemeweHne APM B fepeBe OCyLLeCTBNAETCA NnepeTackMBaHNEM 3HaYKa KHOMKOW MbILLW B Nofe Apyroro
3Hauyka (Drag-and-drop). MNepemelyeHne APM ocyLecTBNAETCA CO BCEMW BIIOXKEHHBIMU MOAYISIMU.
Ypanutb cywecTtaytowee APM MOXHO € NOMOLLBIO KHOMKW YAanuTb Ha naHenun nHctpymeHTtoB Jelicmeus
Unn BOCMOMNb30BAaBLUNCL KOHTEKCTHbIM MeHIo B Aepese [b. YaaneHne APM ocyulecTBnsieTcs co BceMu
BINOXEHHbIMU OO BbEKTaMMU.

Kaxxgoe APM B gepeBe 06beKkTOB COOEPXWUT OAMHAKOBbIE BKMagKW ANS WHAMBMAYanbHOW HaCTPOWKU
napamMeTpoB ANns Moaynen B coctaBe gaHHoro APM.



7.1.1CBoaoka APM

Bknagka Ceodka aonsa BblbpaHHoro APM B pepeBe o6bekToB oTobpaxaeT obliee COCTosiHME MOAynewn,
Bxogswmx B APM (puc. 169).
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Puc. 169. Bknagka «CBogka» APM

Ha naHenu nHCTpyMeHTOB AOCTYNHbI cneytolie aencteng ¢ APM:
1. O6HOBUTD.

2. lMepeumeHoBatb APM.

3. Ypanutbe APM.

Ha naHenu MHCTpyMeHTOB AOCTYMHbI CriegytoLwmne KoMaHabl onepaTUBHOMO ynpasneHus ona APM:
BbIkniounTb.

Mepesarpy3uTs.

WN3onuposarthb y3en.

Bkniountb y3en B ceTb.

Pas3bnoknpoBaTb nonb3oBaTenew.

Pa3bnoknpoBaTtb KOMMbIOTEP.

MepecunTaThb LENOCTHOCTb.

CobpaTb XypHansl.

9. CuvHXpOHM3MpOBaTb.

10.YganeHHoe ynpasneHue.

Habop komaHz onepaTuBHOro ynpasneHus Ans kaxagoro APM 3aBUCUT OT BXOASALLMX B HEFO MOAYMEN.

@GN~ Dd=

PesynbTaTt BbINONHEHWS KOMaHA, OnepaTMBHOIO ynpaBneHus He oTpaxaetcs B XKypHanax
ELY. Takke He npedyCMOTpPEeHbI BCMSbiBalOLWMEe U NpovvMe YBEeOOMSEHUA O pesynbTaTax
BbIMOMHEHNS KOMaHA, onepaTUBHOIO yNpaBrieHus.



7.1.2MNonb3oBaTtenu u rpynnsl APM

Bknagka [Monb3oeamernu ans BeibpaHHoro APM cogepXut cnucku rnobanbHbiX U JOMEHHbBIX YYETHbIX
3anucen u rpynn nonb3osaTtenen APM (puc. 170).
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Puc. 170. Bknagka «lMonb3oBatenu» APM

Hactporika nonb3oBaTtenen gns APM npou3BoguTCA aHanorMyHo HaCTPOWMKe norib3oBaTenier U rpynn
ansi rpynnsl OB (cm. «[Monb3oBatenu u rpynnbl ans rpynnel OB»). Ons npuMeHeHuss napameTpoB
Ha Moaynsix Heobxoanma CUHXPOHM3aLUS.

7.1.3MNonntukn APM

Bknagka [lMonumuku ana BelbpaHHoro APM nosBonsieT peagaktupoBaTb napameTpbl 6e3onacHOCTU
Ha yposHe APM (puc. 171).
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Puc. 171. Bknaaka «Monutuku» APM

Hactporika nonutuk ana APM npou3BoauTCA aHanormyHo HacTpowke nonutuk ana rpynnsl OB
(cm. «MNonutukmn ana  rpynnel [B»). [Ons npuMMeHeHus napameTpoB Ha MoAynax Heobxoguma
CUHXPOHM3aLUS.

7.1.4MexceTteBon 3kpaH APM

Bknagka Mexcemesoli skpaH pns BbibpaHHoro APM no3BonsieT ynpaBnsaATb MEXCETEBBIM 3KPaHOM
Ha ypoBHe APM (puc. 172).
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Puc. 172. Bknagka «MexceTeBou akpaH» APM

YnpaBneHve MexXceTeBblM 3KpaHOM Ha ypoBHe APM npou3BOAUTCS aHarormyHo ynpa.rieHuio
MexceTeBbIM akpaHomM Ans rpynnbl A (cm. «MexceTeBon akpaH ans rpynnbl [B»).




7.1.5Cuctema KoHTponsa Hakonutenen APM

Bknagka Cucmema koHmposns Hakoriumesel ons BblbpaHHoro APM noseonsieT ynpaensiTb CUCTEMOM
KOHTpOnsA HakonuTernen Ha yposHe APM (puc. 173).

KomnoHeHTsl
¥MPABNEHWE KOMIMOHEHTOM CKH
BEACTBARA
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Pwuc. 173. Bknagka «Cuctema koHTpons Hakonutenen» APM

YnpaBneHune komnoHeHTom CKH Ha ypoBHe APM npon3BoguTCcs aHanorM4yHo yrnpaBfeHUo KOMMNOHEHTOM
CKH gnsa OB (cM. «CrcTtemMa KOHTPOMs HakonuTenemy).

7.1.6 Kontponb pecypcos APM

Bknagka Kowmpornb pecypcoe onsa BbibpaHHoro APM noseonseT ynpaensTb KOHTPOMEM peECYpCOB
Ha yposHe APM (puc. 174).
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Puc. 174. Bknagka «KoHTponb pecypcoB» APM

YnpasneHne KOHTporem pecypcoB Ha ypoBHe APM nponsBoanTCcs aHanorMyHo ynpasneHuo KOHTponem
pecypcoB ans b (cm. «KOHTponb pecypcoBy).




7.1.7 Cuctema ob6HapyxeHus BTopxxeHun APM

Bknagka Cucmema obHapyxeHusi emopxxeHuli onsi BeibpaHHoro APM no3sonsieTt ynpaBnsiTb KOMNOHEHTOM
COB Ha yposHe APM (puc. 175).
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Puc. 175. Bknagka «Cuctema o6HapyxeHus BTop>xeHun» APM

YnpaBneHne CUCTEMOW OOHapyXeHMs1 BTOpPXEHWn Ha ypoBHe APM npousBoguTcsi aHanornyHo
ynpaerneHunto komnoHeHTom COB ansa rpynnbl B (cm. «Cuctema oGHapyXeHUs BTODXKEHWUA AN rpynnbl

Ob»).

7.1.8 be3sonacHas cpepa COB (neco4Huua) APM

Bknapgka be3onacHasi cpeda COB (necoyHuuya) ansi BbiopaHHoro APM noasonsieT ynpaenate 6e3onacHom
cpenown Ha ypoBHe APM (puc. 176).
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Puc. 176. Bknagka «Be3onacHasa cpega COB (necoyHuua)» APM

YnpaBneHne 6e3onacHon cpepon COB Ha ypoBHe APM npou3BOAUTCA aHaNOMM4YyHO YMNpPaBIEHUIO
©esonacHon cpegon ansa rpynnbl [b: BO3MOXEH TONbLKO NPOCMOTP napameTpos (cM. «be3onacHas cpega
COB (necoyHuua) ana rpynnbl JB»).




7.1.9 CpenctBo obHapyxeHus un pearnposaHusa APM

Bknagka Cpedcmeo obHapyxeHuss u peazauposaHus nns BblbpaHHoro APM nossonseTt ynpaensTb
CpeacTBOM ObHapyXeHusi u pearnpoBaHus Ha yposHe APM (puc. 177).
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Puc. 177. Bknagka «CpenctBo o6HapyxeHus u pearmpoBaHusi» APM

YnpaeneHve cpeacTtBoM OBHapyXeHus K pearnpoBaHusa Ha ypoBHe APM npousBoguTCs aHamornyHo
yrnpaBneHuio cpeacTtBoM OBHapyxeHuss u pearvpoBaHuss Ha yposHe rpynnbl OB (cm. «Cpenctso
obHapyxeHuns U pearnpoBaHna anga rpynnbl OB»).

7.1.10 3apaHua APM

Bknapgka 3adaHusi onsa BeibpaHHoro APM no3sonseT ynpaBnaTe 3agaHmsamn Ha yposHe APM (puc. 178).
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Puc. 178. Bknagka «3agaHusa» APM

YnpaBsneHue 3agaHuamMu Ha yposHe APM npousBoguTCcs aHanorMyHo ynpasneHuto 3agaHusmun ans Ob

(cm. «3agaHus Ob»).



8 MoAaynn AOMEHA BE3OMNACHOCTU ELlY

8.1 Hactpowuka mogyns

Ons pobaeneHns HoBoro mogyns B [omeH 6esonacHoctn ELLY nytem ckaHupoBaHus ceTu (gaHHas
dyHKumna goctynHa gns mogynen C3U Dallas Lock 8.0, C3UM HC[L Dallas Lock Linux, AreHt ELY),
HeobxoguMmo:

1. Ha ypoBHe [omeHa 6GesonacHocTu wnu rpynnbel (Noarpynnbl) Ha Bknagke Ceodka Ha naHenu
WHCTpyMeHTOB [Jelicmeusi HaxaTb KHONKy CKaHMpOBaTb CEeTb UMM BOCMONb30BATbCA KOHTEKCTHbLIM
MeHIo B aepese [1b.

2. ToseuTCcsa okHO CkaHMpOBaHUe ceTu, B KOTOPOM Heobxoanmo BbIGpaTh Bknaaky Modysiu, BBECTU OOVH
IP-agpec nnn gnanasoH IP-agpecoB Ansi CKaHUMPOBaHUSA U HaxaTb kKHONky CkaHupoBaTtb (puc. 179).
Takke BO3MOXEH MMMNOPT agpecoB M3 dawna, Ans 4Yero Heobxooumo Haxatb kHonky Wmnopt
13 dharna, nocne 4yero Bbibpatb dann dopmara txt, csv unm html.

D Cranmposanue cer X

ST IP-agpeca

CeTesce YCTPOHCTED 3agaiiTe HaBop IP-aapecoB, KOTOPLIE TPEBYETCA NPOCKaHHPOEATE ANA 0BHAPYKEHWA MOgWN e

Beeaute oavH IP-agpec uam auanazoH IP-agpecor

IP-appec

OTmena

Puc. 179. OkHo «CkaHupoBaHue ceTu»

MMnopT agpecoB MOXHO Mpou3BecTuM He u3 nwboro html-cpaina, a Tonbko M3 oTyeTa,
cosgaHHoro ELLY.

3. lMocne HaxaTust kHonkn CKkaHUpoOBaTb OTKPOETCSH OKHO CKaHMPOBAHWS CETU U permcTpaumm mMoaynen
(puc. 180). Tpouecc ckaHUMPOBaHUS CETU MOXHO OCTaHOBWUTb HaxaTuem Ha kHorky [lpepBaTtb,
nony4YeHHble 0 NPepbIBaHUS NpoLecca pe3ynbTaTbl NPy 3TOM COXPaHSIOTCS.



EgouHbin ueHTp ynpaeneHus Dallas Lock
UHCTpYKUMA NO nCnosib3oBaHUIO

e CKaHMPOBAHKE CETH

Mogaynm

CKaHMpOBaHWe CeTU M perncTpauusa mogynei

Mocne 33a6epleHUA CKAHWPOEAHMA BEIBEPUTE 0B BEKTHI, KOTOPLIE TPEBYETCA 3apErHCTPUPOEaTE

CranupoeaHue cetn.., 4%

(OBHapy*eHHbIE 0BBEKTLE

D APM Moayne [Jlomen Appec Cratyc permcrpaumm

Hazag 3aperncTpupoBaTs Mpepeats

Puc. 180. Npouecc ckaHupoBaHusa cetn

4. Mo 3aBepleHnn npouecca CKaHMpoBaHUA U3 ChNUCKa 06Hapy)|(eHHbIX 00BHEKTOB MOXHO Bbl6paTb

Te MoAynu, KoTopble Heobxoaumo 3apeructpupoBath B 16, nnbo yctaHoBUTL chnar Bo3ne cronbua
APM pnsa Beibopa Bcex obHapyxeHHbIX mogynen (puc. 181).

U Ckannposanue cetu

X

CkaHWpOBaHMe CeTU N PerucTpayua Mogynei

MNocne 3aEepleHs CKaHWPOEaHWA BEIGEPUTE OB BEKTE, KOTOPEIE TPEBYETCA JapErvITPUPOEaTE

CKEHHPOBHHHE CETW 33BEPLLIEHD
OB&Hapy#eHHEIE 0BBEKTEL

AFM Moayns. Jomen Appec Cratyc perucrpaumm

uccagent-l  Arent ELY Dallas Lock Linux  Oveyrereyer 101010142

Hazaa 3aperncTpupoBaTs OTmena

Puc. 181. BbiGop o6bekToB Ans peructpauuu B Ab
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Mocne BbIOOpa perncTpupyembix Modynen HaxaTb KHOMKy 3aperncTpmpoBarth. [1pouecc pernctpaumm
MOZYNen Takke MOXHO OCTaHOBUTb HaxaTuem Ha kHornky lNpepBartb, Nony4eHHble OO NpepbiBaHUS
npouecca pe3synbTaTbl IPU 3TOM COXPaHSATCS.

5. lMosBuTca okHO Peructpaumsa mopaynen, B KOTOPOM HYXHO BBECTM aBTOPM3AUUOHHbIE OaHHbIE
agMunHUCTpaTopa Moayns u kntod goctyna k b (puc. 182).

O Perncrpauma mogynei >

Koy goctyna OB:
KMMA nonezosaTena:
Maponk:

ANNapaTHeIE MAeHTHDMKaTopBI: 1

L Rt n gt = vl ANM.MAcHTHMMKATOP HE BoidpaH ™
Hauarte perwcrpayuo OTmeHa

Puc. 182 Beop paHHbIX AnsA perucrpauum

HaxaTtb kHonky HavyaTb pernctpaumio nocrie BBoga BCEX AaHHbIX.

6. Ecnn BBedeHHble AdaHHble BepHbl, TO B cTaTyce perucrtpauum otobpasutca pesynbtat «OK»,
W 3aperucTpmMpoBaHHble MOAynu nosiBatca B AepeBe [omeHa ©GesonacHoctu B 6GasoBouw rpynne
HepacnpedeneHHbie 06beKkmbI.

3apeructpupoBate moaynu B OB ELY nonyuntcsa Tonmbko npu ycrnosuu, 4Yto Ha APM,
rae yCTaHOBMEHbl [aHHble MOOYMM, HACTPOEHO paspellatollee npaBuiio unbTpaumm
Ha TCP-noptbl 17901 1 17903 Ha BxogsLlee CoOeaUHEHME.

MNMepemelleHne mMoaoyna B gepeBe OCYLLECTBNSAETCA NnepeTtackuBaHMEM 3Hayka KHOMKOW MbIW B norne
apyroro 3Hauvka (Drag-and-drop).

MmeeTca BO3MOXHOCTb [00aBWUTb KOMMEHTapUA K MOAYMNH, ANs 3TOM0 HYXHO HaxaTb KHOMKY
KommeHTapun Ha naHenu [elicmeusi U BOCMOJSb30BaTbCSA KOHTEKCTHBIM MeHI0 B aepese [b (puc. 183).
[obaBneHHbIN KOMMEHTapuii oTobpasnTca B pasgene MHgopmayusi 06 ob6ekme Bknagku Ceodka.

MakcumanbsHasa gnvHa KOMMEHTapua K MoAyJio CoCTaBiiAeT 256 cnmBOIoB.

Ons BbiBoga mogynsi u3 lomeHa 6e3onacHoctn ELLY Heobxoammo:

1. BbibpaTb NyHKT YpanuTb M3 KOHTEKCTHOrO MEHK [daHHoro moayns B gepese b (puc. 183)
UM BOCMNonNb30BaTbCs KOMaHOouW YpaanuTb Ha naHenu uHcTpymeHToB [Jelcmeus Bknagku Ceodka
Ha ypoBHe moayns B Aepese b (puc. 184).
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Puc. 183. YaaneHue moayns nocpeAcTBOM KOHTEKCTHOrO MeHI0
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Puc. 184. YoaneHue moayns nocpencTBoM naHenu «[encrBusi»

2. YpaneHHbIn Mogynb nepemecTuTcsa B 6asoByto rpynny YdaneHHble o6bekmbl aepesa [Ob.

Kaxabln Mogynb B AepeBe 06bEKTOB COAEPXKUT BKNaAKN ANS MHOUBMAYaNbHOW HACTPOWKN NapameTpoB
B 3aBMCMMOCTM OT €ro Tuna.

B ELY peanusoBaHa BO3MOXHOCTb paboTbl C MOAyNnsiMM, pacnofiokeHHbiMu 3a NAT,
B pamkax ofHol ceccun. Kak Tonbko ceccusi 3aBepLUMTCs, CBA3b C MOAYMEM pPa3opBETCS.
B cnegytowmn pa3 ELLY cmoxeT cBszaTbCA C MOAynem, Korga Moyrb co3gacT HOBYHO
ceccuio.



8.1.1 Ceoaka moayns

Bknagka Ceodka Ha ypoBHe moaynsi oTobpaxkaeT obLiee coctosiHue moayns (puc. 185).
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Puc. 185. Bknagka «CBogka» mopyns

Bknapgka cBogka Ha ypoBHe MOAYINs BKMoYaeT B cebs pasgenbl:
e  VHopmaunsa 06 00beKTE;
e  VHUMOEHTbl 6e30MacHOCTK.
CocTaB napameTpoB, BbIBOAMMbIX B pasaene MHgopmauust 06 ob6bekme, 3aBUCUT OT TUMa Moayrnsi.

UHdopmauua B paspene UHyudeHmsl 6e3onacHocmu opMupyeTca NO aHanorum ¢ ocTanbHbIMU
obbektamu gepea Ob (cm. «HUMAEHTbI 6e30NacHOCTUY).

CoctaB KomMaHz onepaTtuBHOro ynpaslieHNUd 3aBUCUT OT TUNa Moayns.

PesynbTat BbINONMHEHUS KOMaHA, OnepaTMBHOIO ynpaBneHuss He oTpaxaetcs B XKypHanax
ELY. Takke He npefycMOTpeHbl BCNMbiBalOWue U npovve ysefoMIeHuUs O pesynbraTtax
BbINOMHEHWUSI KOMaHA, ONepaTUBHOrO YrpaBreHus.

8.1.2Monb3oBaTenu 1 rpynnbi MoAayns

Bknagka lNonb30eamersnu Ha ypoBHeE MOAYNS COAEPXKMUT CMUCOK rnobanbHbiX U AOMEHHbIX Mofib3oBaTenen
W rpynn, HacnegyeMbiX C ypOBHEW Bbllle MO MepapXxum U CO34aHHbIX Ha YPOBHE AaHHOIO MOAYINsA, a Takke
MOAYNbHbIX Nonb3oBaTenen (puc. 186).
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Puc. 186. Bknagka «Monb3oBarenu» moayns

YnpaBneHue rnobanbHbIMU 1 AOMEHHBIMW NOMb30BATENSIMU U rPYNNaMmn Ha YPOBHE MOAYNSA NMPOM3BOAUTCS
aHanorM4yHo YynpaBfeHuo NONb30oBaTENAMU W TpynnamMu Ha YpOBHE rpynnbl gomMeHa 6e3onacHOCTU
(cm. «[MNonb3oBatenu u rpynnbl Ang rpynnbl AB»).

MoBanbHbIM y4yeTHbIM 3anucsaM, CO3daBaeMblM Ha YPOBHE MOAyNs, aBTOMAaTUYECKU
npuceavBaeTcs none Tun yyemwol 3anucu ELY, cooTBETCTBYOLMIA TUMY 4AHHOTO MOAYNS.

[ns nonb3oBaTtenen u rpynn Ha ypoBHe mopynsa none Kamezopusi otobpaxaetcs B obuiem crnucke
nonb3oBartenewn u rpynn. None Kamezopusi npuHnmaeT 3HaueHuns [nobanbHas n ModyrnbHasi.

[ns nameHeHns kateropumn nonb3oBaTtens unu rpynnel cpeacrsamu ELLY HyxHO BblgenmTb He06xoamMMoro
nonb3oBaTens Wnu rpynny, Nocne Ha naHenu WUHCTPYMEHTOB HaxaTb KHOMKy CpaemnaTtb rnmo6anbHOM.
Mpy 3TOM MMSA MOAYNBHOrO MONb3oBaTENd UMM MOAYNbHOW FPYNMbl NPU CMEHe KaTeropum He AOSHKHO
COBMafaTh C CYLUECTBYIOLUMMU MMeHaMM rnobanbHbiX Nonb3oBaTenen unu rpynn.

Nms MOAYINbHOIo nonb3oBaTena wWnin Hal3BaHUe MO,CI,yJ'IbHOI7I rpynnbl MOXeT coBMnagatb C UMEHeEM
cyuwlecTeByrolnx B JOMEHe 6e3onacHoCTU rnobanbHbIX U OOMEHHBLIX Norb3oBaTenen u rpynn. B Takom
Cny4yae npuoputet npu CUHXpOHU3auunn 6y,u,eT NUMETb MOD,yJ'IbeIVI nonb3oBaTtesib U rpynna
COOTBETCTBEHHO. npl/IOpI/ITeT npu CMHXPOHU3aUunn nogpasymeBaeT, YTo Takown nonb3oBaTenb Unu rpynna
6WJ,YT nepenaHbl HA MOA4yIb C NapamMmeTpamMun, HaCTPpOEeHHbIMU ANA MOAYJTbHOIO NoJib3oBaTesNid Unu rpynnbl
COOTBETCTBEHHO. B MHTepd)eVICQ KoHconn ELLY Takue MOAYJIbHbIE YYE€THbI€ 3arnncu 1 rpynnbl BblAeJIEHbI

3Ha4yKoOM a (puc. 187).

Cocroanue Yuernan sanuce “ Karveropus Tun yuernow 3anncm ELLY
= =} _— == L=t} L] — == _— =1} _— =
I admin Inobanbhas Bce
| A admin Moaynbsas © DL8.0 UK10
—_— .} —_— L} —_— — = —_— —— == L} L4
anonymous [nobanbhan Cucrema, DL8.0 UKS8, DL8.(

Puc. 187. CoBnageHue MeH MoAynbHOro 1 rmob6anbHOro nonb3oBarens

Mocne BbiBOAa Mmoaynsa 13 16 Bce rpynnbl M Nonb3oBaTeny OCTalTCs B CNUCKax Ha Moayne.
Mpn noBTopHOM BBOAE Mogynss B [1Bb TakMe nonb3oBatenu wu rpynnbl  OyayT
3apermuctpupoBadbl B ELLY c «kateropven ModynbHas wn OyoyT uUMeETb NpuopuTET
Npy CUHXPOHN3ALIN.

[na MoaynbHbIX Nonb3oBaTenel He MoXeT BblTb Ha3HauyeHa posib Ha agMUHUCTpUpoBaHue [b.
MopaynbHble y4yeTHble 3anncy MoryT GbiTb BKIHOYEHbI B rnobarbHble rpynnbl Nonb3oBaTenei.
[ns npyuMeHeHNst NnapaMeTpoB Ha MoAyne HeobxoaMMa CUHXPOHU3aLUS.



8.1.3Monutnkn moayns

Bknagka lMonumuku pna BbIGpaHHOrO MOAyNSA MO3BONSAET pefakTMpoBaTh napameTpbl 6e3onacHoOCTU
Ha ypoBHe moayns (puc. 188).

Q v e Monntukn
v &) [lowen besonackocn =
[ Monwmi naponeii I Monimiic: aETopuSaLNn I rowmewaygra | Mpasa nons3osatencii ]
B abesonacHoctn
[ Nosummn xormpons enocmoen | | Pexim paborsl C3iA ][ 0uncrca ocrarounofi wigopwaunn | [ MangaThuii a0cryn ] AEACTENA
[ HEPACTIPEAENEHHBIE..
[ Monumikn aocryna I cem [ annapaman wermonaws |
* [ OBAL
B Hacrepyerca  MNomwima “ 3uavenne Tun moayns
APM test
User
OUNLTRLI

Puc. 188. Bknagka «[Monutuku» mogyns

Ha YpOBHE MoayJid B CNMUCKE OAOCTYMHbI TONbKO MOJINTUKK, aKTyallbHble ONA aHHOro tina moaynsa ELLY.

Hactpoika nonuTuk Ons moaynsi NpoM3BOAUTCS aHaNOrMYyHO HAacTpoWke NONWMTWK Ans rpynnel OB
(cm. «MNonutrkm ans rpynnbl OB»).

[na npyMeHeHMs napameTpoB Ha MOAynsX HeobxoanMa CUHXPOHM3aLMS.

8.1.4 MexceTeBOM 3KpaH Moayns

Bknagka KomnoHeHTbl — MexceTeBoM aKpaH Ha ypoBHe MOy sl Mo3BonseT ynpaenate M3 ana mogyns
(puc. 189).

KomnoHeHTE!
YMNPAB/EHWUE KOMMOHEHTOM M3
AEACTBAA
[ oo | ST | ST — )
( Beb-koHTPONE I Cermentel cem ]
@ Arert ELY Da..
Hacae, a Mok 3navenme Tun mogyna -
v @ APM_SZVI o a
OUABTPLI

@ Dallas Lack C..

W CETEBbIE YCTPO.. M o

W YIANEHHbIE OB,

Dallas Lack 8.0 VK11
Dallas Lock 8.0 LIK12
Dallas Lack 8.0 UK13
Dallas Lock Linux VK4
Dallas Lock Linu: MKS
Dallas Lack Linux VS
Dallas Lack C311 BUMKS
Dalas Lack C31 BU KT

B MoaumHeHHsIf a0,

[l I IRl o Je o << J N <]

Puc. 189. Bknagka «MexceTeBow 3KkpaH» Moayns

Ha ypoBHe Moaynsa AocTynHbl HAacTporkn M3, akTyanbHble Ans gaHHoro Tuna moaynsa ELY.
YnpaeneHve M3 Ha ypoBHe MoAyns NPOU3BOAUTCHA aHANOIMMYHO YMNpPaBlIEHWMIO MEXCETEBbLIM 3KPaAHOM
ana rpynnel OB (cMm. «MexceTeBor akpaH ang rpynnbsl By ).




8.1.5Cuctema KOHTpONS HakonuTeneu moayns

Bknagka KomnoHeHTbl — CuctemMa KOHTPONA HaKONUTENen Ha ypoBHE MOAYMS NO3BONSAET ynpasnsTb
HakonuTenamun ansa moayns (puc. 190).

Q v @ KomnoHeHThl
A JonmeH BezonacHocTk El
R IE GG 5 YMPABAEHWE KOMMNOHEHTOM CKH -
4 Gz AEACTBMA

[ CheMHEIE HAKONUTENH Kntouw npeoBpazoBaH WA Ttz
¥ Umaxmoua  Asroputm Brajenen,  Tun mogyaa
KICH (1) XOR32 fomen - flo... Dallas Lock 8.0 WK12, Dallas Lock 8.0 1IK12
test TOCT 28147-89 lomen - flo... Dallas Lock 8.0 MK12, Dallas Lock 8.0 MK13
KNCH BHeLIHw kpunTonpotaliasp  Jomen - do..  Dallas Lack 8.0 VK12, Dallas Lock 8.0 WMKL3 OUALTPbI

* I ¥OANEHHBIE OBBEKTEI

* B TMoguanensei dowren OMEPATUBHOE YTPABAEHUE

ChnxponManponars

Puc. 190. Bknagka «CucteMa KOHTpOnsi Hakonutenen» Moayns

YnpaBneHne CUCTEMON KOHTPOMS HAaKOMWUTENEM Ha YpPOBHE MOAyns MNPOM3BOAMTCA aHanorm4yHo
ynpaBrneHno CUCTEMOM KOHTponst HakonuTtenen anst b (cm. «Cuctema KOHTPONsA HakonuTenemny).

8.1.6 KoHTponb pecypcoB Mmoayns

Bknagka KomnoHeHTbl — KOHTponb pecypcoB Ha ypoBHE MOAyNs MO3BOMSAET yNpaBnsiTb KOHTPOSEM
pecypcoB ans mogyns (puc. 191).
Q v e KOMNOH&HTBI

v JomeH BezonacHocTi E]
S0 HEPACTIPEAEMEHH 5 YNPAB/IEHHUE KOHTPOJIEM PECYPCOB -
H 2 - AFACTBAA

Hacaegyerca Mommiaia Buauenne Tun mogyan

SUALTPbI
Mima nonumaeun *

: I CETEBHIE YCTPOWCTBA

I YAANEHHBIE OBBEKTH

B MoaunHeHHEIA AoweH

OMEPATMBHOE ¥TIPABNEHWE

CuHxponmzmposats

[Jo o JoJofeJ< Q<< <]

Puc. 191. Bknagka «KoHTponb pecypcoB» Mmoayns

YnpaBneHve KOHTPONEM PECYPCOB Ha YPOBHE MOAYNs MPOU3BOOUTCS aHanOrM4yHO YMNpaBfieHUIo
KOHTporeMm pecypcos ansa b (cm. «kKoHTponb pecypcosy).




8.1.7 Cuctema oGHapyxeHUs1i BTOPXKeHUM Moayns

Bknagka KomnoHeHTbl — Cuctema oOHapyXeHUsi BTOPXEHMW Ha YpOBHe MOAyns Mo3Bonser
ynpaenaTe komnoHeHTom COB Ha ypoBHe moayns (puc. 192).

Q 7V @ KomMnoHeHTb

= JomeH BezonacHocrn 3
S MERETERAEE YMPAEAEHWE KOMMOHEHTOM COB -
: CTIPEAEAE... LEACTBUSA
m Dwpme HacTpaiicn COB [oR— | Hacrpoiion sepuemon r—
Aosepenribie sapeca KaHTpons npynoxeuii KaHrpona peectpa
OMEPATUBHOE ¥MPAEAEHWE
%2 Xynnan coBuiTwil v Cobpatk neyprianst
o ® Currarypeitpadca () Ceresoie ataku () Mogospurenssas skTveHocTs Cumxporsasiposart
L3 I CETEBBIE ¥CTPOWCTBA
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Puc. 192. Bknagka «CucteMa o6HapyeHusi BTOpPXXeHUin» Mmoayns

YnpaeneHve cuctemor OBHapyXeHUs BTOPXKEHWA Ha ypOBHE MOAyNnsd NPOuM3BOAWUTCS aHanormyHo
ynpasneHunto komnoHeHtom COB ansa rpynnel B (cm. «Cuctema o6HapyXeHus BTOPXKEHWW ANS rpynnbl

4b»).

8.1.8 be3sonacHas cpepa COB (neco4Huua) mogyns

Bknagka KomnoHeHTbl — bBe3onacHass cpega COB (neco4Huua) Ha ypoBHe MoAyns no3sonser
ynpaenaTe 6Ge3onacHol cpegown Ha ypoBHe moayns (puc. 193).

Q v © KomnoHeHTEl
¥ &) [omen bezonacHocrn 4 ”

i . YMPABAEHWE NAPAMETPAMM BE3OMACHOM CPEQbI COB =

" 03 HEPACTIPELEAE.. AEACTBIA
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Puc. 193. Bknagka «be3onacHasa cpega COB (necouHuua)» mogynsi

YnpaeneHvne GesonacHon cpegoi COB Ha ypoBHe Moayns nNpov3BOAMTCA aHamnornyHo ynpa.reHWto
©esonacHown cpegon gna rpynnbl [b: BO3MOXeH TONbKO NPOCMOTP NapameTpoB (cM. «be3onacHas cpefa
COB (necoyHuua) ang rpynnbl B»).




8.1.9CpenctBO OOHapyXeHUs U pearupoBaHuUsa Moayns

Bknagka KomnoHeHTbl — CpeAcTBO OGHapYyXXeHUA U pearMpoBaHUA Ha ypoOBHE MOAyns NO3BonseT
ynpaBnATb CPEACTBOM OOHapyXXeHUsa 1 pearnpoBaHnsa Ha YpoBHe moayns (puc. 194).

KomnoHeHTb!l
v foreH BezonacHoT
_ . ¥MPAEBAEHWE KOMMOHEHTOM COP -
¥ O HEPACTIPEAENEH.. AEACTBASA
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XKypHan coBbITHid v GANLTPLI
" ~ Mouck |
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M CETEELIE ¥CTPOWCTBA
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71012026 3:00
B MoguMHEHHEIR JomeH Dallas Lack Linux WKS
21012028 1331 Dallas Lack Linux AKS
ID ~ Bpewms [Monbsosarens  Tuncobomma  Pesyibrar  Kormenmapuii

OMEPATWMBHOE ¥MPABAEHWE

CoBpars s pHans!

CuHXpoHU3MpOBaTL

Puc. 194. Bknagka «CpencTtBo o6HapyXeHUs1 U pearupoBaHUsA» MoAyns

YnpaeneHvue cpegcTtBOM OBOHapyXeHus 1 pearmpoBaHMs Ha YpOBHE MOAYMS NPOM3BOAMTCSH aHanormyHo
yrnpaBneHuio cpeacTtBoM OBHapyxeHuss u pearvpoBaHuss Ha yposHe rpynnbl OB (cm. «Cpenctso
obHapyxeHuns 1 pearnpoBaHna ang rpynnbl B»).

8.1.10 3apaHua moaynsa

Bknapgka 3adaHusi Ha ypoBHe MOAYNS NMO3BONSAET YNpaBnATb 3agaHusMu ans moayns (puc. 195).

Q v e JagaHun
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Yaaaums Bee saganua

Puc. 195. Bknagka «3agaHusi» moayns

Ha ypoBHe moaynsi AOCTYMHbI 3adaHusl, akTyarnbHble AN gaHHoro Tuna moayns ELY.
YnpaBneHve 3agaHVsIMK Ha YPOBHE MOAYSA NPOWU3BOAUTCS aHanorn4Ho ynpaeneHuto 3agaHuamu ans b

(cMm. «3agaHua Ob»).



8.1.11 XypHansl moaynsa

Bknagka XKypHasnbel onsi BoiGpaHHOro MoAynsa No3BOMsieT NpocMaTpmBaTh XXypHarnbl 6e3onacHocTy moayns
(puc. 196).
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Puc. 196. Bknagka «KypHanbi» mogyns

KaTteropum xxypHanoB Ha Bknagke COOTBETCTBYIOT Ha3BaHUSAM XYPHaANoB Ha MOAYISAX.
CnpaBa pacnonoxeHbl NaHenb MHCTPYMEHTOB Puibmpbi U NaHens UHCTpyMeHToB Jedcmeusi.

MapameTpbl punbTpauumn 3aBUCAT OT KaTeropum xxypHana. Cépoc 1 npumeHeHue BbibpaHHbIX OUNbTPOB
ocyulecTBnsieTca no komaHae Copocutb 1 NMpUMeHUTL COOTBETCTBEHHO.

OTpMnbTpOBaHHbIE 3aNUCK XXypHana MOXXHO COXPaHUTb B BbIOpaHHY0 nanky B Hy>kHOM Tune cdanna (TXT,
CSV) c nomoLblo KoMaHabl AKCNOPTMPOBATh XYpPHan Ha naHenu UHCTpymeHToB Jedcmeus.

[na ounctkm XypHana moayna ncnosrnb3yeTcd KoMmaHga OuuncTutb XypHan.
Mo komanae O6HOBUTL XypHan ocyLlecTBideTCA 0obHOBNEeHNe coaepXnmMoro OTKpbITOro >XypHarna.



9 MOAOYJIb C3U DALLAS LOCK 8.0-C/K

9.1 Beoa mopnynsa B b

Beectn mogyns C3U Dallas Lock 8.0 B [lomeH 6e30nacHOCTM MOXHO crnegytowmumMm cnocobamm:
e B npouecce yctaHoskun C3U Dallas Lock 8.0;
e yepes obonouky agmuHucTpatopa C3U Dallas Lock 8.0;
e c nomouwpbto koHconu ELLY (cm. «HacTtpolika moayns»).
Mpn BBOoge mopynst C3U Dallas Lock 8.0 B [1b gomkeH 6b1Tb cobnogeH psia YCroBuiA:
e B JIBC pomxeH 6biTb paboTtatowwmn cepsep ELLY;

e Mexay moaynem u cepepom ELLY momkeH ObiTb cBOOOAHLIN OOMEH nakeTamm
no TCP/IP-nopty 17900.

Mocne BBoga mogyns C3U Dallas Lock 8.0 nog ynpasneHue ELLY 3HaveHuss napameTposB
6e3onacHOCTM MoanexaT CUMHXPOHWM3auuMuM co 3HadyeHnsmu nomutuk ELLY gna 6asosow
rpynnbl HepacnpedesneHHble 06beKmel.

9.1.1BBoa moaynsa B [1b B npouecce yctaHoBku Dallas Lock 8.0

B npouecce yctaHoBku Dallas Lock 8.0 B okHe BBOAa napameTpoB NPUCYTCTBYIOT NONSA ANS BBOAA MOAY NS
B [1b Ha aaHHom aTane (puc. 197).

NapameTpol koHdWrypaLmn
[[]BeecT koMnboTep B AoMeH Be3onacHocTH

Nowmer Cepeepos besonacHocTi

LomeH EAMHOMD UEHTPa yrpasneHka

APM-DLE0K

Dallas Lock

D&iAn KoHbWrypawmK: | He mmonesyeTcA

|:| MEnone308aTE NPeayCTaHOENEHHEI WwabnoH MC
Thn AC: AC
Knacg/¥3: 16

MpHMEYEHHE: BE0A KOMNEIOTEPE B AOMEH GE30MaCHOCTH M NPHMEHEHHE
halinos KoHDMr YDALMK MOXET OCYILECTENATLCA NOCNE YCTaHOBKK C3M,

< Hasan YCTaHoBUTh OTmena

Puc. 197. NapameTpbl yCTaHOBKU CUCTEMbI 3aLUUTbI

Heobxognumo noctaBute ¢nar Beecmu komnbiomep 8 OdomeH be3onacHocmu. [danee, Heobxooumo
BblOpaTb NyHkT [JomeH EOQuHo20 ueHmpa yripasneHusi. B cooTBeTCTBYIOWME NONS HEOOXOAMMO BBECTM
ums cepsepa ELLY, kntoy goctyna k b u uma APM, B cocTaBe KOTOPOro He0GXoaMMO BBECTU MOAYSb,
W HaxaTtb KHonky YctaHoBUTbL. Ecnn nvsa cepeepa ELLY BBeeHO HeBEPHO, TO MO 3aBepLUEHUN YCTaHOBKN
C3U B obnactm yBegomneHun nosBUTCA coobuieHne o6 owmnbke BBOga KomnbioTepa B [omeH
6esonacHocTu (puc. 198).



I, Dallas Lock 8.0

| KomnbwoTep sawmuyed C311 Dallas Lock 8.0 X |

(YKazaHHblll CEpEEp HEQOCTYNEH)

Cwwika BBO0GAE KOMNBOTERA B goMeH GesonacHocTH! X ‘

Puc. 198. Owmnbka BBoaa komnbiotepa B 1B

Ecnun npouecc Beoga moayns B [1b npowen ycnewHo, To B gepeBe obbektoB [JomeHa 6e3onacHocTu
B rpynne HepacnpedeneHHbie 06bekmbl NoABUMTCA HOBbIM APM ¢ ykasaHHbIM MMeEHeM, B KOTOPOM
3apernctpupoBaH mogyns C3U Dallas Lock 8.0.

9.1.2BBop yctaHoBneHHoro moayns Dallas Lock 8.0 B 1B

[na Beoga moayna B 16 yepe3 060n04ky agMMHUCTpaTopa Heobxoanmo:

1. Y6eautbes, uto cepBep ELLY gocTtyneH no cetw.

2. 3anyctutb 060noyky agmuHuctpaTtopa Dallas Lock 8.0 Ha moayne.

3. OtkpbiTb Bknagky [lapamempsi b6e3onacHocmu — kateropust CeTb. BbibpaTb napametp [omeH
6e3onacHOCTU 1 HaxaTb Ha kHonky CBomcTBa... naHenu [feldcmeus. OTkpoetca okHO HacTpowku
AomMeHa 6e3onacHocTu (puc. 199).

Hactpofkn gomena GesonacHooTy x

WMa gomMeHa:

| | G

CnWcoK CepEEpoB AoOMEHE!

Cepsep BezonacHoCTH Cramyc

Beectk B AomeH | 3aKpeITh

Pwuc. 199. Hactponku 16

4. Haxatb kHonky BBecTn B gomeH. OTKpoeTCcs OKHO BBOAA KnMeHTa B AoMeH 6e3onacHocTu (puc. 200),
roe Heobxoammo:
e BbIOpaTb NyHKT JomeH EOuHO20 yeHmpa yrnpassieHus,
e BBeCTU ums cepsepa ELLY;
e yKasaTb KMoy goctyna K gaHHomy [b;
e ykasaTb umsa APM, B cocTaBe KOTOPOro HEOOX0AMMO BBECTU MOAYIb.

Beog wnvenTa B gomeH GEIONACHOCTH >

O HomeH Cepeepos besonacHocTH

@ Homed EanHora WeHTpa ynNpasneHks

Cepeep: | 192,168,122, 155 |

Knoy gocTyna: | ees |

Vs APM: | APM_DL_8.0| |

Omnera

Puc. 200. BeBog komnbtoTepa B 1B ELLY




Hanee Heobxogmmo HaxaTb kHomky OK, u, B cnydae ycnexa, yepe3 HEKOTOpOe BpeMsi MOSIBUTCSH
coo0LeHne o ToM, YTo MOAy b ycnelHo BBeaeH B [1b (puc. 201).

Dallas Lock 8.0-C *

KoMneoTep BEELEH B JOMEH BE30NACHOCTH, PEKOMEHAYETCA
BEINOAHWTE NEPe3arpysky, YToBEl BCE MIMEHEHWA BCTYNWAW B
cuay.

Puc. 201. Coo6uieHue 06 ycnewHom BBoae moayns B 1b

5. lMepesarpyautb MK gns noakNoYeHNa 1 CMHXpoHM3auun moayns ¢ Ob.

B nepese obbektoB [lomeHa ©esonacHocTu B rpynne HepacripedesieHHble 06beKmMbI NOSIBUTCA HOBbIV
APM c ykasaHHbIM MMeHeM, B KOTOpOM 3apermctpuposaH mogyne C3U Dallas Lock 8.0.

9.2 BbiBog moaynsa us b

BeiBect mogynb C3U Dallas Lock 8.0 n3 [lomeHa 6e30nacHOCTU MOXHO CreayroLWmnMmn cnocobamu:
e ¢ nomouwpbto koHconu ELY (cm. «Hactporika moaoynsay);
e 4epes obonouky agmuHucTpatopa C3U Dallas Lock 8.0.
[ns BbiBoga moayns Yepes 060ro4Ky agMUHUCTPMPOBaHNS HEOBX0AMMO:
1. 3anyctutb 060M104Ky aAMUHUCTPUPOBAHMS Ha MOAYIE.
2. OTkpbITb BKMagky [Mapamempsbi 6e3onacHocmu — kateropusi CeTb. BbiGpaTb napameTtp [omeH

6e3onacHOCTU 1 HaxaTb Ha kHonky CBomcTBa... naHenu [Jeldcmeus. OTkpoetca okHO HacTpowku
AomeHa 6esonacHocTy (puc. 202).

HacTpoiikn 4o0MeHa BE3oNacHooTH x
WmAa nomena:
| OomeH BesonacHocTk | (]
CrWcoK Cepeepos AoMeHa:
Cepeep Ge30nacHoCTA Cratyc
B3| ucc-k5.dl.local: 17500 Moaknoqen
BoiBeCTH M3 AoMEHS 3aKpPEITE

Puc. 202. Hactpoiiku 1B

3. Haxatb BbiBectTn u3 gomeHa. OTKpoeTCcs OKHO AnNs MNoATBepXAeHusd BbiBoga mogyna u3 Ob
(puc. 203).

Dallas Lock 8.0-C

Bl yEEpeHbl, 4TO XOTWTE EBIEECTH KAMEHTE W3 JOMEHa
Be30NacHOCTH?

Her

Puc. 203. BbiBoa moayns us b




4. HaxaTb Aa. MNMosButca cooblieHne 0 TOM, YTO MOAyIb ycrewHo BbiBegeH us [1b (puc. 204).

Dallas Lock 8.0-C ot

o KUMI’IbICITEp YINEWHD BRlEEdEH M3 J0OMEHE Be30onacHoCTK,

Puc. 204. Coob6LueHune 06 ycnelwHom BbiBoae moayns us b

B KoHconu ELY yaaneHHbIn Mmogynb nepemectuTcs B 6asoByto rpynny YoasneHHbie 06bekmebl fepesa [b.

lMpn oTcyTCcTBMM CceTEBOro moakmntoyeHns k Cnyxoe ELY moaynb moxeT ObiTb BbiBEAEH
n3 JomeHa 6e3onacHoctu ELY npuHyautensHo. Mpu atom B KoHconu ELLY Takoh moaynb
NPOAOIMKUT OTODpaxaTbCs, HO ero crtatyc byget «HedocmymneH».

lMoaTomy Kaxablh MoOynb, BbiBEAEHHbIM M3 coctaBa [b Bo Bpemsa OTCYyTCTBMS CBA3WU
co Cnyx6on ELLY, Heob6xoaMmo A0MONHUTENbHO yaansaTb Bpy4yHyto n3 KoHconu ELLY.

9.3 YpaneHHoe pa3BepTbiBaHue C3U Dallas Lock 8.0

CyuwiectByeT BO3MOXHOCTb BbINONHWUTL YycTaHoBky Dallas Lock 8.0 wueHTpanu3oBaHHO Ha oauH
W HECKONBbKO KOMMbIOTEPOB, PacrnosfoxeHHbix B ogHon JIBC.

YpnaneHHas yCTaHOBKa BO3MOXHa B CleyroLlmnx sapnaHTax:

LeHTpanmM3oBaHHO — AOna rpynnbl KOMMNbKOTEPOB, UMEWLWUX OOWMHAKOBble MMEeHa U naponu
agMmuHuctpatopa OC;

AN KOMMbIOTEPOB, UMEKLLNX UHAUBMAYAlbHbIE UMS U Naponb agMuHucTpaTopa OC, yaaneHHyro
YCTaHOBKY CneAyeT BbIMOMHATL OTAENbHO OT APYIUX.

9.3.1YpaneHHoe pa3BepTbiBaHMEe C NOMOLWbIO KOHconu ELLY

Mo ymonyaHuio B onepaLlmoHHbIX cucteMax HaunHas ¢ Windows 7 goctyn K yganeHHomy
KOMNbIOTEPY MOA JIOKanbHOM YYeTHOW 3anucbio 3anpelleH. MogpobHyto uHdopmaumio
00 9TOM OrpaHMYeHUN MOXHO HamTu Ha oduumanbHoM cavite ChnpaBku U NOJAEPXKKM
komnaHum Microsoft no agpecy https://support.microsoft.com/kb/951016 (Ha aHrnuckom
A3bIKE).

[ns paspelueHns yaaneHHoro nogkmnoyeHns nog JlokanbHON YH4EeTHONM 3anmcbio HEOBX0AMMO
B pegakTope peecTtpa no nyTn
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
cosgatb knto4y Tuna dword ¢ umeHem LocalAccountTokenFilterPolicy co 3HaueHuem «7»
(«LocalAccountTokenFilterPolicy»=dword:00000001) 1  nepesarpy3autb  KOMMbIOTEP.
B kpynHbix ceTsix ¢ AD gaHHoe 3HaveHVe MOXHO pacnpoCTpaHUTb Yepes NOMUTUKM.

Mo ymon4yaHuio yganeHHoe passepTbiBaHWE BbINOMNHSAETCH vepe3 nopt 445. [na aTtoro
Ha ueneBbix TC B bpaHgmayspe Windows Heobxooumo paspewntb Bxoaduime
nogkrtoyeHns onga nopra 445.

Ona Heckonmbkux uUeneBbix TC LEHTPanvM30BaHHY0 YOANEHHYH YCTAHOBKY MOXHO
OCYLLIECTBUTb TOMbKO MPY BbINOMHEHUN CNEayLWUX YCIOBUNA:

e uenesble TC BxoaaT B ToT e gomeH AD nnu LDAP, yto n APM ¢ ELLY Dallas Lock;

(] M3BECTHbl UMA MoJNib3oBaTesid U Mnaposib OOMEHHOW yquHoﬁ 3arnmcm c npaBamu
aAMUHUCTpaTopa AOMeEHa.


https://support.microsoft.com/kb/951016

[Onsa BBoga knueHTa B AOomeH 6esonacHoctu ELY B none onpegeneHuss gomMmeHa
yKasblBaeTcs MMA nonb3oBaTtens M OOMeH, B CBA3M C 4Yem Ha knueHte C3U HC[O
Dallas Lock 8.0 He gonyckaeTtcs Hannyue npobena B nMeHn nonb3oBartens OC.

Ha knneHte C3U HC[ Dallas Lock 8.0 He nogaepxmBatoTcs MOSHbIE MMEHa AOMEHa —
He JOoMyCKaeTCA HanuMyine TOYKM B WMMEHW AomeHa. [lpy HeobXoaMMOCTU yKasaHuu
JOMEHHOrO florMHa B Mactepe pasopayvmBanus DL8.0 cnegyeT ncnonb3oBaTth 3anvch Buaa
domain\user.

Ona ynanenHon yctaHoskn C3U HC[ Dallas Lock 8.0 Ha knueHTe onsa y4eTHOM 3anMcn agMuHUcTpaTopa

pornxkeH 6blTb 3ag4aH nNapornb. YCTaHOBKY HeobxoAMMo ocylecTBnATb no npotokony IPv4, Ha MOMeHT

0BOHOBNEHNsI N YCTAHOBKM Moayren HeobxoamMmo oTknounte npotokon IPv6 Ha APM c¢ koHconbto ELLY.

[anee HeobxoaUMO BbINOMHUTL CnegytoLune Lwarm:

1. Mepen ueHTpanM3oBaHHOW YCTAHOBKOM HEOOXOAMMO pa3MeCcTUTb Ha KOMMbIOTEPE, Ha KOTOPOM
3anyweHa koHconb ELY, auctpmbytues C3U HCL Dallas Lock 8.0.

2. 3anyctutb koHconb ELLY oT umeHn agmuHucTpaTtopa.

3. Janee Heob6XxoOUMO OTKPbITL FMaBHOE MeHIo koHconu ELLY n BblbpaTb YaaneHHas ycTaHOBKa.
OTKpoeTca cTpaHuua Mactepa yganeHHon yctaHoBkm (puc. 205) ns cnvcka BelbpaTe Dallas Lock 8.0
1 HaxaTtb KHornky Odanee.

YpaneHHan ycTaHOEKa

m Jepeso goMeHa
Macrep yaaneHHOW YCTaHOEKMW

'. Mapametpw B

g Hacrpoiika NB EuiGepuTe, 4TO HEOGBXOAMMO YCTAHOBWTE HA KAWEHTE
Hacrpoiika KSC

=
‘- MEHEIKED AOMEHOE (®) Dallas Lock 8.0

£} napamerps () Dallas Lock Linux
am )
O Arenr ELY
U
‘ifi-| Murpauna c CB .
\_J Mearotoska auctpuéyTuea Dallas Lock 8.0 gna Active Directory

L 3 EHOBNEHNE

|§ ¥npasneHue KoHGUrypaumren

o O nporpamme

lanee

Puc. 205. Mactep yaaneHHOW yCTaHOBKHU

Ha oTkpbiBLWENiCS cTpaHuLe Heobxoammo nobasutb uenesble TC aAnga yaaneHHoro passeptbiBaHus. TC
MOXHO [00aBUTb O4HUM M3 CreayrLWmx cnocobos, vYepes:

e pydyHOW BBOA agpeca — pAns 9TOr0 HyXHO 3anonHuTb nons lopm w Beedume [P-adpec
usiu cemegoe UMsi KOMIbomepa, 3atemM HaxaTb kHornky [lo6aBuTb komnbioTep (puc. 206);

e 1MNOPT 13 dharna — HaxaTb MMnopT n3 canna n npukpenuTb TEKCTOBbLIN dann co cnmckom IP-
agpecos uenesbix TC;



e (pann crnmcka KnmeHToB — HaxaTb UmnopTt u3 danna n BoidpaTb dann co CNncKkoM 3apaHee
BbIFPY>XEHHbIX KITMEHTOB.

[nsa dpanna c IP-agpecamu BO3MOXEH crieayoLwmin dhopmMaTt Cncka: B Kakaomn cTpoke danna
MOXeT ObITb yKa3aH TONbKo oauH IP-agpec 6e3 AoNONMHUTENBHbLIX CUMBOJIOB.

Mpumep:
192.168.0.1
192.168.0.35
10.10.112.55
Macrep yaanenHom ycranosku Dallas Lock 8.0
CnncoK KOMNbIOTEPOB
YCTaHOBKa CNIUCKA KOMNBIOTEPOB ANA NOAKAIOUEHHA
Baegure IP agpec un ceteBoe vMA KOMNbIOTEPa
Mopr 445 e

1P-appec FQDN-nms v

m Ormela

Puc. 206. Cnucok uenesbix TC ansa ypaneHHoro pa3BepTbiBaHusas C3U HCL Dallas Lock 8.0

KHonka YganuTtb HeobOxoanma ans yganeHus nobasneHHbix paHee IP-agpecos.
Mocne pobaeneHus ueneebix TC B CNMCOK HEOOXOAMMO HaxaTb kHomnky [danee.
4. 3anonHWTb NnapameTpbl YCTAHOBKW, KOTOpblE ByAyT NPUMEHEHbI K MOAYNSAM B MPOLECCe akTMBaLuum
C3U HCA Dallas Lock 8.0 (puc. 207):
e  JOMMH 1 naponb agMmuHuctpatopa OC Ha ueneBbix TC;
e [IOTMH W Napornb cynepnonb3oBaTens (ONUUOHanbLHO).



Macrep yaanentoi ycranosku Dallas Lock 8.0

BBOJ, aBTOPU3ALMOHHBIX AAHHBIX

YueTHbie AaHHBIE AAMUHACTPATOPA OC KOMMBIOTEPOB KAMEHTOB

Wms user0

cdaafm v

b

Naponb |eesseseess =

[ Cospats HoBOrO NoNb30BaTENs B KauecTse agMuHUCTpaTopa UB

Puc. 207. MapameTtpsbl yctaHoBku C3U HCO Dallas Lock 8.0

Mocne 3anonHeHus Bcex HeobXxoanMbIX NOMNen HY>XHO HaxaTb KHOMKy [lanee.

5. Ha cnepytowen ctpaHuue (puc. 208) Heob6xoauMo ykasaTb:

e nyTb k ucxogHomy amnctpmndytney C3U HCL Dallas Lock 8.0;

e HOMEp NUUEH3MKU, KOTOPLIN yKa3aH Ha Kopobke KomnakT-gucka ¢ guctpubytmsom C3U HCQO
Dallas Lock 8.0 nnu B nucbmMe, OTNpaBreHHOM Ha SMEKTPOHHYIO MOYTY;

e KOA aKTMBaUUW TEXHUYECKOW MOAAEPXKKW, KOTOPbIN YyKasaH B NUCbMe, OTNPaBfeHHOM
Ha 3MEKTPOHHYIO NoYTY.

Mpu Heo6xoAMMOCTM NPUMEHEHNS ONpPeaeneHHon KoOHurypauum ona guctpnbytmea, MOXHO NOCTaBUTb
dnar CoxpaHsimb Hacmpolku om rnpedbidyuieli ycmaHo8KU UNW ykasaTb NyTb K dpanny KoHdurypauum
ana C3U Dallas Lock 8.0. Ecnv none He oTMeyeHo craroM U He ykasaH nyTb K dainny KoHdurypauuu,
NPUMEeHSETCA KOHUrypauus 1o ymonyaHuro, YTO UMEET CMbICIT TOMBKO Npy OGHOBEHNN.

Ona Beoga moaynen B [lomeH 6e3onacHocty ELLY cpasy nocne ycTaHOBKUW, MOXHO NOCTaBuTb ¢hnar Beod
8 domeH besonacHocmu EL]Y, ykasaTb nma cepsepa ELY n knoy goctyna k [1b. 3atem HaxxaTb Oanee.

Ecnu paHHble ans BBoga moayns B OB ELY (B ToM uncne kniod goctyna) ObinmM ykasaHbl HEBEPHO,
TO ycTaHoBKka OymeT npuoctaHoBneHa. KHonka [danee OyaeT HeakTMBHA OO TeX MOp, Noka AaHHble
ans seoga B [1b ELLY He 6yayT BBeaeHbl BepHO. Y106kl NpoaomkmTh ycTaHoOBKY 6e3 BBoga moayns B [1b
ELY Heobxoammo cHaTb chnar Beod e domeH b6esonacHocmu ELJY.



Macrep yaanenHoit ycranosku Dallas Lock 8.0

MapameTpbl ycTaHOBKM

Bi6Op yCTaHOBOUHOTO $aiina U NAPAMETDOB YCTaHOBKM

Vcxoarsiii avctpubytue  /home/user0/Dallastock8 0C.msi

Homep anuexzumn ‘

Koa Texnopaepxxs

[ Coxpansrs Hactpoiiku ot npegsiayweit ycrasosku

[T Bsog & gomen BezonacHocTy ELLY

Hasag Otmena

Puc. 208. Bui6op yctaHoBouHoro cdanna C3U HCJ Dallas Lock 8.0

6. Ha cnepytwouwen ctpaHuue (puc. 209) MOXHO HacTpouTb AOMOSHUTESNbHbIE MapameTpbl YCTAHOBKMY,
Takue Kak:

e epesarpyska yaaneHHOro KomrbloTepa nocne yctaHoBku. [locTaBneHHbIn Ha cTpaHuue dnar
no3BofsieT aBTOMATUYECKN Mepe3arpy3nTb KOMMbIOTEP MOcMne 3aBeplleHnsl YCTaHOBKU
C3U Dallas Lock 8.0 no ncreveHun yctaHOBEHHOIO BpEMEHUN, MHAYe KOMMbIOTEP AOIMKEH ObiTh
nepesarpyeH nonb3oBaTenemM CaMOCTOATENbHO;

e coobuweHne pna nomnb3oBatenen. CooblieHne, ykasaHHOe Ha [aHHOW cTpaHuue, OyaeT
NoBTOPATECA C 3afaHHbIM MHTepBanoMm, Ans Monb3oBaTenen, Ha YbMX KOMMbIOTepax
npoussoautcsa yctaHoeka C3U Dallas Lock 8.0.

3aTteM HaxaTb KHOMNKY YCTaHOBUTD.
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Macrep yaanennoi ycranoskw Dallas Lock 8.0

Mpouecc ycraHoBKM

BRG0P AONOAMUTENLHEIX NAPAMETPOB YCTAHOBKI

Mepesarpy3uTs yAaneHHbIi KOMALIOTEP NOC/E YCTaHOBKM

MepesarpysuTs uepes (MuH.) b ]

Avanason or 1 4o 999999

Coobujerne ans nonbosateneit

Puc. 209. JononHuTenbHble napameTpbl yctaHoBku C3U HCA Dallas Lock 8.0

7. Janee MOXHO NpocMaTpMBaTb COCTOSIHUE MpoLecca yCTaHOBKM AN Kaxaoro knueHTa (puc. 210).

afe v

Il - -

e @

Macrep yaanenHo# ycraHoeku Dallas Lock 8.0

Mpouecc ycTaHOBKM

IP-agpec  FQDN-uma . Mpouecc Tor

1010.112.227 uc 9 dllocal Mposepka ueneson ccrems

Omera

Puc. 210. UHdopmauus o xoae LieHTpanu3oBaHHOW yCcTaHOBKM cpeacTtBamu ELLY

8. Mo okoH4YaHun npouecca Ll,eHTpaﬂI/I3OBaHHOl71 YCTaHOBKM NOABATCA COOTBETCTBYHOLLME KOMMEHTapumu
yOa4yHOro unn He ygadyHoro sasepLleHund onepauunn.

Mpn ypaneHHoW ycTaHOBKe OObEKTbl C OAMHAKOBLIMWM MMEHaMu O00beauHATCS,
BHE 3aBUCUMOCTU OT peructpa. [locne obbeamHeHns oTobpaxaeTca ums, KOTopoe Obifo
paHee coxpaHeHo B ELLY.



9.3.2 LleHTpann3oBaHHasa yctaHoBKa cpeactBamu Active Directory

CpeactBamn Microsoft Windows Bo3amoxxHa LieHTpanu3oBaHHas yctaHoBka Dallas Lock 8.0 Ha paGoune
CcTaHuuu, Bxogswme B coctaB KoHTponnepa gomeHa. Heobxoaumble Ans ycTaHOBKN AENCTBUSA BKMOYAOT
B cebs:

dopmupoBaHue garna yctaHoBku B koHconu ELLY.

CospaHue To4kM pacnpocTpaHeHust Ha KoHTponnepe gomeHa.

Co3gaHne 06bekTa rpynnoBor NONUTUKM ANS LLeHTpanvM3oBaHHOW ycTaHOBKM cpeactBamm AD.
KoHdourypaumnsa n npumeHeHne rpynnoBon NOSIMTUKMN.

9.3.2.1 MNoaroTtoBka guctpudbyrtmea DL8.0 ana AD

B ELY cyuiecTtByeT BO3MOXHOCTb nogrotoBuTb amctpmbytms C3U Dallas Lock 8.0 gns yctaHOBKM
cpeacteamu Active Directory.

Mepen Hayanom NoAroToBKN ANCTPUBOYTNBA HEOBXOAMMO Ha KOMMbIOTEPE, HA KOTOPOM 3anyLLeHa KOHCOMb
ELY, pasmectutb anctpmbytme C3U Dallas Lock 8.0.

BosmoxHocTb cosganmnsa guctpnbytnsa C3U Dallas Lock 8.0 onsa ycraHoBku cpeacteamu
Active Directory B koHconu, 3anyuweHHon nog OC Linux 3abnokupoBaHa. CosgaHue
AncTpmbyTnBa BO3MOXXHO Tonbko nog OC Windows.

[ns BbINONHEHUA MOATOTOBKM AMCTPUOYTMBA HEOBXOOMMO OTKPbITb rMaBHOe MeHi koHconu ELY
n BblbpaTb YaaneHHasa yctaHoBKa. OTKpoeTCcsa cTpaHuua mactepa yAaaneHHOW ycTaHoBku (puc. 211)
13 cnucka Bblbpatb [loG2zomoska ducmpubymusa Dallas Lock 8.0 dns Active Directory n HaxaTb KHOMKY
Oanee.

YaaneHHan ycTaHOBKa

MacTep yaaneHHoO#H YCTaHOBKKW

g m v

BriGepuTe, YTO HEOBXO0AMMO YCTAHOBWTE Ha KAWEeHT:

@

O Dallas Lock 8.0
'C:' Dallas Lock Linux
':::' Arent ELLY

@ Moarotoeka guctpubyTrea Dallas Lock 8.0 ana Active Directory

o
%
@

LCl

Janee

Puc. 211. Mactep yaaneHHOW yCTaHOBKU

Ha cTpaHuue 3anonHWTb y4eTHble AaHHble agMuHucTpatopa OC KOMMbIOTEPOB KIMUEHTOB (puc. 212).
Takke cylwecTByeT BO3MOXHOCTb nocTaButb dnar Co30amb HO8020 Mofb308amersis 8 Kadecmee
aomuHucmpamopa Ub, 3agatb UMSA y4eTHOW 3anucu agMMHucTpaTopa MHPopMaUMOHHOM 6e30nacHoOCTM
1 naponb Ansi Hee. B pe3ynbTtate 6yaeTt NnpMHyauTenbHO co3daHa y4eTHas 3anuch Nonb3oBaTens, KoTopas
OyneT BbICTynaTb B pONn cynepagMmHucTpaTtopa nocrie ycraHoeku (o6HoBneHus) C3U Dallas Lock 8.0.



Mactep nogrotoBku guctpuéytuea Dallas Lock 8.0 ana Active Directory

BBDA ABTOPHU3aUWNOHHBIX AaHHBIX
YUeTHEIE A3HHEIE 3AMUHNUCTPaTOpa OC KOMNBIOTEPOE KAMEHTOE

Winn admin

Mapons |sess o

D CDE,ﬂ,aTh HOBOro NoONL20EATENA B KaYeCTEe aAMWHWUCTpaTopa 415

Hazag Manee OTtmena

Puc. 212. Mactep noarotosku auctpubytusa C3U Dallas Lock 8.0 pnsa AD

lMocne 3anonHeHns nonen Haxatb KHOMKY HDanee ans nepexoga K cnegyrowemy wary.

Ha BTOpOM Liare NoArotoBkM AuCTpmbyTMBa HEOOXOAMMO yKkasaTb nMapameTpbl yoaneHHOW YCTaHOBKW,
KoTopble 6yayT npumMeHeHsbl k Lenesbim TC nocne aktnsauun C3U Dallas Lock 8.0 (puc. 213):
e nyTb K ucxogHomy auctpmnbytmsy C3U Dallas Lock 8.0;
e HOMEp INUUEH3MKN, KOTOPLIN yKa3aH Ha KopobKke komnakT-gucka ¢ guctpmdytmsom C3U HCO
Dallas Lock 8.0 nnu B nucbme, OTNpaBneHHOM Ha SMEKTPOHHYIO0 MOYTY;
e KOO aKkTMBauMM TEeXHUYECKOW MOOAEPXKKM, KOTOPbIM Yyka3aH B MNWCbME, OTMPaBfEeHHOM Ha
SMNEKTPOHHYIO MOYTY.
Mpu Heo6xoAMMOCTM NPUMEHEHNS ONpPeaeneHHoN KoOHurypaumm ona guctpnbytmea, MOXHO NOCTaBUTb
dnar CoxpaHsmb HacmpoUlku om rpedbidywel ycmaHOo8KU Unn ykasaTb NyTb K danny KoHdurypauum
anst C3U Dallas Lock 8.0. Ecniv none He oTMe4YeHo hnaroM 1 He ykasaH nyTb K dpanny KoHdurypauum,
npuMeHseTca KoHdurypauus 1o ymonyaHuro, YTO MMeET CMbICI TOMbKO NPy OGHOBEHNN.
Mpu HeobxogumocTn BBOAA B AomeH ELLY moxHO noctaBuTb dnar Beod & domeH bezonacHocmu ELY,
ykasatb nmsa cepsepa ELLY v knov goctyna k Ab.
lMocne 3anonHeHus nonemn HaxaTb KHoMKy [lanee Ans nepexofa K cnegyowen cTpaHuue.



Mactep nogrotoeku guctpuéytuea Dallas Lock 8.0 gna Active Directory

MapameTpbl ycTaHOBKW
BLifop yeraHoB04HOMD $aiina M NapameTpoB YCTaHoBKH

Homep auuenzmm

Koa Texnoaaepsum

\:| CoxpaHATE HACTPORKK OT NPeAslAYLLeR YCTAHOBKK

\:| Beop e gomeH BezonacHocTy ELLY

DESKTOP-1BGEAP2:17900

Hasan Crrmena

Puc. 213. BBoa napameTpoB Ansa AncTpubytmusa

Ha cnegywowem ware MoOAroToBKM  OUCTPMOYTMBa  ykasblBalOTCA MNapamMeTpbl  nepesarpysku
npu nHctannauum  (puc. 214). loctaeBneHHbIn Ha cTpaHuue donar [lepesagpy3ums ydaneHHbIl
KOMIMbIomep rocsie ycmaHo8KU No3BoMsieT aBTOMaTUYECKM Nepe3arpy3nTb KOMMNbIOTEP MOCHE 3aBEpPLLEHUS
yctaHoBkun C3U Dallas Lock 8.0 no ncreyeHun yCTaHOBIIEHHOIO BPEMEHU, MHAYe KOMMbIOTEP AOMMKEH
ObITb Nepe3arpy>xeH Nonb3oBaTenieM CaMmoCTOSITENBHO.

Takke Ha gaHHON CTpaHuue 3agaeTcd Npon3BosibHOE coobueHne n UHTEpPBArll, 4epes KOTOprIZ OHO 6yp,eT
NOBTOPATbCA, And nonb3oBatenen, Ha 4bkX KOMMbOTEPaAxX Npon3BoAUTCA YCTaHOBKa C3M1.
Ons npoAoIKEeHNA NoaroToBKA D,VICTpVI6yTI/IBa HaxaTb MNoaroToBUTL.



;
Mactep nogrotoeku guctpuéytusa Dallas Lock 8.0 gna Active Directory
JAononHUTeNBHEIE NapPaMeTPhl YCTAHOEKN

ELIGOP AONOAHUTENEHEN NAP3METROE YETaHOBKM

[ NepezarpyzuTs yaaneHHelii kommskTep NOCTE YCTaHOBKM

CooBLieHne Ana nons3ceaTenei

Hasag MoarotoBuTe OTtmena

Puc. 214. HacTpoiika napamMeTpoB nepe3arpy3ku

MosiBuTCA CcTpaHuua c coobuweHnem o6 ycnewHoM obHoBMeHWM AucTpubyTmBa Ansd yctaHoBku AD.
OncTpubyTnB GyoeT pacnonoXeH no nyTu, ykazaHHOMY Ha cTpaHuue (puc. 215).

MacTep nogrotoskm guctpubytnea Dallas Lock 8.0 gna Active Directory

W

PesyneTat nogroToBKNn

OBHOBNEHKME MST YCNELWHO 33BEpLUEHO.
BAXHO: Mpu HacTpoike rpynnoBoid NOAMTUKW Ha KOHTPOMANEDE AOMEHE,
AWNCTPUEYTUE ANA YCTAHOBKKM HeoBxoaumo 406aEnTs B pazien "KoHdurypauns KoMneoTepa”.

AucTprByTHE pacnonoxeH:
Cif/Usersfuser/AppData/Local/Temp/DallasLock8.0C-AD.msi

Puc. 215. 3aBeplueHne NnoaAroToBKM AUCTPUOYTMBA



MoaroToBneHHbI ANCTPUOYTUB HEOOXOAMMO NepeHecTM Ha KoHTponnep gomeHa Windows Server,
C KOTOpOro 6yaeT NPOU3BOAUTLCSA yaaneHHas yCTaHoBKa.

[anee Heo6xo04MMO NPUCTYNUTb K HACTPONKaM HENOCPEACTBEHHO Ha KOHTponnepe goMeHa B cnyxbax AD.

9.3.2.2 Co3paHue ob6beKTa rpynnoBou NONUTUKMU

Ha koHTponnepe gomeHa HeobxoaMmo co3gatb OOBLEKT rpynnoBOW MOMUTUMKM ANSA pa3BepTbiBaHUS

Dallas Lock 8.0.

1. Ona storo B cnyxbax AD Heobxoaumo oTKpbiTb ocHacTky Active Directory — nonb3oBaTtenu
M KOMNbloTepbl. [lanee HanTy Unm co3gaTe NogpasgeneHune, kotopoe OyaeT cogepaTb KOMMbIOTEPHI,

Ha KOTopble TpebyeTcsl YCTaHOBUTbL CUCTEMY 3awwuThbl (puc. 216, puc. 217).

@arin  Jdefctene

: Active Directory -

NOAB30EATENN N KOMMEHTEREI

Bua Cnpaeka

e @ B|EoE BRI P TER

[m] X

3 secdomair -

<

: Mens3cEaTENN W KOMNBHOTERS |
|| Coxparennbie sanpocel

s Tun Onucanne

[ Builtin builtinDomain
JlenernpoBaHie yNpaeneHna..,

Haiira...

Default container for up...
ae  Default container for do...

Default container for sec...

CMEHWTE A0MEH..,
CrueHnTs KOHTpOANED AOMEHE...
MoebickTE pesxkm paboTel AOMEHE. .

Xo3neEa onepaymii...

Cosgats 3 Komnetotep

Bcezagaun > KoHTakT

Bua 5 Mpynna
InetOrgPerson

OBHoBNTE

Default container for up...

Default container for ma...

msDS-ShadewPrincipalContainer

JKCNOPTUPOEATE CNCOK.. mslmaging-PSPs

Caoiictea
Crpaaka MoapazaeneHne
MpunTep
Monezoeatens
24 (O 6wan nanka

Co3aaHne HoBoro oGuexTa...

Meesgornm ovepean MSMO

Puc. 216. CospnaHue nogpasgeneHus B AD

Hoewiii oGwekT - MNogpasaenetne
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Puc. 217. Umsa HoBoro noapasgeneHusa B AD



2. B 370 nogpasgeneHue nepeHecTn HeobXxoanMble KOMMbIOTEPLI C MOMOLLBIO (PYHKLUMM U3 KOHTEKCTHOIO
mMeHto MepemecTutb (puc. 218, puc. 219).

. Active Directory - NoB30BATENN U KOMNBHITEPEI
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Puc. 218. MyHKT KOHTEKCTHOrO MeHto «llepemecTUThb...»

Mepemectuts X

MepemecTTe 0BBEKT B KOHTEAHED:

=1+ secdomain

- Buittin

| Computers

Domain Controllers

| ForeignSecurtyPrincipals

| Managed Service Accourts
1] Users

Omvena

Puc. 219. NepeHoc pabounx cTaHUuui B nogpasaeneHue

B cosgaHHOM noapasgeneHun nosiBUTCS CMMCOK C HEOBXOAUMbBIMU KOMMbIOTEPaAMMU.
Takvum o6pa3oM, cosaaH 06bEeKT rpynnoBoii NONUTUKN Ans pa3sepTbiBaHus MO.

[nsa koppekTHoW yoaneHHon yctaHoBku msi-chana C3U Dallas Lock 8.0, nogpasaeneHue
crnegyeT co3gaBaTb UMEHHO A1 KOMNBbIOTEPOB, @ He A4S Nofib3oBaTenen.

9.3.2.3 Co3paHue rpynnoBow NOMIUTUKKN

Tenepb ans BblIbpaHHOrO nogpasfeneHnss Heobxooumo co3faTtb TPYNMOBYH MOMWTUKY, C MOMOLLbIO
KOTOpoW 1 BygeT npoucxoauTb yaaneHHas ycTaHOBKA CUCTEMBbI 3aLLMThI.

Cos3pgaHne n pegaktMpoBaHue rpynnoBbix nonutuk obbvektoB AD B Windows Server ocyliectensiercs
13 OTAENbHOWN KOHCOMMW.

1. Ons co3pganus rpynnosor nonutukm B Windows Server Heo6xoaMmMo OTKpbITb OCHACTKY (MM KOHCOIb)
YnpaeneHue epynnosol nonumukou. B nepese koHCONM HEO6X0AMMO pa3BepHyTb y3en Heobxoammoro
AomeHa u, BbibpaB co3gaHHoe noapasaeneHune, NpaBo KHOMKONM MbILUW HaXaTb NyHKT MeHio Co3paTb
06BEKT rpynnoBoW NOJIUTUKU B 3TOM JOMeHe U CBA3aTb ero... (puc. 220).
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Puc. 220. KoHconb ynpaBneHus rpynnoBou nonutukon Ha Windows Server

2. B nosiBMBLUEMCS OKHE HEOBXOAMMO BBECTW MMSA HOBOW rpynnoBon nonutuku. B none ¢ ucxogHbim

00BLEKTOM rpynmnoBON MOMUTUKA Hu4Yero BblbupaTb He cnepyeT. B cnucke 0OBEKTOB nosiBUTCS
cosgaHHas rpynnosas nonutuka (puc. 221).
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Puc. 221. HoBbih 06bEKT rpynnoBou NONUTUKKU, CBAA3aHHbIN C NoApasfeneHnemMm

3. Takum obpas3om co3gaHa

rpynnoBas nonuvtuka Ans nogpasgeneHns komnbiotepos B OC
Windows Server.



9.3.2.4 Co3paHMe UCTOYHUKA YCTAaHOBKU

Tenepb HeOBX0AMMO onpeaenuTb Tak HasblBaeMbI UCTOYHUK PAcrnpOCTPaHEHUs nakeTa WUnv yCTaHOBKM
cchopmmpoBaHHoro msi-gpavina Ha cepepe Windows. 3To gomkHa 6bITb 00 as ceTeBas nanka, K KOTopon
paspeLleH AOCTyn creaylowum rpynnam nonb3oBaTtenen:
*  aAMWHMCTPATOPBI;
e MpollefLine NpoBEpPKY;
e nonb3oBaTeENU JOMeEHa.
PekomeHayeTcsa MCnonb3oBaTh B KAYECTBE TOYKM pacnpOCTpaHEHUs KOHTENHEDP MECTOHAXOXAEHUS CaMOM
rpynnoson nonutnki. OnpegennTb NyTb K Nanke co CKpUNTamm rpynnoBOn NOAUTUKN MOXHO pasnnyHbIMr
crnocobamu.
1. BHavane HeobxoavMMo onpeaenuTb YHUKanNbHoOE MMs FPYMNMOBON NMOMUTUKM.
B OC Windows Server onpeaenntb yHUKanbHoe Ums (YHUKanbHbIA KOA) rPynnoBON MOMUTUKN MOXHO
yepe3 KOHCONb YMNpaBJieHUs TPYNMNOBbIMU MOJIUTUKAMMU, BbIOENNB HeobXoaAMMYI MOMUTUKY
W OTKpbIB BKNaaky ceoncts CeedeHus (puc. 222).
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Puc. 222. HoBbI 06bEKT rpynnoBoW NOMUTUKU, CBAA3aHHbIW C Nogpa3peneHnem

Mankn-koHTEeNHepbl FPYNNoBbIX NOMWTUK pacnonarawTcs B cuctemHonm nanke SYSVOL. 3ta nanka
aBnaeTca obLier nankon B cocTaBe of4HOro AoMeHa crnyxbbl katanoros AD. MNMoatomy ee cBowncTBa
COOTBETCTBYIOT €QMHON TOYKE pacnpoCTpaHeHus.

2. [lanee HeobxoouMMO onpegennTtb CETEBYI Nanky C CO34aHHOW COOTBETCTBYHLUEN IpynnoBoOw
NOMWTUKON NS yaaneHHoW yCTaHOBKM cucTeMbl 3awmuTol (puc. 223).
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a superadm
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. sysvol (WIN-STMTHEDZDFD)
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Puc. 223. PacnonoxeHune nanku-koHTeHepa rpynnoBon NoNUTUKU

MapameTpel Komd

B nankax rpynnoBbiXx nONUTMK pacnonaraeTtca katanor Adm, cogepxawmn wabnoHsl *.ADM,
ucnonb3yemble B obbekTax rpynnoson nonutuku, a takke nankmu MACHINE n USER, Bkntovatowme

B cebs ghalnbl co cneumasnbHbIMY NapameTpamu.

3. B nanke MACHINE HeobxogMMo  pacnonoxuTb
anst C3U Dallas Lock 8.0 (msi-dpainn) (puc. 224).
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MogennTecA Bug
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v | | {95DC953D-BCB6-41EA-BDED-67D:
Machine

User

scripts

Puc. 224. NepeHoc msi-gucTpubyTUBa B Nanky rpynnoBoW NONUTUKKU

EUY aguctpubytme

Takum obpasom, Obin co3gaH WCTOYHMK yAaneHHOW YCTaHoBKM cucTembl 3awmTbl Dallas Lock 8.0,

KOTOpbIN B KOHTeKcTe Microsoft uMeeT Ha3BaHue « Toyka pacnpocTpaHeHUs».

9.3.2.5 HacTtpo#uka rpynnoBon NOsINTUKN

Tenepb HEOOXOAMMO M3MEHWTb CO3A4aHHbIN OOBLEKT rpynMnoBON NONUTUKM ANS pa3BepTbiBaHus MM10O.

1. B Windows Server pegaktop 06bekToB rpynnoBOW MOSIMTUKN OTKPLIBAETCS B KOHCONW YrMpaBlieHust
rpynnoBbIMK nonuTukamyn. Heobxoammo BbIOpaTh CO34aHHYK MOMUTMKY MPaBbiM LLENTYKOM MbILLK

N HaXkaTb B MNOSABUBLUEMCS KOHTEKCTHOM MeHio U3MeHuTb (puc. 225).
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Puc. 225. BbI30B KOHTEKCTHOrO MeHIo B KoHconu ynpaBneHusi rpynnoBoW NONMTUKON

OTkpoeTcs HeobxoamMmMoe OkHO pefdakTopa. B gaHHOM okHe B Aepese napameTpoB TpebyeTcs BbibpaTb
yCTaHOBKY nporpamm (puc. 226).
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Puc. 226. OkHO pepakTopa rpynnoBow NONUTUKN

2. [lanee B NpaBOM MOSie OKHA YCTAHOBKW MPOrpamMmm C MOMOLLbI0O KOHTEKCTHOTO MEHI0 co3faTb MmakeT
yCTaHOBKW: HaxaTb nocnegosartensHo Cosaatsk, MNakerT... (puc. 227).
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Puc. 227. Co3paHune nakeTa KoHcurypaumm

3. C nomolubto npoBogHuka Windows go6aBuTb CeTEBOW NMyTb K pacnpocTpaHseMoOMy YCTaHOBOYHOMY

nakeTty B obLlel narnke (NakeTy yCTaHOBLLMKA B TOYKE pacnpoCTpaHeHUs1), KOTOPbIA Gbln pacnonoxeH
Tam paHee (puc. 228).
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Puc. 228. BbiGop pacnonoxeHus naketa ycTaHOBKMU

4. BbibpaTb msi-nakeT 1 HaxaTb KHOMKY OTKpPbITb.

5. B guanoroBoMm OkHe BblObOpa MeToda pa3BepTbiBaHMs NporpaMMm Heobxoaumo BbibpaTb BapuaHT
HasHa4eHHbIU n HaxaTtb OK (puc. 229).
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Puc. 229. Bbi6op meToaa pa3BepTbiBaHUA NpOrpamMm

Cwnctema passepHeT chopMMpOBaHHbIA ¢hann ycTaHOBKU. BbiGpaHHbIN OOLWMI YyCTAHOBOYHBIN NakeT
NOSIBUTCA Ha NPaBOW NaHenu pegakropa 06bLEKTOB rpynnoBon nonuTtukm (puc. 230).
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Puc. 230. NosiBneHne Ha3Ha4YeHHOro NakeTa YCTaHOBKM B OKHe KOHdurypaumumn

Takum obpasom, nponssegeHa KOHUrypaLumsa onsa rpynnoBon NONUTMKN yaaneHHON YCTaHOBKM CUCTEMBI
3awmThl Dallas Lock 8.0.

Tenepb yCTaHOBO4YHLIA MakeT OydeT ycTaHaBnvBaTbCsl U3 OOLIEN CETEBOW NamnkM Ha KOMMbHTEPSI,
BXOAsLUMe B COCTaB NoApasgeneHns ¢ HasHaYeHHOW rpynmnoBon NONUTMKOW, yaaneHHo, npu 3arpyske OC.
YctaHoBka OyaeT npoucxoduTb C OBYMS nepesarpyskamu 3aTMx KomnbtoTepoB. lepBas Heobxoauma
AN NpUMMEHEeHUa HasHauyeHHoW nonuTuku. BTopas — kak ycnosue ycTtaHoBku Dallas Lock 8.0 —
NpUHyAMTENbHAs nepesarpyska.

Mocne BTOpoOM  Mepesarpy3kM Bxog  yxXe  OygeT  OCYWeECTBRATLCS  Ha  3alMLLEHHbIN
cuctemon Dallas Lock 8.0 komnbtoTep.

9.4 YpaneHHoe obHoBneHne C3U HC[ Dallas Lock 8.0

LleHTpanm3oBaHHOe oOOHOBMNEeHMe npegHa3HayeHo And OOHOBNeHus 3aperncTpupoBaHHbIX B ELLY
knuenToB Dallas Lock 8.0 (HauuHas ¢ obHoBneHus VK9 Ha MK10 u 1.4.). [lonHOMOYMaAMM Ha 3amnyck
LeHTpann3oBaHHOro OGHOBNEHMS obnagaeT TOMbKO YMONIHOMOYEHHbIN nonb3oBatens ELY ¢ ponbto
AdOmMuHUCMpamop.

Mocne LeHTpann3oBaHHOro UK fokanbsHOro 06HOBNEHUA Moay A Ha criegytowwmii IK Ha cTopoHe KnneHTa
COXpaHsaTCS:

e Tekyllee pacrnornoxeHue Mmogyns B aepese [b;
e BCe paHee cobpaHHble XypHarnbl;

e  HACTPOEHHbIE MONMUTUKM Be30MacHoOCTY;

e MapameTpbl yYETHbIX 3anuncen.



YcTaHOoBKY HE06X04MMO OCYLLECTBNATL NO NpoTokony IPv4, Ha MOMEHT OGHOBMNEHWSI U YCTAHOBKU MOAYEN
HeobxoaMMo OTKNYNUTL NpoTokon IPv6 Ha APM c koHconbto ELLY.

Ona ynaneHHoro o6HoeneHua C3U HCL Dallas Lock 8.0 Heo6xoanmo BeINONHUTE creayoLme Lwarmu:

1. Heobxoammo OTKpbITb FMaBHOE MeHIo koHconu ELLY — YpaneHHoe o6HoBneHue. OTKpoeTcH
CTpaHuua MmacTtepa yaaneHHoro obHoBneHus (puc. 211), ua cnucka Boibpatb Dallas Lock 8.0 n HaxaTb
KHOMKy Odanee.

¥ganeHHoe o6HOBAGHHE
Macrep yganeHHoro 06HOBAEHWA
BblGepHTE THN KAMEHTOE, KOTOPBIE HEOBX0AMMO 0GHOEWTE

AOMEHOB (®) Dallas Lock 8.0

ﬂ NapaMeTphl ':_:‘ Dallas Lock Linux

': :‘ Arent ELLY

%1 Murpauma © Ch

_‘ﬂ ¥naneHHas
m"'.'-",qa_.'l BHHOE

|B ¥NpaBaeHHe K

O 0 noorpamme

Puc. 231. MacTtep yaaneHHoro o6HoBneHus

2. Ha oTkpbiBLIENCA CTpaHUue Heobxoaumo BbIGpaTb MOAYNU Anisi OOHOBMEHUS M KITMEHTOB, MOAYIU
KOTOpbIX Heobxoanmo 06HOBUTH (puc. 232). Heobxoaumbii 06bEKT MOXHO HanWTW NO MMeEHU 4vepes
MOMCKOBOIO CTPOKY mnu npu nomowwm gepesa knveHTtoB Dallas Lock 8.0, aktmBmpoBaB HanpoTus
HY>KHOTO KrnneHTa YekBOKC.



Macrep yaaa€HHoro o6HoBAeHunA Dallas Lock 8.0

BuiBop moaynei

BLiGop MOAWMER ANd OBHOBAEHMA

Dallas Lock 6.0 19K9
Dallas Lock 6.0 K10
Dallas Lock 8.0 VK11
Dallas Lock 8.0 MK12
Dallas Lock 8.0 MK13

MoMck..,

Mopr | 445 ~

-(‘é AomeH Be30NacHOCTH
HEPACTPEAENEHHHIE DEHEKTHI
. D0k

@ Dallas Lock 8.0 WKLz

Beibpatn sce Oumerute

Puc. 232. CtpaHuua BbiGopa moaynen ans o6HoBNeHust

3. 3anonHuTb NnapameTpbl, KOTOpble ByAyT NPUMEHEHbI K ModynsaM B npouecce obHoeneHns C3U HCL
Dallas Lock 8.0 (puc. 233):

e none VMms gnsa BBoAa nornHa agmuHuctpatopa 6esonacHoctn moaynsa Dallas Lock 8.0 (mone
0bs3aTensHO ANs 3anoSIHEHUS);

e none [Maponk onsa BBoAa napons (none HeobA3aTensHO AN 3anofHEHNs).

Macrep yaanéHHoro o6HoeAecHHA Dallas Lock B.0

BBOA ABTOPHMZAUMOHHBIX AaHHBIX

FHETHBIE ATHHbIE GAMMHUETPITOP OF KOMBOTERDE KAMEHTOS

Wz admin

Mapone  essessss o

Puc. 233. BBoa aBTOpM3aLNOHHbIX AaHHbIX ANSA OGHOBEHUSA

Mocne 3anonHeHus Bcex HeobXoaMMbIX NOMEN HY>XHO HaxaTb KHOMKy [lanee.
4. Ha cnepytoulen ctpaHuue Heobxoanmo (puc. 234):
e yKasaTb NyTb K AMCTPUBYTMNBY C 0OHOBNEHNEM (0Osi3aTeNbHLIN NapameTp);
e  BBECTM HOMEp NMLIEH3MM B COOTBETCTBYHOLLEE Nnore (none ob6a3aTenbHO ANa 3anonHeHns);
e  BBECTU KO, TEXMOOAEPKKN B COOTBETCTBYHOLLEE none (none obs3aTernbHO ANns 3anofHeHus ).



Macrep yganéHHoro o6HoBAeHMA Dallas Lock 8.0

Napametpel 0BHOBAEHUA
BrGop AMCTRWEYTHES W NAPaMETP OB 0BHOBNEHMA

ACKOAHLIR AMCTpUBYTHE | CAlsersyidminDesktoptDallasLacks.0K, msi

Heomep AMugHzMM

Ko4 Texnogdepskkn

Hazag OTMeHs

Puc. 234. CtpaHuua napameTpoB OGHOBNEHUsA

5. Ha cnepytouen cTpaHvLue MOXHO HacTpOWTb OOMOSIHUTENbHbIE NapameTpbl OOHOBIEHNS, TakMe Kak
(puc. 235):

e nepesarpyska yaarneHHOro KomrnbloTepa nocne obHoBneHus. NoctaBneHHbIN Ha cTpaHuue dnar
no3BofsieT aBTOMaTMYECKU Mepes3arpy3ntb KOMMbIOTEP Mocne 3aBeplleHust oBHOBMNEHMUS
C3WU Dallas Lock 8.0 no ncreveHun ycTaHOBEHHOIO BpEMEHUN, MHAYe KOMMbIOTEP AOIMKEH ObiTh
nepesarpyxeH nonb3oBaTeneM CaMOCTOATENbHO;

e coobuweHne pna nonb3oBatenen. CoobuieHWe, yka3aHHOEe Ha [aHHOW cTpaHuue, Oyaer
NoBTOPATBCA C 3afaHHbIM MHTEpBanoMm, Ans Monb3oBaTenen, Ha YbMX KOMMblTepax
npounssoamntca obHoBneHne C3U Dallas Lock 8.0.

3aTtem HaxaTb KHONKy OGHOBUTD.

Macrep yaanéHHoro o6HoeAeHuA Dallas Lock B.0

Mpoyecc ycTaHoBKKM
BIf0p AONOAHUTEALHLE NAPAMETROE YTAHOBKA

[_] Mepesarpyzire yaanemmeii komnssoTep nocae yeranoskw

CooflueHme Ana NoNEsoBaTene i

Hazag OEHOBMTE OTMeHa

Puc. 235. lononHuTenbHble NapamMmeTpbl 0OGHOBNEHUSA

6. [anee MOXHO MpocMaTpuBaTb COCTOsIHME npoLecca OOHOBNEHMSA ONA KaXaoro knueHTta (puc. 236).
Mo okoHYaHWK Npouecca LeHTpann3oBaHHOro 06HOBMNEHMS NOABSTCA COOTBETCTBYIOLLME KOMMEHTapUX
yAa4YHOro NNy Hey4a4yHoro 3aBEpPLLUEHUS Onepauun.



Macrep ygaaéHHoro o6HoBAeHKA Dallas Lock B.0
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OTmeHa

Puc. 236. Npouecc o6HoBRNeHUsA

9.5 Hactpowuka moaynsa C3U Dallas Lock 8.0

B pnepeBe [domeHa 6esonacHoctn ELLY npucyTcTBYlOT 3apeructpupoBaHHble B [OB  mMoaynu
C3MU Dallas Lock 8.0 B coctaBe APM.

3Ha4vkn obbekToB, obosHavatowmx mogynm DL8.0, 3aBMCAT OT COCTOSHMSA MOZYMS M MOFYT MPUHMMATb
cnenyloLwnn Bua;:

—  MOoAynb NOAKIIOYEH;
—  MoAynb noAkntoyeH u pabotaet B HeakmusHom pexume C3U,

— CBA3b C MOAYyJ1eM OTCYTCTBYET,

996

—  MOAyrnb YCTAHOBIEH HA KOHTPOMNepe AOMEHa.

HacTtpoliku Ha ypoBHE MOAyrsi 0TOBpaxkatoTCa Ha HECKOSbKMX OCHOBHbIX BKIaZKax.

9.5.1 CuHxpoHusauus

[na npuBegeHns B COOTBETCTBME 3HAYeHUAM napameTpoB, BbicTaBneHHelM Ha ELLY, Ha mopgyne
C3U Dallas Lock 8.0 Heobxooumo npoBeAeHWe CUHXPOHM3aUMKU. CUHXPOHM3aUMsi MOXET ObiTb
nposefeHa Npu yCrnoBUKN Hannuusa ceteBoro nogknioveHmsa mexay ELY n mogynem:
e NpW BKIIKOYEHUM MOAYNS;
e nepuoanyecku (cMm. «MapameTpbl paboTbl MOAYNENY);
e [0 KOMaHAe nonb3oBaTens:
e 13 koHconm ELY;
e 13 obonoykn agMuHucTpupoBaHus moayns C3U Dallas Lock 8.0.

Mpun cuHxpoHusaumm ¢ mogynem C3U Dallas Lock 8.0, ycTaHOBMEHHbIM Ha KOHTpOMnepe
JomeHa, nepefaBaembin ¢ ELLY cnncok yyeTHbIX 3anucen urHopupyeTcs.

CuHXpOHM3aLumsa No KoMmaHae u3 koHconu ELLY
KomaHga CuHxpoHusmpoBathb B koHconu ELLY ans mogoynst C3U Dallas Lock 8.0 goctynHa Ha Bknagke

Ceodka Ha ypoBHe mMoaynsi B fepee [lomeHa 6e30nacHOCTU Ha naHenu MHCTpyMeHToB OnepamusHoe
ynpaeneHue (puc. 237).



OMEFPATUBHOE YTIPABJ/IEHME

Bk AHuHTE
Mepesarpysuie
nEpEC‘IMIaIb LEMN0CTHOCTE
Cobpark #gypHanbl
CMHXPOHM3WPOBaThL
Paz610KMpOBaTE KOMNLHITED
Wzoamposars y3ea

3apervcrpup p aAbHbIA cepeep

Puc. 237. KHonka « CUHXpOHU3UpOBaTb»

CuHXpOHM3aLMsA NO KOMaHae U3 060noYku agMmmHucTpupoBaHus DL8.0

Ona npoBegeHust cuHxpoHusaumm ¢ [omeHom ©OesonacHoctu ELY no komaHge w3 o6onoudku
agmuHuctpypoBaHusa mogyns C3U Dallas Lock 8.0 Ha knmenTtckom [1K Heob6xogvMmo BbINOMHUTB
cnegyouue waru:

1. 3anyctutb o6onouky agmnHuctpuposaHus C3U Dallas Lock 8.0.

0.
2. OTKpPbITb OCHOBHOE MEHIO HaXXaTueM KHOMKM -
3. BbIGpaTb NyHKT OCHOBHOIro MeHi0 CUMHXPOHU3upoBaThb ¢ [loMeHOM 6e30MacHOCTM.

9.5.2C60p xypHanoB

Ons nonyyenns B8 ELLY 3anucen xypHanos, segywmxca Ha mogyrne C3U Dallas Lock 8.0, Heo6xogumo
npoeefeHne cbopa xypHanoB. COop KypHanoB MoXeT OblTb NPOBEAEH NPU YCNOBUM HANN4Ms CETEBOIo
nogknoyeHma mexay ELLY n mogynem:
e NpW BKITOYEHUN MOAYNS;
e nepuognyeckn (cMm. «apameTpbl paboTbl MOAYNENY);
e [0 KOMaHAe norb3oBaTens:
e n3 koHconu ELY;
e 13 obonoukn agMmHucTpupoBaHus mogynst C3U Dallas Lock 8.0.

C6op XypHanoB no kKoMmaHae u3 koHconu ELLY

KomaHga Cobpatb xkypHansl B koHconu ELLY ana moaynst C3U Dallas Lock 8.0 goctynHa Ha Bknagke
Cso0ka Ha ypoBHe mMoaynsa B gepese [JomeHa 6e3onacHOCTU Ha NaHenu MHCTpymeHToB OnepamusHoe
ynpasrneHue (puc. 238).

OMEFPATWUBHOE ¥TIPABMEHWE

Boikaroumnis
NMepezarpysums
MepecumTars LEeADCTHOCTE
Cobpare starpHaabl
CunxpoHmsmposars
Pazbaokumposars Komnsrotep
Wzoamposats ysea

3aperncIpMpoBaTb TEPMHHAIBHBIA CEpBEp

Puc. 238. KHonka «Co6GpaTtb XypHanbi»

OTnpaBka XXypHanoB no KOMaHAe 13 06004k agMuHucTpmpoBaHmsa DL8.0

Onsi oTnpaBku xypHanoB B [lomeH 6e3onacHocTn ELY no komaHge m3 060noYkM agMMHUCTPUPOBaHUS
monyns C3U Dallas Lock 8.0 Ha knueHTckoMm MK Heo6x04MMO BbINOMHUTE CriegyoLne Lwaru:

1. 3anyctuTb o6onoyky agmmHuctpmposaHus C3U Dallas Lock 8.0.
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2. OTKpPbITb OCHOBHOE MEHIO HaXkaTnem KHOMKM

3. BbIbGpaTb NyHKT OCHOBHOIro MeHio OTnpaBuTb XypHarnbl B [lomeH 6e30nacHoCcTM.

9.5.3CBopaka moaynsa C3U Dallas Lock 8.0

Bknagka Ceodka Ha ypoBHe moayns C3MWU Dallas Lock 8.0 oTtobpaxaeT obuiee coctoaHve moaynsi
(puc. 239).
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Puc. 239. Bknagka «CBogka»

HocTynHbl cneayowme pasaenbsl MHOOPMaLMOHHOW NaHernu:
MUHdopmauusa o6 obbekTe

B BepxHel yacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs credylowas MHopMaUus o TeKyLLeM
COCTOSIHUM MoAynsi:

WHdOpMaLKa o fate 1 BpeMeHn Beoda moayns B [1b;
ctaTyc paboTbl npocuna M3 U3onsayus y3na;
WHpopMaums 0 gaTe u BPEMEHM MOCIEAHEro NOAKIHYEHNS MOAYNS;
IP-agpec;

MAC-agpec;

cTaTyC aHTMBUPYCHBIX 6a3;

Bepcus Dallas Lock 8.0;

BEPCUS aHTMBUPYCA;

KONMNYECTBO aKTUBHbIX CECCUN;

akTuBHble komrnoHeHTbl Dallas Lock 8.0;

COCTOSIHME MEXCETEBOTO 3KpaHa;

cTaTtyc HeakTuBHoro pexuma C3MU;

pesynbTat nocrneaHen nposepku KLL;

COCTOSIHME CUCTEMbI OOHapPYXEHUSI BTOPXXEHWI;

CPOK AeNCTBUSA TEXHNYECKOW NOOOEPXKKMY;



YacoBOW NOsSIC MOAYINS;

KOMMEHTapuii K MOAYIHO;

WHpopMaLmMs 0 AOMEHHOM cnyx0e, B KOTOPYHO BBEAEH MOAYIb;
MHdOPMaLUS O cTaTyce KNMeHTa B KadecTBe TepPMUHANbHOIO cepeepa.

MHunpeHTbI 6e3onacHoOCTHU

OTtobpaxaeTcs CNMCOK MHUMAEHTOB Be3onacHOCTM Moaynsa ¢ rpaduyeckon naHensto. [JoctynHa
dunbTpauma otobpaxaeMbix COObITUM MO nepuody W HacTpovka oOTobpaxeHus Auarpamm
(cm. «HacTponka nHunaeHToB 6e30nacHOCTUY ).

[lBonHON KNWK no cobbiTho OTKpOEeT 3anncb B OTAEJIbHOM OKHe, B CNCKe gaHHOe cobbiTne 6yp,eT
NMOMEYEHO KakK NnpoYnTaHHoe. Mone KommeHmapuEJ OOCTYNHO A5A peaakTtnpoBaHUA.

JocTynHbl cnegytowne oencTsnst C MoaynemM Ha naHenu UHCTPYMEHTOB:
1. OOHOBUTB.

2. Ypanutb.

3. KommeHTapui.

HocTynHbl cnegyowmne KoMmaHabl ONepaTMBHOIO YNpaBrieHNs Ha NaHen MHCTPYMEHTOB:
BbIknounTb.

MepesarpyaunTb.

MepecumTaTth LLENOCTHOCTD.

CobpaTtb XypHarnbl.

CVHXpOHM3MpOBaTb.

Pa3bnoknpoBatb KOMMbIOTEP.

WN3onuposathb y3en.

BkntounTs y3en B ceTb.

3apernctpmpoBaTb TEPMUHANbHbLIN CepBep.

CoNoo~wh=

KomaHgbl U3onupoBaTtb y3en 1 Bknountb y3en B ceTb SBNSAIOTCSA B3anMo3amMeHAeMbIMMN.
bonee nogpobHo 06 wu3onAUMKM y3na onucaHo B PykoBoAcTBE MO SKcnyaTtauuu
C3MU Dallas Lock 8.0 n. 15.2.6.

Ecnu nuueHsuna mogynsa C3U Dallas Lock 8.0 He BkntovaeT B cebs Takme KOMMNOHEHTHI Kak
M3 n COB, 10 MHdOpPMaLMA NO 3TUM KOMMNOHEHTaM He ByaeT oTobpaxaTbCa Ha Bknagke
Ceodka B pasgene MHgopmayusi 0b obbekme.

MyHkTBI € MHpOpMaumen 06 AHTuBUpYcHoM MO Takke He ByayT oToBpaxaTbCa Ha BKNagke
Ceol0ka, Tak kak 3a B3aumopgencTtBme c¢ AHTMBMPYCHbIM 1O oTBevyaeT komnoHeHT COB
mogyns C3WU Dallas Lock 8.0.

9.5.4MNMonb3oBaTtenu u rpynnbl moayna C3U Dallas Lock 8.0

Bknagka [llonb3oeameniu Ha ypoBHe mogyns C3MWU Dallas Lock 8.0 cogepxuT cnvcok rnobanbHbix
N OOMEHHbIX MNOoNb3oBaTenen v rpynn, HacnegyembiXx C YPOBHEW BbllEe MO UEpapxXum n CO3LAHHbIX
Ha ypOBHE A4aHHOIo MoAyns, a Takke MOAYIbHbIX NONb30BaTENEN.

nmobanbHble y4eTHblEe 3anMcK He HacneayTcs Ha ypoBeHb mogyns C3U Dallas Lock 8.0,
YCTaHOBSIEHHOrO Ha KOHTPOMIepe JOMeHa.

YnpaBneHne nonb3oBatensMu u rpynnamu Ha yposHe moaynss C3U Dallas Lock 8.0 npoussoautcs
aHarnorm4yHo onMcaHHoMy yrnpaereHuio Nonb3oBaTensiM1 1 rpynnamm B pasgene «llons3oBaTteny v rpynnbl
Moaynsay. Ans npuMeHeHNst U3BMEHEHUI Ha MOoAYyNsAX HEO6X04MMa CUHXPOHM3aLUKMS.

PepaktnpoBaHme y4yeTHbix 3anucen mogyns C3WU Dallas Lock 8.0, yctaHOBReHHOro
Ha KOHTponfepe [AOMeHa, HeOOCTYNHO, BO3MOXEH TOMbKO MPOCMOTP napameTpoB Y3
Ha ypoBHe KopHs Aepesa [1b n Ha ypoBHe Moaynsi.



9.5.5Monutnkn moaynsa C3U Dallas Lock 8.0

Ha yposHe moayna C3MU Dallas Lock 8.0 B cnucke Ha Bknage lMonumuku [OCTYMHbI TONBKO MOSNIUTUKN,
aktyansHble onst C3U Dallas Lock 8.0 (cm. «[Monutukm OB»).

HacTtpovika nonuTtuk Ons mMoayns Npou3BOAWTCA aHanormyHo HacTpovike MonuTuk ans rpynnel OB
(cm. «Monutmkn _ana  rpynnel [AB»). [Ona npuMMeHeHus napameTpoB Ha Moaynsax Heobxogouma
CUHXPOHM3aLUUS.

9.5.6 MexxceteBou akpaH moayns C3U Dallas Lock 8.0

Ha ypoeHe mogynss C3U Dallas Lock 8.0 B cnnicke Ha Bknage KomnoHeHTbl — MexceTeBoM 3KpaH
OOCTYNHbI ToNbKo HacTporkn M3, aktyanbHble ans C3U Dallas Lock 8.0 (cm. «MexXceTeBOW SKpaH»).
Hactporika MO gns mogyns npomssBoamutcs aHanorn4yHo Hactporke M3 gna rpynnel b (cm. «MexceTeBon
akpaH anga rpynnel A6»). [lns npumeHeHnss napameTpoB Ha MOAYNAX HeobxoamMma CUHXPOHM3aLMS.

9.5.7 Cuctema KoHTponsa Hakonutenen moaynsa C3U Dallas Lock 8.0

Ha ypoeHe moaynss C3U Dallas Lock 8.0 B cnucke Ha Bknage KoMnoHeHTbl — Cuctema KOHTpons
HaKonuTenemn AOCTyNHbl Tonbko napameTpbl CKH, aktyanbHble gnss C3U Dallas Lock 8.0.

YnpaBneHne CUCTEMOW KOHTPONSA HaKONUTENen Ha ypoBHe rpynnbl B npov3BoguTCcs aHanornyHo
yNpaBreHno CUCTEMON KOHTponsa HakonuTenen ans Ab (cm. «Cuctema KOHTPONsA HakoNUTENen»).

9.5.8 Kontponb pecypcoB moayns C3U Dallas Lock 8.0

Ha ypoeHe mogyns C3U Dallas Lock 8.0 Ha Bknage KoMmnoHeHTbl — KOHTpoOnb pecypcoB OOCTYMHbI
Tonbko aktyansHble ans C3U Dallas Lock 8.0 HacTpoiiku.

YnpaBneHve KOHTPONMEM PEeCypcoB Ha YPOBHE MOAYMNS MPOU3BOAUTCH aHanOrM4yHO YrnpaBreHuio
KoHTponem pecypcoB ansa Ob (cm. «KoHTponb pecypcoBy). [Ing npumeHeHus napameTpoB Ha MOAYMSX
HeobxoaMMa CUHXPOHM3aLNS.

9.5.9 Cuctema ob6HapyxeHus BTtopxxeHnn moayna C3U Dallas Lock 8.0

Ha ypoBHe mogyns C3WU Dallas Lock 8.0 Ha Bknage KomnoHeHTbl — Cucrtema o6HapyxeHus
BTOPXXEeHUM JOCTYMNHbI TONbKo akTyanbHele Ana C3U Dallas Lock 8.0 HacTpoku.

YnpaBneHve cuctemoln OOHapyXeHWs BTOPXKEHUA Ha YpoBHe MOAyNns MNPOU3BOAMTCH aHanorm4yHo
ynpaerneHunto komnoHeHTom COB ansa rpynnbl B (cm. «Cuctema oGHapyXeHUs BTODXKEHWUA AN rpynnbl
OB»). Ana npyuMeHeHns napameTpoB Ha MOAYNAX HeobXxoamma CUHXPOHU3aLUus.

9.5.10 bBbe3onacHas cpega COB (neco4yHunua) moayns C3U Dallas Lock 8.0

Ha ypoeHe mopyna C3WU Dallas Lock 8.0 Ha Bknage KomnoHeHTbl — bBesonacHasa cpega COB
(neco4Huua) OCTYNHbI TOMNbKO akTyanbHble And C3U Dallas Lock 8.0 HacTponku.

Ynpaenexune 6esonacHon cpegovi COB Ha ypoBHe mogynsi nMpou3BOAUTCS aHanOrM4yHO YMNpaBreHuio
©esonacHon cpegon ansa rpynnel [b: BO3MOXeH TONbKO NPOCMOTP NapameTpoB (cMm. «be3onacHas cpega
COB (necoyvHuua) ana rpynnbl AB»).

9.5.11 CpenctBo o6HapyxeHua u pearnposaHma moayns C3U Dallas Lock 8.0

Ha ypoBHe mopyns C3W Dallas Lock 8.0 Ha Bknage KomnoHeHTbl — CpepctBo oOGHapyxeHus
M pearnpoBaHusi 10CTYMNHbI ToNbko akTyanbHble ans C3U Dallas Lock 8.0 HacTponku.
YnpaBneHve cpeacTBOM 0BHapyXXeHWs U pearMpoBaHUs Ha YPOBHE MOAYMS MPOM3BOAUTCA aHaNorM4Ho
ynpaBneHunto komnoHeHtom COP ansa rpynnbl OB (cm. «CpenctBo obHapyXeHust U pearMpoBaHusa Ans
rpynnbl Ab»). ns npyuMeHeHns napameTpoB Ha MOAYNsAX Heobxoamma CUHXPOHU3auus.




9.5.12 3apaHusa mopyna C3U Dallas Lock 8.0

Ha yposHe mogynst C3U Dallas Lock 8.0 B cnucke Ha Bknage 3adaHusi AOCTYMNHbI AN CO34aHMS TOMbKO
3agaHus, aktyanoHble ansa C3U Dallas Lock 8.0 (puc. 240):

OTYET O JIoKarbHbIX Fpynnax;
nosny4YeHne KoHUrypaumu;
npMMeHeHne KoHdurypauuu;
npoBepKa LIeNOCTHOCTY;
apxvBaLMs NoKanbHbIX XXypHarnoB;

yaaneHvne DL8.0;
N3MeHeHVe napameTpoB NULEH3NK;
dopmMupoBaHMe oTHETA NO XypHanam.

O MaCTEp CO343aHKA Za4aHKA

Brifepute TN mogyna

Dallas Lock &0 KK13

CKaHMpoBaHMe cUCTeMbl Ha MHAMKaTopbl komnpomeTtauum (loC);
npoBepka yctaHoBneHHoro O Ha ya3BMMocCTy;

BeifepuTte TMN 3383HKA

OTHeT 0 AOKAABHEE MEYANax

MomyseHne KaHE KNy paLdm

MpureHeHme KOHGUMYPaLKKA

MpoEepra LEAOCTHOCTKH

APXMBELIMSI NOKANBHBIX *WPHAINOE

CKaHWpOBaHWE CHCTEMBI HA MHAMKATOPE KOMOpomMeTaguy (IoC)

Mpoeepka yctaHoeneHHoro [0 Ha yasEMMoCTH

Y¥nanenwe DLE.0

MzmeHeHne NapameTpoE NMUEHIMK

DoprWpoEIHRE OTHETE MO KYPHAAEM

Puc. 240. Mactep co3panus 3agaHusa ans moaynsa C3U Dallas Lock 8.0

Ecnv npu BbiNoNHeHUW 3agaHus Ha nony4vyeHun koHdpurypaumum Dallas Lock 8.0 Bo3HukaeT
owwunbka, ybeauteck, yto APM ¢ C3U Dallas Lock 8.0 nogkmntoyeH K JOMEHY.

Pabota c 3agaHusamu ans mogyns C3U Dallas Lock 8.0 npon3BoguTcsa aHanormyHo HacTpoike 3agaHum
ans Ob (cm. «3aganua Ab»). Ans BeiNnonHeHUs 3agaHusa TpebyeTcs CUHXPOHU3aLms ¢ Modynem.

9.5.13 XypHanbl moaynsa C3U Dallas Lock 8.0

Bknagka JKypranbi pns mogyna C3WU Dallas Lock 8.0 nossonser

©esonacHocTn moayns (puc. 241).
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Kareropia
Mogynonas
Moynonas
Mogynonas
Hevzsectran
Henzsectnan
Hevzsectnan
MoaynsHas

Heussectran

Coboitne Obbexr

Boixng NOAE30BaTENA U3 CHCTEMBL APM DLB0-K,
Bx0a NONE30BaTEAA B CUCTEMY APK DLB0-K,
Bx0a NoNk30BaTEAA B CUCTEMY APK DLB0-K,
Bxog nones0EaTEna B CUCTEMY APK DLE0-K,
Bx0a NONEz0E3TENA B CUCTEMY APK DLE0-K,
Bxoa NoNks083TENA & CHETEMY AP DLE0-K",
Bor0a NOAE00aTENA 10 NP HHE bpiea comsn APK *DLED-K",
Bbixog nonksosaTena No NpuiHe obpeisa ceasu APK "DLE0-K",

. Bknagka «XypHanbi»

Pesyabtar

e OK
e OK
e 0K
e QK
b QK
L 0K
L 0K

oK

Konaentapnia
PasEA0KUpOsKa paBoHed CTaHH
PasA0KUpOEKa paBoued CTaHH
Nokansheii
Noxansheiii
Noxansmeiii
Nokanskelii
Nokanstsii

MokansHbiii

XXypHarbl



Ina monynst C3U Dallas Lock 8.0 gocTynHbI:
>KypHan Bxo40B/BbIXOJ0B;
>KypHan ynpaBneHus nonb30BaTensamMm n rpynnamu;
>KypHan pecypcos;
>KypHan nevaty;
KypHan ynpasneHus nonutnkamu 6e3onacHocTy;
>KypHan 3anycka/3aBepLueHuns NpoLEeCcCcoB;
Kypnan naketos M3;
KypHan coeanHeHnin M3;
>KypHan ceccui;
CeTeBble aTaky;
CurHatypbl Tpaduika;
MopospuTenbHasa akTUBHOCTb;
KypHan cobbitnii COP;
YKypHan Tpaduika;
CncTeMHbIV XypHan;
o KypHan KOHTPOMS NPUNOXEHWNA.
PaboTa ¢ xxypHanamu moaynen onnucaHa B pasgerne «XXKypHanbl Mooyns».
[ns nony4eHuns 3anvcen xypHanoB ¢ modyns TpebyeTcs BbinonHeHne cbopa >xypHanos.




10 MOAYIJIb C3U HCA DALLAS LOCK LINUX

10.1 BBog moaynsa B [1b

Beectn mogyns C3U HCA Dallas Lock Linux B [JomeH 6€30nMacHOCTN MOXHO CrieayoLwmmm cnocobamu:
e Yepes rpacuyeckyto o6onouky agmuHuctpatopa Dallas Lock Linux;
e Yyepes KOHCONbHY 0bonoyky agMmmHucTpaTopa Dallas Lock Linux;
e c nomouwpbto koHconu ELLY (cm. «HacTtporika moayns»).

Mpn BBOge Moayna C3U HCH Dallas Lock Linux B [1b gomkeH ObiTb cobniogeH psia
YCROBUIA:

o B JIBC pgomxeH 6biTb paboTtatowmin cepeep ELLY;

e Mexay moaynem u cepBepom ELLY pomkeH ObiTb cBOOOAHLIN OOMEH nakeTamu
no TCP/IP-nopty 17900.

Mocne BeBoga mogyns C3U HCQO Dallas Lock Linux nog ynpasnexHve ELY 3HayeHus
napameTpoB 6e30MacHOCTU MNoAeXaT CUHXPOHM3aLMM CO 3HayveHuamu nonutuk ELLY
ans 6asoson rpynnel HepacnpederieHHble 06beKMbI.

10.1.1 Bsoa mopynsa B [1b nocpeacteom rpacdhmyeckomn o60noukn moayns

[ns BeBoga moayns B [1b yepes rpacmyeckyto 060n04Ky agMmHucTpaTopa Heobxoanmo:

Y6eauntbes, uto cepeep ELLY goctyneH no cetwm.
Banyctutb rpadmyeckyto o6onodky agmuHnctpupoBanusa (GUI) Ha mogyne n aBTopm3oBaThCs.
MepenTtn Ha Bknagky MNapamempsi 6esonacHocmu v BblbpaTb kaTeropmto [lomeH 6e3onacHOCTU.
3anyctute none Hacmpotika domeHa 6e3onacHocmu, rae BO Bknagke EOQuHbIU yeHmp yrpaeneHusi
Dallas Lock Heobxoanmo ykasaTb (puc. 242):

e APM — ceTeBOe MMs UM Mpoyvee roBopsiliee HasBaHWe Ons CEeTEeBOro ysna, Kotopoe Gyaer

oTobpaxaTbcsa B naHenu ELLY B cnvcke ynpaBnsieMbix 0O bEKTOB;
e [b EL]Y — ceTeBoe nwvs unu IP-agpec ceteBoro yana, Ha KOTOpoM ycTaHoBneHa cnyxba ELLY;
o Koy docmyna — knitod goctyna k b (MoxeT BbITb NyCcTbIM).

JomMeH GezonacHocTH X

EanHbIi LeHTp ynpaenenna Dallas Lock | Cepeep 6e3onacHocTy Dallas Lock

PoOb=

APM: [ |

0B ELLY:

Kniou goctyna:

CnUCOK CEPBEPOB:

Beectu B [IB | | CUHXpOHW3aUma ¢ ELLY | OTNpaeWTb XypHanbl Ha ELLY | | BeieecTu u3 b

Ok

Puc. 242. OkHo «[lomeH 6e30nacHOCTU»

5. [Nanee Heobxoammo HaxaTb kHonky BBectu B B.
Ecnu ykasaHHble nons He 3anonHeHbl, kHorka BeBectn B b 6yaet HegocTynHa Ans HaxaTusl.



B npouecce BBoga moayns B [lomeH besonacHocTn kHonka CuHxpoHusaumsa ¢ ELLY 6yneT HegocTynHa
Ansi HaXkaTus 00 yCchnewHoro pesynbTaTta permctpaumm moayns B JomeH BesonacHocTtu. 1

Ecnm npouecc BBoga Moayns B [Ob npowen ycnewHo, TO 4epe3 HEKOTOPOe Bpemsi MNOsIBUTCS
COOTBETCTBYIOLLIEE COOOLLEHNE (pUC. 243).

BeepgeHue B gomeH BesonacHocTH x

\il) Moaynb ycnelwHo 3aperncTpuposaH B JlomeHe BesonacHoCTK

| PoK |

Puc. 243. Coo6ueHue 06 ycnewHom BBoae moayns B 1b

B KoHconu ELLY B rpynne aepesa b HepacnpedeneHHbie 06bekmbi NosiBUTCA HOBbIN APM ¢ ykazaHHbIM
MMeHeM, B KOTopoM 3aperncTtpmpoBaH moayns C3U HC[ Dallas Lock Linux.

10.1.2 Bsoa moaynsa B [1b nocpeacTBOM KOHCONTbLHOW 060104KM Moayns

[ns BeBoga moayns B [1b yepes KOHCOMbHY0 060I04KY agMUHUCTpPaTopa HeOBX0AMMO:

1. Y6eauTbes, uto cepep ELLY goctyneH no cetw.

2. 3anyctutb KOHCOMbHY 060M0YKY aAMUHUCTPUPOBAHMSA HA MOAYME NyTeM BbINONHEHMs KoMaHapl ishl
1 aBTOpPM30BaThCS.

3. lNepenTn B MEHIO LEHTPaANN30BaHHOTO yNpaBneHus, BbINomnHMB KoMaHay management-dil. Nocne BBoga
KOMaHAbl cucTema nepenaeTt B MEHIO LLEHTPann3oBaHHOMO yrnpaBieHus.

4. B MeHI0 UEeHTpanuM3oBaHHOrO ynpaBneHusa Ans nepexoda B MOAMEHK MOAKMIOYEHUA K AOMEHY
©e3onacHoCcTU, BbINOMHUTE KOMaHAZy connect-domain. ocne BBOAa KOMaHAbl cuctema nepenget
B pa3aen NOoAKMoYeHns kK goMeHy 6esonacHocTu connect-domain.

5. [lanee KoHConbHOE MpunoxeHue OyaeT oxuaaTb BBOAA YyNpaBnsALWMX KOMaH4 AaHHOW NOACUCTEMBI,
CMUCOK KOMaHA npvBeaeH B Tabnuue Huxke (Tabnuua 29).

Tabnuua 29

Ne KomaHpa OnucaHune

CeTeBoe mmsi nnu IP-a/J,pec ceTeBOro yasna, Ha KOTOpOM YyCTaHOBJIE€Ha

1 net-name Cnyx6a ELLY.
<3HayeHue> Mpu ykasaHuM ceTeBoro UmeHn unu IP-agpeca BaXkHO ykasaTb HOMep
nopTa

CeTeBoe UMS UNWU Npodee roBoOpsiLlee HasBaHWE A CETEBOro yana,
2 name <sHayeHue>  KoTopoe byneT oToGpaxaTbcs B naHenu ELY B cnucke ynpaBnsembix
obbekToB

3 key <3HayeHue> Kntou poctyna k 1B ELLY

6. MNprvMeHNTb BHECEHHbIE N3MEHEHNS, BbINOSIHMB KOMaHay execute.
7. B pesynbTaTe ycnewHoro BbiNofHEHNs NoSBUTCHA coobLleHmne:
«Command ‘connect-domain’ executed successfully» — moaynb ycnelHo BeeeH B [1b.

10.2 BbiBoa moaynsa u3 [1b

BeiBectn mogynbs C3U HCL Dallas Lock Linux u3 [JomeHa 6e30MacHOCTM MOXHO CReayroLwmmMm
cnocobamu:

e c nomouwbto KoHconu ELY (cM. «HacTpoika moayns»);

e yepe3s rpaduyeckyto obonoudky agmmHuctpaTtopa Dallas Lock Linux;

e 4yepes KOHCONbHY obonouky agmmHucTpaTtopa Dallas Lock Linux.

15 [OaHHoe noBefeHne kHonku CuHxpoHusaumsa ¢ ELLY npu BBoge moaynsa B 1B nocpeactBomM rpachmyeckort 060moykm
mogayns cooteTcTByeT c6opkam C3U HCO Dallas Lock Linux HoBee, yem 3.25.21.



Mpun otcyTcTBUM ceTeBoro noaknodeHus k Cnyxbe ELY, mogynb MoxeT ObiTb BbiBEOEH
n3 JlomeHa 6e3onacHoctn ELLY npuHyautensHo. Mpu atom, B KoHconu ELLY Takon moaynb
NpOAOMKUT oToBpaxaTbCs, HO ero crtatyc byget «HedocmymneH».

lMoaTomy, Kaxablh MOAYSb, BbIBEAEHHbIN M3 coctaBa [1b BO BpemMsi OTCYTCTBUS CBSI3M
co Cniyx6om ELLY, Heob6xoamMmMo A0MONHUTENbHO yaansaTb Bpy4yHyto n3 KoHconu ELLY.

10.2.1 BbiBOA nocpeacTBOM rpacgmyeckon o6onoyYkn moayns

[na BbiBOAa Moayns Yyepes 060noyKy agMUHUCTPUPOBAHUS HEOBXOAUMO:

1. 3anyctuTb rpacduyeckyto obonodky agMmHucTpupoBaHus (GUI) Ha mogyne n aBTopn3oBaThCS.

2. Tepentun Ha BkNaaky lNapamempsl 6e3onacHocmu v BbibpaTb KaTeropuio OCHOBHbIE HACTPOMKM.
3. Banyctutb none Hacmpolika domeHa b6e3onacHocmu.

4. Haxatb kHonky BeiBectu us b (puc. 244).

JomeH GesonacHocTyn X

EanHbii ueHTp ynpasnenus Dallas Lock | Cepsep 6e3zonacHocTv Dallas Lock

APM: APM_DLL
4B ELY: JlomeH Ge3onacHOCTH
Knioy gocTyna:

ucc-ik5.dl.local:17900

CNWCOK CEPBEPOB:

BeecTu B [I6 | | CUHXpOHW3auuA ¢ ELLY | | OTNpaBuTh XypHansl Ha ELLY | BeiBecTu 3 b

OK

Puc. 244. BoiBog moaynsa u3 b

Ecnv npouecc BeiBoga moaynsa w3 [1b npoluen ycrnewHo, To Yepes HEKOTOPoe BpeMs Nnoris ¢ MHpopmaumen
o [JomeHe 6e3onacHOCTW CTaHyT AOCTYMHbLIMW ANs PeAaKTUPOBaHMS.
B KoHconu ELY yaaneHHbii mogynb nepemectuTcs B 6a3oByto rpynny YoasneHHbie 06bekmebl nepesa [b.

10.2.2 BbiBOA NOCpPeACTBOM KOHCOSIbHOW 060504YKM Moayns

[nsa BbiBOAA mMoayna u3 Jils) 4yepe3 KOHCOJIbHYIO O6OJ'IO‘-IKy agMUHUCTpaTopa HeobxoaMMO:

1. 3anycTtuTb KOHCOMNBbHYI 060MOYKY agMUHUCTPUPOBAHMSA Ha Moayre nyTem BbIMOSIHEHMS KOMaHAb! ishl
1 aBTOpPM30BaTbCS.

2. [lepeiTn B MEHIO LEHTpann3oBaHHOIO ynpasneHus, BbINOMHUB KoMaHAy management-dll. [ocne BBoaa
KOMaHAbl CUCTEMa NepengeT B pasfern LeHTpannu3oBaHHOro ynpasneHus management-dil.

3. B MeHI0 LeHTpanuM3oBaHHOro YyrnpasneHwus BbINOMHUTL KoMaHay disconnect-domain, ycTaHOBUB
anst aTpubyTa 3HadeHue forcelyes.
Mpumep:
disconnect-domain force <enter>

4. B pesynbTaTe yCMNeLHOro BbIMOMHEHUS NOSIBUTCS COObLLIEHME:;

«Unregistration success» — Moaynb ycnewHo BbiBeAeH us [ib.

B KoHconu ELY yaaneHHbii Mmogynb nepemectuTcsl B 6a3oByto rpynny YoasieHHbie 06bekmel nepea [b.



10.3 YpaneHHoe pa3sBepTtbiBaHne C3U HCQ Dallas Lock Linux

CyuwlectByeT BO3MOXHOCTb LIEHTPanuM30BaHHO BbIMOMHUTL YCTaHOBKY wnu yaaneHne C3U HCLO
Dallas Lock Linux gnst ogHOro nnu HeCKONbKUX KOMMbIOTEPOB, PacnonoXeHHbIX B ogHou JIBC.

[ns Heckonbknx LeneBbixX TC LEeHTPalrin3oBaHHYO YyAarieHHyr0 YCTaHOBKY MOXHO
OCYLLUEeCTBUTb TOJIbKO NP BbINOJIHEHUN CleayroLnx yCJ'IOBVIVIZ

e uenesble TC Bxogatr B TOT e pAomMeH AD wnm LDAP, 4yto n APM
c ELLY Dallas Lock;

o M3BECTHbl UMA MoNnb3oBaTesid U naposib OOMEHHOW yquHon 3annmcm c npaBamu
aJMUHUCTpaATOopa AOMEHaA.

B npouecce ymaneHHon yctaHoBkn C3WM HCLO Dallas Lock Linux Ha knueHTax
aBTOMaTUYECKM co3daeTcs yYyeTHasa 3anncb agmuHucTpatopa Dallas Lock Linux ¢ nmeHem
dlladmin wn naponem dlladmin. [locne YyCTaHOBKM pPEKOMEHOYETCA CMEHUTb MNaposib
agMuHucTtpartopa dlladmin.

YpaneHHas ycTaHOBKa BO3MOXHA B CrieayHoLLMX BapuaHTax:
e AN rpynbl KOMMNbIOTEPOB, UMEOLLNX OAMHAKOBbIE UMEeHa 1 naponu aamuHuctpaTtopa OC;

e [N KOMMBIOTEPOB, MMEILLMX MHANBMAYANbHbIE MMS U Naponb agMuHucTpaTopa OC, yaaneHHyo
YCTaHOBKY CrielyeT BbINOMHATbL OTAENbHO OT ApPYIuX.



Heobxogumo BbIMONHEHME criegyrownx TpeboBaHnin 4N yoaneHHbIX onepaunii:
1. Hanwunuume goctyna k cetn MHTepHeT y uenesbix TC.

2. YcTaHOBKY HEOOXOAMMO OCYLLECTBIATL MO NpoTokony IPv4, Ha MOMEHT OGHOBNEHUS U
YCTaHOBKM MoAynen HeobxoammMo oTKmounTb npotokon IPv6 Ha APM c koHconbto ELLY.

3. Tlpu ypaneHHom paseepTbiBaHun C3U HCLO Dallas Lock Linux npeaBaputensHO
Ha ueneBbix TC HeobxoAMMOo yCTaHOBUTb U HacTponTb SSH-cepBep. PekomeHayeTcs
ucnonb3oBaTtb OpenSSH cepBep. YcTaHoBka knuneHta U cepBepa OpenSSH
BbINOSHAETCH crnegyowmum obpasom.

Ons Ubuntu B TepMnHane Heo6xoamMmo BbIMOMHUTL KOMaHAbI:
e «sudo apt-get install openssh-server openssh-client».
[nsa Debian, Astra Linux, ALT Linux B TepMmnHane HeobxoaMmo BbIMOSHUTL KOMaHAbI:
e «su (sudo gns Astra Linux) apt-get install openssh-server openssh-client.
IOna RHEL, PE[] OC, POCA, CentOS Heob6x0aMMO BbINOSIHUTL B TEPMUHANE KOMaHAbI:
e «SuU -c “yum install openssh-server openssh-client”.
Ons 3anycka cnyx6bl OpenSSH Heob6XxoanMo BbINONHNUTL KOMaHAbI:
o ans Ubuntu «sudo systemctl start sshy;
o ans Debian «su -c¢ “systemctl start ssh”»;
o ansa RHEL, PE[ OC, POCA, CentOS «su -c “systemctl start sshd.service”»;
e ans Astra Linux «sudo systemctl start sshy;
o ans ALT Linux «su -c “systemctl start ssh”».

4. [lo ymonyaHuto nonb3oBaternb root He nveeT npaeBa Ha Bxog no SSH. [ins Toro, 4Tobbl
paspeLlmnTb emy Bxod, Heob6Xxoanmo NPoBepPUTb KOHUrypaumnoHHbin dann sshd.
e OTKpbIBAeM Ha pefakTupoBaHue dann: «/etc/ssh/sshd_configy;
e uvwewm cTpoky: «#PermitRootLogin noy;
Ecnn ctpoka nmeet Bug «#PermitRootLogin prohibit-password», TO MOXHO NEPeXoauTb
K criegytoLemy Liary.
Ecnu ctpoka umeet Bug «#PermitRootLogin noy», To nonb3oBaTtesb root He MMeeT npasa

Ha Bxog no SSH. [nsa Toro, 4YTtobbl pa3pelwnTb emMy BXon, HEOOXOAMMO OTPedaKkTMpoBaThb
KOHUrypauunoHHbl dann sshd.

® CHMMaeM 3HaK KOMMEHTapus «#»;

® 13MeHsieM 3Ha4veHue Ha «yes» (PermitRootLogin yes);

e TO e caMoe Aenaem co ctpokon «#PasswordAuthentication noy;
® CHMMaeM 3HaK KOMMEeHTapus «#»;

* 13MeHsieM 3HaveHue Ha «yes» (PasswordAuthentication yes);

e nepesanyckaem aemoH sshd (komaHaa «systemctl restart sshd»).

Mocne yoaneHHon yctaHokn C3U HCA Dallas Lock Linux Heo6xogmMmo oTkntoumTtb SSH-
cepBep Ha uenebix TC.

Ona ynaneHHon yctaHoekn C3U HC Dallas Lock Linux, He06X0aMMO BbINOMHUTE CreaytoLmne waru:

1. Ha uenesbix TC npoBepnTb CNNCOK NOAAEPKNBAEMbIX MPOTOKOSIOB MO SSh — BbINOMHUTE KOMaHAy «Ssh
—Q cipher».
Ecnn B cnvcke nogaepxuBaemMblX NPOTOKOMOB HET crieayrowmnx anroputMmoB: 3des-cbe, aes192-cbe,
aes128-cbc, arcfour128, arcfour, To B KOHUIrypauuoHHbIi ann Heobxoammo nponucatb «Ciphers
+3des-cbc,aes192-cbc,aes128-cbc,arcfour128,arcfour»'®.  CoxpaHutb haiin nocrne BHECEHHbIX
N3MEHEHUIA.

16 B psine OC cumBOn «+» MOXET HE BOCNPUHMMATLCS, U CTPOKa OyaeT cunTaTbCsl HEKOPPEKTHOM.



ELY Dallas Lock gna ceBasu ¢ mogynem C3U HCA Dallas Lock Linux ucnonb3yet
anroputmbl WMdpoBaHua «3des-cbc, aes192-cbc, aes128-cbc, arcfour128, arcfour»,
Ha cTopoHe moayns Linux cnMcok noaaepXvBaeMbiX anropUuTMOB MOXET HeCyLLeCTBEHHO
oTnuyaTbes, 1 Npu aToM yaaneHHas ycraHoska C3U HCL Dallas Lock Linux Bce paBHO
OyaeTt BO3MOXHa.

lMocne BbINOMHEHUS BCEX HACTpPoeK B KOHdwurypaumoHHom danne cepeuc sshd Heobxogmumo
nepesanyctuTb.

[Mepen uUeHTpanM3oBaHHOW YCTAHOBKOM HEOOXOAMMO pa3MeCTUTb Ha KOMMbIOTEPE, Ha KOTOPOM
3anyuieHa koHconb ELY, anctpmnbyTtns Dallas Lock Linux.

Heobxoaumo oTkpbITb rnaBHoe MeHwo Koncorm ELY 1 BblOpaTb YpaneHHas ycTaHOBKa.
OTKpoeTCcs cTpaHMUa MacTepa yaarneHHON YCTaHOBKM 13 cnncka BbibpaTtb Dallas Lock Linux n HaxaTb
KHOMKy Odanee.
Ha oTkpbiBLUelCca cTpaHuue Heobxoaumo nobasute LenesBble TC Ans yaaneHHOro passBepTbiBaHUs.
TC MoxHO 406aBWTb OOHUM U3 crneaytoLmnx cnocobos, vyepes:
e py4YyHOW BBOA agpeca — pAns 9TOr0 HyxXHO 3anonHuTe nons llopm w Beedume [|P-adpec
usiu cemegoe UMsi KOMbomepa, 3aTeM HaxaTb KHornky [lo6aBuTb koMmnbioTep (puc. 245);
e (pann crnmcka KnMeHToB — HaxaTb UmnopTt u3 danna n BbidbpaTb anin co CnmckoMm 3apaHee
BbIrPYXXEHHbIX KITMEHTOB;
e  MMMOPT M3 pavina — HaxaTb UMnopT u3 charna v NnpmkpenuTb TEKCTOBLIN hann co cnuckom |P-
agpecos uenesbix TC.

[nsa danna c IP-agpecamm BO3MOXXEH TONbKO Crieaytowmi popmaT cnmcka: B Kagomn CTPoKe
hanna MoxeT 6bITb Yka3aH Tonbko oauH IP-agpec 6e3 AononHUTENbHbIX CUMBOJSIOB.

Mpumep:
192.168.0.1
192.168.0.35
10.10.112.55

Macrep yganeHHon yctaHoskM Dallas Lock Linux

Cnucok KOMMEeHOTEpOB
YCTaHOEKA CNMCKE KOMNBIOTEP OB A1 NOAKNKOY EHNA

Beeaute IP agpec uaw ceTeece MMA KOMMNLKITEPA

Mopr |22
IP-agpec FQDN-wnms =

Hazag Manee Otmena

Puc. 245. Cnucok ueneBbix TC gnsa ypaneHHoro pa3BepTbiBaHuss C3U HC[ Dallas Lock Linux



Mocne pobaeneHus ueneBbix TC B CNMCOK HEOBXOANMO HaxaTb KHOMNKy [anee.
4. 3anonHnTb NapamMeTpbl YCTAHOBKWU, KOTopble ByayT NpUMEHeHbl K MOAYNsM B NpOLEcce akTMBauum
C3U HCA Dallas Lock Linux (puc. 246):
e noruH u napones agmuHuctpaTopa OC Ha uenesbix TC;
e JIOMMH 1 Napornb cynepnonb3oBaTtens (onuMoHansHo).

Macrep yaanenoR ycranosu Dallas Lock Linux

BBGj ABTOPMIAUMONHRIX AHHMIK
e I ———

Puc. 246. NMNapameTtpsbl yctaHoBku C3U HC Dallas Lock Linux

Mocne 3anonHeHust Bcex HeobxoaMMbIX Nonei HyXXHO HaxaTb kHonky [Janee.
5. Ha cnepytoulen ctpaHuue (pyc. 247) HeobxoaMMo ykasaTb:

e nyTb K ucxogHomy amctpnbytnsy C3U HCH Dallas Lock Linux;

e HOMep NuLEeH3MK, KOTOPbIN yKkasaH Ha 0bnoxke dyTnapa;

e [IOMNOSHUTENbHbIE KIIOYN YCTaHOBKMY;

e napameTpbl Anga Beoga moaynen B [lomeH 6e3onacHoctn ELY Dallas Lock nocrne ycraHoBku

(onumoHansHo).
B kayecTBe AOMONHUTENBHBIX KIMHOYEN YCTAHOBKN MOXHO YKasaTb cneaylolime atpudyTol:
ATpuoyT OnucaHwue
--confim CnpocuTb nepeA 3anyckoM BCTPOEHHOrO CKpunTa
--quiet He neyatatb HM4ero kpome coobuieHun ob oLmodkax
--accept MpuHATL HOMep NULEH3UN
--noexec He 3anyckaTb BCTPOEHHbIV CKpUMT
--noexec-cleanup He 3anyckaTb BCTPOEHHbIV CKPUMT OYMCTKU
—keep He ypmanmaTe paHHble O UeneBOW AWPEKTOPUW MOCHe  BbINOMHEHUS
BCTPOEHHOrOo cKpunTta
--noprogress He nokasbiBaTb Nporpecc B npouecce AeKomnpeccun
--nox11 HaHHbI aTpMbyT He ncnonb3yeTcs B npolecce yctaHoskn C3U HCL
--nochown He paBatb goCTyn K pacnakoBaHHbIM dhaiinam TekyLemy nosib3oBartento
--chown PekypcuBHO HasHauuTb OOCTYN K pacnakoBaHHbIM hannam Tekylemy
nonb3oBaTento

--nodiskspace He npoBepsTb AOCTYNHOE MECTO Ha Ancke
—-target dir M3Bneyb HenocpeaCTBEHHO B LENEBYO AMPEKTOPUIO (Mo abcontoTHOM nnu

OTHOCWUTENBHOW CCbINKe). JTOT Katamor MoxeT ObiTb MNOABEPrHyT
peKkypcuBHon obpaboTke (cMm. nochown)



—tar arg1 [arg2 ...] Hoctyn k coaepxumomy apxuea 4epes komaHay far. Bo BCTPOEHHbIi
CKpUNT ByayT NnepefaHbl criegyoLlme apryMeHThbl

--ssl-pass-src src Mcnonb3oBaTb YyKasaHHbIA SIC B KayeCTBE WCTOMHWMKA Mapons Ansd
pacwmndpoBKM AaHHBLIX ¢ noMowbio OpenSLL, cMm. «ApryMeHTbl NaposibHON
dpasbi» B pykoBoactBe OpenSLL. [lo ymonyaHuio Nofb3oBaTenNto
npegnaraeTcsi BBECTV Napornis Ansi paclunpoBku Ha TEKYLLEM TepMUHane

--cleanup-args args ApryMeHTbl BCTPOEHHOIO CKpWMTa O4MCTKW. [ns nepegayn HECKOSbKUX

aprymeHToB TpebyeTcs 3akntoyaTh UX B KaBbIYKU

YkasaTb nog kakum umeHem byaet 3apeructpuposaH APM B [lomeHe

6esonacHocTu ELLY

Ykasatb |IP-agpec unum ceteBoe nms komnbtotepa [JomeHa 6e3onacHoCTu

ELY

--ucc-key=key YkasaTtb knto4v [lomeHa 6esonacHoctn ELLY

--arm-name=name

--ucc-addr=address

YcTtaHoButb napons GRUB ans cynepnonb3oBaTtens no yMOn4YaHuo —
dlladmin

--just-check He yctaHaBnuBaTh, a TONbKO NPOBEPUTL NOAAEPKKY XOCT-CUCTEMBI

--grub-pass=password

JononHuTenbHbIE KIOYM YCTAHOBKM YKa3biBalOTCSA B None Yyepes npobern.
Mpumep:
--nochown --nodiskspace
[na Beoga moaynen B [lomeH 6e3onacHoctn ELLY cpasy nocne ycTaHOBKKW, MOXHO NOCTaBuTb ¢hnar Beod

8 domeH beszonacHocmu EL]Y, ykaszatb mmsa cepBepa ELY wn kniod goctyna k OB. 3atem Haxatb
YcTaHoBUTD.

Ecnn panHble gna BeBoga mogyns B b ELY (B Tom uucne knoy goctyna) Obinn ykasaHbl HEBEPHO,
TO ycTaHoBka 6yaeTt npuocTtaHoBrneHa. KHonka YcTtaHOBUTBL ByaeT HeakTMBHA A0 TeX Mnop, Noka AaHHble
anga seoga B b ELLY He OyayT BBeaeHbl BepHO. YUTo6bI Npoaomknte yctaHoBky 6e3 BBoga moaynsa B [1b
ELY Heobxoammo cHaTb chnar Beod e domeH b6esonacHocmu ELJY.

3aTeM HaxaTb KHOMKY YCTaHOBUTD.

>
||
Ol napaverpu yeranosxn
Busop yeranosesors Saiaa n napaers
o
" o
¥
®
]
Beoa e nomen Gezonacwocn ELLY
Vien capeps DESKTOP-18GEAP217300 v
Ko aociyna x5 [sesed °

Puc. 247. UHcpopmauus o xoae LieHTpanu3oBaHHOW yCTaHOBKU cpeacTBamu ELLY



6. [lanee MOXHO npocMaTpuBaTh COCTOsIHME NPOLIeCCa YCTAHOBKN OJ1S1 KaXXAoro KrmeHTa (puc. 248).

a

Macrep yaanenHoii ycranosku Dallas Lock Linux

Mpouecc ycTaHOBKK

1P-agpec  FQDN-uma . Mpouecc Nor

il uce-lin-1dl c ka 3asepLIeHa ycnew Moapobuee
1 8 ucc-lin-10dllox aHOBKa 3aBepiLeNa yCreLHo Moapobuee
1 uce-lin-11.dl o aHOBKa 3aBeplLieHa yerel Moapobee

Puc. 248. UHcpopmauus o xoae LieHTpanu3oBaHHOW yCTaHOBKU cpeacTBamu ELLY

7. Mo okoHYaHWM npouecca LEeHTPanu3oBaHHON YCTAHOBKW MOSIBATCA COOTBETCTBYOLUME KOMMEHTapuu
YAA4YHOro Unv He YAAa4yHOro 3aBepLUeHUs onepaumn.

Bo Bpems LeHTpanvM3oBaHHOW YCTaHOBKW for-cpamn npouecca YCTaHOBKM MOXET ObiTb
nepenonHeH. [lpekpalleHne BedeHWs AdaHHOro npouecca He BNWSEeT Ha pesynbTart
yCTaHoBKU. B crnyyae HeobXxoOuMOCTM [aHHbIA for-oann MOXHO HaWTW Ha LeneBOM
KrnneHTe.

lMpu yoaneHHoM passepTbiBaHUK ycTaHaBnvBaeTcsa Tornbko C3U HCL Dallas Lock Linux.
pachmyeckas obonoyka agMUHUCTPUPOBAHWS YCTaHABMMBAETCA OTAENbHO U TOJbKO
riokaneHo.

Mpu nonbiTke pasBepHyTb rpadmMyecKyto 060M0YKy agMUHUCTPUPOBAHNS yaaneHHo bynet
BO3HMKaTb OLIMOKa 3anycka yctaHoBO4YHOro cpanna (puc. 249), nockoneky C3U HCL yxe
YCTaHOBIEHO, a rpadunyeckas obonoyka ABnseTcs n3bbITOYHOM U ONUUOHANbHOM.

Mpoyecc yeTaHoBKK

IP-agpec FODN-uma Mpoyecc

10.10.100.252 pui-ubuntu2iiddllocal Mposepra uenesol cucTemel, OwMbka 3amycka yCTaHOBOYHOMD dakna, MporpammHoe ofecnededme yxe A0 YITAHOEAEHD paHEes,

Puc. 249. Owmnbka 3anycka yctaHoBoYHoro dainna
B nepese o6bektoB 16 ELLY nosiBaTcsA 3Hayvku HoBbix APM 1 moayner.
Mpn ypaneHHoOW YycTaHOBKE OOBEKTbl C OAMHAKOBbLIMM UMEHaMKM OObEOUHSIHOTCS,

BHE 3aBUCUMOCTU OT peructpa. [locne obbeamHeHus oTobpaxaeTca ums, KOTopoe Obifo
paHee coxpaHeHo B ELLY.

Ecnun yctaHoBneHHbin mogynb Dallas Lock Linux He nosiBuncs B gepeBe ob6bektoB b
ELLY, To Heobxogmmo ocyuiecTBuTb ero Beog B b ELLY Bpy4Hyto.



10.4 YoaneHHoe ooHoBneHne C3U HCL Dallas Lock Linux

LleHTpanu3oBaHHOe OGHOBMEHME npeAHa3Ha4yeHo Ansi OOHOBMNEeHUs 3aperncTpupoBaHHbix B ELY
knueHtoB Dallas Lock Linux (HaunHas ¢ obHoeneHus MIK2 Ha WIK3 (Bepcus 6e3 MO n ¢ M3), ¢ UK3
(Bepcua 6e3 M3) Ha WMK3 (Bepcust ¢ M3) m T1.4.). lNMonHOMOUYMAMM Ha 3amnyck LEHTpanvM3oBaHHOIO
o6HoBNeHNA obragaeT TONbKO YNOSIHOMOYEHHBIN nonb3oBatens ELLY ¢ ponbto AdmuHucmpamop.

Mocne ueHTpann3oBaHHOMO UKW NoKanbHOro 06HOBNEHNS Moayns Ha cneayowmii MK Ha cTopoHe knneHTa
CoXpaHsoTCS:

e Tekyllee pacnonoxeHue moayns B aepese [b;

e Bce paHee cobpaHHble XXypHarbl;

o HaCTpOEHHbIE NOJIUTUKN 6630I'IaCHOCTI/I;

e napameTpbl Y4ETHbIX 3anucen.

YcTaHOoBKY HE06X04MMO OCYLLECTBNATL NO NPoToKony IPv4, Ha MOMEHT OGHOBMNEHWSI U YCTAHOBKU MOy en
HeobxoagMMo OTKNI4YNUTL NpoTokon IPv6 Ha APM c koHconbto ELLY.

Ina ynaneHHoro o6HoeneHna C3U HCL Dallas Lock Linux Heo6x04MMO BbINONHUTL CREAyoLMe Laru:

1. Heobxoammo OTKpbITb rMaBHOE MeHI0 koHconu ELLY — YpaneHHoe o6HoBneHue. OTKpoeTcH
CTpaHuua macTepa yaaneHHoro ooHoBreHus, n3 cnucka BoibpaTb Dallas Lock Linux u HaxkaTb KHOMKy
Oanee.

2. Ha oTKpbIBLIENCA CTpaHuue Heobxoaumo BbIbpaTb MoAynb Ans OOHOBMNEHMS W KITMEHTOB, MOAYNU
KOTOpbIX Heobxoammo o6HoBUTE (puc. 250). Heobxooumbli 06bEKT MOXHO HaWTW MO MMEHU 4vepes
NOUCKOBOIO CTPOKY Mnu npu nomolumn gepesa knneHtoB Dallas Lock Linux, aktMBmMpoBaB HanpoTumBe
HY>KHOTO KInneHTa YekBOKC.

Macrep yaanéHHoro o6HoBAeHUA Dallas Lock Linux

EriGop mogynei

Boifop Mogei 413 0BHOBAEAMS

Dallas Lack Linux M2 Morcrn
7 )
. Dallas Lock Linux HIK3 Mopr 445 s
Dallas Lock Linusx MIKIN
7 )
. Dallas Lock Linux FIK4 5 Homen BesonacHoc
Dallas Lock Linus MK
Bilaf Lock Linux K6 HEPACTIPEAENEHHEIE OFBEKTHI

= AP DLL

) Dallas Lock Linux K5

Puc. 250. CtpaHuua BbiGopa koMnboTepoB ¢ Linux

3. BanonHuTb napameTpbl, KOTOpble ByayT NPMMEHEHbI K MOAyrnsM B npouecce ooHoeneHna C3U HCO
Dallas Lock Linux (puc. 251):

e none Mms pns BBoAa normHa agMuHuctpatopa OC (none 06s3aTensbHO ANs 3anofHeHus );

e none lNaponb ons BBoga naponsi agMmmHuctpaTtopa OC (none Heobs13aTeNbHO 4118 3aM0oNHEHUS).
Ecnn aktmeupoBatb 4vekbokc [lonb3osamernb sienisiemcsi cyrnepriosis3oeamesieM, TO Mons Ans BBoAa
OaHHbIX Cyneprnonb30BaTensi CTaHyT HeaKTUBHbIMU. B npoTuBHOM criyyae Heob6xooumMo BBECTW JIOTUH U
naporsb cyneprnosib3oBaTens.



Macrep yganéHHoro o6HoeAeHud Dallas Lock Linux

BBOA ABTOPH3AUHOHHEBIX AAHHBIX

FuETHbIE A3HHBIE 3AMUHACTPATOPE OC KOMNBIOTEPOE KAMEHTOS

SE] user
Mapons |essssass o
MonesoeaTenb ABNAETES CYNEPNOAEZ0EITENEM

(]

Mapone

Puc. 251. BBoa aBTOpU3aLMOHHbIX AaHHbIX

Mocne 3anonHeHus Bcex HeobXxoaMMbIX NOMNen HY>XHO HaxkaTb KHOMKy [lanee.
4. Ha cneaytowen ctpaHuue Heobxoammo (puc. 252):

ykasaTb NyTb k AUCTpubyTMBY C 0OBHOBMNEHMEM (06A3aTenbHbI NnapameTp);
BBECTU HOMEpP JIMLEH3MM W KOp TEXHWYECKOW MopaepXXku B COOTBETCTBYOLWMe nons (nons
o6s3aTenbHbl Anst 3anofHEHWS);
BBECTM nOrMH agmuHuctpatopa C3WUM B cooTBeTcTBylowlee mnone (none ob6sa3aTensHo
Ansi 3arnonHeHus);
BBECTM naponb agmuHuctpatopa C3WU B cooTBeTcTBylowlee none (none Heoba3aTenbHO
ONA 3anonHeHus);
BblOpaTh B KAKOM (hopmaTe aKCnopTMpOBaTh XXypHanbl (Heobsa3aTenbHbI napameTp):

o B opmate PDF;

o B opmarte ODS;

o B dopmate XML;
BBECTW [OMOMHUTENbHBIE KITHOYM YCTAHOBKU B COOTBETCTBYHOLLEE Nnone (nofne HeobsA3aTenbHo
ONS 3anonHeHus).

MacTep yaanéuHoro o6HoBAeHWA Dallas Lock Linux

MapameTpbl 06HoBAEHNA
BHIGOP ANCTPHEYTHES 1 M3PaMETROS OBHOBNEHUA

Ucxoapsiii anctpubyTue C:\Users\admin'\ Desktop\dilx-6.13.150.run

Howmep anuersim |

Koa Texnoasepxiu

Vst Agmimrmctpatopa C3U HCAL  [dlledmin

Napons AAMuHMCTpaTopa C3U HCIL sssesase p

[ 3kenopt xypHancs

Puc. 252. MNapameTpbl 06HOBNEHUSA



5. [anee MOXHO npocMaTpuBaTb COCTOsIHME npoLecca OGHOBNEHUST ANS KaXAoro knueHrta (puc. 253).
Mo oOKOHYaHMM npouecca LEeHTpPanM3oBaHHOrO OOHOBMEHUSI MOSIBATCA  COOTBETCTBYHOLUME
KOMMEHTapUK yaa4yHOro U HeyAayHoro 3aBepLUEHUsT onepaLun.

Macrep yaanaéHHoro o6HoBAeHKHA Dallas Lock Linux

Mpouecc oGHOBACHMA

IP-agpec _ APM Mpouecc Tor

101011243 APM_DLL BeTopmsalas cynepnonssosaTenen

OTmena

Puc. 253. Npouecc o6HoBRNeHus

10.5 Hactpounka moayna C3U HC[ Dallas Lock Linux

B nepese [JomeHa 6esonacHoctn ELLY Dallas Lock npucyTcTBylOT 3aperncrpmpoBaHHblie B b mogynu
C3U HCQ Dallas Lock Linux B coctaBe APM.

3Haukn 06bekToB, ob6o3Havarowmx mogynn C3U HCL Dallas Lock Linux, 3aBUCAT OT COCTOSIHUSA MOy s
1 MOFYT NPUHMMAaTb CreayoLWwnii Bua;

— MoAYyIb NMOOKITHOYEH;

. —  CB$I3b C MOAYJNIEM OTCYTCTBYET.
HacTtpoliku Ha ypoBHE MOAyIst 0TOOpaxXatTCsl HA HECKONBbKUX OCHOBHbIX BKITafKax.

10.5.1 CuHXpoOHU3auuna

[na npuBegeHus B COOTBETCTBME 3HAYEHUsIM MapameTpoB, BbicTaBneHHbiM Ha ELLY Dallas Lock,
Ha mogyne C3U HCA Dallas Lock Linux Heobxoanmo npoBeaeHue CUHXpoHu3aumni. CUHXpOHM3aums
MoXeT OblTb MpoBedeHa NpW yCroBWM Hamnuuus ceTeBoro nogkmoveHus mexay ELY Dallas Lock
1 Moaynem:
e  MpW BKITOYEHUN MOAYNS;
e nepuoanyecku (cM. «lNapameTpbl paboTbl MOAYNEN»);
e [0 KOMaHAe Nnonb3oBaTens:
e 13 KoHconu ELY;
e u3 rpacuyeckon obonoykn mogyns C3U HCO Dallas Lock Linux.

CuHXpOHM3aLumsa No KoMmaHae u3 koHconu ELLY

Komanga CuHxpoHusupoBatb B KoHconu ELY ana mopgyna C3U HCL Dallas Lock Linux goctynHa
Ha Bkragke Ceodka Ha ypoBHe Moaynsi B gepeBe [lomeHa 6e30macHOCTM Ha MNaHemnu WHCTPYMEHTOB
OnepamuseHoe yripasneHue (puc. 254).



OMNEPATWUBHOE ¥TMPABAEHME

B aroumis
Mepezarpyzuie
Mepecumrars yeAoCTHOCTE
Cobpatb 3ypHaAbl

CHHXpOHW3MpOBATD

Puc. 254. KHonka « CUHXpPOHU3UPOBaTb»

CuHXxpoHu3aumsa no komaHae us rpadmyeckon o6onoukn C3U HCA Dallas Lock Linux

[nsa npoBeaeHnst cMHxpoHu3auum ¢ lomeHom 6e3onacHocT ELLY no komaHge ua rpadudeckor o6omodkm
moayns C3U HCQ Dallas Lock Linux Ha knneHTckom K Heo6xo4MmMo BbINOMHUTL CrieAyoLwme Wwaru:

1. 3anyctutb rpadudeckyto obonouky C3U HC[L Dallas Lock Linux n aBTopnsoBaTbCA.

2. Ha Bknagke [llapamempsi 6e3onacHocmu BblbpaTb kateropuio [lomMeH 6e30macHOCTU, OTKPbITb
ansa pegaktupoBaHua napametp Hactponka gomeHa 6e3onacHoOCTU.

3. B okHe dlomeH 6e3onacHOCTM HaxaTb KHOMKy CuHxpoHusaumsa c ELLY (puc. 255).

HOomen BesonacHocTH X

EfuHblii ueHTp ynpasnenna Dallas Lock | Cepeep BesonacHoctu Dallas Lock

APM: APM_DLL
OB ELY: JomeH GezonacHocTy
Knioy gocTtyna:

ucc-ik5.dl.local:17900

CnWCOK CEpBEPOB:

BeecTu B [IE | | CUHXpOHU3aUua ¢ ELLY | | OTNpaBuTh )ypHanbl Ha ELLY | | BeiBecTW u3 16

Ok

Puc. 255. KHonka «CuHxpoHusauus ¢ ELLY»

10.5.2 CO6op XypHanosB

Ona nonydeHns B ELIY Dallas Lock 3anuceir XypHanoB, Begywmxca Ha wmogyne C3U HC[O
Dallas Lock Linux, Heo6xoanmo npoBefeHue cbopa xypHanoB. COop XypHarnoB MOXeT ObiTb NpoBeAeH
npu yCrioBumM Hann4uus ceTeBoro nogknodeHuna mexagy ELLY n mogynewm:
e MpW BKITHOYEHUM MOAYIS;
e nepuognyecku (cM. «apameTpbl paboTbl MOAYNEN»);
e 10 KOMaHpZe nornb3oBaTens:
e 13 KoHconu ELY;
e 13 rpacumyeckon obonouku mogyns C3U HCH Dallas Lock Linux.

C6op XypHanoB no KoMmaHae u3 koHconu ELLY

KomaHga Cobpartb xypHanbl B KoHconu ELY gns mogyns C3W HCL Dallas Lock Linux gocTtynHa
Ha Bkragke Ceodka Ha ypoBHe Moaynsi B gepeBe [lomeHa 6e30macHOCTM Ha MNaHemnu WHCTPYMEHTOB
OnepamueHoe yripasneHue (puc. 256).



OMNEPATWUBHOE ¥TMPABAEHME

B aroumis
Mepezarpyzuie
Mepecumrars yeAoCTHOCTE
Cobpatb 3ypHaAbl

CHHXpOHW3MpOBATD

Puc. 256. KHonka «CobGpartb XypHanbI»

OTnpaBka XypHanoB No KoMaHAae U3 rpacduyeckon o60MoUYKM agMUHUCTpaTopa

IOna otnpaBkm xypHanoB B [omeH GesonacHoctn ELLY Dallas Lock no komaHge m3 rpadwudeckon
obonouykn mogynsa C3U HCL Dallas Lock Linux Ha knneHTckoMm MK Heo6xoanmo BbINOMHUTL crneytoLmne
waru:

1. 3anyctutb rpadudeckyto obonouky C3U HCO Dallas Lock Linux n aBTopnsoBaTbCA.

2. Ha Bknagke [llapamempsi 6e3onacHocmu BblbpaTb kateropuio [lomeH 6e30macHOCTU, OTKPbITb
ansa pegaktupoBaHua napametp Hactponka gomeHa 6e3onacHoOCTU.

3. B okHe lomeH 6e3onacHOCTM HaxaTb KHOMKy OTnpaBuTb XypHanbl Ha ELLY (puc. 257).

OoMeH 6e30NacHOCTH X

EavHbli LenTp ynpasnedua Dallas Lock | Cepeep 6ezonacHoctv Dallas Lock

APM: APM_DLL
AB ELLY: JomeH GesonacHoCTK
Knwou goctyna:

ucc-ik5.dl.local:17900

CNWCOK CePBEPOB:

Beectn B b | CMHXpoHM3auma ¢ ELLY | | OTnpaBuTh XypHanbl Ha ELY | | BeieecTu n3 1B

Ok

Puc. 257. KHonka «OTnpaBuTb XypHanb! Ha ELIY»



10.5.3 CsBopka moayna C3U HC[ Dallas Lock Linux

Bknagka Ceodka Ha ypoBHe moayns C3WU HCL Dallas Lock Linux otobpaxaeT obuiee coctosHue
moayns (puc. 258).

Qv e Ceoaka
W [omeH BesonacHocTi B
BB nepeso pomena =
= _ WHdopmaumsa o6 o6nekte v
) ¥ O HEPACTPEAENEHHDIE O... (T EACTBUR
'. Mapametpsl 16 Al
@ 10.10.107.78 3 TS Wrdopmaumn oreyterayer =
HoBMTS
Mocneanes noaknoueHme 2026-05-28 17:15:22 (GMT-03:00)
IP-aapec 10.10.105.131
CETEBBIE YCTP! !
I CETEBbIE YCTPOWCTBA Bepcin OC ubuntu-20.04
%3 Menemxep aouenos M YIANEHHBIE OB BEKThI Bepcua agpa 5.15.0-139-generic
i '
O nopanern Koa exmmueckoii nogaepxt
Kowmnonerte: CKH / HCA/ M3/ COB / COP
%‘ Murpaums ¢ C6 TMuEHINOHHBI HorEp ]

Homep céoprnt 613150
[$) Yaanennan yararoska
Pesynerat nocneaHei nposepin KL LlenoctiocTs HapyeHs

:00 (GMT-0.

(#) Yaanenro v Texnoaaepxka ncrekaer 2026-08-29 0

Komwmertapuii

(B ynpasnenne kondurypaumed

[omentibie cryxBol He sseaen & aomer

@ o nporpanme
WHumpenTbl BesonacHocTn ~
3a nepriog 28.05.2026 Jkcnopt

[ Tonsko nenpouuranmeie
Tlo kanuuecrey 3a nepues

4 Komuerapuii

3 Yaanurs

3/3 2 OMEPATMBHOE YMPABNEHUE

B
He npouwntaxo/Beero BIIOUNTL

0 MepesarpysuTe

Nepecunrars yesocmocts
= Konuuecrso

Puc. 258. Bknagka «CBogka»

JocTynHbl cneayowune pasgensl MH(POpMaLMOHHOW NaHenw.

MHdopmaumsa o6 ob6bekTe

B BepxHel YyacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs credylolas MHopMaUus o TeKyLLeM
COCTOSIHUM MoAynsi:

WHdOpMaLKa o fate U BpeMeHn Beoda moayns B [1b;
WHpopmaums 0 gate U BpeMeHu nocneaHero Noaknio4YeHus Moayns;
IP-agpec;

Bepcus onepaumoHHOW CUCTEMBI,

Bepcus a4pa;

KOO, TEXHNYECKOW NOALEPXKKM;

KOMMOHEHTbI;

HOMEp NUUEH3nK;

MHdOPMaLINSA O CpoKe AENCTBUSA TEXHUYECKOW NOAOEPXKKMY;
HoMmep cOopKY;

pesynbTat nocrneaHen nposepkn KLL;

KOMMEHTapui;

MHdopMaLMs O JOMEHHOW cnyx0be, B KOTOPYIO BBEAEH MOAYIb.

MHUunpeHTbI 6e3onacHoOCTHU

OTtobpaxaeTcs CNMCOK MHUMAEHTOB Oe3onacHOCTM Moaynsa € rpadmyeckon naHenbsto. [octynHa
dunbTpaumsa oTobpaxaembix COObITUM NO NEepuoQy W HacTpovka OTobpaxeHus Auarpamm
(cm. «HacTporka nHungeHToB 6e30MacHOCTUY ).

[1BOVIHOM KKK NO COOBLITMIO OTKPOET 3anucb B OTAENbHOM OKHE, B CMMCKe AaHHoe cobbiTne byger
NMoOMeYeHo Kak npoumTaHHoe. None KommeHrmapul JOCTYNHO NS peaakTMpoBaHuS.

,D,OCTyﬂHbI cneaywwme DencTBus ¢ mMoaynem Ha naHesrnm MHCTPYMEHTOB!

1. OBHOBUTB.
2. YpanuTb Moaynb.
3. KommeHTapui.



JocTynHbl criegytowme KoMaHabl OnepaTUBHONO yrpaBieHns Ha NaHenm NHCTPYMEHTOB:

CWHXpOHM3MpOoBaTh.
BbIkniounTb.
Mepesarpy3uTsb.
MepecumTaTh LLENOCTHOCTD.
CobpaTtb XypHansbl.

aproOb=

10.5.4 TMonb3oBatenu u rpynnbi moaynsa C3U HCL Dallas Lock Linux

Bknagka lMonb3oeamernu Ha yposHe moayns C3U HCL Dallas Lock Linux cogepxut cnvcok rno6anbHbIX
W OOMEHHbIX MOMb30oBaTenen W rpynn, HacnegyemblX C YPOBHEN BbIWE MO MEpapXMn U CO3AaHHbIX
Ha ypOBHE JaHHOro MoAyrns, a Takke MogyfbHbIX Nofb3oBaTeNen.

YnpaBneHne nonb3oBatensMuM M rpynnamm Ha ypoBHe moayna C3UW HCQO Dallas Lock Linux
NPOM3BOAMTCSH aHasnorMyHo OMNWCaHHOMY YMPaBfieHWO Mofb3oBaTensMM W rpynnamu B pasgene
«lMonb3oBatenu u _rpynnbl _moaynsiy. LN nNpUMEHEHWss M3MEHEeHWA Ha MoAynsx Heobxoguma
CYHXPOHM3aLUS.

10.5.5 Monutnkmn moayna C3U HC[ Dallas Lock Linux

Ha ypoeHe mogyns C3U HCQO Dallas Lock Linux B cnucke Ha Bknage [Moinumuku OOCTYNHbI TONbKO
nonuTukm, aktyansHble ansg C3U HCO Dallas Lock Linux (cm. «[Monutukm OB»).

HacTtpovika nonuTtuk Ans moayns npou3BOAWUTCA aHanormyHo HacTpovike nonuTuk ansd rpynnel OB
(cm. «MNonutukm _ans  rpynnbl OB»). [Ons nNpMMeHeHWst napameTpoB Ha Moaynsix Heobxoguma
CUHXPOHM3aLUS.

10.5.6 MexceteBou akpaH moayna C3U HCA Dallas Lock Linux

Ha ypoHe moayna C3U HCL Dallas Lock Linux B cnucke Ha Bknage KomnoHeHTbl — MexceTteBon
3KpaH [JOCTynHbl TOMbKO HacTpomkn MO, aktyanbHble gns C3WM HCO Dallas Lock Linux
(cm. «MexceTeBoW 3KpaHy).

HacTpovika M3 ans mogyns npomM3BoAaMTCsa aHanorm4Ho Hactporike M3 ans rpynnel B (cm. «MexceTteon
akpaH ang rpynnbl A6»). [ins npumeHeHns napaMeTpoB Ha MOAYNAX HEoBXoAnuMa CUHXPOHM3ALUS.

10.5.7 CucTtema KoHTponsa HakonuTtenen moaynsa C3U HC[ Dallas Lock Linux

Ha ypoeHe mogyns C3W HC[ Dallas Lock Linux B cnucke Ha Bknage KomnoHeHTbl — Cuctema
KOHTPOJS HaKkonuTenem AOCTynHbl Tonbko napameTtpbl CKH, aktyanbHele ana C3U HCL Dallas Lock
Linux.

YnpaBneHve CUCTEMOW KOHTPONS HakonuTenem Ha yposBHe rpynnsl [B npoussogutcs aHanoruyHo
ynpaBreHnio CUCTEMON KOHTpons HakonuTenen ans Ab (cm. «Cuctema KOHTPONA HakonuTenemy).

10.5.8 KoHTtponb pecypcoB mogyna C3U HC Dallas Lock Linux

Ha yposHe mogyna C3U HCL Dallas Lock Linux Ha Bknage KomnoHeHTbl — KoHTponb pecypcoB
[OCTYMHbI ToNbko akTyaneHble Ansa C3U HCLA Dallas Lock Linux HacTponkw.

YnpaeneHve KOHTPOMEM PeCcypcoB Ha YPOBHE MOAYMS MPOU3BOAUTCH aHanorM4yHo YrpasBreHuio
KOHTpornem pecypcoB ans b (cm. «KoHTponb pecypcoBy). [Ans npuMeHeHUst napaMeTpoB Ha MOOYMsiX
HeobxoaMMa CUHXPOHM3aLMS.

10.5.9 CwucTtema o6HapyxeHus BTopxxeHnn moaynsa C3U HC[ Dallas Lock Linux

Ha yposHe moagyns C3U HC[ Dallas Lock Linux Ha Bknage KomnoHeHTbl — CucTtema obHapyxeHus
BTOPXXE€HUMN J0CTYNHbI ToNbko akTyanbHble Ans C3U Dallas Lock Linux HacTpowku.

YnpaBneHne CUCTEMON OOHApPY>XEHUS BTOPXEHUA HA YpPOBHE MOAYIS MNPOU3BOOMTCS aHanormyHo
ynpasneHuto komnoHeHTom COB ansa rpynnel OB (cM. «Cuctema obHapy>KeHNs BTOPXEHWA ANg rpynnbl
OB6»). Ans npymeHeHUst napaMeTpoB Ha MOAYMsIX HeoBXxoaMMa CUHXPOHM3aLUSI.




10.5.10 BbesonacHas cpena COB (necounuua) moayns C3U HC[ Dallas Lock Linux

Ha yposHe moayna C3U HC[L Dallas Lock Linux Ha Bknagke KomnoHeHTbl — Be3onacHas cpeaga COB
(neco4yHuua) gocTynHbl Tonbko aktyansHele Ans C3U HC[ Dallas Lock Linux HacTporiku.

YnpaeneHue 6esonacHon cpegon COB (necoyHuuern) Ha ypoBHE MOAyns MpPOM3BOAMTCH aHarornyHo
ynpasneHnuto 6esonacHor cpegont COB gnsa rpynnbl OB (cm. «BesonacHas cpega COB (necoyHunua) ans
rpynnbl AB»). Ona npymeHeHs napameTpoB Ha MOAyNAX HeobxoaumMa CUHXPOHM3aLMS.

10.5.11 CpepnctBO OoO6HapyxeHuAa u pearnpoBaHua moayna C3U HC[ Dallas Lock
Linux

Ha ypoBHe mogyns C3U Dallas Lock Linux Ha Bkrnage KomnoHeHTbl — CpeAcTBO OOHapykeHusi
M pearnpoBaHusi AOCTYMNHbI TONbKO akTyanbHble Anss C3U Dallas Lock Linux HacTporiku.

YnpaeneHvue cpegcTBOM OBHapyXeHUs 1 pearmpoBaHMs Ha YpOBHE MOAYNS NPOU3BOAMTCSH aHanormyHo
ynpasrneHnto komnoHeHtom COP ang rpynnel OB (cm. «CpeactBo obHapyxeHvs 1 pearmpoBaHus Ang
rpynnbl [b»). [Ans npyMeHeHns napameTpoB Ha MOAyNsX HE0BXoaMMa CUHXPOHM3aUMS.

10.5.12 3apaHusa moaynsa C3U HCA Dallas Lock Linux

Ha yposHe moagyna C3U HCA Dallas Lock Linux B cnvcke Ha Bknage 3adaHusi AOCTYNHbI AN CO30aHns
TONbKO 3afaHus, aktyanbHbele ong C3U HCO Dallas Lock Linux (puc. 259):

®  M3MEHeHVe NapamMeTpoB NINLLEH3UN (U3MEHSET HOMEP NNLIEH3NN W KOA TEXHNYECKOW NOAOEPXKKN);
apxuBaLus fokKasnbHbIX XXypHanoB (Mpou3BoaUT apxmMBaLMio, @ 3aTEM OYNCTKY BCEX XKypHamnoB);
CKaHMpoBaHMe CUCTEMbI Ha MHAMKaTopbl komnpomeTtauum (1oC);

nony4yeHne KoHdurypaumu;

NpUMeHeHne KoHdurypauum;

e yaaneHve mogyns.

O MacTep cozgaHua sagaHus *

Brifepute TN Mogyna

Dallas Lock Linux KA

BrifepuTe TMN 3353HKA

FzmeHeHKE NapamMeTpoB NHLEHIHK

ARXMBALMA NOKAAEHE KyYPHAAOE

CKaHMPOBAHWE CUCTEMEl HA MHAMKATOPEl KOMOpomMeTanry (IoC)
MonyHeHke KoHGUMYpaLmm

Mprmererme KoHpUMypaLmm

¥ARNEHME MOAyNA

Puc. 259. MacTtep co3paHus 3agaHus ans mogynsa C3U HCO Dallas Lock Linux

Pabota ¢ 3agaHusamn gna mogyns C3U HCL Dallas Lock Linux npon3BognTca aHanornyHo HacTpowke

3agaHun ana Ob (cm. «3aganus Ob»).
10.5.13 XypHanbl mogyna C3U HCL Dallas Lock Linux

Bknagka XXypranb! ans mogyns C3UW HCL Dallas Lock Linux no3songeTt npocmatpuBaTb XypHarbl
©esonacHocTn moayns (puc. 260).



MypHanu

CicTEMN b1 XYPHAR [ HypHaN A0CTYN K yTPOACTEAN

CoBumia BesonacHom COB

Ynpaenenne COB

D 4 Cobumee Bpema Momsosarenm OC  Peypmrar  Ofwext  DMpewep  Miopaaausia

Puc. 260. Bknagka «XKypHanbi»

Ona moaoyns C3U HC[ Dallas Lock Linux gocTynHbI:

e YnpaeneHue COP;

e besonacHas cpeaa;

o KypHan Kaspersky;

o KypHan Bxoos;

e KypHan pgocTyna K pecypcam;

e KypHan ynpaeneHusi Nnonb3oBaTensmu;
o KypHan nevaTy;

e KypHan ynpasneHus nonMtukamm 6e3onacHocTy;
e  CucTemHbIN XypHanm;

o KypHan goctyna K ycTponcTeam;

e XypHan cobbiTuin 6e3onacHocTn MJ;

e XypHan ynpasnenuns M3;

e CobbITna 6esonacHoctn COB;

e KypHan cobbitun COP;

e Ynpaenenue COB.

Pa6oTa c xypHanamu mogyrnei onucaHa B pasgene «KypHanbl Moaynsy.
[ns nonyyeHus 3anucei xxypHanos ¢ Moaynsi TpebyeTcs BbinonHeHne cbopa KypHarnoB.

D T 0 T T
KypHan AGCTYNE K PecyRcas IKYRHaN yIPABAEANA NIOA IOBITERAMK [ KypHan nevath IKyPHAN yTPABAEHHA NGAMTHKIMH BE3ONACHGTTH
[ SKypHan cobuT BesonackocTn M2 Kyphan ypasneknn M3

]
]
]

=



11 MOAYIJIb C3U BU DALLAS LOCK

11.1 BBog moaynsa B [1b

Beectn mogyns C3U BU Dallas Lock B [JomeH 6e3onacHoCcTn MOXHO Yepe3 KoHconb LieHTpa ynpaeneHus
C3U1 BU Dallas Lock.

Mpn BBoge mogynss C3U BU Dallas Lock B 16 gomkeH 6biTb cobntoaeH psg, yCnoBui:
e BJIBC pomxeH 6biTb paboTatowmn cepeep ELLY;

e Mexay moaynem u cepBepom ELY pomkeH ObiTb cBOOOAHLIN OOMEH nakeTamwu
no TCP/IP-nopty 17900.

Mocne BBoga moagyna C3U BU Dallas Lock noa ynpasneHvne ELLY Dallas Lock 3HaueHus
napameTpoB 6e30nacHOCTU MOANeXaT CUMHXPOHMU3aLMKM CO 3Ha4deHusamu nonutuk ELLY
Dallas Lock ans 6asosown rpynnel HepacrpederieHHbie 06beKmbI.

Insa Beoga moayns B [16 yepe3 KoHconb LleHTpa ynpaBneHms C3U BU Dallas Lock Heobxoanmo:

1. Y6eauTtbcs, uto cepeep ELLY poctyneH no cetwm.
. 3anycTtunTtb kOHCONb MOAYNSI.

2
3. OTKpbITb rMaBHOE MEHHO E — lMapameTpbl ELLY.
4

. MoctaBuTb dnar nod ynpasneHuem EL]Y (puc. 261), 4ToObl MOne HacTPOeEK CTano akTMBHO, 3aTeM
yKasaTb crneayowme AaHHbIE:

e  DNS-ums unu IP-agpec cepsepa ELLY;
e ums APM, B cocTaBe KOTOPOro HEO6X0ANMO BBECTM MOAYIb;
e kntod goctyna k Ab.

MapameTpbl ELY
nog ynpaeneHues ELLY
HNaHHbie ELLY

Cepeap ELUY (DNS-wmsa wnu ip-agpec)®

10.10.100.73

Wma APM*
APM_SZVI

Kmiou goctyna

©

Puc. 261. Beog B ELLY

5. Haxatb kHonky OK, n 6yaeT uHuummpoBaHo co3gaHne APM n pernctpauusa Mogyns B ero cocTaBe.



Ecnu Bo Bpemsa npouecca Beoga moaoyna C3U BU Dallas Lock B [1b Bo3HukaeT owwmnbka,
cogepxawasn TekcT « Owubka peeucmpauyuu 8 EL]Y! (HekoppekmHbie napamempbl 8bi308a
yHKYUU.)», TO HEO6XOAMMO BbIMOMHUTE CrieayoLne 4eNCTBUS:

e B HacTtporkax ELLY Dallas Lock (cm. «O6Line napameTpbl paboTtbi») B napameTpe
Cnocob6 nopaknyYeHUsi K cepBepy YycTaHoBUTb 3HayeHne Oba crocoba
1 BbIbpaTb NpuopuTeT nogkntoyeHus no IP-agpecawm;

e nopgoxpaTb 30 cekyHA A58 MPUMEHEHMUS HOBbIX 3HAYEHWI;

e noBTOPUTH NonbITKy BBoAa moayns C3U BU Dallas Lock B [1b.

lMocne, npy HEO6XOANMOCTU, MOXKHO YCTAHOBUTL 3HAYEHUE MO YMOMYaHMWIO A4S napameTpa
Cnoco6 nogkntoyeHus K cepBepy (06a cnocoba c NpUopUTETOM NOAKIOYEHUS MO NOSTHBIM
OOMEHHbIM MEHaM), Ha ynpaBrieHMe Yyxxe 3apernctpmpoBaHHbiMn B 16 moaynsamu C3U BU
Dallas Lock 310 He noBnuser.

11.2 BbiBoa moayna w3 [1b

BeiBect mogyns C3U BU Dallas Lock n3 [lomeHa 6e30nacHOCTM MOXHO crnegytowumm cnocobamu:
e c nomouwpto KoHconu ELY (cm. «HacTpowka moaynsy);
e yepes KoHconb LleHTpa ynpaeneHus C3U BU Dallas Lock.

Ons BeiBoga moayns Yepes KoHconb LieHTpa ynpasnenns C3U BU Dallas Lock Heobxoagnmo:

1. 3anyctuTb KOHCOMb MOAy”Ns, noaknounTbes K LieHTpy ynpasnerHus C3U BU.

2. OTKpbITb rMaBHOE MEHIO — MapameTpbl ELLY.
3. Y6patb donar nod ynpasneHuem ELY (puc. 261), 4tobbl none HaCTpOEK CTano HeaKTUBHO.
4. Haxatb kHonky OK.

B KoHconu ELY yaaneHHbi mogynb nepemectuTcs B 6a3oByto rpynny YoaneHHbie 06bekmesl aepesa [b.

Mpn oTcyTcTBMM ceTeBoro nogkntoyveHns k Cnyx6e ELY, mogynb mMoxeT ObiTb BbiBEAEH
n3 JlomeHa 6e3onacHoctn ELLY npuHygutensHo. Mpu atom, B KoHconu ELLY Takon moaynb
NPOAOIMKUT oTOBpaxaTbCs, HO ero ctatyc byget «HedocmymneH».

[MoaTomy, Kaxagblh mMoAaynb, BbiBeOeHHbIM M3 cocTtaBa [1b BO Bpemsi OTCYTCTBUSA CBS3U
co Cnyx6own ELLY, Heo6xoanmo JONOMHMTENBHO yaansaTh Bpy4YHyto u3 KoHconu ELLY.

11.3 Hactpounka C3U BU Dallas Lock

B nepeBe [domeHa 6esonacHoctn ELLY npucyTcTBylOT 3apernctpupoBaHHble B 16 mogynn C3U BU
Dallas Lock, koTopble oTobpaxatoTcsi B coctaBe APM.

3Ha4ku 06bekToB, 0603Havatowmx mogynu C3U BU Dallas Lock, 3aBMCAT OT COCTOSHUA MOAYNS U MOTYT
NpyYHUMaTh CriegyroLmi BUa:

— MOAynb NOAKITHYEH;

. — CBfi3b C MOAyIiemM OTCyTCTBYeET.

HaCTPOIZKVI Ha ypoBHE MoAynA OTO6pa)KalOTCFI Ha HECKOJIbKMX OCHOBHbIX BKI1agKax.

11.3.1  CuHXxpoHu3auuna

[na npuBegeHuss B COOTBETCTBME 3HAYEHUsIM MapameTpoB, BbicTaBneHHbiM Ha ELLY Dallas Lock,
Ha mogyne C3U BU Dallas Lock Heobxogumo npoBegeHne CUHXpOHU3aumu. CUHXPOHM3aUMs MOXeT
ObITb NPOBEAEHA NPU YCINOBMM HanMunsi ceTeBoro noakntodeHns mexay ELLY Dallas Lock n mogynewm:
e MpW BKITHOYEHUM MOAYIS;
e nepuoanyecku (cM. «lapameTpbl paboTbl MOAYNEN»);
e 0 KOMaHAe nornb3oBaTens:
e 13 KoHconu ELY;
e 13 KoHconu Lientpa ynpaeneHns C3U BU Dallas Lock.




CuHxpoHusauumsa no komaHge us Konconu ELLY

Komanga CuHxpoHusupoBaTtb B KoHconu ELLY ana C3U BU Dallas Lock goctynHa Ha Bknagke Ceodka
Ha ypoBHe moayns C3U BWU Dallas Lock B gepese b Ha naHenu uHcTpymeHTtoB OnepamugsHoe
ynpassneHue (puc. 262).

OMEPATMBHOE YNMPABNEHWE

Cobpate mypHanbl
CvHxpoHWUIMpOBaTE

OTrpoiTe web-agmuancrpuposaine

Puc. 262. NaHenb nHcTpyMeHTOB «OnepaTuBHOE ynpaBneHue»

CuHxpoHusauumsa no komaHge us Konconu LieHTpa ynpaBneHusa C3U BU Dallas Lock

[nsa nposegeHus cuHxpoHm3aumm ¢ [lomeHom 6esonacHoctn ELLY Dallas Lock no komange ns KoHconm
Llentpa ynpaenenua C3U BU Dallas Lock Ha knueHTckom MK Heo6x04MMO BbINONHUTE Creaytowue waru:

1. 3anycTuTb KOHCOMb MOAyIns, nogknounTbes K LieHTpy ynpasnernus C3U BU.
2. B kateropum CocrtosiHue Ha Bknagke OCHO8HOe HaxaTb KHOMKy [lencTBus.
3. B BbimagatoLieM cnucke HaxkaTb KHOMKy CuHxpoHu3aupoBaThb ¢ ELLY (puc. 263).

T O

[No6aeuts CB.

| (z CwuHxpoHusuposaTts ¢ ELLY li

Cunxponnsaywa LUY C3WBU ¢
cepsepom ELLY (nonyuesue
HacTpoex c ELLY)

Puc. 263. KHonka «CuHxpoHusupoBaTb ¢ ELlY»

11.3.2 CO6op XypHanoB

Ona nonydyeHus 8 ELLY Dallas Lock 3anucen xypHanos, seaylimxca Ha mogyne C3U BU Dallas Lock,
HeobxoamMMo nposegeHne cbopa xypHanoB. CHop XypHanoB MoxeT OblTb MPOBEAEH Mpu YCroBUM
HanuMyusa cetTeBoro nogknodeHna mexay ELY v mogynem:

e MpW BKITKYEHUN MOAYNS;

e nepuognyecku (cM. «lapameTpbl paboTbl MOAYNEN»);

e [0 KOMaHge nonb3oBatensa n3 Konconu ELY.

C6op xypHanoB no komaHge u3 Konconu ELLY

KomaHnpa Cobpartb XxypHanbl B KoHconv ELLY ons mogynen Dallas Lock C3U BU goctynHa Ha Bknagke
Cso0ka Ha ypoBHe Moayns B gepese [b Ha naHenu nHctpymeHToB OnepamusHoe yripasneHue (puc. 262).



11.3.3 CBopaka moaynsa Dallas Lock C3U BU

Bknagka Ceodka Ha yposHe mogyns Dallas Lock C3U BWU otobpaxaet

obLllee cocTosHWe moayns

(puc. 264).
CeojKa
WHdopmauua ob obberte ~ .
AENCTEMA
Boogo 6 2026-01-20 1158:52 O
(GMT+03:00)
Mocneanes NoAkAHHEHHE 2026-01-21 13:11:27
(GMT+03:00)
IP-agpec fe80:f53c:0b8:6bd6:dT21
AreHTe KM ]
ArenTe Ovirt ]
ArenTel VMware ]
AApec 6eB-aAMMHHCTRMPDBAHIA 10.10.10L.76
ck C3W BUA 1Ke Venonssyembie s KYM (npoLeccapi) [
M CETEBLIE YCTPOCTBA Wcnoneayemsie 8 Owirt (npoueccoper) 1]
B 1A NEHHHE OFBEKTH Wenoatsyemoie o wSphere (npousccopel) ]
Ko TexHUueCKol NOAAEps KM
B MogunHerHeii gomen Mauersi BU (cymmapHo wenonksyemsie/scera npoueccopos) 07500
THUEHSHOHHEIR HOoMep
Homep w sma choprn Bepeua 6.46.2137.0-release/
£.45_rc o7 23.12.2025
MopT peb-agmunmcTprposaris 4564
Pegauwa C34 BU PacLumperias
Texnoaaepscka ncTekaeT 2037-06-30 DU:00:00
(GMT+03:00)
KommenTapuii
Kommerapui
WHYHAEHTEI 6e30nacHOCTH ~ ¥ganure

3o neprog; 21012028 Swenapr OMEPATWEHOE YMPABIEHME
[ Toneko HenpousTanne e —
Mo konuuerTay 33 nepuoa,
5 CuHXpOHM3HpOBaTL

0/0

He npoustaHo/Beero

B KonwyecTeo

Puc. 264. Bknagka «CBogka»

JocTynHbl cnepgytowmne pasgensi MHOOPMaLMOHHOW NaHenu.

B BepxHel YyacTu MHGOPMaLMOHHON NaHenu oTobpaxaeTcs credylowas MHopMaUus o TeKyLLeM

COCTOAHUN MoaynA:

MHdopmaumsa o6 ob6bekTe

OTKpLITE web-a MMHUCTPHpOBatine

e MH(popmaums 0 aaTe U BpeMeHu BBoda moaynsa s [ib;
e VHOpMaUUA O AaTe U BpEMEHW NOCNEOHEro NOAKITHYEHNS;
e |P-agpec;
e konu4yectBo areHToB KVM;
e  KONMMYEeCTBO areHToB oVirt;
e konu4yecTtBo areHToB VMware;
e agpec 1 nopTt BebG-agMUHUCTPUPOBAHMS,
e napameTpbl NMULEH3UU:
e 00OUlee KonmMyecTBo NuLeH3nn BU;
e  KONMMYecTBO UCMNoNb3yeMblx npoleccopos B KVM;
e  KONMMYEeCTBO UCMONb3yeMbIX NpoLeccoB B oVirt;
e  KONMYEeCTBO MCMOJb3yeMbIX NPOLLECCOpPOB B vSphere;
e KOO TEXHMYECKOW NOAOEPXKKMU;
e HOMEpP NULEH3UN;
e HOMep 1 gaTta coopku;
e  VHOpMauUUa O CPoKe AENCTBUA NULEH3NN;
e pepakuua C3U BU;
e MH(opmaLMsi O CPOKE OENCTBUSI TEXHNYECKON NOLAEPXKKN;
e KOMMEHTapui K Mogynto.



MHunpeHTbI 6e3onacHoCTH

OTobpaxaeTcs CMMCOK MHUMAEHTOB Oe3onacHOCTU Moaynsa ¢ rpadumyeckon naHensto. [ocTynHa
dunbTpauma otobpaxaeMbix COObITUM MO nNepuoay W HacTponka OToOpakeHus auarpamm
(cm. «HacTponka nHUnaeHToB 6e30MacHOCTUY ).

[lBonHON KWK no cobbiTho OTKpOET 3anncb B OTAEeJsIbHOM OKHEe, B CNCKe OgaHHOe cobbiTne 6yp,eT
NMOMEYEHO KakK NnpovYnTaHHoe. Mone KommeHmapuU OOCTYNHO A5A peaakTtnpoBaHUA.

[ocTynHbl cneayowmne AeiCTBUS C MOAYNEM Ha MaHENN MHCTPYMEHTOB:

1. OBHOBUTB.

2. YpanuTb moaynb.

3. KommeHTapui.

[locTynHbl cnegyowmne kKoMmanabl onepaTMBHONO YNpaBreHNst Ha NaHen MHCTPYMEHTOB:

1. Cobpatb XypHansbl.
2. CUHXpOoHM3NpoBaThb.
3. OTKpbITb Web-agMUHUCTPUPOBAHME.

11.3.4 Web-agMuHucTpmnpoBaHue

Ons nepexoga B Beb-uHTepderic Dallas Lock C3U BU, Heobxoaumo BbibpaTb komaHay OTKpbITb web-
aAMMHUCTPUPOBaAHME Ha NaHenu MHCTpymeHtoB OnepamuesHoe ynpasneHue (puc. 265).

OMEPATMBHOE YMPABNEHMWE

Cobpar HypHanb

CHMHXPOHW3IMPOBATD
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|
-------------------I
Puc. 265. KHonka «OTkpbITb Web-agMuHUCTpMpoBaHue»

Otkpoite web-agmunncTpuposanme

Mpwv HaxaTuK Ha kHomky OTKpbITL Web-agMUMHUCTpUpoBaHue, B Gpay3epe OTKpoeTCsl OKHO BXoAa B BeG-
KOHCOIb, Fae HeobXoanMMOo BBECTM NOTVH U Naporib. 3aTeM HaxaTb KHomnky Bxog.

11.3.5 Monb3oBaTtenu u rpynnbi moayns Dallas Lock C3U BU

Bknapgka [llonb3oeamenu Ha ypoBHe moayns Dallas Lock C3U BU copepxut cnmcok rnobanbHbiX K
OOMeHHbIX Nonb3oBaTenen 1 rpynn, HacnegyeMblx C YPOBHEN Bbille N0 Mepapxmm 1 co3faHHbIX Ha ypoBHE
OaHHOro Moayns, a Takke MOAYNbHbIX Nonb3oBaTenen.

YnpaeneHve nonb3oBatenamu u rpynnamm Ha yposHe mogyns Dallas Lock C3U BWU npownssoguntca
aHarnorM4yHo ONMcaHHOMY YNpaBeHMIo NonNb3oBaTeNsaMn 1 rpynnamMm B pasgene «llonb3oBaTenu v rpynnbl
Moaynsay. [Ana npuMeHeHns u3MeHeHn Ha MoayNAX HeobxoaMMa CUHXPOHM3aLMS.

11.3.6 Monutukn moayns Dallas Lock C3U BU

Ha yposHe mogynsa Dallas Lock C3U BU B cnncke Ha Bknage [Monumuku (puc. 266) JOCTYMNHbI TOMbKO
nonutukK, aktyanesHble Ansa Dallas Lock C3U BU (cm. «MNonutuku OB»).

Q ¥ @ MoanTHKK

v flomeH BezonacHom 5 =
[ Noautiic naponef ] ToAHTHEN GETOPH=ALIH ] oAV KA ayAKTE =!

¥ [0 HEPACTMPEAESEHHBIE OBBE..,

AEACTEBMA

ADLL B Hacreayerca Mommmnka ~ 3nauenne

OUAETPEI

Wima noaumiaem |*

[<JoJfo < Je o J< < J<]

I CETEBbIE YCTPOWCTBA

Puc. 266. Monutukn moayns Dallas Lock C3U BU



HacTtporika nonutuk ans moaynsa npous3BOAUTCS aHanorMdHo HacTporke nonutuk ana rpynnel OB
(cm. «MNonutukmn _ansa  rpynnel [B»). [Ons npMMeHeHWs napameTpoB Ha MoAynsax Heobxoguma
CYHXPOHM3aLUS.

11.3.7 MexceTteBou 3kpaH moaynsa C3U BU Dallas Lock

Ha ypoesHe mogyns C3U BU Dallas Lock B cnucke Ha Bknage KomnoHeHTbl — MexceTeBOM 3KpaH
AOCTYMHbI TONbKO HacTponkn M3, aktyansHele ans C3U BU Dallas Lock (cM. «MexceTeBon akpaH»).

Hactpoiika MO gns mogyns npomn3BoguTcs aHanormdHo Hactpovike MO ansa rpynnbl b (cm. «MexceTeBom
akpaH ansa rpynnbl [A6»). [Ans npyMeHeHnsi napaMeTpoB Ha MOAYMsIX HeoBXoanMa CUHXPOHU3aLUUS.

11.3.8 3apaHusa moayns Dallas Lock C3U BU

Ha ypoBHe moayns Dallas Lock C3U BU B cnncke Ha Bkrage 3adaHust AOCTYNHbI A1 CO34aHMs TOMbKO
3afaHus, aktyansHble ansi Dallas Lock C3U BU' (puc. 267):

e  MonyyeHue KoHurypaumu;

e  MNPUMEHEHME KOHUrypauuu;

e MpoBepka OGHOBEHNI;

e onyyeHue oTyeTa o NnapameTtpax 6esonacHocTn C3U BY;
e OTnpaBka harina nuueH3uu.

U MacTep cozaaHKa sagaHKa >

BeibepuTe TMN Mo gyna

Dallas Lock C314 BlA LAKS

BeibepuTe TMN 3343HMA

MonyHerme koHGMypaLMm

Mpoeepka 0BHOBNEHKE
Momy4eHe oT4eTa 0 NapamMeTpax BesonacHocoT C3M B

MprmeHeHMe kOHGUOYPaLKMK

Puc. 267. Mactep co3paHus 3agaHusa ansa moayns Dallas Lock C3U BU

Pabota c 3agaHuamu gna mogynsa Dallas Lock C3U BU npon3BogmTca aHanorm4yHo HacTpovike 3agaHuin

ans Ob (cm. «3aganua [16»).
11.3.9 XypHanbl moayns Dallas Lock C31 BU

Bknapgka XXypHasne! anst moayns Dallas Lock C3U BU no3BonsieT npocMmaTtpuBaTh XXypHarnbl 6e3onacHocTu
mMoayns (puc. 268).

17 Cnucok 3agaHnii MoXeT MEHATLCS B 3aBUCMMOCTU OT BEPCUM KIUEHTa.
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Puc. 268. Bknagka «XKypHanbi»

Ons moayns Dallas Lock C3U BU goctynHbi'e;
o KypHan cnyx6bl LIY C3U1 BU;
o XypHan ysegomneHuii KVM,;
o KypHan yBegomneHnun oVirt.
PaboTa c xxypHanamu mogynen onvicaHa B pasgene «XKypHarnbl Moaynsy.
[nsi nony4eHns 3anvcen XXypHanos ¢ Modyns TpebyeTcs BbiNnonHeHne cbopa >KypHaros.

18 Cnuncok >xxypHanoB MOXeT MEHATLCS B 3aBUCMMOCTM OT BEPCUU KIMEHTa.



12 MOAYIJIb CA3 DALLAS LOCK

12.1 Beog moaynsa B [1b

Beectn moagynb CA3 Dallas Lock B [lomeH 6e30nacHOCTU MOXHO Yepe3 0005104Ky agMmumHucTpaTopa CA3
Dallas Lock.

Mpun BBoge mogyns CO3 Dallas Lock B [1b fomkeH 6biTb cobntogeH psia yCrnoBuii:
e B JIBC pgomkeH 6biTb paboTtatowmin cepeep ELLY;

e Mexay moaynem u cepBepom ELLY pomkeH ObiTb cBOOOAHLIN OOMEH nakeTamwu
no TCP/IP-nopty 17900.

Mocne Beoga moaynsa CA3 Dallas Lock nop ynpasnenne ELY Dallas Lock 3HaueHus
MonMMTUK GEe30MacHOCTM noAafiexar CUMHXPOHM3auuW CcOo 3HayveHuamu nonutuk  ELLY
Dallas Lock ons 6asoBow rpynnbl HepacrnpedeneHHble 06beKmMbI.

Ins Beoga moayns B 1B yepe3 0605m04Ky aaMuMHUCTpaTopa Heo6XxoamMo:

1. Y6eguTtbces, uto cepep ELLY gocTtyneH no cetw.

2. Banyctutb TC c¢ ycrtaHosnenHon nnaton CO3 Dallas Lock, BBeCcTM aBTOpU3aUMOHHbIE AaHHbIE
n BblbpaTb cueHapuii ceccum AGMUHUCMPUPOB8aHUe.

3. HoxpaTtbces 3anycka obonovkn agMmmHuctpaTopa moayns CO3 Dallas Lock.

4. TlepenTn Ha Bknagky lNapamempsi — kaTeropus MNapameTpbl ceTn (puc. 269).

Cepenc ,  MoNbIOBATEMN KosTponMpyeMble o eH TR NomuTHEs GE3oNacHocTH HypHan NapamMetpa

a i L
fMpata KT NapameTpw 3arpyane | MapadeTpe caTi

KaTerapia

Cate

Puc. 269. Bknagka «MapameTtpbi cetu» moaynsa CA3 Dallas Lock

5. MNocTtaBuTb hnar B none Cemsb, Nocne Yero CTaHyT OOCTYMHbI ANS pefakTUpOoBaHUSA Apyrue nons
CTpaHuUUpbI.

6. 3anonHMTL BpPYYHYD HEOOXOAMMble CeTeBble napameTpbl UMM Xe nocTaBuTb dar B none
3anpawusamb IP-adpec OuHamu4yecku [ONsi aBTOMATMYECKOrO Ha3HA4YeHUsl CeTeBbIX NapaMeTpoB
DHCP-cepsepom (puc. 270). Haxatb kHornky MpuMeHuTb.



Cepeuc . MMonb3oBaTend | HKoHTponvpyeMbie ofkexTel | MomwTerd BesonacwocTd | MypHan | Napametpa

) SR _'w
Mrata KT MNapametpw 3arpy3ne | MapadeTpel CeTH

KaTeropua

v Cate
HononeiyeMwil iuTepgenc:  E0.D55E:82:24:85 -
¥ JANPAWMBATh P ANPEC AMHIMHYSCKH
IPvd agpec:
1PV MBCKE MOOCETH:
IPwd winioa:
DNS
¥ JaANpawHBaTe anpeca DNS CEpREpoOR AMHAMUYECKM

Cepaepw DNS: -

192.168.13.162
192.168.0.172
192.168.0.50
192.168.0.51

NpHMEHATE

Puc. 270. 3anonHeHHble ceTeBble NapamMeTpbl

3anonHuTb napameTpsbl BBoAa B [1b Ha naHenu LleHTpanu3oBaHHoe ynpaBneHue (puc. 271):
e ykasatb umsa APM, B cocTaBe KOTOPOro Heo6xoAMMO BBECTN MOAYIb;

e yKasaTb ceTeBow agpec cepsepa ELLY;

e BBeCTM kntoM goctyna k Ab.

Ueutpa, y

P

EAnHbIA LleHTp YnpasneHus

Uma knueHTa/APM: sdz_ub
Wma cepsepa: ucc_server.dl.local
Kniow poctyna: ecccccoe

BeecTtun B 16
Puc. 271. LleHTpanu3oBaHHoOe ynpaBrneHue
lMocne 3anonHeHus nonen HaxaTb kHonky Beectu B AB.

Ecnn npouecc BBoga mogyns B b npowen ycnewHo, TO 4Yepe3 HeKoTopoe BpeMs MNOSsIBUTCHA
cooTBeTCTBYlOLEE coobLleHme (puc. 272).

ycnewdo

KnueHT ycnewHo seeaéH 8 16, Npu HaxaTum KHonku OK
6yner ocyulecTeneHa nepesarpyska

Lok |

Puc. 272. Coo6uueHue 06 ycnewHom BBoae moayns B 1b



B KoHconu ELLY B rpynne aepesa b HepacnpedeneHHbie 06bekmbi NosiBUTCA HOBbIM APM ¢ ykazaHHbIM
MMeHeM, B KOTOpoM 3apernctpmposaH mogyns CO3 Dallas Lock.

12.2 BbiBoa moayna ns [1b

BoiBectn Mogynb CA3 Dallas Lock 13 [lomeHa 6e30nacHOCTM MOXHO CreayroLmmMmn cnocobamu:
e c nomowpto KoHconu ELYY (cM. «HacTpoika moaynsy);
e 4epes ob6onouky agmuHuctpatopa CA3 Dallas Lock.

[nsa BbiBOga Moaynsi Yepes 00004Ky agMUHUCTPUPOBaHUS HEOOX0aUMO:

1. Banyctuts TC ¢ ycrtaHoBneHHon nnaton CAO3 Dallas Lock, BBeCTM aBTOpM3aUMOHHbIE OAHHbIE
1 BblGpaTb cueHapuii ceccun AGMUHUCMPUPOBaHUE.

2. [oxpaTtbcsa 3anycka obonovkn agmmHuctpaTtopa mogynst CO3 Dallas Lock.

3. lMepentn Ha BkNagky MNapamempsi — kateropus MapameTpbl ceTu.

4. Ha naHenu LleHTpanu3oBaHHOe ynpaBrneHue HaxaTb kHoMky BeiBecTu ns A1b (puc. 273).

LleHTpanuiosaHHoe ynpasneHue

Wms knueHTa/APM:

Wma pomeHa:
Crnucok cepeepos:
Buigectu n3 b

Puc. 273. BeiBog moayns C13 nocpeaAcTBOM 060M04YKM agMUHUCTpaTopa

5. Ecnu npouecc BbiBoga mogyns v3 b npowen ycnewHo, TO 4epe3 HEKOTOpoe BpeMs MOSBUTCA
cooTBeTCTBYylOLEE coobLleHmne (puc. 274).

Ycnewdo

KnneHnT ycnewHo seiseaed n3 6. MNpu Haxxatum kHonkn OK
byner ocyulecTeneHa nepesarpyska

Ok

Puc. 274. Coob6LueHmne 06 ycnelHom BbiBoae moayns us b

B KoHconu ELY yoaneHHbIn Mogynb nepeMectutcs B 6a3oByto rpynny YoasieHHble 06beKMbI NpU YCIOBUM
Hannuna ceasn ¢ ELLY Dallas Lock.

Mpun otcyTcTBUM ceTeBoro nogknoveHus k Cnyxbe ELY, mogynb MoOXeT ObiTb BbiBEOEH
n3 [lomeHa 6e3onacHoct ELLY npuHyautensHo. Mpu atoMm, B KoHconu ELY Takon mogynb
NpOJOIPKUT OTODpaxaTbesi, HO ero ctatyc byaet «HedocmyneH».

MoaTomy, Kaxablh MoOynb, BbiBeOEHHbIM M3 cocTaBa [0b BO Bpemsi OTCYTCTBUSA CBS3U
co Cnyx6own ELLY, Heobxoanmo fONofnHUTENBHO yaansaTb Bpy4YHyto n3 KoHconum ELLY.



12.3 Hactpounka moayna C[3 Dallas Lock

B nepeBe [domeHa 6e3onacHocTtn ELLY Dallas Lock npucyTcTByOT 3apermctpupoBaHHble B [1b mogynum
CO3 Dallas Lock B coctase APM.

3Ha4vkn obbekToB, 0603Havawwmux mogynm CA3, 3aBUCAT OT COCTOSHWS MOAYMS U MOTyT MPUHUMATb
cnegyloLwunn BuAa:

@ —  MOAy’fb NOAKIOYEH, BbINOJTHEH BXO4 B 000M04Ky agMuHucTpaTopa Ha APM;
__ Mopynb Haxoautcs Ha cssisu ¢ ELLY Dallas Lock nocpeacteom ycTaHOBMEHHOMO
Ha APM ArenTa LLOC™S;

— mMoaynb HaxoguTcsa B pexume paboTel LUOC n B LLUOC He ycTaHOBMNEH AreHT;

. —  CB$I3b C MOAYNEM OTCYTCTBYET;
—  HeT coeanHeHus mexay AreHtom LLOC n ELLY Dallas Lock.

HacTpoWiku Ha ypoBHe Moaynsi oTobpaxatoTcs Ha HECKOMbKMX OCHOBHbIX BKIadKax.

B ELLY Bce napameTtpbl, nonutnkn 1 3agaHusa CO3 Dallas Lock gocTtynHbl Ans npocmotpa,
pPedakTUpOBaHUA W Ha3HA4YeHMs BHE 3aBUCUMOCTM OT BapuaHTa wucnonHewus CHO3
Dallas Lock, ogHako 1nx akTyanbHOCTb Y BO3MOXHOCTb NMPUMEHEHNS HA KOHKPETHOM MoayIe
3aBucAT ot BapmaHTta ucnonHeHna CA3 Dallas Lock. bonee nogpobHo 06 orpaHn4eHusIx
NMPUMEHEHMS HAaCTPOEK OMMCAHO B COOTBETCTBYIOLLMX MyHKTaX JAHHOro nogpasaena.

12.3.1 CuHXpOHU3auuA

[ns npuBegeHns B COOTBETCTBME 3HAYeHVMsM napameTpoB, BbicTaBneHHbiIM Ha ELY Dallas Lock,
Ha moayne CO3 Dallas Lock Heobxoaumo npoBefeHue CUHXpoHM3aumm. CUHXpOHM3aUMsa MOXeT ObiTb
npoBegeHa npu ycrnoBum Hanuuusa cetesoro nogknodeHna mexay ELY Dallas Lock n mogynem
npw BKITFOYEHUM MOAYIS.

12.3.2 COop XypHanoB

Ona nonyyeHns B ELY Dallas Lock 3anucei xypHanos, Beaylimxca Ha moayne CA3 Dallas Lock,
HeobxoguMMo npoBefeHne cbopa xypHanoB. COop XypHanoB MOXeT OblTb MpoOBeAeH Mpu YCNoBMU
Hannuusi ceTeBoro nogknoyeHns mexay ELY n mogynem npu BkroYeHUn Moayns.

19 Onsa mogynen CO3 Dallas Lock UK4.



12.3.3 CBopaka moaynsa C[13 Dallas Lock

Bknagka Ceodka Ha yposHe moayns CA3 Dallas Lock otobpaxaeT obLiee coctosiHue moayns (puc. 275).

Q v e Ceogua
v Jlomen GezonacHocTu 8
- 5 WHdopmauma 06 o6bekte v =
v [ HEPACMPEAENEHHBIE OB LEKTbI op
. i AEACTBUA
v B CA3-NP UKS Beoae A6 2024-07-0915:32:34 (GMT+03:00)
8 © 3 Dallas Lock UKS Mocneanee nogxnrouerne 2024-07-09 15:33:32 (GMT+03:00) O6nosmTe
MAC-agpec 84:A9:3E:95:06:52
OBAL
[JlaTiKi BCKpEITHA Kopryca 0000 : 0000
CETEBbIE YCTPOWCTBA Kog kondurypaupm B
YAANEHHBIE OBbEKTHI Mo KT-500
Pesynstat nocneaneii nposepky KL Wndopmauna otcyrcreyer
MogunHeHHEIA 1B Copka 5.0.397
CocTosHie 4acoe nats! Yacst wenpasHst
Creners sanonnennocT xyprana 0%
Kommermapuii
WHunaeHTel 6esonacHocTr 4
3a nepnog: 09.07.2024 00:00 - 09.07.2024 23:59 kcnopt

[ Toneko nenposuTanmsie

Mo konuuecrsy 33 nepioa

Kommesapuii

0 / 0 2 s

Puc. 275. Bknagka «CBoaka»

HocTtynHbl cneayowme pasaensl MHOQOPMaLMOHHOW NaHernu:
MUHdopmauusa o6 ob6bekTe

B BepxHen 4yactu MHdOpPMaLMOHHON NaHenu oTobpaxaeTcs cregylowas MHpopMauus o TekyLem
COCTOSHUKN MOAYNS:

e MH(opmaums 0 aaTe u BpemeHu Beoga moayns s [1b;
WHopMauns o0 gate U BPEMEHM NocreaHero NoaxkNioYeHns;
MAC-agpec;

COCTOsIHME [aT4YMKOB BCKPbITUS Kopryca?o;
AOCTYMHOCTb YAANEeHHOro NOAKIIOYEHNS;

Kop, kKoHdurypauunmo;

WCMNOSIHEeHNe nevYaTtHon nnaTbl;

pesynbTat nocneaHen nposepku KLL;

HoMmep cOOopKY;

COCTOSIHME YacoB NnaThbl;

CTerneHb 3anoSfIHEHHOCTU XXyPHAaroB.;

KOMMEHTapuii K MOAYIHo.

MHumnageHTbl 6e3onacHoOCTU

OTtobpaxaeTcs CNMCOK MHUMAEHTOB Be3onacHOCTM Moaynsa ¢ rpadmyeckon naHensto. [octynHa
dvnbTpaumsa oTobpaxaembix COObITUIM NO NEepuoQy W HacTpovka OToBpaxeHus Auarpamm
(cm. «HacTporika MHUMOEHTOB 6€30NacHOCTUY).

[1BOVIHOM KKK NO COOBLITMIO OTKPOET 3anucb B OTAENbHOM OKHE, B CMMCKe AaHHoe cobbiTne byger
NMoOMeYeHo Kak npovmTaHHoe. None KommeHrmapul JOCTYNHO NS peaakTMpoBaHuUS.

,D,OCTyﬂHbI cneaywwme DencTBus ¢ mMoaynem Ha naHesrm MHCTPYMEHTOB!

1. OBHOBUTB.
2. YpanuTb Mmoaynb.
3. KommeHTapui.

20 WNHdpopmaumst o koge KoHdUrypaumm u o gaTtymke BCKPbITUSI KOPNyca akTyanbHa TOMbKO ANt BAPUAHTOB UCMOSHEHUS
CQA3 Dallas Lock MN®HA.26.20.40.140.001-01, MNMPHA.26.20.40.140.001-02 n NPHA.26.20.40.140.001-03 (nnatel CA3 Dallas Lock
dopmaTta PCle «KT-500», miniPCle-HS «KT-521» n M.2 «KT-550»).



JocTynHbl criegytowme KoMaHabl OnepaTUBHONO yrpaBieHns Ha NaHenm NHCTPYMEHTOB:

BbiknounTtb.

Mepesarpy3uTsb.

PasbnoknpoBatb nonb3oBaTenen.
YaaneHHoe BKOYEHNME.

Mepecuntatb LENOCTHOCTD.
OTnpaBunTb AaHHbIE ANs1 aBTOPU3aLMN.
YpaaneHHoe ynpaereHue.

NoakrwN=

12.3.4 MNonb3oBatenu moayna CA3 Dallas Lock

Bknagka [Tonb3oeamenu Ha ypoBHe moayns CHO3 Dallas Lock cogepXuTt cnmcok rnobanbHbiX
W JOMEHHbIX Norb3oBaTenen v rpynn, HacnegyeMmblX C YPOBHEW Bbile MO Mepapxmm U CO3AaHHbIX
Ha ypOBHE AaHHOro MoAyns, a Takke MoOyrbHbIX NONb30oBaTeNen.

YnpaeneHve nonb3oBatenamMm u rpynnamm Ha yposHe wmogyns C[O3 Dallas Lock npoussoagutca
aHarnorm4yHo onMcaHHOMY yrnpaBneHuto Nonb3oBaTensaMmn 1 rpynnamm B pasgene «llonb3oBaTenu v rpynnbl
Moaynsay. [Ana npuMeHeHns nsMeHeHnin Ha Moaynax HeobxoomMma nepesarpyska.

M3meHeHne ans yyeTtHom 3anucu CO3 Dallas Lock aTpnbyTa, siBngtouerocs ans 4aHHoOro
BapuaHTa ncnonHeHnss CO3 Dallas Lock HeakTyanbHbIM, HMKaK HE OTPasuUTCs Ha mMoayre
CO3 Dallas Lock.

MoppobHee o0 NpUMEHUMOCTM aTpubyTOB ONS YYETHbIX 3anvMcen pasnuyHbIX BapuaHTOB
ncnonHeHna CA3 Dallas Lock cm. «[TapameTpbl Nonb3oBaTENEn».

12.3.5 MNonutnkm mopyna CA3 Dallas Lock

Ha ypoeHe mogynss CO3 Dallas Lock B cnucke Ha Bknage [lonumuku OOCTYMHbI TOMbKO MOSIUTUKN,
aktyanbHble ana CA3 Dallas Lock (cm. «[Nonutukmn OB»), BHE 3aBUCMMOCTM OT BapuaHTa MCMOMHEHUS
CA3 Dallas Lock.

Ecnu nonutrku SBNS0TCA HeakTyanbHbIMKU Ans BapuaHTa ucnonHeHns CA3 Dallas Lock,
OIS KOTOPOro BbINOSIHAETCHA HACTpoOWKa, M3MEHEHMEe NapamMeTpPOB AaHHbIX MOSIUTUK HUKAK
He oTpa3suTca Ha moayne CA3 Dallas Lock.

MHdopmaums 06 orpaHMyYeHnsx B NPUMEHUMOCTM MOMUTMK AN KOHKPETHbIX BapuMaHTOB
ucnonHeHns CA3 Dallas Lock npuBegeHa B COOTBETCTBYWOLIMX MyHKTax nogpasgena

«Nonutukm OB6».

Hactpoiika nonutvk Ans Moayns npousBOAMTCA aHanorm4yHo HacTpPoWke nonuTuk ana rpynnsl OB
(cm. «MNonutukm ang rpynnel AB»). [nd npuMeHeHnsa napameTpoB Ha Moy nsax Heobxodnma nepesarpy3ska.

12.3.6 3apanuna moaynsa CA3 Dallas Lock

Ha ypoBHe mogyns CO3 Dallas Lock B cnucke Ha Bknage 3adaHusi OOCTYMHbI ANA CO30aHWUS TOMbKO
3apaHug, aktyanbHble ana CA3 Dallas Lock (puc. 276):

cbpocuTb OBK?1;

nosny4YeHne oTyeTa no KoHUrypauuu;

04MCTKA XypHana;

nony4yeHne ot4yeta 06 annapaTtHoM obecneyeHny;
TectupoBaHue dyHkuun CA3;

NpUMeHeHne KoHdUrypauuu;

nony4YyeHne KoHpUrypawumu.

21 3apaHnue «C6pocutb IBK» MoxHO co3aatb Ans Bcex ucnonHeHuii CA3 Dallas Lock, Ho gaHHoe 3agaHue oTpaboTaet
Tonbko Ansa nnat gopmata PCle «KT-500» (bonee nogpobHo 06 orpaHMyYeHUsix peanv3aumn pasnuyHbIX BapyaHTOB MUCMONHEHUS
C[O3 Dallas Lock onucaHo B PykoBoacTee no akcnnyatauun CO3 Dallas Lock).



D MacTep cosaaHua 3353HUA x

BriGepute TN Mogyna

CA3 Dallas Lock MES -

BeiBepuTe TN 3383HMA

Cépocwuts JBK

OT4ET no KoHburypauun
OuncTra ®ypHana
OTuér ob annapatHom oBecneyeHun
TecTupoeaduwe dyHkumi CA3
T TMpumeHeHne KoHbUMypaun I

Monydenne koHgurypagum

Puc. 276. MacTtep co3paHus 3agaHusa ans mogynsa CO3

Pabota ¢ 3agaHuamu ans moayns CO3 Dallas Lock npousBogutcs aHanorMyHo HacTpoWke 3agaHui
ana b (cm. «3agaHusa moaynsay).

12.3.7 XypHanbl moayna CA3 Dallas Lock

Bknagka XKyprans! pna mogyna CA3 Dallas Lock no3sonseTr npocmaTpmBaTh XypHanbl 6e3onacHocTum
moayns (puc. 277).

Q v © KypHanei

e [Llomen 6ezonacHocTn 8
KypHan KauenTa CA3 —

¥ OO HEPACNPEAENEHHBIE OBBE...
DUABTPBI

N2 Dara CobuiTHe Pezynetar [Monbsosatens Onucakme

© 13 Dallas Lock KS ) Beoa e omen besonackocrn OK admin 3 Konnuecrao sanpawmsacmsi sanuceit
3 Dallas Lock VK’

) Beoa & fowmen besonackoctn 0K admin 100 Mocneanmx sanucei

W 0BAl ) Beoa & flomen Gezonackoctn  OK admin O ermmmoems
) Beoa 6 flomer Gesonacroctn 0K admin it =

I CETEBbIE YCTI

) Beoa e omen Besonackocrn  OK admin

4

HHbIE OB bEKThI

= ]
o]

) Bxog nonssosarens oK admin
Moguntennsii 16 ) Broa nonssosarens oK admin

) Bxoa nonssosaTenn oK admin O GuneTp No napameTpam

) Bxoa nonszosaten oK admin

) Bxog nonssosarenn oK admin

CRCE

) Bxog nonssosaren oK admin

[}

) Broa nonssosaren oK admin

) Bxoa nonezoeatena 0K admin

) Bxoa nonssosarenn oK admin

01 Bunn neanznsarans fa admin

Puc. 277. Bknagka «XXypHanbi»

Ona mogyna CA3 Dallas Lock goctynHebl:
o KypHan knueHta C3.
PaboTa ¢ xxypHanamu moayrnen onnucaHa B pasgerne «XKypHanbl Mooynsy.
[nsa nonydeHus 3anucen xxypHana ¢ moayns Tpebyetcs nepesarpyska mogyns CA3 Dallas Lock.




13 MOAYIJIb CA3 Yb DALLAS LOCK

13.1 BBog moaynsa B [1b

Beectn mogynb CA3 YBb Dallas Lock B [lomeH ©6e30nacHOCTM MOXHO 4Yepe3 0005104Ky agMUHUCTpaTopa
CO3 Yb Dallas Lock.

Mpn BBoge mooynst CO3 YbB Dallas Lock B 16 gomkeH 6biTb cobntoaeH psg, yCnoBui:
e B JIBC pgomkeH 6biTb paboTtatowmin cepeep ELLY;

e Mexay moaynem u cepBepom ELLY pomkeH ObiTb cBOOOAHLIN OOMEH nakeTamwu
no npotokony TCP/IP, nopt 17900.

Mocne BBoga moayna CA3 Yb Dallas Lock non ynpasneHve ELLY Dallas Lock 3HaueHus
NnonnTMK 6e3onacHOCTU moanexat CUHXPOHM3aumMM co 3HadeHusimu nonuTtuk ELLY Dallas
Lock ansa 6a3oBon rpynnbl HepacnpedeseHHbie 06beKkmbI.

Ins Beoga moayns B 1B yepes o6onoyky agMuHUCTpaTopa HeobXxoanmo:

1.
2.

3.

Y6eauntbes, uto cepeep ELLY goctyneH no cetwm.

3anyctute TC ¢ mogynem CO3 YB Dallas Lock, BBecTM aBTOpM3auMOHHbIE AaHHble U BblIGpaTh
cueHapui ceccun AOMUHUCMpPUPOBaHUE.

HoxpaTbes 3anycka obonoyvkn agMuHucTpaTtopa moayns CA3 Yb Dallas Lock.

Mepewitn Ha BkNagky Mapamempbi — kateropus MapameTpbl ceTu (puc. 278).

Cepewc . MNonb3osaTenn  KOHTPonupyeMbie 06bekThi | MonuTukk 6esonacHocTn | XKypHan | MapameTpel

@)
NapameTpi 3arpysku NapameTpbi ceTu
KaTeropus
v CeTs
Ncnonb3yemuiin uHTepdeic: E0:DS:SE:70:€ ~
Vv 3anpawmeats IP agpec AMHaMu4ecku
IPva anpec:
IPv4 macka noaceTtw
IPv4 wnwos:
DNS
Vv 3anpawwsaTte aagpeca DNS cepBepos AvHaMnyeckn

Cepsepsl DNS:

NpumennTs

LenTpanuiosanHoe ynpasnenue

EAvHbIR LIeHTp YnpasneHus

WUmn knueHTa/APM: sdz_ub
Wms cepsepa: ucc_server.dl.local
Kniow poctyna: ecccccoe

BeecTu 8 A6
R

Puc. 278. Bknagka «MapameTtpbl cetu» moaynsa CA3 YB Dallas Lock

AKTI/IBI/IpOBaTb yekbokc B none Cems, Nocne 4ero CTaHyT OOCTYMNHbI ANA peaakTUupoBaHUA gpyrue nond
CTpaHuubl.

. 3anonHuTb BpyYHYlO HeobXxoauMMble CeTeBble NapaMeTpbl WKW Xe NocTaBuUTb dnar B none

3anpawusamp IP-adpec OuHamu4ecKku [N aBTOMaTU4eCKOro Has3HayeHus ceTeBblX MapameTpoB
DHCP-cepsepom. Haxatb kHomMKy MpuMeHnTb.

3anonHuTb NapameTpbl BBoga B [1b Ha naHenu LleHmparnu3oeaHHoe yrpassieHue:

e ykasaTb ums knueHta/APM, B cocTaBe KOTOPOro HEOOXOANUMO BBECTM MOAYIb;

e yKasaTb ceTeBoOW agpec unu nms cepsepa ELY;

e BBeCTM kntoM goctyna k Ab.

Mocne 3anonHeHusa nonemn HaxaTb kHonky Bectun B 6.

Ecnn npouecc BBoga moayns B b npowen ycnewHo, TO 4Yepe3 HeKoTopoe BpeMs MOSBUTCH
cooTBeTCTBYIOLWEe coobLieHme (puc. 279).



ycnewdo

KnueHT ycnewHo seeén 8 [16. NMpu HaxaTum kHonku OK
6yneT ocywecTeneHa nepesarpyska

Lok |

Puc. 279. Coo6lieHune 06 ycnewHom BBoAe mopyns B [1b

B KoHconu ELLY B rpynne aepesa b HepacnpedeneHHbie 06bekmbi NosiBUTCSA HOBbIN APM ¢ ykazaHHbIM
uMeHeM, B KoTopom 3apernctpumpoBaH moaynb CO3 YB Dallas Lock. Ecnu Obin ykasaH yxe
cywectsytowmi B 16 ELLY APM, To moaynb CA3 nobaBuTcs B Hero.

13.2 BbiBoa moaynsa ns [1b

BbiBect moagynb CA3 YB Dallas Lock 13 JomeHa 6e30nacHOCTM MOXHO crniegytowmumm cnocobamm:

e c nomoubto Konconu ELLY (cm. «HacTporika moaynsay);
e 4epes obonouky agmuHuctpatopa CA3 Yb Dallas Lock.
[nsa BbiBOga Moaynsi Yepes 000M04Ky agMUHUCTPUPOBaHUS HEOOX0AUMO:
1. 3anyctute TC ¢ moaynem CO3 YB Dallas Lock, BBecTu aBTOpM3aLMOHHblE AaHHble M BblOpaTb
cueHapuii ceccumn AOMUHUCMPUPOBaHUE.
HoxpaTbes 3anycka obonoyvkn agMuHucTpaTtopa moayns CA3 Yb Dallas Lock.
Mepentn Ha BkNagky MNapamempsbi — kaTteropus NMapameTpbl ceTu.
Ha naHenu LleHTpanu3oBaHHOe ynpaBrieHue HaxaTtb kHonky BeiBecTtn ns Ab.

Ecnn npouecc BbiBoga mogyns u3 OB npowen ycnewHo, TO Yepe3 HeKoTopoe BpeMs MOosiBUTCH
cooTBeTCTBYlOLEe coobuieHme (puc. 280).

arebd

ycnewdo

KnunenT ycnewHo Boiseaed u3 [1b. Mpu Haxatun kHonku OK
byner ocyulecTeneHa nepesarpyska

| ok

Puc. 280. Coob6LueHue 06 ycnelwHomMm BbiBoge moayns us 16

B KoHconu ELY yganeHHbIn Mogynb nepeMmectutcd B 6a3oByto rpynny YoaneHHble 06beKkmbi Npy yCrioBUm
Hannuna ceasn ¢ ELLY Dallas Lock.

Mpun otcyTcTBUM ceTeBoro noaknoveHus k Cnyxbe ELLY, mogynb MoOxeT ObiTb BbiBEOEH
n3 [lomeHa 6e3onacHocTn ELLY npuHygutensHo. Mpu aTtom, B KoHconu ELLY Takon moaynb
NpoJoIPKUT oTobpaxaTbCs, HO ero cTatyc byaet «HedocmymneH».

MoaTomy, Kaxablh MoOynb, BbiBeOEHHbIM M3 cocTaBa [b BO Bpemsi OTCYTCTBUSA CBS3U
co Cnyx6own ELLY, Heobxoanmo fONofnHUTENBHO yaansaTb Bpy4YHyto u3 KoHconm ELLY.

13.3 Hactpounka moayna CO3 Yb Dallas Lock

Hactpowika mogyna CO3 YB Dallas Lock npoussogutcs aHanorn4HeiM obpasom, kak u 8 CA3 Dallas Lock
(cm. «HacTtporika mogyns CO3 Dallas Locky).




13.3.1

CuHXpoHuM3auma

[na npuBegeHuss B COOTBETCTBME 3HA4YEHMsIM MapameTpoB, BbicTaBneHHbiM Ha ELLY Dallas Lock,
Ha moayne CO3 YB Dallas Lock Heobxoaumo npoBeaeHne CUHxpoHmnsaumm. CUHXpOoHU3auunsa MoXeT ObiTb
npoBefeHa npu ycrnoBuM Hanuuusa ceteBoro nopgkniodeHus mexay ELY Dallas Lock n mogynem
Npwv BKMOYEHUN MOAYNS.

13.3.2 CO6op XypHanoB

Ons nonyyenns B ELLY Dallas Lock 3anucen xypHanos, Begywmxca Ha mogyne CO3 YB Dallas Lock,
HeobxoauMo npoBeaeHue cbopa xypHanoB. COop XypHanoB MoXeT ObiTb MpoBedeH Mpu yCcrnoBun
Hanuunsa ceTeBoro nofgknoyeHuns mexay ELLY n mogynem npu BknioYeHnn Moaynsi.

13.3.3 Csopaka moaynsa C[13 Yb Dallas Lock

Bknagka Ceodka Ha ypoBHe moaynss CO3 YB Dallas Lock otoGpaxaeT o0uiee cocTosiHMe moayns

(puc. 281).
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B YANEHHBIE OBbEKTbI

Moaunrensifi 116

Caopxa

Wi opmanun o6 obvekre

Baoae 6
Mocnearee noakmonene

MAC-agpec

2024-08-28 16:17:10 (GMT+03:00)
2024-08-28 16:19:25 (GMT-03:00)
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Puc. 281. Bknagka «CBogka»

HocTynHbl cnepyowmne pasgensl MHopMaLMOHHOW NaHenw:
MHdopmaumsa o6 ob6bekTe

AEACTBUA

ObHosuTs

Kommentapuii

B BepxHen 4yactu MHdOpMaLMOHHON NaHenu oTobpaxaeTcs cregylowas MHpopMauus O TekyLem

COCTOAHUN MoaynA:

MAC-agpec;

pesynbTat nocrneaHen nposepkn KLL;
KOMMEHTapui K Moayno.

MHdOpPMaLMNA 0 AaTe U BpEMEHW NocrneaHero NoaKMoYeHns;
WHdOpMaLKa o gate U BpeMeHn Beoda moayns B [1b;
HoMmep cOopKY;

cTeneHb 3anonNHEHHOCTU XypPHarnoBs;

MHUunpeHTbI 6e3onacHoOCTH

OTtobpaxaeTcs CNMCOK MHUMOEHTOB Oe3onacHOCTM Mogynsa € rpadmyeckon naHensto. [octynHa
dunbTpaumsa oTobpaxaembix COObITU NO Nepuoay W HacTporika OTobpakeHus auarpamm
(cm. «HacTporka nHungeHToB 6e30MacHOCTUY ).

[1BOVIHOM KWK NO COObLITMIO OTKPOET 3anucb B OTAENIbHOM OKHE, B CMMCKE AaHHoe cobbiTne byper
NMOMeY€eHO Kak npovmTaHHoe. None KommeHmapul JOCTYNHO AN peaakTMpoBaHuUS.

,D,OCTyﬂHbI cnepywwme DencTBus ¢ mMoaynem Ha naHesrnmn MHCTPYMEHTOB!

1. OGHOBUTD.

2. YpanuTb Moaynb.

3. KommeHTapui.



JocTynHbl criegytowme KomaHabl onepaTMBHOMO ynpaBiieHNst Ha NaHen UHCTPYMEHTOB:

BbiknounTtb.

Mepesarpy3uTsb.

PasbnoknpoBatb nonb3oBaTenen.
YaaneHHoe BKOYEHNME.
MepecunTatb LENOCTHOCTb.

aproOb=

13.3.4 Monb3oBaTtenu moayna CAO3 Yb Dallas Lock

Bknagka [Monb3oeamenu Ha ypoBHe mopynsa CO3 YB Dallas Lock cooepxuT cnucok rnobanbHbIX U
AOMEHHbIX Nonb3oBaTenen v rpynn, Hacneayemblx ¢ ypoBHEN BbILLE MO MePapXmmn 1 CO3AaHHbIX HA YPOBHE
AaHHOro MOAYns, a Takke MOAYIbHbBIX NoNb3oBaTeNen.

YnpaeneHve nonb3osBaTtensMu u rpynnamm Ha ypoBHe mogyns CHA3 YB Dallas Lock npoussoagutcs
aHanorm4yHo onMcaHHOMY yrnpaBneHuto Nonb3oBaTensammn u rpynnamm B pasgene «llonb3oBaTenu v rpynnbl
Moaynsay. [ing npuMeHeHns namMeHeHnin Ha Moaynax Heobxoamma nepesarpyska.

13.3.5 Monutnkn moaynsa CA3 Yb Dallas Lock

Ha yposHe moayns CO3 YB Dallas Lock B cnucke Ha Bknage [lonumuku JOCTYMHbI TONBbKO MOJNIUTUKK,
aktyanbHble ana CO3 YBb Dallas Lock (cm. «[Monutukm [B»).

HacTtpoiika monuTtuk Anst MoAaynsi NpoM3BOOUTCA aHanorMyHo HacTpovke NonuTUK ansa rpynnel OB
(cm. «MNonutukm ang rpynnel AB»). [ns npMMeHeHns napaMeTpoB Ha Mogynsax Heobxoanma nepesarpyaka.

13.3.6 3apaHusa moaynsa CA3 Yb Dallas Lock

Ha yposHe mogynst CA3 YB Dallas Lock B cnucke Ha Bknage 3adaHusi 4OCTYMNHbI ANSA CO30aHUSA TONBKO
3agaHus, aktyansHble ansa CA3 YB Dallas Lock (puc. 282):

O4MCTKA XKypHana;

nosy4YeHne KoHUrypaumuu;

nony4yeHne otyeta 06 annapaTtHoM obecneyeHny;

TecTupoBaHue dyHkuun CA3;

nony4YyeHne oTyeTa no KoHUrypauuu;

npuMeHeHne KoHdurypauum.

O MacTep cosaaHuA 3353H0A x

Bribepute TvN mogyna

C/3 ¥b Dallas Lock WK1 ~

BriGepute TN 3383HKA

OTuET no koHdurypaummn

OuKcTka HypHana
OT4Er 0B annapaTtHom cBecnedeqnn
Tectupoeanue gyHkunid C3

Mpumenenne KoHgUypaumm

MonyueHne KoHGUrypaLun

Puc. 282. Mactep co3gaHus 3agaHusa ans moaynsa CA3 Yb

Pabota ¢ 3agaHuamu ana mogynsa CA3 Yb Dallas Lock npon3BoanTcsa aHanormyHo HacTpownke 3agaHum
ana b (cm. «3agaHusa moaynsi»).

13.3.7 XypHanbl moayna CA3 Yb Dallas Lock

Pabota c xxypHanamu gns mogynsa CO3 Yb Dallas Lock npon3Bogutcs aHanormyHo paboTe ¢ xxypHanamm
ana CA3 Dallas Lock (cm. «XKypHanbl mogyns CA3 Dallas Lock»).




14 MOAYJ1Ib WAF DALLAS LOCK

14.1 Beog moaynsa B [1b

Beectn mogyns WAF Dallas Lock B [lomeH 6e30nacHOCT MOXHO Yepe3 BeO-uHTepdeiic mogynsi.

Mpu BBOoge moayns WAF Dallas Lock B 1B gomkeH ObiTb cobrtogeH psg ycrnoBui:
e B JIBC gomkeH bbiTb paboTatowmii cepep ELLY;

e Mexay moaynem u cepsepom ELLY pomkeH 6biTb CBOOOAHBIA OOMEH nakeTamm
no TCP/IP-nopty 17900.

Ina Beoga moaynsa B 16 yepes BeG-nHTEpdENC MOayNsS HEOOX0ANMO:

1. Y6eauTbes, uto cepep ELLY goctyneH no cetwu.
2. 3anyctutb BeG-nHTEpdenc moayns n aBTopu3oBaTtbCs.
3. lMepentun Ha BkNnaaky Hacmpotiku — nyHkT Hactponku mogynsa ELLY (puc. 283).

\@ DALLAS LOCK WAE

WHpopmaumoHHan naHenk JKypHanb M CTAaTUCTHKA w

Hacrpowikn mogyns ELLY «

Craryc
HE 3APETVCTPMPOBAH MNoatsosaTenn
OEHOBMTE 43HHLIE Cepenasl
¥npasneHWe CEPTRHHMKaTIMMA
HacTpoiiku Asapuiinieiii pexm

Miss mogyns | zrwaf-sutorci 28 v | GEQ IP gmn=Tp

Pwuc. 283. Bknaagka «Hactpouikn»

4. B pasgene Hacmpoliku 3anonHnTb napameTpbl BBoAa B 6 (puc. 284):
e VMS MOAyns;
e ceTeBoW agpec cepeepa ELY;
e ktov goctyna k Ab.



@) pALLAS Lock waAR

\ 7

MH$OPMALMOHHAA NaHeNb JKypHanL! W CTaTHCTHKE

Hacrpowkn mogyns ELLY «

Cratyc
HE 3APETMCTPUPOBAH
OGHOBKTE A3HHBIE
HacTpoiiku
Wr mogyna | Zrwaf-auto-rel 26 v |
Cepmep 2llY [ 02168131158 V|
Kitod gocryna k 45 B «r
JapenacTpUpoEaTs B A5 ZapernCTPHPOEATECR

Puc. 284. Hactpouku mogyns ELLY

5. [lanee HeoGX0AMMO HaxaTb KHOMKY 3aperncTpupoBaThbCA.

Ecnu npouecc BBoga moayns B [1b npoluen ycnewHo, To Yepe3 HeKoTopoe BpeMsi MNons ¢ HacTpomnkaMu
CTaHyT HedOCTYNHbIMWU ANS peaakTupoBaHud, B pasgene Cmamyc nossutca nHgopmaumnsa o [JomeHe
6esonacHocTtn ELLY Dallas Lock (puc. 285).

m DALLAS LOCK WAF

\
N

WupopmaumoHHan NaHenb JKypHane! ¥ CTaTUCTHKE v

Hacrpowkn mogyns ELLY
CraTtyc
WMus gomena Se20nacHoCTH fomen GezonacHocT
Mmr cepespa Se30nN3CHOCTH
Bzeges g 05 wak WAF Dallas Lock WK1
OfHoERTE D3RHEE [ —
Hactpoiikn
Min mogyna | zmwaf-auto-rc126 v |
Cepeep ELY | 192168131155 v |
Krion goeryna & 15 e «“»

Puc. 285. Ctatyc



B KoHconu ELLY B nepeee 16 B rpynne HepacrnpedeneHHble 06bekmsbi nosisutcsa mogyns WAF (6e3 APM)
C COOTBETCTBYHOLUUM MMeHeM (puc. 286).

&5 Nomen Ge30MacHOCTH

v [ HEPACMPEOENEHHBIE OBBEKThI

& WAF

Puc. 286. UkoHka moayns B aepese b

Mocne ycnewHoro BBoga moayns B coctas b ELLY Dallas Lock, Ha WAF aBTomatmnyeckun HacTpanBaeTcst
cunHxpoHu3aums no spemeHun ¢ ELLY Dallas Lock.

14.2 BbiBoa moayna ns 1b

Beisectn moagyns WAF Dallas Lock 13 [lomeHa 6e30nacHOCTM MOXHO cnefyowmumm cnocobamu:
e c nomoubto Konconn ELLY (cm. «HacTporika mogynsay);
e 4epes Beb-uHTepderic mogyns WAF Dallas Lock.

Insa BbiBOga Mmoayns Yepes Beb-nHTepdenc Heobxoammo:

1. 3anyctutb Beb-uHTepcenc WAF Dallas Lock n aBTopusoBaTbcs.
2. Tlepentun Ha Bknaagky Hacmpotiku — nyHkT Hactponkn mogynsa ELLY.
3. B pasgene Hacmpotiku HaxaTb kHonky BeiBectu us 1B (puc. 287).

Hactponku
Wma mogyns WAF v
Cepsep ELLY 10.10.102.238 v
Kntou gocryna k 1B v

Puc. 287. BoiBog 13 b

Ecnu npouecc BeiBoga moayns n3 [1b npoluen ycnewHo, To Yepe3 HEKOTOPOe BpeMS MOorisi C HAaCTPOMKaMu
moagyna ELY Dallas Lock cTaHyT JdocTynHbiMW ANS pefaktupoBaHus, B pasgene CocmosiHue
oTobpasurtcs ctatyc «HE SAPETMCTPUPOBAH».

B KoHconu ELY yaaneHHbii Mmogynb nepemectuTcs B 6a3oByto rpynny YoasieHHbie 06bekmebl fepea [b.

Mpu oTcyTcTBUM ceTeBoro noakmnoveHus k Cnyxbe ELY, Mmogynb MOXeT ObiTb BbiBEOEH
n3 lomeHa 6e3onacHocTn ELLY npuHygutensHo. Mpu atom, B KoHconu ELLY Takon moaynb
NPOAOIMKUT oTOOpaxaTbCs, HO ero ctatyc byget «HedocmymneH».

[MoaTomy, Kaxagblh mMoAaynb, BbiBeOeHHbIM M3 cocTaBa [1b BO Bpemsi OTCYTCTBUS CBS3U
co Cnyx6own ELLY, Heo6xoanmo JONoMnHMTENBHO yaansaTh Bpy4YHyto u3 KoHconm ELLY.

Mpwn BeinonHeHnn 3aganuns ¢ KoHconu ELLY Ha cOGpoc k 3aBOACKMM HacTpoWkam, MOAyIib
WAF Dallas Lock npyHyauTenbHO BbIBOAMTCA U3 joMeHa 6e3onacHocTty ELLY.

14.3 Hactpounka moayna WAF Dallas Lock

B nepese [JomeHa 6e3onacHoctn ELLY Dallas Lock npucyTCTBYIOT 3apernctpupoBaHHblie B b mogynu
WAF Dallas Lock.

3Haukn obbekToB, 06o3Havarowmx mogynn WAF Dallas Lock, 3aBUCAT OT COCTOSIHUSE MOAYNst U MOTYT
NpPUHUMAaTh CReayrLWni BUA;

— Moy b NMNOAKITHOYEH;



. —  CB$I3b C MOAYJIEM OTCYTCTBYET.

HacTpoWiku Ha ypoBHE Moaynsi oTobpaXatoTcs Ha HECKOMbKMX OCHOBHbIX BKadKax.

B cnyyae ecnu gBa unu 6onee moaynei WAF nogkntoveHsl kK ELLY Dallas Lock, n Ha ogHoMm
U3 HUX Mpoucxoamt GrIOKMpOBKa KakMxX-NMMbBO aTakylowux y3noB — [aHHble G6NOKMPOBKU
nepepatotca Yepes ELLY Dallas Lock Ha Bce nogkniodeHHble k ELLY Dallas Lock moaynu
WAF Dallas Lock. Nocne atoro, Bce nogkntodeHHole k ELLY Dallas Lock moaynun WAF
Dallas Lock — 6noK/pytoT aTakyoLLnii XOCT 4O UCTeYEHUs] BpEMEHN BNOKNPOBKN.

14.3.1 CuHXpoHu3auusa

[nsa otnpasku Ha ELLY Dallas Lock ceegeHun o mogyne WAF Dallas Lock v npuBegeHnsa B COOTBETCTBUE
CUCTEMHOrO BpeMeHu Heobxoaumo npoBedeHue CUHXpoHUu3auun. CuHXpoHU3auua MoxeT ObiTb
npoBeAeHa Npu ycrnoBumn Hannumsa cetesoro nogknioveHmsa mexay ELLY Dallas Lock n mogynem:
e MpW BKIIKOYEHUM MOAYNS;
e nepuognyeckm (cM. «lapameTpbl paboTbl MOAYNEN»);
e [0 KOMaHAe nonb3oBaTens:
e 13 KoHconun ELY;
e nocpenctBoM Beb-nHTepderica mogyns WAF Dallas Lock.

CuHxpoHusaumsa no komaHge us Konconu ELLY

Komanga CunHxpoHusupoBatb B KoHconu ELLY anas WAF Dallas Lock goctynHa Ha Bknagke Ceodka
Ha ypoBHe mogyns WAF Dallas Lock B gepese [JomeHa 6Ge3onacHOCTM Ha MaHenu WMHCTPYMEHTOB
OnepamuseHoe yripasneHue (puc. 288).

OMNEPATUBHOE ¥YNMPABNEHWUE

Bruiknrounts
Mepesarpysuie
Cobparb MypHanbi
Copocute BrokupoekK
BrarounTe aBapuiHbIA pexum
PazbrnokupoBaTs NonNL30BaTENER
CMHXpPOHWIMPOBATD
OTKAKYMTE ABAPUAHBIA PEXUM
Caenate Mactepom

OTkpbiTh Web-agMUHMCTpUpoBaHKe

Puc. 288. NMaHenb nHcTpyMeHTOB «OnepaTtuBHOE ynpaBreHue»

CuHxpoHu3auus no KomaHae us Be6-mHtepcenca moaynsa WAF Dallas Lock

[na npoBefeHus cuMHxpoHu3auum ¢ [JomeHom GesonacHoctn ELLY Dallas Lock no komaHge mn3 BeO-
nHtepdenca mogyns WAF Dallas Lock Heo6xoaynmo BbINONHWTL CneayoLwme waru:

1. 3anyctuTb BebG-UHTEPENC MOAYNS U aBTOPM3OBATLCS.
2. Tepentn Ha BkNaaky Hacmpotiku — nyHkT HacTponkn moayns ELLY.
3. B pasgene Cmamyc HaxaTb KHONKy O6HOBUTL (puc. 289).



@) DALLAS LOCK WAF

WH¢opMaumoHHana naHenb JKypHanb N CTATHCTHKA v

Hacrpowkn mogyns ELLY «

Cratyc

Hima gomena GezonacHocTA

Puc. 289. KHonka «OGHOBUTbL»

14.3.2 COGop XypHanoB

Ons nonydenusa B ELLY Dallas Lock 3anvcen xxypHanoB, BedyLMxcs Ha Mogyne, Heobxogumo nposeaeHue
cbopa xypHano. C60p >KypHanoB MOXET ObITb NPOBEAEH NPU YCNOBUM HANMYNS CETEBOMO NOAKMOYEHNS
mexay ELY Dallas Lock 1 moagynem:

e  MpW BKITHOYEHUM MOAYIS;

e nepuoanyecku (cm. «MapameTpbl paboTbl MOAYNENY);

e 0 KOMaHge nonb3oBaTens 13 KoHconn ELLY.

C6o0p xypHanoB no komaHae u3 KoHconun ELLY

Komanga Cobpartb xypHanbl B KoHconu ELY gna mogoyna WAF Dallas Lock goctynHa Ha Bknagke
Ceo0ka Ha ypoBHe moayns B gepese [lomeHa Ge3onacHOCTM Ha naHenu UHCTpymeHtoB OnepamusHoe
ynpassneHue (puc. 288).

14.3.3 CBopaka moaynsa WAF Dallas Lock

Bknagka Ceodka Ha ypoBHe moayns WAF Dallas Lock oto6paxaeTt obiyee coctoaHme moayns (puc. 290).

Ceogka
¥ Aomen Gezona =
@& bds-sr -ksc14.dllo... i SO G D P-4
AENCTBNA
v O HEPACMPEAENEHHDL.. 1 |[EEPRSp i AF Dallss Lock UKL
Beoae 16 2024-07-00 13:12:06 (GMT+03:00) Obnoawrs
Mocnesnes nogxmouenne 2024-07-0913:12:11 (GMT+03:00)
Ceresce mn mwal-auto-rc126
M Hoean rpynna P-aapec 10.10.200.126
MAC-agpec 00:50:56:A2:3D:13
Kommenrapuit
Mogenn VMware, Inc. VMware Virtual Platform
Bepcua Npowmexu 265 (2024-06-27714:39+00:00)
Bepeun Bass: Curnaryp 0
Homep Anuerzin
B YAANEHHBLIE OBbEKTH Koa noasepoot
Craryc cepemcos WAF - geaxn, UTM - esixn.
Craryc & xnacrepe Oremoneno
Pexnm paborm Wvarmedt
Bpema paboru 280 wacos 26 Myt 53 Cexyrast
3anonnennocTe ducka 158% samaro, 5098.64 MB ceoboaro w3 605247 MB
Mawmare O3Y Bcero: 796895 MB, Ceofoano: 5506.80 M8 (69.10 %)
Jarpysxs npoueccops 3%
Texywit aganun 100t 219216813092
Ceounxa seb-azmnnncrpuposanna 10.10.200.126:7443
Kommernrapmit
WHymaenTol 6esonacHocTi v Yaanumn
3a nepuos: 99012024 @ Beront ONEDATURHOE VIIDARNEHUE

Puc. 290. Bknagka «CBogka»



[ocTynHbl criegyrowme pasgensl MHPOPMaLUMOHHOW NaHenu.
MHdopmaumsa o6 ob6bekTe

B BepxHel yacTu MHOPMaLMOHHON NaHenu oTobpaxaeTcs cregytowas MHPOoOpMaUus o TeKyLLeM
COCTOSIHUM MOAynsi:

MHdopMaUMs 0 AaTe U BpeMeHW NocneaHero NoAKNioYeHNss Moaynsi;
MHdOopMaLKsa 0 aate u BpeMeHn Beoga moayns B [1b;
nocrnegHee NOAKMOYEHME;

ceTeBoe NMS;

IP-agpec;

MAC-agpec;

KOMMEHTapuii K MOAYIHO;

MoAerb;

BEPCUS MOLUNBKY;

Bepcus 6asbl curHaTyp;

HOMEp NMLEH3MN U KOO TEXHUYECKON NOAAEPXKKY;
cTaTyC CEepBUCOB;

cTaTyc B KnacTepe;

pexvmM paboThl (LUTaTHbIN/aBapUHLIN);

Bpems paboTsbl;

MHpopMaumst 0 3aNoNHEHHOCTM ANCKa;

namatb O3Y;,

3arpyska npoueccopa;

TEKYLUUN agMuH;

CCbliNnKa anst Be6-aaAMUHUCTPUPOBAHUSI.

MHumnageHTbl 6e3onacHoOCTU

OTtobpaxaeTcs CNMCOK MHUMAEHTOB Be3onacHoCTM Mogynsa ¢ rpadumyeckon naHensto. [JoctynHa
dvnbTpauma oTobpaxaembix COObITUIM NO Nepuoay W HacTpovka OTobpaxeHus Auarpamm
(cm. «HacTponka nHunaeHToB 6e30macHOCTUY ).

[BOMHONM KNUK MO COObLITUIO OTKPOET 3anvCb B OTAENbHOM OKHe, B CnuCke AaHHoe cobbiTne byaet
NMoMeyeHo Kak npovmTaHHoe. None KoMmmeHmapul AOCTYNHO ANs peakTUpoBaHus.

,D,OCTyﬂHbI cnegywowme DencTBus ¢ mMoayrnem Ha naHesrmin MHCTPYMEHTOB!

1. OGHOBUTB.

2. KommeHTapui.

3. Ypanuteb.

JocTynHbl cnegyowmne KOMaHabl ONnepaTMBHOMO yNpaBreHus Ha NaHenn NHCTPYMEHTOB:
1. BbIKNIOYATD.

2. TlepesarpysuTsb.

3. Cobpatb xypHansl.

4. CBpocutb 6NOKMPOBKN.

5. BknounTb aBapuinHbIN peXuM.

6. PasbnokupoBaTb nonb3oBaTenen.
7. CUHXPOHU3NPOBATb.

8. OTKNI4YNTb aBapuUHLIN PEXNM.

9. Cpenatb macTepom.

10. OTKpbITb Web-agMUHUCTPUPOBAHME.

14.3.4 3apanunsa moayns WAF Dallas Lock

Ha ypoeHe moayns WAF Dallas Lock B cnvcke Ha Bknage 3adaHusi 4OCTYMHbI ANA CO34aHUSA TOMbKO
3agaHus, aktyansHble ana WAF Dallas Lock (puc. 291):

N3MEHEHNE NapamMeTPOoB NULIEH3NN;

co34aTb Pe3epPBHYIO KOMMUIO;

BOCCT@HOBMWTb PE3EPBHYIO KOMMIO;

cOop XypHarnos.;



e cBpPOC K 3aBOACKUM HACTPOMKaM;
e 0o6HOBREHWe Gasbl pelatoLLmX Npasun.

U PacTep cosgaHMa 3a4aHMA >

Bribepure TR Mogyens

Llntoz AezonacHocTk WEAF Dallas Lock kK3

BrlbepuTe THA 3383HMA

lzreHeHKe Na pamMeTpoE AMUEHIHM

Co3AaTE pESEpEHYHD KOMWHD
BoCCTaHOBWTE pesepEHYHD KONMHD
Chop ®ypHanos

Chpot ¥ 33604CKMM HacTpoWKam

DEHoENeHKE B3kl pellarLWE NpaEK

Puc. 291. Mactep co3paHus 3apanusa ansa moaynsa WAF Dallas Lock

Pabota c 3agaHusmun ans moayns WAF Dallas Lock npousBoantcs aHanormyHo HacTpovike 3agaHui

ans Ob (cm. «3aganusa [b»).

Mpwn BeinonHeHnn 3apganuns ¢ KoHconu ELLY Ha cOGpoc k 3aBOACKMM HacTpolkam, MOAyIb
I WAF Dallas Lock BoccTtaHaBmnMBaeT CBOK KOHpMrypaLumo No yMonyaHuio n NpuHyauTeNsHO

BbIBOAUTCSA M3 AoMmeHa 6e3onacHocTn ELLY, npu aTom BCe BbINOMHEHHbIE 3aAaHust MOOY s
1 B kKOHconu ynpasneHuns ELLY yaanstoTtcs.

14.3.5 XypHanbl moayna WAF Dallas Lock

Bknapgka XKyprans! ans mogynsa WAF Dallas Lock no3sonsieT npocmatpuBaTh XXypHanbl 6e30nacHocTu
moayns (puc. 292).

Q v e KypHanei
MacHOCTH ot
o | ST R TR
b -ksc14.dllocal
[ kypwan cerestncnakeros | [ ypuannommk ] [ Kypwan aeropuzaumn | PR p—
[ HEPACTIPEJENEHHBIE...
[ WAF ne flara Pesywrar  Ofvexr & (G KoH4ecTso 3anpalumBaemer sanmceii
100 S| Mocneguxsanuceii

92] perl: av2value: array does not contain enough elements fo

& utm126
node[13958] Service "ntpd” stopping by emergency_mode [ @wnerp no spemerm

I Hosan 13:19:3

Configuration reload finished; 10

Configuration reload request received, reloading configur: 13193

Service "wafuced” starting by webui root@192168.130.92

[SYSTEM] Cepanc zanyusen
[ dunetp no napanerpan

[STATUS] Moakntouenne ot ELLY. Cratyc: O

B CETEBbIE YCTPOUCTBA

; W YJANEHHBIE OBbEKTH
Puc. 292. Bknaaka «XKypHanbi»

Ona mogyna WAF Dallas Lock JocTynHb!:

CwncTeMHbIV XypHar;

KypHan WAF;

XKypHan COB;

Kypnan M3;

>KypHan ceTeBbIX NakeToB.;

>KypHan nonuTuk;

>KypHan aBTopusaumn.

PaboTa c xypHanamu mogynen onucaHa B pasgene «XKypHarnbl Moaynsy.

[nsi nony4eHns 3anvcen XypHanoB ¢ Moayns TpebyeTcs BbiNonHeHne cbopa >KypHaros.




15 ATEHT EUY

HesaBucumbin areHT gns NK (nanee — AreHt ELLY) npegHasHaveH ons nepegaymn 6asoson nHcdopmaumm
00 ycTponicTBe (cuctemMHble xypHanbl, Bepcus OC, IP- n MAC-agpeca), Ha KOTOpO€E OH YCTaHOBIEH.

15.1 TpeboBaHusa K annapaTHOMY M NporpamMMHOMY obecnevyeHuto

AreHT ELLY npenctaensiet cobon cnyxoy, paboTtatowyo B GOHOBOM pexume, ycTaHaBnmBaemyto Ha [MK,
anga nocneaywouwero seoga B [1b ELLY Dallas Lock. AreHtom ELLY nognepxuBatoTca crnegyrolime Tunbl
onepaumoHHbIx cuctem cemerictea Windows:

e Windows 7 x32, x64 (SP 1) (Ultimate, Enterprise, Professional, Home Premium, Home Basic,
Starter);
Windows 8.1 x32, x64 (Core, Pro, Enterprise);
Windows 10 x32, x64 (Enterprise, Education, Pro, Home);
Windows 11 x64 (Home, Pro, Enterprise, Education);
Windows Server 2012 x64 (Foundation, Essentials, Standard, Datacenter);
Windows Server 2012 R2 x64 (Foundation, Essentials, Standard, Datacenter);
Windows Server 2016 x64 (Multipoint Premium Server, Essentials, Standard, Datacenter, Storage
Server, Hyper-V Server);
¢ Windows Server 2019 x64 (Standard, Datacenter, Essentials);
o Windows Server 2022 x64 (Standard, Datacenter);
o Windows Server 2025 x64 (Standard, Datacenter);
n cemencTta Linux (x64):
e Debian 10.x;
Debian 11.x;
Debian 12.x;
Ubuntu 18.04 LTS;
Ubuntu 20.04 LTS;
Ubuntu 22.04 LTS;
Ubuntu 24.04 LTS;
Astra Linux Common Edition (Open) 2.12;
Astra Linux Special Edition (CmoneHck) 1.6;
Astra Linux Special Edition (CmoneHck) 1.7, 1.8;
AnbT CepBep 9;
AnbT CepBep 10.0, 10.1, 10.2, 10.4;
AnbT 8 CI Cepsep 10;
AnbTt Paboyasa CtaHumsa 9.x;
AnbTt Pabovasa CtaHumsa 10.0, 10.1, 10.2, 10.4;
AnbTt Pabovasa CtaHuma K 10.0, 10.1, 10.3, 10.4;
AnbT 8 CI1 Paboyas CtaHuusa 10;
PELO OC 7.3 Mypowm;
PEL OC 8;
ROSA FRESH DESKTOP 12;
MCBCdepa APM 9.
AreHTom ELLY Dallas Lock Android nogaepxusatotcs cnefyoLume npoLeccopHble apXUTEKTypbl:

e armeabi-v7a;
e arm64-v8a;

o x86 _64;

e x86.

AreHT ELIY Dallas Lock Android nogaepxueaet Bepcum Android8 n Bce 6onee HoBble Bepcum.



15.2 YctaHoBKa u yaaneHue AreHta ELlY

15.2.1 JlokanbHasa yctaHoBKa AreHta ELLY

Ho ycrtaHoBkun AreHta ELY Ha OC Linux HeobGxogumo NpOM3BECTM [OOMONHUTESbHbIE AENCTBUS
B TEpMUHane:
e ans Debian, Ubuntu, Astra Linux, AnbT Paboyas CTtaHLuMsa BbINONHUTL KOMaHAY:
apt-get update
e ans Red Hat Enterprise Linux, PE[] OC BbINONHWUTb KOMaHAy:
yum repolist ; yum makecache
Ons yctaHosku AreHta ELY HeobxoamMmo 3anycTuTb yCTaHOBOYHbIM hann uccAgentinst-5.0.441.3,
KOTOPbIN HAXOAUTCS B KOPHEBOW AMpPEKTOpMM AncTpubyTmea (Mnm BelbpaTb JaHHOE AENCTBUE B MEHIO OKHa
autorun).
Mpun yctaHoBke AreHTa ELLY Ha K ¢ OC Linux, nepen 3anyckom ycTaHOBOYHOro charna,

HeobxoouMO npoBeputb, aBnsieTcsa nn  dann uccAgentinst-5.0.441.3 WNCNONHAEMbIM.
[nsi 3TOoro MoXHO BOCMOJSIb30BaTLCA CreayoLen KOMaHOoM:

chmod a+x <nymb K adny>.run.

Ons nogkntodeHuns k AreHty ELLY no VNC tpebyetca gononHutensHO oTkpbiTe TCP-nopT
17902, ncxopgsiee nogknovYeHne.

Ecnun ArenT ELLY yctaHaBnusaetcs Ha K, He OCHaLLeHHbI NPMBOLOM KOMMAKT-AUCKOB, @ ANCTpnbyTuB
NoCcTaBNAEeTCA UMEHHO Ha AMCKe, TO MOXHO CKONMMPOBaTb C AMCKAa HEOOXOAMMbIN YCTaHOBOYHbIN hann
Ha AaHHbin MK nobbim yaobHeim cnocobom: yepes JIBC, USB-Flash HakonuTens u gp.

lMocne 3anycka nporpaMmmbl YCTAaHOBKU HEOOXOAMMO BBINOMHATL AEMCTBUSA MO NoAcKas3kamM nporpammbl.
BbinonHeHne cnefytowlero wara ycTaHOBKM OCYLLECTBRSETCA C noMoLbio kKHomku Oanee. Ha kaxgom
ware yCTaHOBKM MNpefocTaBndeTcsl BO3MOXHOCTb OTMEHbl YCTaHOBKM C BO3BPaTOM MNpPOU3BEOEHHbIX
N3MeHeHnn. [Ina aToro cnyxumt kHonka OTMeHa.

1. TMNocne 3anycka npunoXxeHuma Ha sKkpaHe 6y,u,eT BblB€JEHO OKHO A=A noaTBepXaeHna onepauun. Mocne
noaTBepXXAaeHus 3anyctutcs mactep yctraHosku AreHta ELLY Dallas Lock (puc. 293).
Q MacTtep ycranoskn - Arent ELLY Dallas Lock, sepcwa 5.0.441.3 o7 01.07.2026 X

YecraHoBka AreHta ELLY Dallas Lock

Jobpo noxanoeatb!

AnA Hauyana ycraHoekn AreHTa ELLY Dallas Lock eepcun 5.0.441.3
HaxmuTe = danee:=,

Arent ELLY DALLAS LOCK

lanee Otmena

Puc. 293. OkHo Hayana yctaHoBku AreHta ELLY

[na npoaomkeHus yCTaHOBKM HaxaTb KHoMKy Oanee.
2. Ha cnepylowem ware MOXHO cpasdy BBecTu KomnbioTep B b, ycTtaHoBuB hnar Hanpotns Bsecmu



komnbomep 6 [omeH beszonacHocmu. ocne ycTaHOBKM doriara CTaHyT OOCTYMNHbI AN U3MEHEHUs
napameTpsbl pernctpauun AreHdta ELLY B 6 (puc. 294).

Q MacTep ycranoskm - Arent ELLY Dallas Lock, sepcwa 5.0.441.3 o1 01.07.2026 x

Pernctpauna B lomeHe besonacHoctu

YkaxuTe napameTpsl AnA pernctpaumn B Jomere bezonacHoct

Beectw komnstoTep B flomen bezonacHocti

Appec JB:

Karou goctyna:

Wma APM: Windows1021H1

Hasag Otmena

Puc. 294. Peructpauua Arenta ELLY B 1B

Mocne Haxatua Ha kHonky [amnee BbINOMHAETCA MPOBEPKa BBEAEHHbIX ANS pPerncrTpauun OaHHbIX.
B cny4ae ycnelwuHowm npoBepkn AaHHbIX, MPOU3OMAET Nepexo K cneaytoLemy wary.
YTto6b1 nponyctute BBOog AreHta ELLY B [16 BO Bpems yCTaHOBKM, HYy>KHO HaxkaTb Ha KHonky [lanee.
3. 3areM Heobxoammo BeibpaTh pexum paboTtsl AreHTta ELLY (puc. 295):
e  CTaHAAPTHbIN pPexuM;
e  CKPbITbI PeXMM (NO3BONSAET CKpbITb NpucyTcTBMe AreHTa Ha K oT nonb3osartens).

CwmeHuTb pexunm paboTel AreHTa ELLY nocne yctaHOBKM HEBO3MOXHO.

& Macrep ycranosku - Arent ELLY Dallas Lock, sepcma 5.0.441.3 ot 01.07.2026 *

Bbibop pexuma paboTbl

BriBepuTe pexam paboTs ArenTta ELLY

@ CTaHAapPTHEIN pexum

f\ -

() CRpBITLIA pexum
Mo3eonAeT cKpbITe OT Nonb308aTENA NpucyTcTene Arenta ELLY Ha ycTpoiicTee - sHavok AredTa He oToBpakaeTca B
0BaCTH UHANKATOPOB NAHENN 33434

Hasag lanee Otmena

Puc. 295. Bri6op pexuma pabotbi AreHta ELLY

[na npoaomkeHus yCTaHOBKM HaxaTb KHoMky Janee.

4. CregywwyMm LWarOM HY>XHO MNPOBEpPWUTb MapameTpbl YCTaHOBKM (puc. 296) M HaxaTb KHOMKY
YcTaHOBUTL.



@ Macrep ycranosiw - Arent ELY Dallas Lock, sepews 5.0.441.3 o7 01.07.2026 X

MapameTpbl yCTaHOBKW

Moxanyiicra, NpoeepsTe BEIBPaHHEIE NapaMeTphl YCTAHOBKM.

Haxmure "YeTaHoBuTs", UToBEI NPOAOMKUTE, Nk "Ha3a4", ecan XoTHTe WEMEHWTE NapaMeTphbl YCTAHOBKM.

Komnowent: Arent ELY Dallas Lock

Onepauwsa: YcraHoska

Pexm paboTel: cTaHiapTHEIA

MyTe yoranwosrwm: C\Program Files (x86)\uccAgent'bin

Hazag YcTaHOoBMTE OtmeHa

Puc. 296. NpoBepka napameTpoB yctaHoBKU AreHTta ELLY

B npouecce yctaHoBkn AreHnta ELY Dallas Lock Ha OC Linux BbINONHATLCS MpOBEpKa Hamu4yus
HeobXo4MMbIX CTOPOHHUX NakeToB. [Ans mx aBTOMATMYECKOW YCTAHOBKM HEOBXOOUMO HaxaTb YekDOKC
Asmomamuyeckasi ycmaHoeka Hedocmarouux rnakemos unv yCTaHOBUTb X CAMOCTOATENBHO:

— pansa Debian 10.x, Debian 11.x, Debian 12.x, Ubuntu 18.04 LTS, Ubuntu 20.04 LTS, Ubuntu
22.04 LTS, Ubuntu 24.04 LTS, ROSA FRESH DESKTOP 12:
o rsyslog;
o gnome-shell-extension-appindicator ~ (Tpebyetca  TonbkO  NpPU  MCMOMb30BaHUU
rpaduyeckon o6onoykn GNOME);

— ansa Astra Linux Common Edition (Open) 2.12, Astra Linux Special Edition (CMoneHck) 1.6, Astra

Linux Special Edition (CmoneHck) 1.7, PEL, OC 7.3 Mypom 1 PE[] OC 8:
o rsyslog;

— ana Anbt Pabouas CtaHums 9.x, AnbT Paboudas CtaHuusa (10.0, 10.1, 10.2, 10.4), AnbT Pabouas
CraHuma K (10.0, 10.1, 10.3, 10.4), Anbt 8 CI1 Pabouas CtaHums 10, Anbt Cepsep 9, AnbT
Cepsep (10.0, 10.1, 10.2, 10.4) n AnbT 8 CI1 Cepaep 10:

o rsyslog;
o rsyslog-journal;
o clamsmtp (ecnu ycTaHOBMEH, peKoMeHAYyeTCs OOHOBUTbL A0 NOCneaHer BEPCUn).
5. Janee BO3MOXHO HabnogaTte 3a Mpoueccom ycTaHoBkM (puc. 297). Ecnm npouecc npoLuen
0e3 owmnbok, Heobxoaumo HaxaTb KHOMNKy [lanee, 3ateM 3aBepLUUTb.



Q Mactep yctanoekm - Arent ELLY Dallas Lock, seponn 5.0.441.3 o1 01.07.2026 x

YcraHoBKa

Konupoeanue: C:\Program Files (x86)\uccAgent\bin\d3dcompiler_47.dll
Konupoeanme: C:\Program Files (xB6)\uccAgent\bin\libEGL.dII
Konupoeanwe: C:\Program Files (x86)\uccAgent\bin\libGLESVZ.dII
Konupoeanme: C:\Program Files (x86)\uccAgent\bin\Qt5Core.dll
Konupoeanwe: C:\Program Files (x86)\uccAgent\bin\Qt5Gui.dll
Konuposanwe: C:\Program Files (x86)\uccAgent\bin\Qt5Network.dll
Kenupoeanue: C\Program Files (x86)\uccAgent\bin\Qt55vg.dil
Konuposanwe: C:\Program Files (x86)\uccAgent\bin\Qt5Widgets.dll
Kenupoeanue: C\Program Files (xB6)\uccAgent\bin\ucchAgentlcon.exe

Puc. 297. Npouecc yctaHoBku AreHta ELLY

Ecnm Ha APM c Linux yxe yctaHoBneHbl ctopoHHue C3W wnu gpaviBepbl Ha gpyrue
annapartHble naeHTudmKaTopsl, 1 Npu 3TOM B npouecce yctaHoBkn AreHTa ELLY npounsowuna
olmbKa yCTaHOBKM, KOTOpas CBA3aHa C NakeTHbIM MEHEOXKEPOM, TO MOXET NOMOYb KOMaHA4a
sudo apt --fix-broken install.

Ecnu B npouecce yctaHoBku AreHta ELLY Ha Linux Bo3HuKaeT ownbka Buaa: «...error whiel
loading shared libaries: libxcb-xkb.so.1: cannot open shared object file: No such file or
directory», To HeOOX0AMMO Nepep, YCTAaHOBKOW BPYYHYI0 YCTAHOBUTb MaKeT libxch-xkb1.

Mocne ycnewHoro 3aBepleHns yctaHoekn AreHta EUY Ha MK, B nepese b KoHconu ELY B rpynne
HepacnpedenernHbie obbekmbl OygeT co3gaH HoBbii APM, B COCTaB KOTOPOro  BKITHOYEH
3apernctpupoBaHHbii Mmoaynb AreHT ELLY Dallas Lock (puc. 298).

JomeHd bezonacHooTK
' | HEPACTMPEAEAEHHBIE OBBEKTH
v @ DLBO-K

@ Dallas Lock 8.0 WK13

@ Arent ELY Dallas Lock Windows MK1

Puc. 298. Oto6paxeHue AreHta ELLY B 1B

B cnyyae, ecnv BBegeHHoe umsa APM yxe Obino B aepese obbektoB 1B, n B ero coctaBe HeT gpyroro
mopnynsa AredTt ELY, To B gaHHbin APM AreHt ELLY 6ynet nobaeneH kak mogyne AreHT ELLY Windows
mnu AreHTt ELLY Linux.

3apeructpupoBaHHbii B [16 AreHT ELLY pgomkeH nogaepxumBaTb cBA3b ¢ cepBepom ELLY.
B cnyyae, korga cepsepoB ELY Heckonbko (knactep pennukauun), AreHt ELLY pomxeH
UMETb CETEBOWM OCTYN XOTA Obl K OAHOMY cepBepy M3 cnucka knactepa cepepoB ELLY,
KOTOpPbLIN ECTb B CMUCKE CEPBEPOB PENNKALUN Y AAaHHOIO MOAYNS.

15.2.2 KoHconbHas yctaHoBka AreHta ELLY

YcraHoBka AreHTa ELLY Bo3amoxHa u3 koHconu. B kadectBe aTpubyToB K KomaHze ./uccAgentinst-
5.0.441.3 moxHO ykasbiBaTb crniegytowme (Tadnuua 30):

Ta6nuua 30. ATpubyThbl ycTaHoBKU AreHTta ELLY



ATpnoyT OnucaHue

YcTtaHoBka AreHta ELLY u3 koHconn

-install Mpumep:

JuccAgentinst-5.0.441.3 -install <enter>
-server-name Ykasatb umsa cepsepa ELLY ansa seoga B [1b
-access-key Ykasatb kntod [JomeHa 6esonacHoctn ELLY
-arm-name YkasaTb UMs, C KOTOpbIM areHT 3anget B [1b
-hidden-mode Bbi6op ckpbITOro pexuma

Breibop aBTOMaTUYECKON YCTaHOBKU

-install-libs ;
HegocTaLWmMx nakeToB B linux

Ina npuceBoeHusi napameTpoB artpubyTam -server-name, -access-key W -arm-name
Heo6xoayMo MCNonb30BaHNe 3HaKka paBeHCTBa.

Mpumep:
JuccAgentinst-5.0.441.3  -server-name=serv-us-k1-3  -access-key=password  -arm-
name=2134 -install

15.2.3 YcraHoBka AreHTta ELlY Dallas Lock Android

Ons yctaHoBku AreHta ELLY Ha knneHTckoe ycTponcTBo Ha 6a3e Android Heobxoanmo:
1. 3arpysuTb ycTaHoBO4HbIA gann uccAgentinst.apk.

2. B OTKPbIBLLEMCA OKHE HaXaTb KHOIMKY YcTaHOBUTb, NOCfe 4ero 6yp,eT BblB€EHa VIHd)OpMaU,VIFI
00 ycnewHoM 3aBepLueHnn yCTaHOBKN.

Mocne 3aBeplieHns npouecca yctaHoBkn AreHta ELIY Dallas Lock Android B cnncke nporpamm
nosiutca sapnbik AreHta ELLY Dallas Lock

AreHT ELLY
Dallas Lock

Puc. 299. Apnbik ArenTta ELLY Dallas Lock Android

Mpu nepBoHavanbHOM OTKPbITUM NPUNOXeHUs byaeT BbiBeAeHO okHO BBoa B aomeH 6e3onacHocTn ELLY
(cm. «Peructpauuna mogyns Arent ELLY Dallas Lock Android B [16»).

15.2.4 YpaneHHas yctaHoBKa AreHta ELY Windows

YnaneHHas ycTaHOBKa BO3MOXHA B CrefyoLLnX BapuaHTax:
e [NA rpynmnbl KOMMbIOTEPOB, UMEIOLLMX OAMHAKOBbIE UMEHA U Naponu agMuHuctpatopa OC;

e NS KOMMbIOTEPOB, UMEIOLLUX MHAMBUAYANbHBIE UMS 1 Naposb aaMuHucTpatopa OC, yaaneHHyo
YCTaHOBKY CrieflyeT BbIMOMHATL OTAEMNbHO OT APYruX.



Mo ymon4yaHunio B onepaunoHHbIX cuctemax HaunHasa ¢ Windows 7 JocTyn K yaaneHHoMy
KOMMbIOTEPY MO FOKanbHOW Y4YeTHOM 3anucblo 3anpelleH. MogpobHy nHdopmaumio
00 3TOM OrpaHU4YeHnn MOXHO HamTM Ha oduumanbHoMm cawte CnpaBkM WM MNOLAEPXKKM
komnaHum Microsoft no agpecy https://support.microsoft.com/kb/951016 (Ha aHrnuMckom
A3bIKe).

Ecnn paHee Ha gaHHbin MK He BbINONHAMOCH yaaneHHoe passepTbiBaHne AreHTa ELLY
unu mogyna C3U HC[L Dallas Lock, To ans paspelueHust yaaneHHoOro MoAKITHYEHMS
MoA foKanbHOW YYETHOW 3anucbid HeobxoAuMMO B pedaktope peectpa MO MyTu
HKEY_LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Syste
m co3gaTtb kntod Tmna dword ¢ nmeHem LocalAccountTokenFilterPolicy co 3HayeHnem « 71»
(«LocalAccountTokenFilterPolicy»=dword:00000001) 1  nepesarpy3ntb  KOMMbIOTEP.
B kpynHbIx ceTax ¢ AD gaHHOe 3HaYeHUEe MOXHO pacrnpoCTPaHUTb Yepes NOMNUTUKMU.

Mo ymon4yaHuio yaaneHHas ycCTaHOBKa BbiNonHseTca 4epe3 nopT 445. Ecnn paHee
Ha gaHHbli K He BbINONHANOCH yaaneHHoe pasBepTbiBaHMe AreHTa ELLY vnn mogyns
C3U HC[O Dallas Lock, To B bpaHgmayape Windows gaHHoro K Heobxooumo OTKpbITb
nopt 445 (co3gaTtb NpaBuIIo AN BXOOAALLMX NMOAKITHOYEHWUNA).

[Ons  HeckonbKuX LeneBbliX TC LEeHTparimn3oBaHHyo YyaalneHHyro YCTaHOBKY MOXHO
OCYLLECTBUTb TOJIbKO NPWU BbINOJIHEHNN CrieayoLnNX YCﬂOBMVIZ

e uenesble TC BxoaaT B TOT e aomeH AD nnu LDAP, yto u APM c ELLY Dallas Lock;

(] N3BECTHblI MMA NOJ1b30BATENA U Maposib [OOMEHHOW yquH0|7| 3anncum C npaBamu
aOMUHUCTPAaTOopa AOMeHa.

Onsa yoaneHHon yctaHoBku AreHTa ELLY Ha knneHTe ons y4eTHOW 3anMcn agMMHUCTpaTopa OOMMKEH ObITb

3afaH naponb. YCTaHOBKY HeoOGXOAMMO OCYLLUEeCTBNSATbL No npoTokony IPv4, Ha MoMeHT oGHOBREHMS

W yCTaHOBKM HeoOXoaumo OTKMouMTb npotokon IPv6e Ha APM c koHconbto ELY. [lanee HeoGxoammo

BbIMNOMHUTL CrieaytoLwme warm:

1. Ha ypanenHHom APM, Ha koTopbin 6yaeT yctaHaBnmBaTbecs AreHT ELLY 13 KoHconm ynpaesnenus ELLY,
OOIKeH ObITb AOCTYNeH anga Bxoaawmx coeguHeHun TCP-nopt 135 (epmap).

2. lMepen uUeHTpanu3oBaHHOW YCTAHOBKOW HeobXoAMMO pa3MecTUTb Ha KOMMbKTepe, Ha KOTOPOM
3anyweHa Konconb ELY, anctpnbytns AreHta ELLY Windows.

3. [danee Heo6xoOuMO OTKPbITh rMaBHoe MeHo KoHconu ELLY — YpaaneHHas ycTaHoOBKa.

Ha oTkpbiBLIENCA cTpaHuue Heobxoammo [oGaButh uLeneBble TC Ans yaaneHHOro passepTbiBaHUS.
TC moxHO go6aBuTb 0QHMM M3 criegytoLmx cnocobos, Yepes:

py4YHOM BBOA agpeca — Afs 3TOr0 HYXHO 3anonHutb nond [llopm w Beedume IP-adpec
usiu cemegoe UMsi KOMIbomepa, 3aTemM HaxaTb kHornky [lo6aButb komnbtoTep (puc. 300);
dhann cnucka KnMeHToB — HaxaTb UmnopT n3 chana u BbibpaTb gain co CNUcKkom 3apaHee
BbIFPY>XEHHbIX KITMEHTOB;
uMnopT 13 cdarna — HaxaTb UmnopT us camna n npukpenuTb TEKCTOBLINA dann co cnuckom |IP-
agpecos uenesbix TC.

Ona dainna c IP-agpecamun BO3MOXeH TOMbKO crieayowmii hopmMart cnmncka: B Kaxaom CTpoke
charina MoXxeT ObITb yKa3aH Tonbko oauH IP-agpec 6e3 ONONMHUTENbHBLIX CUMBOJSIOB.

Mpumep:
192.168.0.1
192.168.0.35
10.10.112.55

3ateMm HaxaTb kHonky Oanee.


https://support.microsoft.com/kb/951016

Macrep yaaneHHoH ycraHoBKM AreHra ELLY

Cnucok KOMNEHOTEPOE

¥TaHOBKA CNWCKE KOMNBKTENDE ANA NOAKADHEHMA

Beegure IP agpec waw ceTeBoe MMA KOMNEKTERa

10.10.104.124

J06aEWTE kKoMABHITER

Mopt 55H 22 z
Mopt SME 445 z
IP-agpec FQDN-uraa .

10.10.104.124 aprn-dldi-k.dllocal

Wrnopt 1z gaiina

Puc. 300. Hayano ynaneHHon yctaHoBku AreHta ELLY Windows

4. Ha cnepgytowen ctpanuue (puc. 301) HeobxoaMmMo BBECTU aBTOPU3ALMOHHbBIE OAHHbIE:
e JOMMH 1 naponb agmuHuctpatopa OC Ha ueneBbix TC;
e IOTVH U Naporb cynepnonb3oBaTens (ONuUUoHansHo).



Macrep yaaneHHoH ycTaHOBKW AreHta ELLY

BBOA aBTOPMWU3ALMOHHBIX AaHHBIX
¥JETHBIE JAHHBIE 3AMMHMCTPATORA OC KOMNBIOTEPOE KAMEHTOE

¥yeTHad zanuce OC Windows
Vima adrmin

Mapone ITTTITYTY <

D YuetHaa 3anmce OC Linux
Mrs

Mapone

B MoAksoeaTent AEARETOA CyNEPNOAES0EATENERM

Mrag

[Maponk

Hazaa STmEHa

Puc. 301. BBoa aBTOpMU3aLMOHHbIX AaHHbIX

Mocne BBeAeHWs faHHbIX HEOOXOAMMO HaXaTb KHOMNKy [anee, GyaeT BbiNOIHEHa NpoBepKa NOAKMYEeHNs
K KomnbloTepam. Ecnv npu nogknioyeHum Kk xoctaM BO3HWMKHET owmbka, MOSIBUTCA COOTBETCTBYOLLEe
npegynpexaeHne C npeanoxeHVem MpoAOIDKUTL YCTaHOBKY, WCKIIOYMB HEAOCTYMHble KOMMNbHOTEPHI
(puc. 302).

O Onpegenedne OC Ha LeneBblx KOMNBHOTEDEX *

I'Ipm AoAKAKHEHMK K LeNeERIM KOMABKTEASM NpaKSOLINS oMbk

A 10.10,104.124 : He yaanock YCTAHOEWTE CoegMHEHKe © uenesbim AP no npotokony SMB

Bt xommTe NPOA0IHNMTE YCTAHDEKY, MCKAHIHMME NEpPEYMCAEHHbBIE HEAOCTYNHBIE KDMI‘IbrCITprI?

BT -

Puc. 302. Owumnbka nogknoveHus

5. [Hanee (puc. 303) Heob6xoaMMO yKkasaTb NyTb K UCXOQHOMY AncTpubyTusy AreHta ELLY.

Ons Toro, 4To6bI CKPbITh OT Nonb3oBaTtens npucytcteMe AreHta ELLY, MOXHO BbIGpaTb CKpbITbIN PEXUM
yCTaHOBMB COOTBETCTBYHOLMI donar.

Onsi BBoga moaynen B JomeH 6e3onacHocty ELLY Dallas Lock cpasy nocrne ycTaHOBKUW, MOXHO NOCTaBUTb
dnar Beod e domeH 6e3zonacHocmu ELY, ykazate umsa cepsepa ELLY u kntou goctyna k b ELLY.

3areM HaxaTb KHOMKY YCTaHOBUTD.


https://www.google.com/search?sca_esv=7b146052151698da&sca_upv=1&rlz=1C1GCEU_ruRU1085RU1085&q=%D1%81%D0%BE%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D1%81%D1%82%D0%B2%D1%83%D1%8E%D1%89%D0%B5%D0%B5+%D0%BF%D1%80%D0%B5%D0%B4%D1%83%D0%BF%D1%80%D0%B5%D0%B6%D0%B4%D0%B5%D0%BD%D0%B8%D0%B5&spell=1&sa=X&ved=2ahUKEwinjcX304iIAxXVAxAIHTXfKYIQkeECKAB6BAgSEAE
https://www.google.com/search?sca_esv=7b146052151698da&sca_upv=1&rlz=1C1GCEU_ruRU1085RU1085&q=%D1%81%D0%BE%D0%BE%D1%82%D0%B2%D0%B5%D1%82%D1%81%D1%82%D0%B2%D1%83%D1%8E%D1%89%D0%B5%D0%B5+%D0%BF%D1%80%D0%B5%D0%B4%D1%83%D0%BF%D1%80%D0%B5%D0%B6%D0%B4%D0%B5%D0%BD%D0%B8%D0%B5&spell=1&sa=X&ved=2ahUKEwinjcX304iIAxXVAxAIHTXfKYIQkeECKAB6BAgSEAE

Ecnu ykasaH HeBepHbIn krtod goctyna k [1b ELY, To ganbHenwasn yctaHoska AreHta ELLY
He ByaeT BbINOMHATLCS.

Macrep yaaneHHoH ycraHoBKM AreHrta ELLY

MapameTpbl ycTaHoBKK

Bbi60p YCTAHOBOMHOMD HaiAa W NapaMeTPoE YTaHOEKK

D CrpeiTeii pexum o

D Beog 6 gomed BesonacHooTk ELLY

V3 cepeepa UCC-APRZ:1TI00

Katou gocryna k 4B

Hasag OTmeHa

Puc. 303. NapameTpbl yctaHoBKku AreHta ELLY

6. Ha HoBow cTpaHuue (puc.304) moxHO Habniogatb 3a npoueccoM ycTaHoBku AreHta ELY.
Mo okoH4YaHWK npoLecca OyaeT BblIBEAEHO COOOLLEHNE O pe3ynbTaTe 3aBepLUeHns onepauum.

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ — e -a

Macrep yaaneHHo#! ycTaHOBKU

Mpouecc ycTaHoBKM

IP-agpec  FQDN-wma . Mpouecc

Nor

Moapotnee

Noapobnee
Moapobree

Puc. 304. Npouecc yctaHoBku AreHta ELlY



15.2.5 YpaneHHasa yctaHoBka AreHta ELLY Linux

Ha ypanenHHom APM, Ha koTopbii 6yaeT yctaHasnusaTecs AreHT ELY Linux u3 KoHconu ynpaeneHus
ELY, pomxeH 6bITb goctyneH ans exoasawmx coegnHeHnn TCP-nopt 135 (epmap).

Mepen LeHTpann3oBaHHOWM yCTaHOBKOM HEOHXOAMMO pPasMeCTUTb Ha KOMMbIOTEPE, HA KOTOPOM 3anyLleHa
KoHconb ELY, onctpnbytme Arenta ELY Linux.

[ns BbInonHeHWa yapaneHHonm yctaHoBku AreHta ELY Ha xocT € onepaumoHHbIMK
cuctemamu AnbTt Cl1 TpebyeTca Hannume naketa libSM Ha aaHHbIX OC.

IOna nepexoga k npoueccy yctaHoBku AreHTa ELY Linux, Heo6xooumMo OTKpbITb FNlaBHOE MEHH0

koHconu ELlY > — YpaneHHas ycTaHOBKa.

Cnepytowas nocrnegoBaTenbHOCTb AENCTBUN AN yaaneHHou yctaHoBku ArenTta ELLY Linux aHanornyHa
yaaneHHown yctaHoBke AreHta ELLY Windows (cm. «YganeHHas yctaHoBka AreHTa ELLY Windowsy).

Ecnu B npouecce yctaHoBku AreHta ELLY Ha Linux Bo3HuKaeT ownbka Buaga: «...error whiel
loading shared libaries: libxcb-xkb.so.1: cannot open shared object file: No such file or
directory», To He06X0ANMO Nepes YCTaHOBKOW BPYYHYHO YCTaHOBUTL nakeT libxch-xkb1.

15.2.6 YpaneHHoe o6HoBneHue AreHTta ELlY

LleHTpanm3oBaHHOe OOHOBMNEeHMe npegHasHayeHo And Oob6HoBneHus 3aperncTpupoBaHHbIX B ELLY
knueHtoB AreHt ELLY Dallas Lock Windows (HaunHasa ¢ o6HoBneHnss UKO Ha UK1 u T.4.) n knneHToB
Arent ELY Dallas Lock Linux (HaunHas ¢ obHoBneHns UKO Ha UK1 n 1.4.). [NonHoMounsimu Ha 3anyck
LeHTpanu3oBaHHOrO OOHOBMEHUA obnagaeT TOMbKO YMONHOMOYEHHbIV nonb3oBatens ELY c¢ pornbio
AdOmMuHUCmMpamop.

Mogynn ArenTt ELLY Dallas Lock Android ueHTpannu3oBaHHO He OGHOBMAOTCS.

MNocne LEeHTpalnM3oBaHHOIo Unn nokarnbHOro obHoBREHUSA Moayna Ha CTOPOHE KIMMeHTa COXPaHAKTCA:
e Tekylliee pacrnonoxeHue moayns B gepese [ib;
e Bce paHee cobpaHHble XypHarbl;
e  HACTpPOEHHble NONUTUKM Be3onacHOCTH.

YcTaHOBKY HE06X0AMMO OCyLLECTBMATE No NpoTokony IPv4, Ha MOMeHT 06HOBNEHNS 1 YCTaHOBKMU Moy nen
HeobxooMMo OTKNIYNUTL NpoTokon IPv6 Ha APM c koHconbio ELLY.

Onsi yaaneHHoro obHoBneHus AreHta ELIY Heo6xoamnmo BbINONHWUTL crieayoLme waru:

1. OTKpbITb rMaBHOe MeH KoHconu ELY — YpaneHHoe oGHoBneHue. OTKpoeTca CTpaHuua
MacTepa yganeHHoro obHoBneHus, n3 cnncka Bolbpate AeceHm ELY v HaxaTb kHonky [anee.

2. Ha oTKpbIBLUENCS CTpaHuLe BbiOpaTh KNMEHTOB, MOAYM KOTOPbIX HE0OX0AMMO 06HOBUTE (puc. 305),
aKTMBMPOBAB HAMpPOTMB HYXXHOMO KrneHTa Yekbokc. Heobxoaumbln 0OOBEKT MOXHO HaWTK MO UMEHMU
yepes MOMCKOBOK CTPOKY mnu npu nomowm aepesa knneHtoB AreHT ELLY Dallas Lock Windows /
ArenT ELlY Dallas Lock Linux. [Ina nepexoga Ha cnegylwun atan oGHOBMNEHUS] HaXaTb KHOMKY
Danee.
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Mopr SME 445

Mopr 3SH 22

Macrep yaan&nHoro o6HoBaeHus Arenta ELLY Dallas Lock

BriGop moayneH
BLiBOp MOAMER 418 OBHOBAEHWA

Mouck...

IEEE}

57 NoadnHenHbIi 4B
HEPACTIFEAE MEHHBIE OB BEKTHI
O test_group
W ApM-DLE0-C
LIV R
M apm-dll-uccigent
M D7 _client
W ABM-DLBO-C (MK13)
W cchgent W
€3 Arew ELY Dallas Lock Windows WKO
™ ccagent !
) Arewt ELLY Dallas Lock Linux WKO

> [[] ™9 ¥ 8 fIEHHEIE OBBEKTHI

Puc. 305. CtpaHuua BbiGopa moaynei ans o6HoBNeHust

3anonHuTb NapameTpbl, KOTOpble ByayT NPMMEHeHbl K MOAYNsSM B npouecce obHosneHus Arenta ELLY

(pwc.

306). OTobpaxkaemble Ana 3anonHeHns 6noku 3aBuCAT OT BbIbpaHHbIX Ha ware 2 (3tan Bbibop

MoAaynen B Mmactepe yganeHHoro o6HOBMeHUs) Moaynen:

ecnu 6binun BbiBpaHbl ucknoumTensHo moaynu AreHTt ELLY Dallas Lock Windows, 1o 6yget
oTobpaxaTbCs Tonbko 6nok Yyemnasi 3anucs OC Windows, B gaHHOM criydae Heobxoanmo
3anonHUTL criegyloLine napameTpsl:
o none VMms ons BBoda NnorvHa agMuHucTpartopa 6esonacHoctn moayns Dallas Lock 8.0
(none obs3aTenbHO ANA 3anofiHeHUs);
o none lNaponb onsa BBoAda naporns (none HeobsizaTenbHO ANs 3aMOfIHEHWS).
ecnu 6binn BblOpaHbl McknoumTensHo moaynu AreHT ELLY Dallas Lock Linux, To 6yger
oTobpaxaTbCs TOnbko 6nok YyemHas 3anucs OC Linux, B JaHHOM criydyae Heobxoaumo
3anonHUTL criegyloLimne napameTpsil:
o none Mwms gnda Beoga nornHa agMmuHuctpatopa OC (none ob6a3aTensHO A4Ns 3anofnHeHns);
o none [lapons gna BBoga napons agmuHuctpatopa OC (none HeobsizaTtenbHO ANd
3anonHeHus).
Ecnu aktmBupoBatb u4ekbokc [lonb308amenb s8rsiemcss cyrnepronb3oeamesieM, TO MOns
Ansi BBO4A [aHHbIX Cyneprnosfb3oBaTenst CTaHyT HeakTuBHbIMW. B npoTmBHOM criyyae
HeoOX04MMO BBECTHM FIOTMH Y Napofb Cynepnonb3oBaTens.
npu ogHoBpemeHHoM Bbibope AreHtoB ELY Dallas Lock Windows n AredtoB ELLY Dallas
Lock Linux gns 3anonHeHus 6yayT otobpaxeHbl oba 6noka HacTpoek (puc. 306).



Macrep yaanéHHoro o6HoBAeHMA Arenta ELLY Dallas Lock

afF®m v

BBopa aBTOPH3aLUMOHHELIN AaHHEIX

YUETHbIE ABHHBIE 3AMMHHCTDETOPa OC KOMMBIGTENOE KAMEHTOE

&
o ¥ueTHan sanmce OC Windows
Inas admin
-
o
L2
Mapont  |sesesese o
®
1] YueTHan sannce OC Linux
(] Wuas user
Mapone  |esessses <

[] Nonesosarens seaseTca cynepnenssosatenem

Wrag root

Mapont  |ssssssssd o

Puc. 306. BBoa aBTOpM3aLMOHHbIX AaHHbIX ANA OGHOBEHUA

Mocne 3anonHeHust Bcex HeobxoauMbIX Nonen HYXXHO HaXXaTb KHOMKY Hanee.

4. Ha cnepywouen ctpaHmue (puc. 307) HeobxoaMMo ykasaTb NyTb K ANCTPMOYTUBY (MK NyTb K KaTanory
C OucTtpubyTuBamMu, ecnv Ha 3Tane Bblbopa mogynen Ana obHoBneHus Gbinyv BbiOpaHbl Moaynu
kak AreHT ELlY Windows, Ttak n AreHt ELY Linux) c obHoBneHuem. 3aTteM HaxaTb KHOMKY
O6HOBUTL.

Ons Toro, 4To6bI CKPbITL OT Nonb3oBaTensa npucytcteue AreHta ELLY, MOXHO BbIOpaTh CKPbITLIN PEXUM
YyCTaHOBMB COOTBETCTBYOLLMIA chnar.

Macrep yaanéHHoro o6HoBASHWA AreHta ELLY Dallas Lock

Mapamerpul oGHOBAGHMA
BLIGOP AMCTRHEYTHES W N3PIMETPOB GEHOEALHMA

oo aHele AncTprByTesl | Ciflsers/Admin/Desktop/ucchgent
[ Crpermsiit pexim 0

AETOMATUUE KM YCTZHOBMTE HEAOCTIKALLME NaKETEI

Hazaa Q6HOEHTE OTMera

Puc. 307. CTpaHMua napameTpoB 0GHOBNEHUA



5. [anee MOXHO mnpocmaTpmBaTb COCTOsIHME npouecca OOHOoBneHus ansa kaxporo AreHta ELYY
(pnc. 308). Tlo okoH4YaHWKM npouecca OOHOBIEHUS MNOSABATCA COOTBETCTBYHOLUME KOMMEHTapuUu
yOa4yHoro urnm Heyaa4yHoro 3aBeplleHus onepauun. [nsi 3aBepLueHns npolecca o6HoBneHnst AreHTa
ELLY HaxaTb kHOMKY 3aBepLUUTD.

Macrep yganéHHoro o6HoBAeHUA AreHta ELLY Dallas Lock

& mw v

MNpoyecc o6HOBAEHUA

@

IP-agpec . APM Mpouecc Tor

10.10.104126 Ucchgent\V |Ornpaska dhaina. i He HaligeH.
10.10.100.157 uccagentl |Onpaska haina. Daiin He HalgeH.

*a
<
b
@
®

o @

Hazaa, 3aepwiTa

Puc. 308. MNpouecc o6HoBneHus AreHTta ELLY

15.2.7 YpaneHune AreHta ELLY Windows

B OC Windows Heobxoanmo oTkpbiTh Myck — MaHenb ynpaBneHus — lMporpaMMbl U KOMNOHEHTHI.
B nosBuBwemca okHe w©3 cnucka Bblbpate nporpammy AreHt ELY Dallas Lock, HaxaTb
Ypanutb/3ameHnTb 1 noaTeepanTb yaaneHune (puc. 309).

[E Mporpamuel n KOMAOHEHTI = [m] X
« « 4 [ » Mawensynpasnesna > Mporpammel > [porpaMmel 1 KOMNOHERTS! v|®| | Moucke: Mporpatus: n kounowerTe: o
Mamens ynpasnern — v
ADMALUHAR CTPaHHLA AaneHue Uan MsMmeHeHve nporpaMmel

R — 118 yaaneHma nporpamie! BiGepuTe ee B cincke u LienknuTe "YaanuTs”, "Vismenuts” win "BoccraosuTs".

0BHOBNEHNI
& Binousnue nnm oTnrouEHNE o
commonerTos Windows Ynopagounats ¥ Vaanue/Vismenute - @
%] - Wzgatens Yecranoene.,  Pasmep Bepcwa
& Microsoft Edge Kopnopauns Maiikpacodt 19.06.2026 25876 149.04022.20
@ Microsoft OneDrive Microsoft Corporation 20.06.2026 549 ME  26.098.0524.0004
[#] Microsoft Update Health Tools Microsoft Corperation 20.01.2026 1,02MB 37400
jE'M\crusu&V\sua\ C++ 2015-2022 Redistributable (x84)... Microsoft Corperation 19.01.2026 20,6 MB  14.36.32532.0
jE‘M\cmsof‘tV\sua\ C++ 2015-2022 Redistributable (x86)... Microsoft Corperation 19.01.2026 180MEB 1436325320
&2l Paint Microsoft Corporation 28.03.2026
[%] Update for x64-based Windows Systems (KB5001716) Microsoft Corporation 02.02.2026 864 Kb  8.94.0.0
mVMwaraToo\s ViMware, Inc. 19.01.2026 103ME  12.4.0.23259341
@ ArentELY Dallas Lock Q00 "KonduaeHt" 26.08.2026 75.7MB  5.0441.3
(D ELY Dallas Lock 000 "Kondmaent" 25.06.2026 391MB 504413
S Hosernuer Microsoft Corporation 28.05.2026
B} Moaxniouenie k yaanenHomy pabouemy crony Microsoft Corporation 28.05.2026

000 "KoHOuAeHT" Bepcwa npoaykra:  5.0.441.3
Pasmep: 391 MB

Puc. 309. YaaneHue AreHta ELLY Dallas Lock

MacTtep yoaneHuns Arenta ELLY Takke MOXHO BbI3BaTb C MOMOLLbIO 3anycka yCTaHOBOYHOrO
ancTpmbyTuea.

Mocne noaTeBepxaeHusa 3anyctutca macTtep ypaneHuss Aredta ELYY Dallas Lock (puc. 310).
[na npooormkeHus yaaneHus HaxaTb KHOMKy danee.



EgouHbin ueHTp ynpaeneHus Dallas Lock
UHCTpYKUMA NO nCnosib3oBaHUIO

Q Mactep yaanenua - Arent ELLY Dallas Lock, sepcna 5.0.441.3 o7 01.07.2026 X

Vnanenue Arenta ELLY Dallas Lock

Jobpo noxanoearb!

AnA Hauana yaaneHuA AreHta ELY Dallas Lock eepcvm 5.0.441.3
HaskMUTe =/lanees.

ArenT ELLY DALLAS LOCK

m OTM ea

Puc. 310. OkHo Hauyana yaaneHus Arenta ELLY Dallas Lock

MpoBeputb 1 noaTBepauTb yoaneHue Arenrta ELY (puc. 303).
a Mactep yaanenun - Arent ELLY Dallas Lock, sepownn 5.0.441.3 o7 01.07.2026 *

MapameTpbl yaaneHus

MoxanyicTa, npoeepsTe BEsIBPaHHbIE NapaMeTpPsl YaaneHWA,

HaskmuTe "¥anuTe”, uToBel NpoAomKHTE, MAK "Hazaa", ecin XOTUTE BEpHYTCA K TNAEHOMY 3KpaHy yaaneHua,

Komnonenr: Arent ELLY Dallas Lock
Onepauma: ¥ganeHne
MyTe yeranoswrm: C:\Program Files (86)\uccAgentibin

Puc. 311. MNapameTpbl yaaneHus

[anee Bo3MOXHO HabnogaTtb 3a npoueccom yaanenus (puc. 312). Ecnu npouecc npowen 6e3 ownbok,
HeoOXoaMMO HaxaTb kHornky Janee, 3ateM 3aBepLWUTb.
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& Macrep yaanenus - Arent ELLY Dallas Lock, sepcua 5.0.441.3 ot 01.07.2026 X

YpaneHue

¥aaneHwe: Li\Program Files (db]\UCCAgENt\binistyles
Yaanenne: C\Program Files (x86)\uccAgent\bin'platforms
Yaanenne: C\Program Files (xB6)\uccAgent\bin\imageformats
\Program Files (x86)\uccAgent\bin\iconengines
\Program Files (x86)\uccAgent\bin\bearer
]
]
]

\Program Files (x86)\uccAgent\bin

\Program Files (x86)\uccAgent\uccAgentSettings.ini

Yaanenune: C:\Program Files (x86)\uccAgent

BHeceHue nsMeHeHnil B peecTp

¥aaneHne 3aBEpLUEHD, I

Puc. 312. Npouecc yaanenus AreHta ELLY Dallas Lock

15.2.8 YpaneHue AreHTa ELY Linux

Ons ynanenusi Arenta ELLY Heobxoammo obnagats npaBamu agmuHuctpaTtopa OC (root) Ha gaHHom [1K.
Hanee HeobGxoguMo 3anycTuTb WUcNonHsembld ann  «uccAgentUninsty (NyTb pacnonoXeHus:
/opt/uccAgent/bin/uccAgentUninst) B TepmuHane. Ons atoro HeobxoAumoO BbINOMHWTL B TepMuHane
KOMaHay:
sudo /opt/uccAgent/bin/uccAgentUninst

lMocne BbINOMHEHWUs KOMaHAbl 3anycTUTca OkHO MacTtepa yaaneHus Aredta ELLY Dallas Lock (puc. 310).
Hanee nopsagok yaanenus Arenta ELLY Dallas Lock aHanorndeH nopsaky yaaneHus gaHHoW nporpaMmbl
B OC cemenctea Windows (cMm. «YaaneHue Arenta ELLY Windowsy).

15.2.9 YpaneHue AreHta ELY Android

Ypanexve Arenta ELLY Dallas Lock Android nponssogutcsa cunamm OC 4Yepes HaCTPOVKU NPUIOXKEHMS.

15.3 Peructpauuna Arenta ELY B 1B

BapernctpupoBaTb moaynb AreHT ELLY Windows/Linux B JomeHe 6e30nacHOCTM MOXHO criegyrowmmm
cnocobamu:

e  BO BpeMs NoKanbHOW unu yaaneHHon yctaHoekn AreHnta ELY (cm. «JlokanbHasa yctaHoBka AreHTa

ELLY»);

e MyTeM CKaHMpOBaHWs ceTu (CM. «HacTpoiika Moayns»).

Beog AreHta ELlY Dallas Lock Android B [JomeH Ge3onacHOCTM BO3MOXEH TONbKO CO CTOPOHbI
YCTPOMCTBA, Ha KOTOpOM ycTaHoBreH AreHTt ELLY.

15.3.1 Peructpauua moayns AreHt ELLY Dallas Lock Android B [1b

Onsa ycnewHoro BBoga moaynsa AreHt ELLY Dallas Lock Android B 16 Arent ELLY n ELLY
JOJDKHbI HaxoanTbes B ogHom JIBC.

Ons BBoga B [lomeH 6e3onacHoctn moaynsa AreHt ELLY Dallas Lock Android Heobxoanmo 3anyctutb
Ha ycTponctee npunoxeHue AreHT ELLY Dallas Lock, nocne yero Ha akpaHe OTKpoeTcsi okHO BBop
B AoMeH 6e3onacHoctu ELLY (puc. 313), B koTopom TpebyeTcs ykasaTb criefytLmne aHHble:

e DNS-umsa nnwn IP-agpeca cepsepa ELLY;

e kntod goctyna k Ab;

e  1Ms YCTPOWCTBA, B COCTABE KOTOPOro HEOOX0AMMO BBECTU MOAYIb.



AredT ELLY Dallas Lock

Beopg B gomeH bezonacHocTH ELLY

OTNPABKA ANPOCA

[ | @ 4

Puc. 313. OkHo BBoaa AreHTa ELY Dallas Lock Android B 1B

[na npogomkeHns BBoga moayns B [1b HaxaTte kHonky OTnpaBka 3anpoca.
Ecnn npouecc BBoga mogynd B [b npowen ycnewHo, TO 4Yepe3 HekoTopoe Bpems MosABMTCH
cooTBeTCTBYIOLEe coobLleHme.

Mocne ycnewHoro 3aBeplleHnsa yctaHoBkn AreHta ELLY Ha TK, B aepese b KoHconn ELY B rpynne
HepacnpedeneHHbie 0bbekmbl OygeT co3gaH HoBbii APM, B cocTaB KOTOPOrO  BKITHOYEH
3apernctpupoBaHHbii Mmoaynb AreHTt ELLY Dallas Lock (puc. 314).

354

v [ HEPACTIPEAENEHHBIE OB bEKTHI

v B AgentAndroid-1

@ Arent ELLY Dallas Lock Android

. M CETEBHIE YCTPOWCTBA

Puc. 314. Oto6paxeHue AreHta ELLY B 1B

Ecnu y npunoxeHnss HeT COOTBETCTBYIOLLErO paspeLleHns, TO B OKHe pesynbTaTta BBOAA
moayns B [1b 6yanet otobpaxeH craTyc PaspelueHne Ha yBegoMeHe He NpegoCTaBreHo.
MpepocTaBuTL AaHHOE paspeLleHne MOXHO CriedytoLwumm cnocobamu:

e 13 CBONCTB NpunoxeHus cpegcresamm OC;
e HaxaTuem KHomMku 3anpocuTtb pa3pelleHue u3 nHrepdgenca Aredta ELLY.

Mpy HaxxaTum KHOMkM 3anpocuUTb paspelueHue OyAeT BbiBEAEHO OKHO MOATBEPXKAEHMS
C COOTBETCTBYIOLLMM COOBLLEHNEM 1 KHOMKamy Pa3pelunTb 1 3anpeTuThb:

e npu Haxatum PaspewmTb OygeT BbiBedeHO coobweHne «PaspeweHue
npedocmassieHo», cTatyc «Pa3peweHue Ha ysedoMmrieHUe He rnpedocmassieHo»
M KHOMKa 3anpocuTb paspelleHne UWCYE3HYT C 9KpaHa, B YBEOOMITEHUSIX
YyCTPOWCTBa 0TOOpa3nTcst yBedoMIeHne o ctaTtyce coeanHenus ¢ ELLY;

e npu HaxaTum 3anpeTuTb OyaeT BbiBEAEHO coobuleHne «PaspeweHue
He npedocmassieHO.

Ecnn B npouecce BBoga AreHta ELLY Bo3HMkna owwmbka, Ha akpaHe ycTponctBa OyneT BbiBeLeHO
coobLeHne 06 owmnbKe C COOTBETCTBYIOLLMM ONUCAHNEM.



BoiBog AreHta ELY Dallas Lock Android Bo3amoxeH criegyowmmm cnocobamu:
NPy OYUCTKE XPaHUNULLA NPUNOXKEHUSA Ha KITMEHTCKOM YCTPOMWCTBE;
npu yaanexum npunoxeHus AreHt ELLY Dallas Lock ¢ ycTpoincTBa nonb3oBartens;

e Npv nHnummnposaHun Ha ELLY komaHgbl YaanuTb Ha naHenu [elicmeus unn B KOHTEKCTHOM MEHHO
aepesa obbekToB [b.

Ecnv BeiBog 13 [1b ELLY npoussoanTtca co ctopoHbl AreHTa ELLY (knveHTCcKoro yctpomncrtsa),
T0 APM Oygetr oTpaxatbca B AepeBe [Ob nocne ypaneHus, HO OyaeT HeOoCTyMeH.
MoBTOpHEIM BBOA APM C Taknm ke HasBaHMeM He4OCTyneH, npeasapuUTenbHO Heob6xoaMmMo
yaanute APM u3 gepesa [b.

15.4 Hactpounka moaynsa Arent ELLY Windows/Linux

B Konconu ELY B gepese 16 AreHtbl ELLY oTobpaxatotcs kak otaensHele mogynu AreHt ELLY Dallas
Lock Windows unnu Arent ELY Dallas Lock Linux B coctaBe APM. 3Haukn AreHta EUY 3aBucsar
OT COCTOSIHUSA MOAYMSl U MOTYT MPUHUMATL CneayLwmnn Bua;:

. — MOAYfb HE NOAKMHOYEH.

@J [Ona koppekTHOM paboTbl OYHKUMW yOaneHHOro ynpaBreHusi ¢ nomolubto AreHta ELLY

MOAY b MNOAKMIOYEH;

Heobxogmmo Ha APM c Linux otkntounte npotokon Wayland.

15.4.1 CBopka moaynsa AreHt ELLY

Bknagka Ceodka (puc. 315) oTobpaxaeT obLiee cocTtosiHMe pabo4yer cTaHLMKU, Ha KOTOPYK YCTaHOBIEH
AreHT ELLY.

Ceogka

Wudopmauusa o6 obbekre v .
AENCTBUA

Beoa e /16 2026-06-2611:18:39 (GMT+03:00) ca—
Mocneanes nogintoue  «  2026-06-26 11:18:39 (GMT+03:00)
FQDN-uma DESKTOP-62ATKSP
IP-agpec fe80::8243:361 3:ae8c:dblf
MAC-agpec 00:50:56:A2:88:A2
MocneaHss akTeHaA ceccua admin
Cnoceb negkntoyenna Nec
Kommerapuii
Bepcun OC Egi;;&i;;]ﬁﬂ Windows 10 Pro / Bepcua 22H2 (cBopka OC
Bepcua arenta ELY 504412
Pekum paboel CranaapTHiii

WMHumaeHTbl 6esonacHocT v
33 nepuog 26.06.2026 Jkenopt
[ Toneko Henpoumrarisie

Mo koAmsecTey 33 nepnoa
5

3 Kommcrrapnii

0/0

1 OMEPATUEHOE ¥MPAB/IEHWE
He npouutato/Bcero
0 ~ - BuicntoumTs
00:0..  02:0.. 040.. 060.. 0&0.. 10:0.. 120.. 140.. 160.. 1&0.. 20:0.. 220..

Puc. 315. Bknagka «CBopka» mopyns AreHt ELLY



[ocTynHbl criegyrowme pasgensl MHPOPMaUMOHHOW NaHenu.
MUHdopmauusa o6 o6bekTe

B BepxHen yactu MHOPMAaLMOHHOW nNaHenn oTobpaxaeTcsa crneaywowas nHpopmaums o TekyLem
COCTOSIHUN MOAYNS:

MHdopMaLmsa o gate u Bpemern seoga B [1b;
WHpopMaunsl 0 gaTe U BPEMEHM NOCeAHEro NoAKII0YEHNS;
FQDN-uwms;

IP-agpec;

MAC-agpec;

MHdOPMaLNS 0 NocrnegHen akTUBHOWM CECCUM;
MHdopMauns o cnocobe NoaKIYEHUS;
Bepcus OC;

Bepcus AreHTta ELLY;

pexum paboThbl;

KOMMEHTapWi.

MHUnpeHTbI 6e3onacHoCTH

OTtobpaxaeTcs CIMCOK MHUMAEHTOB 6e30MacHOCTU ¢ rpadmnyeckor naHensto. [JoctynHa unbTpaums
oTobpaxkaembix CcObObITU MO nepuoay W HacTpolka oTobpaxkeHus auarpamm (cMm. «HacTtporika
MHUMOEHTOB 6€30M1acHOCTMY ).

[lBonHON KWK no cobbiTnio OTKpOEeT 3anncb B OTAEJsIbHOM OKHe, B CNCKe gaHHOoe cobbiTne 6yp,eT
NMOMEYEHO KaK NnpoYnTaHHoe. Mone KOMMeHmapULj OOCTYNHO AnA peaakTnpoBaHUA.

Ha naHenu nHctpymeHToB Bknagkm Ceodka (puc. 315) gocTynHel cnegyowme AeNCcTBUS:

e OOGHOBUTL — NO3BONSET 06HOBUTL UHPOPMaUWMIo Ha Bknagke Ceodka;
e Ypanutb — nepemeLlaet B 6a3oByto rpynny YoaneHHbie 06beKmbl C COXPaHEHNEM XKYPHAIIOB;
o KommeHTapun — pobGaBneHHbI KOMMeHTapuin oTobpasutcs B pasgene MHgopmayus
06 ob6bexkme Bknagkm Ceodka.
Ona mopgyna AreHt ELY poctynHbl criegywowivMe KOMaHAbl OnepaTMBHOrO ynpaeneHus (puc. 315)
Ha naHenn MHCTPYMEHTOB:
BblkntounTb;
MepesarpyaunTb;
CobpaTb XypHanbl;
CVHXpPOHN3MpPOBaTb;
YpaaneHHoe ynpasneHuve.

PesynbTaTt BbINONHEHWS KOMaHA, OnepaTMBHOIO ynpaBneHus He oTpaxaetcs B XKypHanax
ELY. Takke He npefycMOTpeHbl BCNMbiBalOWuMe U Npovve yBefoMIeHuUs O pesynbraTtax
BbINOMHEHWUSI KOMaHA, ONepaTUBHOrO YrpaBreHus.

15.4.2 CO6op xypHanoB AreHta ELLY

Ona nonyyenus B ELLY Dallas Lock 3anucen xxypHanos, BegyLimxcsa Ha TC, rge yctaHosneH AreHt ELLY,
HeobOxogmMMo npoBefeHne cbopa xypHanoB. COop XypHanoB MOXeT OblTb MPOBEAEH MpU YCIOBUM
Hanuuus ceteBoro nogkrtoyeHus mexay ELLY n TC ¢ yctaHoBnNeHHbIM AreHToM:

e nepuognyecku (cM. «lapameTpbl paboTbl MOAYNEN»);

e [0 KOMaHge nonb3oBatensa n3 Konconu ELY.
KomaHga Cob6patb xypHanbl B KoHconu ELY gna mopyna AreHTt ELLY poctynHa Ha Bknagke Ceodka
Ha naHenu uHctpymeHtoB OnepamuesHoe yrpasneHue (puc. 315).

15.4.3 [opknioyeHue K yaaneHHoMy pabo4yemy ctony

Ans nofkntoyeHus kK yaaneHHomy paboyemy ctony TC, Heob6xoamumo:

1. Bbibpatb HyxHbI Moaynb AreHT ELLY B nepese [b.
2. Ha naHenu uWHCTpymeHTOB B pasgene OrniepamueHoe yrnpasseHue BbiOpaTb MNyHKT YAaneHHoe



ynpaBneHue (puc. 315).
3. Ha APM, rge yctaHoBneH AreHT ELY, noseButca okHO (puc. 316), B KOTOPOM MOSfb30BaTENO
HeobXxoaMMO BbIOpaTb AENCTBUE C MOMOLLIbIO KHOMOK:
e kHomka MogknounTb cenyvac No3BosiIeT HayaTbk CeaHC yaaneHHoro NoAKMYeHns;
e KHoOMka OTKNOHUTbL NO3BONSAET OTKIOHWUTbL 3anNpoOC Ha CeaHC yAaneHHOro NoAKMYeHUs;
e kHOMKa 3akKpbITb () MO3BONSET OTKMOHWTL 3aMPOC Ha CeaHC YAaneHHOro NOAKMIoYEHMS
(paboTaeT aHanornM4Ho kHonke OTKIIOHUTD).

O

K A3HHOMY KOMMNEHITERY BRINOMHEH 3aNPOC HE ¥ ASNEHHDE NOLKMHYEHHE,
Yepes 88 cekyHa 3anpoc By AeT SETOMATHYECKH OTKNOHEH,

[MoakAHYKTh ceMdac DTAOHKTR

Puc. 316. OkHO yaaneHHoro nogknoyeHus Ha ctopoHe APM c AreHtom ELY

Ecnn co crtopoHbl APM, K KOTOpPOMY BBINOMHAETCA 3anpoC Ha CeaHC yAaneHHOro MOAKITHYEHNS,
He NPOM3BOAUTCH HUKaKMX [AenWCTBWUW, TO 3anpoc Ha ydaneHHoe noaknoyeHve OyaeT npepsaH
Mo UCTEYEHUN BPEMEHM, YCTAHOBMIEHHOro nonuTtukon Bpemsa oxmpaHua nogknwouveHus no VNC
(cekyHpn).

Ecnu nogkntoveHne BO3MOXHO, TO Ha 3kpaHe 0Tobpa3muTcsa 3anylleHHast ceccus Ha BblOpaHHoM TC.
B nHom cniyyae nosiButcs coobueHme o6 owmnbke (puc. 317 wnu puc. 318).

Ons Toro 4tobbl cHATL BNokMpPoBKY akpaHa npu nogknoyeHun no VNC, Heobxoammo HaxaTb codeTaHune
knasuw Win+Del.

Ownbka >
()

He yaanocesamycTure WHC-cepeep Ha waaneHHOR MaLLKHe!
Mones0BaTenE He OTEETHA HA 3aMPOC WAAAEHHOMD NOAKAKYEHKA

(0]i4

Puc. 317. Owmnbka yaaneHHOro nogkio4YeHus

U Owwéka x

He yaanoce zanyctute VMC-cepeep Ha yaaneHHoW MaLLMHE
Monb3oEaTent OTKACHWN YIANEHHOE NOAKAHINEHIE

Puc. 318. Owmnbka yaaneHHOro NogKknoYeHus

Ecnun Cepsep ELY n KY ELY pa3epHyTbl Ha OC Windows, To:

e npu nogknoydeHum no VNC k OC c yctaHoBneHHbiM AreHT ELLY Linux npoucxogut 6nokmpoBka
paboTtbl "ropsunx” knasuw (Ctri+Alt+T) — OTKPbITE TEPMUHAN HEBO3MOXHO;

e npu nogkntoveHmn no VNC k OC c yctaHoBneHHbiM AreHT ELY Linux (Astra-bpect, Open,
CmoneHck) n ucnonb3oBaHun "ropaumx” knasuw (Win+T — ans oTKpbITUS TepMmuHana) —
nocnegytwowas pabota B TepMuHane 0noknpoBaHa;

e npu nogknoyeHun no VNC k OC c yctaHoBrneHHbiM AreHT ELLY Windows n OTKpbITUS OKHa
BoeinonHutb (Win+R) — BBOA KOMaHA Ha ncrnonHeHve B none Omkpbimb 6N1OKMpOBaHO.

CobbITus, CBA3aHHbIE C yaaneHHbIM nogknoveHnem k TC, oukcupytotces B xxypHane XKypHarn
EL]Y (owumnbkun NOAKNIOYEHNS, HAYano 1 3aBepLUeHNE YaaneHHOro NOAKIIYEHNs).



OpHoBpemeHHoe noakmntoyeHne k TC ¢ yctaHoBneHHbIM AreHToM ELLY BO3MOXHO TOMbKO
L c oaHowt KoHconu ELLY.

Mpn mHMumMmMpoBaHun nogkmntoveHna no VNC koHconb ELLY Grnokmpyetcda OO MOMEHTa
L NoAKNYeHns/oTka3a B NOAKITHOHEHUN.

MopkntoyeHne k TC (c yctaHoBneHHbiM AreHtom ELY), pacnonoxeHHbim 3a NAT,
no npotokony VNC He noaaepxuBaeTcs.

15.4.4 NMonutukm moaynsa AreHt ELLY

Ha yposHe mogynst AreHt ELLY B cnucke Ha Bknage lNMonumuku (puc. 319) 4OCTYNHbI TOMBLKO MOMUTUKMK,
aktyanbHble and mogynsa Arent ELLY (cm. «MNonutukun OB»).
Q v e MoauTHm

CMNPEAEAEHHGIE OBB.. A AEACTEMRA
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OUALTPBI

Wma nonumake |

B YANEHHBIE OBBEKTSI OMEPATUBHOE ¥TIPABJIEHVE

B MoauwHeHHLIA AomeH
CHHXpOHW3MpOBaTE

Puc. 319. Bknaaka «Monutukn» mopyns AreHt ELLY

Hactpoiika nonutuk Ans Moayns npousBOAUTCA aHanormyHo HacTpovke nonutuk aAnsa rpynnel OB
(cm. «MNonutukmn _ana rpynnel [B»). [Ons npuMMeHeHWs napameTpoB Ha MoAynsax Heobxoguma
CUHXPOHM3aLUS.

15.4.5 3apaHua moaynsa AreHt ELLY

Ha yposHe mogynst AreHt ELLY B cnucke Ha Bknage 3adaHusi OOCTYNHbI ANS CO34aHUSA TOMbKO 3aJaHus,
aktyanbHble ons AreHta ELY (puc. 320):
e OT4eT 06 annapaTHoM obecneveHny;

e ypnaneHve AreHTta ELY;
e OTYeT O NPOrpaMMHOM obecrneveHunn.



D MacTep co3ganua 3aaaHus x

EoiBepute TMN Mogyna

Arent ELLY Dallas Lock Windows K1 b

Erifepure TMN 23gaHMA

OTyér ob annapatHom cBecnedeHnn

¥naneHwe areqTa ELLY

OTuET 0 nporpaMmHom cBecnedeHnm

Cosgate Ormena

Puc. 320. Mactep co3naHus 3agaHus ans moaynsa AreHt ELLY Windows

Tunel 3agaHun ognHakosble ang mogynen AreHT ELLY Linux n AreHt ELLY Windows.

PaboTta c 3agaHnsmn ansa moaynsa AreHT ELLY npousBoguTcs aHanornmyHo HacTpovike 3agaHun ans [Ob

(cMm. «3aganua 16»).

ﬂ]’lﬂ BbIMOJIHEHNA 3aaHUA Tp66yeTCﬂ CUHXPOHM3aUna ¢ mogynem.

15.4.6 OTtyeTbl Mmoayna AreHT ELLY

Ha yposHe moayna AreHT ELY Ha Bknage Omyemsi (pyc. 321) OCTYMHbI crieayowme oT4eTbl MOAYNA:

e 0T4yeT 06 annapaTtHom obecneyeHun (coaepXxuT MHopmaumio o MaTepuHckon nnate, BIOS,
npoueccopax, onepatusHon namatn, PCl-ycTporcteBax n o HakonuTensx);

e OTY4EeT O nporpaMmHOM obecneyeHun (coaepkut uHPopMauMio 0060 BCEX YCTaHOBMEHHbIX
nporpammax (ans mogynen AreHt ELY Windows) vnu naketax (ana mogynen AreHt ELLY
Linux)).

MepBble nony4veHHble ona AreHta ELLY (otueTbl 06 annapatHom obecneyeHun u [10O) cTaHoBsATCS
aTanoHHbIMK. Cnegylowme nonyyaemble OTYETbl CPAaBHUBAKTCS C 3TANOHHbIM. [lepBbin OT4yeT Gyaer
nony4veH ELLY Dallas Lock cpa3sy nocne npouecca peructpauun mogyns Aredt ELY B [1b.

Hap Tabnuuewn ectb none lNoka3ame moribKO omu4yus, yCTaHOBKa cbriara HanpoTMB 3TOro Nons NpMBOAUT
K nepexoy B pPeXum OToOpaXeHus OTNMYMsi OT4eTa, Tekywlero oT 3TanoHHoro. CHsTue cnara
BO3BpaLlaeT K NPOCMOTPY BCEX NapaMeTpoB.

Ha nanenu wnHctpymeHnToB [elicmeusi Bknagkm Omyemb! OOCTYNHbI Cregylolme KomMmaHabl no paborte
c otyetamu moaynsi AreHt ELLY:

e  OOGHOBUTbL (MONYYMTb TEKYLLUIA OTYET C MOAYNSA U CPABHUTL C 3TArlOHOM);

e [lpumeHWTb M3MeHeHMs (caenaTh TEKYLLUA OTYET STANOHHBIM);

o CoxpaHuTb B (hann (Mo3BONsieT COXPaHNTb TEKYLLUIA OTYET B TEKCTOBOM hopmaTe).



Q Y © Otyetsl

JTUET 0B annapaTHoM oBecnedeHuy OTUET O NPOrPaMMHOM oBecneyeHi

v JomeH BezonacHoTK

AEACTBAA

[ Nokazare Tonska amamema

Tpurersb warenenma

FrANOHHBIA oTyeT (2025-06-09 16:28:01 (GMT +03:000) Tekylwpii oT4et (2025-06-08 16:28:01 (GMT +03:00))
1 Oruer ob annapatnom ofecnevsrim 1 Oruer 0B annapatnom obecnedsrim Obnosmms
2 H CoxpaHus B thain
3 Tun {BIOS 3 Ton {BIOS
4 Npovssogurens : Wiware, Inc. 4 Npovssogrens : Viviware, Inc.
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Puc. 321. OtyeTbl moayns AreHt ELLY

[Meproanyeckoe cpaBHEHME OTYETOB MOXHO HacTpouTb B pasgene «llapameTtpbl paboTbl
MOAyNneny.

MonyyeHHbI Tekywmi otyeT oT AreHta ELY cpaBHuBaeTcs ¢ 9TanoHHbIM. PesynbTaTt cpaBHeHus
oTobpaxaeTcsa B paboyen obnacTtun Bknagku Omyemei.

Ecnuv nony4YeHHbI OTYET OTNMYAETCH OT 3TANIOHHOrO, TO NPOUCXOAMUT HapyLUeHWe LenocTHOCTU. B Takom
cny4yae nosiBnsieTcs yeoMreHue o6 nHumaeHte 6e3onacHocTi, a oTnnunsa B ot4eTe OyayT BblAerneHbl
LBETOM.

Mpu BbIOOpPE Ha nNaHenu MHCTpyMeHToB [elicmeus komaHabl CoxpaHuTb B painl OTKPbIBAETCH OKHO
CoxpaHutb oT4eT 00 annapaTHom obGecnevyeHun unm CoOXpaHUTbL OTYET O MNPOrpamMMHOM
obecnevyeHnn COOTBETCTBEHHO.

B okHe Heobxoaumo ykasaTb NyTb AN COXpaHEHUs, U 3agaTh UMst cpanna (Mo HeobxoAUMOCTH, 3aNONHUTL
WHpopmaLmio 0 nogpasfeneHnsax 1 aBToMaTUu3MpoBaHHOM CUCTEME).

B wanke otyeTa pgononHutenbHo OyaeT 3adumkcupoBaHa MHGOpMauus O  Nofb3oBarerne,
WHMLMMPOBAaBLUEM COCTaBMeHne oT4YeTa, JaTa COCTaBrneHns oT4eTa 1 MM KOMNboTepa.



D CoxpaHuTe 0TYET 0 NporpaMmHom oBecnedeHumn X

CoxpaHute dain Kak..

MyTe:  ftware 2024_07_04 16_46_58.¢|

WMhdropraauma:

HazeaHue nogpasaensHun

HammeHoeanne AC

OTBETCTEEHHEIE anua:

HauaneHuk nogpasgeneHus
HauaneHnk nogpazgeneHna T3K

HavaneHunk Nogpasdenedna ConpoBoXAEHNA

CoxpaHnts Otmena

Puc. 322. KomaHpa «CoxpaHuTb B thann»

15.4.7 XypHanbl AreHta ELLY

Bknagka )Kypranb ons AreHta ELLY no3sonsieT npocmMaTpuBaTh XypHanbl 6e3onacHocT1 Moaynsi.
Ons moagynsa AreHt ELLY Windows (puc. 323) gocTtynHbi:

CucTeMHbIV XXypHan;

XKypHan npunoxeHun;

XKypHan 6e3onacHocTy;

>KypHan ycTtaHOBOK.

KypHansi

Jllome ONacHOCTY = =
H JKypHan NPHACKEHHiA l KypHan 6e30nacHocTH ] [ JKypHan ycraHosoK I =

Lome onacHocTHl2

HEPACTIPELENEHHBIE OFbEKTHI ID - Bpews i e Vi APM i e mes ners OUNBTPLI
cacrn Microsoft-Windows-EventSystem DESKTOP-1BGEAP? 4625 Moacucrema Eve. T
eactun Microsoft-Windows-EventSystem DESKTOP-1BGEAP Mogcwcrena Eve... 100

eaerna Microsoft-Windows- Systemn DESKTOP-1BGEAPZ 4¢ Moacucrema Eve...
n DESKTOP-1BGEAP!
stern DESKTOP-1BGEAP

stem DESKTOP-1BGEAP

["] unerp no sperernn

Arent ELLY Dallas Lock Windows Coeaerma Micr Windows- Moacucrema Eve.. 0

Vindows-Ev Moacwcrema Eve..

OBAJl

Vindows-Ev Moacucrema Eve..

CETEBbIE YCTPOWACTBA eaenns Microsoft-Windows- stem DESKTOP-1BGEAP. Mogcwcrema Eve...
YAATEHHBIE OBLEKTbI Ceegenma Micr Windows-| n DESKTOP-1BGEAP: Moacucrema Eve.. DuAkTp No napameTpar
: ’ Ceegenna Microsoft-Windows-EventSystem DESKTOP-1BGEAP2 4625 MNoacwcrema Eve... Tun -
Puc. 323. XKypHanbil Arenta ELLY Windows
Ona moayns AreHt ELLY Linux (puc. 324) oocTynHsbl:

e  CuCTeMHbIN XypHanm;

e XKypHan ayTeHTuUdukaumu,

e KypHan nonb3oBaTernbCKUX COOBLLEHUN;

o XKypHan nevatn.
o 2 e T | Hypran sy [ e || Xypan resarn
o DUNBTPBI

ID Y Bpems  Tun  Metounuk  MMAaAPM  CooBuienue
Konuuecrso sanpz
100

ucc
(][ —

@ Aren ELLY Dallas Lock Linux

Puc. 324. XypHanbi Arenta ELLY Linux



PaboTa c xypHanamm mogynen onucaHa B pasgene «KypHanbl MOAynsay.
[ns nony4eHuns 3anucen xypHanoB ¢ modyns TpebyeTcs BbinonHeHne cbopa KypHanos.

15.5 HacTtpounka moaynsa Arent ELLY Android

B KoHconn ELY B poepeBe b AreHTt ELLY oTtobpaxatotcst kak moaynu AreHT ELLY Dallas Lock Android
B coctaBe APM. 3Hauku AreHTa ELLY 3aBMCST OT COCTOSIHUA MOAYNS U MOTYT NPUHUMAaTb CrieayoLnii BUA:

— MOAyJ1b NOAKITHOYEH;

— MOAyJ1b HE NOAKITHYEH.

15.5.1 CBopka moaynsa AreHt ELLY

Bknagka Ceodka (puc. 325) oTobpaxaeT obLiee cocTtosiHMe pabo4yer cTaHLMKU, Ha KOTOPYK YCTaHOBIEH
AreHT ELLY.

Q v @ Ceoaxa
354
* O HEPACTPEENEHHLIE CEBEKTH Vpopmaums o obekre e cxre
v B AgentAndroid-1 Beoa s 0B 2025-06-09 14:39:59 (GMT~+03:00) o —
@) Py B Ts (e Ararat Mocneanee noactouenue 2025-06-00 14:40:48 (GMT+03:00)
FQDN-umas localhost
M CETEBbLIE YCTPOMCTBA P-agpec 192.168.130.100
™ HHBIE OBBEKTHI MAC-aapec 00:DB:D0:FG:EGED
o B Hosas rpynna Bepcua OC Android 9
Bepeua arenma ELY 403
= KommenTapuii
= Meoaens asus ASUS_Z01QD
Yetpoiicteo star2gltechn
L]
WMHuMgeHTb BesonacHoOCTH ~

]

3a neproa: 09.06.2025 00:00 - 09.06.2025 23:59 Sxcnopr

[ Tonexo HENPOYHTEHHBIE

Mo konusecTsy 3a nepuoa

i Yaanuts

He npouutaro/Bcero

® Konuuecteo

Puc. 325. Bknagka «CBopgka» moayns AreHt ELLY

JocTynHbl criegyrowime pasgensl MHPOPMaLUMOHHOW NaHenu.
MUHdopmauusa o6 o6bekTe

B BepxHelt YacTM MHGOPMaLMOHHON NaHenu oTobpaxaeTcs creaylolas MHopMaUus o TeKyLleM
COCTOSIHUM Moayns:

WHdopMaLKa o gate u BpemeHn seoga B [1b;

MHdOpPMaLKA 0 AaTe U BPEMEHN NOCNeOHEro NOLKMYEHNS;
FQDN-uwms;

IP-agpec;

MAC-agpec;

MHdOPMaLNSA 0 NocrneaHen akTUBHOWM Ceccumn Nonb3oBaTens;
Bepcus OC;

Bepcus AreHTta ELLY;

KOMMEHTapui;

MoAernb YCTPONCTBA;



e o0wee Ha3BaHMe annapaTHOro YCTpOWCTBa, OOO3Havawllee CepunHoe cemencTBo / Tun
ycTpoucTaa.

MHumnpeHTbl 6e3onacHocTU
OTobpaxxaeTcsa cnUCcok NHUMAEHTOB 6Ge3onacHOCTH ¢ rpacdmyeckon naHenbto. [loctynHa munbTpauus

oToGpakaemMbix COGbLITUMA MO MepuodZy W HacTpolka oTobpaxeHus aunarpamm (cm. «HacTtponka
MHUNOEHTOB 6€30M1acHOCTMY ).

[BOViHOM KNMK NO COObLITMIO OTKPOET 3anuCb B OTAEMNbHOM OKHEe, B CMUCKe AaHHOoe cobbiTve byaer
NnomMeYeHo Kak npoymTtaHHoe. None KoMmmeHmapul BOCTYNHO AN peaakTMpoBaHuWs.

Ha nanenu nHctpymeHToB Bknagkm Ceodka (puc. 325) AOCTYNHbI cneayowmne AenCcTBuS:
e OOGHOBWUTbL — NO3BONSET 0OHOBUTL MHpOpMaUMo Ha Bknagke Ceodka;

MHdopmauma Ha Bknagke Ceodka Takke OOHOBMSIETCA NpU  KaXaoM MOAKMYEHUn
ArenTta ELLY Dallas Lock Android k 16 ELLY.

e Ypanutb — nepemelyaet B 6a3oByto rpynny YoaneHHbie 06beKkmel;
e KommeHTapum — pobGaBneHHbIN KOMMeEHTapun oTobpasutcs B pasgene MHgpopmayus
06 ob6bexkme Bknagkn Ceodka.

15.5.2 3apaHua moaynsa AreHt ELLY

Ha ypoeHe moayns AreHT ELLY B cnivcke Ha Bknage 3adaHusi AOCTYMNHbI ANS CO3AaHUS TOMbKO 3adaHus,
akTyanbHble ans AreHta ELLY (puc. 326):

e VHdopmauumsa 06 ycTporicTBe — 3agaHne Ha co3gaHne otyeTa o6 annapaTHOWM YacTu YCTPOWCTBA,
KOTOpoe BKr4aeT B cebA AaHHble O npoueccope, CeTeBOM ajanTtepe, NaMsaTh, akkymynsarope
W 3KpaHe;

e OrtyeT 0 nporpaMMHOM obecneveHWM — 3ajaHue Ha co3fgaHuve oTyeTa 06 YCTaHOBMEHHbIX
Ha YCTPONCTBO NPUMOXEHNSIX.

U MacTep cozganua 3aaaHua >

BriBepuTe TN MOgyNA

Arent ELLY Dallas Lock Android ~

BriGepuTe THIN 3383HKA

OTUET o nporpammHom cBecneyeHnm

Mudopmauna ob ycrpoiicTee

Cospatb Ormena

Puc. 326. Mactep co3naHusa 3apaHus ansa moayns AreHt ELLY Dallas Lock Android

PaboTta ¢ 3agaHnsmn ana mogynsa AreHT ELLY npovsBoguTcs aHanormyHo HacTpowvike 3agaHunm ans [Ob

(cm. «3aganug [1b»).

15.5.3 OTtyeTbl moayna AreHT ELLY

Ha yposHe moaynsa AreHT ELY Ha Bknage Omyemsi (pyc. 327) OCTYMHbI crieaytoLlme oT4eTbl MOAYNSA:

e uHGopmauua ob ycTpoincTee (CoaoepXWT WHdopmaumio o6 annapaTHOW YacTu YCTPOMCTBA,
KoTopasi BKMoyaeT B cebs JaHHble O npoleccope, CETEBOM afantepe, NamsaTh, akkyMynsitope
N 9KpaHe);



Otyetr UHOpmaLma 06 ycTpoMcTBe MOXET HE coAepXaTb CBEAEHWN O KOMMOHEHTax,
OOCTYN K KOTOPbIM OFpaHMYEH UM OTCYTCTBYET.

e OTYeT O NporpaMmMHOM obecneyeHnn (CoaepknUT MHpopmaLunto 06 YCTaHOBMEHHbIX HA YCTPOMUCTBO
NPUNOXEHUSIX).

Ona oTobpaxeHus paHHbix 06 obbeme yctaHoBneHHoro O B otyete OTYeT
O nMporpamMmMHoOM obGecnevyeHMn HeobxoaMmMo BblgaTb paspelweHve Arenty ELY

B HacTpoukax OC.

MepBble nony4veHHble ona ArenHta ELLY (otueTtbl 06 annapatHom obecneyeHun u [10) ctaHoBATCS
aTanoHHbiMK. Cregylowme nonyyaemble OTYETbl CPAaBHUBAKOTCS C STANoOHHbIM. [lepBbin OT4yeT Gyaer
nonydeH ELLY Dallas Lock cpa3sy nocne npouecca peructpaumm moaynsa AreHt ELLY B [1b.
Hap Tabnuuewn ectb none lNokazame mosibKO omuyus, yCTaHOBKa briara HanpoTyB 3TOro Nons NPpMBOAUT
K nepexogy B pPexXum OTobpaeHus OTnuvymMs OTveTa, Tekywero OT 9dTanoHHoro. CHsatue pnara
BO3BpaLlaeT K NPOCMOTPY BCEX NapaMeTpoB.
Ha naHenu mnHctpymeHToB [elicmeus Bknagkm Omyemb! OOCTYNHbI criefylolmne KomMaHabl no pabote
c otyeTamun moayns Arent ELLY:

e OBHOBUTL (NOMNYYMTb TEKYLLUIA OTHET C MOAYNSA U CPABHUTL C 3TArlOHOM);

e [lpuMeHWTb M3MeHeHMs (caenaTh TEKYLLUA OTYET STANOHHBIM);

o CoxpaHuTb B (hann (no3BonseT COXpaHUTb TEKYLLMIN OTYET B TEKCTOBOM hopmaTe).

Q v © Otuets!

JTYET O NPOrpaMMHOM obecnedeHmi

[] Noxasars tonsko ornuuia
Iranonmeii oTuer (2025-06-09 14:40:48 (GMT+03:00)) Tekywsuii orer (2025-06-00 14:40:45 (GMT+03:00))

¥ (O HEPACMNPEAENEHHBIE OBbEKTbI AEVCTBNA

v @ AgentAndroid-1
B Mpumenns namenenua

{ @ Areut ELLY Dallas Lock Android

B CETEBBIE YCTPOWCTBA
B YJANEHHBIE OBBEKTHI

M Hogan rpynna

[CI'e I < I 4

C I BT

I'Iepmo,cl,l/lquKoe CpaBHeHne OoT4eTOB MOXHO HaCTpOUTb B pasgere «MapameTpbl paboThl

Moayneny.

MonyyeHHbIn Tekywni otdyeT oT AreHta ELY cpaBHuMBaeTcsi ¢ 3TanoHHbIM. PesynbTaT cpaBHeHUsi
oTobpaaeTcs B paboyent obnacTtu Bknagku Omyemei.

1 O 0 nporpanmHom obecneseHIn
2

3 Hasearne: com.android.cts.privictsshim

4 Maer:  com.android.cts privictsshim

5 Bepcum: 8.1.0-4396705

[

7 Hassarne: Caenats sbipes & yry

8 Maker:  com.android.internal display.cute
9 Bepenm: 10

10

11 Haseanne: Android Services Library

12 Maker: com.google.android.ext.services
13 Bepenn: 1

14

15 Hassarie: YsenuuuTs Bbipes sasoe

16 Maker:  com.android.internal display.cute
17 Bepeun: 10

12

19 Hasearne: Hacrpoiikn mobunarioii cern

20 Maker:  com.android.providers.telephony
21 Bepenn: 9

2

23 Hassanne: Mamats kanergaps

24 Maker:  com.android.providers.calendar
25 Bepeun: 9

%

1 OTer o nporpammHom oBecneyerin
2

3 Hasgarme: com.android.cts.priv.ctsshim
4 Maxer:  com.android.cts.priv.ctsshim

5 Bepcwm: 8.1.0-4396705

6

7 Hassarme: Caenats seipes & yry

& Maxer:  com.andraid.internal display.ct
9 Bepenm: 1.0

10

11 Hassarme: Android Services Library

12 Maker:  com.google.android.ext.servics
13 Bepenm: 1

1

15 Hassarie: Ysennuus ssipes sgsoe

16 Maker:  com.android.internal display.ct
17 Bepenm: 10

18

19 Hassare: Hacrpeiicn moBunsroii ceme
20 Maker:  com.android.providers.telepha
21 Bepenm: 9

2

23 Hassarine: Mamate kancraaps

24 Maker: com.android.providers.calends
25 Bepewm: 9

%

Puc. 327. OtyeTtbl moayns Arent ELLY

06HOBUTH

Coxpanmtt & gaiin




Ecnu nony4yeHHbI OTYET OTNMYaETCS OT 3TaNOHHOMO, TO MPOUCXOAUT HapyLUeHUe LienocTHOCTU. B Takom
cnyvyae nosiBNseTcs yBegomreHne o6 uHuuaeHTe 6e3o0nacHoCTU, a OTNNYNA B oTYeTe ByayT BblOeneHbi
LiBETOM.

Mpu BbIGOpe Ha naHenu UHCTpymeHToB [elicmeusi komaHabl CoxpaHuTb B dpann, OTKpbIBAETCA OKHO
COXpaHeHMs1 OT4yeTa, B KOTOPOM HeoOXOoOUMO ykasaTb NMyTb OfIA COXpaHeHus, U 3adaTb umsa davina
(Mo Heo6xooMMOCTH, 3aNOMNHMTE MHOPMaLMIO O NoApa3geneHmsax u aBTOMaTM3NpPOBaHHOW CUCTEME).

B wanke otyeta pgononHuTeneHo OyaeT 3aduKcupoBaHa MHopmaums O nonb3oBaTene,
VMHULMMPOBAaBLLEM COCTaBJIEHNE OTYEeTa, AaTa COCTaBfIEHUs oT4eTa, MMSA KOMMNbIOTepa, cnocob cosgaHns
oTyeTa, Bepcus AreHta ELLY n onepauunoHHas cuctema.

O CoxpaHuTe OTHET 0 NpOrpaMmMHONM oBecnedeHmn X

CoxpaHuTe dain Kak...
Myts:  sare_2025_06_09_14_48_57.htm
WMHpopmauymna:
HazeaHwe nogpasgenenus
HaumeHoeanme AC
OTEETCTEEHHbIEﬂMLI,E!

HauaneHwk nogpazgeneHua
HaqaneHuk nogpasaenequa T3

HauansHuk nogpasfjeneHna CoNpoBoHAEHNA

CoxpaHuts OTmena

Puc. 328. KomaHpa «CoxpaHuTb B thann»



16 KASPERSKY SECURITY CENTER

16.1 HacTtpounka Kaspersky Security Center

Ona HacTporkn napametpoB Kaspersky, Heob6xoamMmo B rmaBHOM MeHio koHconu ELLY BbiGpaTb MyHKT
Hactponka KSC. [lpu Haxatuu, oTkpoetca cTpaHuua Hactpomka Kaspersky Security Center
(puc. 329).

> Hacrtpoiika Kaspersky Security Center
=

MapameTtpbi ~
@ X Mepuoa cBopa xypHanoe c cepeepa KSC: [RRIH ~
., QR
o]
-
il
]| -
— MogknroueHue k Kaspersky Security Center ~
L2
® . .

[TE] DNS nma IP-appec xocta  Bepcus npopykra
i ]
® JobaswTe HoBbIi KSC

Puc. 329. CtpaHuua Hactpoiiku Kaspersky Security Center

B 6noke napameTpbl 3agaeTcsa nepnoguyHocTb cbopa XXypHanoB U CUHXPOHM3aumn ¢ cepepoM Kaspersky
Security Center (KSC). lNMepuoa cbopa xypHanoB ¢ cepBepa KSC u nepuon CUMHXpOHM3aAUUU MOTYT
npyvHUMaTh 3HadeHunsa ot 5 MmuHym go 1 Hedenu n «Hukozda». 3Ha4yeHne no ymonyaHuwo — «7 4.».

16.2 NMopknroveHue k Kaspersky Security Center

Ons nopkntoyeHns k KSC Heobxoammo OTKpbITb rnaBHoe meHo KoHconun ELY u BbibpaTb NyHKT —
Hactpownka KSC.
B 6nioke lNodknoydeHue k Kaspersky Security Center (puc. 330) HaxaTb kHonky [lo6aBuT HoBbIN KSC,
B OTKPbIBLUEMCS OKHE YKa3aTb:

e cepBep KSC (cdopmat BBOAa <adpec>:<rnopm>. B kayecTBe agpeca MOXHO yka3aTb DNS-uwms,

NetBIOS-umsa, nnbo IP-agpec);
e nmsa agMuHuctpartopa KSC;
e Mapone.

Haxatb kHornky MopgkntoveHue gns nogreepxaeHuss nogkntodeHnss k KSC. [na oTMeHbl NOAKMYEHUsI
HaxxaTb OTMeHa.



U Mogrniouenune k Kaspersky Security Center *

Ceresoe wma cepeepa K5C

Mra agranHucTpaTtopa KSC

Mapone
Puc. 330. NoaknioyeHune k Kaspersky Security Center
Ecnu nogknioveHne npowno ycnewHo — B cnegywouwem okHe (puc. 331) oTobpasutca 6asosas

nHpopmauums o cepeepe KSC.

YcTtaHoBka cnara Aesmomamuyeckud 8800 8 []b Hosbix knueHmog KES — no3sonseT 3apernctpnpoBsatb
Bcex knueHtoB KES, Bxoaswmux B coctaB noakntoyaemoro cepsepa KSC, B JomeHe ELLY Dallas Lock.
lMocne pegakTnpoBaHMsA napameTpoB HaxaTtb kHonky Beectu B AB.

O Moarmoserme x Kaspersky Securty Center X

Agromamieecomi seog & [1B mossx enmenroe KES

Mun cepeepa KS5C :uds-u-..’bl\sclﬂ dl Iou‘
Bepcwun KSC:
Kon-so canesron KES:

m o

Puc. 331. NoaknioyeHune k Kaspersky Security Center

B KoHconn ELY B kopHe gepeBa [JomeHa 6e30nacHOCTM MOSBMTCS 3anvcb C COOTBETCTBYIOLLMM UMEHEM
cepsepa KSC (puc. 332).

bds-winl0-12.dl.local

Kaspersky Endpoint Security

Puc. 332. KSC B aepeBe [lomeHa 6e3onacHoCcTuH

KnuenTbl KES B gepeBe [JomeHa 6e3onacHOCTM oToOpaxatoTcs Kak oTAenbHble Moaynm B coctase APM
(pyc. 333). Ona peructpauun B OB ELY HesapeructpupoBaHHbIX knueHToB KES wunu ypaneHus
3apeructpupoBaHHbix Mogynen KES, Heobxogumo ycTaHOBUTH/CHATL cdnar B ctonbue CocmosHue
(cm. «KnueHnTbl Kaspersky Security Center»). Bce u3meHeHusi otobpaxawTtca B pgepeBe [lomeHa
©e3onacHocTMu.




55 JomeH Ae30nacHOCTH

@ k-win dl local

¥ [0 HEPACMNPEIENEHHEIE OBBEKTHI

<y Endpaoint Security
B k-win-kes.dl.local
B k-win-ksc.dl.local
B CETEEHIE YCTPOWC
B YJANEHHBIE COEBEKTHI

Puc. 333. KES B gepeBe [lomeHa 6e3onacHOCTU

Ona pernctpaunn B 1B ELLY knneHtoB KES, BxoAsLmux B COCTaB NOAKIHOYAEMOro cepBepa
KSC, HeobxoaMmo HanuMuue YCTaHOBMEHHOro Ha peructpupyembix APM T1O  «AreHT
aaMUHUCTpUpoBaHns KSCy.

16.3 OTknioyeHne Kaspersky Security Center

BoiBectn cepBep KSC u Bxogswme B Hero mogynu KES n3 [JomeHa 6e3onacHoctu ELLY Dallas Lock
MOXHO CriegyroLmMmMmn cnocobamu:

e Ha Bknagke Ceolka BblbpaTb AencTBME YOanuThb;
e  OTKPbITb KOHTEKCTHOE MEHIO B iepeBe 0OBHEKTOB NSt 4aHHOrO y3na, BeldopaTh YaanuThb.

Mpu BbIOOpE AencTBMA YAanuUTb NOSIBATCA OKHO C npegynpexaeHuem (puc. 334). Ecnu nogtBepaountb
yaaneHne — cepsep KSC u mogynu KES 6yayTt nepemelyeHbl B 6asoByto rpynny JJomeHa 6e3onacHoOcTu
YOaneHHble 06beKmbl.

O vaaneue x

Bel TouHo xoTuTe yaanuTe cepeep Kaspersky Security Center m 6Ce Bxogawme 5 Hero
rogyni Kaspersky Endpoint Security?

Puc. 334. OtknoyeHue Kaspersky Security Center

16.4 Hactpounka Kaspersky Security Center

B kopHe pepeBa [JomeHa 6e3onacHocTn ELLY Dallas Lock oto6paxaeTtca nogkntoyeHne k cepsepy KSC.
3Hauku nogknioyeHHoro cepsepa KSC, 3aBUCAT OT COCTOSHWSA U MOTYT NPUHMMAaTb CreayoLwni BUA;:

- — cepBep He NOAKITHYEeH.

cepBep NOAKITHYEH;



16.4.1 CuHXpoHu3auusa

Ina otnpaeku Ha ELLY Dallas Lock ceBegeHui o cepeepe KSC 1 npuBeaeHnst B COOTBETCTBME CUCTEMHOIO
BPEMEHN HeobXxoaumo npoBedeHne CUHXPOHu3aumn. CHHXpOHM3auusa MoXeT ObiTb npoBedeHa
npuv ycnosun Hanu4uus cetesoro nogknoveHns mexay ELLY Dallas Lock n cepsepom KSC:

e nepuoandecku (cM. «Hactpowka Kaspersky Security Centery);
e 0 KOMaHae nonb3oBatensa n3 Konconu ELY.

KomanHga CuHxpoHusupoBatb B KoHconum ELY ans cepsepa KSC poctynHa Ha Bkragke Ceodka
Ha naHenu MHcTpymeHToB OnepamusHoe ynpasneHue (puc. 335).

CHHEPOHWIMPOEATH
CofipaTh ¥YpHanbi

OTKpPLITE web-agMUHUC TpHpOBaHWE

Puc. 335. OnepaTtuBHOE ynpaBneHue

16.4.2 COop XypHanoB

Ona nonyyenusi B ELY Dallas Lock 3anuceln »xypHanoB, Begywmxcs Ha cepepe KSC, Heobxoanmo
nposegeHune cbopa xypHanos. CO0p XypHanoB MoxeT ObiTb NPOBEAEH MPU YCNOBMU HaNU4Msa CETEBOrO
nogkntoveHusa mexay ELLY Dallas Lock u cepsepa KSC:

e nepuoanyeckm (cM. «HacTtpowka Kaspersky Security Centery);

e 0 kOMaHAe nonb3oBaTens n3 Konconu ELLY.
Komanga Co6patb XypHanbl B KoHconn ELY ana KSC pgoctynHa Ha Bknagke Ceodka Ha naHenu
nHcTpymeHToB OnepamusHoe yrnpasneHue (puc. 335).

16.4.3 OTKpbITb Web-agMUHUCTPUpPOBaHUe

[na nepexopa B BeG-nHTepdenc Kaspersky Security Center, Heo6xoanmo BbibpaTe kKomaHay OTKpbITb
web-agMuHucTpupoBaHue Ha naHenu NHCTpymeHToB OnepamugHoe yripasneHue (puc. 335).
Mpu HaxaTMm Ha kHonky OTKpbITb web-agmMuMHucTpupoBaHue, B Opay3epe OTKPOETCA OKHO BBOAA,
roe HeobxoaMmo 3anonHWTb cnegyowme Nons:

e  /M$ Nonb3oBaTens;

e Mapone;

¢ unms CepBepa agMUHUCTPUMPOBAHWS, K KOTOPOMY HYXXHO MOAKMIOYUTBCS.
3aTtem HaxaTb kHonky BonTu.



16.4.4 CsBopka Kaspersky Security Center

Bknagka Ceodka (puc. 336) otobparaeT obLiee cocTtosiHme cepBepa KSC.

LEWCTBNA

v
cl4.dliocal WHdbopmauma o6 obbvekte

HEPACTIPEAENEHHBLIE OBLEK... [:MYS 2024-07-08 12:49:10 (GMT+03:00)
CETEBBIE YCTPOMCTBA Mocneanee nogkatodekme 2024-07-08 14:14:32 (GMT+03:00) O6HoBuTE
DNS komnsroTEPa bds-srv22-kscld

FQDN komnsiotepa bds-snv22-kscl4.dl.local
Hoeas rpynna IP-agpec 1010112140

AgromaTnueckuli 8804 & J5 Hosbix knierTos KES Bicn

YOANEHHBIE OB BEKTHI

Agpec web-aaMuHICTpMpOBaHIR 10.10.112.140:8080 Nepenmenosars
ApsnTertypa npoueccopa 64-6umrian

Bepenn Kaspersky Security Center 14.2.0.26967

Wz komnsioTepa BDS-SRY22-KSC14

Knuerel KES 4

OnepaLMoHHa CUCTEMa KoMMbIOTEpa Microsoft Windows Server 2022
Mopr 13208

Kommentapuii

WMHumaeHTb BesonacHoCTH v

ES— oa07.2028 S—

[ Toneko Henpounaribe

Mapamerpei nopxatouenus

Mo konuuectay 33 nepuog

Kommerrapnii

4 Yaanurs

Puc. 336. Bknagka «Ceogka» Kaspersky Security Center

HocTynHbl cnegyowmne pasgenbsl MHopMaLMOHHOW NaHenNw.
MHdopmaumsa o6 ob6bekTe

B BepxHen 4yactu MHdOpPMaLMOHHON nNaHenu oTobpaxaeTcs cregylowas MHpopMauus o TekyLem
COCTOSHUWN MOAYNS:

MHdopMaLnsa o gate u Bpemenn eeoaa B [1b;

Bepcus Kaspersky Security Center;

nmsi komnbtoTepa KSC;

DNS komnbtotepa KSC;

FQDN komnbtoTepa KSC;

OC komnbtoTepa KSC;

apxuTekTypa npoLeccopa;

WHpopmauns 0 gaTe U BpeMeHU nocneaHero Noaxknio4eHus;
nHdopmaums o konudectse knueHToB KES;

ctaTyc napameTpa ABTomaTuveckui Beoa B [1b HoBbIx knueHToB KES;
IP-agpec;

nopr;

agpec web-agMuHucTpupoBaHus;

KOMMEHTapUi.

MHUMpeHTbI 6e3onacHoCTHU

OTobpaxaeTcs CIMCOK MHUMOEHTOB 6e30MacHOCTU ¢ rpadmnyeckor naHernbto. [JoctynHa hunbTpaums
oToGpakaemMbix COObLITUA MO MepuogZy W HacTpolka oTobpaxeHus aunarpamm (cm. «HacTtpornka
MHUMOEHTOB 6€30MacHOCTUY).

[1BOVIHOM KWK NO COObLITMIO OTKPOET 3anucb B OTAENIbHOM OKHE, B CMMCKE AaHHoe cobbiTne byper
NMOMEYEHO Kak NpovmTaHHoe. [None komMmeHmapul JOCTYNHO ANS peAakTUpOBaHUS.

Ha naHenu nHctpymeHToB Bknagkun Ceodka (puc. 336) JOCTyNHbI cnegyowme gEeNCTBUSA:

O6HOBUTb (06HOBUTL MHGOPMaLMIO Ha Bknagke Ceodka);

NepeumeHoBaTh (NepeMMeHOBaTb UMS cepBepa);

Ypanutb (BbiBecTn cepBep KSC n Bce Bxoasiwue B Hero mogynun KES us 16 ELLY Dallas Lock);
MapameTpbl nogknwoyveHus (puc. 337) (pemakTvpoBaTb agpec cepsepa, NOMMH M Naporb
agMUHUCTpaTopa, BKITYaTL/OTKMOYaTh YeKOOKCOM aBTOMaTMYeCKMI BBOA B 16 HOBbLIX KITMEHTOB
KES, koTopble nosiBunuck B coctaee cepaepa KSC);

e KommeHTapum (0obaBneHHbI KOMMeHTapuin oTobpa3sutcs B pasaene MHgpopmayusi 06 obbekme



Bknagkum Ceoodka).

O MapameTpel nogkardedua k Kaspersky Security Center >

AETOMATHUECKEMA BEOS B B HOEE: KAMEHTOE KES

Cepeep K3C: 10,10,103,82:13299

Mapone: [cecceced]

MopT web-koHconH |BDSD

|
MMa aAMHHHCTpaTORa KSC: |admin |
|
|

QOTMEHA

Puc. 337. MapameTpbl noAaknOYeHUs

Ons cepsepa KSC pgoctynHbl cnegyolme kKoMaHgbl onepaTtuBHOro ynpasneHus (puc. 335) Ha naHenu
WHCTPYMEHTOB:

e  CuMHXpOHM3NpOBaTh;

o Cobpartb XypHansbl;

e  OTKpbITb Web-agMUHUCTPUPOBaHME.

PesynbTat BbINOMHEHUS] KOMaAHA ONEpPATUBHOIO YrpaBreHus He oTpaxaeTcs B XXypHamax
ELY. Takke He MpeayCcMOTPEHbI BCMblBalOLMe M NPoYMe yBEOOMIIEHNS O pesynbTaTax
BbINOMHEHNS KOMaHZ ONEPaTUBHOTO YrpaBIeHNs.

16.4.5 KnueHTbl Kaspersky Security Center

Bknagka Knuenmsi copepxut cnucok knmeHToB KES, nonydeHHbix oT cepepa KSC (puc. 338). lNMone
CocmosiHue oTpaxaeT cocTosiHue pernctpaumm knveHToB KES B [B:

OoTMeYeHHoe briarom rnose 03Ha4yaeT, YTo AaHHasa y4eTHas 3anucb Nonb3oBaTens UMeeT JOCTyn
— Ha ypoeHe rpynnel B, npu atom CocmosiHue 3afaHo (nepeonpeneneHo) Ha AaHHOM YpPOBHE
LepeBa;

] — nyctoe none o3HayvaeT, 4To knneHT KES He 3apernctpuposaH B [b.

Ona peructpauun B [OB5 ELY Dallas Lock HesapernctpupoBaHHbIX knueHToB KES unu ypaneHus
3aperncTpmpoBaHHbix Moayrnen KES, HeobxoguMmo ycTtaHOBUTB/CHATH c¢hnar B ctonbue CocmosiHue,
cooTBeTCcTBEHHO. [pun peructpauum n yaaneHun mopynen KES mameHeHuss otobpaxarTcsa B aepese
HomeHa 6e3onacHocTL.

Knuentsi

7 [omen BesonacHocTa Coctoanne ™ | Knwnent KES Bepcua APM IP-aapec Onucanne =
Kaspersky Endpoint Security gna

rv22-kscld.dllocal KES 12.4.0.467 bds-srv22-kscld.dllocal  10.10.112.140 w0 -
_ A0 Kaspersky Endpoint Security ana
HEPACTPEAENEHHBIE OFbEK... KES 12.4.0.467 bds-win10-13.dLlocal 10.10.112.230 Windows —
" N Kaspersky Endpoint Security gna
CETEBLIE YCTPOWCTBA KES 12.4.0.467 bds-win10-12.dLlocal 10.10.112.229 Windows

Kaspersky Endpoint Security ana

KES 12.4.0.467 bds-win1123h2-12.dLlocal 10.10.105.50 =
Windows

YAANEHHBIE OBBEKTHI

Hogas rpynna

Puc. 338. KnueHTtbl Kaspersky Security Center

16.4.6 3apaHusa Kaspersky Security Center

Ha ypoBHe moaynsa Kaspersky Endpoint Security B cnucke Ha Bknage 3adaHusi AOCTYNHbI NS co3aaHus
TONbKO 3afaHus, aktyanbHble ana KES (puc. 339):

e OBHOBMEHME aHTUBUPYCHbIX 6a3s;

e  CKaHmpoBaHue KnneHTckux APM.



D MacTep cosaaHwa 3agaHna et
BriGepute TN Mogyna

Kaspersky Endpoint Security R

BriGepuTe TMN 3383HKA

OBHOBNEHWE AHTHBHPYCHBE Ba3

CraHWpoBaHWe KineHTCknx APM

Cospate Ctmena

Puc. 339. Mactep co3paHus 3agaHus

Pabota ¢ 3apaHuamun ans mopgyns KES npou3BOAMTCA aHamnornyHo HacTpouike 3agaHuvi gna b

(cm. «3aganua 1b»).
16.4.7 XypHanbl Kaspersky Security Center

Ha Bknagke XKypranb! ana KSC goctyneH XypHan Kaspersky (puc. 340). B xxypHane otobpaxatoTcs Bce
cobbITHA, KOTOpble NpMxoaaT ¢ onpegeneHHoro cepsepa KSC Ha ELY Dallas Lock. CnpaBa Ha naHenu
WHCTPYMEHTOB MOXHO 3agaTb napameTtpbl dunbtpauun. B pasgene [elicmeuss MOXHO COXpaHWUTb
OT(PMNbTPOBAHHbBIE 3aMNMCK XypHana C MOMOLLbIO KOMaHAbl JKCMOPTUPOBAaTb XypHan. [Ansa o4nctku
BbIGPAHHOrO XXypHana mMoayns ucnonb3yeTtcs komaHga OYncTUTb XXypHan.

Q v e XKypHans

NacHOCTH =
XypHan Kaspersky

dl.local

v (1 HEPACTIPEAENEHHBIE OB bEK. N2 Bpems Obbexr Twun cobbitna ¥ Cobwitne OUNBTPBI

2 PyIKEHO HOBOE YCTPORCTED ObHapyseHo HoBoe yCTpoficTEG. Konuuecrso sanpaiumsaemsn: sannceii
™ Hosas rpynna
EHO HOBOE YCTPOFICTES KEHO HOBOE YCTPOACTES. 100 7] e —

»KEHO HOBOE YCTROICTEO eH HOBOE yCTRoiicTEC.

[] @unerp no epesenn

KEHO HOBOE YCTPORCTED JKEHO HOBOE YCTPORCTED.

KEHO HOBOE YCTROHETED EH HOBOE YCTRoRCTEO.

cl4.dl.local

4

KEHO HOBOE YCTROICTED KEHO HOBOE yCTPORCTED.

S, B CETEBHEYCTPO y *EHO HOBOE yCTpOIiCTBO KEHD HOBOE yCTPaCTEO.
- g § - . T — ®unLTp N0 NapaMeTpaN
- M YANEHHBIE OB EKTH EHO HOBOE YCTPOHCTED KeHO HOBOE YCTPOHICTEO. P Mo napaterp
- JKEHO HOBOE YCTROCTEO JKeHO HOBOE yCTpOFiCTBG. Ofuexr
® KEHG HOBOE YCTPOMCTEO eHo HoBOE YCTPOHiCTEO. Cobrmhe
EHO HOBOE YCTPOICTBO JKeHo HOBOE YCTpOTiCTEG.
& Onucanme
= KEHO HOBOE YCTPORCTED JKEHD HOBOE YCTPORCTED.
Npoaykt

KEHO HOBOE YCTROICTED KEHO HOBOE YCTRofCTEO.

~ - Bepeus npoaykra |
GPYAEHO HOBOE YCTPORCTED BYIKEHO HOBOE YCTPOiCTED.

Puc. 340. XypHanbi Kaspersky Security Center

16.5 HacTpounka moayna Kaspersky Endpoint Security

KES oTtobpaxatoTce kak oTaenbHble Mmogynu B coctase APM, 1 MOryT npvHumaTth criegyowmi BUa:

—  MOAynb MNOAKMHYEH, 3alLuUTa BKITIOYEHE;

MOAYyIb NOAKMIOYEH, 3alUMTa BbIKIOYeHa;

MoAyIb He NOAKIIOYEH.



16.5.1 CBopka moaynsa Kaspersky Endpoint Security

Bknagka Ceodka otobpaxkaeT obuiee coctosiHue moaynsa KES (puc. 341).

> Q v e Ceoaka
& [lomen GesonackocTi
WHdopmaums o6 obbekTe v o
: s-srv22-kscl4.dllocal LTI }
™ " _ ¥ AEVCTBUA
¥ O HEPACMPEAENEHHBIE OBbEK... Beoas A6 2024-07-08 12:49:10 (GMT=03:00)
o} o Vs Mocneasiee noakntouEHIE 2024-07-08 15:42:27 (GMT+03:00) Obnosus
™ Hosas rpynna
@ ~ DNS komnerotepa bds-srv22-kscld
! Bl FQDN komnsrotepa bds-srv22-kseld.dllocal
2 B b 734-10 IP-agpec 10.10112.140
o 29-kscl4.dllocal ApxurexTypa npousccopa 64-Guran
Bepeun Kaspersky Endpoint Security 1240467
%‘ Endpoint Secur... Jawwra KES B
=) B CETEBLIE YCTPOWCTBA Vnin komnbioTepa BDS-SRV22-KSC14
= O R G OnepaunoHHas CHCTEMa KoMRbiaTepa Microsoft Windows Server 2022
® Tocneases OBHOENEHNE SHTUEHDYCHEX G2z 2024-05-13 10:31:00 (GMT-03:00)
® Meceastee nonHOE CanupoBaHne 2024-07-02 19:45:45 (GMT+03:00)

Craryc anThEmMpyCcrb B2z YCTAPENN

Komnerrapuii

WHumpeHTb 6esonacHocTi AV

Puc. 341. CBogka mopynsa Kaspersky Endpoint Security

JocTynHbl cnegytowmne pasgensl MHOOPMaLNOHHOW NaHenu.
MUHdopmauusa o6 obbekTe

B BepxHen 4yactu MHdOpPMaLMOHHON NaHenu oTobpaxaeTcs cregylowas MHpopMauus o TekyLem
COCTOSIHUKN MOAYINS:

WHpopMauns 0 gate U BPEMEHM NOCIeAHEro NOAKIIYEHNST MOAYNS;
WHpopmaums 0 gate n BpemeHn Beoga moayns B [16;

Bepcus Kaspersky Security Center;

umst komnbtoTepa KSC;

DNS komnbtotepa KSC;

FQDN komnbtoTepa KSC;

OC komnbloTepa;

ApX1TeKTypa npoueccopa;

IP-agpec;

cratyc 3awmtbl KES;

WHdopmauns o0 Aate u BpemeHu nocnegHero obHOBNEHNS aHTUBMPYCHbIX 6a3;
cTaTyC aHTMBUPYCHBIX 6a3;

WHhopMaLms 0 gaTe U BPEMEHW MOCIEAHErO NOSTHOMO CKaHMPOBAHWS;
KOMMEHTapUN K MOAYIIHO.

MHUMpeHTbI 6e3onacHoCTHU

OTtobpaxaeTcs CNMCOK MHUMAEHTOB Be3onacHOCTM Moaynsa € rpadmyeckon naHensto. [JoctynHa
dunbTpaumsa oTobpaxaembix COObLITU NO Nepuoay W HacTporika OTobpakeHus auarpamm
(cm. «HacTponka nHunaeHToB 6e30MacHOCTUY ).

[lBonHOM KKK No cobbiTho OTKpO€eT 3anncb B OoTAEJsIbHOM OKHe, B CNnCKke AaHHOoe cobbiTne 6yp,eT
NnOoOMeYeHO KaK NnpovYnTaHHoe. Mone KommeHmapuU OOCTYNHO ONnA peaakTupoBaHuA.

[ocTynHbl cneayowmne AeACTBUS C MOAYNEM Ha NaHenn MHCTPYMEHTOB:

1. OBHOBUTB.
2. Ypanutb.
3. KommeHTapui.

16.5.2 3apaHua moaynsa Kaspersky Endpoint Security

Ha ypoBHe mopynsa Kaspersky Endpoint Security B cnucke Ha Bknage 3adaHusi AOCTYNHbI AN1s CO34aHust
TONbKO 3afaHus, aktyanbHble ana KES (puc. 342):

e OOHOBMNEHWe aHTUBMPYCHbIX 6as;

e CKaHumpoBaHue KnneHTckux APM.



D MacTep cozgaHua 33gaHuA >
BriBepwuTe TN Mogyna

Kaspersky Endpoint Security e

BriBepuTe TMN 3383HKA

OBHOBNEHME AHTHBNPYCHBX Bas

CraHwpoBaHne KneHTCkmx APM

Cosgate OrmeHa

Puc. 342. MacTep co3aaHusi 3agaHus

Pabota c¢ s3agaHusmu ana mogynsa KES npowmsBoguTcs aHanorMyHo HacTtpowike 3agaHun ans b

(cm. «3aganua 1b»).
16.5.3 XypHanbl moaynsa Kaspersky Endpoint Security

Ha sknagke )KypHanel gna KES poctyneH XXypHan Kaspersky (puc. 343). B xypHane otobpaxatoTtcs
TONbKO T€ COBbITUSA, KOTOpblE NPUXOAAT € BolbpaHHoro moayns KES.

Ha naHenu WMHCTPyMEHTOB MOXHO 3agaTb napameTpbl punbTpaumn. B pasgene [elicmeus MOXHO
COXpPaHUTb OTPWMLTPOBAHHbLIE 3anMCU XypHana C MOMOLUb0 KOMaHAbl JKCNOPTMPOBaTb XXypHarn.
[ns ouncTkmn BbIGPAHHOIO XXypHana Moayss Ucnonb3yetcs komaHaa OYnMcTUTb XXypHan.

XKypHane!
+ S flowen e
XypHan Kaspersky =
_ o - GUNETPBI
v [ HEPACTIPEAENEHHBIE OFbEK.. [ Bpemsa Tun cobermma“  Cobumne Onucanne Bepcua npoaykra 3apaua
OrugaeT soinonHERNA YcTanoska 06r( Konmuecrao sanpaLumsaensi sancei
M Hoean rpynna X .
Vsmenero Yeramoeka o6k 100 7 ——
Céoit Nuuersua Veranoska 0B [ Gunerp no spenier
3asepuwena ycnewro  fliuensun otc Yeranoska o6 s
Osungast sino/Henna VeTanosks 06k
Vismenero YeTaHoska 06H
Cooit NMuuersun otcyTe Yeranoska 06H
B CETEBBIE YCTPOVCTBA ) 3asepuwena ycnewro  fnuensua orc Ycranoska 06 ®unsTp ne napameTpan
i Ougaer ssinonkenna YeTanoska 0Bk CoBbiue
M YOANEHHBIE OBbEKTHI n o -
Vismenero VeraHoska 0B T prcarme)
Cooit Nuuersun otc Yeranoska 06 Erraomrm @
3asepuwena ycnewro  fuuenzia YcTanoska o6H
_ N 3apaua
OsKuAaeT BEINOAHEHNA VeTaHosKa 06HI
. . Tun coferma
Vzmenero YeTanoska o6
onT-0300 oo e orcyrcrsyer 1

Puc. 343. XypHanbl mopgynsa Kaspersky Endpoint Security



17 CETEBOE OBOPYOOBAHWUE

17.1 Peructpauumna ceteBoro yctponcrtea B [1b

3apernctpmpoBaTb ceTeBoe YCTPOMCTBO B [lomeHe 6Ge30nacHOCTM MOXHO cneayroLmmMm cnocobamu:
e nyTtem gobasneHus no IP-agpecy;
e MyTeM CKaHUPOBaHUS CETMU.

O6Ga crnocoba Mno3BOMAT 3aperMcTpupoBatb ceTeBoe YcTpoilcTBo B [domeHe 6esonacHoctn ELY
Dallas Lock no cnegytowmm npotokonam: SNMP 1 SSH.

[na koppekTHoro B3anmoaencteust ELLY Dallas Lock ¢ ceTeBbiMu ycTponcTBamu Tpebyetcs
OOMOJSTHUTENBHO OTKPbITb CReayoLLme NopTbi:

e SNMP: nopt 161/UDP, ncxogsiiee NoOAKMOYEHNE;
e SSH: nopt 22/TCP, ncxogsiiee NOAKMOYEHNE;
e Syslog:
o nopt 514/UDP, Bxogsuiee nogkmno4eHne;
o nopt 1468/TCP, Bxogdwee nogknoyeHve (npn HeobxogumocTw).

B pamkax koHTponsa CY no npotokony SSH o6ecneveHa nogaepxka CY Cisco 10S, Cisco
ASA, D-Link DGS n ZyXel ZyNOS.

17.1.1 [Job6aBneHune ceteBoro ycrpouctsa no IP
Ons pernctpauumn cetesoro yctpouctsa B [JomeHe 6esonacHoctn ELY Dallas Lock no IP-agpecy
H606XOJJ,I/IMO BbINONMHUTbL creayouine waru:

1. Y6eoutbcs, 4TO ceTEBOE YCTPOWCTBO NogaepXmBaeT oauH 3 npotokonos (SNMP/SSH), n goctynHo
Mo ceTu Ang Bcex cepBepos knactepa Ab.

2. 3anyctutb KoHconb ELLY n aBTOpusoBaTbCA.

3. Ha ypoBHe [omeHa ©6e3onacHocTu unu rpynnbl (NoAarpynnbl) Ha Bknagke Ceo0ka Ha naHenu
WHCTpyMeHTOoB [elicmeus BbibpaTb komaHay [lo6aBUTbL ceTeBoe YCTPOMUCTBO (puc. 344).

AEACTBMA

OB6HOBMTE

Co3jgate rpynny

Bblrpy3l¢|7b CNHUCOK KAHMEHTOB

MNepeurerosats

CBepHyTE
Passephyte Bce
CeepHyTh BCE
CKaHWMpoBaTh CETh

JlobaBnTe CETEBOE YCTPOMCTBED

MpoBEpUTL JOCTYNHOCTL

npDBEPM'Ib UEADCTHOCTE

Puc. 344. [lo6aBuTL ceTeBOE YCTPONCTBO



4. TMosiBnTCs okHO [lo6aBneHue ceTeBoro ycrpomcraa (puc. 345) B KOTopoM HeoOxoaumo ykasatb [Pv4-
agpec u BbIGpaTb TUM NPOTOKOMa CEeTEBOro ycTponcTea. [Ana Bbibopa Tvna npoTokona, HeobxoanuMo
YyCTaHOBUTb donar HanpoTmB Hy>kHoro (SNMP nnun SSH). No ymonyaHnuto BkntoueH donar Mcrnosb3osames
SNMP.

[anee He06X04MMO 3anoNHUTL NapamMeTpbl NOAKOYEHNS BbIBpAHHOIO NpoToKoNa:

SNMP SSH
e Bepcuda npotokona SNMP e ropT
e ropT e TanWMayT NOAKMYeHUs (MC)
e TammayTt (McC) e TanmayT oTBeTa (McC)
e coobuecTBo (Naponb) e  1Ms nonb3oBaTens
e naponb
e  MpVBWMErMPOBaHHbIN Naponb

O JoGasneHne ceTeBOro yCTpoicTea d
IPwi:

Wenonssosate SMMP:
Bepcwa SMMP: RS e

Mopm: 161

Taiimayt (mc): 400

CoobBuwectee (napene): | public

Mcnonssoeate 55H:
Mopm: |22
TaiimayT nogenodenna (mc): 400
TaimayT oteera (mc): 4000
WMma nonssosatens:
Mapone:

MprewnernpoeanHelid napeas: | OnuuoHansHo

MpuHumare Syslog-cooByeHuna:

'f:' Cnpaska OTmenHa
Puc. 345. OkHO napameTpoB NOAKMOUYEHUsI

5. lNocne 3anornHeHusa Bcex nonen HaxaTb KHorky [MMpoaomxuTk. [lpn peructpauumn ycTponcTsa
no npotokonny SNMP nossutcsa okHo lMpeaynpexaeHue (puc. 346). [ins npogormkeHus npouecca
peructpaumm HeobxoaMMO HaxaTb KHOMKy OK, npu Haxatum kHonmku OTMeHa OyaeT nmpousseneH
BO3BpaT Ha war Hasag, rge MoXHO ByaeT BHECTU N3MEHEHMS B NapaMeTpbl NOAKITIOYEHUS.

D Npegynpexaenne X

MpegynpeskaeHme,
Mogknrouerne no npetokony SNMP e 2awmueHo.

Bil yBEpEHBI, YTO XOTUTE NPOACAKNTET

[] He rokaseisate cHosa

Ommena

Puc. 346. NMpeaynpexpaeHne o noakntoyeHumn no npotokony SNMP

Mpu yctaHoBke cbnara He rnokasbieamb cHOBa, criegylolwme npepynpexaeHus oyayt
CKpbITbl. BOCCTaHOBUTL MpeaynpexgeHnsa MOXHO HaxaB Ha KHonky BoccraHoBUTb
npeaynpexneHUs B [NaBHOM MeH koHconn ELIY — Mapametpbl — O6wme
(cm. «NapameTpbl paboTbiy).




Ecnn npouecc peructpauum ceTeBoro ycrponctesa B [1b npowen ycnewHo, To Yepe3 HeKoTopoe Bpemsi
B AepeBe [JomMeHa Ha ypoBHe, Ha KOTOpOM Obina Bbi3BaHa koMaHAa [lo6aBUTbL ceTeBoe YCTPOMUCTBO,
NOSIBUTCS MKOHKa 3aperncTpMpoBaHHOro CeTeBoro ycrponcTaa (puc. 347).

JomeH GezonacHOCT

© Mikrotik routeros.isc.confident.spb.ru

Puc. 347. UkoHKa 3apermcTpMpoBaHHOro ceTeBoro yctpoucrsa B aepese [1b

17.1.2 CkaHupoBaHMe AMana3oHa ceTeBbiX afpecoB
[na pernctpaumm ceteBoro yctponcTtea B [lomeHe 6e3onacHoct ELLY Dallas Lock nytem ckaHupoBaHusi
AvanasoHa ceTeBblX agpecoB HEOOX0AMMO BbINOMHWUTL CreayoLwme warm:

1. Y6eantbcs, 4TO ceTeBOE YCTPOUCTBO noadepxmaeT oauH u3 nportokonos (SNMP/SSH), n goctynHo
no cetu Ang Bcex cepsepos knacrtepa Ob.

2. 3anyctutb KoHconb ELLY n aBTopun3oBaTtbCes.

3. Ha ypoBHe [omeHa ©Oe3onacHocTu unu rpynnbl (Noarpynnbl) Ha Bknagke Ceo0ka Ha naHenu
WHCTpymeHTOoB [elicmeus BbibpaTb komaHay CkaHupoBaTb ceTb (puc. 348).

AEWCTBMA

OBHOBUTE

Cosgarb rpynny

Bblrp}"BMl’b CMHCOK KAHEHTOE

MNepenrenosars

CBepHYTE
Pazsephyts BCE
CBEpPHYTE BLe
CKaHWpOBaTh CETh

JlobaBmIb CETEBOE YCTPORACTED

MNpoBepMIL JOCTYNHOCTE

npDBEPM'Ib LEADCTHOCTE

Puc. 348. CkaHupoBaTb ceTb

4. TosBuTtcs okHo CkaHUpoBaHUe ceTU, B KOTOPOM HY>KHO nepenTn Ha Bknagky Cemesoe ycmpolicmeo
1 ykasaTb AnanasoH IPv4-agpecoB gns ckaHnpoBanus (puc. 349). 3atem BbIOpaTh O4MH M3 NPOTOKONOB
(SNMP/SSH) 1 3anonHutb Tpebyemble Anst HEro nNons:

SNMP SSH
e Bepcus npotokona SNMP e nopT
e ropT e TarMayT NoAKoYeHus (Mc)
e TammayTt (MC) e TanmayT oTBeTa (MC)
e cooOuecTBo (Naponb) e  1Ms nonb3oBaTens
e napornb
e MPVBUMNErMPOBaHHbLIV Naposb



O CKaHWpOBAHME CETH

[t
A [P

CeTeEQE YCTPOWCTED
HMcnonesoeate SHMP:

Bepoua SHMP:
MopT:
TafmayT (Mch:

CoobuecTso (Napone):

KMcnones oeate S5H:

MopT:

TaliMayT NogKAHeHua (o)
TaliMayT 0TeeTa (M)

Mma nonezosatens:

MNapone:

MpWEMAErMpoBIHHEIA Napoas:

MpwHKrmaTe Syslog-cooBueHua:

400

public
22

400

4000

OnuMoHanEHD

@ Cnpaexa OTMEHE

Puc. 349. OkHO CKaHMpOBaHUsA ceTn

B aTOM e OKHE C MOMOLLbIO NOCTaHOBKM q)nara MO>XHO HaCTpoOuUTb Npuem SyS|Og-COO6LLI,eHI/Il7I.

5. MNocne 3anonHeHus Bcex nonew HaxaTb kKHOMKy CKaHMpoBaTb M Jarnee MOXHO npocMaTpvBaThb

COCTOAHME npoLecca CKaHUpoBaHUA ONA KaXaoro AnanasoHa ceTeBblX aapecoB.

Mpu ckaHupoBaHun cetu no npotokony SNMP nosButca okHo [MpepynpexpeHue
(pyic. 346). ns npoOormkeHMs npoLecca CKaHMpoBaHWUA HeOBXoAMMO HaxaTb KHomky OK,
npu HaxxaTum kHonkn OTMeHa OyLeT Npon3BeAeH BO3BPAT Ha Luar Hasag, rae MoXXHO BHECTHU

M3MEeHEHNA B NapaMeTpbl CKAaHUPOBAHUA.

6. Mo 3aBeplleHun npouecca CKaHMPOBaHMSA U3 CnuMcka OBHapyXeHHbIX OO6BLEKTOB MOXHO BbibpaTb

Te 06bekTbl, KoTopble Heobxoaumo 3apernctpuposaTthb B b (puc. 350).

D Cranmposanne cem O hs
e
CKAHMPOBAHWE CETU 3ABEPLIEHD
CeTesoe yCTpoiicTED
OfHapy#eHHbie 0fberThL:
IP-appec DNS-umsa O6bexr DNomen SSH
192.168.12.122  debianik.confiru HewssecTnoe ycTpoiicTeo debianikl.confiru  Otcytereyer  He 3agano uma nonb3oeartens.
€ >

Puc. 350. BbiGop o6bekToB ansa peructpauuu B 16

7. Mocne BbIGOpa BCEX PEMMCTPUPYEMbBIX YCTPOMUCTB HY>KHO HaXaTb B OKHE KHOMKYy 3aperucTpupoBaThb.



Ecnn npouecc pernctpaumm ceTeBbix ycTponcTB B [b npolwen ycnewHo, TO BbiOpaHHble ceTeBble
yCTpOWCTBa 3aperucTpupylTca B gepeBe [omeHa 6GesonacHocTn B ©Gasoonm rpynne Cemesbie
ycmpoticmea (puc. 351).

v [ CETEBLIE YCTPOWCTBA

© HewsBecTHOe yCTPOMCTBO debian

Puc. 351. UkoHka 3apernctTpMpoBaHHOro ceTeBOro ycTtpouctea B aepeBe [1b

17.2 YaaneHue ceteBoro yctpouctsa us [1b

[ns yananeHus cetesoro yctponcTtea u3 [lomeHa 6e3onacHoctv ELY Dallas Lock Heob6xoavmo:

1. Bbibpatb NyHKT YAaNUTb N3 KOHTEKCTHOIO MEH0, HaXkaB MPaBOWN KHOMKOW MbILLIW Ha HY>XHOE YCTPOWCTBO
B gepese OB (puc. 352), nnn Bocnonb3oBaTbCsl KOMaHAOW YAanuTb Ha NaHenuM WHCTPYMEHTOB
Leticmeus Bknagkun Ceodka Ha ypoBHe ycTponcTBa B aepese b (puc. 353).

ANEHHE EEE R e T
MapameTpbl NOAKAHOHEHMA
MpoBepKTE AOCTYNHOCTE
MpoBepKUTE LENOCTHOCTE

KommerTapui

Beipezate

Pwuc. 352. YaaneHue yctponcTBa NnocpeACcTBOM KOHTEKCTHOIO MEHHO

Ceogka
[loweH BesonacHocTH 8

B Wndopmauua 06 o6bekTe v —

- © Mikrotik rout bapuay )

L _ DEACTBMA

T O HEPACMPEAENEHHBIE OBBEKTHI Beoae /b 2024-07-1011:20:42 (GMT+03:00)

i g CA3-NP WKS DNS-uma routeres.isc.confident.spb.ru O6roBuTs

: ) ) Agpec 192.168.130.231

Gizleallzs /el Mcnonsayensie npoTokoast SNMP, SYSLOG
*5 OBAJL KorTpons aoctynHocta Bun.
o CETEBBIE YCTPOWCTBA Kewrpons yenocroct Ben.
) Monens

= YAANEHHBIE OBBEKTLI I 1o nearice pen aoctynsocTn ycrpoiicraa 2024-07-10 11:21:01 (GMT+03:00)
& Mogunsentbii 16 TMocneaHss nposepics A6cTyHOCTH 2024-07-10 11:21:01 (GMT+03:00)
- TMecneaHsn nposepka LenoCTHOCT 2024-07-10 11:20:52 (GMT+03:00)
@ Mpoussoaurens Mikrotik
s Pesynerat nocneaneii nposepin KL Hapywennii ner
L Pesynurat nocneqHeii nposepky AocTynHOCTH [locTynen

Coobuecrao/Mia nens3osarens public
Tun NETWORKING

Kommenrapuit Napamerps: asTopuzauum
Mapametpui noaosenns

[poBEpHTH LOCTYNHOCTL
WMHumgeHTb BesonacHocTn ~ e a

3a nepuog; 10.07.2024 00:00 - 10.07.2024 23:59 3kcnopT

[] Tansko nenpouutanssie Kommentapuii
Mo konnuecTey 3a neproa
s Yaanums

Puc. 353. YoaneHue nocpeacTtBom naHenu «denAcTBus»

Mposepurs uenocrrocs

2. YpaneHHoe ceTeBOe yCTPOWCTBO NepemectuTcs B 6a3oByto rpynny YoaneHHbie 06bekmbl gepesa Ob.



17.3 HacTpounka ceTteBOro ycrpomcrea

B pepeBe [omeHa ©OesonacHoctu ELY Dallas Lock npucyTCTBYIOT 3aperMcTpupoBaHHble CEeTEBble
ycTpoucTaa.

3Ha4vkn 0bbekToB, 0603HAYaOLWMX CEeTEBbIE YCTPOWCTBA, 3aBUCAT OT COCTOSIHUS CETEBOro yCTPOWCTBA
1 MOTYT NPUHUMAaTL CreayroLnin BUA:

ceTeBoe YCTPOWCTBO AOCTYMHO;

ceTeBoe YCTPOWCTBO HEAOCTYMHO;

Ha CEeTEeBOM YCTPOWCTBE 3adUKCUPOBAHO HapyLUEHWe LEeNOCTHOCTU KOH(Urypauuu,
npu 3TOM CETEBOE YCTPONCTBO AOCTYMHO;

. Ha CETEeBOM YCTPOWCTBE 3adhMKCMPOBAHO HapyLUEHWE LIEeMOCTHOCTU KOHMUrypauumm,
npu 3TOM CeTeBOE YCTPOUCTBO HEAOCTYIMHO;

CBSA3b C CeTeBbiM YCTPOMCTBOM OTCYTCTBYeT CBbiwe 3agaHHoro Ha ELLY Dallas Lock

BpeMeHu, KoTopoe ornpepensieTcss napameTpoM OnoBeleHus Npu OoTCYTCTBMU CBA3MU

Cc 06beKToM (B AHAX) (NpW YCrOBWM, YTO HACTPOEHO OnoBeLleHe 06 OTCYTCTBMU CBS3U

C 06bekToMm).

HaCTpOVIKM Ha ypOBHE CETEBOIO YCTPOVICTBa OT06pa)KaPOTCFI Ha HECKOJIbKMX OCHOBHbIX BKI1agKax.

17.3.1

Bknagka Ceodka Ha ypoBHe CeTEBOro ycTpoicTBa oTobpaxaeT obllee COCTOSIHNE CETEBOr0 YCTPOMCTBA
(puc. 354).

CBopakKa ceTeBOro ycTpoucraa

> Q v @ Ceopgka
. ~ JomeH Be30nacHoCTH 8
B WHdopmauus 06 o6bekTe v —
{ © Mikrotik rout .confiden opmaLy
B ) DEACTBMA
¥ O HEPACMPEAENEHHBIE OBBEKTHI Beoas /6 2024-07-10 11:20:42 (GMT+03:00)
© L el CA3-MPUKS DNS-nmn routerosisc.confident spb.ru e
@ @ ) Agpec 192.168.130.231
Gizleallzsllaselile Mcnonsayensie npoTokoast SNMP, SYSLOG
%5 OBAJL KorTpons aoctynHocta Bun.
o CETEBBIE YCTPOWCTBA Kowtpons yenoctocr B
Monens
- VIATE ,
T LRI B Mocneaee epens gocTynHocT ycrpoiicrsa 2024-07-10 11:21:01 (GMT+03:00)
i p 1 yerp
a5 Mogunsentbii 16 TMocneaHss nposepics A6cTyHOCTH 2024-07-10 11:21:01 (GMT+03:00)
- TMecneaHsn nposepka LenoCTHOCT 2024-07-10 11:20:52 (GMT+03:00)
@ Mpoussoaurens Mikrotik
® Pesynerat nocneaneii nposepin KL Hapywennii ner
. Pesynurat nocneqHeii nposepky AocTynHOCTH [locTynen
0 Coobuuecrao/ Vi nonesosarens public
Tun NETWORKING

Kommenrapuit

WMHUMAEHTBI 6e30NacHOCTH

3a nepuog; 10.07.2024 00:00 - 10.07.2024 23:59

[] Tansko nenpouutanssie

Puc. 354. CBogka ceTeBOro ycTtpoucrea

Mo kennsiecTay 3a nepuoa

MapameTpst asTopUsaLMu
Mapamerp noaKnrouerna
MposepuTs RocTynHoCTS

Mposepurs uenocrrocs

KommenTapuii

Yaannie



[ocTynHbl criegytowme pasgens UHPOPMaUMOHHOW NaHesnun:

MUHdopmauusa o6 o6bekTe

B BepxHen yactu MHOPMAaLMOHHOW nNaHenn oTobpaxaeTcsa crneaywowas nHpopmaums o TekyLem
COCTOSIHUN CETEBOro0 YCTPOWUCTBA:

AaTta v Bpems perncrpauum ceTeBoro yctpowctea B [b;

DNS-ums ycTponcTea;

CceTeBOW agpec yCTPOUCTBA;

ncnosnb3yemble NPOTOKOSbI;

COCTOSIHVME KOHTPOMs OCTYMHOCTW;

COCTOSIHME KOHTPOIS LeNoCTHOCTY;

WHpopmaLms 0 nponssoauTene, TUNe n Modenu ceTeBoro yCTpomucTBa;
Aarta v Bpems nocrnegHemn JOCTYNHOCTM YCTPOWCTBA;

Aata v Bpems nocrniegHern NpoBepKU JOCTYMHOCTY;

Aarta v Bpems nocnegHen NnpoBepku LLEeNOCTHOCTY;

WHpopmaLms 0 pedynbTaTax NpOBEPKU LIENOCTHOCTY;

MHdopMaLns 0 pe3ynbTatax NPOBEPKU AOCTYMHOCTN YCTPONCTBA;
coobLecTBo/MMSA Nonb3oBaTens, Nog KOTOPbIM 3aperncTpupoBaHoO YCTPONCTBO;
KOMMEHTapui K YCTPOWCTRY.

MHUunpeHTbI 6e3onacHoCcTHU

OTobpaxaeTcs CNMCOK MHUMAEHTOB 6e30MacHOCTM CEeTEeBOro YCTPOWCTBA C rpadpmyeckon naHerbHo.
HoctynHa dunbTpaums otobpaxaemblx COObITMI NO NEpMOdY M HACTPOKKa OTOBpaXeHus avarpaMmm
(cm. «HacTponka nHunaeHToB 6e30nacHOCTUY ).

[lBonHON KWK No cobbiThio OTKpOEeT 3anncb B OoTAEJSIbHOM OKHe, B CNCKe gaHHOoe cobbiTne 6yp,eT
NMOMEYEHO KaK NnpoYnTaHHoe. Mone KOMMeHmapULj OOCTYNHO AnA peaakTnpoBaHUA.

JocTynHbl cnegytowne oencTens ¢ ceTeBbiM YCTPONCTBOM Ha MaHEenmM MHCTPYMEHTOB:
OGHOBUTB.

MapameTpbl aBTOpPU3aLUN.

MapameTpbl NogKIYeHUs.

[MpoBepuTb AOCTYMHOCTb.

MpoBepuTb LENOCTHOCTb.

KommeHTapun.

. Yoanutb.

Ha naHenu MHCTpyMeHTOB JOCTyMNHa KoMaHaa onepaTtyMBHOrO ynpasneHus MepesarpysuTsb.

NoapwN=

He Bce ceTeBble yCTponcTBa nogaepxusarot ynpasneHne nutaHnem no SNMP, Ho gaxe
Takve ycTtponcTtBa O6yayT gobaBneHbl B rpynny ceTteBbiX ycTponcTB [Ob. [Ons KOppekTHOM
BO3MOXHOCTM nepe3arpy3ku ceteBoro ycrtpowctBa no SNMP TpebyeTca HacTpouTb
napameTpbl aBTopusaumun. B none YnpasneHue numaHuem [OImMKHO ObITb NponucaHo public
(puc. 355).

© Mapamerpel astopuzauym X

Coobuwecrso

MonyyeHne KoHbMrypaLm: ‘pubhc

Wcnonb3oBaTth ans YNpPasneHnsa NMTaHMeM

YnpasneHue NuTaHueM: public

Puc. 355. HacTponku napameTpoB aBTOpU3auumn



PesynbTaTt BbIMONIHEHMS KOMaHA OMNepaTMBHOIO ynpaBreHus He oTpaxaeTcs B XKypHanax
ELY. Takke He npefyCMOTpeHbl BCNMbiBalOLWME M Npovve yBeLOMSEHUs O pesynbTaTax
BbINOMIHEHNSI KOMaH, ONEPATUBHOIO YrNpaBreHUs.

17.3.2 KoHdurypaums ceteBoro yctpomncraa

Bknagka KoHgbueypayusi Ha ypoBHE CETEBOro yCTporcTBa oTobpaxaeT napaMeTpbl CETEBOro YCTPOUCTBa
(pwnc. 356).

Koudgurypayna

: © Mikrotik routeros.isc.confiden

[ Moxazars Tonske otanma LAEACTBUA

¥ OO HEPACMPEAENEHHBIE OBBEKTHI

2
- N [ Cocronsme Napamerp Jranonkoe snauenve  [locnepmee sHauenme .
CL3-NP WKS

CHR Router0S CHR
136141149881

Onncanme Router
Mowcek...

C/A3 Dallas Lock UKS

Macrudnkatap peraopa 136141,
~ ~ O6noomTs
Kowrakel o o

Vua yana Router0S Router0S Coxpanu & gaiin

OBAL

CETEBLIE YCTPOCTBA ) )
Pacnonosxenne @ @
YAANEHHBIE OB BEKTHI Ceresoii yposens cepanca 78 78 .

LICTHOUMTE KOHTPORE LLEROCTHOCTH

L
[<J< Q< Q<< Q< J<]

MogumHessii 16 KonmuecTso ceresex mtepdeiicos 1 1
BbilcnionmTh KOKTPOAE AOCTYNHOCTH

[oBagme napamerp

YAanTh BbiAenenHbie NapaveTpE!

Puc. 356. KoHdmrypauus ceTeBoro yctpomcraea

B Tabnuue Ha Bknaake KoHgueypauusi coaepxaTcsl napameTpbl U UX 3HaYEHUS!, NOSyYeHHbIE OT CETEBOMO
ycTpownctBa no npotokony SNMP unm SSH.
Cnuncok napaMeTpoB CETEBOIO YCTPOWCTBa NpeacTaBnseTcst cobon Tabnuuy ¢ nonsamu:

SNMP SSH
e HoMmep e HOMep
e COCTOSIHVE e  COCTOSIHWE
e MapameTp e UM
e 3TafloHHOEe 3HayeHve e KOMaHga
e rocrefHee 3HayeHve e  3TanioHHOE 3HayeHue
e rocnefHee 3Ha4yeHve

Hap tabnuuewn ectb none lNoka3amb mosibKO omiu4yus, yCTaHOBKa (briara HaNnpoTUB 3TOro NONsA NPpMBOANT
K nepexogy B PeXum OTOOpaXeHus napamMeTpoB KOHMUrypaumu, LernoCTHOCTb KOTOPbIX HapylleHa.
CHaTve cdhnara Bo3BpaLaeT K MPOCMOTPY BCEX NapamMeTpoB.

MIB — 6a3a ynpasnsitowen nipopmauun. OID — 3To yHMKanNbHbIN MOeHTMdUKATOP 06bekTa
B SNMP (06bekTom MOXeT 6biTb MOAEeNnb YCTPOMCTBaA UMW KOHKpPEeTHbIN napametp). OID
3anncbiBaeTCA Kak MOCHefoBaTeNIbHOCTb YMCEerN, pasfdeneHHblXx Touykon. Hanpumep,
«1.3.6.3.2.1». MIB-charnbl no3BonsilOT MCMNONb3oBaTb TekcToBoe npeacTaBneHne OID.
Hanpumep, pana OlDa «1.3.6.1.2.1.31.1.1.1.10» TekcToBoe MNpeAcTaBfeHne —
«ifHCOutOctets».

Mpu pernctpauum ceTeBoro yctporictea B [lomeHe 6e3onacHoctu B base koHurypauun ELLY Dallas Lock
OCYLLECTBAETCHA NOUCK KOHUIypaLmMmn AN AaHHOrO YCTPONCTBA.

KoHgurypauunoHHele cannbl — peKkoMeHAOBaHHbIe CMUCKM napaMeTpoB YCTPOUCTB, HapyLleHue
LLeNTOCTHOCTM KOTOPbIX CHYMTAETCS MHUMOEHTOM 6e30nacHOCTM.

B ELY Dallas Lock ecTb HECKOMNbKO BUAOB KOH(UIypaLMOHHbIX (haifnoB YCTPOUCTB:
e KOHUrypauusa onsg onpegeneHHblX Mogenen ycTpoucTs;
e  KOHCpUrypaumsa ons onpegeneHHbIX Nnpon3BoanTenen;
e  KOHCpUrypaums no yMonyaHuo.

Mocne pobGaenenus yctponctea B base KoHGwUrypauum nponsBoOAMTCS MOMCK Hamboree noaxoasiien
KoHdurypaumm Ans AaHHOW mopenu ycTtponctsa. Ecnu koHdwurypauma nna gaHHOW Mopenu He
oBHapyXeHa, NpPOM3BOAMTCA MOWCK KOHdurypaumm pansg npoussogutens. Ecnm He obHapyxeHa



KOHdWrypauus ansi NpomM3BoaMTENS, UCNOMNb3yeTCca KOHUIypaums no yMonyaHuio (0 TOM, Kak MONOJSHUTb
Bbasy koHdurypauun ELLY Dallas Lock cm. «[apameTpbl cETEBOro 060pyA0BaHUAY).

HaligeHHas B 6ase koHdurypaumss npepctaensieT cobon cnmcok OID. YcTponcTBO onpalimnBaeTcsi
no cnucky OID un3 KoHdwurypauum, ganee nonyyYyeHHble Mpu NEepBOM OMNPOCEe 3HaYeHUs UCMOMb3yHTCS
B KA4YeCTBE 3TallOHHbIX.

Ecnu B 0TBeT Ha 3anpoc 3HavyeHnsa napameTpa y ceTeBoro yctpornctea ELLY Dallas Lock nonyyaet nyctoe
3HayeHue, B Tabnuue HanNpoTUB Ha3BaHWS Takoro napameTtpa OyaeT cogepxaTbCs cumBon «@x». Ecnm
YCTPOWMCTBO He OTBETUIO Ha 3anpoc 3HaYeHns napameTpa — B Tabnuue GyaeTt cogepxxaTcs 3anucb «(Hem
omeema).

Ecnn B npouecce yHKUMOHMPOBAHNS YCTPOMCTBA 3HAYeHWe napameTpa CTaHOBUTCHA OTUYHBIM
OT aTanoHHoro, B 16 dukcupyetca uHunaeHt 6esonacHocty HapylweHue uenoctHocTy KoHduUrypaumm
ceteBoro obopyanosaHus (puc. 357).

Co0bITns HapyLleHMs LLIENOCTHOCTU ceTeBoro obopyaoBaHuMs MoryT Bo3HuKkaTtb, ecnv ELLY
Dallas Lock npu pabote He ycneBaeT nony4ntb 3HadeHusi napameTpoB OID ¢ ycTponcTs.
[ns pelleHus OaHHOW MNpoGnemMbl CeTeBOE YCTPOWCTBO HEOOXOAMMO BbLIBECTM WU3-MOS4
koHTpons ELLY Dallas Lock v 3apernctpupoBatb 3aHOBO, yBENMYUB Npy JOGaBNEHNN BpEMSI
Tanv-ayTa.

) Mpocmorp X

Bpema

2020-10-26 07:34:45 (GMT+03:00)
APM

Mikrotik 10.10.102.255 (public)

Mogyne
CeTesoe obopyaosaHe

CobuiTie
HapylueHHe LIENOCTHOCTH KoHDMMypaLmi ceTesoro obopyLoBaHua

PesynbTat
ErineneHo HapYWeHWe LENOCTHOCTH

Mpuoputer
BicokHi

NononuuTenbHble CBEAeHnA

K OMMEHTapMIA;

Puc. 357. NMpocmoTtp cBegeHu 06 MHUMAEHTe 6e3onacHOCTU

Ha Bknagke KoHgpueypauusi COOTBETCTBYIOLUMIA NapaMeTp, OTMMYHBIA OT 3TarioHHoro, GyaeT BblaerneH
LBETOM:

e  3TasfloHHOEe 3Ha4YeHne COOTBETCTBYIOLLEro napameTpa — KpacHbIM;

e  rocreaHee 3HaYeHne COOTBETCTBYIOLLEro napameTpa — 3eneHbIM.
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Puc. 358. OToGpaxeHune 3Ha4eHM NapamMmeTpoB ceTeBoro obopyaosaHus Ha Bknapke «KoHdurypaums»



Ha Bknagke KoHcpueypayus Ha naHenun UHCTpymeHToB [eldcmeuss OOCTYMNHbI criegyrowme KoMaHgbl
(pnc. 358):

1. «[pUMeHNTb W3MeHeHusi», NpedHasHayYeHa Ans MNPUHATUS MOCMEOHUX MONYyYEHHbIX 3HaYeHWN
KOH(UIypaLuum 3a aTasrioHHbIe.

2. «[lowuck...», N03BONSIET UCKaTb NapamMeTpbl KOHUTypaLmn.
«OBHOBUTLY, NpeaHa3HavYeHa aAng Nony4YeHus akTyanbHbIX 3HAYEHUN KOHUIypaLuumn oT yCTpoNCTBa.

4. «Coxpanutb B channy, npeaHa3HayeHa AN COXpaHeHMs oTyeTa O TeKyLlen KOHUrypauum ceTeBoro
ycTponcTBa B hopmaTte «.txt».

5. «BknounTb/BblknounTb KOHTPOJIb AOOCTYMNMHOCTU», npegHa3Ha4YeHa And WU3MEeHEeHUA COCTOAHUA
KOHTPOJA AOCTYNHOCTU CETEBOIo yCTpOVICTBa.

6. «BknounTh/BbIKNOUNTD KOHTPOJIb UENIOCTHOCTU», npeaHa3HadYeHa AOnd WU3MEeHEeHUA COCTOAHUA
KOHTPOJA LeNnnioCTHOCTN CeTeBOro yCTpOVICTBa.

7. «JobaButb napameTp», QAN HOBOMO KOHTPONMMPYEMOro napameTpa Mo3BOnseT YCTaHOBUTb
dnar «KoHTponuposaTb napameTpy», a Takke 3agatb ums u OID.

Mpu pobaBneHun napameTpa, OH 3anucbiBaeTcs B hann koHdurypaumm n otobpaxaetca Ans Bcex
CBSI3aHHbIX C HUM YCTPOWCTB (BNUSAET Ha HOBble 1 AobaBneHHbIe paHee ceTeBble ycTponcTaa [B).

8. «YaanuTb BblAeneHHble NapameTpbi».

[nsi oToBpaxeHnst TONbKO OTAMYMIA MEXOY 3TaNOHHbIM 3HAYEHWEM M MOCNEeAHMM 3HAYEeHWEM AOCTYMeH
GunbTp lNokazamb MOosibKO OMIAUYUS.

3a aTanoHHoe 3HayeHne OyaeT NPUHATO 3HaYeHMe, NONyYEHHOE OT CETEBOIO YCTPOWCTBA NPU CrieaytoLen
npoBepkKe.

w

17.3.3 )ypHanbl ceTeBOro yctpouctea

Ha Bknagke XKypHarnbi onsi ceteBoro yctponctBa gocTtyneH XypHan Syslog. B xypHane otobpaxatoTtcs
TonbKo Syslog-coobLleHns, NonyYeHHbIe OT CETEBOrO YCTPONCTBA.

Ha naHenun MHCTpPYMEHTOB MOXHO 3afaTb NapameTpbl ounbTpauni. Ha naHenu MHCTPYMEHTOB B pasaerne
Helicmeusi MOXHO COXpaHWTb OT(UNBTPOBAHHLIE 3aMMCM  KypHara C MOMOLb  KOMaHZbl
OKcnopTupoBaTh XypHarn.



18 NMOAYUHEHHbIA OOMEH BE3OMNACHOCTU

Mpn BBOOE 0AHOro AoMeHa 6e30nacHOCTU B MOAYUMHEHWE APYrOMY OOIDKHO ObiTb COBM0aAeHO
cnepyiollee ycrnosue: Mexay AoMeHamy 6e3o0nacHOCTU JoImKeH ObiTb CBOOOAHBIM 0OMeH
naketamu no TCP/IP-nopty 17900.

B ELY Dallas Lock fomkHO BbINOMHATHCS NPaBUo CO34aHWUs CBA3EN MeXAy rnaBHbIM
N NOOYMHEHHbIM [OOMEHOM, KOTOpPOE 3akflloMaeTcsl B 3anpere OpraHum3auumn «LUKNOoB
aAMUHUCTPUPOBAHNSA AOMEHOBY, KOrAa rMaBHbIN AOMEH SABMASETCA NOAYUHEHHBIM JOMEHOM
AN OOHOrO U TOFO e JOMEHA.

MooYnHEHHbIN AOMEH 6e30MacHOCTU MOXET MMEeTb TOMbKO OAWH rnaBHbii OB Ha oawuH
ypoBeHb Bbiwe no mepapxum ELY Dallas Lock (cywecTByeT BO3MOXHOCTb co3faBaTb
HECKONNbKO YpPOBHEN NoaymHeHus ). OrpaHnyYeHns no KONMYECTBY MOAYUHEHHBIX Y FIaBHOMO
OomeHa 6e30MacHOCTM yCTaHaBNMBAKOTCS NIMLEH3NEN.

18.1 Beopg [1b B nogunHeHue

18.1.1 BsBop [1b B noaunHeHue B npouecce yCTaHOBKU

[nsa BeBoga B nogvnHeHne [lomeHa 6e3onacHocTu B npouecce yctaHoBkn ELLY Dallas Lock Heobxogummo:

1. Y6eautbcs, 4uto [JomeH 6e3onacHOCTM, B NOAYMHEHUE KOTOPOMY OCYLLECTBNAETCHA BBOA, AOCTYMNEH
no cetu.

2. 3anyctutb npouecc yctaHosku ELLY Dallas Lock.

3. Ha ware Bbi6op Tuna gomeHa BbiGpaTh NYHKT [T0d4uHEHHbIlU domeH be3onacHocmu (puc. 359).

O MacTep ycranoern - ELY Dallas Lock, sepona 5.0.441.3 o1 01.07.2026 *

Bbibop TMna aomeHa O

BbIE-EFII.ﬂTETMI'I CO38363EMOTD JOMEHD

(0] O AomeH BezonacHocTH
0

@ CozaaHne Hoeoro JomedHa bezonacHocTu

@

(0] ® MogunHEéHHEIA Jomen BezonacHocTn
0

CozaaHue Hoeoro JomeHa BezonacHoCTH, BKNKOYEHHOTO B COCTAE
cywecTeyrowero JomeHa BezonacHocTi

®

Y
(]

() CepBep penavkauum

’3"‘0 [AobaeneHne yzna e KnacTep cepeepoe ELLY

Hazag Hanee Otmena

Puc. 359. Llar «Bbi6op TMna gomeHa» B Mmactepe yctaHoBku ELY Dallas Lock

4. 3apaTb napameTpsl rnasHoro Ab (puc. 360):
e agpec rnasHoro [1b;
e kmtov goctyna k Ab.



D MacTep ycranoskw - ELLY Dallas Lock, sepona 3.0.441.3 ot 01.07.2026 X

MapameTpel yaanéHHoro cepeepa @

YkammnTe NapameTpel yaanéHHoro cepeepa

Agpec rnaeHoro [6:

Kanarkou goctyna:

Hazag OTtmena

Puc. 360. MapameTpbl yaaneHHoro cepeepa
5. [anee npogomxknTtb 1 3aBepwnTb yctaHoBky ELLY Dallas Lock.
6. lMocne 3aBeplleHMa ycTaHOBKM nogynHeHHoro OB B gepese rnasHoro [b nosiBUTCA BBEAEHHbLIN

B nogymHexve Ob (puc. 361).
HdomeH GezonacHoCT
HEPACTIPEAEAEHHEIE OB LEKTEI
CETEBbIE ¥CTPOWCTBA

¥ANEHHBIE OBBEKTHI

S MNogumHenHed 4B

Puc. 361. MoauuHeHHbI OB B aepeBe poanUTenbLCKOro

18.1.2 Bsopa [1b B nog4YMHeHMe nocre yctaHOBKU

[ns BBOAa B noavnHeHune [lomeHa 6Ge30MnacHOCTM Nocne yCTaHOBKN HeoBXoauMo:

1. Y6egutbes, yto [lomeH Ge3onacHoCTW, B NOAYMHEHME KOTOPOMY OCYLLECTBMSIETCS BBOZ, AOCTYMEH
Mo ceTu.

2. 3anyctutb KoHconb ELLY, BBOOUMOrO B NOAYMHEHME.

3. OT1kpbITb rMaBHoe MeHio KoHconn ELLY n BblbpaTb nyHKT MapameTpsi AB.
4. B 6noke Bgod e nod4uHeHue ykasaTb CETEBOE MMsi CepBepa rNaBHOMO AOMEHA M K4 JocTyna
K rmaBHOMY AoMeHy 6e3onacHocTu (puc. 362).

|.%.) BBoA B NnoguUMHeHNe v

CeTeBoe MMA CepEEpa

Kawou goctyna

Puc. 362. BeBog B nogunMHeHue

5. Haxatb kHonky BBecTu.



EgouHbin ueHTp ynpaeneHus Dallas Lock
UHCTpYKUMA NO nCnosib3oBaHUIO

Ecnn npouecc BBOOa B NOAYMHEHME MpPOLUIEN YCMELWHO, TO 4Yepe3 HEeKoTopoe BpeMsi MosIBUTCS
cooTBeTCTBYlOLEe coobuleHre (puc. 363).

B Beog B nogunHeHne >

- ,ﬂ'OMEH YCOELHO BEEJEH B NOAYWHEHKWE,

l KoHcone Bynet nepesanyLuieHa,

oK

Puc. 363. OB ycnewHo BBeAeH B NnoA4YMHeEHWe

Mocne nepesanycka KoHconu Ha ypoBHe [b Ha Bknagke CBogka — WHdopmaums o6 obbekTe
oTobpasuTcs nHopmaums 0 poaMTENbLCKOM AoMeHe (puc. 364).

Wndpopmauus 06 obbexre et
Cepsepbi gomeHa 6esonacHoctn ucc-2.dllocal:17900
PoauTenbCkuit AOMeH Homen Besonacroctu (ucc-ik5.dLlocal:17900)

MAPAMETPbHI IMUEH3NMN Mogpobuee

APM 0 /500

Ceresbie yCTPOWCTBa 0 /500

NogunHerHble A0MeHbl 0/ 500

Arentbl ELLY 0/ 500

EAVHBIA LEEHTP YNPABNEHUA

TEPMWHA/IbHbIE CEPBEPDI Noapobree

TepmuHanbHbie cepeepsl 0 /500

AXTVIBHbIE TEPMUHANLHLIE CECCUN 0/500

NAUEH3NOHHASA Noapobuee

WHOOPMALUMA

MPOLLECC MUTPALLMMA Moapobriee

Puc. 364. Uncbopmaumsa o poantenbcKkom fomMeHe

Takke B gepese rnaBHoro [1b nosiButca BBeAeHHbIN B nogynHeHne Ob (puc. 361).
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18.2 BbiBog [1b 13 nogunHeHus

18.2.1 BbiBoa b "3 noguynHeHUA N3 co6CTBEHHON KOHCONMM

[ns BbiBOAA U3 nogyYnHeHus [JlomeHa 6e30nacHOCTU NOCPEeACTBOM COGCTBEHHOM KOHCOMM HEOOX0AMMO:
1. Mopknounte KoHcone EUY k B, HaxoaswemMycs B NOgYNHEHMWN.

2. OTkpbITb rMaeHoe MeHto KoHconu ELLY > — MapameTpbl OB.
3. B 6noke Bbigod u3 nod4yuHeHust (puc. 365) HaxxaTb KHOMNKy BbiBecTn.

.?. BbIBOg M3 NOgUMHEHNA

[omeH Haxo4WTCA B NoAYMHEHWMK ¥ goneHa: [lomeH BezonacHocT

BrisecTn

Puc. 365. BbiBoA M3 NOAYMHEHUA
Ecnu npouecc BbiBoga AOMEHA U3 NOAYMHEHMS NPOLLEN YCMNELHO, TO Yepe3 HeKOTOpoe BpeMsi NOSIBUTCS
cooTBeTCTBYlOLEE coobLieHme (puc. 366).

O Coobienme *

L
l AoreH yonewHo BeIBEARH M3 NO4HKMHEHMA

oK

Puc. 366. b ycnewHo BbiBeAEH U3 NOAYUNHEHUS

18.2.2 BbiBoa [1b 13 noauynHeHUA Yepe3 KOHCONb rnasHoro [1b

Insa BbiBoga 13 nogunHeHus b yepes KoHconb ELY rnaBHoro [1b Heobxoammo:

1. Mopknountb KoHconb ELY k rmasHomy [OB.

2. BbibpaTb noguuHeHHbin b B OepeBe M Ha Bknagke Ceo0ka HaxaTb Ha MaHENW WMHCTPYMEHTOB
Heticmeus kHonky YaanuTtb (puc. 368) unu BbiOpaTb COOTBETCTBYHOLLYIO KOMaHAY M3 KOHTEKCTHOrO
MEHI0, HaXkaB NpPaBoOW KHOMKOW MbILLK Ha nogvnHeHHbIn OB B aepese (puc. 367).

a MNoadiHeHHEIR OB

BeIMpy3uTE CNMCOK KNWEHTOR
MNepermeHoEBATE
MoAKNHYKTE KOHCONE
¥1anKTE

Bripezate Ctri+x

Puc. 367. KoHTekcTHOe MeHI0 noguYuMHeHHoro b



JAEACTBMA

Ob6HOBWTE

Bblrpy3MTb CMNACOK KAHMEHTOB

MepeumeHoBate

Mo gearoumte Koncoas k nogumnensomy JIB

Yiammin

OMNEPATMBHOE ¥NPAEAEHWE

Paz6.10KMpOBATE KOMNEHITEPLI

CHHXpOHMEWpOBaTL

Puc. 368. KomaHabl naHenn MHCTPYMeHTOB AnA noa4uHeHHoro 1B

BbiBeaeHHbI U3 nogumHeHns Ob nepemecTtutcs B 6a3oByto rpynny YoasieHHbie 06beKmeI.

18.3 HacTpomnka nogunHeHHOro oomeHa 6e3onacHocTu

B nepee rmasHoro [lomeHa 6e3onacHoctu ELLY Dallas Lock npucyTcTBytoT nogumHeHHble OB.
3Hauvkn obbekToB, 0603HavaLWmUx NoaYnHeHHele OB, 3aBMcAT OT cocTosiHMA OB u MoryT npuHumathb
cnegylowunm Bua:

@ — noguvHeHHbIn OB noakntoyeH;
. —  CB#3b C NoAYMHEHHbIM [1B oTCyTCTBYET;
CBA3b C NoAYMHEeHHbIM B OTCyTCTBYeT CBbllle 3adaHHOro B rmaBHoM [B BpemeHn,
__ KOoTOpoe onpegensieTcd napamMetpom OnoBelweHusi npu  OTCYTCTBUM  CBA3U
Cc 00BLEeKTOM (B AHAX) (MpY YCrOBUM, YTO HACTPOEHO OnoBeLleHne 00 OTCYyTCTBUMN CBA3MN

C 06BEKTOM).

Aamunuctpatop ELLY Dallas Lock moxeT nepemellats nogyumHeHHble [1b B rpynnbl (nogrpynnel) gepeBa
OB. [Ona storo Heob6xoaMmo nepeTawmuTb 3HAYOK HYXKHOrO MOAYMHEHHOro B KHomkow mbiwun B none
apyroro 3Hadka (Drag-and-drop).

HacTtpoiiku Ha ypoBHe nogunHeHHoro [1b otobpaxatoTcsa Ha HECKOSbKMX OCHOBHbIX BKIaZKax.



18.3.1 CuHxpoHu3auusn

Ona npuBegeHWss B COOTBETCTBME 3HAYEHWAM napamMeTpoB, BbICTaBMEHHbIM Ha rnasHom [B,
Ha nogymHeHHom 1B HeobxoaMMo npoBefeHue CUHXPOoHM3aL M. CUHXPOHU3aUnsa MOXET ObiTb NpoBeaeHa
npw yCNOBUN HaNn4uMs CETEBOro NOAKNIOYEHMS MEXAY MMaBHbIM U NOOYNHEHHBIM JOMEHOM:

e [PV BKIOYEHUM nogumHeHHoro [b;

e nepuogunyeckm (cM. «apameTpbl paboTbl MOAYNEN»);

e o komaHae nonb3oBartens u3 Konconu ELY rnasHoro Ob.
KomaHga CuHxpoHusupoBatb B KoHconu ELY goctynHa Ha Bknagke Ceodka Ha ypoBHE NMOAYMHEHHOIO
Ib B nepese [1b Ha naHenu uHcTpyMmeHToB OrepamueHoe yrnpasrieHue.

18.3.2 CBopgka nogumHeHHoro [1b

Bknagka CeolOka Ha ypoBHe noguuHeHHoro [Bb oTobpaxaeT obuiee coctoaHuMe noavvMHeHHoro b
(pwnc. 369).

Ceogka

WHpopmaumna o6 obhenTe ~ .
AENCTENA
Beoae AE 2025-10-23 15:55:36 (GMT+03:00
GUID nog4KHeHHOrD AomMeHa 0A93TDBA-FEDD-AS44-B478-99162565BD2E
Mata nocnegHeR CUHXPOHMIALAK 2025-10-23 16:51:12 (GMT +03:00)

O6HOBUTL

Mma nogumrHeHHoro gomeHa MogurHerHeR 4B

KonmyecTso nHUMAeHTOE BezonacHocTy 1 BBIrpy3vTh CIMCOK KAHEHTOB

Pezynetat nocaeaHeld CUHXpOHMZ LKA

MepewrmenoBars
Cepsepbl NOAYUHEHHOMND A0MEHE ucc-apind.dllocal 17900

AMLEH3WMOHHAA Mogpobines
WHPOPMALIMA o

AHUUEH3WA NOAYHMHEHHOMO JOMEHA Mogpobines

AP 0f5
CeTesble ycTpolicTea ofn
Arentel ELLY 0f1
Moa4MrHEHHEIE 4OMEHE! o/o
TepMUHAABHBIE CEpBEpbI o/
TepMUHAABHEIE CRCCHI L]

Mok atounts Koncoab k noguvbiednomy JIb
WHYWaeHThI 6e30nacHocTH ~

3a neprog: 23.10.2025 Skcnopt Yaanmic

[ Tanexa nenposurannee

Mo konHecTey 3a nepuog, OMNEPATUEHOE ¥MPABAEHWE

Pa36.10KMpOBaTE KOMMBHITEPLI

CMHXpOHHZMpOBaTL

0/2

1
He npoumTaHo/Beero . .
00, 02, 04, Df. DB ., 12, 1 16n 0 18 200, 2.

B KonuuecTso

Puc. 369. Bknagka «CBogka»



[ocTynHbl criegyrowme pasgensl MHPOPMaUMOHHOW NaHenu.
MUHdopmauusa o6 o6bekTe

B wuHdopmaumoHHoM naHenu oTtobpaxaeTcs cnegywowasa MHPOpPMaUMs O TeKylem COCTOSHUM
noavnHeHHoro [b:

MHdopMaLua o gate u Bpemenn seoga B [1b;

UMS MOAYMHEHHOIO JOMEHA;

GUID nog4mMHeHHOro JOMeHa;

cepBepa knactepa ELY;

WHpopMauns 0 gaTe U BPEMEHU NOCNeaHeNn CUHXPOHN3aLINM;

pesynbTaTt nocrneaHer CUHXPOHM3aLmK;

KONMYECTBO MHUMAEHTOB 6e3onacHoCTy;

O COCTOSIHUM U NapaMeTpax MLEH3MM Ha NOgYNHEHHOM LOMEHE.

Mpn Haxxatnn kHonkn MoapobHee nons JSluyeH3uoHHass uHghopmMayusi NOSIBUTCS OKHO, codepkallee

NMLIEH3NOHHYIO MHGOPMaUMio (JIMUEH3WOHHBIN Kog W KOO Texnoadep:kku) ANs BCex MoAynei,
BBeAEHHbIX Mo ynpaBreHue noauynHeHHoro B (noapoGHee onucaHo B pasgene «JIMueH3MoHHas

nHopmaumns»).

Mpn oTCyTCTBMM CBSA3NM C MNOAYMHEHHbIM LB 6nok JluueH3UuoHHasi UHgopMauus
oTobpaxaTbcs He byaer.

MapameTpbl nuueH3Mn B none JluyeH3usi noO4uUHeHHo20 doMeHa MNO3BOMAKT YBUAETb OTHOLLUEHME
CYMMapHOro KONIM4eCTBa MUCMNOMb3yeMbIX B peanibHOM BPEMEHU KBOT Ha CyMMapHOE KONMYeCcTBO KBOT,
pacnpegeneHHbix u3 obwen nuueHsmm MaesHoro Ab. MNpu HaxxaTumn kHonku Mogpo6Hee NOABUTCA OKHO
CocTosiHne NUUEH3UN NOAYNHEHHOIO AOMEeHa, B KOTOPOM MOXHO U3MEHUTb NULEH3MIO C MOMOLLBIO
MexaHu3Ma nepepacnpegenenuns kBot ¢ FnaesHoro b (cM. «JIMUeH3nn NoOAYNHEHHbLIX JOMEHOBY).

JocTynHbl cnegytowne oencTsns ¢ NogYnuHeHHsIM b Ha naHenu MHCTPYMEHTOB:

1. O6HOBUTB.

2. lepeumeHoBaThb.

3. YpanuTb nogYMHEHHbIN JOMEH.

4. TMogkntounte KoHconb K nogynHeHHomy [b.

,D,OCTyI'IHI:I cneaywume KomaHgbl onepaTtuBHONo ynpaBieHna Ha naHenn MHCTPYMEHTOB!:

1. CuHXpoHM3MpoOBaTh.
2. BbIrpy3uTb CMUCOK KIUEHTOB.
3. PasbnokupoBaTtb KOMMNbOTEPbIZ2,

KomaHabl onepaTtmMBHOro ynpaBrneHus Ha ypoBHe nogvymMHeHHoro [1b peannsoBaHbl aHanorMyHo KomaHgam
Ha ypoBHe [nasHoro b (cm. «Ceoaka ang 16»).

KomaHabl Bbiegpy3ums crnucok krnueHmoe wn Pa3briokupogamb KOMbtomepbl LOCTYMHbI
TOMNbKO MPU Hann4Mm cBA3N ¢ NOAYMHEHHbIM 6.

PesynbTaTt BbINOMHEHUA KOMaHA4 OnepaTUBHOMO ynpaBfeHus He oTpaxaeTtcs B XKypHanax
ELY. Takke He npedyCMOTpPeHbI BCMNSbiBalOLWMe U NpovvMe yBeOOMSEHUA O pesynbTaTax
BbIMOSIHEHNSA KOMaHA OnepaTUBHOIO yrnpaBneHus.

OTkpbITb KoHconb ELLY Dallas Lock nogunHenHoro 16 moxHo ¢ Konconu ELLY Dallas Lock MnasHoro [1b.
[na 3TOro HyXHO:
1. Haxartb Mopgknountb KoHconb K nogaumHeHHomy OB (puc. 369) Ha maHemnu MHCTPYMEHTOB

Jleticmeusi Bknagku Ceodka.
MogkntounTte KoHconb nogymMHeHHoro OB MOXHO Takke C NOMOLLbH OAHOUMEHHOW YHKLUN

22 Tlos3BonsieT pa3bnokupoBaTb B MOAYMHEHHOM [B KOMMbIOTEPbI, HAa KOTOPbIX YyCTaHoBNeHbl mogynn C3U HCO
Dallas Lock 8.0 UK12 unu Bbilwe, C KOTOPbIMY €CTb CBA3b.



KOHTEKCTHOro MeHto (puc. 367)

MNosiBUTCA OKHO

MoaknrouyeHne Kk cepBepy (puc. 370). [anee HeobOXxoauMO 3amnosiHUTb

cnegyrowme nons:
e /MS KOHCOMW;
e CeTeBOe UMs cepBepa;
e «xnitod goctyna k Ab.

O MogknryeHKe K cepeepy X

MoaknHIHEHKE K CEPERpY:

¥Ka3aTk HOBBIA CepEep

ma koHoonM: HUCC-IKS
CeTesoe MMA cepeepal | niid-DL:17900

Kooy gocmyna k JE:

JapervcTpHpoEaTh CTmeHa

Puc. 370. OkHo «lMoaknioyeHmne Kk cepeepy»

3ateM HaxaTb 3aperucTpmpoBaTh.
B crnepgywowem okHe (puc. 371), HeoOXoOUMO BBECTM aBTOPU3ALMOHHbIE AAHHbIE U HaXaTb

MopgkniouuTbes.

@ MoaknroqeHne K cepeepy X

MoAKNHOYEHHE K CEPEEPY !

MoAYKHEHHEIM A6

lMMA nonezoEaTENA: |user| |

Maponk: | |

AnnapaTHele naeHTHKKaTope!l O

LY NER TR By el Tl S, M AEH THRHKATOP HE ERIDpEH
CHEHHTE Naponk |:|

MoAk AHHHMTECA OTMEHS

Puc. 371. BBoa aBTOpU3aLMOHHbIX AaHHbIX

Ecnu paHHble BBeAeHbl BEpHO, ByaeT OoTKpbITO HoBOe OkHO KoHconu ynpasnerust ELLY MNogunHenHoro OB.

18.3.3 Monb3oBaTenu v rpynnbl nog4YMHeHHoro [1b

Bknagka [lonb3oeamenu Ha ypoBHE NOAYUHEHHOIO 06 COOepPXUT CMnUCOK rnobanbHbIX U AOMEHHbIX
nonb3oBaTtenen n rpynn, Hacnegyembix c ypOBHeﬁ Bbille MO nepapxmm n Co3gaHHbIX Ha ypOBHE OaHHOIo
NOoAYMHEHHOIo AOMEHa, a TakXke CNMUCcoK 3a6ﬂ0KMDOBaHHbIX nonb3oBaTenen.

lMonb3oBatenu K rpynnbl, co3gaHHble B nogynHeHHoM [B, He nepeparTcsd B rMaBHbIN
N He oToOpaxaloTcsa B cnucke nonb3oBatenen u rpynn B KoHconu rmaBHoro ELLY Ha ypoBHe
nogynHeHHoro 16 B gepese.



YnpaBerieHve nonb3oBaTensMu, Tpynnamy U 3a6rOKMPOBaHHBIMKU  MONb30BaTENsIMU  HA  YPOBHE
noaYnMHeHHoro B npousBoAUTCS aHamnorMyHo OMNMWCaHHOMY YMpaBMEHUIO Ha ypoBHe rpynnbl OB
(cm. «[Monb3oBaTenu 1 rpynnbl Ans rpynnbl OBy ).

YnpaBneHne nonb3oBaTensMn 1 rpynnamMu, co3gaHHbiMn B rnaBHom B, 3abnokupoBaHo B KoHconu
nogvnHeHHoro Ab.

Ecnun nma nonb3oBartens unm rpynnbl, cCO34aHHOro B noA4YNMHEHHOM b, coBnano ¢ uMeHem
nonb3oBaTenid Unun rpynnbl B rnNaBHOM b, To napamMeTpbl Takoro nonb3oBaTesnia Unu rpynnbl
nognexart CUHXPOHU3aunn co 3Ha4YeHNAMU, yCTaHOBIIEHHbIMU B MMaBHOM 0b.

Ons NnpUMeHeHnd N3MEHEHNIN Ha NnogyYnHeHHoM [1b HeobxoamMma CUHXPOHM3aUUnA.

18.3.4 MonutTukn nogunHeHHoro Ab

Bknapka Monumuku Ha ypoBHe nogynHeHHoro B no3sonseT pegakTupoBaTth NOMUTUKU HA NOAYNHEHHOM
OB (pwuc. 372).

Qv o Moaurikn

o

Ao 20MacHOCTH 2
v OMEH BezonacHOTH = —
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B HEPACTIPEE/EHHBIE OBBEK.

[ nonumncn kowrpona uenocrwocn | | Pexum pasore C3K ] [ ouncrea ocratounoii ][ onnmuin ACH ] AEACTBNA
M CETEBGIE YCTPOFICTBA =
( [V — ] Mok Ao<Tyna ] Cere I ANNAPATHAA NACHTHOHKaLNA ]
™ Y[JASEHHBIE OB BEKTHI
© Moaunenssit 16 of 3anper na smenenne [ |Hacreayerca Moammika ~ 3Jnauenve  Tunmogys
o O ES: MUHMMANGHOE KOAMHECTS 0 KAACCOB CUME0AGE He 33D C31 B (MIK4, 1K, 1IK6)
o (] ESXi: HANOMUHATL © CMEHE N3pona 33 He 33gaHE €31 B (VIK4, LAKS, L1KE)
o O ot Kowaeeroo naponei, koTapeie oker ncnonmonate  Hesogaro Akl B (AKS, WK6)
o (] it MakCumansReii cpok AeRCTs A napons Hesagano  C3MBI (VKS, WIKS)
o O oVirts Munmmanenas gnums napons [p—— C3M B (IS, VIKE)
o O Uit MuHumaneHoE KeAwse CTBe npoMMCHSE fyxp wesagann  C3MBIA (AKS, WK8)
o O OVirt: MUHUMANEHOE KOMHECTED CMeUMANLHEN CHMBGNOE e 3agaHO €31 B (IS, VIKE)
DUBTPEI
o O Uit MuHiiansos kean4ecTES CTpoUHEn Byke wezagaro  C3M1 B (AKS, WKe)
o O OVirt: MuHUMBNEHOE Ko nuecTED Up e 33RaHO C3M B (K, VIKE)
o O Vit HanomuKaTe o cene napona sa HesagaHo  C3MBM (MKS, WIK6) " "
o O VCenter: KOMUMEETEN NpEABIAYLLIVG TapONEF, KOTOpbIE N0AEI0BITENS HE MOET HENOAKSoBaTE Hesagara  C3H BH (VIKA, 1IKS, VKS)
o O WCenter: MIKCUMaALHag ATHH3 N3pona Hesagano  C3UBIA (KA, VIKS, UKG) Cucrena
o O VCenter: MaKEHMAAEHE ASMYETHAIOE KQAMHECTED GAMHAKOEKX CAMBONO, CToRLYNS pagah  nessgame G2 BU VKA, 1IKS, VIKE) Dallas Lock 8.0 1KLL
o O WCENtEr: MUHUMAIEHOE KOMMECTE NPANMEREIX BYKs nesagano C3MBIA (K4, VIKS, MKG) Dallas Lock 8.0 VK12
o (] CERtER MUHIMBNEHOE KD IMHECTED CHMBOADE BAEEHTS Hesagaro  Cau BI (VIKY, 1KS, LIKS) €13 Dalls Lock VKS
o O VCenter: MHHAMANBHOE KOMMAECTOn CNELANEHE CHIBONED wesagano  CaM1 B (AKY, MKS, LK) 23 Dallas Lock VIKG
o (] wCenter: MUHAMATIEHOE KOMMUECTED CTPOUMBIX 6yKE HesagaHo  C3M B (MIK4, WKS, MKE) €13 VE Dallas Lock UKL
o O wCenter: MuHUMAEHDE KoMHHECTED b [p—— €31 B (VIE4, LKS, LIKE) Dallns Lock Linuc MK3M
o E wSphere: Marcamansrsi cpox acficTous napana wesagann  C3MBIA (ARY, WKS, 1K) Dl Lock LincU1Ke
‘Sphere: M) C3M B (K4, VIKS, VIKS;
o wSphere: MuHuMansHas AmuHa napons He 3agaHo (11K4, 1AKS, KIK6) Dallas Lock Linax K5
o O Makcummansnsis cpor: aeficTena napaas wezamane  Cuerema, DLAD (VIKLL VK13, ol Lock G311 801 s
allas Lo
o O MiHIIEAEH3R 4103 MapOns Hesagano  Cwcrema, DLG.D (MKLL VKI2) Dallas Lock €311 B HKS
o O MU RLHSIT Sk A¢iicTewa nspona HessgHo  Cuerems, DLA.D (MKLL MK13) olastoe
Dallas Lock C311 B KB
o O Hanomarars o ciene napena 3a Wessaano  Chcrems, DLB.D (AKLL HKI2).. ez fed
FLLY Dallas Lack Winc
o (] HeoBX0MMO USMEHEHME NAPONA He MEHBLLE Hem & HesagaHo  Cwcrems, DLE.D (MIKLL 1K13),
o O Heofixoaumo Hanume cneucnmecnse nesagano  Crcrems, DL (MIKLL MIK13)..

Puc. 372. Bknagka «[Monutuku»

3HayeHnss NONUTUK, YCTAHOBIMEHHbIE B MOAYMHEHHOM [B, He nepefatoTcA B NaBHbIN
1 He oTobparkatoTcsa B cnuncke nonutuk B KoHconu rmasHoro ELLY Ha ypoBHe nogYvMHEHHOro
B AepeBe.

MonuTtvkn Ans nopgyvHeHHoro B MoryT npuvHUMaTb [AONOMHWUTENbHOE 3HayveHne «He 3adaHo».
Ona naHHoro 3HayeHus rnasHbii OB ELY He ynpaBnser 3HavyeHusMM NONUTUK NoayvmMHeHHoro B,
npuUMeHsieTca 3HavyeHne, 3agaHHoe AUB B KOHCOMNN NOgYNUHEHHOTO.

Mo ymonyaHuio npu BBOZE B noguvvMHeHve OB Bce ero nonvtukM B rnaBHoMm OB vmeloT 3HadeHue
«He 3adaHo».

Onsa cbpoca nepeonpeneneHHOro 3HavyeHus NonuMTukn Ha «He 3adaHo» HeobxoaMMo BbIOpaTb NOMUTUKY
M3 cnucka W ganee Ha naHenu MHCTpymeHToB [elicmeusi BblibpaTe komaHdy COpocuTb 3HauveHue
WM U3 KOHTEKCTHOIO MEHI0 BblIbpaTbh COOTBETCTBYOLLUMIA MYHKT.

HacTtpoika nonutuk ans nogvmHeHHoro b npov3BoanTCA aHanormyHo HacTponKe MONUTUK ANS rpynnbl
OB (cm. «[Monutukun anga rpynnel AB»).

[ns npuMeHeHNs 3Ha4YeHMIn Heob6X0AMMa CUHXPOHU3aLNS.




18.3.5 MexceTeBOM 3KpaH nog4YuHeHHoro A1b

Bknagka Mexcemeeol 3KkpaH Ha ypoBHe nogdvHeHHoro [b nos3BonsieT ynpaBnATb MNOMAWMTUKAMM
MEXCETEBOro 3KpaHa Ans KNMeHToB nogynHeHHoro b (puc. 373).

KomnoHeHTel

YNPABAEHUE KOMMNOHEHTOM M3
AEACTBMA
OBLpMEe HacTpoAKK M3
o Janper Ha vamenenne || Hacreayercs Thoammaka “ Inauerme
o | Ag APz ETOMETHHECKES AKTHBALMA NPH HApyLLErK KL M3 £ 33A3H0
o O ABApHiH oM WBBLIMA NPH HEAOCTYNROCTA Arerta BY co cropone LY ne sagaro
d B e ap il pescne: ABTOMATUHECKIE IKTHEALMA NP MPOBANE CAMOTECTHP 0B 3HUA He 3amaHe
o O 6T EMELLHErD TpadKa « rumepEwopy/CE e 33maH0
o ] et Tpaduaka mexay Arentom B w LY £ 2303H0 SINLTPEI
d [] &1 Tpadika Mexay BM R
o O noerni HaHD Wma nommmien |
g 0 rqu e
d O] e 3amana
o ] OMAEHME B TPER NP BADKUPOBEE COEAMHENIS HE 3313H0 Dallas Lock 8.0 MKL1
o M) . Dallas Lock 8.0 MKL2
=i O 5 [ Dallas Lock 8.0 MKLI
o O acHLii Bef-cepdiunr P Diallas Lock Linws K4
o ] Makcumanbhlii pastep http-saronoska HE 3383H0 Dallas Lock Lirne: MKS
o M MexceTesoii skpan ¢ 3300H Dallas Lock Linw KS
o O menouzTs GZIP Ana nanuzs HTTE tpaduees He 3383H0 Dallas Lock C3W B WK
o O TEMIOUATE NOKANEHEE NpaEkTa M3 npi sETaREpEr AouErIAA Mpadina 3 P— Dallas Lock C3M B KT
o ] Ormofipakame coobLugHne o 3afs POBAHHOM COEMHERMM (CaliTe) HE 3303M0 =
& ] n e " 1 334ar
) O MpoTokonMposaHKe ¢
s 0 S » I OMEPATMBHOE YTPABJEHWE
n O ek obyuenna M3 HE 3303H0 CMHXPOHMSHPOBATE
d | Pesiam pabiorsl dnasTpaLys € 338am0

Puc. 373. MexceTeBoW 3kpaH nog4uuHeHHoro 16

ynpaBneHMe NONMNUTUKaMN MeXCeTeBOoro aKkpaHa Ha ypoBHE NOAYNHEHHOIO 0B npon3soanTcAa aHariorm4Ho
ynpaeJieHU0 NOJINTUKAMN MEXCEeTEBOIo 3KpaHa and 0B (CM. «MexceTeBOW 3KpaH»).

18.3.6 KoHTponb pecypcoB noguymHeHHoro [1b

Bknagka Kowmponb pecypcoe Ha ypoBHe nogvvHeHHoro [IB no3BonsdeT ynpaBnATb HaCTpOWKamu,
Kacatrowmmncs 3HaveHu nonutuk CKH, ans knneHTtoB nogunHeHHoro Ab (puc. 374).

YMPABAEHWME KOHTPOJIEM PECYPCOB

TAG5aALHbIE Ha CTPOAKA

o 3anpernawsmene... ¥ [ Hacregyerca Monumaka

i na
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Mapamerpe: np

Mapamerpbl omkpoimsix USB-Flash o

KomnoHeHTe!
AEACTBUS
Inauene Tun moapan
He ucnonszyetca DLE.0{HKLL, UKL, VK13)
He ucnonesyeTea DL8.0 (K12, WK13)
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Bl DLL (VIKS, VIKS, 1KE)
He mcnonesyetca DLE.0{HKLL, MKLZ, MIK13)
Bl DL8.0 (K12, WK13)
OUAETPRI
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8,8,8,8,8,8,8,8,9,8,9,
ooooooooooa

Mapamserpel OC 10 ymorsarIR

i i gocryn
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He wenonesyerca

He ucnonssyetca

DLE.0 {HKLL VK13, MKL3)
DLE.0 (WKL, UK12, WMKL3), DLL (K4, LAKS, UKE)
DLE.0 {KLL VK13, MKL3)
DLE.0 (K11, MK1Z, WK13)
DLE.0 {KLL VK12, MKL3)

Vma nonumien

OMEPATMBHOE ¥TPABJ/IEHWE

Crxpormsuposats

Puc. 374. KonTponb pecypcoB nogunHeHHoro 1B

YnpaBsneHne KOHTPOreM pecypcoB Ha YpoBHE nogymMHeHHoro [1b nponssoguTcs aHanormyHo ynpasneHunio
KOHTporem pecypcoB ansa b (cm. «kKoHTponb pecypcoBy).




18.3.7 Cucrtema oGHapyxeHUsi BTOpXeHU nogumHeHHoro b

Bknagka Cucmema obHapyxeHuUsi emopxkeHuli Ha YpOBHe noavvHeHHoro B nossonsieT ynpaBnatb
HacTponkamu 3HaveHuin nonutuk COB ang knneHTtoB nogvnMHeHHoro A6 (puc. 375).

YMNPABAEHWE KOMMNOHEHTOM COE

of 3anper namsmenenne [ |Hacregyerca Moavmaka

55855885555555508,0,55555585,5

Oo0O00O0000OO00000000000o0n

BAOKMPOBATS CHATHE CKPHHLWITOS N0 kaskie PrintScreen  He sagana
EAGKMpaGKa GTAPABKH TenemeTpHM Windows e sagane
BRAIOuMTS CHETeMy 0BHapyEHA BTOPKEHMi He 3aaano

33HOCHTS & KYPH3N NOAVTHE MPOBEPKM HATMANA SEHOBAEHMI He 53a3H0

KomnoHeHTs!
“ 3HaueHne Tun mogyaa

Lrames wypHanas OC He 33a3H0

AHAAMS CUTHATYP 3T2K B CETEBOM TRadHKE He 3343H0

Syr: Lo He 334aHE DLL (MKS, WKE)
Ly vEmenere napametpos COB He 334H0 DLL (MKS, 1KE)
BT CPABATEIEAHIE Ky PHAAEHEL CHTHATYD He s343H0 DLL (WIKS, WK
AT CpaBaTEIBaHie CHIHATYP TRadka He sagaH0 DLL (WIKS, WKS)
LymurT: €paBiaTeIBaHIE 38PHCTIK He 334H0 DLL (MKS, 1KE)

DL8.0 (K12, MK13)
DLE.0 (K12, MK13)
DL3.0 (K12, MK13)
DL8.0 (K12, MK13)

DL3.0 (K12, K13), DLL (K5, VS, K6, LIKs)
DL8.0 (WK1, MK13), DLL (1IKS, VIKS, WIKS, L1Ks)

, DLL (4K, WKS, 1KS, L1KS)

JALYHTA 0T BHPYEED LMPOEEAGELIMKDD wessaane  DLA.0 (MK1Z, MK13)
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KonTpons nprnoxeniii wessaana  DLS.0 (K12 WK13)
Mackuposarme gatka COB wessaana  DLA.0 (MK1Z VK13
HacTpolikH GNaseLiEa KaHTPana NpHAGKEHHI wessaane  DLE.0 (MK1Z VK13
Hacrpoiin cnncka Bnokuposax wessaana  DLS.0 (WMK1Z WK13)
He 33HOCUTS NOSTOPSI B XYPHAA KGHTPOA NPHAGKEHHMI wesaaama  DLB.0 (K12 VK13
OBHOBNEHNE AETEKTOPE ATaK wessaane  DLA.0 (MK1Z, MK13)
OBHOBREHIE HACTRORE 36 PUETIN wessaana  Cuctews, D80 (MK1Z, MK13)

AEACTBMA

GUABLTPBI

Wma noaumacm |~

Bri6paTa 5ce OumeTuts

Dallas Lock 8.0 MK1Z
Dallas Lock 8.0 K13
Dallas Lock Linus MIKS
Dallas Lock Linus HIKS

OMEPATMEHOE ¥MNPABNEHHE

ChnxponmsMpoar

Puc. 375. Cuctema ob6HapyxeHUsi BTOpXeHui nogunHeHHoro [16

YnpasneHue nonnTukamm cucTemMbl 0BGHapyXeHNs BTOPXKEHUIN Ha ypoBHE nogvmHeHHoro 1B npoussoautcs
aHanorn4Ho ynpasnexuto nonutukamm COB gna OB (cM. «CucteMa 06HapyXEHNS BTOPXKEHNINY ).

18.3.8 bBe3onacHas cpepna COB (neco4yHuua) nogumHeHHoro [1b

Bknagka be3onacHasi cpeda COB (necoyHuya) Ha ypoBHe nogunHeHHoro OB nossonseTt ynpaBnaATb
napameTpamu 6e3onacHon cpeasl COB ansa mogynen C3U HCL Dallas Lock 8.0 1 C3U HCA Dallas Lock
Linux noguvnHeHHoro OB (puc. 376).

KomnoHeHTI

YMPABMEHWE MAPAMET PAMIA BEE3OMNACHOWN CPEAbI COB

o 3anper nausmenenve DHatne,quIcn Moavrka
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He 334aH0
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HE 3343H0

He 334aH0

Tun mogyaa

DLE.D {WIKLZ, K13)
DLED {WK1Z, MK13)
DLED {WK1Z, MK13)
DLE.D (W12, MK13)
DLE.D (K12, MK13)
DLE.0 {WIKLZ, MK13)
DLED {WK1Z, MK13)

DL&D (K12, VK13)
DL&0 (AK13)

DLL (K8}
DLED (K12, VK1)
DL&D (K12, VK13)

BEACTBMA

DUALTPbI

Hma noammaen |~

Bribpats Bce QuneTnTe

Dallas Lock 8.0 LK12
Dallas Lack &0 1K13
Dallas Lock Linux MIKS
Dallas Lock Linux VIKG

OMNEPATUMBHOE ¥MNPABNEHWE

CrHxpoHMsMpoBaTE

Puc. 376. Bknagka «be3zonacHas cpeaa COB (neco4Huua)» nogumHeHHoro OB



YnpaBneHne 6e3onacHon cpegon COB Ha ypoBHe noguymHeHHoro [1b npou3BoaMTCca aHanornvyHo
ynpaerneHuto 6esonacHon cpegov ans rpynnbl b (cm. «be3onacHas cpega COB (necoyHunua) ons rpynnbl

Ob»).

18.3.9 CpencTBO OGHapyXeHuUs n pearmpoBaHua noauynHeHHoro [1b

Bknagka Cpedcmeo obHapyxeHuUsi U peac2upogaHusi Ha ypoBHe noaynHeHHoro 16 nossonseT ynpaenaTb
HacTponkamu, kacatowmmnes 3HaverHmn nonutuk COP, ang knueHToB nogvmHeHHoro Ab (pwuc. 377).

KomMnoHeHTsl

=
YMNPAB/EHWE KOMMOHEHTOM COP
BEACTBAA

HacTpoiiki COP

o 3anper na wzmene... ¥ [ JHacreayerca Mommaka 3navenne  Tunmoggaa

FI3ENMCaHME CKaHUMPaBaHHA CHCTEMBI Ha MHANKSTOpb! KomnpomeTayuu (oC) e sagano  DLB.0 (MKLZ, K1)
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PErASPHDCTE CKaHUpoEaHM ol Hezagano  DLL (VIKS, VIKE)

Obnacts crarmposanus ol Hesagano  DLED (MKL3)Y, DLL (UKS, WIKS, VIKE)

CKaHMPOBaHWE HOBLIX HafAne Ha MHAMKATOPE KOMApomeTauu (oC) He 33gaHD DL2.0 (MK13)

OBHOBAEHHE Ba3tl MHAKKATOPOE KoMNpameTaLii 1oT) Hesagano  Cucrena, DLO.D {LIKLZ), DLL (MKS)

PErAAPHDCTE DEHOEAEHMIT Hesagawo  DLE0 (ML, DLL (V1K) SUAETPEI
Meroumn obrosnemmii Hesagano  DLEO (MK12) Vs nonuTikw |

Mcrauri abnopnenmit 1ot nessgane  DLL (AKS)

8,9,3,8,8,8,8,8,8,8,
ooooobpoooo

Dallas Lock 8.0 11K12
Dallas Lock .0 K13
Dallas Lock Linux MKS
Dallas Lock Linuwx MKS

OMEPATWMBHOE ¥MPABJIEHWE

CHHXpOHHIMpOBaTL

Puc. 377. CpeacTBo o6HapyXeHuUsi U pearmupoBaHusi nog4ymHeHHoro b

YnpaBneHve HacTpovkamu CpeactBa OOHapyXeHWss M pearMpoBaHWs Ha ypoBHe nogyuHeHHoro [Ob
NpoM3BOAMUTCHA aHaNorMyHo ynpasneHmio Hactpokamy COP Ha yposHe [1b (cM. «CpeactBo obHapyxeHus
U pearmpoBaHus»).

18.3.10 3apaHusa noguuHeHHoro A1b

Ha ypoBHe nogunHeHHoro [B B cnucke Ha Bknagke 3adaHusi OOCTYMHbI ANA CO34aHusl 3afdaHus,
aKTyanbHble AN Moayneit gaHHoro nog4umHeHHoro Ab.

I'IpM CO34aHuKM 3agaHusa Ha rmasHom [1b gaHHoe 3agaHne aBToMaTU4EeCKn co3gaeTca Ha nogvymHeHHom [1b.
npOCMOTp pe3ynbTaToB BbINOJIHEHUA 3aaHNA OOCTYNEH NoO KHOMKe COXpaHMTb B d)aﬁn.

B rmaBHom 1B MOXHO Takke co3gaTtb 3agaHusa and Mogynen, He akTyasbHbIX Ans AaHHOro
noavmMHeHHoro b, HO Takne 3agaHus BbINOMHEHbI HE OyayT.

Pabota ¢ 3agaHusmMu gns nogymHeHHoro OB npou3BoauTCcs aHanorMyHo HacTpouke 3agaHui ans Ob

(cm. «Baganua OB»).

18.3.11 OTtyeTbl NnoguuHeHHoro 16

Bknagka Omuyemsl ©yneT OTCYTCTBOBaTb Ha YpoBHE nogyuHeHHoro [OB, ecnu
B nogvnHeHHom b oTtcytcTBytoT mogynv AreHTt ELLY.



Bknagka Omyemesl Ha ypoBHe nogymMHeHHoro b no3sonseT ynpaenaTb otyeTamun moaynen AreHt ELLY
nogymHeHHoro OB (puc. 378).

OtueThl
OTuér 0b annapatHom obecnedeHuK OTUET 0 NporpaMmMHomM obecnedeHuK =
AEACTBKMA
APM Moayae “  3TaN0HHBIA OTYET Texkywmia otuer Pesyabrar nposepkm
ni-DOL  Arent ELY Dallas Lock Windows WML 12,12,2025 14:28 12.12.2025 14:28 HapyweHuil HeT
O6HOBUTL

Boibpars BcE

©WUAbLTPbI
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MpunoxeHune A
NpeanycTtaHOBNEHHbIEe 3HAYEHUSA NONIUTUK Ge3onacHoCTH

A.1 LWabnoHbl aBTOMAaTU3UPOBAHHbLIX CUCTEM

3HayeHus napamMeTpoB
MapameTpbl «basoBas «basoBas «basoBas «basoBas
ansa 1b» ans 1B» ana 1M ansa 10»
Kateropusa «[Monutukn naponen»
MuH1manbHasa gnvHa napons 8 CUMB. 6 CUMB.
Heobxogumo Hanu4une
cneLcnmBOomoB

Heo6xoanMmo Hanuumne CTPOYHbIX U1 la L
MPONUCHbLIX BYKB

Heobxogumo Hanuune uudp [a

Ha —

oVirt: MuHumanbHas anuHa napons 8 cuUMB. 6 CUMB.
vCenter: makcumanbsHas gnvHa 20
naponsi

vSphere: MuHnmanbHas gnvHa
naponsi

8 cumB. 6 cnmB.

Kateropus «Monutuku ayaura»
XKypHan nevatu Bk _

>KypHan ynpasneHus
nons3oBartensMu 1 rpyrnnamu

YKypHan ynpasneHust nonnTukamm
©e3onacHocTn

Bkn. —

Bkn. —

KypHan pecypcos Bkn. —
>KypHan BxoaoB/BbIX040B Bkn.
KypHan 3anycka/3aBepLueHus

npoLeccos

3aHocuTb B >KypHan cobbiTus
3anycka n octaHoBku OC

3aHocuTb B XXypHan cobbiTus
3arnycka u OCTaHOBKW MoAynewn Oa —
agMuHucTpupoBaHns DL

AyanT coObITUIA 3a4NCTKM Bkn. —

Bkn. —

[a

AyanTt ycTponcTs Bkn. _

duKcrpoBaTh B XypHarne [a
HenpaBW/bHble Naposnm

MevataTtb/peaakTMpoBaTh WTaMNM Ja —
CucTeMHbIV XXypHan Bkn.

Kypnan 6esonacHocTu Bkn. —



3HayeHus napamMeTpoB

MapameTpsbl «ba3oBas «ba3oBas «ba3oBas «ba3oBas
ansa 1b» ans 1B» ana 1M ansa 10»

KaTeropvm «Monutukun KOHTpPOJIA LUeJIOCTHOCTU»

MpoBepsTb LEeNOCTHOCTL NPorp.

ann. cpeabl npu 3arpy3ke OC Bia.
[MpoBepaTb LENOCTHOCTL peecTpa Bkn
npu 3arpyske OC ’
MpoBepATb yenoctHocTb OC npu Bxn
3arpyske OC )
Mepuoamnyecknin KOHTPONb NPOrp. 34

ann. cpeapl :
BupTyanbHasa mawwmHa: NpoBepsatb fa

LenocTHocTb Npu 3arpy3ke OC
Kateropus «Pexum pa6otbl C3U»

CuncteMa obHapyXeHUst BTOPXXEHUN Bkn.

MexceTeBoM aKpaH Bkn.
Kateropus «O4ucrka octatoyHom nHcpopmaummn»

3atnpatoLlas

paiou 00 00 00 00
rnocnenoBaTesibHOCTb
KonunyecTBo LUMKIOB 3aTMpaHUs 2 1
Oumnwatb ocBoboxgaemoe
OVCKOBOE NPOCTPaHCTBO

OunwaTth AaHHbIE B
KOH(pmnaeHumManbHbIX ceaHcax [a —
gocrtyna

Ouuwatb hann nogkadkm
BUPTYyarnbHON NamsaTu

Ha —

Oa _
KaTteropus «Monutuku ACY»
Tectuposatb [1CH npu Bxoge [a

Yuncno nonbITok
camoTectmnpoBaHuna [CH

Kateropusa «Hactponkn M3»
BkntounTb yBEeAOMIIEHUE B Tpen
npv 6NokMpoBKke COeaMHEHUS

YBegoMneHuns no cobbITusam
OTCYTCTBUSI aHTUBMpYCa U Bkn.
obHoBnenun OC n DL

Bkn.

MexceTeBou akpaH Bkn.
YacTtoTa perncrpaumm cobbitus 5 MUH
HC[L 'HapyweHue npasuna M3' )
KaTteropus «Hactpoikun COP»
O6HoeneHne 6a3bl MHONMKATOPOB BKr.

komnpomeTtaumm (1oC)

NcTouHMK 0GHOBNEHMIA updates.dallaslock.ru/Update



http://updates.dallaslock.ru/Update

3HayeHus napamMeTpoB

MapameTpsbl «ba3oBas «ba3oBas «ba3oBas «ba3oBas
ansa 1b» ans 1B» ana 1M ansa 10»
MpaBuna aBTOMaTM4ECKOro Bk,
pearnpoBaHus
McTouHuK o6HoBREHMi 10C updates.dallaslock.ru/Update/UcclocUpdate.zip

A.2 Lla6bnoHbl rocyaapcTBEeHHbIX NH(POPMALMOHHBLIX CUCTEM

3HaueHus napameTpoB

MapameTpsbl «basoBas «ba3soBas «ba3soBas

ana K1»

ana K2»

KaTteropus «lMonutuku naponen»

MakcumanbHbI CPOK AeCTBUS Napors 60 aH.
MuHumanbHasa anvHa napons 8 CUMB.
MWHUManbHbIA CPOK AENCTBUS Napons

Heobxoaumo nameHeHne napons He MeHbLUe, YEM B

Heobxoanmmo Hanuume cneLcMmBooB

HeobxoanMmo Hannymne CTPOYHbIX U MPOMUCHBLIX BYKB

Heobxogumo Hanuune undp

oVirt: MuHumanesHas anvHa napons 8 CHMB.
oVirt: MakcManbHbIN CPOK AeNCTBUS napons 60 aH.
vCenter: makcMmansHas gnuHa napons

vSphere: MuHumansHas gnvHa naponsi 8 CUMB.

vSphere: MakcumanbHbIV CPOK AeACTBUS Napons 60 aH.

90 aH.

6 cnmB.

30 gH.
1 cumB.
Ja
Ja
Ja

6 cnmB.

90 aH.
20
6 cnmB

90 aH.

Kateropusa «[onutukn aBTopm3aumm»

MakcrMManbHoe KonuuecTBo owmnbok BBOAA Naporns 4
Bpemsi 6r10kMpoBKM y4EeTHOM 3anucum B crnyvae BBoAa 15 MUK
HernpasunbHbIX Naponen )
MakcumansHoe Konnm4ecTBo ceccui 2
Bpems 6e3gencrteus, nocne koToporo dyaet 5 MUK

3abnoku poBaH ceaHC OocCcTyna

10 MUH.

Kateropus «lMonutuku ayaura»

KypHan Bxogo0B/BbIX040B

3aHoCcuTL B XypHan cobbITus 3anycka 1 OCTaHOBKMU
ocC

3aHocuTb B xxypHanbl owmnbkn OC Bkn.
KypHan koHTpons npunoxexun COB
CuncTeMHbIN XypHan

Cpok xpaHeHu s XXypHanoB B MecsiLiax

Bkn.

Ha

Bkrn.

Bkrn.

ansa K3»

120 aH.

120 aH.

120 aH.

10

5 MUH.


http://updates.dallaslock.ru/Update

3Ha4yeHus napamMeTpoB

MapameTpbl «basoBas «ba3soBas
ansa K1» ana K2»

KaTeropvm «Monutukun KOHTpPOJIA LeJIOCTHOCTU»

MpoBepsTb LEeNoCTHOCTb NPOrp. anmn. cpeabl Npu

3arpyske OC Bia.
MpoBepATb LEenocTHOCTL peecTpa npu 3arpy3ke OC Bxn.
MpoBepaTtb yenoctHocTs ®C npu 3arpyske OC Bxn.
lMepnoanyeckmin KOHTPOMb NPOrp. anmn. cpeapl 3y,
"eHepaums cobbiTnin ayamMTa annapaTHoOu a
LLeNoCTHOCTH

BupTyanbHasa malwuunHa: NpoBepaTb LEeNoCTHOCTb Mla
npwu 3arpyske OC

KaTteropus «Pexum pa6otbl C3U»

Cwnctema obHapyXeHUsi BTOPXXEHUN Bkn.
MexceTeBoM aKkpaH Bk,

Kateropus «O4ucTtka octaTtouyHom nHcpopmaummn»
3aTtupatoLlas nocnenoBaTenbHOCTb 00 00 00 00
KonnyecTBo LMKNOB 3aTUpaHus 1
KaTteropus «Monutuku ACY»
Tectuposatb JCYH npu Bxoge Oa

Umcno nonbITok camoTectupoBaHus OCYH 1

KaTteropus «O6wue HacTpoiku COB»

O6GHoBREHNe HaCTPOEK IBPUCTUKM Bk
O6HoBREHNe NepeMeHHbIX Tpadmka Bk,
O6HoBneHune curHatyp Tpaduka Bkn.
O6GHoBREHne curHaTyp XypHanos Bk
Bknountb cuctemy obHapyXeHVUs BTOPXKEHWI Bkn.
O6HoBneHne geTekTopa aTtak Bk
3awmTta oT BUpYCcoB LUINGPOBabLLNKOB Bk
AyauT: nsmeHeHve napametpos COB Bkn.
AyonT: cpabaTtbliBaHUE XypHanbHbIX CUTHATYP Bk
AyauT: 1oC Bk
AyauT: cpabaTbiBaHMe curHaTtyp Tpaduka Bkn.
AyouT: cpabaTbiBaHMe 3BPUCTUK Bk

KaTteropus «HacTtpoiku M3»

BkntounTb yBeAOMIIEHNE B Tpen nNpu ONOKMpoBKe

Bkn.
coeanHeHns

«ba3oBasi
ansa K3»



3Ha4yeHus napamMeTpoB

MapameTpbl «basoBas «ba3soBas «ba3soBas
ana K1» ansa K2» ansa K3»
BkntounTb ounbtpauuio Bkn. —

YBegomreHus no cobbiTusm OTCYTCTBUA aHTUBUPYCa

n obHosneHnn OC n DL Bran.
dunbTpauna SSL Bkn. —
MexceTeBou akpaH Bkn.
YactoTa pernctpaumm cobbitna HCJ 'HapyweHne 5 MUH
npasuna M3' '
Kateropus «Hactporku COP»
O6HoBneHne 6a3bl MHOMKATOPOB KOMMPOMeTaUumn Bin
(loC) '
VicTouHMK 0BHOBREHMI updates.dallaslock.ru/Update
MpaBnna aBTOMaTUYECKOrO pearnpoBaHms Bkn.
VcTo4HMK o6HoBREHMI 10C updates.dallaslock.ru/Update/UcclocUpdate.zip

A.3 LWabnoHbl MHHOPMALMOHHLIX CUCTEM NEPCOHANbHbIX AaHHbIX

3HayeHus napamMeTpoB
MapameTpbl «ba3oBasi «ba3oBasi «basoBasi «BbasoBasi
ana 1Y3» ana 2 Y3» ansa 3 Y3» ansa 4 Y3»
KaTteropus «lMonutuku naponen»

MakcumanbHbI CpoK AeNCTBUS
naponsi

MuHMManbHas gnuHa napons 8 CUMB. 6 CUMB.

60 aH. 90 aH. 120 gH. 180 gH.

MuWHMManbHbIM CPOK OENCTBUS
naponsi

Heobxogumo nsmeHeHve napons
He MeHbLLe, YeM B

Heobxogumo Hanndve
CneLcuMBOIOB

30 gH.
1 cums.

[a
Heobxoaumo Hanuumne CTPOYHbIX U [la
NPONMUCHbIX ByKB

Heobxogumo Hanuuve umdp Ja

oVirt: MuHumanesHas anvHa napons 8 cuMB. 6 CUMB.

oVirt: MakcumanbHbI CpoK

neicTBUs Napons 60 aH. 90 aH. 120 gH. 180 gH.

vCenter: makcumanbHas gnuHa
napons

vSphere: MuHumanbHas anvHa
napons

vSphere: MakcumanbHbI CPOK
JencTeumsa napons

20
8 cumB. 6 cnmB.

60 gH. 90 aH. 120 gH. 180 aH.


http://updates.dallaslock.ru/Update
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3HayeHus napamMeTpoB

MapameTpbl «ba3soBas «ba3soBas «basoBas
ana 1Y3» ana 2 Y3» ana 3 Y3»
Kateropusa «l[onutukn aBTopmsaumm»
MakcrmansHoe Konnu4ecTso
owmbok BBOAa napons

Bpems 6n0oKnpoBKN y4eTHON
3anvcu B criydae Beoaa 30 MuH. 15 MuH.
HenpaBuUNbHbIX Naponen

4 8

Kateropusa «lMonutuku ayguta»

>KypHan Bxo4oB/BbIXO40B Bkn.
3aHocuTb B xxypHanbl owmnbkn OC Bkn. —
KypHan KOHTPOns NpUnoXeHun Bkn

CcOB )
Cu1CTEMHbIV >XXypHar Bkn.

CpoK xpaHeHuWs XXypHarnoB B 3

mecaAuax
KaTeropml «Monutukun KOHTpPOJIA LeJIOCTHOCTU»

MpoBepsATb LEeNoCTHOCTL Nporp.

ann. cpeabl npu 3arpy3ke OC Bia.
MpoBepATb LLENOCTHOCTL peecTpa BKr
npwu 3arpyske OC )
MpoBepsATb uenoctHocTs PC npu Bkn
3arpyske OC ’
MNepunogmyecknin KOHTPOMb Nporp. 3y

ann. cpeapl ’
Mepuoagnyeckmmn koHTponb ®C 3 4.
BupTtyanbHas mawwmHa: NpoBepaTb fa

LenocTHocTb npu 3arpy3ke OC
Kateropus «Pexum pa6otbl C3U»

CuncteMa obHapyXeHUst BTOPXXEHUN Bkn.

MexceTeBoW akpaH Bkn.

Kateropua «Ouncrka octaTo4yHOW MHhopmMaLun»

3atupatoLlas 00 00 00 00

nocrnenoBaTenbHOCTb

KonnyecTtBo LKMKNOB 3aTupaHus 1
KaTteropusa «Monutuku ACY»

TectupoBatb [JCYH npu Bxoge Ja

Yuncno nonbITok
camoTtecTnpoBanna [CY

KaTteropus «O6wme HacTporku COB»

OBHOBMNEHNE HAaCTPOEK 3BPUCTUKM Bkn.

10

«basoBasi
ans 4 Y3»



MapameTpsbl

O6HoBnEHNe NnepeMeHHbIX
Tpadmka

O6HoBnEeHNe curHatyp Tpaduka
O6HoBREeHNe curHaTyp XypHanos
BknounTtb cuctemy obHapyxeHus
BTOPXXEHUN

O6HoBneHne getekTopa atak
3awwTa o1 BUpycoB
LWndpoBarnbsLLMKOB

AyauT: U3MeHeHne napameTpoB
COB

AyauT: cpabaTbiBaHve
)KYpHaInbHbIX CUTHATYp

Ayaut: loC

AyauT: cpabaTtbiBaHWe CUrHaTyp
Tpadmka

AyouT: cpabaTtblBaHMe 3BPUCTUK

Bknountb yBegomneHne B Tpen
npu 61I0KMPOBKE COeAMHEHNS

BkntounTb hunbTpauuio
YBegomneHus no cobbituam

OTCyTCTBI/IFl aHTI/IBI/Ipyca n
obHosneHun OC n DL

dunbTpauna SSL
MexceTeBoW akpaH

YacTtoTa perncrtpaumm cobbitms
HC[I 'HapyweHue npasuna M3'

O6HoBneHne 6a3bl MHOUKaTOPOB
komnpomeTtauumm (1oC)

McTouHnK oGHOBNEeHui
[NpaBnna aBToMaTU4ECKOro
pearnpoBaHusi

McTouHnk obHoBneHuin loC

3HayeHus napamMeTpoB

«ba3oBasi «ba3oBasi

ana 1Y3»

Bkn.

Bkn.

Bkn.
Bkn.
Bkn.

Bkn.
Bkn.

Bkn.
Bkn.
Bkn.

Bkn.

Kateropusa «Hactponku MO»

Bkn.

Bkn.

Kateropus «Hactpoiiku COP»

updates.dallaslock.ru/Update

ansa 2 Y3»

«basoBasi
ansa 3 Y3»

Bkn.

Bkn.

Bkn.

5 MUH.

Bkn.

Bkn.

«basoBasi
ans 4 Y3»

updates.dallaslock.ru/Update/UcclocUpdate.zip
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A.4 LWa6bnoHbl KPpUTNYECKOU MH(POPMALIMOHHON MHPPACTPYKTYPbI

MapameTpsbl

3Ha4yeHus napamMeTpoB

«Bbas3oBas «basoBas «Bba3oBasi
ana KU K1» gna KUK K2» gna KUUA K3»

KaTteropus «[Monutukmn naponen»

MakcumarnbHbIn CPoK 4EeNCTBUSA Napons
MvHumaneHasa anvHa napons

MwHMManbHbIN CPOK AENCTBUSA Napons

HanomuHaTb 0 cMeHe napons 3a

Heobxoaumo nameHeHne napons He MeHbLUe, YEM B
Heobxogumo Hanuumne cneLcumBonoB

Heobxooumo Hanmumne CTPOYHbIX U MPOMUCHBLIX OYKB
Heobxogumo Hanuune uudp

oVirt: HanomuHaTb 0 cMeHe napons 3a

oVirt: MuHumanbHas anuHa napons

oVirt: KonnyecTso npeapiaylumx naponen, Kotopble
nonb3oBaTenb HE MOXET NCMONb30BaThb

PaspelueHa reHepaums napons
oVirt: MakcumanbHbIN CPOK AeNCTBMSA Napons

vCenter: KonM4ecTBO NpeablayLLUyX naponen,
KOTOpble Nonb3oBaTerb He MOXET UCMONb30BaTh

vCenter: makcMmansHas gnuHa napons
vSphere: MuHumanbHaga gnvHa napons
ESXi: HanommHaTb 0 CMeHe napons 3a
vSphere: MakcumanbHbIV CPOK AeACTBUS Napons

Pa3spelueHa reHepaumsi napons

60 gH. 90 aH. 120 gH.
8 cums. 6 cums.
30 aH.
3 OH. —
1 cumB.
Ja
Ja
Ja
3 OH. —

8 cnmB. 6 cnmB.

Ha
60 aH. 90 AH. 120 gH.

20
8 cums. 6 cums.
3 OH. —
60 aH. 90 aH. 120 gH.
Oa

Kateropusa «[onuTtukn aBTopmsaumm»

ABTOMaTMyeckoe 6J'IOKVIpOBaHMe HEaKTUBHbIX
YYETHbIX 3anucen

Sal'lpeTVITb NOBTOPHOE UCMNOJ1Ib30BaHNE NMEHU
nonb3oBaTenid B Te4eHne

EJ'IOKI/IpOBaTb KOMMNbKOTEP B Cliy4ae BBO4A
HenpaBWuJlbHbIX naponeﬁ

OTobpaxaTb MHGOPMALMIO O NOCNegHEM YCMNELLHOM
BXoae

ABTOMaTM4eCcKuMin BbIOOp annapaTHOro
naeHTUdMKaTOpa Npu asTopusaumm

PaspelunTb 1cnonb3oBaHne cMapT-kapT

3anpeTuTb UCNObL30BaHME NAPOSIbHOIO
UHTepdenca Bxona

45 gH. 90 gH.

Hascerpa 3 roga 1rog

[a

Bkn. —

Bkrn. —



3Ha4yeHus napamMeTpoB

MapameTpbl «basoBas «ba3soBas «ba3soBas
ansa KUM K1»  pgna KUK K2»  ana KUA K3»

MakcumanbHoe KonmuecTso owmnbok BBoaa Napons 4 8 10
Bpemsi 6r10KMpOBKM y4ETHOM 3an1cu B crnyvae BBoAa

P P yHer y A 60 MuH. 30 MUH. 15 MuH.
HenpaBUIbHbIX Naponewn
MakcumanbsHoe KoNM4ecTBO Ceccum 2 —
Bpewmsi 6e3genictBusi, nocne kotoporo dyaet

P A P ya 5 MUH. 10 MuH. 15 MuH.
3abnoKMpoBaH ceaHc gocTyna
CuunTbiBaTb aBTOPM3ALMOHHYIO MHOPMaLMIO C fa .
annapaTtHoro Knioya
BkntounTb cuHXpoHun3aumio spemeHun no NTP Bkn.

KaTteropus «Monutukn aygura»

Kyphan tpadmka punstpauumn M3 Bkn. —
XKypHan naketoB M3 Bkn. —
CnyxebHbin xypHan M3 (nakeTbl B popmaTte Pcap) Bkn. —
Ucnonb3osatb Yackl nnatel C3U Dallas Lock Bk,
CospaBaTb TeHeBbIe KOMMKM pacnevyaTbiBaeMbixX Bis.
OOKYMEHTOB

KypHan neyatu Bk,
XKypHan ynpasneHus nonb3oBatensMm u rpynnamu Bkn.
KypHan ynpasneHus nonutnkamu 6e3onacHocTm Bkn.
XKypHan pecypcos Bkn.
KypHan Bxo4o0B/BbIXO40B Bk
Mepuoanyeckasn apxvmBaums XypHanos 3 mMecsiua
KypHan 3anycka/3aBepLueH/s NpoLeccoB Bkn.

3aHOCKTh B XXypHan cobbITusi 3anycka U OCTaHOBKU a
ocC

3aHoCuTL B XypHan cobbITUs 3anycka 1 OCTaHOBKMU

o Oa
mMoaynewn agMuHucTpupoBaHusa DL
3aHocuTb B XXypHan ncxogdwue nonbITkM BXoda Ha a
yAaneHHble KOMNbITEepPbI
AyanT coObITUIA 3a4NCTKM Bkn.
3aHocuTb B xxypHanbl owmnbkn OC Bkn.
AyauT cucTeMHbIX Nonb3oBaTenei Bkn.
AyanTt ycTponcTs Bkn.
PukcnpoBaTh B XypHane HenpaBuiibHblE Naponu Na
KypHan pe3epBHOro KonnpoBaHus Bkn.
Kypnan koHTpons npunoxeHun COB Bkn.

XKypHan tpaduka COB Bkn. —



3Ha4yeHus napamMeTpoB

MapameTpsbl «basoBas «ba3soBas «ba3oBas
ana KUMK1» ana KUAK2» ana KU K3»

MevaTaTb/pepakTMpoBaTh LUTaAMI [a
®oHOBOE BbINOMHEHWE PE3EPBHOMO KONUPOBAHUS Bkn.
CuCTeMHbIV XypHan Bkn.
Cpok xpaHeHu s XXypHanoB B MecsLax 3

>KypHan goctyna K yctponctsam Bkn.
KypHan cobbituin 6esonacHoctn M3 Bkn.
KypHan ynpasnexus M3 Bkn.
KypHan ayTeHTudukaumnm Bkn.
>KypHan nonb3oBaTenbCkMx coobLleHnn Bkn.
XKypHan 6esonacHocTu Bkn.
>KypHan npunoxeHun Bkn.
KypHan ycTtaHOBOK Bkn.
KypHan M3 Bkn.
KypHan runepsusopa Hyper-v Bkn.
3abnoknpoBaTh BbIrpPy3Ky XypHanos syslog B SQL Bkn.

YBegomneHus: XKypHan cobbituin BU Hyper-V

(onepauun VMM) Bikn.
YBegomneHus: CobbiTus ynpasneHus BM Bkn.
YBegomnerus: CobbiTus ynpaBneHus Bxn
KoHGurypaumen BM '
YBegomneHus: CobbiTns ynpasneHus Bkn
KOHpurypauuei runepsusopa '
YBegomneHus: CobbITus ynpaBneHus ceTbio Bkn.
YBegomneHus: CobbiTns ynpasneHns COCTOSHUEM Bkn
BM '
vSphere: ESXi Shell Bkn.
vSphere: USB-ycTponicTea Bkn.
vSphere: AreHT ESXi Bkn.
vSphere: AyteHTudmkaumns Bkn.
vSphere: BupTyanbHble MaLLWHbI Bxkn.
vSphere: 3aunctka ®C Bkn.
vSphere: CuctemMHble cobbITUSA Bk
vSphere: AreHt CB vCenter Bk
YBegomneHus: NameHeHne obLumMx HacTpoek Bkn

cepBepa BupTyannsaumm



MapameTpsbl

YBegomnenus: Onepaumm ¢ BUpTyanbHbIMK
MaLLMHaMu

YBegomneHus: OI'IepaLI,VIVI C BMpTYyasnbHbIMA
ANCKaMu

YBepomnenus: Onepaunm ¢ obbekTamu
BMPTyanbHOW CeTu

YBegomneHus: Onepau,vu/l CO CHanwoTtamMum

3Ha4yeHus napamMeTpoB

«basoBasi
ansa KU K1»

«ba3oBasi
ana KU K2»

Bkrn.

Bkr.

Bkn.

Bkr.

Kateropus «lMpaBa nonb3oBarenem»

MapameTpbl 6GesonacHocTu: MNpocmoTp

AyauTt: NMpocMOoTp TEHEBBLIX KOMUN
pacneyaTbiBaeMbIX AOKYMEHTOB

Y4yeTHble 3anucu: YnpasneHue

AyauT: YnpasneHue

Pecypcbl: YnpaBneHue UCKPELNOHHBIM AOCTYNOM
Pecypcbl: YnpaBneHue KOHTPOreM LLenoCTHOCTH
AyauT: MpocmoTp XKypHanos

M3mMeHeHne CMCTEMHOro BpeMeHU 1 4acoBOro nosica
AyanT: NMpocMoTp TEHEBLIX KoNui hannos
Pecypcbl: YnpaBneHve MaHgaTHbIM JOCTYMOM
MapameTpbl 6e30nacHOCTU: YnpaBneHne

[eakTnuBauusa cuctemsl 3aluUThl

AOMUHWUCTpaTOPbI
AOMuUHMCTpaTOpbI

AOMUHUCTpATOPLI
AOMUHUCTpATOPLI
AgMuUHMCTpaTOpbI
AOMUHUCTpATOPLI
AgMuUHMCTpaTOpbI
AgMuUHMCTpaTOpbI
AOMUHUCTpATOPLI
AOMUHUCTpaTOpHI
AOMUHUCTpaTOPLI

AOMUHUCTpaTOPSI

KaTeropml «Monutukun KOHTpOIA UesrToCTHOCTU»

lMpoBepka unhpoBoM NOANUCK UCNOSNTHAEMbIX
dannos

M3ameHeHne dhannos ¢ Ha3HayYeHHbIM KOHTPOMNeMm
LIeNIOCTHOCTH

[MpoBepATb LEenocTHOCTL NpOorp. anm. cpeabl Npu
3arpyske OC

MpoBepATb LEenocTHOCTL peecTpa npu 3arpyske OC
MpoBepaTtb yenoctHocTs ®C npu 3arpyske OC
Meproamnyecknin KOHTPONb Nporp. ann. cpefbl
Mepunogmnyeckunin kKoHTponbs PC

KoHTponb LenocTHOCTM Nporp. anmn. cpeabl:

Cuctema

KoHTponb LienoCcTHOCTM Nporp. ann. cpeasbl:
YCcTponcTBo BBOAA

KoHTponb LLenoCcTHOCTM Nporp. ann. cpefbl:
MpuHTEpSbI

KoHTpornb LenocTHocTu Nporp. anm. cpedbl: [J1cku

Bkr.

3anpeTtutb

Bkr.

Bkn.
Bkn.
3u.
3u.

Xaw MD5
Xaw MD5

Xaw MD5

Xaw MD5

«ba3oBasi
ana KU K3»



3Ha4yeHus napamMeTpoB

MapameTpbl «basoBas «ba3soBas «ba3soBas
ansa KUM K1»  pgna KUK K2»  ana KUA K3»
KoHTponb LienocTHocTM nporp. ann. cpeabl: USB-

N Xaw MD5
ycTponcTea
KoHTponb LenoctHocTu nporp. ann. cpegbl: CeTb Xaw MD5
KoHTponb LEenocTHOCTM Nporp. anmn. cpeabl: Xaw MD5
Pasgenbl gncka
KoHTponb LenocTHocTu nporp. ann. cpeabl: BIOS Xaw MD5
KoHTponb LEenocTHOCTM Nporp. anmn. cpeabl: Xaw MD5
OnepaunoHHas cnctema
KoHTponb LenocTHOCTM Nporp. anmn. cpeabl: Xaw MD5
[pansepsbl
KoHTponb LenocTHOCTM Nporp. anmn. Cpeabl: Xaw MD5
Mporpammbl
KoHTponb LenocTHocTy nporp. ann. cpeasbi: MNanku Xaw MD5
obuero goctyna
KoHTponb LenocTHocTu nporp. ann. cpeabl: Kogekn Xaw MD5
KoHTponb LenocTHocTu nporp. ann. cpeabl: Cnncok Xaw MD5
nons3oBarenem
lMpoBepka unpoBo NOANUCK UCNOSTHAEMbIX Bkn
dannos '
"eHepaums cobbiTnin ayamMTa annapaTHou a
LEeNnoCTHOCTH
ABTOMaTMYECKOE Pa3MOHTUPOBaHUE Bn
HenogaepxuneaemMbix USB-ycTponcTs ’
KoHTponb LienocTHOCTU hanrioB Mo U3SMEHEHUIO Bxkn. —
M3meHeHue hannoB ¢ HasHayYeHHbIM KOHTpOMnem

3anpetntb
LLeNOCTHOCTH

Kateropus «Pexum pa6otbl C3U»

CuncteMa obHapyXeHUst BTOPXXEHUN Bk,
MexceTeBou aKkpaH Bkn.

Kateropua «Ouncrka octaTo4yHOW MH(bopmMaLMn»

OuniaTb AaHHble B KOHDUOEHUManNbHbIX ceaHcax

gocrtyna fla
[MpoBepATb O4YUCTKY MHOPMaLMK Na
Ouuwatb hann noakadkmM BUpTyansHOW NamMaTu Oa
Ounwatb ocBO6OXOAEMOE OMCKOBOE MPOCTPAHCTBO Oa
3aTtupatoLllas nocnegoBaTenbHOCTb 00 00 00 00
KonunyecTtBo LUUKNOB 3aTUpaHus 2
Kateropusa «Monutukm O CY»
Tectuposatb [1CH npu Bxoge Na

YUuncno nonbITok camoTectupoBaHus OCYH 1



3Ha4yeHus napamMeTpoB

MapameTpbl «basoBas «ba3soBas «ba3soBas
ansa KUM K1»  pgna KUK K2»  ana KUA K3»

KaTteropus «MaHaaTHbIA foOCTyn»

3anpeT ogHOBpEMEHHO paboThl Mofib3oBaTENen ¢

PasnNUYHbIMWN YPOBHAMMW U MeTKaMyU MaHAaTHOro Bkn. —
gocTtyna
[dobaBnatb WwWramn npy nevyaTy nog ypoBHAMM Bce ypoBHu —

KaTteropus «lMonutuku goctyna»

BrnokupoBaTb NOAKNIOYEHNE HE3AaPEMMCTPUPOBAHHBIX

. Bkr.
HakonuTenen USB Flash
BbrioknpoBaTb KOMNbIOTEP NPW MNOAKTHOHEHNN Bn
He3apermcTpupoBaHHbIx HakonuTenen USB Flash '
BnokuposaTtb ann-gnuckm npy OTKMNYEHUN Bin
annapaTtHoro naeHtudukaropa )
BrioknpoBaTb KOMNbIOTEP NPWU OTKITHYEHUN Bn
annapaTtHoro ngeHtudukaropa )
MpuHyouTenbHoe 3aBepLUeHne ceaHca
nonb3oBaTtens Npu oTKMYEeHUN annapaTHoro Bkn.
naeHtTudmkaropa

Kateropus «Hactpoiiku COP»
O6HoeneHue 6a3bl MHOMKATOPOB KOMMPOMETaLnn Bkn
(loC) '
McTouHMK 0GHOBrEHMI updates.dallaslock.ru/Update
lMpaBuna aBTOMaTMYECKOrO pearnpoBaHus Bk,
McTouHuK o6HoBreHui 10C updates.dallaslock.ru/Update/UcclocUpdate.zip
Kateropusa «HacTtponkun aBpucTtukmn»

Ataka: 3awuta ot DDoS-ataku (3awmTta ot dnyaa) Bk,
ATtaka: Short Headers Bkn.
Artaka: IP spoofing Bkn.
Ataka: TearDrop (ansa ICMP npoTtokona) Bkn.
ATtaka: Open Tear Bkn.
Ataka: CkaHMpoBaHue NopToB Bkn.
YyBCTBMTENBHOCTbL CKAHMPOBAHWUSI MOPTOB Bkn.
ATtaka: AHoOManbHasi ceTeBast akTUBHOCTb Bxkn.
ATaka: lNepeKkpbiTe 3arofioBKOB Bxkn.
Ataka: DHCP-ataku Bkn.
Ataka: ARP spoofing/poisoning Bkn.
Ataka: ICMP flood Bkn.
Ataka: Smurf Bkn.

Ataka: TcpSpecScanScenario Bkn.


http://updates.dallaslock.ru/Update
http://updates.dallaslock.ru/Update

MapameTpsbl

Ataka: SSHLoginFailedScenario
Ataka: TCPScanDatabases
Ataka: SynFloodScenario
Ataka: TCPScanWindows
Ataka: TesterScenario

Artaka: ICMPFloodScenario
Ataka: TcpScanScenario

ATtaka: SelfTesterScenario

3Ha4yeHus napamMeTpoB

«basoBasi «ba3oBasi «ba3oBasi
ana KU K1» gna KUK K2» gna KUUA K3»

Bkn.
Bkn.
Bkn.
Bkn.
Bkn.
Bkn.
Bkn.

Bkr.

Kateropus «O6wme HacTporku COB»

OGHOBMNEHNEe HACTPOEK 3BPUCTUKN

O6HoBNEHNE NepeMeHHbIX Tpaduka

O6HoBneHune curHatyp Tpaduka

OGHOBMEHNE CUrHATYpP KypHanoB

AHanua curHaTyp atak B ceTeBom Tpadumke
BknounTtb cuctemy obHapyKeHUst BTOPXKeHUN
O6HoBREeHNe aeTeKkTopa aTak

AHanus xypHanos OC

CVHXpOHM3MpoBaTb CMUCOK LOBEPEHHbLIX a4peCcOB
KoHTponb npumnoxeHun

BJ'IOKI/IpOBaTb CHATUNE CKpI/IHLIJOTOB Mo KnaBuwle
PrintScreen

McTouHnK oGHOBNEeHui

MNcTo4YHnK obHoBNEHUN

MackupoBaHue gatymka COB
OBpuctnyeckumn aHanus COB
3awmTta oT BUPYCOB LUINGPOBAbLLNKOB

SaHOCI/ITb B >|<ypHan NOJIUTUK npOBeme Hann4ymna
oBHOBIEHUN

AyauT: nsmeHeHne napametpos COB

AyauT: cpabaTblBaHWeE XXypHarbHbIX CUTHATYP
Ayout: loC

AyauT: cpabaTbiBaHWe curHaTyp Tpaduka

AyauT: cpabaTbiBaHWE 3BPUCTUK

Bkn.
Bkn.
Bkn.
Bkn.
Bkn.
Bkn.
Bkn.
Bkn.
Bkn.

Bkr.
Bkn. —

updates.dallaslock.ru/Update

updates.dallaslock.ru/WafUpdate/waf-brp-
current.tar.gz

Bkr.

Bkn.

AKTUBHbI pPEXNM
Bkn.

Bkn.
Bkn.
Bkn.
Bkn.

Bkrn.


http://updates.dallaslock.ru/Update
http://updates.dallaslock.ru/Update

3Ha4yeHus napamMeTpoB

MapameTpsbl «ba3oBas «ba3oBas «ba3oBas
ana KU K1»  ona KUK K2»  gna KUU K3»

KaTteropus «Hactpoiku M3»

BkntounTb hunbTpauuio Oa
OtobpaxaTb coobLieHne o 3abnoKMpoOBaHHOM Mla
coeguHeHun (cante)

MepnoanyHOCTL NPOBEPKM 3ALLULLEHHOCTU CUCTEMBI 1 yac
®dunbTpaunsa SSL Oa
[osepeHHble npasuna M3 Bxkn.
MexceTeBoW akpaH Bxn.
YactoTa pernctpaumm cobbitna HC[ 'HapyweHne 5 MUH

npasuna M3'



